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(7) ABSTRACT

A system and method for enabling failover in an application
server cluster. A “primary” application server computer in
the cluster may provide a service or data necessary for other
application server computers in the cluster to operate. In
addition to the primary application server computer, one or
more of the other application server computers may be
designated as “backup” application server computers. Each
backup application server may backup the processing infor-
mation managed by the primary application server. When
the primary application server itself becomes unavailable
(e.g., due to a failure of the computer system or network),
one or more of the backup application servers may be
promoted to the role of primary application server.
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Application server computers in a cluster receive client requests
and request processing information for processing the client
requests from a primary application server computer in the cluster
301

A

Failure occurs in the cluster which results in two sub-clusters A
and B, wherein the primary application server computer is
reachable from computers in sub-cluster A but not reachable from
computers in sub-cluster B
303

A

A backup application server computer in sub-cluster B promotes
itself to a primary application server role in response to
determining that the primary application server is unreachable
from the computers in sub-cluster B

305
A 4
A 4 Y
ot : Application server computers in
Application server computers in ; :
sub-rZ;FI)uster A receive clieﬁt requests sub-cluster B receive client requests
and request processing information and request processing information
for processing the client requests for processing the client requests
from the primary application server frc(Jrrl\dtge pknmary apgllcatlon tser_ver
: ) old backup server) computer in
computer |ré8171b cluster A sub-c::)‘lggter B

A
Cluster failure is corrected, which results in the primary application
server in sub-cluster A becoming reachable again from all
computers in the cluster
311

\ 4

Promoted primary application server returns to its original role as a
backup application server
313

FIG. 6
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Application server computers in a cluster receive client requests
and request processing information for processing the client
requests from a primary application server computer in the cluster
331

A

Failure occurs in the cluster which results in two sub-clusters A
and B, wherein the primary application server computer is
reachable from computers in sub-cluster A but not reachable from
computers in sub-cluster B
333

A

Determine that no backup application server computer is present
in sub-cluster B that can be promoted to a primary application

server role
335
A 4
Application server computers in
sub-cluster A receive client requests One or more application server
and request processing information computers in sub-cluster B log error
for processing the client requests messages and perform other error
from the primary application server procedures
computer in sub-cluster A 339
337 T

Y
Cluster failure is corrected, which results in the primary application
server in sub-cluster A becoming reachable again from all
computers in the cluster
341

A
Application server computers in sub-cluster B resume normal
client request processing (resume interfacing with the primary
application server to process incoming client requests)
343

FIG. 7
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SYSTEM AND METHOD FOR ENABLING
FAILOVER FOR AN APPLICATION SERVER
CLUSTER

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to the field of distrib-
uted software applications, and more particularly to a system
and method for enabling failover for an application server
cluster.

[0003] 2. Description of the Related Art

[0004] The field of application servers has recently
become one of the fastest-growing and most important fields
in the computing industry. As web applications and other
distributed applications have evolved into large-scale appli-
cations that demand more sophisticated computing services,
specialized application servers have become necessary, in
order to provide a platform supporting these large-scale
applications. Applications that run on application servers are
generally constructed according to an n-tier architecture, in
which presentation, business logic, and data access layers
are kept separate. The application server space is sometimes
referred to as “middleware”, since application servers are
often responsible for deploying and running the business
logic layer and for interacting with and integrating various
enterprise-wide resources, such as web servers, databases,
and legacy systems.

[0005] Application servers offer significant advantages
over previous approaches to implementing web applications,
such as using common gateway interface (CGI) scripts or
programs. According to the CGI model, a client computer
running a web browser may reference a CGI program on a
web server, e.g., by referencing a URL such as “http://
server.domain.com/cgi-bin/myprogram.pl”. Generally, the
CGI program runs on the web server itself, possibly access-
ing a database, e.g. in order to dynamically generate HTML
content, and the web server returns the output of the program
to the web browser. One drawback to this approach is that
the web server may start a new process each time a CGI
program or script is invoked, which can result in a high
processing overhead, impose a limit on the number of CGI
programs that can run at a given time, and slow down the
performance of the web server. In contrast, application
servers typically provide a means for enabling programs or
program components that are referenced via a URL to run on
a separate computer from the web server and to persist
between client invocations.

[0006] Another common drawback of previous web appli-
cation design models, such as the use of CGI programs, is
related to data access. For example, if a CGI program needs
to access a database, the program typically opens a database
connection and then closes the connection once it is done.
Since opening and closing database connections are expen-
sive operations, these operations may further decrease the
performance of the web server each time a CGI program
runs. In contrast, application servers typically provide a
means to pool database connections, thus eliminating or
reducing the need to constantly open/close database con-
nections. Also, data access in CGI programs is generally
coded at a relatively low level, e.g., using a specific dialect
of SQL to access a specific type of database. Thus, portions
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of the application may need to be recoded if the database is
replaced with a new type of database. Application servers,
on the other hand, may provide a database service for
applications to utilize as an interface between the application
and the database, which can serve to abstract the application
from a particular type of database.

[0007] Application servers may also provide many other
types of application services or may provide standard reus-
able components for tasks that web applications commonly
need to perform. Application servers often incorporate these
services and components into an integrated development
environment specialized for creating web applications. The
integrated development environment may leverage various
standard software component models, such as the Common
Object Request Broker Architecture (CORBA), the (Distrib-
uted) Component Object Model (COM/DCOM), Enterprise
JavaBeans™ (EJB), etc., or the integrated development
environment may provide its own software component
model or may extend standard component models in various
ways.

[0008] The following list is a partial list of the types of
application services or application components that appli-
cation servers may provide. By leveraging these types of
integrated, pre-built services and components, web applica-
tion developers may realize a significant reduction in appli-
cation development time and may also be able to develop a
more robust, bug-free application. Application servers from
different vendors differ, of course, in the types of services
they provide; thus, the following list is exemplary only.

[0009] As noted above, application servers may pro-
vide data access services for accessing various types
of databases, e.g. through directly supporting pro-
prietary databases, such as SAP, Lotus Notes, CICS,
etc., or through standardized interfaces, such as
ODBC, JDBC, etc. Also, as noted above, application
servers may enable database connection pooling or
caching.

[0010] Application servers may also provide services
for accessing network directories, such as directories
that support the standard Lightweight Directory
Access Protocol (LDAP).

[0011] Application servers may also provide applica-
tion security services or components. Web applica-
tion security may be considered at different levels,
such as: client-to-server communication, applica-
tion-level privileges, database access, directory ser-
vice access, etc. Application server security-related
services/components may include support for per-
forming wuser authentication, performing data
encryption, communicating via secure protocols
such as Secure Sockets Layer (SSL), utilizing secu-
rity certificates, programnuing user access rights,
integrating with operating system security, etc.

[0012] Application servers may also provide services
enabling a web application to easily maintain user
state information during a user session or across user
sessions. Performing state and session management
is especially important for applications that have
complex, multi-step transactions.

[0013] Application servers may also support caching
the results of application logic execution or caching
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the results of web page/component output, so that for
appropriate subsequent requests, the results may be
reused.

[0014] Application servers may also support result
streaming, such as dynamically streaming HTTP
output, which may be especially useful for large
result sets involving lengthy queries. A related ser-
vice may enable an application to easily display a
large result set by breaking the result set down into
smaller groups and displaying these groups to the
user one at a time.

[0015] Many web applications need to perform vari-
ous types of searching or indexing operations. Appli-
cation servers may also provide application services
for indexing or searching various types of docu-
ments, databases, etc.

[0016] As noted above, many web applications may
perform various types of complex, multi-step trans-
actions. Application servers may also provide sup-
port for managing these application transactions. For
example, this support may be provided via a soft-
ware component model supported by the application
server, such as the Enterprise JavaBeans™ compo-
nent model, or via integration with third-party trans-
action process monitors, etc.

[0017] TItis often desirable to enable web applications
to perform certain operations independently, as
opposed to in response to a user request. For
example, it may be desirable for an application to
automatically send a newsletter to users via email at
regularly scheduled intervals. Application servers
may support the creation and scheduling of events to
perform various types of operations.

[0018] Many types of web applications need to per-
form e-commerce transactions, such as credit card
transactions, financial data exchange, etc. Applica-
tion servers may provide services for performing
various types of e-commerce transactions or may
provide an integrated third-party e-commerce pack-
age for applications to use.

[0019] Web applications often need to utilize various
types of standard network application services, such
as an email service, FTP service, etc. Application
servers may provide these types of services and may
enable applications to easily integrate with the ser-
vices.

[0020] Web applications often need to log various
conditions or events. Application servers may pro-
vide an integrated logging service for web applica-
tions to use.

[0021] Judging by the exemplary list above of computing
services that application servers may provide for web appli-
cations, it is apparent that application servers may integrate
a diverse range of services, where these services may
interact with many different types of servers, systems, or
other services. For example, an application server may act as
a platform hub connecting web servers, database servers/
services, e-commerce servers/services, legacy systems, or
any of various other types of systems or services. A key
benefit of many application servers is that they not only
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provide this service/system integration, but typically also
provide centralized administrative or management tools for
performing various aspects of system and application
administration.

[0022] For example, application servers may provide man-
agement tools related to application development and
deployment, such as tools for source code control and
versioning, bug tracking, workgroup development, etc.
Application servers may also provide tools related to appli-
cation testing and deployment, such as tools for application
prototyping, load simulation, dynamic code base updates,
etc. Application servers may also provide tools for easily
configuring the application to utilize various of the applica-
tion server services described above. For example, admin-
istrators may use a tool to set the result caching criteria for
particular application components or pages, or may use a
tool to specify which documents to index or to specify
indexing methods, etc.

[0023] One important class of application server admin-
istrative tools pertains to real-time application management
and monitoring. Application servers may provide tools for
dynamically managing various factors affecting application
performance, e.g. by adjusting the application services and
support features described above. For example, application
server tools may allow administrators to:

[0024] dynamically adjust the number of database
connections maintained in a database pool, in order
to determine the optimum pool size for maximum
performance

[0025] clear or resize application output caches

[0026] dynamically change various aspects of system
or application security

[0027] schedule or trigger events, such as events for
sending e-mail reports to application users, generat-
ing reports based on collected data, etc.

[0028] start and stop various application services,
such as email or FTP services, from a centralized
user interface

[0029] This list is, of course, exemplary, and particular
application servers may support different types of central-
ized application management.

[0030] In addition to the factors discussed above, many
application servers also include means for application server
“clustering”. Application server clustering refers to tying
together two or more application servers into a system. In
some cases, this “tying together” may mean that application
code, such as particular software components, is replicated
on multiple application servers in a cluster, so that in the
case of a hardware or software failure on one application
server, user requests may be routed to and processed by
other application servers in the cluster.

[0031] Application server clustering may also facilitate
application performance and scalability. Application servers
may be added to a cluster in order to scale up the available
processing power by distributing work. Advantageously,
application servers often enable this type of scaling up to be
down without requiring changes to the application code
itself.
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[0032] Work may be distributed across an application
server cluster in different ways. For example, as discussed
above, application code may be replicated across multiple
application servers in the cluster, enabling a given request to
be processed by any of these multiple application servers.
Also, application code may be logically partitioned over
multiple servers, e.g., so that a particular application server
is responsible for performing particular types of operations.
This type of application partitioning may help application
performance in various ways. For example, application
partitioning may reduce the need for an application server to
perform context switching between different types of opera-
tions, such as CPU-intensive operations versus input/output-
intensive operations. Also, application partitioning may be
used to match application processing to various physical
characteristics of a system, such as network characteristics.
For example, data-intensive application logic may be con-
figured to run on an application server that is closest to a data
source, in order to reduce the latencies associated with
accessing remotely located data.

[0033] In computer systems, “failover” refers to a backup
operational mode in which the functions of a system com-
ponent (such as a processor, server, network, or database, for
example) are assumed by secondary system components
when the primary component becomes unavailable through
either failure or scheduled down time. It would be desirable
to provide various types of failover mechanisms to increase
the fault-tolerance of an application server cluster.

SUMMARY

[0034] A system and method for enabling failover in an
application server cluster are described herein. One of the
application server computers in the cluster is a primary
application server computer. The primary application server
computer may provide a service or data necessary for other
application server computers in the cluster to operate. For
example, when a first application server computer in the
cluster receives a client request, the first application server
computer may need to first interface with the primary
application server computer to obtain processing informa-
tion necessary to process the client request.

[0035] In addition to the primary application server com-
puter in the cluster, one or more of the other application
server computers may be designated as backup application
server computers. Each backup application server may
backup the processing information managed by the primary
application server. In response to determining that a cluster
failure occurred, one or more backup application server
computers may be promoted to a primary application server
role. This may enable the promoted backup application
server computer(s) to act as a primary application server
computer within the cluster. The cluster failure may com-
prise any type of failure, such as a software, hardware,
and/or network failure that makes the original primary
application server computer (at least temporarily) unreach-
able from one or more other application server computers in
the cluster. Promoting the backup application server com-
puter to a primary application server role may enable the
application servers in the cluster to continue processing
client requests, even though the original primary application
server may no longer be available to provide processing
information necessary to process the requests.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0036] A better understanding of the present invention can
be obtained when the following detailed description of the
preferred embodiment is considered in conjunction with the
following drawings, in which:

[0037] FIG. 1 illustrates an exemplary architecture for a
web application that utilizes an application server cluster;

[0038] FIG. 2 illustrates an exemplary architecture of a
simple application server cluster having four application
server computers;

[0039] FIGS. 3A-3C illustrate an exemplary application
server cluster which becomes partitioned into two sub-
clusters, where the primary application server is unreachable
from one sub-cluster, wherein that sub-cluster has a backup
application server that can be promoted to a primary appli-
cation server role;

[0040] FIGS. 4A-4B illustrate an exemplary application
server cluster which becomes partitioned into two sub-
clusters, where the primary application server is unreachable
from one sub-cluster, wherein that sub-cluster does not have
a backup application server that can be promoted to a
primary application server role;

[0041] FIG. 5 is a block diagram illustrating one embodi-
ment of an application server computer system; and

[0042] FIGS. 6 and 7 are flowchart diagram illustrating
embodiments of methods for recovering from an application
server cluster failure that results in a primary application
server being unreachable from one or more application
server computers in a cluster.

[0043] While the invention is susceptible to various modi-
fications and alternative forms, specific embodiments
thereof are shown by way of example in the drawings and
are herein described in detail. It should be understood,
however, that the drawings and detailed description thereto
are not intended to limit the invention to the particular form
disclosed, but on the contrary, the intention is to cover all
modifications, equivalents and alternatives falling within the
spirit and scope of the present invention as defined by the
appended claims.

DETAILED DESCRIPTION

[0044] FIG. 1—Web Application Architecture

[0045] FIG. 1 illustrates an exemplary architecture for a
web application that utilizes an application server cluster. It
is noted that application server clusters may be utilized in
any of various types of systems, and FIG. 1 illustrates only
one exemplary use.

[0046] In general, a web application may be defined as an
Internet or Intranet-based application comprising a collec-
tion of resources that are accessible through uniform
resource locators (URLs). The resources may include web
pages comprising HTML, XML, scripting code such as
Javascript or VBScript, or other types of elements. The
resources may also include any of various types of execut-
able programs or components, such as CGI programs, Java
servlets, JavaBeans components, CORBA components,
downloadable code such as Java classes or ActiveX com-
ponents, etc. The resources may also include any other type
of resource addressable through a URL.
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[0047] FIG. 1 illustrates a client computer 100 running a
web browser, such as the Netscape Navigator or Microsoft
Internet Explorer web browsers. It is noted that the web
browser need not be a web browser per se, but may be any
of various types of client-side applications that include
web-browsing functionality. For example, Microsoft Corp.
provides programming interfaces enabling applications to
incorporate various web-browsing capabilities provided by
the Microsoft Internet Explorer code base.

[0048] The web browser may run in any type of client
computer 100. For example, the web browser may run in a
desktop computer or workstation running any of various
operating systems, such as Windows, Mac OS, Unix, etc., or
the web browser may run in a portable computing device,
such as a personal data assistant, smart cellular phone, etc.
The client computer 100 may use a network connection for
communicating with a web server 104 via a network 102,
such as the Internet or an Intranet. The client network
connection may be a connection of any type, such as a PPP
or SLIP dialup link, an Ethernet or token ring connection, an
ISDN connection, a cable modem connection, any of various
types of wireless connections, etc. Although web applica-
tions are often associated with particular communication
protocols, such as HTTP or SSL, it is noted that any
communication protocol, including TCP-based protocols
and UDP-based protocols, may be used to communicate
over the network 102.

[0049] As the web server 104 receives a request from a
client computer 100, the web server may treat the request
differently, depending on the type of resource the request
references. For example, if the request references a docu-
ment 106, such as an HTML document, then the web server
may process the request itself, e.g., by retrieving the docu-
ment from the web server’s local file system or from a local
cache and returning the document to the client computer. For
other types of requests, e.g., requests referencing executable
components, such as Java servlets, JavaBeans components,
C program modules, CORBA components, etc., the web
server may broker the request to an application server 108.
For example, as shown in FIG. 1, there may be a plurality
of application servers 108 in a cluster, and the web server
may select an application server to which to broker the
request, e.g., using load balancing techniques. The web
server 104 may interface with an application server 108
using various techniques, e.g., through an in-process exten-
sion, such as an ISAPI or NSAPI extension.

[0050] The application server 108 may be configured as a
part of an application server cluster. Although FIG. 1
illustrates an application server cluster with only two appli-
cation servers, it is noted that the cluster may comprise any
number of application servers. Each application server may
interface with various types of other servers or systems. For
example, as illustrated in FIG. 1, the application servers
may communicate with a database 110. Each application
server in the cluster may interface with the same systems, or
the application servers may differ in which systems they
interface with. For example, application server 108B is
shown to interface with a backend system 112, e.g., a CICS,
R/3, PeopleSoft, or other type of backend system. For
example, the backend system 112 may be responsible for
managing enterprise data or performing business functions
for an enterprise.
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[0051] Application servers in a cluster may or may not be
in close physical proximity to each other. The application
server computers may be connected to each other in any of
various ways. For example, in one embodiment, each appli-
cation server computer may be a member of a single local
area network (LAN). In another embodiment, various of the
application server computers may be located in two or more
LANS, wherein the LANs are networked together.

[0052] In alternative embodiments, a client computer may
communicate directly with an application server or applica-
tion server cluster, without interfacing through a web server.
As one example, the application servers may run an enter-
prise resource planning application, and the client computer
may be a computer within the enterprise that is connected to
the application servers 108 via a WAN. In this example, the
client computer may run “thick client” software, e.g., client
software that comprises a portion of the enterprise resource
planning application logic. The client computer software
may interface directly with executable programs or compo-
nents running on the application servers, e.g., through a
protocol such as the Internet Inter-Orb Protocol (IIOP).

[0053] As noted above, FIG. 1 represents an exemplary
architecture only, and many variations are possible. As a
small handful of examples of alternative embodiments,
multiple web servers may be present to receive requests
from client computers and broker the requests to application
servers, the web server may itself interface directly with a
database, application servers may interface with various
other types of systems, such as specialized authentication
servers, e-commerce servers, other types of legacy systems,
etc.

[0054] In some application server computer clusters, one
of the computers in the cluster may be referred to as a
“primary” application server computer. A primary applica-
tion server computer may provide a service or data neces-
sary for other application server computers in the cluster to
operate. For example, when a first application server com-
puter in the cluster receives a client request, e.g., a request
from the web server 104 or a request received from another
computer, the first application server computer may need to
first interface with the primary application server computer
to obtain processing information necessary to process the
client request. The primary application server computer may
itself be one of the application server computers in the
cluster. Thus, the primary application server may manage
and provide processing information for other application
servers within the cluster, in addition to also servicing client
requests as the other application servers do.

[0055] In various embodiments, the primary application
server may be operable to provide any of various types of
processing information for processing client requests. One
example of processing information that the primary appli-
cation server may provide is HTfTP session data. As well
known in the art, such session data may be used to track end
users of a web application, i.e., users of client computers
such as the client computer 100 illustrated in FIG. 1. Thus
for each client request received by an application server
computer, the respective application server computer may
first contact the primary application server computer to
request the appropriate portion of HTTP session data before
processing the client request. Thus, in addition to being able
to process client requests, the primary application server
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may act as a centralized location for storing shared data
needed by other application servers in the cluster. When an
application server other than the primary application server
receives a client request to process, that application server
may need to interface with the primary application server to
obtain HTTP session data for the client.

[0056] Inone embodiment, the application server comput-
ers in a cluster may need to interface with the primary
application server in response to every request. In other
words, a request may not be able to be processed unless the
primary application server is first accessed, e.g., to obtain
processing information for processing the request. In other
embodiments, the application server computers in the cluster
may need to interface with the primary application server
only in response to certain requests. For example, it may first
be necessary to obtain processing information only for
certain kinds of requests or for requests requiring the use of
certain resources.

[0057] In addition to the primary application server com-
puter in the cluster, one or more of the other application
server computers may be designated as “backup” application
server computers. Each backup application server may
backup the processing information managed by the primary
application server. In the HTTP session data example, the
backup application server(s) may backup the HFTP session
data managed by the primary application server. When the
primary application server itself becomes unavailable (e.g.,
due to a failure of the computer system or network), one or
more of the backup application servers may be promoted to
the role of primary application server, as described in detail
below. This may enable the application servers in the cluster
to continue processing client requests, even though the
primary application server is no longer available to provide
processing information necessary to process the requests.

[0058] FIG. 2—Distributed Token Manager (DTM) Ser-
vice Example

[0059] FIG. 2 illustrates an exemplary architecture of a
simple application server cluster having four application
server computers. In this example, the primary application
server computer 108D implements a Distributed Token
Manager (DTM) service 111. The DTM service 111 provides
an application programming interface (API) through which
clients can request to acquire and release access rights for
shared data.

[0060] In one embodiment, the DTM service 111 may
coordinate access to HTTP session data. Thus, when an
application server needs to acquire read and/or write access
rights to HTTP session data for an end user, the application
server may first interface with the primary application server
to acquire access rights for the HTTP session data, i.e., may
send a request to the DTM service on the primary applica-
tion server. Once the access rights have been acquired, the
application server may then access the HTTP session data
stored on the primary application server.

[0061] The example cluster of FIG. 2 illustrates two
“backup” application servers 108B and 108C. As shown, the
backup application servers 108B and 108C maintain mirrors
110 of shared data 109 stored on the primary application
server 108D. The shared data 109 may include data such as
HTTP session data, IIOP session data, shared components or
objects, or other kinds of data. Also, the DTM service 111 on
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primary application server 108D maintains DTM data 115
(e.g., state information), and each DTM backup service 112
on the backup application servers 108B and 108C maintains
a mirror 116 of the DTM data 115.

[0062] Also, the application server 108A in the FIG. 2
cluster is designated as an “alternate” application server.
Alternate application servers in a cluster may be assigned
priorities. If the number of backup application servers in the
cluster falls below a threshold value, then the alternate
application server having the highest priority may be pro-
moted to the role of a backup application server.

[0063] FIGS. 3A-3C: “Split-Brain” Scenario

[0064] One embodiment of the method described herein
may be utilized to enable a failover mechanism for an
application server cluster in a “split-brain” scenario such as
described with reference to FIGS. 3A-3C. FIG. 3A illus-
trates an application server cluster having six application
server computers, one of which is the primary application
server 108D, and another of which is the backup application
server 108B.

[0065] As shown, application server computers 108A,
108B, and 108C are connected to a first local area network
labeled “LLAN1”, and application server computers 108D,
108E, and 108F are connected to a second local area
network labeled “LLAN2”, where LANI is connected to
LAN2 so that all of the computers can function as a single
application server computer cluster.

[0066] FIG. 3B illustrates the application server cluster of
FIG. 3A after the LAN1 and LAN2 local area networks
have become disconnected, e.g., due to a machine or net-
work failure. This failure effectively partitions the cluster
into a sub-cluster A, those application server computers
connected to LAN1, and a sub-cluster B, those application
server computers connected to LAN2.

[0067] As described above, each application server may
receive client requests and (for at least some requests) may
need to first access the primary application server 108D
before processing the requests. The application server com-
puters in sub-cluster B (108D, 108E, and 108F) may still be
able to function normally since the primary application
server 108D is still reachable from these computers. How-
ever, the primary application server 108D is no longer
reachable from application server computers in sub-cluster A
(108A,108B, and 108C). Thus, the computers in sub-cluster
A may not be able to process client requests, or at least may
not process those requests that require processing informa-
tion from the primary application server computer 108D.

[0068] In response to determining that the primary appli-
cation server computer 108D is unreachable from one or
more application server computers, the backup application
server 108B may be promoted to the role of primary
application server, as shown in FIG. 3C. This results in there
being two sub-clusters, wherein each sub-cluster has its own
primary application server. Hence this situation is also
referred to as a “split-brain” scenario.

[0069] In a split-brain scenario, once the problem in the
cluster has been corrected, the backup application server(s)
that was (were) promoted to a primary application server
role may relinquish this role to function once again as a
backup application server. Thus, in FIG. 3C, for example,
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the application server computer 108B may become a backup
application server computer once again, and all computers in
the cluster that require processing information from a pri-
mary application server may request this information from
the primary application server computer 108D.

[0070] FIGS. 4A-4B: “No-Brain” Scenario

[0071] FIG. 4A illustrates an application server cluster
similar to that of FIG. 3A, except that there is no backup
application server. FIG. 4B illustrates a situation similar to
that of FIG. 3B, in which the LAN1 and LAN2 local area
networks have become disconnected, ¢.g., due to a machine
or network failure. As described above, this failure effec-
tively partitions the cluster into a sub-cluster A, those
application server computers connected to LANI, and a
sub-cluster B, those application server computers connected
to LAN2. However, in this case sub-cluster A does not have
a backup application server that can be promoted to the role
of primary application server. Thus this situation may be
referred to as a “no-brain” scenario.

[0072] In a no-brain scenario, the application server com-
puter(s) in the cluster may be forced to wait until the cluster
problem is resolved before being able to process requests
which require processing information to be obtained from
the primary application server. Once the problem has been
detected, one or more of the computers without access to the
primary application server may handle the problem, e.g., by
logging error messages, sending alerts to support techni-
cians, etc.

[0073] FIG. 5—Computer Architecture

[0074] FIG. 5 is a block diagram illustrating one embodi-
ment of an application server computer system, e.g., the
application servers 108 of FIGS. 1-4. Elements of a com-
puter not necessary to understand the present disclosure
have been omitted for simplicity. It is noted that any type of
computer system configuration or architecture can be used
as desired, and FIG. 5 illustrates a representative PC
embodiment.

[0075] The computer may include at least one central
processing unit or CPU 160 which is coupled to a processor
or host bus 162. The CPU 160 may be any of various types,
including an x86 processor, ¢.g., a Pentium class, a PowerPC
processor, a CPU from the SPARC family of RISC proces-
sors, as well as others. Main memory 166 may be coupled
to the host bus 162 by means of memory controller 164.

[0076] The host bus 162 may be coupled to an expansion
or input/output bus 170 by means of a bus controller 168 or
bus bridge logic. The expansion bus 170 may be any type of
bus, including the PCI (Peripheral Component Interconnect)
expansion bus. The expansion bus 170 may include slots for
various devices such as the sound card 122 and the network
card 124. The computer may further include a video display
subsystem 180 and hard drive 182 coupled to the expansion
bus 170.

[0077] The main memory 166 may store operating system
software as well as other software for operation of the
computer system. The main memory 166 may also store
software to implement the failover methods described
herein.

[0078] Computer programs operable to perform the meth-
ods described herein may also be stored on other types of
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memory media. The term “memory medium” is intended to
include an installation medium, e.g., a CD-ROM, floppy
disks, or tape device, a computer system memory or random
access memory such as DRAM, SRAM, EDO RAM, etc., or
anon-volatile memory such as a magnetic media, e.g., a hard
drive, or optical storage. The memory medium may com-
prise other types of memory as well, or combinations
thereof. In addition, the memory medium may be located in
a first computer in which the programs are executed, or may
be located in a second different computer which connects to
the first computer over a network, such as the Internet. In the
latter instance, the second computer may provide the pro-
gram instructions to the first computer for execution.

[0079] FIG. 6—Split-Brain Situation Failover Method

[0080] FIG. 6 is a flowchart diagram illustrating one
embodiment of a method for recovering from an application
server cluster failure that results in a primary application
server being unreachable from one or more application
server computers in a cluster.

[0081] In step 301, application server computers in the
cluster may receive and process client requests. As described
above, the application server computers may request pro-
cessing information for processing at least some of the client
requests from a primary application server computer in the
cluster.

[0082] As the requests are being received and processed in
step 301, the primary application server computer may
manage information related to the requests. For example, in
various embodiments the primary application server may
manage any of various types of information, such as HTTP
session data or IIOP session data. Also, the backup appli-
cation server may perform backup storage of this informa-
tion.

[0083] In step 303, a cluster failure may occur in the
cluster. The cluster failure may be due to any of various
causes, €.g., software, hardware, and/or network errors. In
one embodiment, the cluster failure may result in two
sub-clusters A and B, wherein the primary application server
computer is reachable from computers in sub-cluster A but
not reachable from computers in sub-cluster B (i.e., at least
temporarily unreachable from computers in sub-cluster B for
the purpose of requesting the necessary processing informa-
tion). For example, FIG. 3B illustrates one such situation. In
FIG. 3B, the application server computers in the cluster
were split into two sub-clusters based on an underlying
network topology of the cluster. However, in various failure
situations, the computers may be split into two or more
sub-clusters in any way or for any reason.

[0084] In step 305, a backup application server computer
in sub-cluster B may be promoted to a primary application
server role in response to the cluster failure. For example,
the backup application server computer may determine that
the primary application server is unreachable from one or
more of the computers in sub-cluster B, or the backup
application server may be informed of this problem by one
of these computers. After the backup application server
computer has been promoted, it may stop backing up infor-
mation for the primary application server computer in sub-
cluster A.

[0085] The fact that the primary application server is
unreachable may be discovered in various ways. In one
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embodiment, a heartbeat mechanism may be used. Each
application server computer in the cluster may be operable
to send heartbeat messages to other computers in the cluster
and may determine that the primary application server is
unreachable if that server stops responding to heartbeat
messages.

[0086] In step 307, application server computers in sub-
cluster A receive client requests and request processing
information for processing the client requests from the
primary application server computer in sub-cluster A. In
other words, the application server computers in sub-cluster
A may continue to process requests just as if no problem had
occurred in the cluster.

[0087] In step 309, application server computers in sub-
cluster B may receive client requests and may request
processing information for processing the client requests.
However, the application server computers in sub-cluster B
may direct the requests for the processing information to the
primary application server computer in sub-cluster B, i.e.,
the computer that was previously a backup application
server. In responding to these requests, the primary appli-
cation server computer in sub-cluster B may return process-
ing information which may include information which was
previously backed up for the primary application server
computer in sub-cluster A, and/or may include information
was subsequently generated after the promotion occurred.
For example, if the primary application server computer in
sub-cluster B previously backed up HTTP session data, then
in its new primary application server role, this computer may
manage the storage of new HTTP session data and may later
return this new data in response to application server
requests.

[0088] In step 311, the cluster failure may be corrected,
which results in the primary application server in sub-cluster
A becoming reachable again from all computers in the
cluster.

[0089] In step 313, the backup application server com-
puter that was promoted to be a primary application server
may return to its original role as a backup application server.
Thus, this computer may no longer be operable to service
requests for processing information received from other
application server computers in the cluster, and may instead
return to its role of backing up information for the primary
application server computer.

[0090] The computers in the cluster may use any of
various techniques to discover that the cluster problem was
corrected. For example, the computers may send heartbeat
messages to one another as described above. The heartbeat
messages may identify the role of the respective computer
within the cluster, and a primary application server may thus
discover that that there are now multiple primary application
servers in the cluster. Once it has been discovered that there
are multiple primary application servers in the cluster, all but
one of the primary application servers may step down from
the primary application server role. For example, this may
be done based on associated priorities. Each computer in the
cluster may be assigned a different priority, e.g., with the
original primary application server being assigned the high-
est priority. Thus, primary application server computers that
were originally backup application server computers may
return to their backup roles based on their lower priorities.
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[0091] FIG. 7—No-Brain Situation Failover Method

[0092] FIG. 7 is a flowchart diagram illustrating one
embodiment of a method for recovering from an application
server cluster failure that results in a primary application
server being unreachable from one or more application
server computers in a cluster, with no available backup
server to fill the primary application server role.

[0093] In step 331, application server computers in the
cluster may receive client requests. As described above, the
application server computers may request processing infor-
mation for processing at least some of the client requests
from a primary application server computer in the cluster.

[0094] In step 333, a failure may occur in the cluster that
results in two sub-clusters A and B, wherein the primary
application server computer is reachable from computers in
sub-cluster A but not reachable from computers in sub-
cluster B. Step 333 is similar to step 302 described above.

[0095] In step 335, it may be determined that no backup
application server computer is present in sub-cluster B that
can be promoted to a primary application server role. For
example, the computers in sub-cluster B may discover this
by sending heartbeat messages to ascertain the presence of
any available backup application server, but these messages
may be unsuccessful.

[0096] In step 337, application server computers in sub-
cluster A receive client requests and request processing
information for processing the client requests from the
primary application server computer in sub-cluster A. In
other words, the application server computers in sub-cluster
A may continue to process requests just as if no problem had
occurred in the cluster.

[0097] In step 339, one or more application server com-
puters in sub-cluster B may log error messages and/or
perform other error procedures in response to determining in
step 335 that no backup application server computer is
present in sub-cluster B that can be promoted to a primary
application server role. For example, emails or other alerts
may be sent to support technicians to inform them of the
problem with the cluster.

[0098] In step 341, the cluster problem may be corrected,
which results in the primary application server in sub-cluster
A becoming reachable again from all computers in the
cluster.

[0099] In step 343, the application server computers in
sub-cluster B may resume normal client request processing,
i.e., may resume interfacing with the primary application
server to process incoming client requests.

[0100] Although the embodiments above have been
described in considerable detail, numerous variations and
modifications will become apparent to those skilled in the art
once the above disclosure is fully appreciated. It is intended
that the following claims be interpreted to embrace all such
variations and modifications.

What is claimed is:

1. A backup application server computer for use with an
application server cluster, wherein the cluster includes a first
primary application server computer, wherein the backup
application server computer comprises:

a processor; and
a memory storing program instructions;
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wherein the processor is operable to execute the program
instructions to:

determine that a cluster failure occurred; and

promote the backup application server computer to a
primary application server role in response to the
cluster failure, wherein said promoting enables the
backup application server computer to act as a pri-
mary application server computer within the cluster.

2. The backup application server computer of claim 1,

wherein said enabling the backup application server com-
puter to act as a primary application server computer
within the cluster comprises enabling the backup appli-
cation server computer to provide information needed
by other application server computers in the cluster to
process requests.

3. The backup application server computer of claim 1,

wherein the cluster failure comprises a failure that pre-
vents a primary application server computer in the
cluster from acting as a primary application server for
one or more application server computers within the
cluster;

wherein said promoting the backup application server
computer to a primary application server role enables
the backup application server computer to act as a
primary application server computer for the one or
more application server computers.

4. The backup application server computer of claim 1,

wherein the cluster failure comprises one of:
a network failure; and

a computer hardware failure.
5. A backup application server computer for use with an
application server cluster, wherein the backup application
server computer comprises:

a processor; and
a memory storing program instructions;

wherein the processor is operable to execute the program
instructions to:

determine that a failure occurred in the cluster which
results in the cluster being divided into a first sub-
cluster and a second sub-cluster, wherein application
server computers in the first sub-cluster are unreach-
able from application server computers in the second
sub-cluster, wherein the first sub-cluster includes a
first primary application server computer, and
wherein the second sub-cluster includes the backup
application server computer; and

promote the backup application server computer to a
primary application server role in response to said
determining the network failure, wherein said pro-
moting enables the backup application server com-
puter to act as a primary application server computer
within the second sub-cluster.

6. The backup application server computer of claim 5,

wherein the processor is further operable to execute the
program instructions to store backup data for the pri-
mary application server computer before the failure
occurs in the cluster;
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wherein said promoting enables the backup application
server computer to provide the stored backup data to
application server computers in the second sub-cluster.

7. The backup application server computer of claim 5,

wherein said promoting enables the backup application
server computer to receive and store data from appli-
cation server computers in the second sub-cluster.

8. The backup application server computer of claim 5,

wherein the processor is further operable to execute the
program instructions to:

determine that the failure was corrected so that appli-
cation server computers in the first sub-cluster are
reachable from application server computers in the
second sub-cluster; and

return the backup application server computer to a
backup application server role in response to said
determining that the failure was corrected, wherein
said returning enables the backup application server
computer to store backup data for the primary appli-
cation server computer.

9. The backup application server computer of claim 5,

wherein said determine that a failure occurred in the
cluster comprises determining that a network failure
occurred in the cluster, wherein the network failure
results in the cluster being divided into the first sub-
cluster and the second sub-cluster.

10. The backup application server computer of claim 9,

wherein the application server cluster comprises a first
plurality of application server computers connected to
a first network and a second plurality of application
server computers connected to a second network;

wherein said determining that a network failure occurred
in the cluster comprises determining that a failure
occurred between the first network and the second
network;

wherein the first sub-cluster comprises the first plurality
of application server computers connected to the first
network; and

wherein the second sub-cluster comprises the second
plurality of application server computers connected to
the second network.
11. A failover method for an application server cluster, the
method comprising:

a first application server computer receiving a first client
request, wherein the first application server computer is
a computer from a cluster of application server com-
puters;

the first application server computer requesting process-
ing information necessary for processing the first client
request from a primary application server computer,
wherein a backup application server computer is oper-
able to backup the processing information for the
primary application server computer;

the first application server computer receiving an indica-
tion that the primary application server computer is
unreachable;

the first application server computer receiving a second
client request; and
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the first application server computer requesting process-
ing information necessary for processing the second
client request from the backup application server com-
puter.

12. The method of claim 11, further comprising:

promoting the backup application server computer to a
primary application server role in response to deter-
mining that the primary application server computer is
unreachable from one or more application server com-
puters in the cluster;

wherein said promoting the backup application server
computer to a primary application server role enables
the backup application server computer to provide
processing information in response to requests from
application server computers in the cluster.
13. A failover method for an application server cluster, the
method comprising:

a plurality of application server computers in the cluster
receiving a first plurality of client requests;

the plurality of application server computers requesting
information for processing the first plurality of client
requests from a first application server computer in the
cluster, wherein the first application server computer is
configured to return the requested information;

configuring a second application server computer in the
cluster to return information requested for processing
client requests, in response to determining that the first
application server computer has become unreachable
from a subset of application server computers in the
cluster;

the application server computers in the subset receiving a
second plurality of client requests; and

the application server computers in the subset requesting
information for processing the second plurality of client
requests from the second application server computer.
14. An application server cluster comprising:

a primary application server computer;
a backup application server computer;
one or more additional application server computers;

wherein the primary application server computer is oper-
able to provide processing information to the one or
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more additional application server computers in
response to requests from the one or more additional
application server computers;

wherein the backup application server computer is oper-
able to backup processing information for the primary
application server computer; and

wherein the backup application server computer is oper-
able to promote itself to a primary application server
role in response to determining a cluster error, wherein
said promoting enables the backup application server
computer to provide processing information to the one
or more additional application server computers in
response to requests from the one or more additional
application server computers.

15. A carrier medium comprising program instructions

executable by a backup application server computer to:

store backup information received from a primary appli-
cation server computer;

determine that a cluster failure occurred; and

promote the backup application server computer to a
primary application server role in response to said
determining the cluster failure, wherein said promoting
enables the backup application server computer to act
as a primary application server computer within an
application server cluster.

16. The carrier medium of claim 15,

wherein said promoting enables the backup application
server computer to provide the stored backup informa-
tion to application server computers in the cluster.
17. The carrier medium of claim 15,

wherein said promoting enables the backup application
server computer to receive and store data from appli-
cation server computers in the cluster.
18. The carrier medium of claim 15, further comprising
program instructions executable by the backup application
server computer to:

determine that the cluster failure was corrected; and

return the backup application server computer to a backup
application server role i response to said determining
that the failure was corrected.
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