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VEHICLE-BASED MULTIMODE DISCOVERY 
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Features"; and 61/926,749, filed on Jan. 13, 2014, entitled 
"Method and System for Providing Infotainment in a 
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350, filed on Nov. 16, 2012, entitled "Configurable Vehicle 

for all that they teach and for all purposes. 
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entitled "Configurable Dash Display"; Ser. No. 13/679,363, 
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figurable Vehicle Console"; Ser. No. 13/420,240, filed on 
Mar. 14, 2012, entitled "Removable, Configurable Vehicle 
Console"; Ser. No. 13/462,593, filed on May 2, 2012, entitled 
"Configurable Dash Display"; Ser. No. 13/462,596, filed on 
May 2, 2012, entitled "Configurable Heads-Up Dash Dis- 30 

play"; Ser. No. 13/679,459, filed on Nov. 16, 2012, entitled 
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Breaking/Behavior Sensor"; Ser. No. 13/678,699, filed on 45 
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Finder Based on Parking Meter Data"; Ser. No. 13/678,722, 
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Alert"; Ser. No. 13/678,726, filed on Nov. 16, 2012, 50 

entitled "Object Sensing (Pedestrian Avoidance/Accident 
Avoidance)"; Ser. No. 13/678,735, filed on Nov. 16, 2012, 
entitled "Proximity Warning Relative to Other Cars"; Ser. No. 
13/678,745, filed on Nov. 16, 2012, entitled "Street Side 
Sensors"; Ser. No. 13/678,753, filed on Nov. 16, 2012, 55 

entitled "Car Location"; Ser. No. 13/679,441, filed on Nov. 

25 The entire disclosures of the applications listed above are 
hereby incorporated by reference, in their entirety, for all that 
they teach and for all purposes. 

16, 2012, entitled "Universal Bus in the Car"; Ser. No. 
13/679,864, filed on Nov. 16, 2012, entitled "Mobile Hot 
Spot/Router/Application Share Site or Network"; Ser. No. 
13/679,815, filed on Nov. 16, 2012, entitled "Universal Con- 60 

sole Chassis for the Car"; Ser. No. 13/679,476, filed on Nov. 
16, 2012, entitled "Vehicle Middleware"; Ser. No. 13/679, 
306, filed on Nov. 16, 2012, entitled "Method and System for 
Vehicle Data Collection Regarding Traffic"; Ser. No. 13/679, 
369, filed on Nov. 16, 2012, entitled "Method and System for 65 

Vehicle Data Collection"; Ser. No. 13/679,680, filed on Nov. 
16, 2012, entitled "Communications Based on Vehicle Diag-

BACKGROUND 

Whether using private, commercial, or public transport, the 
movement of people and/or cargo has become a major indus­
try. In today's interconnected world, daily travel is essential 
to engaging in commerce. Commuting to and from work can 
account for a significant portion of a traveler's day. As a 
result, vehicle manufacturers have begun to focus on making 
this commute, and other journeys, more enjoyable. 

Currently, vehicle manufacturers attempt to entice travel­
ers to use a specific conveyance based on any number of 
features. Most of these features focus on vehicle safety or 
efficiency. From the addition of safety-restraints, air-bags, 
and warning systems to more efficient engines, motors, and 
designs, the vehicle industry has worked to appease the sup­
posed needs of the traveler. Recently, however, vehicle manu­
factures have shifted their focus to user and passenger com­
fort as a primary concern. Making an individual more 
comfortable while traveling instills confidence and pleasure 
in using a given vehicle, increasing an individual's preference 
for a given manufacturer and/or vehicle type. 

One way to instill comfort in a vehicle is to create an 
environment within the vehicle similar to that of an individu­
al's home. Integrating features in a vehicle that are associated 
with comfort found in an individual's home can ease a trav­
eler's transition from home to vehicle. Several manufacturers 
have added comfort features in vehicles such as the following: 
leather seats, adaptive and/or personal climate control sys­
tems, music and media players, ergonomic controls, and, in 
some cases, Internet connectivity. However, because these 
manufacturers have added features to a conveyance, they have 
built comfort around a vehicle and failed to build a vehicle 
around comfort. 

SUMMARY 

There is a need for a vehicle ecosystem, which can inte­
grate both physical and mental comforts, while seamlessly 
communicating with current electronic devices to result in a 
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totally intuitive and immersive user experience. These and 
other needs are addressed by the various aspects, embodi­
ments, and/or configurations of the present disclosure. Also, 
while the disclosure is presented in terms of exemplary and 
optional embodiments, it should be appreciated that indi­
vidual aspects of the disclosure can be separately claimed. 

A method can be provided by the present disclosure that 
includes the steps of: 

4 
ers and/or network are normal and/or abnormal, and apply 
one or more of the following rules: 

when the collected one or metrics associated with the first 
operating system is not normal or abnormal, shutting down 

5 the first and second operating systems; 
when the collected one or metrics associated with the sec-

providing, in a vehicle, first and second operating systems 
executing on a common microprocessor, wherein the first 10 

operating system comprises one or more applications per­
forming a critical vehicle task, function, and/or operation and 

ond operating system is not normal or abnormal, shutting 
down the second, but not the first, operating system; and 

when the collected one or metrics associated with the net­
work is not normal or abnormal, shutting down the second, 
but not the first, operating system; and 

(b) the first and second computers are configured to be 
incapable of communicating with each other. the second operating system comprises one or more applica­

tions performing an infotainment task, function, and/or 15 Each member of the set of critical vehicle tasks, functions, 
and/or operations can be different from each member of the 
set of infotainment tasks, functions, and/or operations, 
whereby the union of the two sets is null. 

operation; 
collecting, by a computer control module, one or more 

metrics regarding an operation of the first and/or second 
operating system and/or computer and/or a network in com­
munication with the computer; 

determining, by the computer control module, whether the 
collected one or metrics are normal and/or abnormal; and 

when the collected one or metrics is not normal or abnor­
mal, shutting down the second operating system but not the 
first operating system. 

In a vehicle, first and second operating systems can execute 
on a common microprocessor, the first operating system can 
comprise one or more applications performing a critical 
vehicle task, function, and/or operation and the second oper­
ating system can comprise one or more applications perform­
ing an infotainment task, function, and/or operation, and a 
tangible and non-transient computer readable medium in the 
vehicle can include microprocessor executable and readable 
instructions that, when executed by the microprocessor, can 
perform operations including: 

collecting, by a computer control module, one or more 
metrics regarding an operation of the first and/or second 
operating system and/or a network in communication with 
the computer; 

determining, by the computer control module, whether the 
collected one or metrics of one or more of the first and/or 
second operating system and/or a network in communication 
with the computer are normal and/or abnormal; and 

applying one or more of the following rules: 
when the collected one or metrics associated with the first 

operating system is not normal or abnormal, shutting down 
the first and second operating systems; 

when the collected one or metrics associated with the sec­
ond operating system is not normal or abnormal, shutting 
down the second, but not the first, operating system; and 

when the collected one or metrics associated with the net­
work is not normal or abnormal, shutting down the second, 
but not the first, operating system. 

A vehicle can include: 
a first computer having a first operating system executing 

one or more applications performing a critical vehicle task, 
function, and/or operation; and 

a second computer having a different second operating 
system executing one or more applications performing at 
least one of an infotainment task, function, and/or operation 
and less critical task, function, and/or operation, wherein at 
least one of the following can be true: 

(a) a computer control module collects one or more metrics 
regarding an operation of the first and/or second computers 
and/or a network in communication with the first and/or sec­
ond computer, determines whether the collected one or met­
rics regarding an operation of the first and/or second comput-

The critical task, function or operation can be one or more 
20 of monitoring, controlling, and/or operating the ECU, TCU, 

door settings, window settings, and/or blind spot monitor, 
monitoring, controlling, and/or operating the safety equip­
ment, monitoring and/or controlling certain critical sensors 
such as the power source controller and energy output sensor, 

25 engine temperature, oil pressure sensing, hydraulic pressure 
sensors, sensors for headlight and other lights, vehicle control 
system sensors, and/or steering/torque sensor, controlling the 
operation of the engine, head light control unit, power steer­
ing, display panel, switch state control unit, power control 

30 unit, and/or brake control unit, and/or issuing alerts to a user 
and/or remote monitoring entity of potential problems with a 
vehicle operation. 

The infotainment task, function or operation can be one or 

35 
more of receiving, processing, and/or providing media and/or 
multimedia content. 

The first operating system can be simulated by a first virtual 
machine and the second operating system by a second virtual 
machine and the computer control module can be in or con-

40 figured as a hypervisor module. 
The first and second operating systems can concurrently 

and independently run on a common kernel. 
A first requirement applied to the first operating system to 

determine abnormal operation can be different from a second 
45 requirement applied to the second operating system to deter­

mine abnormal operation. 

50 

The present disclosure can include a method, vehicle, and/ 
or tangible and non-transient computer readable medium 
comprising the steps, operations, and/or functions of: 

(a) determining, by a microprocessor executable device 
discovery daemon, that a computational device is connected 
to or attempting to connect to a network and/or communica­
tion subsystem of a vehicle; 

(b) in response, determining, by the device discovery dae-
55 mon, whether the computational device is located within a 

predetermined area and/or zone of the vehicle; and 
( c) applying, by the device discovery daemon, at least the 

following rules: 
(Cl) when the computational device is located within the 

60 predetermined area and/or zone of the vehicle, permitting the 
computational device to access or attempt to access the 
vehicle network and/or communication subsystem; and 

(C2) when the computational device is not located within 
the predetermined area and/or zone of the vehicle, not per-

65 mitting the computational device to access or attempt to 
access the vehicle network and/or communication sub­
system. 
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A type of the computational device can determine a spe­
cific predetermined area and/or zone of the vehicle, from 
among a plurality of predetermined areas and/or zones, to be 
used in applying the rules. 

The computational device can be one or more of a tablet 5 

computer, laptop, smart phone, and personal digital assistant. 
The specific predetermined area and/or zone of the vehicle 

can be at least part of the passenger compartment. 
The device discovery daemon can perform sub-steps of 

step (a) including: 
receiving, by the device discovery daemon, information 

from an on board vehicle sensor that a new occupant has 
entered the vehicle; 

in response to the receipt of the information, emitting, by 

10 

the device discovery daemon, a ping to discover the compu- 15 

tational device; and 
when a responsive signal is received from the computa­

tional device, determining, by the device discovery daemon, 
that the computational device is attempting to connect to a 
network and/or communication subsystem of a vehicle. 20 

The determining step/operation/function (b) can base the 
determination on whether the computational device is located 
within the predetermined area and/or zone of the vehicle on 
one or more of signal strength of a signal from the computa­
tional device as received by an access point of the vehicle, a 25 

received satellite-based position of the computational device, 
triangulation based on relative received signal strengths of a 
signal from the computational device as received by multiple 
access points of the vehicle, image processing of images of 
the predetermined area and/or zone, occupant presence and/ 30 

or location information received by an on board vehicle sen-
sor, whether the computational device is attempting to con­
nect to the network and/or communication subsystem 
wirelessly or by hard wire connection, whether the computa­
tional device has moved relative to a selected access point 35 

during a defined time interval, whether the received signal 
strength of signaling from the computational device at a 
selected access point varies temporally, a type or service of 
the computational device, and input received from a user of 
the computational device. 

When the computational device is determined to be located 
within the predetermined area and/or zone of the vehicle and 

40 

is permitted to access or attempt to access the vehicle network 
and/or communication subsystem and wherein the device 
discovery daemon can determine a set of tasks, functions, 45 

and/or operations that can be performed and a set of tasks, 
functions, and/or operations that cannot be performed based 
on the determined location of the computational device. 

6 
(iii) reconfiguring the screen and/or content to provide a 

large font and/or icon size for the displayed content compared 
to the displayed content when the user is not driving the 
vehicle; 

(iv) removing unnecessary animations from the content to 
be displayed on the screen; 

(v) removing background images from, while leaving at 
least one foreground image in, the content to be displayed on 
the screen; 

(vi) compared to the displayed content when the user is not 
driving the vehicle, reconfiguring the screen and/or content to 
provide higher contrast to make the displayed content more 
visible to the user; 

(vii) initiating a screen reader to audibly describe currently 
displayed content to the user; 

(viii) compared to the period for notification dialog boxes 
to remain open on the screen when the user is not driving the 
vehicle, enabling a longer period for notification dialog boxes 
to remain open on the screen; 

(ix) changing the color and/or transparency of window 
borders on the displayed content; 

(x) changing the thickness of a focus rectangle around a 
currently selected object in a dialog box displayed on the 
screen; 

(xi) changing the color, size and/or thickness of an on­
screen mouse pointer displayed on the screen; 

(xii) changing a keyboard setting of a keyboard displayed 
on the screen; 

(xiii) formatting a web page, in the content to be displayed, 
differently from the web page format received from a web 
server; 

(xiv) compared to the size of a mouse-selectable screen 
object when the user is not driving the vehicle, increasing a 
size of a mouse-selectable screen object to provide a larger 
target; 

(xv) enabling mouse keys to move the mouse cursor on the 
screen; 

(xvi) enabling one or more of sticky keys, toggle keys, and 
filter keys; and 

(xvii) enabling the screen to receive input written by the 
user's finger as an inputted command or request. 

The user can be determined to be driving the vehicle when 
the user is determined to be in a driver's seat of the vehicle. 

The user can be determined to be driving the vehicle when 
the vehicle is at least one of in gear and in motion. 

The method/vehicle/instructions can further perform the 
following steps, operations, and functions: 

( c) determining, by the media controller subsystem, that 
the user is no longer driving the vehicle; and 

( d) in response to step ( c ), the media controller subsystem 
performing one or more of the following steps: 

(i) no longer removing a video channel from media content 
to be displayed; 

The device discovery daemon can determine a level of 
confidence that the computational device is located within the 50 

predetermined area and/or zone and wherein the device dis­
covery daemon determines that the computational device is 
located within the predetermined area and/or zone when the 
level of confidence has at least a threshold value. (ii) no longer applying screen magnification to content to 

55 be displayed; A method, vehicle, and/or computer executable instruc­
tions can be provided that perform at least the following steps, 
operations, and functions: 

(a) determining, by a microprocessor executable media 
controller subsystem, that a user is driving a vehicle; and 

(b) in response, the microprocessor executable media con- 60 

trailer subsystem performing one or more of the following 
steps: 

(iii) reconfiguring the display to provide a smaller font 
and/or icon size for the content to be displayed compared to 
the font and/or icon size used when the user is driving the 
vehicle; 

(iv) no longer removing unnecessary animations from the 
content to be displayed; 

(v) no longer removing background images from the con­
tent to be displayed; (i) removing a video channel but not an audio channel from 

media content to be displayed on a screen associated with the 
user; 

(ii) applying screen magnification to content displayed on 
the screen associated with the user; 

(vi) reconfiguring the screen to provide lower contrast 
65 compared to the contrast used when the user is driving the 

vehicle; 
(vii) disabling the screen reader; 



US 9,020,697 B2 
7 

(viii) compared to the period for notification dialog boxes 
to remain open on the screen when the user is driving the 
vehicle, enabling a shorter period for notification dialog 
boxes to remain open on the screen; 

8 
a microprocessor readable memory to store content; and 
a microprocessor executable virtual network console oper­

able to provide the computational device with remote access 
to the media server. 

(ix) compared to the color and/or transparency of window 5 

borders on the displayed content when the user is driving the 
vehicle changing the color and/or transparency of window 
borders on the displayed content; 

The distributed network control server, media server, and 
virtual network console can be on a common media process­
ing board mounted on the vehicle. 

The portable computational device can be discrete from, 
remote from, and in wireless communication with the media 
processing board. (x) compared to the thickness of a focus rectangle around a 

currently selected object in a dialog box displayed on the 10 

screen color and/or transparency of window borders on the 
displayed content when the user is driving the vehicle, chang-

The virtual network console can operate in accordance 
with the Remote Frame Buffer protocol on top of the TCP/IP 
suite of protocols, thereby causing the remote computational 
device to appear to a computer mounted in the vehicle as if the 
remote computational device is part of the on board vehicle 

ing the thickness of a focus rectangle around a currently 
selected object in a dialog box displayed on the screen; 

(xi) compared to the color, size and/or thickness of an 
on-screen mouse pointer displayed on the screen when the 
user is driving the vehicle, changing the color, size and/or 
thickness of an on-screen mouse pointer displayed on the 
screen; 

(xii) compared to the keyboard setting of a keyboard dis­
played on the screen when the user is driving the vehicle, 
changing a keyboard setting of a keyboard displayed on the 
screen; 

(xiii) no longer formatting a web page, in the content to be 
displayed, differently from the web page format received 
from a web server; 

(xiv) compared to the size of a mouse-selectable screen 
object when the user is driving the vehicle, decreasing a size 
of a mouse-selectable screen object to provide a larger target; 

(xv) disabling mouse keys to move the mouse cursor on the 
screen; 

(xvi) disabling the one or more of sticky keys, toggle keys, 
and filter keys; and 

(xvii) disabling the screen to receive input written by the 
user's finger as an inputted command or request. 

The user can be determined not to be driving the vehicle 
when the vehicle is at least one of not in gear, parked, and not 
in motion. 

15 control system comprising the computer. 
The vehicle occupant, through the remote computational 

device, can control one or more of the following media pre­
sentation features of a screen and sound system mounted on 
the vehicle: volume, contrast, resolution, and channel selec-

20 tion. 
A method, vehicle, and instructions can perform at least the 

following steps, operations, and functions: 
(a) determining, by a microprocessor executable media 

server, at least one of an identity of a vehicle occupant 
25 requesting media content, an identity of a portable computa­

tional device associated with the vehicle occupant, and a 
spatial location of the vehicle occupant and/or remote com­
putational device; 

(b) based on the at least one of the identity of the vehicle 
30 occupant requesting media content, the identity of a portable 

computational device associated with the vehicle occupant, 
and the spatial location of the vehicle occupant and/or remote 
computational device, applying, by the microprocessor 
executable media server, at least one of a filter and restriction 

35 to the requested media content to form filtered and/or permit­
ted media content to be provided to the portable computa­
tional device; and 

The user can be determined to be in a driver's seat of the 40 

( c) providing, by a microprocessor executable media 
server, the filtered and/or permitted media content to the 
portable computational device. 

vehicle when the user is located within a predetermined area 
and/or zone. 

The determining step (a) can base the determination on 
whether the user is located within the predetermined area 
and/or zone of the vehicle on one or more of signal strength of 
a signal from a computational device associated with the user 
as received by an access point of the vehicle, a received 
satellite-based position of the computational device, triangu­
lation based on relative received signal strengths of a signal 
from the computational device as received by multiple access 
points of the vehicle, image processing of images of the 
predetermined area and/or zone, user presence and/or loca­
tion information received by an on board vehicle sensor, and 
input received from a user of the computational device. 

A media controller subsystem can include: 
a microprocessor executable distributed network control 

server operable to access selected content on a public network 
external to a vehicle comprising the media controller sub­
system, the distributed network control server having at least 
one of an assigned Internet Protocol address and global uni­
cast address; 

The portable computational device can be discrete from, 
remote from, and in wireless communication with the media 
processing board. 

The filter and/or restriction can be applied to a media 
45 request of the vehicle occupant before and/or after the 

requested media content is accessed. 
The filter and/or restriction can be one or more of an age­

related content filter and/or restriction, a vehicle occupant 
seating location filter and/or restriction, and a privacy filter 

50 and/or restriction. 
A method, vehicle, and tangible and non-transient com­

puter readable medium can be provided to perform steps, 
operations, and functions, including: 

(a) receiving a request from a vehicle occupant to perform 
55 a vehicle task, function and/or operation; 

(b) determining that the vehicle occupant has been authen­
ticated successfully; 

( c) accessing an account for the vehicle occupant, the 
account defining rights and privileges of the user with respect 

60 to controlling a vehicle task, function and/or operation; 

a microprocessor executable media server operable to 
receive requests for content from a vehicle occupant and 
provide requested content to a portable computational device 
associated with the vehicle occupant, the media server having 65 

a contactable electronic address on a local area network main­
tained by the vehicle; 

( d) determining at least one of an area and/or zone occupied 
by the vehicle occupant and an operating state of the vehicle; 
and 

( e) based upon the account corresponding to the vehicle 
occupant and the at least one of an area and/or zone occupied 
by the vehicle occupant and an operating state of the vehicle, 
applying the following rules: 
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(i) when the account permits the vehicle occupant to per­
form the requested vehicle task, function and/or operation, 
performing or causing to be performed the vehicle task, func­
tion, and/or operation; and 

(ii) when the account does not permit the vehicle occupant 5 

to perform the requested vehicle task, function and/or opera­
tion, not performing or causing to be performed the vehicle 
task, function, and/or operation. 

10 
disable unnecessary animation effects from at least a part 

of the displayed content; 
remove a background image from while leaving a fore­

ground image in at least part of the displayed content; 
enable a longer period for notification dialog boxes to 

remain open in the displayed content; 
enable a longer contact period of a digit of the driver to 

select a selectable object in the displayed content; 
disable automatic arrangement of windows when a mouse 

10 cursor is moved to an edge of the displayed content; 
In step, operation, or function ( e ), a microprocessor execut­

able vehicle control system can apply the rules based on the 
account corresponding to the vehicle occupant and the area 
and/or zone occupied by the vehicle occupant. Then vehicle 
occupant can perform a first set of vehicle tasks, functions and 
operations when in a first area and/or zone and a different set 15 
of vehicle tasks, functions, and operations when in a different 
second area and/or zone. 

In step, operation, or function ( e ), the microprocessor 
executable vehicle control system can apply the rules based 
on the account corresponding to the vehicle occupant and the 20 

operating state of the vehicle. The vehicle occupant can per­
form a first set of vehicle tasks, functions and operations 
when the vehicle is in a first operating state and a different set 

enable activate a window in at least part of the displayed 
content by hovering over the window with a mouse cursor; 

enable keyboard web page navigation in the displayed 
content; 

enable a high contrast between text and a background color 
in at least part of the displayed content; 

change a color and transparency of a border of a window in 
at least part of the displayed content; 

change a thickness of a focus rectangle around a currently 
selected item in a dialog box in the displayed content; 

change a color, size, and/or thickness of an on-screen 
mouse pointer in the displayed content; 

of vehicle tasks, functions, and operations when the vehicle is 
in a second operating state. 

When rule (i) applies, the vehicle occupant can control the 
requested vehicle task, function and/or operation using one or 
more of a cell phone, laptop, tablet computer, and personal 
digital assistant. 

change a keyboard setting displayed in the displayed con-
25 tent and/or in communication with the displayed content; 

ignore a color, font style, font size, and/or format of a web 
page of the displayed content in accordance with a predeter­
mined style sheet; 

A different authentication procedure can be used for the 30 

vehicle occupant when requesting a first set of vehicle tasks, 
operations, and functions than when requesting a second set 
of vehicle tasks, operations, and functions. 

The account can include rights and privileges for the 
vehicle occupant with respect to a vehicle task, function or 35 

operation, security and/or authentication requirements and/or 
credentials for the vehicle occupant, and personal settings of 
the vehicle occupant. 

The personal settings of the vehicle occupant can include a 
plurality of a seat setting, climate control setting, lighting 40 

setting, configuration of an instrument cluster on a screen, 
rear view mirror setting, driving mode, media channel setting 
or preset, media delivery preference, music genre preference, 
scheduled program, playlist, synchronization with cloud­
based data associated with the vehicle occupant, application- 45 

specific personalization and selections, and a display setting 
and configuration. 

A method/vehicle/computer readable instructions can per­
form at least the following steps/operations/functions: 

(a) detecting, by a microprocessor executable media con- 50 

trailer subsystem, a change in state of a vehicle, a driver of the 
vehicle having a graphical user interface on board and/or in 
communication with a computer network controlled by com­
puter on board the vehicle; 

(b) in response, reconfiguring, by the media controller 55 

subsystem, the graphical user interface by at least one of the 
following actions to reduce driver distraction and/or make 
content displayed by the graphical user interface more visible 

increase a size of a selectable object in at least part of the 
displayed content; 

enable blind typing on the graphical user interface; and 
remove one or more selectable objects from the displayed 

content. 
A method/vehicle/computer readable instructions can per-

form at least the following steps/operations/functions: 
(a) mapping, by a microprocessor executable media con­

troller subsystem, a graphical user interface on board and/or 
in communication with a computer network controlled by 
computer on board the vehicle with a segmented control 
surface, whereby each segment corresponds to an item of 
content displayed on the graphical user interface; 

(b) tracking, by a microprocessor executable media con­
troller subsystem, a position of a body part of a user on the 
control surface relative to the control surface segments; 

( c) determining, by a microprocessor executable media 
controller subsystem, that the body part of the user is located 
on a first segment; and 

( d) in response, at least one of providing displayed content 
corresponding to the first segment and selecting a selectable 
object corresponding to the first segment. 

The control surface can be electrically, magnetically, and 
electromagnetically nonresponsive to contact of the user's 
body part. 

The control surface can be optically nonresponsive to con­
tact of the user's body part. 

The control surface can be part of an arm rest and/or dash­
board and wherein the graphical user interface is virtual and 
not displayed to the user. 

to the driver: 
apply screen magnification to at least part of the content 

displayed on the graphical user interface; 

The control surface can be part of an arm rest and/or dash-
60 board and wherein the graphical user interface is displayed to 

the user on a screen on board the vehicle. 
render at least part of the displayed content in a larger font 

and/or icon size; 
initiate a screen reader to audibly provide and/or describe 

at least part of the displayed content to the driver; 
initiate haptic feedback to provide and/or describe at least 

part of the displayed content to the driver; 

A method/vehicle/computer readable instructions can per­
form at least the following steps/operations/functions: 

(a) determining, by a vehicle control system, that a vehicle 
65 occupant has an impairment; and 

(b) in response, altering a communication interface of the 
vehicle to accommodate the impairment. 
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The impairment can be one or more of a vision impairment, 
hearing impairment, dexterity impairment, mobility impair­
ment, language impairment, and communication impairment. 

The communication interface can be a screen on board the 
vehicle. 

The location of the vehicle occupant and the screen corre­
sponding to the determined occupant location can be deter­
mined. 

The alteration can be one or more of: 
apply screen magnification to at least part of the content 

displayed on the screen; 
render at least part of the displayed content in a larger font 

and/or icon size; 
initiate a screen reader to audibly provide and/or describe 

at least part of the displayed content to the occupant; 
initiate haptic feedback to provide and/or describe at least 

part of the displayed content to the occupant; 
disable unnecessary animation effects from at least a part 

of the displayed content; 
remove a background image from while leaving a fore­

ground image in at least part of the displayed content; 
enable a longer period for notification dialog boxes to 

remain open in the displayed content; 
enable a longer contact period of a digit of the occupant to 

select a selectable object in the displayed content; 
disable automatic arrangement of windows when a mouse 

cursor is moved to an edge of the displayed content; 

12 
The notification can be one or more of a visual notification, 

an audible notification, and a haptic notification. 
The notification can be an audible notification. 
The audible notification can be one or more of a portion of 

5 the frequency range of the received sound, a frequency shifted 
portion of the received sound, and a phase shifted portion of 
the sound. 

A method/vehicle/computer readable instructions can per­
form at least the following step/operation/function: 

10 
altering, by a vehicle control system, an interface of a 

vehicle based on one or more of a user impairment, user 
medical condition, user age, user physical condition, user 
driving characteristic and driving history. 

The interface can be one or more of a steering wheel, pedal, 
a graphical user interface, and a setting and/or configuration 

15 of an automated vehicle response system. 

20 

The automated vehicle response system can be a collision 
avoidance system. 

A method/vehicle/computer readable instructions can per­
form at least the following step/operation/function: 

maintaining a persona of a vehicle occupant; and 
based on the persona of the vehicle occupant and vehicle­

related information, perform an action assisting the vehicle 
occupant. 

the vehicle-related information comprises at least one of a 
25 current and/or future vehicle location and path of vehicle 

travel. 
The action performed can depend on a seating position of 

the vehicle occupant. 

enable activate a window in at least part of the displayed 
content by hovering over the window with a mouse cursor; 30 

enable keyboard web page navigation in the displayed 

The persona can include one or more of bioinformatics, 
medical information, driving history, personal information, 
private information, travel information, and Internet brows­
ing history and/or browsed content. 

content; 
The vehicle related information can include one or more of 

enable a high contrast between text and a background color 
in at least part of the displayed content; 

change a color and transparency of a border of a window in 
at least part of the displayed content; 

vehicle context, state, external surroundings, location, past, 
35 current, and/or intended path of travel, waypoint, and desti-

change a thickness of a focus rectangle around a currently 
selected item in a dialog box in the displayed content; 

change a color, size, and/or thickness of an on-screen 40 

mouse pointer in the displayed content; 
change a keyboard setting displayed in the displayed con­

tent and/or in communication with the displayed content; 
ignore a color, font style, font size, and/or format of a web 

page of the displayed content in accordance with a predeter- 45 

mined style sheet; 
increase a size of a selectable object in at least part of the 

displayed content; 
enable blind typing on the graphical user interface; 
enable text and/or a visual alternative to an audio channel 50 

associated with the displayed content; 
increase a volume setting of the audio channel; 
change a sound provided by the audio channel; 
enable sign language interpretation; 

nation. 
The action can be one or more of making an appointment, 

making a reservation, purchasing an item on line, adding a 
waypoint or destination to path of travel on a navigation 
system of the vehicle, adding an entry into the occupant's 
electronic calendar, changing a destination or path of travel 
on the navigation system, warning the occupant, notifying the 
occupant, and sending a message to a person at a waypoint or 
destination of the vehicle regarding an arrival time. 

The steps/functions/operations can determine relevant 
information other than the persona of the vehicle occupant 
and the vehicle-related information. 

The relevant information can include one or more of a 
persona of a selected person not currently in the vehicle, a 
message from a friend or family member of the vehicle occu­
pant, a current activity of the friend and/or family member, a 
location, hours of operation, and/or descriptive information 
about a point and/or location of interest near the vehicle 
and/or the vehicle's path of travel, a location, hours of opera-

enable a text phone application; 
change a setting of a mouse associated with the displayed 

content; and 
remove one or more selectable objects from the displayed 

content. 

55 tion, and/or descriptive information about a vehicle service 
facility near the vehicle and/or the vehicle's path of travel, a 
location, hours of operation, and/or descriptive information 
about a hotel and/or motel near the vehicle and/or the vehi-

A method/vehicle/computer readable instructions can per- 60 

form at least the following steps/operations/functions: 
(a) sensing, by a vehicle control system, a sound from a 

source external to a vehicle; 
(b) identifying, by the vehicle control system, a type and/or 

source of the sound; 
( c) based on the identifying step, notifying a driver of the 

vehicle of the type and/or source of the sound. 

65 

cle's path of travel, a current location of the friend or family 
member near the vehicle and/or the vehicle's path of travel, 
and a road condition along a path of travel of the vehicle. 

The vehicle can obtain the persona from one or more of a 
different vehicle driven by the occupant and a home com­
puter. 

The vehicle can synchronize with the different vehicle 
and/or home computer when the vehicle is parked in proxim­
ity thereto and an ignition of the vehicle is turned off 
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The maintaining of the persona can include collecting 
information from one or more vehicle sensors and/or from a 
remote information source. 

14 
The backplane can have a second communication zone 

defining an untrusted network to connect with the untrusted 
computational devices. 

A type of information collected can depend on a seating 
position of the occupant. 

The backplane can have a third communication zone pro-
5 viding power and data transmission to the plurality of blade 

The type of information collected can depend on one or 
more of an identity of the occupant, an age of the occupant, 
and an association of the occupant with the vehicle. 

The persona can be defined in a format ( e.g., grammar, 
syntax, and/or semantics) that can be processed by vehicles of 10 

different manufacturers. 
A vehicle backplane assembly can include at least the 

following components: 
A plurality of blade processors in a vehicle that includes a 

first set of blade processors installed prior to vehicle sale and 15 

not modifiable and/or replaceable by the vehicle owner and a 
second set of blade processors installable after vehicle sale 
and is modifiable and/or replaceable by the vehicle owner. 
Each blade processor includes a microprocessor, a memory, 
and a network interface and each of the blade processors 20 

performing a different set of functions. 
The restricted access by the customer to the first set of 

blade processors can be done through restrictions on software 
rights and privileges ( e.g., read only rights and privileges to 
machine code with no right or privilege to modify same) and 25 

physical access to the first set of blade processors ( e.g., 
through a locked housing containing one or more components 
of the blade processors). 

The assembly can include a third set of blade processors 
that interfaces with the first and second set ofblade processors 30 

to provide input to and/or receive output from a correspond-
ing one of the first and second blade processors. 

A satellite receiving system can be a member of the third 

processors. 
The first and second communication zones can be con­

nected logically on opposing sides of a firewall blade proces­
sor. 

A master blade processor can enable a connection to a 
computational device connected to the first communication 
zone upon verification that the connected computational 
device is certified by a vehicle manufacturer. 

The first and second communication zones can be config­
ured as separate Ethernet switches. The first and second com­
munication zones are typically not in signal communication 
with one another. 

A firewall can have a dedicated slot that bridges the first 
and second communication zones and uses the third commu­
nication zone for power connections. 

An output of each of the plurality of blade processors can 
be an IP message framed into an Ethernet packet. 

A sensor and/or controller of the vehicle can communicate 
by a Car Area Network ("CAN") protocol. An Ethernet bus 
controller can terminate a CAN bus to the sensor and/or 
controller and a CAN Ethernet controller subsystem can 
translate an Ethernet message from a blade processor to a 
CAN protocol-based message. 

The plurality of blade processors can be configured as a 
crate having the backplane connector and on-backplane Eth­
ernet interfaces enabling the blade processors to communi­
cate with one another using Ethernet messages. 

A vehicle can include a plurality of blade processors, each 
blade processor performing a function that is at least one of a set of blade processors and a navigation system a member of 

one of the first and second set of blade processors. 
Each of the first and second sets of blade processors can 

include a corresponding Universal Serial Bus ("USB") hub, 
the USB hub comprising a plurality of ports to permit devices 

35 vehicle task, function, or operation and an infotainment task, 
function, or operation. The plurality of blade processors can 
include a master blade processor operable to assign a com­
ponent and/or module requiring a blade processor for execu-

to connect to the USB hub. 
The first set of blades can include a master blade processor 40 

operable to inventory hardware and/or software in communi­
cation with the backplane assembly, assign blade processors 
to applications attempting to execute, and/or determine a 
health state of a selected the blade processor. 

tion to a selected blade processor. 
The master blade processor can inventory hardware and 

software capabilities of components and/or modules in com­
munication with the master blade processor to provide an 
application resource table comprising component and/or 
module identity, functional description, and/or computa-

A vehicle can include a plurality of blade processors, each 
blade processor performing a function that is at least one of a 
vehicle task, function, or operation and an infotainment task, 
function, or operation. 

45 tional resource requirements and/or capabilities needed for 
execution of the component and/or module. 

The blade processors can have a backplane. 
The backplane can have a first communication zone defin­

ing a trusted network within the vehicle to connect with 
trusted computational devices and/or module provided or 
certified by the vehicle manufacturer but not untrusted com­
putational devices and/or modules provided by vehicle occu­
pants. Whether or not a computational device and/or module 
is certified by a manufacturer can be determined using known 
license check procedures, such as a unique identifier, a unique 
credential ( e.g., password or encrypted or unencrypted key), 
and the like. When the check is completed satisfactorily ( e.g., 

A blade processor can be assigned to execute the compo­
nent and/or module when the blade processor satisfies the 
corresponding computational resource requirements and/or 

50 capabilities. 
The master blade processor can assign a network address to 

each blade processor and communication device in commu­
nication with the master blade processor. 

The master blade processor can assign a component and/or 
55 module to a selected blade processor when the selected blade 

processor is available or, though unavailable, is executing a 
component and/or module having a lower priority than the 
component and/or module to be assigned to the selected blade 
processor. 

the unique identifier or a unique credential ( e.g., password or 60 

encrypted or unencrypted key) provided by the device and/or 
module matches a stored identifier in the memory of the 
vehicle control system ( or master blade processor)), the com­
putational device and/or module is deemed to be certified by 

The present disclosure can provide a number of advantages 
depending on the particular aspect, embodiment, and/or con­
figuration. For example, operating multiple operating sys­
tems on a common on board computer platform for vehicle 
control and infotainment tasks, functions and operations can 
provide a high level of vehicle security and block successfully 
intrusive attacks. The network security configurations can 

the manufacturer. When the check is not completed satisfac- 65 

torily, the computational device and/or module is not deemed 
to be certified by the manufacturer. enable both infotainment and critical vehicle tasks, functions, 
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and operations to performed automatically and concurrently 
in a vehicle without increasing driver danger from computer­
targeted attacks by an outside source. Using a common com­
puter to run safely both the first and second operating systems 

16 
least one" can be used interchangeably herein. It is also to be 
noted that the terms "comprising," "including," and "having" 
can be used interchangeably. 

"Accessible technology" refers to any computer technol-
5 ogy that users can adjust and/or employ to accommodate his 

or her vision, dexterity, hearing, cognitive, language, learn­
ing, and/or speech needs. Accessibility technology can be in 
the form of accessibility features or settings built into soft-

can not only reduce vehicle manufacturing costs but also 
provide a simpler computational architecture. The device dis­
covery daemon, by locating the portable device seeking 
access to the vehicle network, can not only provide higher 
levels of security from intrusive attacks via a computational 
device external to the vehicle but also protect the privacy and 10 

resources of the vehicle network. The application of accessi­
bility technologies to the driver's screen can successfully 
reduce driver distractions while enabling the driver to per­
form permissible computational tasks. The availability of 
accessibility technologies in the vehicle can not only comply 15 

with prevailing legal requirements but also enhance passen-
ger enjoyment. The use of network control and media servers 
and virtual network console functionality on a common pro­
cessing board can provide a simple yet effective way to 
stream media to devices within the vehicle network. The use 20 

of media filters and restrictions based on one or more of the 
identity of the vehicle occupant requesting media content, the 
identity of a portable computational device associated with 

ware programs and specialty hardware devices or software 
programs. 

"Assistive technology" refers to any technology that users 
can adjust and/or employ to accommodate his or her vision, 
dexterity, hearing, cognitive, language, learning, and/or 
speech needs. Examples of assistive technology include 
accessible technology, adjuncts, peripherals, plug-ins, and 
add-ins. 

The term "disability" refers to the consequence of an 
impairment that may be physical, cognitive, intellectual, 
mental, sensory, emotional, developmental, or some combi­
nation of these. By way of illustration, Section 503 defines 
"disability" as an impairment that substantially limits a major 
life activity, even if it were not to limit any other major life 
activity, or an impairment that is episodically active or in 
remission and would substantially limit a major life activity the vehicle occupant, and the spatial location of the vehicle 

occupant and/or remote computational device can enable 
compliance with prevailing laws regarding driver distractions 
while providing the vehicle owner with the ability to control 
media access by one or more selected vehicle occupants. The 

25 when active. 

use of user accounts to control passenger access to vehicle 
tasks, functions, and operations can prevent a non-driving 30 

passenger, for instance, from controlling a critical vehicle 
task, function or operation and confusing or frustrating the 
driver. The inactive control surface can enable a vehicle occu­
pant to perform tasks, functions and operations without view­

The term "automatic" and variations thereof, as used 
herein, refer to any process or operation done without mate­
rial human input when the process or operation is performed. 
However, a process or operation can be automatic, even 
though performance of the process or operation uses material 
or immaterial human input, if the input is received before the 
performance of the process or operation. Human input is 
deemed to be material if such input influences how the pro­
cess or operation will be performed. Human input that con-

ing his or her screen. This provides yet another convenient 
method for driver control of vehicle and non-vehicle tasks, 
functions, and operations without distraction while driving 

35 sents to the performance of the process or operation is not 
deemed to be "material." 

the vehicle. The blade processor architecture can take advan­
tage of the pervasiveness of TCP/IP and the large volume of 
components and/or modules made for IP-based distributed 40 

systems, such as the Ethernet. The architecture can be a 
modular distributed system that can be upgraded and/or 
extended over time, without changing the basic processing 
architecture. Because the various subsystems can communi­
cate with one another by protocol-based messages, there is 45 

not requirement that all software be written in any specific 
language or execute on any specific operating system. This 
can allow developers to use the most appropriate run time 
environment for the subsystem being developed. For 
instance, when a real time operating system ("RTOS") is 50 

required because of the timing constraints of the run time 
environment (i.e., real time control of a function), a sub­
system can be developed using RTOS, without constraining 

The term "automotive navigation system" can refer to a 
satellite navigation system designed for use in vehicles. It 
typically uses a GPS navigation device to acquire position 
data to locate the user on a road in the unit's map database. 
Using the road database, the unit can give directions to other 
locations along roads also in its database. Dead reckoning 
using distance data from sensors attached to the drivetrain, a 
gyroscope and an accelerometer can be used for greater reli­
ability, as GPS signal loss and/or multipath can occur due to 
urban canyons or tunnels. 

The term "bus" and variations thereof, as used herein, can 
refer to a subsystem that transfers information and/or data 
between various components. A bus generally refers to the 
collection communication hardware interface, interconnects, 
bus architecture, standard, and/or protocol defining the com-
munication scheme for a communication system and/or com­
munication network. A bus may also refer to a part of a 
communication hardware that interfaces the communication the runtime environment of less demanding systems (e.g., a 

console subsystem). 55 hardware with the interconnects that connect to other com-
These and other advantages will be apparent from the 

disclosure. 
The phrases "at least one," "one or more," and "and/or" are 

open-ended expressions that are both conjunctive and dis­
junctive in operation. For example, each of the expressions 
"at least one of A, B and C," "at least one of A, B, or C," "one 
or more of A, B, and C," "one or more of A, B, or C" and "A, 
B, and/or C" means A alone, B alone, C alone, A and B 
together, A and C together, B and C together, or A, B and C 
together. 

The term "a" or "an" entity refers to one or more of that 
entity. As such, the terms "a" ( or "an"), "one or more," and "at 

ponents of the corresponding communication network. The 
bus may be for a wired network, such as a physical bus, or 
wireless network, such as part of an antenna or hardware that 
couples the communication hardware with the antenna. A bus 

60 architecture supports a defined format in which information 
and/or data is arranged when sent and received through a 
communication network. A protocol may define the format 
and rules of communication of a bus architecture. 

The terms "communication device," "smartphone," and 
65 "mobile device," and variations thereof, as used herein, can be 

used interchangeably and may include any type of device 
capable of communicating with one or more of another device 
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and/or across a connnunications network, via a connnunica­
tions protocol, and the like. Exemplary connnunication 
devices may include but are not limited to smartphones, hand­
held computers, laptops, net books, notebook computers, sub­
notebooks, tablet computers, scanners, portable gaming 
devices, phones, pagers, GPS modules, portable music play­
ers, and other Internet-enabled and/or network-connected 
devices. 

A "connnunication modality" can refer to any protocol- or 
standard defined or specific connnunication session or inter­
action, such as Voice-Over-Internet-Protocol ("VoIP), cellu­
lar connnunications (e.g., IS-95, lG, 2G, 3G, 3.5G, 4G, 
4G/IMT-Advanced standards, 3GPP, WIMAX™, GSM, 
CDMA, CDMA2000, EDGE, lxEVDO, iDEN, GPRS, 
HSPDA, TDMA, UMA, UMTS, ITU-R, and 5G), Blue­
tooth™, text or instant messaging ( e.g., AIM, Blauk, eBuddy, 
Gadu-Gadu, IBM Lotus Sametime, ICQ, iMessage, IMVU, 
Lyne, MXit, Paltalk, Skype, Tencent QQ, Windows Live 
Messenger™ or MSN Messenger™, Wireclub, Xfire, and 
Yahoo! Messenger™), email, Twitter ( e.g., tweeting), Digital 
Service Protocol (DSP), and the like. 

18 
tangible storage medium. When the computer-readable 
media is configured as a database, it is to be understood that 
the database may be any type of database, such as relational, 
hierarchical, object-oriented, and/or the like. Accordingly, 

5 the disclosure is considered to include a tangible storage 
medium or distribution medium and prior art-recognized 
equivalents and successor media, in which the software 
implementations of the present disclosure are stored. It 
should be noted that any computer readable medium that is 

10 not a signal transmission may be considered non-transitory. 
The terms dash and dashboard and variations thereof, as 

used herein, may be used interchangeably and can be any 
panel and/or area of a vehicle disposed adjacent to an opera­
tor, user, and/or passenger. Dashboards may include, but are 

15 not limited to, one or more control panel(s ), instrument hous­
ing(s ), head unit(s), indicator(s), gauge(s), meter(s), light(s), 
audio equipment, computer(s), screen(s), display(s), HUD 
unit(s), and graphical user interface(s). 

The term "module" as used herein refers to any known or 
20 later developed hardware, software, firmware, artificial intel­

ligence, fuzzy logic, or combination of hardware and soft­
ware that is capable of performing the functionality associ­
ated with that element. 

The term "connnunication system" or "connnunication 
network" and variations thereof, as used herein, can refer to a 
collection of connnunication components capable of one or 
more of transmission, relay, interconnect, control, or other- 25 

wise manipulate information or data from at least one trans­
mitter to at least one receiver. As such, the connnunication 
may include a range of systems supporting point-to-point or 
broadcasting of the information or data. A connnunication 
system may refer to the collection individual connnunication 30 

hardware as well as the interconnects associated with and 

The term "desktop" refers to a metaphor used to portray 
systems. A desktop is generally considered a "surface" that 
may include pictures, called icons, widgets, folders, etc. that 
can activate and/or show applications, windows, cabinets, 
files, folders, documents, and other graphical items. The 
icons are generally selectable to initiate a task through user 
interface interaction to allow a user to execute applications 
and/or conduct other operations. 

connecting the individual connnunication hardware. Com­
munication hardware may refer to dedicated connnunication 
hardware or may refer a processor coupled with a connnuni­
cation means (i.e., an antenna) and running software capable 
of using the connnunication means to send and/or receive a 
signal within the connnunication system. Interconnect refers 
some type of wired or wireless connnunication liuk that con­
nects various components, such as connnunication hardware, 
within a connnunication system. A connnunication network 
may refer to a specific setup of a connnunication system with 
the collection of individual connnunication hardware and 
interconnects having some definable network topography. A 
communication network may include wired and/or wireless 
network having a pre-set to an ad hoc network structure. 

The term "computer-readable medium," as used herein 
refers to any tangible storage and/or transmission medium 
that participates in providing instructions to a processor for 
execution. Such a medium may take many forms, including 
but not limited to, non-volatile media, volatile media, and 
transmission media. Non-volatile media includes, for 
example, non-volatile random access memory (NVRAM), or 
magnetic or optical disks. Volatile media includes dynamic 
memory, such as main memory. Connnon forms of computer­
readable media include, for example, a floppy disk, a flexible 
disk, hard disk, magnetic tape, or any other magnetic 
medium, magneto-optical medium, a compact disc read only 
memory (CD-ROM), any other optical medium, punch cards, 
paper tape, any other physical medium with patterns ofholes, 
a random access memory (RAM), a programmable read only 
memory (PROM), and erasable progrannnable read only 
memory EPROM, a FLASH-EPROM, a solid state medium 
like a memory card, any other memory chip or cartridge, a 
carrier wave as described hereinafter, or any other medium 
from which a computer can read. A digital file attachment to 
an e-mail or other self-contained information archive or set of 
archives is considered a distribution medium equivalent to a 

The term "display" refers to a portion of a physical screen 
used to display the output of a computer to a user. 

The term "displayed image" refers to an image produced 
35 on the display. A typical displayed image is a window or 

desktop. The displayed image may occupy all or a portion of 
the display. 

The term "display orientation" refers to the way in which a 
rectangular display is oriented for viewing. The two most 

40 connnon types of display orientations are portrait and land­
scape. In landscape mode, the display is oriented such that the 
width of the display is greater than the height of the display 
(such as a 4:3 ratio, which is 4 units wide and 3 units tall, or 
a 16:9 ratio, which is 16 units wide and 9 units tall). Stated 

45 differently, the longer dimension of the display is oriented 
substantially horizontal in landscape mode while the shorter 
dimension of the display is oriented substantially vertical. In 
the portrait mode, by contrast, the display is oriented such that 
the width of the display is less than the height of the display. 

50 Stated differently, the shorter dimension of the display is 
oriented substantially horizontal in the portrait mode while 
the longer dimension of the display is oriented substantially 
vertical. A multi-screen display can have one composite dis­
play that encompasses all the screens. The composite display 

55 can have different display characteristics based on the various 
orientations of the device. 

The term "electronic address" can refer to any contactable 
address, including a telephone number, instant message 
handle, e-mail address, Uniform Resource Locator ("URL"), 

60 Global Universal Identifier ("GUID"), Universal Resource 
Identifier ("URI"), Address of Record ("AOR"), electronic 
alias in a database, etc., combinations thereof 

The term "gesture" refers to a user action that expresses an 
intended idea, action, meaning, result, and/or outcome. The 

65 user action can include manipulating a device (e.g., opening 
or closing a device, changing a device orientation, moving a 
trackball or wheel, etc.), movement of a body part in relation 
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to the device, movement of an implement or tool in relation to 
the device, audio inputs, etc. A gesture may be made on a 
device (such as on the screen) or with the device to interact 
with the device. 

20 
touches the screen, the two layers make contact in the con­
tacted location, whereby a change in electrical field is noted 
and the coordinates of the contacted location calculated. In a 
capacitive touch screen, a capacitive layer stores electrical 

5 charge, which is discharged to the user upon contact with the 
touch screen, causing a decrease in the charge of the capaci­
tive layer. The decrease is measured, and the contacted loca­
tion coordinates determined. In a surface acoustic wave touch 

The term "gesture capture" refers to a sense or otherwise a 
detection of an instance and/or type of user gesture. The 
gesture capture can be received by sensors in three-dimen­
sional space. Further, the gesture capture can occur in one or 
more areas of a screen, for example, on a touch-sensitive 
display or a gesture capture region. A gesture region can be on 1 o 
the display, where it may be referred to as a touch sensitive 
display, or off the display, where it may be referred to as a 
gesture capture area. 

screen, an acoustic wave is transmitted through the screen, 
and the acoustic wave is disturbed by user contact. A receiv­
ing transducer detects the user contact instance and deter-
mines the contacted location coordinates. 

The term "window" refers to a, typically rectangular, dis­
played image on at least part of a display that contains or The terms "infotainment" and "infotainment system" may 

be used interchangeably and can refer to the hardware/soft­
ware products, data, content, information, and/or systems, 
which can be built into or added to vehicles to enhance driver 
and/or passenger experience. Infotainment may provide 
media and/or multimedia content. An example is informa­
tion-based media content or programming that also includes 
entertainment content. 

15 provides content different from the rest of the screen. The 
window may obscure the desktop. The dimensions and ori­
entation of the window may be configurable either by another 
module or by a user. When the window is expanded, the 
window can occupy substantially all of the display space on a 

20 screen or screens. 

A "multi-screen application" refers to an application that is 
capable of producing one or more windows that may simul­
taneously occupy one or more screens. A multi-screen appli­
cation commonly can operate in single-screen mode in which 25 

one or more windows of the application are displayed only on 
one screen or in multi-screen mode in which one or more 
windows are displayed simultaneously on multiple screens. 

A "single-screen application" refers to an application that 
is capable of producing one or more windows that may 30 

occupy only a single screen at a time. 
The terms "online community," "e-community," or "virtual 

community" can mean a group of people that interact via a 
computer network, for social, professional, educational, and/ 

The terms "determine," "calculate," and "compute," and 
variations thereof, as used herein, are used interchangeably 
and include any type of methodology, process, mathematical 
operation, or technique. 

It shall be understood that the term "means," as used herein, 
shall be given its broadest possible interpretation in accor­
dance with 35 U.S.C., Section 112, Paragraph 6 or other 
applicable law. Accordingly, a claim incorporating the term 
"means" shall cover all structures, materials, or acts set forth 
herein, and all of the equivalents thereof. Further, the struc­
tures, materials or acts and the equivalents thereof shall 
include all those described in the summary of the invention, 
brief description of the drawings, detailed description, 
abstract, and claims themselves. 

The terms "vehicle," "car," "automobile," and variations 
thereof may be used interchangeably herein and can refer to a 
device or structure for transporting animate and/ or inanimate 
or tangible objects (e.g., persons and/or things), such as a 
self-propelled conveyance. A vehicle as used herein can 

or other purposes. The interaction can use a variety of media 35 

formats, including wikis, biogs, chat rooms, Internet forunis, 
instant messaging, email, and other forms of electronic 
media. Many media formats may be used in social software 
separately and/or in combination, including text-based chat 
rooms and forums that use voice, video text or avatars. 40 include any conveyance or model of a conveyance, where the 

conveyance was originally designed for the purpose of mov­
ing one or more tangible objects, such as people, animals, 
cargo, and the like. The term "vehicle" does not require that a 

The term "satellite positioning system receiver" can refer 
to a wireless receiver or transceiver to receive and/or send 
location signals from and/or to a satellite positioning system 
(SPS), such as the Global Positioning System ("GPS") (US), 
GLONASS (Russia), Galileo positioning system (EU), Com- 45 

pass navigation system (China), and Regional Navigational 
Satellite System (India). 

The term "social network service" may include a service 
provider that builds online communities of people, who share 
interests and/or activities, or who are interested in exploring 50 

the interests and/or activities of others. Social network ser­
vices can be network-based and may provide a variety of 
ways for users to interact, such as e-mail and instant messag-
ing services. 

The term "social network" can refer to a network-based 55 

social network. 
The term "screen," "touch screen," "touchscreen," or 

"touch-sensitive display" refers to a physical structure that 
enables the user to interact with the computer by touching 
areas on the screen and provides information to a user through 60 

a display. The touch screen may sense user contact in a num-
ber of different ways, such as by a change in an electrical 
parameter (e.g., resistance or capacitance), acoustic wave 
variations, infrared radiation proximity detection, light varia­
tion detection, and the like. In a resistive touch screen, for 65 

example, normally separated conductive and resistive metal-
lic layers in the screen pass an electrical current. When a user 

conveyance moves or is capable of movement. Typical 
vehicles may include but are in no way limited to cars, trucks, 
motorcycles, busses, automobiles, trains, railed conveyances, 
boats, ships, marine conveyances, submarine conveyances, 
airplanes, space craft, flying machines, human-powered con­
veyances, and the like. 

The term "profile," as used herein, can refer to any data 
structure, data store, and/or database that includes one or 
more items ofinformation associated with a vehicle, a vehicle 
system, a device ( e.g., a mobile device, laptop, mobile phone, 
etc.), or a person. 

The term "in communication with," as used herein, refers 
to any coupling, connection, or interaction using electrical 
signals to exchange information or data, using any system, 
hardware, software, protocol, or format, regardless of 
whether the exchange occurs wirelessly or over a wired con­
nection. 

The preceding is a simplified summary of the disclosure to 
provide an understanding of some aspects of the disclosure. 
This summary is neither an extensive nor exhaustive over­
view of the disclosure and its various aspects, embodiments, 
and/or configurations. It is intended neither to identify key or 
critical elements of the disclosure nor to delineate the scope of 
the disclosure but to present selected concepts of the disclo-
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FIG. llH is a graphical representation of an embodiment 
of a gesture that a user may perform to provide input to a 
vehicle control system; 

sure in a simplified form as an introduction to the more 
detailed description presented below. As will be appreciated, 
other aspects, embodiments, and/or configurations of the dis­
closure are possible utilizing, alone or in combination, one or 
more of the features set forth above or described in detail 
below. 

FIG. 111 is a graphical representation of an embodiment of 
5 a gesture that a user may perform to provide input to a vehicle 

control system; 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG.1 depicts an embodiment ofa vehicle operating envi- 10 

ronment; 
FIG. 2 is a block diagram of an embodiment of a vehicle 

system; 
FIG. 3 is a block diagram of an embodiment of a vehicle 

15 
control system environment; 

FIG. 4 is a block diagram of an embodiment of a vehicle 
communications subsystem; 

FIG. SA is a first block diagram of an embodiment of a 
vehicle interior environment separated into areas and/or 20 
zones; 

FIG. 5B is a second block diagram of an embodiment of a 
vehicle interior environment separated into areas and/or 
zones; 

FIG. SC is a third block diagram of an embodiment of a 25 

vehicle interior environment separated into areas and/or 
zones; 

FIG. 6A depicts an embodiment of a sensor configuration 
for a vehicle; 

FIG. 6B depicts an embodiment of a sensor configuration 30 

for a zone of a vehicle; 

FIG. llJ is a graphical representation of an embodiment of 
a gesture that a user may perform to provide input to a vehicle 
control system; 

FIG. llK is a graphical representation of an embodiment 
of a gesture that a user may perform to provide input to a 
vehicle control system; 

FIG.12A is a diagram of an embodiment of a data structure 
for storing information about a user of a vehicle; 

FIG.12B is a diagram of an embodiment of a data structure 
for storing information about a device associated with or in a 
vehicle; 

FIG.12C is a diagram of an embodiment of a data structure 
for storing information about a system of a vehicle; 

FIG.12D is a diagram of an embodiment of a data structure 
for storing information about a vehicle; 

FIG.13 is a flow or process diagram of a method for storing 
one or more settings associated with a user; 

FIG. 14 is a flow or process diagram of a method for 
establishing one or more settings associated with a user; 

FIG.15 is a flow or process diagram of a method for storing 
one or more settings associated with a user; 

FIG.16 is a flow or process diagramofamethodforstoring 
one or more gestures associated with a user; 

FIG. 17 is a flow or process diagram of a method for 
reacting to a gesture performed by a user; 

FIG.18 is a flow or process diagram of a method for storing 
health data associated with a user; 

FIG. 7 A is a block diagram of an embodiment of interior 
sensors for a vehicle; 

FIG. 7B is a block diagram of an embodiment of exterior 
sensors for a vehicle; 

FIG. 19 is a flow or process diagram of a method for 
35 reacting to a gesture performed by a user; 

FIG. SA is a block diagram of an embodiment of a media 
subsystem for a vehicle; 

FIG. 8B is a block diagram of an embodiment of a user and 
device interaction subsystem for a vehicle; 

FIG. SC is a block diagram of an embodiment of a Navi­
gation subsystem for a vehicle; 

FIG. 9 is a block diagram of an embodiment of a commu­
nications subsystem for a vehicle; 

40 

FIG. 10 is a block diagram of an embodiment of a software 45 

architecture for the vehicle control system; 
FIG. llA is a graphical representation of an embodiment 

of a gesture that a user may perform to provide input to a 
vehicle control system; 

FIG. 11B is a graphical representation ofan embodiment of 50 

a gesture that a user may perform to provide input to a vehicle 
control system; 

FIG. 11 C is a graphical representation of an embodiment of 
a gesture that a user may perform to provide input to a vehicle 
control system; 

FIG. llD is a graphical representation of an embodiment 
of a gesture that a user may perform to provide input to a 
vehicle control system; 

FIG. llE is a graphical representation of an embodiment of 

55 

a gesture that a user may perform to provide input to a vehicle 60 

control system; 
FIG. llF is a graphical representation of an embodiment of 

a gesture that a user may perform to provide input to a vehicle 
control system; 

FIG. 20 depicts a flow diagram according to an embodi-
ment; 

FIG. 21 depicts an on board media system according to an 
embodiment; 

FIG. 22 depicts a flow diagram according to an embodi­
ment; 

FIG. 23 depicts a flow diagram according to an embodi­
ment; 

FIG. 24 depicts a computational system according to an 
embodiment; 

FIG. 25 depicts a computational system according to an 
embodiment; 

FIG. 26 depicts a flow diagram according to an embodi­
ment; 

FIG. 27 depicts a flow diagram according to an embodi­
ment; 

FIG. 28 depicts a screen shot according to an embodiment; 
and 

FIG. 29 depicts a screen shot according to an embodiment; 
FIG. 30 depicts a screen shot according to an embodiment; 
FIG. 31 depicts a flow diagram according to an embodi-

ment; 
FIG. 32 depicts a flow diagram according to an embodi­

ment; 
FIG. 33 depicts a segmented control surface according to 

an embodiment; 
FIG. 34 depicts a mapped display according to an embodi­

ment; 
FIG. 35 depicts a flow diagram according to an embodi-

FIG. llG is a graphical representation of an embodiment 
of a gesture that a user may perform to provide input to a 
vehicle control system; 

65 ment; 
FIG. 36 depicts a flow diagram according to an embodi-

ment; 
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FIGS. 37A-B depict a flow diagram according to an 
embodiment; 

FIG. 38 depicts a flow diagram according to an embodi­
ment; and 

FIG. 39 depicts a flow diagram according to an embodi­
ment. 

In the appended figures, similar components and/or fea­
tures may have the same reference label. Further, various 
components of the same type may be distinguished by fol­
lowing the reference label by a letter that distinguishes among 
the similar components. If only the first reference label is used 
in the specification, the description is applicable to any one of 
the similar components having the same first reference label 
irrespective of the second reference letter or label. 

DETAILED DESCRIPTION 

Presented herein are embodiments of systems, devices, 
processes, data structures, user interfaces, etc. The embodi­
ments may relate to an automobile and/or an automobile 
environment. The automobile environment can include sys­
tems associated with the automobile and devices or other 
systems in communication with the automobile and/or auto­
mobile systems. Furthermore, the systems can relate to com­
munications systems and/or devices and may be capable of 
communicating with other devices and/or to an individual or 
group of individuals. Further, the systems can receive user 
input in unique ways. The overall design and functionality of 
the systems provide for an enhanced user experience making 

24 
can be any type of computing system operable to conduct the 
operations as described herein. An example of a vehicle con­
trol system may be as described in conjunction with FIG. 3. 

The vehicle control system 204 may interact with a 
5 memory or storage system 208 that stores system data. Sys­

tem data 208 may be any type of data needed for the vehicle 
control system 204 to control effectively the vehicle 104. The 
system data 208 can represent any type of database or other 
storage system. Thus, the system data 208 can be a flat file 

10 data system, an object-oriented data system, or some other 
data system that may interface with the vehicle control system 
204. 

The vehicle control system 204 may communicate with a 
device or user interface 212, 248. The user interface 212, 248 

15 may be operable to receive user input either through touch 
input, on one or more user interface buttons, via voice com­
mand, via one or more image sensors, or through a graphical 
user interface that may include a gesture capture region, as 
described in conjunction with the other figures provided 

20 herein. Further, the symbol 212, 248 can represent a device 
that is located or associated with the vehicle 104. The device 
212, 248 can be a mobile device, including, but not limited to, 
a mobile telephone, a mobile computer, or other type of 
computing system or device that is either permanently located 

25 in or temporarily associated with, but not necessarily con­
nected to, the vehicle 104. Thus, the vehicle control system 
204 can interface with the device 212, 248 and leverage the 
device's computing capability to provide one or more of the 
features or functions as described herein. 

the automobile more useful and more efficient. As described 30 The device or user interface 212, 248 can receive input or 
herein, the automobile systems may be electrical, mechani­
cal, electro-mechanical, software-based, and/or combina­
tions thereof 

A vehicle environment 100 that may contain a vehicle 
ecosystem is shown in FIG. 1. The vehicle environment 100 
can contain areas associated with a vehicle or conveyance 
104. The vehicle 104 is shown as a car but can be any type of 
conveyance. The environment 100 can include at least three 
zones. A first zone 108 may be inside a vehicle 104. The zone 
108 includes any interior space, trunk space, engine compart­
ment, or other associated space within or associated with the 
vehicle 104. The interior zone 108 can be defined by one or 
more techniques, for example, geo-fencing. 

A second zone 112 may be delineated by line 120. The zone 
112 is created by a range of one or more sensors associated 
with the vehicle 104. Thus, the area 112 is exemplary of the 
range of those sensors and what can be detected by those 
sensors associated with the vehicle 104. Although sensor 
range is shown as a fixed and continuous oval, the sensor 
range may be dynamic and/or discontinuous. For example, a 
ranging sensor (e.g., radar, lidar, ladar, etc.) may provide a 
variable range depending on output power, signal character­
istics, or environmental conditions ( e.g., rain, fog, clear, etc.). 
The rest of the environment includes all space beyond the 
range of the sensors and is represented by space 116. Thus, 
the environment 100 may have an area 116 that includes all 
areas beyond the sensor range 112. The area 116may include 
locations of travel that the vehicle 104 may proceed to in the 
future. 

An embodiment of a vehicle system 200 is shown in FIG. 
2. The vehicle system 200 may comprise hardware and/or 
software that conduct various operations for or with the 
vehicle 104. The operations can include, but are not limited 
to, providing information to the user 216, receiving input 
from the user 216, and controlling the functions or operation 
of the vehicle 104, etc. The vehicle system 200 can include a 
vehicle control system 204. The vehicle control system 204 

provide information to a user 216. The user 216 may thus 
interact with the vehicle control system 204 through the inter­
face or device 212, 248. Further, the device 212, 248 may 
include or have access to device data 220 and/or profile data 

35 252. The device data 220 can be any type of data that is used 
in conjunction with the device 212, 248 including, but not 
limited to, multimedia data, preferences data, device identi­
fication information, or other types of data. The profile data 
252 can be any type of data associated with at least one user 

40 216 including, but inno way limited to, bioinformatics, medi­
cal information, driving history, personal information (e.g., 
home physical address, business physical address, contact 
addresses, likes, dislikes, hobbies, size, weight, occupation, 
business contacts-including physical and/or electronic 

45 addresses, personal contacts-including physical and/or 
electronic addresses, family members, and personal informa­
tion related thereto, etc.), other user characteristics, advertis­
ing information, user settings and feature preferences, travel 
information, associated vehicle preferences, communication 

50 preferences, historical information ( e.g., including historical, 
current, and/or future travel destinations), Internet browsing 
history, or other types of data. In any event, the data may be 
stored as device data 220 and/or profile data 252 in a storage 
system similar to that described in conjunction with FIGS. 

55 12A through 12D. 
As an example, the profile data 252 may include one or 

more user profiles. User profiles may be generated based on 
data gathered from one or more of vehicle preferences (e.g., 
seat settings, HVAC settings, dash configurations, and the 

60 like), recorded settings, geographic location information 
( e.g., provided by a satellite positioning system ( e.g., GPS), 
Wi-Fi hotspot, cell tower data, etc.), mobile device informa­
tion (such as mobile device electronic addresses, Internet 
browsing history and content, application store selections, 

65 user settings and enabled and disabled features, and the like), 
private information (such as user information from a social 
network, user presence information, user business account, 
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and the like), secure data, biometric information, audio infor­
mation from on board microphones, video information from 

26 
The vehicle control system 204 may communicate through 

the communication network 224 to a server 228 that may be 
located in a facility that is not within physical proximity to the 
vehicle 104. Thus, the server 228 may represent a cloud 

on board cameras, Internet browsing history and browsed 
content using an on board computer and/or the local area 
network enabled by the vehicle 104, geographic location 
information ( e.g., a vendor storefront, roadway name, city 
name, etc.), and the like. 

The profile data 252 may include one or more user 
accounts. User accounts may include access and permissions 
to one or more settings and/or feature preferences associated 
with the vehicle 104, communications, infotainment, content, 

5 computing system or cloud storage that allows the vehicle 
control system 204 to either gain access to further computing 
capabilities or to storage at a location outside of the vehicle 
104. The server 228 can include a computer processor and 
memory and be similar to any computing system as under-

10 stood to one skilled in the art. 

etc. In one example, a user account may allow access to 
certain settings for a particular user, while another user 
account may deny access to the settings for another user, and 15 
vice versa. The access controlled by the user account may be 
based on at least one of a user account priority, role, permis­
sion, age, family status, a group priority ( e.g., the user account 
priority of one or more users, etc.), a group age (e.g., the 
average age of users in the group, a minimum age of the users 20 

in the group, a maximum age of the users in the group, and/or 
combinations thereof, etc.). 

For example, a user216 may be allowed to purchase appli­
cations (e.g., software, etc.) for the vehicle 104 and/or a 
device associated with the vehicle 104 based on information 25 

associated with the user account. This user account informa-

Further, the server 228 may be associated with stored data 
232. The stored data 232 may be stored in any system or by 
any method, as described in conjunction with system data 
208, device data 220, and/or profile data 252. The stored data 
232 can include information that may be associated with one 
or more users 216 or associated with one or more vehicles 
104. The stored data 232, being stored in a cloud or in a distant 
facility, may be exchanged among vehicles 104 or may be 
used by a user 216 in different locations or with different 
vehicles 104. Additionally or alternatively, the server may be 
associated with profile data 252 as provided herein. It is 
anticipated that the profile data 252 may be accessed across 
the communication network 224 by one or more components 
of the system 200. Similar to the stored data 232, the profile 
data 252, being stored in a cloud or in a distant facility, may be 
exchanged among vehicles 104 or may be used by a user 216 
in different locations or with different vehicles 104. tion may include a preferred payment method, permissions, 

and/or other account information. As provided herein, the 
user account information may be part of the user profile 
and/or other data stored in the profile data 252. 

The vehicle control system 204 may also communicate 
with one or more sensors 236, 242, which are either associ-

30 ated with the vehicle 104 or communicate with the vehicle 
As another example, an adult user ( e.g., a user with an age 

of 18 years old and/or over, etc.) may be located in an area of 
a vehicle 104, such as a rear passenger area. Continuing this 
example a child user ( e.g., a user with an age of 17 years old 
and/or less, etc.) may be located in the same, or close, area. In 35 

this example, the user account information in the profile data 
252 associated with both the adult user and the child user may 

104. Vehicle sensors 242 may include one or more sensors for 
providing information to the vehicle control system 204 that 
determine or provide information about the environment 100 
in which the vehicle 104 is operating. Embodiments of these 
sensors may be as described in conjunction with FIGS. 
6A-7B. Non-vehicle sensor 236 can be any type of sensor that 
is not currently associated with the vehicle 104. For example, 
non-vehicle sensor 236 can be sensors in a traffic system 
operated by a third party that provides data to the vehicle 
control system 204. Further, the non-vehicle sensor(s) 236 
can be other types of sensors which provide information 

be used by the vehicle 104 in determining whether content is 
appropriate for the area given the age of the child user. For 
instance, a graphic movie containing violence (e.g., a movie 40 

associated with a mature rating, such as a Motion Picture 
Association of America (MPAA) rating of "R," "NC-17," 
etc.) may be suitable to present to a display device associated 
with the adult user but may not be acceptable to present to the 
display device if a 12-year old child user may see and/or hear 45 

the content of the movie. 

about the distant environment 116 or other information about 
the vehicle 104 or the environment 100. These non-vehicle 
sensors 236 may be operated by third parties but provide 
information to the vehicle control system 204. Examples of 
information provided by the sensors 236 and that may be used 

The vehicle control system 204 may also communicate 
with or through a communication network 224. The commu­
nication network 224 can represent any type of wireless and/ 
or wired communication system that may be included within 
the vehicle 104 or operable to communicate outside the 
vehicle 104. Thus, the communication network 224 can 
include a local area communication capability and a wide 
area communication capability. For example, the communi­
cation network 224 can include a Bluetooth® wireless sys­
tem, an 802.llx (e.g., 802.llG/802.llN/802.llAC, or the 
like, wireless system), a CAN bus, an Ethernet network 
within the vehicle 104, or other types of communication 
networks that may function with or be associated with the 
vehicle 104. Further, the communication network 224 can 
also include wide area communication capabilities, including 
one or more of, but not limited to, a cellular communication 
capability, satellite telephone communication capability, a 
wireless wide area network communication capability, or 
other types of communication capabilities that allow for the 
vehicle control system 204 to communicate outside the 
vehicle 104. 

by the vehicle control system 204 may include weather track­
ing data, traffic data, user health tracking data, vehicle main­
tenance data, or other types of data, which may provide envi-

50 ronmental or other data to the vehicle control system 204. The 
vehicle control system 204 may also perform signal process­
ing of signals received from one or more sensors 236, 242. 
Such signal processing may include estimation of a measured 
parameter from a single sensor, such as multiple measure-

55 ments of a range state parameter from the vehicle 104 to an 
obstacle, and/or the estimation, blending, or fusion of a mea­
sured state parameter from multiple sensors such as multiple 
radar sensors or a combination of a ladar/lidar range sensor 
and a radar sensor. Signal processing of such sensor signal 

60 measurements may comprise stochastic signal processing, 
adaptive signal processing, and/or other signal processing 
techniques known to those skilled in the art. 

The various sensors 236, 242 may include one or more 
sensor memory 244. Embodiments of the sensor memory 244 

65 may be configured to store data collected by the sensors 236, 
242. For example, a temperature sensor may collect tempera­
ture data associated with a vehicle 104, user 216, and/or 
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environment, over time. The temperature data may be col­
lected incrementally, in response to a condition, or at specific 
time periods. In this example, as the temperature data is 
collected, it may be stored in the sensor memory 244. In some 
cases, the data may be stored along with an identification of 
the sensor and a collection time associated with the data. 
Among other things, this stored data may include multiple 
data points and may be used to track changes in sensor mea­
surements over time. As can be appreciated, the sensor 
memory 244 can represent any type of database or other 
storage system. 

The diagnostic communications module 256 may be con­
figured to receive and transmit diagnostic signals and infor­
mation associated with the vehicle 104. Examples of diag­
nostics signals and information may include, but is in no way 
limited to, vehicle system warnings, sensor data, vehicle 
component status, service information, component health, 
maintenance alerts, recall notifications, predictive analysis, 
and the like. Embodiments of the diagnostic communications 
module 256 may handle warning/error signals in a predeter­
mined manner. The signals, for instance, can be presented to 
one or more of a third party, occupant, vehicle control system 
204, and a service provider ( e.g., manufacturer, repair facility, 
etc.). 

Optionally, the diagnostic communications module 256 
may be utilized by a third party (i.e., a party other than the user 
216, etc.) in communicating vehicle diagnostic information. 
For instance, a manufacturer may send a signal to a vehicle 
104 to determine a status associated with one or more com­
ponents associated with the vehicle 104. In response to 
receiving the signal, the diagnostic communications module 
256 may communicate with the vehicle control system 204 to 
initiate a diagnostic status check. Once the diagnostic status 
check is performed, the information may be sent via the 
diagnostic communications module 256 to the manufacturer. 
This example may be especially useful in determining 
whether a component recall should be issued based on the 
status check responses returned from a certain number of 
vehicles. 

Wired/wireless transceiver/communications ports 260 
may be included. The wired/wireless transceiver/communi­
cations ports 260 may be included to support communica­
tions over wired networks or links, for example with other 
communication devices, server devices, and/or peripheral 
devices. Examples of wired/wireless transceiver/communi­
cations ports 260 include Ethernet ports, Universal Serial Bus 
(USB) ports, Institute of Electrical and Electronics Engineers 
(IEEE) 1594, or other interface ports. 

28 
or protocol. An example of the communication bus 356 may 
be as described in conjunction with FIG. 4. 

The vehicle control system 204 can include a processor 
304, memory 308, and/or an input/output (I/O) module 312. 

5 Thus, the vehicle control system 204 may be a computer 
system, which can comprise hardware elements that may be 
electrically coupled. The hardware elements may include one 
or more central processing units (CPUs) 304; one or more 
components of the I/O module 312 including input devices 

10 (e.g., a mouse, a keyboard, etc.) and/or one or more output 
devices (e.g., a display device, a printer, etc.). 

The processor 304 may comprise a general purpose pro­
grammable processor or controller for executing application 
programming or instructions. The processor 304 may, option-

15 ally, include multiple processor cores, and/or implement mul­
tiple virtual processors. Additionally or alternatively, the pro­
cessor 304 may include multiple physical processors. As a 
particular example, the processor 304 may comprise a spe­
cially configured application specific integrated circuit 

20 (ASIC) or other integrated circuit, a digital signal processor, 
a controller, a hardwired electronic or logic circuit, a pro­
grammable logic device or gate array, a special purpose com­
puter, or the like. The processor 304 generally functions to run 
programming code or instructions implementing various 

25 functions of the vehicle control system 204. 
The input/output module 312 and associated ports may be 

included to support communications over wired or wireless 
networks or links, for example with other communication 
devices, server devices, and/or peripheral devices. Examples 

30 of an input/output module 312 include an Ethernet port, a 
Universal Serial Bus (USB) port, Institute of Electrical and 
Electronics Engineers (IEEE) 1594, or other interface. 

The vehicle control system 204 may also include one or 
more storage devices 308. By way of example, storage 

35 devices 308 may be disk drives, optical storage devices, solid­
state storage devices such as a random access memory 
("RAM") and/or a read-only memory ("ROM"), which can 
be programmable, flash-updateable and/or the like. The 
vehicle control system 204 may additionally include a com-

40 puter-readable storage media reader; a communications sys­
tem (e.g., a modem, a network card (wireless or wired), an 
infra-red communication device, etc.); and working memory 
308, which may include RAM and ROM devices as described 
above. The vehicle control system 204 may also include a 

45 processing acceleration unit, which can include a digital sig­
nal processor (DSP), a special-purpose processor, and/or the 
like. 

An embodiment of a vehicle control environment 300 50 

The computer-readable storage media reader can further be 
connected to a computer-readable storage medium, together 
(and, optionally, in combination with storage device(s )) com­
prehensively representing remote, local, fixed, and/ or remov-including a vehicle control system 204 may be as shown in 

FIG. 3. Beyond the vehicle control system 204, the vehicle 
control environment 300 can include one or more of, but is not 
limited to, a power source and/or power control module 316, 
a data storage module 3 20, user interface( s )/input interface( s) 
324, vehicle subsystems 328, user interaction subsystems 
332, Global Positioning System (GPS)/Navigation sub­
systems 336, sensor(s) and/or sensor subsystems 340, com­
munication subsystems 344, media subsystems 348, and/or 
device interaction subsystems 352. The subsystems, mod­
ules, components, etc. 316-352 may include hardware, soft­
ware, firmware, computer readable media, displays, input 
devices, output devices, etc. or combinations thereof. The 
system, subsystems, modules, components, etc. 204, 316-352 
may communicate over a network or bus 356. This commu­
nication bus 356 may be bidirectional and perform data com­
munications using any known or future-developed standard 

able storage devices plus storage media for temporarily and/ 
or more permanently contmmng computer-readable 
information. The communications system may permit data to 

55 be exchanged with an external or internal network and/or any 
other computer or device described herein. Moreover, as dis­
closed herein, the term "storage medium" may represent one 
or more devices for storing data, including read only memory 
(ROM), random access memory (RAM), magnetic RAM, 

60 core memory, magnetic disk storage mediums, optical stor­
age mediums, flash memory devices, and/or other machine 
readable mediums for storing information. 

The vehicle control system 204 may also comprise soft­
ware elements including an operating system and/or other 

65 code, as described in conjunction with FIG. 10. It should be 
appreciated that alternates to the vehicle control system 204 
may have numerous variations from that described herein. 
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7A and 7B; the communication subsystem 344 may be as 
described in FIGS. 2, 4, 5B, SC, and 9; the media subsystem 
348 may be as described in FIG. SA; and, the device interac­
tion subsystem 352 may be as described in FIG. 2 and in 

For example, customized hardware might also be used and/or 
particular elements might be implemented in hardware, soft­
ware (including portable software, such as applets), or both. 
Further, connection to other computing devices such as net­
work input/output devices may be employed. 

The power source and/or power control module 316 can 
include any type of power source, including, but not limited 

5 conjunction with the user/device interaction subsystem 817 
of FIG. 8B. 

to, batteries, alternating current sources (from connections to 
a building power system or power line), solar cell arrays, etc. 
One or more components or modules may also be included to 10 

control the power source or change the characteristics of the 
provided power signal. Such modules can include one or 
more of, but is not limited to, power regulators, power filters, 
alternating current (AC) to direct current (DC) converters, 
DC to AC converters, receptacles, wiring, other converters, 15 

etc. The power source and/or power control module 316 func­
tions to provide the vehicle control system 204 and any other 
system with power. 

The data storage 320 can include any module for storing, 
retrieving, and/or managing data in one or more data stores 20 

and/or databases. The database or data stores may reside on a 
storage medium local to (and/or resident in) the vehicle con-
trol system 204 or in the vehicle 104. Alternatively, some of 
the data storage capability may be remote from the vehicle 
control system 204 or automobile, and in communication 25 

(e.g., via a network) to the vehicle control system 204. The 
database or data stores may reside in a storage-area network 
("SAN") familiar to those skilled in the art. Similarly, any 
necessary files for performing the functions attributed to the 
vehicle control system 204 may be stored locally on the 30 

respective vehicle control system 204 and/or remotely, as 
appropriate. The databases or data stores may be a relational 
database, and the data storage module 320 may be adapted to 
store, update, and retrieve data in response to specifically­
formatted commands. The data storage module 320 may also 35 

perform data management functions for any flat file, object 
oriented, or other type of database or data store. 

FIG. 4 illustrates an optional communications channel 
architecture 400 and associated communications compo­
nents. FIG. 4 illustrates some of the optional components that 
can be interconnected via the communication channels/zones 
404. Communication channels/zones 404 can carry informa­
tion on one or more of a wired and/or wireless communica­
tions link with, in the illustrated example, there being three 
communications channels/zones, 408, 412, and 416. 

This optional environment 400 can also include an IP 
router 420, an operator cluster 424, one or more storage 
devices 428, one or more blades, such as master blade 432, 
and computational blades 436 and 440. Additionally, the 
communications channels/zones 404 can interconnect one or 
more displays, such as, remote display 1 444, remote display 
N 448, and console display 452. The communications chan­
nels/zones 404 also interconnect an access point 456, a Blue­
tooth® access point/USB hub 460, a Femtocell 464, a storage 
controller 468, that is connected to one or more of USB 
devices 472, DVDs 476, or other storage devices 480. To 
assist with managing communications within the communi­
cation channel, the environment 400 optionally includes a 
firewall 484 which will be discussed hereinafter in greater 
detail. Other components that could also share the communi­
cations channel/zones 404 include GPS 488, media controller 
492, which is connected to one or more media sources 496, 
and one or more subsystems, such as subsystem switches 498. 

Optionally, the communications channels/zones 404 can 
be viewed as an I/O network or bus where the communica­
tions channels are carried on the same physical media. 
Optionally, the communication channels 404 can be split 
amongst one or more physical media and/or combined with 
one or more wireless communications protocols. Optionally, 
the communications channels 404 can be based on wireless 
protocols with no physical media interconnecting the various 
elements described herein. 

The environment 400 shown in FIG. 4 can include a col-
lection of blade processors that are housed in a "crate." The 

A first data store that may be part of the vehicle control 
environment 300 is a profile data store 252 for storing data 
about user profiles and data associated with the users. A 40 

system data store 208 can include data used by the vehicle 
control system 204 and/or one or more of the components 
324-352 to facilitate the functionality described herein. The 
data stores 208 and/or 252 may be as described in conjunction 
with FIGS. 1 and/or 12A-12D. 45 crate can have a PC-style backplane connector 408 and a 

backplane Ethernet 408 that allows the various blades to 
communicate with one another using, for example, an Ether­
net. 

The user interface/input interfaces 324 may be as described 
herein for providing information or data and/or for receiving 
input or data from a user. Vehicle systems 328 can include any 
of the mechanical, electrical, electromechanical, computer, 
or other systems associated with the function of the vehicle 50 

100. For example, vehicle systems 328 can include one or 
more of, but is not limited to, the steering system, the braking 
system, the engine and engine control systems, the electrical 
system, the suspension, the drive train, the cruise control 
system, the radio, the heating, ventilation, air conditioning 55 

(HVAC) system, the windows and/or doors, etc. These sys­
tems are well known in the art and will not be described 
further. 

Various other functional elements illustrated in FIG. 4 can 
be integrated into this crate architecture with, as discussed 
hereinafter, various zones utilized for security. Optionally, as 
illustrated in FIG. 4, the backplane 404/408 can have two 
separate Ethernet zones that may or may not be on the same 
communications channel. Optionally, the zones exist on a 
single communications channel on the I/O network/bus 408. 
Optionally, the zones are actually on different communica-
tions channels, e.g., 412, 416; however, the implementation is 
not restricted to any particular type of configuration. Rather, 
as illustrated in FIG. 4, there can bearedzone417 and a green 

60 zone 413, and the I/O backplane on the network/bus 408 that 
enables standard I/O operations. This backplane or I/O net­
work/bus 408 also optionally can provide power distribution 
to the various modules and blades illustrated in FIG. 4. The 

Examples of the other systems and subsystems 324-352 
may be as described further herein. For example, the user 
interface(s)/input interface(s) 324 may be as described in 
FIGS. 2 and 8B; the vehicle subsystems 328 may be as 
described in FIG. 6a et. seq.; the user interaction subsystem 
332 may be as described in conjunction with the user/device 
interaction subsystem 817 of FIG. 8B; the Navigation sub- 65 

system 336 may be as described in FIGS. 6A and SC; the 
sensor(s )/sensor subsystem 340 may be as described in FIGS. 

red and green Ethernet zones, 417 and 413 respectively, can 
be implemented as Ethernet switches, with one on each side 
of the firewall 484. Two Ethernets (untrusted and trusted) are 
not connected in accordance with an optional embodiment. 
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Optionally, the connector geometry for the firewall can be 
different for the Ethernet zones than for the blades that are a 
part of the system. 

The red zone 417 only needs to go from the modular 
connector to the input side of the backplane connector of the 5 

firewall 484. While FIG. 4 indicates that there are five exter-
nal red zone connectors to the firewall 484, provisions can be 
made for any number of ports with the connections being 
made at the access point 456, the Bluetooth® access point 
(combo controller) 460, Femtocell 464, storage controller 10 

468, and/or firewall 484. Optionally, the external port con­
nections can be made through a manufacturer configurable 
modular connector panel, and one or more of the red zone 
Ethernet ports could be available through a customer supplied 15 
crate which allows, for example, wired Ethernet connections 
from a bring-your-own-device (BYOD) to the firewall 484. 

The green zone 413 goes from the output side of the fire­
wall 484 and generally defines the trusted Ethernet. The Eth­
ernet on the backplane 408 essentially implements an Ether- 20 

net switch for the entire system, defining the Ethernet 
backbone of the vehicle 104. All other modules, e.g., blades, 
etc., can connect to a standard backplane bus and the trusted 
Ethernet. Some number of switch ports can be reserved to 
connect to an output modular connector panel to distribute the 25 

Ethernet throughout the vehicle 104, e.g., connecting such 
elements as the console display 452, remote displays 444, 
448, GPS 488, etc. Optionally, only trusted components, 
either provided or approved by the manufacturer after testing, 
can be attached to the green zone 413, which is by definition 30 

in the trusted Ethernet environment. 

32 
One slot for user devices or bring-your-own device access, 

this slot can implement, for example, WiFi, Bluetooth®, and/ 
or USB connectivity 456, which can be provided in, for 
example, the customer crate; 

One slot for combined red zone and green zone Ethernet, 
this slot can be reserved for the firewall controller; 

Two slots for computational blades. Here the two compu­
tation blades are illustratively as shown the optional master 
blade and the multimedia blade or controller 492 which can 
be provided as standard equipment; and 

The expansion controller that allows the I/O bus to be 
extended and provides additional Ethernet switch ports for 
one or more of the red or green zones, which may require that 
the basic green zone Ethernet switch implementation will 
support additional ports beyond the initial three that are 
needed for the basic exemplary system. 

It should be possible to build 8 or 16 or more Ethernet 
switches that allow for the expansion with existing compo­
nent( s) in a straight-forward manner. 

The red zone 417 can be implemented as an 8-port Ethernet 
switch that has three actual bus ports within the crate with the 
remaining five ports being available on the customer crate. 
The crate implements red zone slots for the firewall controller 
484, the combo controller which includes WiFi, Bluetooth®, 
USB hub (456, 460) and the IP router 420. 

The firewall controller 484 can have a dedicated slot that 
bridges the red zone 417, green zone 413, and uses the I/O bus 
for power connections. In accordance with an optional low 
cost implementation, the firewall 484 can be implemented by 
a dummy module that simply bridges the red zone 417 and the 
green zone 413 without necessarily providing any firewall 
functionality. The combo controller 460 that includes the 
WiFi, Bluetooth®, and USB hub can be provided for con­
sumer device connections. This controller can also imple-

35 ment the IPv6 (un-routable) protocol to insure that all infor­
mation is packetized for transmission via IP over the Ethernet 
in the I/O network/bus 408. 

Optionally, the environment 400, shown in FIG. 4, utilizes 
IPv6 over Ethernet connections wherever possible.Using, for 
example, the Broadcom single-twisted pair Ethernet technol­
ogy, wiring harnesses are simplified and data transmission 
speeds are maximized. However, while the Broadcom single­
twisted pair Ethernet technology can be used, in general, 
systems and methods can work comparably well with any 
type of well-known Ethernet technology or other comparable 40 

communications technology. 
As illustrated in FIG. 4 the I/O network/bus 408 is a split­

bus concept that contains three independent bus structures: 
The red zone 417-the untrusted Ethernet environment. 

The combo controller 460 with the USB hub can have ports 
in the customer crate. The combo controller 460 can imple­
ment USB discovery functions and packetizes the informa­
tion for transmission via IP over Ethernet. The combo con­
troller 460 can also facilitate installation of the correct USB 
driver for the discovered device, such as a BYOD from the 
user. The combo controller 460 and USB hub can then map 

This zone 417 may be used to connect network devices and 
customer provided devices to the vehicle information system 
with these devices being on the untrusted side of the firewall 
484. 

45 the USB address to a "local" IPv6 address for interaction with 

The green zone 413-the trusted Ethernet environment, 
this zone 413 can be used to connect manufacturer certified 50 

devices such as GPS units, remote displays, subsystem 
switches, and the like, to the vehicle network 404. Manufac­
turer certified devices can be implemented by vendors that 
allow the vehicle software system to validate whether or not a 

55 
device is certified to operate with the vehicle 100. Optionally, 
only certified devices are allowed to connect to the trusted 
side of the network. 

The I/O bus 409-the I/O bus may be used to provide 
power and data transmission to bus-based devices such as the 60 
vehicle solid state drive, the media controller blade 492, the 
computational blades 436, 440, and the like. 

As an example, the split-bus structure can have the follow­
ing minimum configuration: 

one or more of the computational blades which is generally 
going to be the media controller 492. 

The IP router 420 can implement Internet access through a 
manufacturer provided service. This service can allow, for 
example, a manufacturer to offer value-added services to be 
integrated into the vehicle information systems. The exist-
ence of the manufacturer provided Internet access can also 
allow the "e-Call" function and other vehicle data recorder 
functions to be implemented. IP router 420 also allows, for 
example, WiMax, 4G LTE, and other connections to the Inter­
net through a service provider that can be, for example, con-
tracted by the manufacturer. Internally, the IP router 420 can 
allow cellular handset connections to the Internet through a 
Femtocell 464 that is part of the IP router implementation. 
The IP router 420, with the Femtocell 464, can also allow a 
cone of silence functionality to be implemented. The IP router 
420 can be an optional component for a vehicle provided by, 
for example, the manufacturer, a dealer, or installed by a user. 
In the absence of the IP router 420, it is possible to connect a 

Two slots for the red zone Ethernet; 
One slot for built-in LTE/WiMax access 420 from the car to 

other network resources such as the cloud/Internet; 

65 consumer handheld device to the I/O network/bus 408 using, 
for example, either WiFi or Bluetooth® 456, 460. While 
functionality may be somewhat reduced when using a hand-
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held device instead of a built-in Ethernet connection, systems 
and methods of this invention can also work utilizing this 
consumer handheld device which then connects to the Inter­
net via, for example, WiMax, 4G, 4G LTE, or the like. 

34 
mine to control features associated with one or more device 
212, 248 and diagnostic communications module 256. 

Optionally, the location of the device 212, 248 relative to 
the vehicle 104 may determine vehicle functionality and/or 

5 features to be provided and/ or restricted to a user 216. By way 
of example, a device 212, 248 associated with a user 216 may 
be located at a second outside area 520 from the vehicle 104. 
In this case, and based at least partially on the distance of the 

FIGS. SA-SC show configurations of a vehicle 104. In 
general, a vehicle 104 may provide functionality based at 
least partially on one or more areas, zones, and distances, 
associated with the vehicle 104. Non-limiting examples of 
this functionality are provided herein below. 

An arrangement or configuration for sensors within a 10 

vehicle 104 is as shown in FIG. SA. The sensor arrangement 
500 can include one or more areas 508 within the vehicle. An 
area can be a larger part of the environment inside or outside 

device 212, 248 from the vehicle 104 ( e.g., provided by 
detecting the device 212, 248 at or beyond the second outside 
area 520) the vehicle 104 may lock one or more features ( e.g., 
ignition access, vehicle access, communications ability, etc.) 
associated with the vehicle 104. Optionally, the vehicle 104 
may provide an alert based on the distance of the device 212, 

of the vehicle 104. Thus, area one SOSA may include the area 
within the trunk space or engine space of the vehicle 104 
and/or the front passenger compartment. Area two 508B may 
include a portion of the interior space 108 (e.g., a passenger 
compartment, etc.) of the vehicle 104. The area N, 508N, may 
include the trunk space or rear compartment area, when 
included within the vehicle 104. The interior space 108 may 
also be divided into other areas. Thus, one area may be asso­
ciated with the front passenger's and driver's seats, a second 
area may be associated with the middle passengers' seats, and 
a third area may be associated with a rear passenger's seat. 
Each area 508 may include one or more sensors that are 
positioned or operate to provide environmental information 
about that area 508. 

Each area 508 may be further separated into one or more 
zones 512 within the area 508. For example, area 1 SOSA may 
be separated into zone A 512A, and zone B 512B. Each zone 
512 may be associated with a particular portion of the interior 
occupied by a passenger. For example, zone A 512A may be 
associated with a driver. Zone B 512B, may be associated 
with a front passenger. Each zone 512 may include one or 
more sensors that are positioned or configured to collect 
information about the environment or ecosystem associated 
with that zone or person. 

A passenger area 508B may include more than two zones 

15 248 from the vehicle 104. Continuing the example above, 
once the device 212,248 reaches the first outside area 516 of 
the vehicle 104 at least one of the vehicle features may be 
unlocked. For instance, by reaching the first outside area 516, 
the vehicle 104 may unlock a door of the vehicle 104. In some 

20 cases, when the device is detected to be inside the vehicle 104, 
the various sensors 236, 242 may determine that the user 216 
is in an area 508 and/or zone 512. As is further described 
herein, features of the vehicle 104, device 212, 248, and/or 
other components may be controlled based on rules stored in 

25 amemory. 
FIG. 5B illustrates optional internal vehicle communica­

tions between one or more of the vehicle and one or more 
devices or between devices. Various communications can 
occur utilizing one or more Bluetooth®, NFC, WiFi, mobile 

30 hot spot, point-to-point communications, point-to-multipoint 
other point communications, an ad hoc network, or in general 
any known communications protocol over any known com­
munications media or media-types. 

Optionally, various types of internal vehicle communica-
35 tions can be facilitated using an access point 456 that utilizes 

one or more of Bluetooth®, NFC, WiFi, wireless Ethernet, 
mobile hot spot technology, or the like. Upon being connected 
with, and optionally authenticated to the access point 456, the 
connected device is able to communicate with one or more of 

40 the vehicle and one or more other devices that are connected as described in conjunction with area SOSA. For example, 
area 508B may include three zones, 512C, 512D, and 512E. 
These three separate zones 512C, 512D, and 512E may be 
associated with three passenger seats typically found in the 
rear passenger area of a vehicle 104. An area 508N and may 
include a single zone 512N as there may be no separate 45 

passenger areas but may include a single trunk area within the 
vehicle 104. The numberofzones 512 is unlimited within the 
areas as the areas are also unlimited inside the vehicle 104. 
Further, it should be noted that there may be one or areas 508 

to the access point 456. The type of connection to the access 
point 456 can be based on, for example, the zone 512, in 
which the device is located. 

The user may identify their zone 512 in conjunction with an 
authentication procedure to the access point 456. For 
example, a driver in zone A 512A, upon authenticating to the 
access point 456, can cause the access point 456 to send a 
query to the device asking the device user in which zone 512 
they are located. As discussed hereinafter, the zone 512 the 

or zones 512 that may be located outside the vehicle 104 that 
may have a specific set of sensors associated therewith. 

Optionally, each area/access point 508, 456, 516, 520, and/ 
or zone 512, associated with a vehicle 104, may comprise one 
or more sensors to determine a presence of a user 216 and/or 
device 212, 248 in and/or adjacent to each area 508, 456, 516, 
520, and/or zone 512. The sensors may include vehicle sen­
sors 242 and/or non-vehicle sensors 236 as described herein. 

50 user device is located in may have an impact on the type of 
communications, available bandwidth, the types of other 
devices or vehicle systems or subsystems the device could 
communicate with, and the like. As a briefintroduction, inter­
nal communications with zone A 512A may be given prefer-

55 ential treatment over those communications originating from 
area 2 508B, which could have in itself, preferential treatment 
over communications originating within area N 508N. 

Moreover, the device in zone A 512A can include profile 
information that governs the other devices that are allowed to 

60 connect to the access point 456 and what those devices have 
access to, how they can communicate, how much bandwidth 
they are allocated, and the like. While, optionally, the device 
associated with zone A 512A will be considered the "master" 

It is anticipated that the sensors may be configured to com­
municate with a vehicle control system 204 and/or the diag­
nostic communications module 256. Additionally or alterna­
tively, the sensors may communicate with a device 212, 248. 
The communication of sensors with the vehicle 104 may 
initiate and/or terminate the control of device 212, 248 fea­
tures. For example, a vehicle operator may be located in a 
second outside area 520 associated with a vehicle 104. As the 65 

operator approaches the first outside area 516, associated with 

controller of the profile that governs the internal vehicle com­
munications, it should be appreciated that this was arbitrarily 
chosen since it is assumed that there will always be a driver in 

the vehicle 104, the vehicle control system 204 may deter- a car that is present in zone A 512A. However, it should be 
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appreciated the driver in zone A 512A, for example, may not 
have a communications device in which case a device asso­
ciated with one of the other areas or zones, such as zone B 
512B, area 2 508B, or area N 508N could also be associated 
with or control this master profile. 

Optionally, various devices located within the various 
zones 512 can connect using, for example, ports provided by 
access point 456 or Bluetooth® access point/USB hub 460 as 
illustrated in FIG. 4. Similarly, the device(s) could connect 
utilizing the Femtocell 464 and optionally be directly con­
nected via, for example, a standard Ethernet port. 

As discussed, each one of the areas, area 1 SOSA, area 2 
508B, and area N 508N, can each have associated therewith a 
profile that governs, for example, how many and what types 
of devices can connect from that area 508, bandwidth allo­
cated to that area 508, the types of media or content available 
to device(s) within that area 508, the interconnection of 
devices within that area 508 or between areas 508, or, in 
general, can control any aspect of communication of an asso­
ciated device with any one or more other associated devices/ 
vehicle systems within the vehicle 104. 

Optionally, area 2 508B devices can be provided with full 
access to multimedia and infotainment available within the 
vehicle 104, however, devices in area 2 508B may be 
restricted from any access to vehicle functions. Only devices 
in area 1 SOSA may be able to access vehicle control functions 
such as when "parents" are located in area 1 SOSA and the 
children are located in area 2 508B. Optionally, devices found 
in zone E 512E of area 2 508B may be able to access limited 
vehicle control functionality such as climate control within 
area 2. Similarly, devices in area N 508N may be able to 
control climate features within zone N 512N. 

As will be appreciated, profiles can be established that 
allow management of communications within each of the 
areas 508, and furtheroptionally within each of the zones 512. 
The profile can be granular in nature controlling not only what 
type of devices can connect within each zone 512, but how 
those devices can communicate with other devices and/or the 
vehicle and types of information that can be communicated. 

To assist with identifying a location of a device within a 
zone 512, a number of different techniques can be utilized. 
One optional technique involves one or more of the vehicle 
sensors detecting the presence of an individual within one of 
the zones 512. Upon detection of an individual in a zone 512, 
communications subsystems 344 and the access point 456 
can cooperate to not only associate the device within the zone 
512 with the access point 456 but to also determine the loca­
tion of the device within an area, and optionally within a zone 
512. Once the device is established within a zone 512, a 
profile associated with the vehicle 104 can store information 
identifying that device and/or a person and optionally asso­
ciating it with a particular zone 512 as a default. As discussed, 
there can be a master profile optionally associated with the 
device in zone A 512A, this master profile can govern com­
munications with the communications subsystems 340 and 
where communications within vehicle 104 are to occur. 

Some optional profiles are illustrated below where the 
Master Profile governs other device connectivity: 

Master Profile: 

Area 1 508A Area 2 508B 
AreaN 
508N Other 

All Communications Allow Access to No Access Master Profile acts 
Infotainment as Firewall and 

Router 

36 
-continued 

Area 1 508A Area 2 508B 

5 All Vehicle Controls Allow Area 2 
Climate Control 

AreaN 
508N Other 

Secondary Profile ( e.g., Device in Zone B 512B, Area 1 

10 SOSA) 

Area 1 508A Area 2 508B Area N 508N Other 

All Communications Allow Access to Allow Access to Master 

15 Infotainment Infotainment Profile acts 
as Firewall 
and Router 

All Vehicle Controls Allow Area2 AllowArea2 
Climate Control Climate Control 

20 
Secondary Profile, Option 2 

Area 1 508A Area 2 508B Area N 508N Other 

25 All Communications Allow Access to Allow Access to 
Infotainment, Infotainment 
Internet 

All Vehicle Controls Allow Area2 Allow Area2 
Except Driver- Climate Control Climate Control 
centric Controls 

30 

Some optional profiles are illustrated below where the 
Area/Zone governs device connectivity: 

Area 2 508B Profile: 

35 

Area 1 508A Area 2 508B AreaN 508N 

No Communications Allow Access to 
with Area 1 Devices Infotainment, Allow 

40 Access to Other 
Area 2 or Zone N 
Devices, Internet 

No Vehicle Controls Allow Area2 
Climate Control 

45 
Area N 508N Profile: 

Area 1 508A Area 2 508B Area N 508N 

50 Communications Allow Access to 
with Area 1, Zone B Infotainment, Allow 
Device Access to Other 

Area N or Zone N 
Devices 

No Vehicle Controls AllowAreaN 

55 Climate Control 

Area 2 508B Profile: 

Area 1 508A Area 2 508B AreaN 508N 

60 Media Sharing with Allow Access to 
Area 1, Zone B and Infotainment, Allow 
Vehicle Access to Other 

Area 2 or Zone N 
Devices, Internet 
and Femtocell 

65 No Vehicle Controls 

Other 

Other 

Other 
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Optionally, a user's device, such as a SmartPhone, can 
store in, for example a profile, with which zone 512 the user's 
device is associated. Then, assuming the user sits in the same 
zone 512 and area 508 as previously, the user's device can 
re-establish the same communications protocols with the 5 

access point 456 as were previously established. 

Moreover, one or more of the user's devices and access 
point 456 can maintain profile information that governs how 
the user's devices are able to communicate with other 
devices, and optionally the Internet. Optionally, a profile can 
exist that only allows the user's devices to communicate with 
other user's devices and/or the vehicle, multimedia and/or the 
vehicle infotainment system, and may not be allowed access 
to the Internet via transceiver 260. The profile can stipulate 
that the user's device could connect to the Internet via trans-

In addition or in the alternative, the areas 508 and zones 
512 can have associated therewith restrictions as to which one 
or more other user's devices with which users' devices can 
connect. For example, a first user's device can connect with 
any other user device in area 2 508B or area N 508N, however 

10 ceiver 260 for a specified period of time and/or up to a certain 
amount of data usage. The user's device can have full access 
to the Internet via transceiver 260 with no limit on time or data 
usage which would reduce the data usage of the user's device 
since it is connected via WiFi to the access point 456, but 
however, would increase the data usage by transceiver 260, 

is restricted from connecting with a user device in area 1 
SOSA, zone A 512A. However, the first user device may be 
able to communicate with another user's device that is located 

15 
in area 1 SOSA, zone B 512B. These communications can 
include any type of standard communications such as sharing 
content, exchanging messages, forwarding or sharing multi­
media or infotainment, or in general can include any commu­
nications that would ordinarily be available between two 
devices and/or the vehicle and vehicle systems. As discussed, 
there may be restrictions on the type of communications that 
can be sent to the device in area 1 SOSA, zone A 512A. For 
example, the user's device in area 1 SOSA, zone A 512A may 
be restricted from receiving one or more of text messages, 
multimedia, infotainment, or in general anything that can be 
envisioned as a potential distraction to the driver. Moreover, it 
should be appreciated that the communications between the 
various devices and the various zones 512 need not necessar-

and therefore, shift the billing for that data usage to the 
transceiver 260 instead of the user's device. Still further, and 
as previously discussed, the various profiles may stipulate 

20 which user's device has priority for use of the bandwidth 
provided by the transceiver 260. For example, a user's device 
located area 1 SOSA, zone A 512A may be given preferential 
routing treatment of data above that of a user's device in zone 
N 512N. In this manner, for example, a driver would be given 

25 priority for Internet access above that of the passengers. This 
could become important, for example, when the driver is 
trying to obtain traffic or direction information or, for 
example, when the vehicle is performing a download to 
update various software features. 

ily occur with the assistance of access point 456, but the 30 

communications could also occur directly between the 
device(s). 

As will be appreciated, the optional firewall 484 can coop­
erate with the access point 456 and the various profiles that 
area 508 associated with the various devices within the 
vehicle 104 and can fully implement communications restric­
tions, control bandwidth limits, Internet accessibility, mali­
cious software blocking, and the like. Moreover, the optional 
firewall 484 can be accessed by an administrator with one or 

FIG. SC outlines optional internal vehicle communications 
between one or more of the vehicle and one or more devices. 
More specifically, FIG. SC illustrates an example of vehicle 35 

communications where the vehicle 104 is equipped with the 
necessary transceivers to provide a mobile hot spot function­
ality to any user device(s) therein, such as user devices 248A 
and 248N. 

more of these configuration settings edited through an admin­
istrator's control panel. For example, in a scenario where 
parents are always in area 1 SOSA, it may be appropriate to 

Optionally, and as discussed above, one or more user 
devices can connect to the access point 456. This access point 
456 is equipped to handle communications routing to not only 
the communication network/buses 224 for intra-vehicle com­
munications, but optionally can also communicate with, for 
example, the Internet or the cloud, in cooperation with trans­
ceiver 260. Optionally included is a firewall 484 that has the 
capability of not only blocking certain types of content, such 
as a malicious content, but can also operate to exclude certain 
type of communications from emanating from the vehicle 
104 and transceiver 260. As will be appreciated, various pro­
files could be established in the firewall 484 that controls not 
only the type of communications that can be received at the 
vehicle 104, but the type of communications that can be sent 
from the vehicle 104. 

The transceiver 260 can be any type of well-known wire­
less transceiver that communicates using a known communi­
cations protocol such as WiMax, 4G, 4G LTE, 3G, or the like. 
The user devices can communicate via, for example, WiFi 
link 248 with the access point 456, with the transceiver 260 
providing Internet connectivity to the various user devices. As 
will be appreciated, there may need to be an account associ­
ated with transceiver 260 with a wireless carrier to provide 
data and/or voice connectivity to enable the user devices to 
communicate with the Internet. Typically, the account is 
established on a month-to-month basis with an associated fee 
but could also be performed based on the amount of data to be 
transmitted, received, or in any other manner. 

40 give all of the user's devices in area 1 SOSA full access to the 
Internet utilizing transceiver 260, however, while restricting 
access and/or bandwidth to any other user devices within the 
vehicle 104.As the user's device and profile would be known 
by the firewall 484, upon the user's device being associated 

45 with the access point 456, the firewall 484 and transceiver 260 
can be configured to allow communications in accordance 
with the stored profile. 

A set of sensors or vehicle components 600 associated with 
the vehicle 104 maybe as shown in FIG. 6A. The vehicle 104 

50 can include, among many other components common to 
vehicles, wheels 607, a power source 609 (such as an engine, 
motor, or energy storage system (e.g., battery or capacitive 
energy storage system)), a manual or automatic transmission 
612, a manual or automatic transmission gear controller 616, 

55 a power controller 620 (such as a throttle), a vehicle control 
system 204, the display device 212, a braking system 636, a 
steering wheel 640, a power source activation/deactivation 
switch 644 (e.g., an ignition), an occupant seating system 
648, a wireless signal receiver 653 to receive wireless signals 

60 from signal sources such as roadside beacons and other elec­
tronic roadside devices, and a satellite positioning system 
receiver 657 (e.g., a Global Positioning System ("GPS") 
(US), GLONASS (Russia), Galileo positioning system (EU), 
Compass navigation system (China), and Regional Naviga-

65 tional Satellite System (India) receiver), driverless systems 
( e.g., cruise control systems, automatic steering systems, 
automatic braking systems, etc.). 
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The vehicle 104 can include a number of sensors in wire­
less or wired communication with the vehicle control system 
204 and/or display device 212, 248 to collect sensed infor­
mation regarding the vehicle state, configuration, and/or 
operation. Exemplary sensors may include one or more of, 
but are not limited to, wheel state sensor 660 to sense one or 
more of vehicle speed, acceleration, deceleration, wheel rota­
tion, wheel speed ( e.g., wheel revolutions-per-minute), wheel 
slip, and the like, a power source energy output sensor 664 to 
sense a power output of the power source 609 by measuring 
one or more of current engine speed (e.g., revolutions-per­
minute ), energy input and/or output ( e.g., voltage, current, 
fuel consumption, and torque) ( e.g., turbine speed sensor, 
input speed sensor, crankshaft position sensor, manifold 
absolute pressure sensor, mass flow sensor, and the like), and 
the like, a switch state sensor 668 to determine a current 
activation or deactivation state of the power source activation/ 
deactivation switch 644, a transmission setting sensor 670 to 
determine a current setting of the transmission (e.g., gear 
selection or setting), a gear controller sensor 672 to determine 
a current setting of the gear controller 616, a power controller 
sensor 674 to determine a current setting of the power con­
troller 620, a brake sensor 676 to determine a current state 
(braking or non-braking) of the braking system 636, a seating 
system sensor 678 to determine a seat setting and current 
weight of seated occupant, if any) in a selected seat of the 
seating system 648, exterior and interior sound receivers 690 
and 692 ( e.g., a microphone, sonar, and other type ofacoustic­
to-electric transducer or sensor) to receive and convert sound 
waves into an equivalent analog or digital signal. Examples of 
other sensors (not shown) that may be employed include 
safety system state sensors to determine a current state of a 
vehicular safety system ( e.g., air bag setting ( deployed or 
undeployed) and/or seat belt setting (engaged or not 
engaged)), light setting sensor ( e.g., current headlight, emer­
gency light, brake light, parking light, fog light, interior or 
passenger compartment light, and/or tail light state ( on or 
off)), brake control (e.g., pedal) setting sensor, accelerator 
pedal setting or angle sensor, clutch pedal setting sensor, 
emergency brake pedal setting sensor, door setting ( e.g., 
open, closed, locked or unlocked) sensor, engine temperature 
sensor, passenger compartment or cabin temperature sensor, 
window setting ( open or closed) sensor, one or more interior­
facing or exterior-facing cameras or other imaging sensors 
(which commonly convert an optical image into an electronic 
signal but may include other devices for detection objects 
such as an electromagnetic radiation emitter/receiver that 
emits electromagnetic radiation and receives electromagnetic 
waves reflected by the object) to sense objects, such as other 
vehicles and pedestrians and optionally determine the dis­
tance, trajectory and speed of such objects, in the vicinity or 
path of the vehicle, odometer reading sensor, trip mileage 
reading sensor, wind speed sensor, radar transmitter/receiver 
output, brake wear sensor, steering/torque sensor, oxygen 
sensor, ambient lighting sensor, vision system sensor, ranging 
sensor, parking sensor, heating, venting, and air conditioning 
(HVAC) sensor, water sensor, air-fuel ratio meter, blind spot 
monitor, hall effect sensor, microphone, radio frequency (RF) 
sensor, infrared (IR) sensor, vehicle control system sensors, 
wireless network sensor ( e.g., Wi-Fi and/or Bluetooth® sen­
sor), cellular data sensor, and other sensors either future­
developed or known to those of skill in the vehicle art. 

40 
microwave, or infrared communication system using a com­
munications protocol, such as Wi-Fi), or a combination 
thereof. The vehicle control system 204 may also provide 
signal processing of one or more sensors, sensor fusion of 

5 similar and/or dissimilar sensors, signal smoothing in the case 
of erroneous "wild point" signals, and/or sensor fault detec­
tion. For example, ranging measurements provided by one or 
more RF sensors may be combined with ranging measure­
ments from one or more IR sensors to determine one fused 

10 estimate of vehicle range to an obstacle target. 
The control system 204 may receive and read sensor sig­

nals, such as wheel and engine speed signals, as a digital input 
comprising, for example, a pulse width modulated (PWM) 
signal. The processor 304 can be configured, for example, to 

15 read each of the signals into a port configured as a counter or 
configured to generate an interrupt on receipt of a pulse, such 
that the processor 304 can determine, for example, the engine 
speed in revolutions per minute (RPM) and the speed of the 
vehicle in miles per hour (MPH) and/or kilometers per hour 

20 (KPH). One skilled in the art will recognize that the two 
signals can be received from existing sensors in a vehicle 
comprising a tachometer and a speedometer, respectively. 
Alternatively, the current engine speed and vehicle speed can 
be received in a communication packet as numeric values 

25 from a conventional dashboard subsystem comprising a 
tachometer and a speedometer. The transmission speed sen­
sor signal can be similarly received as a digital input com­
prising a signal coupled to a counter or interrupt signal of the 
processor 304 or received as a value in a communication 

30 packet on a network or port interface from an existing sub­
system of the vehicle 104. The ignition sensor signal can be 
configured as a digital input, wherein a HIGH value repre­
sents that the ignition is on and a LOW value represents that 
the ignition is OFF. Three bits of the port interface can be 

35 configured as a digital input to receive the gear shift position 
signal, representing eight possible gear shift positions. Alter­
natively, the gear shift position signal can be received in a 
communication packet as a numeric value on the port inter­
face. The throttle position signal can be received as an analog 

40 input value, typically in the range 0-5 volts. Alternatively, the 
throttle position signal can be received in a communication 
packet as a numeric value on the port interface. The output of 
other sensors can be processed in a similar fashion. 

Other sensors may be included and positioned in the inte-
45 rior space 108 of the vehicle 104. Generally, these interior 

sensors obtain data about the health of the driver and/or 
passenger(s), data about the safety of the driver and/or pas­
senger(s), and/or data about the comfort of the driver and/or 
passenger(s). The health data sensors can include sensors in 

50 the steering wheel that can measure various health telemetry 
for the person (e.g., heart rate, temperature, blood pressure, 
blood presence, blood composition, etc.). Sensors in the seats 
may also provide for health telemetry ( e.g., presence of liq­
uid, weight, weight shifts, etc.). Infrared sensors could detect 

55 a person's temperature; optical sensors can determine a per­
son's position and whether the person has become uncon­
scious. Other health sensors are possible and included herein. 

Safety sensors can measure whether the person is acting 
safely. Optical sensors can determine a person's position and 

60 focus. If the person stops looking at the road ahead, the optical 
sensor can detect the lack of focus. Sensors in the seats may 
detect if a person is leaning forward or may be injured by a 
seat belt in a collision. Other sensors can detect that the driver In the depicted vehicle embodiment, the various sensors 

can be in communication with the display device 212, 248 and 
vehicle control system 204 via signal carrier network 224. As 65 

noted, the signal carrier network 224 can be a network of 
signal conductors, a wireless network ( e.g., a radio frequency, 

has at least one hand on a steering wheel. Other safety sensors 
are possible and contemplated as if included herein. 

Comfort sensors can collect information about a person's 
comfort. Temperature sensors may detect a temperature of the 
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movement (i.e., reaching) of the passenger may be detected 
by the motion sensors 624A-B. Optionally, the path, trajec­
tory, anticipated path, and/or some other direction of move­
ment/motion may be determined using the motion sensors 

interior cabin. Moisture sensors can determine a relative 
humidity. Audio sensors can detect loud sounds or other 
distractions. Audio sensors may also receive input from a 
person through voice data. Other comfort sensors are possible 
and contemplated as if included herein. 

FIG. 6B shows an interior sensor configuration for one or 
more zones 512 of a vehicle 104 optionally. Optionally, the 
areas 508 and/or zones 512 of a vehicle 104 may include 
sensors that are configured to collect information associated 
with the interior 108 of a vehicle 104. In particular, the vari­
ous sensors may collect environmental information, user 
information, and safety information, to name a few. Embodi­
ments of these sensors may be as described in conjunction 
with FIGS. 7A-8B. 

5 624A-B. In response to detecting the movement and/or the 
direction associated with the movement, the passenger may 
be prevented from interfacing with and/or accessing at least 
some of the vehicle control features (e.g., the features repre­
sented by icons may be hidden from a user interface, the 

10 features may be locked from use by the passenger, combina­
tions thereof, etc.). As can be appreciated, the user 216 may be 
alerted of the movement/motion such that the user 216 can act 
to prevent the passenger from interfering with the vehicle 104 
controls. Optionally, the number of motion sensors in a 

Optionally, the sensors may include one or more of optical, 15 vehicle 104, or areas of a vehicle 104, may be increased to 
increase an accuracy associated with motion detected in the 
vehicle 104. 

or image, sensors 622A-B (e.g., cameras, etc.), motion sen­
sors 624A-B ( e.g., utilizing RF, IR, and/or other sound/image 
sensing, etc.), steering wheel user sensors 642 (e.g., heart 
rate, temperature, blood pressure, sweat, health, etc.), seat 
sensors 677 ( e.g., weight, load cell, moisture, electrical, force 20 

transducer, etc.), safety restraint sensors 679 (e.g., seatbelt, 
airbag, load cell, force transducer, etc.), interior sound receiv-
ers 692A-B, environmental sensors 694 (e.g., temperature, 
humidity, air, oxygen, etc.), and the like. 

The image sensors 622A-B may be used alone or in com- 25 

bination to identify objects, users 216, and/or other features, 
inside the vehicle 104. Optionally, a first image sensor 622A 
may be located in a different position within a vehicle 104 
from a second image sensor 622B. When used in combina­
tion, the image sensors 622A-B may combine captured 30 

images to form, among other things, stereo and/or three­
dimensional (3D) images. The stereo images can be recorded 
and/or used to determine depth associated with objects and/or 
users 216 in a vehicle 104. Optionally, the image sensors 
622A-B used in combination may determine the complex 35 

geometry associated with identifying characteristics of a user 
216. For instance, the image sensors 622A-B may be used to 
determine dimensions between various features of a user's 
face (e.g., the depth/distance from a user's nose to a user's 
cheeks, a linear distance between the center of a user's eyes, 40 

and more). These dimensions may be used to verify, record, 
and even modify characteristics that serve to identify a user 
216. As can be appreciated, utilizing stereo images can allow 
for a user 216 to provide complex gestures in a 3D space of the 
vehicle 104. These gestures may be interpreted via one or 45 

more of the subsystems as disclosed herein. Optionally, the 
image sensors 622A-B may be used to determine movement 
associated with objects and/or users 216 within the vehicle 
104. It should be appreciated that the number of image sen­
sors used in a vehicle 104 may be increased to provide greater 50 

dimensional accuracy and/or views of a detected image in the 
vehicle 104. 

The interior sound receivers 692A-B may include, but are 
not limited to, microphones and other types of acoustic-to­
electric transducers or sensors. Optionally, the interior sound 
receivers 692A-B may be configured to receive and convert 
sound waves into an equivalent analog or digital signal. The 
interior sound receivers 692A-B may serve to determine one 
or more locations associated with various sounds in the 
vehicle 104. The location of the sounds may be determined 
based on a comparison of volume levels, intensity, and the 
like, between sounds detected by two or more interior sound 
receivers 692A-B. For instance, a first interior sound receiver 
692A may be located in a first area of the vehicle 104 and a 
second interior sound receiver 692B may be located in a 
second area of the vehicle 104. If a sound is detected at a first 
volume level by the first interior sound receiver 692A and a 
second, higher, volume level by the second interior sound 
receiver 692B in the second area of the vehicle 104, the sound 
may be determined to be closer to the second area of the 
vehicle 104. As can be appreciated, the number of sound 
receivers used in a vehicle 104 may be increased (e.g., more 
than two, etc.) to increase measurement accuracy surround­
ing sound detection and location, or source, of the sound ( e.g., 
via triangulation, etc.). 

Seat sensors 677 may be included in the vehicle 104. The 
seat sensors 677 may be associated with each seat and/or zone 
512 in the vehicle 104. Optionally, the seat sensors 677 may 
provide health telemetry and/or identification via one or more 
of load cells, force transducers, weight sensors, moisture 
detection sensor, electrical conductivity/resistance sensor, 
and the like. For example, the seat sensors 677 may determine 
that a user 216 weighs 180 lbs. This value may be compared 
to user data stored in memory to determine whether a match 
exists between the detected weight and a user 216 associated 
with the vehicle 104. In another example, if the seat sensors 
677 detect that a user 216 is fidgeting, or moving, in a seem­
ingly uncontrollable manner, the system may determine that 
the user 216 has suffered a nervous and/or muscular system 

The vehicle 104 may include one or more motion sensors 
624A-B. These motion sensors 624A-B may detect motion 
and/or movement of objects inside the vehicle 104. Option­
ally, the motion sensors 624A-B may be used alone or in 
combination to detect movement. For example, a user 216 
may be operating a vehicle 104 (e.g., while driving, etc.) 
when a passenger in the rear of the vehicle 104 unbuckles a 
safety belt and proceeds to move about the vehicle 104. In this 
example, the movement of the passenger could be detected by 
the motion sensors 624A-B. Optionally, the user 216 could be 
alerted of this movement by one or more of the devices 212, 
248 in the vehicle 104. In another example, a passenger may 
attempt to reach for one of the vehicle control features ( e.g., 
the steering wheel 640, the console, icons displayed on the 
head unit and/or device 212, 248, etc.). In this case, the 

55 issue ( e.g., seizure, etc.). The vehicle control system 204 may 
then cause the vehicle 104 to slow down and in addition or 
alternatively the automobile controller 8104 ( described 
below) can safely take control of the vehicle 104 and bring the 
vehicle 104 to a stop in a safe location ( e.g., out of traffic, off 

60 a freeway, etc). 
Health telemetry and other data may be collected via the 

steering wheel user sensors 642. Optionally, the steering 
wheel user sensors 642 may collect heart rate, temperature, 
blood pressure, and the like, associated with a user 216 via at 

65 least one contact disposed on or about the steering wheel 640. 
The safety restraint sensors 679 may be employed to deter­

mine a state associated with one or more safety restraint 
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devices in a vehicle 104. The state associated with one or 
more safety restraint devices may serve to indicate a force 
observed at the safety restraint device, a state of activity ( e.g., 
retracted, extended, various ranges of extension and/or retrac­
tion, deployment, buckled, unbuckled, etc.), damage to the 
safety restraint device, and more. 

Environmental sensors 694, including one or more oftem­
perature, humidity, air, oxygen, carbon monoxide, smoke, 
and other environmental condition sensors may be used in a 
vehicle 104. These environmental sensors 694 may be used to 
collect data relating to the safety, comfort, and/or condition of 
the interior space 108 of the vehicle 104. Among other things, 
the data collected by the environmental sensors 694 may be 
used by the vehicle control system 204 to alter functions of a 
vehicle. The environment may correspond to an interior space 
108 of a vehicle 104 and/or specific areas 508 and/or zones 
512 of the vehicle 104. It should be appreciate that an envi­
ronment may correspond to a user 216. For example, a low 
oxygen environment may be detected by the environmental 
sensors 694 and associated with a user 216 who is operating 
the vehicle 104 in a particular zone 512. In response to detect-
ing the low oxygen environment, at least one of the sub­
systems of the vehicle 104, as provided herein, may alter the 
environment, especially in the particular zone 512, to increase 
the amount of oxygen in the zone 512. Additionally or alter­
natively, the environmental sensors 694 may be used to report 
conditions associated with a vehicle (e.g., fire detected, low 
oxygen, low humidity, high carbon monoxide, etc.). The con­
ditions may be reported to a user 216 and/or a third party via 
at least one communications module as provided herein. 

Among other things, the sensors as disclosed herein may 
communicate with each other, with devices 212, 248, and/or 
with the vehicle control system 204 via the signal carrier 
network 224. Additionally or alternatively, the sensors dis­
closed herein may serve to provide data relevant to more than 
one category of sensor information including, but not limited 
to, combinations of environmental information, user infor­
mation, and safety information to name a few. 

FIGS. 7A-7B show block diagrams of various sensors that 
may be associated with a vehicle 104. Although depicted as 
interior and exterior sensors, it should be appreciated that any 
of the one or more of the sensors shown may be used in both 

44 
The environmental group 708 may comprise sensors con­

figured to collect data relating to the internal environment of 
a vehicle 104. It is anticipated that the environment of the 
vehicle 104 may be subdivided into areas 508 and zones 512 

5 in an interior space 108 ofa vehicle 104. In this case, each area 
508 and/or zone 512 may include one or more of the environ­
mental sensors. Examples of environmental sensors associ­
ated with the environmental group 708 may include, but are 
not limited to, oxygen/air sensors 724, temperature sensors 

10 728, humidity sensors 732, light/photo sensors 736, and 
more. The oxygen/air sensors 724 may be configured to 
detect a quality of the air in the interior space 108 of the 
vehicle 104 ( e.g., ratios and/or types of gasses comprising the 
air inside the vehicle 104, dangerous gas levels, safe gas 

15 levels, etc.). Temperature sensors 728 may be configured to 
detect temperature readings of one or more objects, users 216, 
and/or areas 508 of a vehicle 104. Humidity sensors 732 may 
detect an amount of water vapor present in the air inside the 
vehicle 104. The light/photo sensors 736 can detect an 

20 amount oflight present in the vehicle 104. Further, the light/ 
photo sensors 736 may be configured to detect various levels 
oflight intensity associated with light in the vehicle 104. 

The user interface group 712 may comprise sensors con­
figured to collect data relating to one or more users 216 in a 

25 vehicle 104. As can be appreciated, the user interface group 
712 may include sensors that are configured to collect data 
from users 216 in one or more areas 508 and zones 512 of the 
vehicle 104. For example, each area 508 and/or zone 512 of 
the vehicle 104 may include one or more of the sensors in the 

30 user interface group 712. Examples of user interface sensors 
associated with the user interface group 712 may include, but 
are not limited to, infrared sensors 740, motion sensors 744, 
weight sensors 748, wireless network sensors 752, biometric 
sensors 756, camera (or image) sensors 760, audio sensors 

35 764, and more. 
Infrared sensors 740 may be used to measure IR light 

irradiating from at least one surface, user 216, or other object 
in the vehicle 104. Among other things, the Infrared sensors 
7 40 may be used to measure temperatures, form images ( es-

40 pecially in low light conditions), identify users 216, and even 
detect motion in the vehicle 104. 

the interior space 108 and the exterior space of the vehicle 
104. Moreover, sensors having the same symbol or name may 45 

include the same, or substantially the same, functionality as 
those sensors described elsewhere in the present disclosure. 
Further, although the various sensors are depicted in conjunc­
tion with specific groups ( e.g., environmental 708, 708E, user 
interface 712, safety 716, 716E, etc.) the sensors should not 50 

be limited to the groups in which they appear. In other words, 

The motion sensors 744 may be similar to the motion 
detectors 624A-B, as described in conjunction with FIG. 6B. 
Weight sensors 748 may be employed to collect data relating 
to objects and/or users 216 in various areas 508 of the vehicle 
104. In some cases, the weight sensors 748 may be included 
in the seats and/or floor of a vehicle 104. 

Optionally, the vehicle 104 may include a wireless network 
sensor 752. This sensor 752 may be configured to detect one 
or more wireless network(s) inside the vehicle 104. Examples 
of wireless networks may include, but are not limited to, 
wireless communications utilizing Bluetooth®, Wi-Fi™, 
ZigBee, IEEE 802.11, and other wireless technology stan­
dards. For example, a mobile hotspot may be detected inside 
the vehicle 104 via the wireless network sensor 752. In this 
case, the vehicle 104 may determine to utilize and/ or share the 
mobile hotspot detected via/with one or more other devices 
212, 248 and/or components associated with the vehicle 104. 

the sensors may be associated with other groups or combina­
tions of groups and/or disassociated from one or more of the 
groups shown. The sensors as disclosed herein may commu­
nicate with each other, the devices 212, 248, and/or the 55 

vehicle control system 204 via one or more communications 
channel(s) 356. 

FIG. 7 A is a block diagram of an embodiment of interior 
sensors 340 for a vehicle 104 is provided. The interior sensors 
340 may be arranged into one or more groups, based at least 60 

partially on the function of the interior sensors 340. The 
interior space 108 of a vehicle 104 may include an environ­
mental group 708, a user interface group 712, and a safety 
group 716. Additionally or alternatively, there may be sensors 
associated with various devices inside the vehicle ( e.g., 65 

devices 212, 248, smart phones, tablets, mobile computers, 
etc.) 

Biometric sensors 756 may be employed to identify and/or 
record characteristics associated with a user 216. It is antici­
pated that biometric sensors 756 can include at least one of 
image sensors, IR sensors, fingerprint readers, weight sen­
sors, load cells, force transducers, heart rate monitors, blood 
pressure monitors, and the like as provided herein. 

The camera sensors 760 may be similar to image sensors 
622A-B, as described in conjunction with FIG. 6B. Option­
ally, the camera sensors may record still images, video, and/or 
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interior sensors of FIG. 7A. Optionally, the exterior sensors 
340 may be configured to collect data relating to one or more 
conditions, objects, users 216, and other events that are exter­
nal to the interior space 108 of the vehicle 104. For instance, 

combinations thereof. The audio sensors 764 may be similar 
to the interior sound receivers 692A-B, as described in con­
junction with FIGS. 6A-6B. The audio sensors may be con­
figured to receive audio input from a user 216 of the vehicle 
104. The audio input from a user 216 may correspond to voice 
commands, conversations detected in the vehicle 104, phone 
calls made in the vehicle 104, and/or other audible expres­
sions made in the vehicle 104. 

5 the oxygen/air sensors 724 may measure a quality and/or 
composition of the air outside of a vehicle 104. As another 
example, the motion sensors 744 may detect motion outside 
ofa vehicle 104. 

The safety group 716 may comprise sensors configured to 
collect data relating to the safety of a user 216 and/or one or 10 

more components of a vehicle 104. The vehicle 104 may be 
subdivided into areas 508 and/or zones 512 in an interior 
space 108 of a vehicle 104 where each area 508 and/or zone 
512 may include one or more of the safety sensors provided 
herein. Examples of safety sensors associated with the safety 15 

group 716 may include, but are not limited to, force sensors 
768, mechanical motion sensors 772, orientation sensors 776, 
restraint sensors 780, and more. 

The force sensors 768 may include one or more sensors 
inside the vehicle 104 configured to detect a force observed in 20 

the vehicle 104. One example of a force sensor 768 may 
include a force transducer that converts measured forces ( e.g., 
force, weight, pressure, etc.) into output signals. 

Mechanical motion sensors 772 may correspond to encod-
ers, accelerometers, damped masses, and the like. Optionally, 25 

the mechanical motion sensors 772 may be adapted to mea­
sure the force of gravity (i.e., G-force) as observed inside the 
vehicle 104. Measuring the G-force observed inside a vehicle 
104 can provide valuable information related to a vehicle's 
acceleration, deceleration, collisions, and/or forces that may 30 

have been suffered by one or more users 216 in the vehicle 
104. As can be appreciated, the mechanical motion sensors 
772 can be located in an interior space 108 or an exteriorof the 
vehicle 104. 

Orientation sensors 776 can include accelerometers, gyro- 35 

scopes, magnetic sensors, and the like that are configured to 
detect an orientation associated with the vehicle 104. Similar 
to the mechanical motion sensors 772, the orientation sensors 

The external environmental group 708E may comprise 
sensors configured to collect data relating to the external 
environment of a vehicle 104. In addition to including one or 
more of the sensors previously described, the external envi­
ronmental group 708E may include additional sensors, such 
as, vehicle sensors 750, biological sensors, and wireless sig­
nal sensors 758. Vehicle sensors 750 can detect vehicles that 
are in an environment surrounding the vehicle 104. For 
example, the vehicle sensors 750 may detect vehicles in a first 
outside area 516, a second outside area 520, and/or combina-
tions of the first and second outside areas 516, 520. Option­
ally, the vehicle sensors 750 may include one or more of RF 
sensors, IR sensors, image sensors, and the like to detect 
vehicles, people, hazards, etc. that are in an environment 
exterior to the vehicle 104. Additionally or alternatively, the 
vehicle sensors 750 can provide distance/directional informa­
tion relating to a distance ( e.g., distance from the vehicle 104 
to the detected object) and/or a direction (e.g., direction of 
travel, etc.) associated with the detected object. 

The biological sensors 754 may determine whether one or 
more biological entities ( e.g., an animal, a person, a user 216, 
etc.) is in an external environment of the vehicle 104. Addi­
tionally or alternatively, the biological sensors 754 may pro­
vide distance information relating to a distance of the biologi­
cal entity from the vehicle 104. Biological sensors 754 may 
include at least one of RF sensors, IR sensors, image sensors 
and the like that are configured to detect biological entities. 
For example, an IR sensor may be used to determine that an 
object, or biological entity, has a specific temperature, tem­
perature pattern, or heat signature. Continuing this example, 77 6 can be located in an interior space 108 or an exteriorof the 

vehicle 104. 
The restraint sensors 780 may be similar to the safety 

restraint sensors 679 as described in conjunction with FIGS. 
6A-6B. These sensors 780 may correspond to sensors asso­
ciated with one or more restraint devices and/or systems in a 
vehicle 104. Seatbelts and airbags are examples of restraint 
devices and/or systems. As can be appreciated, the restraint 
devices and/or systems may be associated with one or more 
sensors that are configured to detect a state of the device/ 
system. The state may include extension, engagement, retrac­
tion, disengagement, deployment, and/or other electrical or 
mechanical conditions associated with the device/system. 

40 a comparison of the determined heat signature may be com­
pared to known heat signatures associated with recognized 
biological entities ( e.g., based on shape, locations of tempera­
ture, and combinations thereof, etc.) to determine whether the 
heat signature is associated with a biological entity or an 

The associated device sensors 720 can include any sensors 
that are associated with a device 212, 248 in the vehicle 104. 
As previously stated, typical devices 212, 248 may include 
smart phones, tablets, laptops, mobile computers, and the 
like. It is anticipated that the various sensors associated with 
these devices 212, 248 can be employed by the vehicle control 
system 204. For example, a typical smart phone can include, 
an image sensor, an IR sensor, audio sensor, gyroscope, accel­
erometer, wireless network sensor, fingerprint reader, and 
more. It is an aspect of the present disclosure that one or more 
of these associated device sensors 720 may be used by one or 
more subsystems of the vehicle system 200. 

In FIG. 7B, a block diagram of an embodiment of exterior 
sensors 340 for a vehicle 104 is shown. The exterior sensors 
may include sensors that are identical, or substantially simi­
lar, to those previously disclosed in conjunction with the 

45 inanimate, or non-biological, object. 
The wireless signal sensors 758 may include one or more 

sensors configured to receive wireless signals from signal 
sources such as Wi-Fi™ hotspots, cell towers, roadside bea­
cons, other electronic roadside devices, and satellite position-

50 ing systems. Optionally, the wireless signal sensors 758 may 
detect wireless signals from one or more of a mobile phone, 
mobile computer, keyless entry device, RFID device, near 
field communications (NFC) device, and the like. 

The external safety group 716E may comprise sensors 
55 configured to collect data relating to the safety of a user 216 

and/or one or more components of a vehicle 104. Examples of 
safety sensors associated with the external safety group 716E 
may include, but are not limited to, force sensors 768, 
mechanical motion sensors 772, orientation sensors 776, 

60 vehicle body sensors 782, and more. Optionally, the exterior 
safety sensors 716E may be configured to collect data relating 
to one or more conditions, objects, vehicle components, and 
other events that are external to the vehicle 104. For instance, 
the force sensors 768 in the external safety group 716E may 

65 detect and/or record force information associated with the 
outside of a vehicle 104. For instance, if an object strikes the 
exterior of the vehicle 104, the force sensors 768 from the 
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exterior safety group 716E may determine a magnitude, loca­
tion, and/or time associated with the strike. 

The vehicle 104 may include a number of vehicle body 
sensors 782. The vehicle body sensors 782 may be configured 
to measure characteristics associated with the body ( e.g., 5 

body panels, components, chassis, windows, etc.) of a vehicle 
104. For example, two vehicle body sensors 782, including a 
first body sensor and a second body sensor, may be located at 
some distance apart. Continuing this example, the first body 
sensor may be configured to send an electrical signal across 10 

the body of the vehicle 104 to the second body sensor, or vice 
versa. Upon receiving the electrical signal from the first body 
sensor, the second body sensor may record a detected current, 
voltage, resistance, and/or combinations thereof associated 
with the received electrical signal. Values ( e.g., current, volt- 15 

age, resistance, etc.) for the sent and received electrical signal 
may be stored in a memory. These values can be compared to 
determine whether subsequent electrical signals sent and 
received between vehicle body sensors 782 deviate from the 
stored values. When the subsequent signal values deviate 20 

from the stored values, the difference may serve to indicate 
damage and/or loss of a body component. Additionally or 
alternatively, the deviation may indicate a problem with the 
vehicle body sensors 782. The vehicle body sensors 782 may 
communicate with each other, a vehicle control system 204, 25 

and/or systems of the vehicle system 200 via a communica­
tions charmel 356. Although described using electrical sig­
nals, it should be appreciated that alternative embodiments of 

48 
processor 808 generally functions to run programming code 
or instructions implementing various functions of the media 
controller 804. 

The match engine 812 can receive input from one or more 
components of the vehicle system 800 and perform matching 
functions. Optionally, the match engine 812 may receive 
audio input provided via a microphone 886 of the system 800. 
The audio input may be provided to the media controller 
subsystem 348 where the audio input can be decoded and 
matched, via the match engine 812, to one or more functions 
available to the vehicle 104. Similar matching operations may 
be performed by the match engine 812 relating to video input 
received via one or more image sensors, cameras 878, and the 
like. 

The media controller subsystem 348 may include a speech 
synthesis module 820 configured to provide audio output to 
one or more speakers 880, or audio output devices, associated 
with the vehicle 104. Optionally, the speech synthesis module 
820 may be configured to provide audio output based at least 
partially on the matching functions performed by the match 
engine 812. 

As can be appreciated, the coding/decoding, the analysis of 
audio input/output, and/or other operations associated with 
the match engine 812 and speech synthesis module 820, may 
be performed by the media processor 808 and/or a dedicated 
audio processor 816. The audio processor 816 may comprise 
a general purpose progrannnable processor or controller for 
executing application programming or instructions related to 
audio processing. Further, the audio processor 816 may be the vehicle body sensors 782 may use sound waves and/or 

light to perform a similar function. 30 similar to the media processor 808 described herein. 
FIG. SA is a block diagram of an embodiment of a media 

controller subsystem 348 for a vehicle 104. The media con­
troller subsystem 348 may include, but is not limited to, a 
media controller 804, a media processor 808, a match engine 
812, an audio processor 816, a speech synthesis module 820, 35 

a network transceiver 824, a signal processing module 828, 
memory 832, and a language database 836. Optionally, the 
media controller subsystem 348 may be configured as a dedi­
cated blade that implements the media-related functionality 
of the system 200. Additionally or alternatively, the media 40 

controller subsystem 348 can provide voice input, voice out­
put, library functions for multimedia, and display control for 
various areas 508 and/or zones 512 of the vehicle 104. 

Optionally, the media controller subsystem 348 may 
include a local IP address (e.g., IPv4, IPv6, combinations 45 

thereof, etc.) and even a mutable, global unicast address. The 
mutable, global unicast address may allow for direct address-

The network transceiver 824 can include any device con­
figured to transmit and receive analog and/or digital signals. 
Optionally, the media controller subsystem 348 may utilize a 
network transceiver 824 in one or more communication net-
works associated with the vehicle 104 to receive and transmit 
signals via the communications charmel 356. Additionally or 
alternatively, the network transceiver 824 may accept 
requests from one or more devices 212, 248 to access the 
media controller subsystem 348. One example of the com-
munication network is a local-area network (LAN). As can be 
appreciated, the functionality associated with the network 
transceiver 824 may be built into at least one other component 
of the vehicle 104 (e.g., a network interface card, communi­
cations module, etc.). 

The signal processing module 828 may be configured to 
alter audio/multimedia signals received from one or more 
input sources (e.g., microphones 886, etc.) via the communi­
cations channel 356. Among other things, the signal process­
ing module 828 may alter the signals received electrically, 

ing of the media controller subsystem 348 for streaming data 
from Internet resources ( e.g., cloud storage, user accounts, 
etc.). It is anticipated, that the media controller subsystem 348 
can provide multimedia via at least one Internet connection, 
or wireless network communications module, associated 
with the vehicle 104. Moreover, the media controller sub­
system 348 may be configured to service multiple indepen­
dent clients simultaneously. 

50 mathematically, combinations thereof, and the like. 

The media processor 808 may comprise a general purpose 
programmable processor or controller for executing applica­
tion progrannning or instructions related to the media sub­
system 348. The media processor 808 may include multiple 
processor cores, and/or implement multiple virtual proces­
sors. Optionally, the media processor 808 may include mul­
tiple physical processors. By way of example, the media 
processor 808 may comprise a specially configured applica­
tion specific integrated circuit (ASIC) or other integrated 
circuit, a digital signal processor, a controller, a hardwired 
electronic or logic circuit, a programmable logic device or 
gate array, a special purpose computer, or the like. The media 

The media controller 804 may also include memory 832 
for use in connection with the execution of application pro­
gramming or instructions by the media processor 808, and for 
the temporary or long term storage of program instructions 

55 and/or data. As examples, the memory 832 may comprise 
RAM, DRAM, SDRAM, or other solid state memory. 

The language database 836 may include the data and/or 
libraries for one or more languages, as are used to provide the 
language functionality as provided herein. In one case, the 

60 language database 836 may be loaded on the media controller 
804 at the point of manufacture. Optionally, the language 
database 836 can be modified, updated, and/or otherwise 
changed to alter the data stored therein. For instance, addi­
tional languages may be supported by adding the language 

65 data to the language database 836. In some cases, this addition 
of languages can be performed via accessing administrative 
functions on the media controller 804 and loading the new 
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language modules via wired (e.g., USB, etc.) or wireless 
communication. In some cases, the administrative functions 
may be available via a vehicle console device 248, a user 
device 212, 248, and/or other mobile computing device that is 
authorized to access administrative functions ( e.g., based at 
least partially on the device's address, identification, etc.). 

One or more video controllers 840 may be provided for 
controlling the video operation of the devices 212, 248, 882 
associated with the vehicle. Optionally, the video controller 
840 may include a display controller for controlling the 
operation of touch sensitive screens, including input (touch 
sensing) and output (display) functions. Video data may 
include data received in a stream and unpacked by a processor 
and loaded into a display buffer. In this example, the proces­
sor and video controller 840 can optimize the display based 
on the characteristics of a screen of a display device 212, 248, 
882. The functions of a touch screen controller may be incor­
porated into other components, such as a media processor 808 
or display subsystem. 

50 
random access memory. Similar to the data storage 852, the 
profile database 856 may comprise a solid state memory 
device or devices. 

An input/output module 860 and associated ports may be 
5 included to support communications over wired networks or 

links, for example with other communication devices, server 
devices, and/or peripheral devices. Examples of an input/ 
output module 860 include an Ethernet port, a Universal 
Serial Bus (USB) port, CAN Bus, Institute of Electrical and 

10 Electronics Engineers (IEEE) 1594, or other interface. Users 
may bring their own devices ( e.g., Bring Your Own Device 
(BYOD), device 212, etc.) into the vehicle 104 for use with 
the various systems disclosed. Although most BYOD devices 
can connect to the vehicle systems ( e.g., the media controller 

15 subsystem 348, etc.) via wireless communications protocols 
( e.g., Wi-Fi™, Bluetooth®, etc.) many devices may require a 
direct connection via USB, or similar. In any event, the input/ 
output module 860 can provide the necessary connection of 
one or more devices to the vehicle systems described herein. 

A video input/output interface 864 can be included to 
receive and transmit video signals between the various com­
ponents in the system 800. Optionally, the video input/output 
interface 864 can operate with compressed and uncom­
pressed video signals. The video input/output interface 864 

The audio controller 844 can provide control of the audio 20 

entertainment system ( e.g., radio, subscription music service, 
multimedia entertainment, etc.), and other audio associated 
with the vehicle 104 (e.g., navigation systems, vehicle com­
fort systems, convenience systems, etc.). Optionally, the 
audio controller 844 may be configured to translate digital 
signals to analog signals and vice versa. As can be appreci­
ated, the audio controller 844 may include device drivers that 
allow the audio controller 844 to communicate with other 
components of the system 800 (e.g., processors 816, 808, 
audio I/O 874, and the like). 

25 can support high data rates associated with image capture 
devices. Additionally or alternatively, the video input/output 
interface 864 may convert analog video signals to digital 
signals. 

The infotainment system 870 may include information 
30 media content and/or entertainment content, informational 

devices, entertainment devices, and the associated program­
ming therefor. Optionally, the infotainment system 870 may 
be configured to handle the control of one or more compo­
nents of the system 800 including, but in no way limited to, 

The system 800 may include a profile identification mod­
ule 848 to determine whether a user profile is associated with 
the vehicle 104. Among other things, the profile identification 
module 848 may receive requests from a user 216, or device 
212, 228, 248, to access a profile stored in a profile database 
856 or profile data 252. Additionally or alternatively, the 
profile identification module 848 may request profile infor­
mation from a user 216 and/or a device 212, 228, 248, to 
access a profile stored in a profile database 856 or profile data 
252. In any event, the profile identification module 848 may 
be configured to create, modify, retrieve, and/or store user 
profiles in the profile database 856 and/or profile data 252. 
The profile identification module 848 may include rules for 
profile identification, profile information retrieval, creation, 
modification, and/or control of components in the system 
800. 

By way of example, a user 216 may enter the vehicle 104 
with a smart phone or other device 212. In response to deter­
mining that a user 216 is inside the vehicle 104, the profile 
identification module 848 may determine that a user profile is 
associated with the user's smart phone 212. As another 
example, the system 800 may receive information about a 
user216 (e.g., from a camera 878, microphone 886, etc.), and, 
in response to receiving the user information, the profile 
identification module 848 may refer to the profile database 
856 to determine whether the user information matches a user 
profile stored in the database 856. It is anticipated that the 
profile identification module 848 may communicate with the 
other components of the system to load one or more prefer­
ences, settings, and/or conditions based on the user profile. 
Further, the profile identification module 848 may be config­
ured to control components of the system 800 based on user 
profile information. 

Optionally, data storage 852 may be provided. Like the 
memory 832, the data storage 852 may comprise a solid state 
memory device or devices. Alternatively or in addition, the 
data storage 852 may comprise a hard disk drive or other 

35 radio, streaming audio/video devices, audio devices 880, 882, 
886, video devices 878, 882, travel devices (e.g., GPS, navi­
gational systems, etc.), wireless communication devices, net­
work devices, and the like. Further, the infotainment system 
870 can provide the functionality associated with other info-

40 tainment features as provided herein. 
An audio input/output interface 874 can be included to 

provide analog audio to an interconnected speaker 880 or 
other device, and to receive analog audio input from a con­
nected microphone 886 or other device. As an example, the 

45 audio input/output interface 874 may comprise an associated 
amplifier and analog to digital converter. Alternatively or in 
addition, the devices 212, 248 can include integrated audio 
input/output devices 880, 886 and/or an audio jack for inter­
connecting an external speaker 880 or microphone 886. For 

50 example, an integrated speaker 880 and an integrated micro­
phone 886 can be provided, to support near talk, voice com­
mands, spoken information exchange, and/or speaker phone 
operations. 

Among other things, the system 800 may include devices 
55 that are part of the vehicle 104 and/orpartofa device 212,248 

that is associated with the vehicle 104. For instance, these 
devices may be configured to capture images, display images, 
capture sound, and present sound. Optionally, the system 800 
may include at least one of image sensors/cameras 878, dis-

60 play devices 882, audio input devices/microphones 886, and 
audio output devices/speakers 880. The cameras 878 can be 
included for capturing still and/or video images. Alternatively 
or in addition, image sensors 878 can include a scanner or 
code reader. An image sensor/camera 878 can include or be 

65 associated with additional elements, such as a flash or other 
light source. In some cases, the display device 882 may 
include an audio input device and/or an audio output device in 
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addition to providing video functions. For instance, the dis­
play device 882 may be a console, monitor, a tablet comput­
ing device, and/or some other mobile computing device. 

FIG. 8B is a block diagram of an embodiment of a user/ 
device interaction subsystem 817 in a vehicle system 800. 
The user/device interaction subsystem 817 may comprise 
hardware and/or software that conduct various operations for 
or with the vehicle 104. For instance, the user/device interac­
tion subsystem 817 may include at least one user interaction 
subsystem 332 and device interaction subsystem 352 as pre­
viously described. These operations may include, but are not 
limited to, providing information to the user 216, receiving 
input from the user 216, and controlling the functions or 
operation of the vehicle 104, etc. Among other things, the 
user/device interaction subsystem 817 may include a com­
puting system operable to conduct the operations as described 
herein. 

Optionally, the user/device interaction subsystem 817 can 
include one or more of the components and modules provided 
herein. For instance, the user/device interaction subsystem 
817 can include one or more of a video input/output interface 
864, an audio input/output interface 874, a sensor module 
814, a device interaction module 818, a user identification 
module 822, a vehicle control module 826, an environmental 
control module 830, and a gesture control module 834. The 
user/device interaction subsystem 817 may be in communi­
cation with other devices, modules, and components of the 
system 800 via the communications channel 356. 

The user/device interaction subsystem 817 may be config­
ured to receive input from a user 216 and/or device via one or 
more components of the system. By way of example, a user 
216 may provide input to the user/device interaction sub­
system 817 via wearable devices 802, 806, 810, video input 
(e.g., via at least one image sensor/camera 878, etc.) audio 
input (e.g., via the microphone, audio input source, etc.), 
gestures ( e.g., via at least one image sensor 878, motion 
sensor 888, etc.), device input (e.g., via a device 212, 248 
associated with the user, etc.), combinations thereof, and the 
like. 

The wearable devices 802,806, 810 can include heart rate 
monitors, blood pressure monitors, glucose monitors, 
pedometers, movement sensors, wearable computers, and the 
like. Examples of wearable computers may be worn by a user 
216 and configured to measure user activity, determine 
energy spent based on the measured activity, track user sleep 
habits, determine user oxygen levels, monitor heart rate, pro­
vide alarm functions, and more. It is anticipated that the 
wearable devices 802, 806, 810 can communicate with the 
user/device interaction subsystem 817 via wireless commu­
nications channels or direct connection ( e.g., where the 
device docks, or connects, with a USB port or similar inter­
face of the vehicle 104). 

A sensor module 814 may be configured to receive and/or 
interpret input provided by one or more sensors in the vehicle 
104. In some cases, the sensors may be associated with one or 
more user devices (e.g., wearable devices 802, 806, 810, 
smart phones 212, mobile computing devices 212, 248, and 
the like). Optionally, the sensors may be associated with the 
vehicle 104, as described in conjunction with FIGS. 6A-7B. 

The device interaction module 818 may communicate with 
the various devices as provided herein. Optionally, the device 
interaction module 818 can provide content, information, 
data, and/or media associated with the various subsystems of 
the vehicle system 800 to one or more devices 212, 248, 802, 
806, 810, 882, etc. Additionally or alternatively, the device 

52 
interaction module 818 may receive content, information, 
data, and/or media associated with the various devices pro­
vided herein. 

The user identification module 822 may be configured to 
5 identify a user 216 associated with the vehicle 104. The 

identification may be based on user profile information that is 
stored in profile data 252. For instance, the user identification 
module 822 may receive characteristic information about a 
user 216 via a device, a camera, and/or some other input. The 

10 received characteristics may be compared to data stored in the 
profile data 252. Where the characteristics match, the user 
216 is identified. As can be appreciated, where the character­
istics do not match a user profile, the user identification mod-

15 ule 822 may communicate with other subsystems in the 
vehicle 104 to obtain and/or record profile information about 
the user 216. This information may be stored in a memory 
and/or the profile data storage 252. 

The vehicle control module 826 may be configured to 
20 control settings, features, and/or the functionality of a vehicle 

104. In some cases, the vehicle control module 826 can com­
municate with the vehicle control system 204 to control criti­
cal functions (e.g., driving system controls, braking, acceler­
ating, etc.) and/or noncritical functions ( e.g., driving signals, 

25 indicator/hazard lights, mirror controls, window actuation, 
etc.) based at least partially on user/device input received by 
the user/device interaction subsystem 817. 

The environmental control module 830 may be configured 
to control settings, features, and/or other conditions associ-

30 ated with the environment, especially the interior environ­
ment, of a vehicle 104. Optionally, the environmental control 
module 830 may communicate with the climate control sys­
tem ( e.g. changing cabin temperatures, fan speeds, air direc-

35 
tion, etc.), oxygen and/or air quality control system (e.g., 
increase/decrease oxygen in the environment, etc.), interior 
lighting ( e.g., changing intensity oflighting, color oflighting, 
etc.), an occupant seating system 648 (e.g., adjusting seat 
position, firnmess, height, etc.), steering wheel 640 (e.g., 

40 position adjustment, etc.), infotainment/entertainment sys­
tem ( e.g., adjust volume levels, display intensity adjustment, 
change content, etc.), and/or other systems associated with 
the vehicle environment. Additionally or alternatively, these 
systems can provide input, set-points, and/or responses, to the 

45 environmental control module 830. As can be appreciated, the 
environmental control module 830 may control the environ­
ment based at least partially on user/device input received by 
the user/device interaction subsystem 817. 

The gesture control module 834 is configured to interpret 
50 gestures provided by a user 216 in the vehicle 104. Option­

ally, the gesture control module 834 may provide control 
signals to one or more of the vehicle systems 300 disclosed 
herein. For example, a user 216 may provide gestures to 
control the environment, critical and/or noncritical vehicle 

55 functions, the infotainment system, communications, net­
working, and more. Optionally, gestures may be provided by 
a user 216 and detected via one or more of the sensors as 
described in conjunction with FIGS. 6B-7A. As another 
example, one or more motion sensors 888 may receive ges-

60 ture input from a user 216 and provide the gesture input to the 
gesture control module 834. Continuing this example, the 
gesture input is interpreted by the gesture control module 834. 
This interpretation may include comparing the gesture input 
to gestures stored in a memory. The gestures stored in 

65 memory may include one or more functions and/or controls 
mapped to specific gestures. When a match is determined 
between the detected gesture input and the stored gesture 
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information, the gesture control module 834 can provide a 
control signal to any of the systems/subsystems as disclosed 
herein. 

FIG. SC illustrates a GPS/Navigation subsystem(s) 336. 
The Navigation subsystem(s) 336 can be any present or 5 

future-built navigation system that may use location data, for 
example, from the Global Positioning System (GPS), to pro­
vide navigation information or control the vehicle 104. The 
Navigation subsystem(s) 336 can include several components 
or modules, such as, one or more of, but not limited to, a GPS 10 

Antenna/receiver 892, a location module 896, a maps data­
base 8100, an automobile controller 8104, a vehicle systems 
transceiver 8108, a traffic controller 8112, a network traffic 
transceiver 8116, a vehicle-to-vehicle transceiver 8120, a 
traffic information database 8124, etc. Generally, the several 15 

components or modules 892-8124 may be hardware, soft­
ware, firmware, computer readable media, or combinations 
thereof 
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ule 896 or the traffic controller 8112 and operate the vehicle 
104. The automobile controller 8104 receives this informa­
tion and data from the sensors 242 to operate the vehicle 104 
without driver input. Thus, the automobile controller 8104 
can drive the vehicle 104 along a route provided by the loca­
tion module 896. The route may be adjusted by information 
sent from the traffic controller 8112. Discrete and real-time 
driving can occur with data from the sensors 242. To operate 
the vehicle 104, the automobile controller 8104 can commu­
nicate with a vehicle systems transceiver 8108. 

The vehicle systems transceiver 8108 can be any present or 
future-developed device that can comprise a transmitter and/ 
or a receiver, which may be combined and can share common 
circuitry or a single housing. The vehicle systems transceiver 
8108 may communicate or instruct one or more of the vehicle 
control subsystems 328. For example, the vehicle systems 
transceiver 8108 may send steering commands, as received 
from the automobile controller 8104, to an electronic steering 
system, to adjust the steering of the vehicle 100 in real time. A GPS Antenna/receiver 892 can be any antenna, GPS 

puck, and/or receiver capable ofreceiving signals from a GPS 
satellite or other navigation system, as mentioned hereinbe­
fore. The signals may be demodulated, converted, inter­
preted, etc. by the GPS Antenna/receiver 892 and provided to 

20 The automobile controller 8104 can determine the effect of 

the location module 896. Thus, the GPSAntenna/receiver 892 
may convert the time signals from the GPS system and pro- 25 

vide a location ( e.g., coordinates on a map) to the location 
module 896. Alternatively, the location module 896 can inter­
pret the time signals into coordinates or other location infor-
mation. 

The location module 896 can be the controller of the sat- 30 

ellite navigation system designed for use in automobiles. The 
location module 896 can acquire position data, as from the 
GPS Antenna/receiver 892, to locate the user or vehicle 104 

the commands based on received sensor data 242 and can 
adjust the commands as need be. The vehicle systems trans­
ceiver 8108 can also communicate with the braking system, 
the engine and drive train to speed or slow the car, the signals 
(e.g., turn signals and brake lights), the headlights, the wind­
shield wipers, etc. Any of these communications may occur 
over the components or function as described in conjunction 
with FIG. 4. 

A traffic controller 8112 can be any hardware and/or soft­
ware that can communicate with an automated traffic system 
and adjust the function of the vehicle 104 based on instruc­
tions from the automated traffic system. An automated traffic 
system is a system that manages the traffic in a given area. 
This automated traffic system can instruct cars to drive in on a road in the unit's map database 8100. Using the road 

database 8100, the location module 896 can give directions to 
other locations along roads also in the database 8100. When a 
GPS signal is not available, the location module 896 may 
apply dead reckoning to estimate distance data from sensors 
242 including one or more of, but not limited to, a speed 
sensor attached to the drive train of the vehicle 104, a gyro­
scope, an accelerometer, etc. GPS signal loss and/or multi­
path can occur due to urban canyons, tunnels, and other 
obstructions. Additionally or alternatively, the location mod-

35 certain lanes, instruct cars to raise or lower their speed, 
instruct a car to change their route of travel, instruct cars to 
communicate with other cars, etc. To perform these functions, 
the traffic controller 8112 may register the vehicle 104 with 
the automated traffic system and then provide other informa-

40 tion including the route of travel. The automated traffic sys­
tem can return registration information and any required 
instructions. The communications between the automated 
traffic system and the traffic controller 8112 may be received 

ule 896 may use known locations of Wi-Fi hotspots, cell 
tower data, etc. to determine the position of the vehicle 104, 45 

such as by using time difference of arrival (TDOA) and/or 
frequency difference of arrival (FDOA) techniques. 

and sent through a network traffic transceiver 8116. 
The network traffic transceiver 8116 can be any present or 

future-developed device that can comprise a transmitter and/ 
or a receiver, which may be combined and can share common 
circuitry or a single housing. The network traffic transceiver 
8116 may communicate with the automated traffic system 

50 using any known or future-developed, protocol, standard, 
frequency, bandwidth range, etc. The network traffic trans­
ceiver 8116 enables the sending of information between the 
traffic controller 8112 and the automated traffic system. 

The maps database 8100 can include any hardware and/or 
software to store information about maps, geographical infor­
mation system information, location information, etc. The 
maps database 8100 can include any data definition or other 
structure to store the information. Generally, the maps data­
base 8100 can include a road database that may include one or 
more vector maps of areas of interest. Street names, street 
numbers, house numbers, and other information can be 55 

encoded as geographic coordinates so that the user can find 
some desired destination by street address. Points of interest 
(waypoints) can also be stored with their geographic coordi­
nates. For example, a point of interest may include speed 
cameras, fuel stations, public parking, and "parked here" ( or 60 

"you parked here") information. The map database contents 
can be produced or updated by a server connected through a 
wireless system in communication with the Internet, even as 
the vehicle 104 is driven along existing streets, yielding an 
up-to-date map. 

An automobile controller 8104 can be any hardware and/or 
software that can receive instructions from the location mod-

The traffic controller 8112 can also communicate with 
another vehicle, which may be in physical proximity (i.e., 
within range of a wireless signal), using the vehicle-to-ve­
hicle transceiver 8120. As with the network traffic transceiver 
8116, the vehicle-to-vehicle transceiver 8120 can be any 
present or future-developed device that can comprise a trans-
mitter and/or a receiver, which may be combined and can 
share common circuitry or a single housing. Generally, the 
vehicle-to-vehicle transceiver 8120 enables communication 
between the vehicle 104 and any other vehicle. These com­
munications allow the vehicle 104 to receive traffic or safety 

65 information, control or be controlled by another vehicle, 
establish an alternative communication path to communicate 
with the automated traffic system, establish a node including 
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two or more vehicle that can function as a unit, etc. The 
vehicle-to-vehicle transceiver 8120 may communicate with 
the other vehicles using any known or future-developed, pro­
tocol standard, frequency, bandwidth range, etc. 

56 
can connect to the network/communications buses 224/404 
utilizing the various networks and/or buses discussed herein 
which would therefore enable, for example, regulation of the 
various communications based on the Ethernet zone that the 

5 other device 912 is associated with. The traffic controller 8112 can control functions of the 
automobile controller 8104 and communicate with the loca­
tion module 896. The location module 896 can provide cur­
rent location information and route information that the traffic 
controller 8112 may then provide to the automated traffic 
system. The traffic controller 8112 may receive route adjust- 10 

ments from the automated traffic system that are then sent to 

An embodiment of one or more modules that may be asso­
ciated with the vehicle control system 204 may be as shown in 
FIG. 10. The modules can include a communication sub­
system interface 1008 in communication with an operating 
system 1004. The communications may pass through a fire­
wall 1044. The firewall 1044 can be any software that can 

the location module 896 to change the route. Further, the 
traffic controller 8112 can also send driving instructions to the 
automobile controller 8104 to change the driving character­
istics of the vehicle 104. For example, the traffic controller 15 

8112 can instruct the automobile controller 8104 to accelerate 

control the incoming and outgoing communications by ana­
lyzing the data packets and determining whether the packets 
should be allowed through the firewall, based on applied rule 
set. A firewall 1044 can establish a "barrier" between a 
trusted, secure internal network and another network ( e.g., the 
Internet) that is not assumed to be secure and trusted. 

or decelerate to a different speed, change lanes, or perform 
another driving maneuver. The traffic controller 8112 can also 
manage vehicle-to-vehicle communications and store infor­
mation about the communications or other information in the 
traffic information database 8124. 

The traffic information database 8124 can be any type of 
database, such as relational, hierarchical, object-oriented, 
and/or the like. The traffic information database 8124 may 
reside on a storage medium local to (and/or resident in) the 
vehicle control system 204 or in the vehicle 104. The traffic 
information database 8124 may be adapted to store, update, 
and retrieve information about communications with other 
vehicles or any active instructions from the automated traffic 
system. This information may be used by the traffic controller 
8112 to instruct or adjust the performance of driving maneu­
vers. 

FIG. 9 illustrates an optional communications architecture 
where, the host device 908 may include one more routing 
profiles, permission modules, and rules that control how com­
munications within the vehicle 104 are to occur. This com­
munications architecture can be used in conjunction with the 
routing tables, rules and permissions associated with access 
point 456 and optional firewall 484, or can be in lieu thereof. 
For example, the host device 908 acts as a mobile hot spot to 
one or more other devices within vehicle 104, such as, other 
device 1912, otherdevice2 916, otherdevice3 920, and other 
device N 924. Optionally, one or more of the other devices 
912 can communicate directly with the host device 908 which 
then provides Internet access to those devices 912 via the 
device 908. The host device 908 can act as a mobile hot spot 
for any one or more of the other devices 912, which may not 
need to communicate over the network/communications 
buses 224/404, but could instead connect directly to the host 
device 908 via, for example, NFC, Bluetooth®, WiFi, or the 
like. When the device 908 is acting as the host device, the 
device 908 can include one or more routing profiles, permis­
sions, rules modules, and can also act as a firewall for the 
various inter and intra vehicle communications. 

As will be appreciated, there could be alternative host 
devices, such as, host 904 which could also act as, for 
example, a co-host in association with device 908. Option­
ally, one or more of the routing profile, permission informa­
tion, and rules could be shared between the co-host devices 
904, 908, both of those devices being usable for Internet 
access for one or more of the other devices, 912-924. As will 
be appreciated, the other devices 912-924 need not necessar­
ily connect to one or more of host device 908 and the other 
device 904 via a direct communications link, but could also 
interface with those devices 904, 908 utilizing the network/ 
communications buses 224/404 associated with the vehicle 
100. As previously discussed, one or more of the other devices 

In some situations, the firewall 1044 may establish security 
20 zones that are implemented by running system services and/ 

or applications in restricted user groups and accounts. A set of 
configuration files and callbacks may then be linked to an IP 
table firewall. The IP table firewall can be configured to notify 
a custom filter application at any of the layers of the Ethernet 

25 packet. The different users/group rights to access the system 
may include: system users, which may have exclusive right 
over all device firewall rules and running software; a big­
brother user, which may have access to on board device 
(OBD) control data and may be able to communicate with the 

30 vehicle subsystem 328 and may be able to alter the parameters 
in the vehicle control system 204; a dealer user, which can 
have rights to read OBD data for diagnostics and repairs; a 
dashboard user, which can have rights to launch dashboard 
applications and/or authenticate guest users and change their 

35 permissions to trusted/friend/family, and can read but cannot 
write into OBD diagnostic data; a world wide web (WWW) 
data user, which can have HTTP rights to respond to HTTP 
requests (the HTTP requests also can target different user 
data, but may be filtered by default user accounts); a guest 

40 user, which may have no rights; a family/friend user, which 
may have rights to play media from the media subsystem 348 
and/or to stream media to the media subsystem 348. 

The operating system 1004 can be a collection of software 
that manages computer hardware resources and provides 

45 common services for applications and other programs. The 
operating system 1004 may schedule time-sharing for effi­
cient use of the system. For hardware functions, such as input, 
output, and memory allocation, the operating system 1004 
can act as an intermediary between applications or programs 

50 and the computer hardware. Examples of operating systems 
that may be deployed as operating system 1004 include 
Android, BSD, iOS, Linux, OS X, QNX, Microsoft Win­
dows, Windows Phone, IBM z/OS, etc. 

The operating system 1004 can include one or more sub-
55 modules. For example, a desktop manager 1012 can manage 

one or more graphical user interfaces (GUI) in a desktop 
environment. Desktop GUis can help the user to easily access 
and edit files. A command-line interface (CLI) may be used if 
full control over the operating system (OS) 1004 is required. 

60 The desktop manager 1012 is described further hereinafter. 
A kernel 1028 can be a computer program that manages 

input/output requests from software and translates them into 
data processing instructions for the processor 304 and other 
components of the vehicle control system 204. The kernel 

65 1028 is the fundamental component of the operating system 
1004 that can execute many of the functions associated with 
the OS 1004. 
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The kernel 1028 can include other software functions, 
including, but not limited to, driver(s) 1056, communication 
software 1052, and/or Internet Protocol software 1048. A 
driver 1056 can be any computer program that operates or 
controls a particular type of device that is attached to a vehicle 
control system 204. A driver 1056 can communicate with the 
device through the bus 356 or communications subsystem 
1008 to which the hardware connects. When a calling pro­
gram invokes a routine in the driver 1056, the driver 1056 may 
issue one or more commands to the device. Once the device 
sends data back to the driver 1056, the driver 1056 may invoke 
routines in the original calling program. Drivers can be hard­
ware-dependent and operating-system-specific. Driver(s) 
1056 can provide the interrupt handling required for any 
necessary asynchronous time-dependent hardware interface. 

The IP module 1048 can conduct any IP addressing, which 
may include the assignment of IP addresses and associated 
parameters to host interfaces. The address space may include 
networks and sub-networks. The IP module 1048 can perform 

58 
ery daemon 1020 can determine that the camera is using a 
Hypertext Transfer Protocol (HTTP). Alternatively, if a 
device is supporting Universal Plug and Play (UPnP), the 
system data 208 can include more information, for example, 

5 a camera control universal resource locator (URL), a camera 
zoom URL, etc. When a scan stops, the device discovery 
daemon 1020 can trigger a dashboard refresh to ensure the 
user interface reflects the new devices on the desktop. 

A desktop manager 1012 may be a computer program that 
10 manages the user interface of the vehicle control system 204. 

The desktop environment may be designed to be customiz­
able and allow the definition of the desktop configuration 
look-and-feel for a wide range of appliances or devices from 
computer desktops, mobile devices, computer tablets, etc. 

15 Launcher(s), panels, desktop areas, the desktop background, 
notifications, panes, etc., can be configured from a dashboard 
configuration file managed by the desktop manager 1012. The 
graphical elements in which the desktop manager 1012 con-
trols can include launchers, the desktop, notification bars, etc. 

the designation of network or routing prefixes and may con- 20 

duct IP routing, which transports packets across network 
boundaries. Thus, the IP module 1048 may perform all func­
tions required for IP multicast operations. 

The desktop may be an area of the display where the 
applications are running. The desktop can have a custom 
background. Further, the desktop may be divided into two or 
more areas. For example, the desktop may be divided into an 
upper half of a display and a lower half of the display. Each 

25 application can be configured to run in a portion of the desk­
top. Extended settings can be added to the desktop configu­
ration file, such that, some objects may be displayed over the 
whole desktop or in custom size out of the context of the 
divided areas. 

The communications module 1052 may conduct all func­
tions for communicating over other systems or using other 
protocols not serviced by the IP module 1048. Thus, the 
communications module 1052 can manage multicast opera­
tions over other busses or networks not serviced by the IP 
module 1048. Further, the communications module 1052 
may perform or manage communications to one or more 30 

devices, systems, data stores, services, etc. that are in com­
munication with the vehicle control system 204 or other sub­
systems through the firewall 1044. Thus, the communications 
module 1052 can conduct communications through the com­
munication subsystem interface 1008. 

The notification bar may be a part of a bar display system, 
which may provide notifications by displaying, for example, 
icons and/or pop-up windows that may be associated with 
sound notifications. The notification mechanism can be 
designed for separate plug-ins, which run in separate pro-

35 cesses and may subscribe to a system Intelligent Input Bus 
(IBUS)/D-BUS event service. The icons on the notifications 
bar can be accompanied with application short-cuts to asso­
ciated applications, for example, a Bluetooth® manager, a 
USB manager, radio volume and or tone control, a security 

A file system 1016 may be any data handling software that 
can control how data is stored and retrieved. The file system 
1016 can separate the stored data into individual pieces, and 
giving each piece a name, can easily separate and identify the 
pieces of data. Each piece of data may be considered a "file". 
The file system 1016 can construct data structure and logic 
rules used to manage the information and the identifiers for 
the information. The structure and logic rules can be consid­
ered a "file system." 

A device discovery daemon 1020 may be a computer pro­
gram that runs as a background process that can discover new 
devices that connect with the network 356 or communication 
subsystem 1008 or devices that disconnect from the network 
356 or communication subsystem 1008. The device discovery 
daemon 1020 can ping the network 356 (the local subnet) 
when the vehicle 104 starts, when a vehicle door opens or 
closes, or upon the occurrence of other events. Additionally or 
alternatively, the device discovery daemon 1020 may force 
Bluetooth®, USB, and/or wireless detection. For each device 
that responds to the ping, the device discovery daemon 1020 
can populate the system data 208 with device information and 
capabilities, using any of one or more protocols, including 
one or more of, but not limited to, IPv6 Hop-by-Hop Option 
(HOPOPT), Internet Control Message Protocol (ICMP), 
Internet Group Management Protocol (IGMP), Gateway-to­
Gateway Protocol (GGP), Internet Protocol (IP), Internet 
Stream Protocol (ST), Transmission Control Protocol (TCP), 
Exterior Gateway Protocol (EGP), CHAOS, User Datagram 
Protocol (UDP), etc. 

40 firewall, etc. 
The desktop manager 1012 may include a windows man­

ager 1032, an application launcher 1036, and/or a panel 
launcher 1040. Each of these components can control a dif­
ferent aspect of the user interface. The desktop manager 1012 

45 can use a root window to create panels that can include 
functionality for one or more of, but not limited to: launching 
applications, managing applications, providing notifications, 
etc. 

The windows manager 1032 may be software that controls 
50 the placement and appearance of windows within a graphical 

user interface presented to the user. Generally, the windows 
manager 1032 can provide the desktop environment used by 
the vehicle control system 204. The windows manager 1032 
can communicate with the kernel 1028 to interface with the 

55 graphical system that provides the user interface(s) and sup­
ports the graphics hardware, pointing devices, keyboard, 
touch-sensitive screens, etc. The windows manager 103 2 may 
be a tiling window manager (i.e., a window manager with an 
organization of the screen into mutually non-overlapping 

60 frames, as opposed to a coordinate-based stacking of over­
lapping objects (windows) that attempts to fully emulate the 
desktop metaphor). The windows manager 1032 may read 
and store configuration files, in the system data 208, which 

For example, the device discovery daemon 1020 can deter- 65 

mine device capabilities based on the opened ports the device 
exposes. If a camera exposes port 80, then the device discov-

can control the position of the application windows at precise 
positions. 

An application manager 1036 can control the function of 
any application over the lifetime of the process. The process 
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ing upon the length of time that the touch remains stationary 
prior to contact cessation or movement on the screen. 

or application can be launched from a panel launcher 1040 or 
from a remote console. The application manager 1036 can 
intercept the process name and may take appropriate action to 
manage that process. If the process is not running, the appli­
cation manager 1036 can load the process and may bring the 
process to a foreground in a display. The application manager 
1036 may also notify the windows manager 1032 to bring the 
associated window( s) to a top of a window stack for the 
display. When a process starts from a shell or a notification 

With reference to FIG. llC, a drag gesture 1100 on the 
screen is an initial contact (represented by circle 1128) with 

5 contact movement 1136 in a selected direction. The initial 

out of the context of the desktop, the application manager 10 

1036 can scan files to match the process name with the entry 
name provided. When a match is found, the application man­
ager 1036 can configure the process according to a settings 
file. 

contact 1128 may remain stationary on the screen for a certain 
amount of time represented by the border 1132. The drag 
gesture typically requires the user to contact an icon, window, 
or other displayed image at a first location followed by move­
ment of the contact in a drag direction to a new second 
location desired for the selected displayed image. The contact 
movement need not be in a straight line but have any path of 
movement so long as the contact is substantially continuous 
from the first to the second locations. 

With reference to FIG. llD, a flick gesture 1104 on the 
screen is an initial contact (represented by circle 1128) with 
truncated contact movement 1136 (relative to a drag gesture) 
in a selected direction. A flick may have a higher exit velocity 
for the last movement in the gesture compared to the drag 

In some situations, the application manager 1036 may 15 

restrict an application as singleton (i.e., restricts the instan­
tiation of a class to one object). If an application is already 
running and the application manager 1036 is asked to run the 
application again, the application manager 1036 can bring the 
running process to a foreground on a display. There can be a 
notification event exchange between the windows manager 
1032 and the application manager 1036 for activating the 
appropriate window for the foreground process. Once an 
application is launched, the application may not be termi­
nated or killed. The application can be sent to the background, 
except, possibly, for some applications ( e.g., media player, 
Bluetooth®, notifications, etc.), which may be given a lowest 
process priority. 

20 gesture. The flick gesture can, for instance, be a finger snap 
following initial contact. Compared to a drag gesture, a flick 
gesture generally does not require continual contact with the 
screen from the first location of a displayed image to a pre­
determined second location. The contacted displayed image 

The panel launcher 1040 can be a widget configured to be 
placed along a portion of the display. The panel launcher 1040 
may be built from desktop files from a desktop folder. The 
desktop folder location can be configured by a configuration 

25 is moved by the flick gesture in the direction of the flick 
gesture to the predetermined second location. Although both 
gestures commonly can move a displayed image from a first 
location to a second location, the temporal duration and dis­
tance of travel of the contact on the screen is generally less for 

30 a flick than for a drag gesture. 
With reference to FIG. llE, a pinch gesture 1108 on the 

screen is depicted. The pinch gesture 1108 may be initiated by 
a first contact 1128A to the screen by, for example, a first digit 
and a second contact 1128B to the screen by, for example, a 

file stored in system data 208. The panel launcher 1040 can 
allow for the launching or executing of applications or pro­
cesses by receiving inputs from a user interface to launch 
programs. 

A desktop plugin 1024 may be a software component that 
allows for customization of the desktop or software interface 
through the initiation of plug-in applications. 

35 second digit. The first and second contacts 1128A,B may be 
detected by a common contact sensing portion of a common 
screen, by different contact sensing portions of a common 
screen, or by different contact sensing portions of different 
screens. The first contact 1128A is held for a first amount of 

One or more gestures used to interface with the vehicle 40 

control system 204 may be as described in conjunction with 
FIG. llA through llK. FIGS. llA through llH depict vari-
ous graphical representations of gesture inputs that may be 
recognized by the devices 212, 248. The gestures may be 
performed not only by a user's body part, such as a digit, but 45 

also by other devices, such as a stylus, that may be sensed by 
the contact sensing portion( s) of a screen associated with the 
device 212, 248. In general, gestures are interpreted differ­
ently, based on where the gestures are performed ( either 
directly on a display or in a gesture capture region). For 50 

example, gestures in a display may be directed to a desktop or 
application, and gestures in a gesture capture region may be 
interpreted as for the system. 

With reference to FIGS. llA-llH, a first type of gesture, a 
touch gesture 1120, is substantially stationary on a portion 55 

(e.g., a screen, a display, etc.) of a device 212, 248 for a 
selected length of time. A circle 1128 represents a touch or 
other contact type received at particular location of a contact 
sensing portion of the screen. The circle 1128 may include a 
border 1132, the thickness of which indicates a length of time 60 

that the contact is held substantially stationary at the contact 
location. For instance, a tap 1120 (orshortpress) has a thinner 
border 1132A than the border 1132B for a long press 1124 ( or 
for a normal press). The long press 1124 may involve a 
contact that remains substantially stationary on the screen for 65 

longer time period than that of a tap 1120. As will be appre­
ciated, differently defined gestures may be registered depend-

time, as represented by the border 1132A, and the second 
contact 1128B is held for a second amount of time, as repre­
sented by the border 1132B. The first and second amounts of 
time are generally substantially the same, and the first and 
second contacts 1128A,B generally occur substantially 
simultaneously. The first and second contacts 1128A,B gen­
erally also include corresponding first and second contact 
movements 1136A,B, respectively. The first and second con­
tact movements 1136A,B are generally in opposing direc­
tions. Stated another way, the first contact movement 1136A 
is towards the second contact 1136B, and the second contact 
movement 1136B is towards the first contact 1136A. More 
simply stated, the pinch gesture 1108 may be accomplished 
by a user's digits touching the screen in a pinching motion. 

With reference to FIG. llF, a spread gesture 1110 on the 
screen is depicted. The spread gesture 1110 may be initiated 
by a first contact 1128A to the screen by, for example, a first 
digit, and a second contact 1128B to the screen by, for 
example, a second digit. The first and second contacts 
1128A,B may be detected by a common contact sensing 
portion of a common screen, by different contact sensing 
portions of a common screen, or by different contact sensing 
portions of different screens. The first contact 1128A is held 
for a first amount of time, as represented by the border 1132A, 
and the second contact 1128B is held for a second amount of 
time, as represented by the border 1132B. The first and sec­
ond amounts of time are generally substantially the same, and 
the first and second contacts 1128A,B generally occur sub-
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a window, to switch windows displayed at the top of the stack 
on each display to the top of the stack of the other display 
(typically when received by different displays or screens), or 
to display an application manager (typically when received 

stantially simultaneously. The first and second contacts 
1128A,B generally also include corresponding first and sec­
ond contact movements 1136A,B, respectively. The first and 
second contact movements 1136A,B are generally in an 
opposing direction. Stated another way, the first and second 
contact movements 1136A,B are away from the first and 
second contacts 1128A,B. More simply stated, the spread 
gesture 1110 may be accomplished by a user's digits touching 

5 by an off-screen gesture capture region on the same or differ­
ent screens). 

the screen in a spreading motion. 

The combined gestures of FIG. llG, when received by a 
common display capture region in a common display or 
screen of a device 212, 248, can be used to hold a first window 

The above gestures may be combined in any manner, such 
as those shown by FIGS. llG and llH, to produce a deter­
mined functional result. For example, in FIG. llG a tap 
gesture 1120 is combined with a drag or flick gesture 1112 in 
a direction away from the tap gesture 1120. In FIG. llH, a tap 
gesture 1120 is combined with a drag or flick gesture 1116 in 
a direction towards the tap gesture 1120. 

10 location constant for a display receiving the gesture while 
reordering a second window location to include a window in 
the display receiving the gesture. The combined gestures of 
FIG. llH, when received by different display capture regions 
in a common display or screen of a device 212, 248 or in 

The functional result of receiving a gesture can vary 
depending on a number of factors, including a state of the 
vehicle 104, display, or screen of a device, a context associ­
ated with the gesture, or sensed location of the gesture, etc. 
The state of the vehicle 104 commonly refers to one or more 
of a configuration of the vehicle 104, a display orientation, 
and user and other inputs received by the vehicle 104. Context 
commonly refers to one or more of the particular application 

15 different displays or screens of one more devices 212, 248, 
can be used to hold a first window location for a display 
receiving the tap part of the gesture while reordering a second 
window location to include a window in the display receiving 
the flick or drag gesture. Although specific gestures and ges-

20 ture capture regions in the preceding examples have been 
associated with corresponding sets of functional results, it is 
to be appreciated that these associations can be redefined in 
any manner to produce differing associations between ges-
tures and/or gesture capture regions and/or functional results. 

Gestures that may be completed in three-dimensional 
space and not on a touch sensitive screen or gesture capture 
region of a device 212, 248 may be as shown in FIGS. 111-
llK. The gestures may be completed in an area where a 
sensor, such as an optical sensor, infrared sensor, or other type 

( s) selected by the gesture and the portion(s) of the application 25 

currently executing, whether the application is a single- or 
multi-screen application, and whether the application is a 
multi-screen application displaying one or more windows. A 
sensed location of the gesture commonly refers to whether the 
sensed set(s) of gesture location coordinates are on a touch 
sensitive display or a gesture capture region of a device 212, 
248, whether the sensed set(s) of gesture location coordinates 

30 of sensor, may detect the gesture. For example, the gesture 
1140 in FIG. 111 may be executed by a person when the 
person opens their hand 1164 and moves their hand in a back 
and forth direction 1148 as a gesture 1140 to complete some 
function with the vehicle 104. For example gesture 1140 may 

are associated with a common or different display, or screen, 
or device 212, 248, and/or what portion of the gesture capture 
region contains the sensed set(s) of gesture location coordi­
nates. 

A tap, when received by a touch sensitive display of a 
device 212, 248, can be used, for instance, to select an icon to 
initiate or terminate execution of a corresponding application, 

35 change the station of the radio in the vehicle 104. The sensors 
242 may both determine the configuration of the hand 1164 
and the vector of the movement. The vector and hand con­
figuration can be interpreted to mean certain things to the 

to maximize or minimize a window, to reorder windows in a 40 

stack, and/or to provide user input such as by keyboard dis­
play or other displayed image. A drag, when received by a 
touch sensitive display of a device 212, 248, can be used, for 
instance, to relocate an icon or window to a desired location 
within a display, to reorder a stack on a display, orto span both 45 

displays ( such that the selected window occupies a portion of 
each display simultaneously). A flick, when received by a 
touch sensitive display of a device 212, 248 or a gesture 
capture region, can be used to relocate a window from a first 
display to a second display or to span both displays ( such that 50 

the selected window occupies a portion of each display simul­
taneously). Unlike the drag gesture, however, the flick gesture 

vehicle control system 204 and produce different results. 
In another example of a gesture 1152 in FIG. llJ, a user 

may configure their hand 1164 to extend two fingers and 
move the hand 1164 in an up and down operation 1156. This 
gesture 1152 may control the volume of the radio or some 
other function. For instance, this gesture 1152 may be con­
figured to place the vehicle in a "valet" mode to, among other 
things, restrict access to certain features associated with the 
vehicle. Again, the sensors 242 may determine how the per­
son has configured their hand 1164, and the vector of the 
movement. In another example of a gesture 1160 shown in 
FIG. llK, a user may extend their middle three fingers at an 
angle that is substantially 45° for vertical from straight verti-
cal and circle the hand in a counter-clockwise motion 1166. 
This gesture 1160 may cause the automobile to change the 
heat setting or do some other function. As can be understood 

is generally not used to move the displayed image to a specific 
user-selected location but to a default location that is not 
configurable by the user. 

The pinch gesture, when received by a touch sensitive 
display or a gesture capture region of a device 212, 248, can 
be used to minimize or otherwise increase the displayed area 

55 by one skilled in the art, the configurations of the hand and the 
types of movement are variable. Thus, the user may configure 
the hand 1164 in any way imaginable and may also move that 
hand 1164 in any direction with any vector in three-dimen-

or size of a window (typically when received entirely by a 
common display), to switch windows displayed at the top of 60 

the stack on each display to the top of the stack of the other 
display (typically when received by different displays or 
screens), or to display an application manager (a "pop-up 
window" that displays the windows in the stack). The spread 
gesture, when received by a touch sensitive display or a ges- 65 

ture capture region of a device 212, 248, can be used to 
maximize or otherwise decrease the displayed area or size of 

sional space. 
The gestures 1140, 1152, 1160, as shown in FIGS. 111-

llK, may occur in a predetermined volume of space within 
the vehicle 104. For example, a sensor may be configured to 
identify such gestures 1140, 1152, 1160 between the front 
passenger's and front driver's seats over a console area within 
the passenger compartment of the vehicle 104. The gestures 
1140, 1152, 1160 may be made within area 1 SOSA between 
zones A 512A and B 512B. However, there may be other areas 
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508 where a user may use certain gestures, where sensors 242 
may be able to determine a certain function is desired. Ges­
tures that may be similar but used in different areas within the 
vehicle 104 may cause different functions to be performed. 
For example, the gesture 1140 in FIG. 111, if used in zone E 5 

512E, may change the heat provided in zone E 512E, but may 
change the station of a radio if used in zone A 512A and/or 
zone B 512B. Further, the gestures may be made with other 
body parts or, for example, different expressions of a person's 
face and may be used to control functions in the vehicle 104. 10 

Also, the user may use two hands in some circumstances or do 
other types of physical movements that can cause different 
reactions in the vehicle 104. 

FIGS. 12A-12D show various embodiments of a data 
15 

64 
the different zones 512 or areas 508 as shown in portion 1224. 
For example, the heating or radio settings for the user may be 
similar in every zone 512. 

The sensors 242 within the vehicle 104 may be able to 
either obtain or track health data in portion 1228. Health data 
1228 may include any type of physical characteristic associ­
ated with the user. For example, a heart rate, a blood pressure, 
a temperature, or other types of heath data may be obtained 
and stored in portion 1228. The user may have this health data 
tracked over a period of time to allow for statistical analysis of 
the user's health while operating the vehicle 104. In this way, 
if some function of the user's health deviates from a norm 
( e.g., a baseline measurement, average measurements taken 
over time, and the like), the vehicle 104 may be able to 
determine there is a problem with the person and react to that 
data. 

One or more gestures may be stored in portion 1232. Thus, 
the gestures used and described in conjunction FIG. llA 
through llK may be configurable. These gestures may be 
determined or created by the user and stored in portion 1132. 
A user may have different gestures for each zone 512 or area 
508 within the vehicle. The gestures that do certain things 
while driving may do other things while in a different area 508 
of the vehicle 104. Thus, the user may use a first set of 

structure 1200 to store different settings. The data structure 
1200 may include one or more of data files or data objects 
1204, 1250, 1270, 1280. Thus, the data structure 1200 may 
represent different types of databases or data storage, for 
example, object-oriented data bases, flat file data structures, 20 

relational database, or other types of data storage arrange­
ments. Embodiments of the data structure 1200 disclosed 
herein may be separate, combined, and/or distributed. As 
indicated in FIGS. 12A-12D, there may be more or fewer 
portions in the data structure 1200, as represented by ellipses 
1244. Further, there may be more or fewer files in the data 
structure 1200, as represented by ellipses 1248. 

25 gestures while driving and a second set while a passenger. 

Referring to FIG. 12A, a first data structure is shown. The 
data file 1204 may include several portions 1208-1242 rep­
resenting different types of data. Each of these types of data 
may be associated with a user, as shown in portion 1208. 

Further, one or more users may share gestures as shown in 
portion 1232. Each driver may have a common set of gestures 
that they use in zone A 512A, 512A. Each of these gestures 
may be determined or captured and then stored with their 

30 characteristics (e.g., vector, position of gesture, etc.) in por­
tion 1232. 

There may be one or more user records 1240 and associated 
data stored within the data file 1204. As provided herein, the 
user can be any person that uses or rides within the vehicle or 

35 
conveyance 104. The user may be identified in portion 1212. 

One or more sets of safety parameters may be stored in 
portion 1236. Safety parameters 1236 may be common oper­
ating characteristics for this driver/passenger or for all driv­
ers/passengers that if deviated from may determine there is a 
problem with the driver/passenger or the vehicle 104. For 

For the vehicle 104, the user may include a set of one or more 
features that may identify the user. These features may be the 
physical characteristics of the person that may be identified 

example, a certain route may be taken repeatedly and an 
average speed or mean speed may be determined. If the mean 
speed deviates by some number of standard deviations, a 
problem with the vehicle 104 or the user may be determined. 
In another example, the health characteristics or driving expe-
rience of the user may be determined. If the user drives in a 
certain position where their head occupies a certain portion of 
three-dimensional space within the vehicle 104, the vehicle 

by facial recognition or some other type of system. In other 40 

situations, the user may provide a unique code to the vehicle 
control system 204 or provide some other type of data that 
allows the vehicle control system 204 to identify the user. The 
features or characteristics of the user are then stored in portion 
1212. 45 control system 204 may determine that the safety parameter 

includes the users face or head being within this certain por­
tion of the vehicle interior space. If the user's head deviates 
from that interior space for some amount of time, the vehicle 
control system 204 can determine that something is wrong 

Each user, identified in portion 1208, may have a different 
set of settings for each area 508 and/or each zone 512 within 
the vehicle 104. Thus, each set of settings may also be asso­
ciated with a predetermined zone 512 or area 508. The zone 
512 is stored in portion 1220, and the area 508 is stored in 
portion 1216. 

One or more settings may be stored in portion 1224. These 
settings 1224 may be the configurations of different functions 
within the vehicle 104 that are specified by or for that user. For 
example, the settings 1224 may be the position of a seat, the 
position of a steering wheel, the position of accelerator and/or 
brake pedals, positions of mirrors, a heating/cooling setting, a 
radio setting, a cruise control setting, or some other type of 
setting associated with the vehicle 104. Further, in vehicles 
adapted to have a configurable console or a configurable dash 
or heads-up display, the settings 1224 may also provide for 
how that heads-up display, dash, or console are configured for 
this particular user. 

50 with the driver and change the function or operation of the 
vehicle 104 to assist the driver. This may happen, for example, 
when a user falls asleep at the wheel. If the user's head droops 
and no longer occupies a certain three dimensional space, the 
vehicle control system 204 can determine that the driver has 

55 fallen asleep and may take control of the operation of the 
vehicle 204 and the automobile controller 8104 may steer the 
vehicle 204 to the side of the road. In other examples, if the 
user's reaction time is too slow or some other safety param­
eter is not nominal, the vehicle control system 204 may deter-

60 mine that the user is inebriated or having some other medical 
problem. The vehicle control system 204 may then assume 
control of the vehicle to ensure that the driver is safe. 

Each setting 1224 may be associated with a different area 
508 or zone 512. Thus, there may be more settings 1224 for 65 

when the user is the driver and in zone A 512A, 512A, of area 

Information corresponding to a user and/or a user profile 
may be stored in the profile information portion 1238. For 
example, the profile information 1238 may include data relat­
ing to at least one of current data, historical data, a user 

1, SOSA. However, there may be similar settings 1224 among preference, user habit, user routine, observation, location data 
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( e.g., programmed and/or requested destinations, locations of 
parking, routes traveled, average driving time, etc.), social 
media connections, contacts, brand recognition ( e.g., deter­
mined via one or more sensors associated with the vehicle 
104, a device 212, 248, etc.), audible recording data, text data, 
email data, political affiliation, preferred retail locations/sites 
(e.g., physical locations, web-based locations, etc.), recent 
purchases, behavior associated with the aforementioned data, 
and the like. The data in the profile information portion 1238 
may be stored in one or more of the data structures 1200 
provided herein. As can be appreciated, these one or more 
data structures may be stored in one or more memory loca­
tions. Examples of various memory locations are described in 
conjunction with FIG. 2. 

One or more additional data fields may be stored in the 
linked data portion 1242 as data and/or locations of data. The 
linked data 1242 may include at least one of pointers, 
addresses, location identification, data source information, 
and other information corresponding to additional data asso­
ciated with the data structure 1200. Optionally, the linked data 
portion 1242 may refer to data stored outside of a particular 
data structure 1200. For example, the linked data portion 
1242 may include a link/locator to the external data. Continu­
ing this example, the link/locator may be resolved (e.g., via 
one or more of the methods and/or systems provided herein, 
etc.) to access the data stored outside of the data structure 
1200. Additionally or alternatively, the linked data portion 
1242 may include information configured to link the data 
objects 1204 to other data files or data objects 1250, 1270, 
1280. For instance, the data object 1204 relating to a user may 
be linked to at least one of a device data object 1250, a vehicle 
system data object 1270, and a vehicle data object 1280, to 
name a few. 

An embodiment of a data structure 1200 to store informa­
tion associated with one or more devices is shown in FIG. 
12B. The data file 1250 may include several portions 1216-
1262 representing different types of data. Each of these types 
of data may be associated with a device, as shown in portion 
1252. 

There may be one or more device records 1250 and asso­
ciated data stored within the data file 1250. As provided 
herein, the device may be any device that is associated with 
the vehicle 104. For example, a device may be associated with 
a vehicle 104 when that device is physically located within 
the interior space 108 of the vehicle 104. As another example, 
a device may be associated with a vehicle 104 when the 
device registers with the vehicle 104. Registration may 
include pairing the device with the vehicle 104 and/or one or 
more of the vehicle systems (e.g., as provided in FIG. 3). In 
some cases, the registration of a device with a vehicle 104 
may be performed manually and/or automatically. An 
example of automatic registration may include detecting, via 
one or more of the vehicle systems, that a device is inside the 
vehicle 104. Upon detecting that the device is inside the 
vehicle 104, the vehicle system may identify the device and 
determine whether the device is or should be registered. Reg­
istration may be performed outside of a vehicle 104 via pro­
viding a unique code to the vehicle 104 and/or at least one of 
the vehicle systems. 

The device may be identified in portion 1256. Among other 
things, the device identification may be based on the hardware 
associated with the device (e.g., Media Access Control 
(MAC) address, Burned-In Address (BIA), Ethernet Hard­
ware Address (EHA), physical address, hardware address, 
and the like). 

Optionally, a device may be associated with one or more 
users. For example, a tablet and/or graphical user interface 

66 
(GUI) associated with the vehicle 104 may be used by mul­
tiple members of a family. For instance, the GUI may be 
located in a particular area 508 and/or zone 512 of the vehicle 
104. Continuing this example, when a family member is 

5 located in the particular area 508 and/or zone 512, the device 
may include various settings, features, priorities, capabilities, 
and the like, based on an identification of the family member. 
The user may be identified in portion 1254. For the device, the 
user identification portion 1254 may include a set of one or 

10 more features that may identify a particular user. These fea­
tures may be the physical characteristics of the person that 
may be identified by facial recognition, or some other type of 
system, associated with the device and/or the vehicle 104. 
Optionally, the user may provide a unique code to the device, 

15 or provide some other type of data, that allows the device to 
identify the user. The features or characteristics of the user are 
then stored in portion 1254. 

Each device identified in the device identification portion 
1256 may have a different set of settings for each area 508 

20 and/or each zone 512, and/or each user of the device. Thus, 
each set of settings may also be associated with a predeter­
mined zone 512, area 508, and/or user. The zone 512 is stored 
in portion 1220 and the area 508 is stored in portion 1216. 

One or more settings may be stored in portion 1224. These 
25 settings 1224 may be similar and/or identical to those previ­

ously described. Further, the settings 1224 may also provide 
for how a device is configured for a particular user. Each 
setting 1224 may be associated with a different area 508 or 
zone 512. Thus, there may be more restrictive settings 1224 

30 ( e.g., restricted multimedia, texting, limited access to device 
functions, and the like) for the device when the user is the 
driver and in zone A 512A, 512A, of area 1, SOSA. However, 
when the user is in another zone 512 or area 508, for example, 
where the user is not operating a vehicle 104, the settings 

35 1224 may provide unrestricted access to one or more features 
of the device (e.g., allowing texting, multimedia, etc.). 

Optionally, the capabilities of a device may be stored in 
portion 1258. Examples of device capabilities may include, 
but are not limited to, a communications ability ( e.g., via 

40 wireless network, EDGE, 3G, 4G, LTE, wired, Bluetooth®, 
Near Field Communications (NFC), Infrared(IR), etc.), hard­
ware associated with the device ( e.g., cameras, gyroscopes, 
accelerometers, touch interface, processor, memory, display, 
etc.), software (e.g., installed, available, revision, release 

45 date, etc.), firmware (e.g., type, revision, etc.), operating sys­
tem, system status, and the like. Optionally, the various capa­
bilities associated with a device may be controlled by one or 
more of the vehicle systems provided herein. Among other 
things, this control allows the vehicle 104 to leverage the 

50 power and features of various devices to collect, transmit, 
and/or receive data. 

One or more priorities may be stored in portion 1260. The 
priority may correspond to a value, or combination of values, 
configured to determine how a device interacts with the 

55 vehicle 104 and/or its various systems. The priority may be 
based on a location of the device (e.g., as stored in portions 
1216, 1220). A default priority can be associated with each 
area 508 and/or zone 512 of a vehicle 104. For example, the 
default priority associated with a device found in zone 1 512A 

60 of area 1 SOSA ( e.g., a vehicle operator position) may be set 
higher than an ( or the highest of any) alternative zone 512 or 
area 508 of the vehicle 104. Continuing this example, the 
vehicle 104 may determine that, although other devices are 
found in the vehicle, the device, having the highest priority, 

65 controls features associated with the vehicle 104. These fea­
tures may include vehicle control features, critical and/or 
non-critical systems, communications, and the like. Addi-
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tionally or alternatively, the priority may be based on a par­
ticular user associated with the device. Optionally, the prior­
ity may be used to determine which device will control a 
particular signal in the event of a conflict. 

68 
vehicle 104. By way of example, non-critical systems may 
include media presentation, wireless communications, com­
fort settings systems ( e.g., climate control, seat position, seat 
warmers, etc.), and the like. Although examples of critical 

Registration data may be stored in portion 1262. As 
described above, when a particular device registers with a 
vehicle 104, data related to the registration may be stored in 
the registration data portion 1262. Such data may include, but 
is not limited to, registration information, registration codes, 
initial registration time, expiration of registration, registration 
timers, and the like. Optionally, one or more systems of the 
vehicle 104 may refer to the registration data portion 1262 to 
determine whether a device has been previously registered 
with the vehicle 104.As showninFIG.12B, User4 ofDevice 
2 has not been registered. In this case, the registration data 
field 1262, for this user, may be empty, contain a null value, or 
other information/indication that there is no current registra­
tion information associated with the user. 

5 and/or non-critical systems are provided above, it should be 
appreciated that the priority type of a system may change 
( e.g., from critical to non-critical, from non-critical to critical, 
etc.) depending on the scenario. For instance, although the 
interior climate control system may be classified as a non-

10 critical system at a first point in time, it may be subsequently 
classified as a critical system when a temperature inside/ 
outside of the vehicle 104 is measured at a dangerous level 
(e.g., sub-zero Fahrenheit, greater than 90-degrees Fahren­
heit, etc.). As such, the priority type may be associated with 

15 temperature conditions, air quality, times of the day, condi­
tion of the vehicle 104, and the like. 

Each system may be associated with a particular area 508 
and/or zone 512 of a vehicle 104. Among other things, the 
location of a system may be used to assess a state of the Additionally or alternatively, the data structure 1200 may 

include a profile information portion 1238 and/or a linked 
data portion 1242. Although the profile information portion 
1238 and/or the linked data portion 1242 may include differ-
ent information from that described above, it should be appre­
ciated that the portions 1238, 1242 may be similar, or identi­
cal, to those as previously disclosed. 

20 system and/or provide how the system interacts with one or 
more users of the vehicle 104. As can be appreciated each 
system may have a different set of settings for each area 508 
and/or each zone 512, and/or each user of the system. Thus, 
each set of settings may also be associated with a predeter-

25 mined zone 512, area 508, system, and/or user. The zone 512 
is stored in portion 1220 and the area 508 is stored in portion 
1216. 

An embodiment of a data structure 1200 to store informa­
tion associated with one or more vehicle systems is shown in 
FIG. 12C. The data file 1270 may include several portions 
1216-1279 representing different types of data. Each of these 
types of data may be associated with a vehicle system, as 30 

shown in portion 1272. 
There may be one or more system records 1270 and asso­

ciated data stored within the data file 1270. As provided 
herein, the vehicle systems may be any system and/or sub­
system that is associated with the vehicle 104. Examples of 35 

various systems are described in conjunction with FIG. 3 and 
other related figures ( e.g., systems 324-352, etc.). One 
example of a system associated with the vehicle 104 is the 
vehicle control system 204. Other systems may include com­
munications subsystems 344, vehicle subsystems 328, and 40 

media subsystems 348, to name a few. It should be appreci­
ated that the various systems may be associated with the 
interior space 108 and/or the exterior of the vehicle 104. 

Each system may include one or more components. The 
components may be identified in portion 1274. Identification 45 

of the one or more components may be based on hardware 
associated with the component. This identification may 
include hardware addresses similar to those described in con­
junction with the devices of FIG. 12B. Additionally or alter­
natively, a component can be identified by one or more signals 50 

sent via the component. Such signals may include an Internet 
Protocol (IP), or similar, address as part of the signal. Option­
ally, the signal may identify the component sending the signal 
via one or more of a header, a footer, a payload, and/or an 
identifier associated with the signal ( e.g., a packet of a signal, 55 

etc.). 
Each system and/or component may include priority type 

information in portion 1276. Among other things, the priority 
type information stored in portion 1276 may be used by the 
various methods and systems provided herein to differentiate 60 

between critical and non-critical systems. Non-limiting 
examples of critical systems may correspond to those systems 
used to control the vehicle 104, such as, steering control, 
engine control, throttle control, braking control, and/or navi­
gation informational control ( e.g., speed measurement, fuel 65 

measurement, etc.) Non-critical systems may include other 
systems that are not directly related to the control of the 

One or more settings may be stored in portion 1224. These 
settings 1224 may be similar and/or identical to those previ­
ously described. Further, the settings 1224 may also provide 
for how a system is configured for a particular user. Each 
setting 1224 may be associated with a different area 508 or 
zone 512. For instance, a climate control system may be 
associated with more than one area 508 and/or zone 512. As 
such, a first user seated in zone 1 512A of area 1 SOSA may 
store settings related to the climate control of that zone 512A 
that are different from other users and/or zones 512 of the 
vehicle 104. Optionally, the settings may not be dependent on 
a user. For instance, specific areas 508 and/or zones 512 of a 
vehicle 104 may include different, default, or the same set­
tings based on the information stored in portion 1224. 

The various systems and/or components may be able to 
obtain or track health status data of the systems and/or com­
ponents in portion 1278. The health status 1278 may include 
any type of information related to a state of the systems. For 
instance, an operational condition, manufacturing date, 
update status, revision information, time in operation, fault 
status, state of damage detected, inaccurate data reporting, 
and other types of component/system health status data may 
be obtained and stored in portion 1278. 

Each component and/or system may be configured to com­
municate with users, systems, servers, vehicles, third parties, 
and/or other endpoints via one or more communication type. 
At least one communication ability and/or type associated 
with a system may be stored in the communication type 
portion 1279. Optionally, the communication types contained 
in this portion 1279 may be ordered in a preferential order of 
communication types. For instance, a system may be config­
ured to preferably communicate via a wired communication 
protocol over one or more wired communication chamiels 
( e.g., due to information transfer speeds, reliability, and the 
like). However, in this instance, if the one or more wired 
communication channels fail, the system may transfer infor­
mation via an alternative communication protocol and chan­
nel (e.g., a wireless communication protocol and wireless 
communication channel, etc.). Among other things, the meth-
ods and systems provided herein may take advantage of the 
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information stored in the communication type portion 1279 to 
open available communication channels in the event of a 
communication channel failure, listen on other ports for 
information transmitted from the systems, provide a reliabil­
ity rating based on the number of redundant communication 
types for each component, and more. Optionally, a compo­
nent or system may be restricted from communicating via a 
particular communication type ( e.g., based on rules, traffic, 
critical/non-critical priority type, and the like). In this 
example, the component or system may be forced by the 
vehicle control system 204 to use an alternate communication 
type where available, cease communications, or store com­
munications for later transfer. 

Additionally or alternatively, the data structure 1200 may 
include a profile information portion 1238 and/or a linked 
data portion 1242. Although the profile information portion 
1238 and/or the linked data portion 1242 may include differ-
ent information from that described above, it should be appre­
ciated that the portions 1238, 1242 may be similar, or identi­
cal, to those as previously disclosed. 

Referring now to FIG. 12D, a data structure 1200 is shown 
optionally. The data file 1280 may include several portions 
1216-1286 representing different types of data. Each of these 
types of data may be associated with a vehicle, as shown in 
portion 1282. 

There may be one or more vehicle records 1280 and asso­
ciated data stored within the data file 1282. As provided 
herein, the vehicle 104 can be any vehicle or conveyance 104 

70 
One or more warnings may be stored in portion 1286. The 

warnings data 1286 may include warning generated by the 
vehicle 104, systems of the vehicle 104, manufacturer of the 
vehicle, federal agency, third party, and/or a user associated 

5 with the vehicle. For example, several components of the 
vehicle may provide health status information ( e.g., stored in 
portion 1278) that, when considered together, may suggest 
that the vehicle 104 has suffered some type of damage and/or 
failure. Recognition of this damage and/or failure may be 

10 stored in the warnings data portion 1286. The data in portion 
1286 may be communicated to one or more parties ( e.g., a 
manufacturer, maintenance facility, user, etc.). In another 
example, a manufacturer may issue a recall notification for a 
specific vehicle 104, system of a vehicle 104, and/or a com-

15 ponent of a vehicle 104. It is anticipated that the recall noti­
fication may be stored in the warning data field 1286. Con­
tinuing this example, the recall notification may then be 
communicated to the user of the vehicle 104 notifying the 

20 

user of the recall issued by the manufacturer. 
Additionally or alternatively, the data structure 1200 may 

include a profile information portion 1238 and/or a linked 
data portion 1242. Although the profile information portion 
1238 and/or the linked data portion 1242 may include differ­
ent information from that described above, it should be appre-

25 ciated that the portions 1238, 1242 may be similar, or identi­
cal, to those as previously disclosed. 

An embodiment of a method 1300 for storing settings for a 
user 216 associated with vehicle 104 is shown in FIG. 13. 

as provided herein. The vehicle 104 may be identified in 
portion 1282. Additionally or alternatively, the vehicle 104 30 

may be identified by one or more systems and/or subsystems. 
The various systems of a vehicle 104 may be identified in 
portion 1284. For example, various features or characteristics 

While a general order for the steps of the method 1300 is 
shown in FIG.13, the method 1300 can include more or fewer 
steps or can arrange the order of the steps differently than 
those shown in FIG. 13. Generally, the method 1300 starts 
with a start operation 1304 and ends with an end operation 
1336. The method 1300 can be executed as a set of computer­
executable instructions executed by a computer system and 
encoded or stored on a computer readable medium. Herein-

of the vehicle 104 and/or its systems may be stored in portion 
1284. Optionally, the vehicle 104 may be identified via a 35 

unique code or some other type of data that allows the vehicle 
104 to be identified. after, the method 1300 shall be explained with reference to the 

systems, components, modules, software, data structures, 
user interfaces, etc. described in conjunction with FIGS. 

40 1-12. 

Each system may be associated with a particular area 508 
and/or zone 512 of a vehicle 104. Among other things, the 
location of a system may be used to assess a state of the 
system and/or provide how the system interacts with one or 
more users of the vehicle 104. As can be appreciated each 
system may have a different set of settings for each area 508 
and/or each zone 512, and/or each user of the system. Thus, 
each set of settings may also be associated with a predeter- 45 

mined zone 512, area 508, system, and/or user. The zone 512 
is stored in portion 1220 and the area 508 is stored in portion 
1216. 

One or more settings may be stored in portion 1224. These 
settings 1224 may be similar and/or identical to those previ­
ously described. Further, the settings 1224 may also provide 
for how a vehicle and/or its systems are configured for one or 
more users. Each setting 1224 may be associated with a 
different area 508 or zone 512. Optionally, the settings may 
not be dependent on a particular user. For instance, specific 
areas 508 and/or zones 512 of a vehicle 104 may include 
different, default, or the same settings based on the informa­
tion stored in portion 1224. 

A person may enter the vehicle space 108. One or more 
sensors 242 may then identify that a person is sitting within 
the vehicle 104, in step 1308. For example, sensors 242 in a 
seat, may determine that some new amount of weight has 
been registered. The amount of weight may fall within pre­
determined parameters (e.g., over a threshold, in a specific 
range, etc.). This weight may then be determined to be a 
person by one or more optical or other sensors 242. The 
vehicle control system 204 may then determine that a person 

50 is in a certain zone 512 or area 508. For example, the sensors 
242 may send signals to the vehicle controls system 204 that 
an event has occurred. This information may be sent to the 
vehicle control system processor 304 to determine the zone 
512 and area 508 where the event occurred. Further, the 

55 vehicle control system 204 may then identify the person, in 
step 1312. 

The vehicle control system 204 can receive the information 
from the sensors 242 and use that information to search the 
database 1200 that may be stored within the system data 208. 

60 The sensor data may be compared to ID characteristics 1212 
to determine if the person has already been identified. The 
vehicle control system 204 may also send the characteristic 
data from the sensors to the communication network 224 to a 

The various systems and/or components may be able to 
obtain or track health status data of the systems and/or com­
ponents in portion 1278. The health status 1278 may include 
any type of information related to a state of the systems. For 
instance, an operational condition, manufacturing date, 
update status, revision information, time in operation, fault 
status, state of damage detected, inaccurate data reporting, 65 

and other types of component/system health status data may 

server 228 to compare the sensor data to stored data 232 that 
may be stored in a cloud system. The person's features can be 
compared to stored features 1212 to determine if the person in 

be obtained and stored in portion 1278. the vehicle 104 can be identified. 
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If the person has been identified previously and their char­
acteristics stored in portion 1212, the method 1300 proceeds 
YES to step 1316 where that person may be identified. In 
identifying a person, the information associated with that 
person 1240 may be retrieved and provided to the vehicle 5 

control system 204 for further action. If a person cannot be 
identified by finding their sensor characteristics in portion 
1212, the method 1300 proceeds NO to step 1320. In step 
1320, the vehicle control system 204, using an application, 
may create a new record in table 1200 for the user. This new 10 

record may store a user identifier and their characteristics 
1212. It may also store the area 508 and zone 512 in data 
portions 1216 and 1220. The new record may then be capable 
of receiving new settings data for this particular user. In this 
way, the vehicle 104 can automatically identify or character- 15 

ize a person so that settings may be established for the person 
in the vehicle 104. 

The input module 312 may then determine if settings are to 

72 
1400 can be executed as a set of computer-executable instruc­
tions executed by a computer system and encoded or stored 
on a computer readable medium. Hereinafter, the method 
1400 shall be explained with reference to the systems, com­
ponents, modules, software, data structures, user interfaces, 
etc. described in conjunction with FIGS. 1-13. 

The vehicle control system 204 can determine if a person is 
in a zone 512 or area 508, in step 1408. This determination 
may be made by receiving data from one or more sensors 242. 
The vehicle 104 can use facial recognition, weight sensors, 
heat sensors, or other sensors to determine whether a person 
is occupying a certain zone 512. 

Using the information from the sensors 242, the vehicle 
control system 204 can identify the person, in step 1412. The 
vehicle control system 204 can obtain characteristics for the 
user currently occupying the zone 512 and compare those 
characteristics to the identifying features in portion 1212 of 
data structure 1204. Thus, the settings in portion 1224 may be 
retrieved by identifying the correct zone 512, area 508, and be stored, in step 1324. Settings might be any configuration of 

the vehicle 104 that may be associated with the user. The 
determination may be made after receiving a user input from 
the user. For example, the user may make a selection on a 
touch sensitive display indicating that settings currently made 

20 characteristics for the user. 
The vehicle control system 204 can first determine ifthere 

are settings associated with the identified person for that zone 
512 and/or area 508, in step 1416. After identifying the user 
by matching characteristics with the features in portion 1212, are to be stored. In other situations, a period of time may 

elapse after the user has made a configuration. After deter­
mining that the user is finished making changes to the set­
tings, based on the length of the period of time since the 
setting was established, the vehicle control system 204 can 
save the setting. Thus, the vehicle control system 204 can 
make settings automatically based on reaching a steady state 
for settings for user. 

25 the vehicle control system 204 can determine if there are 
settings for the user for the area 1216 and zone 1220 the user 
currently occupies. If there are settings, then the vehicle con­
trol system 204 can make the determination that there are 
settings in portion 1224, and the vehicle control system 204 

The vehicle control system 204 may then store the settings 
for the person, in step 1328. The user interaction subsystem 
332 can make a new entry for the user 1208 in data structure 
1204. The new entry may be either a new user or a new 
settings listed in 1224. The settings may be stored based on 
the area 508 and zone 512. As explained previously, the 
settings can be any kind of configuration of the vehicle 104 
that may be associated with the user in that area 508 and the 
zone 512. 

30 may then read and retrieve those settings, in step 1420. The 
settings may be then used to configure or react to the presence 
of the user, in step 1424. Thus, these settings may be obtained 
to change the configuration of the vehicle 104, for example, 
how the position of the seats or mirrors are set, how the dash, 

35 console, or heads up display is configured, how the heat or 
cooling is configured, how the radio is configured, or how 
other different configurations are made. 

Embodiments of a method 1500 for storing settings in 
cloud storage are shown in FIG. 15. A general order for the 

40 steps of the method 1500 is shown in FIG. 15. Generally, the 
method 1500 starts with a start operation 1504 and ends with 
an end operation 1540. The method 1500 can include more or 
fewer steps or can arrange the order of the steps differently 
than those shown in FIG. 15. The method 1500 can be 

The settings may also be stored in cloud storage, in step 
1332. Thus, the vehicle control system 204 can send the new 
settings to the server 228 to be stored in storage 232. In this 
way, these new settings may be ported to other vehicles for the 
user. Further, the settings in storage system 232 may be 45 

retrieved, if local storage does not include the settings in 
storage system 208. 

Additionally or alternatively, the settings may be stored in 
profile data 252. As provided herein, the profile data 252 may 
be associated with one or more devices 212, 248, servers 228, 50 

vehicle control systems 204, and the like. Optionally, the 
settings in profile data 252 may be retrieved in response to 
conditions. For instance, the settings may be retrieved from at 
least one source having the profile data if local storage does 
not include the settings in storage system 208. As another 55 

example, a user 216 may wish to transfer settings stored in 
profile data 252 to the system data 208. In any event, the 
retrieval and transfer of settings may be performed automati­
cally via one or more devices 204, 212, 248, associated with 

executed as a set of computer-executable instructions 
executed by a computer system and encoded or stored on a 
computer readable medium. Hereinafter, the method 1500 
shall be explained with reference to the systems, components, 
modules, software, data structures, user interfaces, etc. 
described in conjunction with FIGS. 1-14. 

The vehicle control system 204 can determine if a person is 
in a zone 512 or area 508, in step 1508. As explained previ­
ously, the vehicle control system 204 can receive vehicle 
sensor data from vehicle sensors 242 that show a person has 
occupied a zone 512 or an area 508 of the vehicle 104. Using 
the vehicle sensor data, the vehicle control system 204 can 
determine characteristics of the person, in step 1512. These 
characteristics are compared to the features in portion 1212 of 
the data structure 1204. From this comparison, the vehicle 

the vehicle 104. 60 control system 204 can determine if the person is identified 
within the data structure 1204, in step 1516. If there is a 
comparison and the person can be identified, the method 1500 
proceeds YES to step 1520. However, if the person cannot be 

An embodiment of a method 1400 to configure the vehicle 
104 based on stored settings is shown in FIG. 14. A general 
order for the steps of the method 1400 is shown in FIG. 14. 
Generally, the method 1400 starts with a start operation 1404 
and ends with an end operation 1428. The method 1400 can 65 

include more or fewer steps or can arrange the order of the 
steps differently than those shown in FIG. 14. The method 

identified, the method 1500 proceeds NO, to step 1524. 
In step 1520, the person is identified in portion 1208 by the 

successful comparison of the characteristics and the features. 
It should be noted that there may be a degree of variability 
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between the characteristics and the features in portion 1212. 
Thus, the comparison may not be an exact comparison but 
may use methods known in the art to make a statistically 
significant comparison between the characteristics received 
from the sensors 242 and the features stored in portion 1212. 5 

In step 1524, the characteristics received from sensors 242 are 
used to characterize the person. In this way, the received 
characteristics may be used as an ID, in portion 1212, for a 
new entry for a new user in portion 1208. 

74 
acterized and stored in data structure 1204. If there are ges­
tures to be stored, the method 1600 proceeds YES to step 
1636. If gestures are not to be stored the method 1600 may 
proceed NO to step 1632. 

In step 1632, the vehicle control system 204 can retrieve 
current gestures from portion 1232, which are associated with 
user 1240. These gestures may be used then to configure how 
the vehicle 104 will react if a gesture is received. If gestures 
are to be stored, the vehicle control system 204 may store 

The user may make one or more settings for the vehicle 
104. The vehicle control system 204 may determine if the 
settings are to be stored, in step 1528. If the settings are to be 
stored, the method 1500 proceeds YES to step 1536. If the 
settings are not to be stored or if there are no settings to be 
stored, the method 1500 proceeds NO to step 1532. In step 
1532, the vehicle control system 204 can retrieve the settings 
in the portion 1224 of the data structure 1204. Retrieval of the 
settings may be as described in conjunction with FIG. 14. If 
settings are to be stored, the vehicle control system 204 can 
send those settings to server 228 to be stored in data storage 
232, in step 1536. Data storage 232 acts as cloud storage that 
can be used to retrieve information on the settings from other 
vehicles or from other sources. Thus, the cloud storage 232 
allows for permanent and more robust storage of user prefer­
ences for the settings of the vehicle 104. 

10 characteristics, in step 1636, as received from sensor 242 or 
from one more user interface inputs. These characteristics 
may then be used to create the stored gestures 1232, in data 
structure 1204. The characteristics may include what the ges­
ture looks like or appears and also what affect the gesture 

15 should have. This information may then be used to change the 
configuration or operation of the vehicle 104 based on the 
gesture if it is received at a later time. 

An embodiment of a method 1700 for receiving a gesture 
and configuring the vehicle 104 based on the gesture may be 

20 as provided in FIG. 17. A general order for the steps of the 
method1700is showninFIG.17. Generally, themethod1700 
starts with a start operation 1704 and ends with an end opera­
tion 1728. The method 1700 can include more or fewer steps 
or can arrange the order of the steps differently than those 

25 shown in FIG. 17. The method 1700 can be executed as a set 
An embodiment of a method 1600 for storing gestures 

associated with the user is shown in FIG. 16. A general order 
for the steps of the method 1600 is shown in FIG. 16. Gener­
ally, the method 1600 starts with a start operation 1604 and 
ends with an end operation 1640. The method 1600 can 30 

include more or fewer steps or can arrange the order of the 
steps differently than those shown in FIG. 16. The method 
1600 can be executed as a set of computer-executable instruc­
tions executed by a computer system and encoded or stored 
on a computer readable medium. Hereinafter, the method 35 

1600 shall be explained with reference to the systems, com­
ponents, modules, software, data structures, user interfaces, 
etc. described in conjunction with FIGS. 1-15. 

Vehicle control system 204 may receive sensor data from 
sensors 242 to determine a person is occupying a zone 512 in 40 

an area 508 of the vehicle 104, in step 1608. The sensor data 
may provide characteristics for the person, in step 1612. The 
vehicle control system 204 may then use the characteristics to 
determine if the person can be identified, in step 1616. The 
vehicle control system 204 may compare the characteristics 45 

to the features in portion 1212 for the people having been 
recognized and having data associated therewith. If a com­
parison is made between the characteristics and the features 
in portion 1212, the person can be identified, and the method 
1600 proceeds YES to step 1620. If there is no comparison, 50 

the method 1600 may proceed NO to step 1624. In step 1620, 
the person may be identified by the vehicle control system 
204. Thus, the person's features and associated data record 
1240 may be determined and the user identified in portion 
1208. If the person is not identified, the vehicle control system 55 

204 can characterize the person in step 1624 by establishing 
a new record in data structure 1204 using the characteristics, 
received from the sensors 242, for the features in portion 
1212. 

of computer-executable instructions executed by a computer 
system and encoded or stored on a computer readable 
medium. Hereinafter, the method 1700 shall be explained 
with reference to the systems, components, modules, soft­
ware, data structures, user interfaces, etc. described in con­
junction with FIGS. 1-16. 

A vehicle control system 204 can receive sensor data from 
vehicle sensors 242. The vehicle sensor data can be used by 
the vehicle control system 204 to determine that a person is in 
a zone 512 or area 508, in step 1708. The vehicle sensor data 
may then be used to compare against feature characteristics 
1212 to identify a person, in step 1712. The vehicle control 
system 204 thereinafter may receive a gesture, in step 1716. 
The gesture may be perceived by vehicle sensors 242 or 
received in a gesture capture region. The gesture may be as 
described in conjunction with FIGS. llA-llK. Upon receiv-
ing the gesture, the vehicle control system 204 can compare 
the gesture to gesture characteristics in portion 1232, in step 
1720. The comparison may be made so that a statistically 
significant correlation between the sensor data or gesture data 
and the gesture characteristic 1232 is made. Upon identifying 
the gesture, the vehicle control system 204 can configure the 
vehicle 104 and/or react to the gesture, in step 1724. The 
configuration or reaction to the gesture may be as prescribed 
in the gesture characteristic 1232. 

An embodiment of a method 1800 for storing health data 
may be as shown in FIG. 18. A general order for the steps of 
the method 1800 is shown in FIG. 18. Generally, the method 
1800 starts with a start operation 1804 and ends with an end 
operation 1844. The method 1800 can include more or fewer 
steps or can arrange the order of the steps differently than 
those shown in FIG. 18. The method 1800 can be executed as 
a set of computer-executable instructions executed by a com­
puter system and encoded or stored on a computer readable 

Thereinafter, the vehicle control system 204 may deter­
mine if gestures are to be stored and associated with the user, 
in step 1628. The vehicle control system 204 may receive user 
input on a touch sensitive display or some other type of 
gesture capture region which acknowledges that the user 
wishes to store one or more gestures. Thus, the user may 
create their own gestures such as those described in conjunc­
tion with FIGS. llA-llK. These gestures may then be char-

60 medium. Hereinafter, the method 1800 shall be explained 
with reference to the systems, components, modules, soft­
ware, data structures, user interfaces, etc. described in con­
junction with FI GS. 1-17. 

Vehicle control system 204 can receive sensor data from 
65 sensors 242. The sensor data may be used to determine that a 

person is in a zone 512 or area 508, in step 1808. The sensor 
data may then be used to determine characteristics of the 
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person, in step 1812. From the characteristics, the vehicle 
control system 204 can determine if a person may be identi­
fied in data structure 1204, in step 1816. If it is determined 
that the person can be identified in step 1816, the method 
1800 proceeds YES to step 1820. If the person cannot be 
identified, the method 1800 proceeds NO to step 1824. A 
person may be identified by matching the characteristics of a 
person from the sensor data to the features shown in portion 
1212. If these comparisons are statistically significant, the 
person may be identified in portion 1208, in step 1820. How­
ever, if the person is not identified in portion 1208, the vehicle 
control system 204 can characterize the person using the 
vehicle sensor data, in step 1824. In this way, the vehicle 
control system 204 can create a new record for a new user in 
data structure 1204. 

76 
If the vehicle control system 204 determines that measured 

health parameter does deviate from the norm, the vehicle 
control system 204 can determine whether the health data is 
within acceptable limits, in step 1916. If the health data is 

5 within acceptable limits, the method 1900 proceeds YES back 
to receiving new health data, in step 1908. In this way, the 
health data is periodically or continually monitored to ensure 
that the driver is in a healthy state and able to operate the 
vehicle. If the health data is not within acceptable parameters, 

10 the method 1900 may proceed NO to step 1924 where the 
vehicle control system 204 may react to the change in the 
health data. The reaction may include any measure to provide 
for the safety of the user, such as stopping the vehicle, begin­
ning to drive the vehicle, driving the vehicle to a new location, 

15 such as a hospital, waking the driver with an alarm or other 
noise, or performing some other function that may help main­
tain the health or safety of the user. Thereinafter, the vehicle control system 204 may receive 

health and/or safety data from the vehicle sensors 242, in step 
1828. The vehicle control system 204 can determine if the 
health or safety data is to be stored, in step 1832. The deter­
mination is made as to whether or not there is sufficient health 
data or safety parameters, in portion 1228 and 1236, to pro­
vide a reasonable baseline data pattern for the user 1240. If 
there is data to be received and stored, the vehicle control 
system 204 can store the data for the person in portions 1228 25 

and 1236 of the data structure 1204, in step 1832. 

The health data received may be a reaction from the driver. 
For example, the driver may call for help or ask the vehicle for 

20 assistance. For example, the driver or passenger may say that 
they are having a medical emergency and ask the car to 
perform some function to help. The function to help may 
include driving the person to a hospital or stopping the car and 
calling for emergency assistance. 

Vehicle Network Security 
Vehicle network security is a major obstacle to be over­

come in making vehicles Internet capable. Firewall 484 can 
provide security but, due to the seriousness of the conse­
quences to public safety of a security breach, additional secu-

The vehicle control system 204 may then wait a period of 
time, in step 1836. The period of time may be any amount of 
time from seconds to minutes to days. Thereinafter, the 
vehicle control system 204 can receive new data from vehicle 
sensors 242, in step 1828. Thus, the vehicle control system 
204 can receive data periodically and update or continue to 
refine the health data and safety parameters in data structure 
1204. Thereinafter, the vehicle control system 204 may 
optionally store the health and safety data in cloud storage 
232 by sending it through the communication network 224 to 
the server 228, in step 1840. 

An embodiment of a method 1900 for monitoring the 
health of a user may be as shown in FIG. 19. A general order 
for the steps of the method 1900 is shown in FIG. 19. Gener­
ally, the method 1900 starts with a start operation 1904 and 
ends with an end operation 1928. The method 1900 can 
include more or fewer steps or can arrange the order of the 
steps differently than those shown in FIG. 19. The method 
1900 can be executed as a set of computer-executable instruc­
tions executed by a computer system and encoded or stored 
on a computer readable medium. Hereinafter, the method 
1900 shall be explained with reference to the systems, com­
ponents, modules, software, data structures, user interfaces, 
etc. described in conjunction with FIGS. 1-18. 

The vehicle control system 204 can receive health data 
from sensors 242. The health data may be received in step 
1908. The vehicle control system 204 may then compare the 
received health data to stored health parameters in portion 
1228 or portion 1236, in step 1912. The comparison may 
check if there is statistically significant separation or dis­
agreement between the received health data and the stored 
health data. Thus, the vehicle control system 204 can make a 
health comparison of the user based on a baseline of health 
data previously stored. A statistically significant comparison 
may include determining if there are any parameters more 
than three standard deviations from the average or norm, any 
parameter that is increasing or decreasing over a period of 
eight different measurements, a measurement that is more 
than two standard deviations from the norm more than three 
measurements consecutively, or other types of statistical 
comparisons. 

30 rity measures are desirable. 
Network security can use a common computer to run 

simultaneously first and second operating systems, respec­
tively, for critical and non-critical tasks, functions, and opera­
tions of each processing module of the vehicle control system 

35 204, whereby, in the event of a security breach event, the 
second operating system is disabled or its execution discon­
tinued. 

Other vehicle network security algorithms will be dis­
cussed with reference to FIGS. 23-25. An effective approach 

40 to protecting the critical tasks, functions, and operations from 
attack is to have one computer that handles vehicle tasks, 
functions, and operations and a different computer that 
handles infotainment tasks, functions, and operations. The 
first and second computers (and the distributed processing 

45 networks of which each of the first and second computers are 
a part) are disconnected from one another and unable to 
communicate with one another either wirelessly or non-wire­
lessly (e.g., by a signal transmission line such as a bus). The 
first computer (and/or any component in the distributed pro-

50 cessing component of which it is a part) is not discoverable by 
the vehicle wireless network access points 456 and/or the 
second computer and does not appear on any network topol­
ogy ( or management information base or MIB) stored in the 
second computer. The converse may or may not be true with 

55 respect to the second computer being discoverable by the first 
computer; that is, a network topology ( or MIB) of a compo­
nent in the network controlled by the first computer, including 
the first computer itself, may describe or include information 
regarding one or more components of the network controlled 

60 by the second computer or the second computer itself. Stated 
another way, the infotainment network ( or the distributed 
processing network containing any component (such as one 
or more of the IP router 420, IP module 1048, communica­
tions module 1052, device discovery daemon 1020, media 

65 controller 492, media processor 808, access point 456, match 
engine 812, video controller 840, audio controller 844, 
speech synthesis module 820, network transceiver 824, signal 
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processing module 828, device interaction module 818, and 
combo controller 460) participating in, providing, or han­
dling infotainment content) can be prohibited from commu­
nicating with a vehicle non-infotainment control network 
containing any component participating in, providing, or han- 5 

dling signaling for controlling non-infotainment vehicle con-

78 
work transceiver 824, signal processing module 828, device 
interaction module 818, desktop manager 1012, windows 
manager 1032, application manager 1036, panel launcher 
1040, desktop plugin 1024, and combo controller 460. 

Another approach is depicted in FIG. 23, which shows a 
common computer 2300 having a microprocessor 2320 
executing first and second virtual machines 23 08 and 2312. In 
common memory 2304, each of the first and second virtual 
machines is an isolated software container with its own oper-

trol tasks, functions, or operations, such as critical tasks, 
functions or operations ( such as one or more of the vehicle 
control module 826, location module 896, automobile con­
troller 8104, vehicle systems transceiver 8108, traffic control­
ler 8112, network traffic transceiver 8116, and environmental 
control module 830). The first computer can have no con­
tactable address (such as a local IP address or global unicast 
address) on any wireless or non-wireless network, including 
the infotainment network, and is not addressable, con­
tactable, or otherwise able to communicate with the second 
computer, a component in the network controlled by the 
second computer, or any portable computational device ( such 

10 ating system 1004 and executing one or more applications. 
By way of example and with reference to the first and second 
computers discussed above, the first virtual machine can 
simulate the first computer while the second virtual machine 
can simulate the second computer. Applications stored in 

as the device or user interface 212, 248, user interface (s)/ 
input interface(s) 324 and/or I/O module 312). 

15 each virtual machine would be those applications responsible 
for critical tasks, functions, and operations in the first virtual 
machine 2308 and non-critical tasks, functions, and opera­
tions in the second virtual machine 2312. Alternatively, the 
applications stored in the first virtual machine 2308 can be 

20 those controlling vehicle tasks, functions, and operations 
while those stored in the second virtual machine 2312 can be Critical tasks, functions or operations can include one or 

more of ( depending on the particular vehicle) monitoring, 
controlling, and/or operating the ECU, TCU, door settings, 
window settings, and/or blind spot monitor, monitoring, con­
trolling, and/or operating the safety equipment ( e.g., airbag 25 

deployment control unit, collision sensor, nearby object sens-
ing system, seat belt control unit, sensors for setting the seat 
belt, etc.), monitoring and/or controlling certain critical sen­
sors such as the power source controller and energy output 
sensor, engine temperature, oil pressure sensing, hydraulic 30 

pressure sensors, sensors for headlight and other lights ( e.g., 
emergency light, brake light, parking light, fog light, interior 
or passenger compartment light, and/or tail light state ( on or 
off)), vehicle control system sensors, and/or steering/torque 
sensor, controlling the operation of the engine ( e.g., ignition), 35 

head light control unit, power steering, display panel, switch 
state control unit, power control unit, and/or brake control 
unit, and/or issuing alerts to a user and/or remote monitoring 
entity of potential problems with a vehicle operation. 

Less critical tasks, functions or operations to vehicle opera- 40 

tion (which are unrelated to infotainment) can, depending on 
the application, further include one or more of ( depending on 
the particular vehicle) monitoring, controlling, and/or oper­
ating a wireless network sensor ( e.g., Wi-Fi and/or Bluetooth 
sensor), cellular data sensor, emissions control, seating sys- 45 

tern controller and sensor, monitoring certain non-critical 
sensors such as ambient (outdoor) weather readings (e.g., 
temperature, precipitation, wind speed, and the like), odom­
eter reading sensor, trip mileage reading sensor, road condi­
tion sensors (e.g., wet, icy, etc.), radar transmitter/receiver 50 

output, brake wear sensor, oxygen sensor, ambient lighting 
sensor, vision system sensor, ranging sensor, parking sensor, 
heating, venting, and air conditioning (HVAC) system and 
sensor, water sensor, air-fuel ratio meter, hall effect sensor, 
microphone, radio frequency (RF) sensor, and/or infrared 55 

(IR) sensor. 
Infotainment tasks, functions, or operations can include 

one or more of monitoring, controlling, and/or operating a 
wireless network sensor (e.g., Wi-Fi and/or Bluetooth sen­
sor), cellular data sensor, emissions control, entertainment 60 

system, receiving, processing, and/or providing media and/or 
multimedia content. Infotainment tasks, functions, or opera­
tions are typically performed by one or more of the IP router 
420, IP module 1048, communications module 1052, device 
discovery daemon 1020, media controller 492, media proces- 65 

sor 808, access point 456, match engine 812, video controller 
840, audio controller 844, speech synthesis module 820, net-

those controlling infotainment tasks, functions, and opera­
tions. For example, the first virtual machine 2308 can include 
one or more of vehicle control module 826, location module 
896, automobile controller 8104, vehicle systems transceiver 
8108, traffic controller 8112, network traffic transceiver 
8116, and environmental control module 830 while the sec­
ond virtual machine 2312 can include one or more of the IP 
module 1048, communications module 1052, device discov­
ery daemon 1020, media controller 492, media processor 808, 
access point 456, match engine 812, video controller 840, 
audio controller 844, speech synthesis module 820, network 
transceiver 824, signal processing module 828, device inter­
action module 818, and combo controller 460. Because each 
of the first and second virtual machines is completely separate 
and independent, multiple virtual machines can run simulta­
neously on a common computer. A hypervisor module 2316 
decouples the first and second virtual machines 2308 and 
2312 from the host and dynamically allocates computing 
resources to each of the first and second virtual machine as 
needed. Computing resources includes, for example, inter­
rupt requests, input/output memory locations, direct memory 
access, memory capacity allocated for each operating system, 
scheduling of central processing units, and the like. 

Yet another approach is shown in FIG. 24. As illustrated in 
FIG. 24, a common computer 2400 includes first and second 
operating systems 1004a and 1004b stored in common 
memory 2412. Each of the first and second operating systems 
1004a and 1004b executing by the microprocessor 2320, can 
have one or more of a libraries layer 2408, application frame­
work layer 2416, and application layer 2420. Applications are 
executed in application layer supported by application frame­
work layer of the respective operating system. For example in 
the case of infotainment, the application framework layer 
may include a window manager, activity manager, package 
manager, resource manager, telephony manager, gesture con­
troller, and/or other managers and services. Each operating 
system can rely on a common kernel 1028 for process isola­
tion, memory management, and threading support. Libraries 
layer includes user libraries that implement common func­
tions with input/output and string manipulation, graphics 
libraries, database libraries, communication libraries, and/or 
other libraries. 

By way of example and with reference to the prior para­
graph, the first operating system and environment can simu­
late the first computer while the second operating system and 
environment can simulate the second computer. Applications 
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executing in each operating system and environment would 
80 

base access times, available memory, central processing unit 
("CPU") usage, memory usage, and the like. 

In decision diamond 2508, the computer control module 
determines whether or not the collected metrics indicate a 
normal or abnormal operating state of the computer and/or of 
the first or second operating system and/or associated there­
with. A normal operating state is deemed to occur when the 
collected metrics are within normal operational ranges. An 
abnormal operating state is deemed to occur when one or 
more of the collected metrics are outside of normal opera­
tional ranges. The ranges are predetermined or preconfigured 
by the manufacturer. Where some metrics are normal and 
others abnormal, the metrics may be ranked or scored, with 
the cumulative score being the basis for the normal or abnor­
mal operating state determination. 

In one application, the computer control module acts dif­
ferently depending on whether the abnormality impacts the 
first or second operating system. When the first operating 
system responsible for critical vehicle functions, tasks, or 

be those applications responsible for critical and non-critical 
tasks, functions, and operations. More specifically, the appli­
cations stored in the application framework layer of the first 
operating system 1004a can be those controlling vehicle 5 

tasks, functions, and operations while those stored in the 
second operating system 1004b can be those controlling info­
tainment tasks, functions, and operations. For example, the 
first operating system 1004a can include one or more of 
vehicle control module 826, location module 896, automobile 10 

controller 8104, vehicle systems transceiver 8108, traffic con­
troller 8112, network traffic transceiver 8116, and environ­
mental control module 830 while the second operating sys­
tem 1004b can include one or more of the IP module 1048, 
communications module 1052, device discovery daemon 15 

1020, media controller 492, media processor 808, access 
point 456, match engine 812, video controller 840, audio 
controller 844, speech synthesis module 820, network trans­
ceiver 824, signal processing module 828, device interaction 
module 818, and combo controller 460. 

The first operating system 1004a can run in a separate 
execution environment from the second operating system 
1004b. For example, one operating system (typically the first 
operating system 1004a) can run in a root execution environ­
ment while the other operating system (typically the first 25 

operating system 1004b) runs in a secondary execution envi­
ronment established under the root execution environment. 
Processes and applications running on the second operating 
system, for instance, can access user libraries, manager(s), 
and service(s) in the secondary execution environment. Gen- 30 

erally applications for one operating system do not run on the 
other operating system. 

20 operations is behaving abnormally, the driver can be warned 
of the potential problem and asked to terminate operation of 
the vehicle. Execution of certain critical vehicle tasks, func­
tions or operations can be discontinued in favor of manual 

The kernel 1028 is shared such that the first and second 
operating systems run concurrently and independently on the 
shared kernel 1028. Specifically, both operating systems 35 

1004a,b interface to the shared kernel 1028 through the same 
kernel interface, such as by making system calls to the shared 
kernel 1028. The shared kernel 1028 manages task schedul-

control of the vehicle tasks, functions, or operations. Execu­
tion of certain critical vehicle tasks, functions, or operations 
can be discontinued while other more critical tasks, functions, 
or operations continue to be executed. For example, steering, 
brakes, headlights, wipers, and vehicle acceleration can con­
tinue to be executed while environmental or climate control 
operations are discontinued. When the second operating sys­
tem responsible for infotainment functions, tasks, or opera­
tions behaves abnormally, the driver can be warned of the 
potential problem and execution of the second operating sys­
tem terminated automatically. 

The determination as to whether the first or second oper-
ating system is behaving abnormally can be different. The 
first operating system can require more metrics to be abnor­
mal than the second operating system or vice versa. Because 
the second operating system is more likely to be subject to an ing for processes of both operating systems and resource 

management, such as CPU scheduling, memory access and 
input/output. 

Other techniques exist for running multiple operating sys­
tems, including dual-boot, multiple operating systems loaded 
on a computing device one-at-a-time, hosted virtual 
machines, and operating system level virtualization. 

40 attack from the Internet or a portable device, a lesser deviation 
from normal operational ranges can be considered to be 
abnormal operation of the second operating system compared 
to the deviation required for the first operating system to be 
considered to be operating abnormally. Stated another way, a 

FIG. 25 depicts an operation of the hypervisor module 
2316 or common kernel 1028 ( collectively "computer control 
module"). 

45 lower threshold is required to find abnormal operation of the 
second operating system when compared to the first operating 
system. 

In step 2500, the computer control module detects a stimu­
When the operating state is abnormal, the computer control 

module, in step 2512, shuts down or disables the second 
50 virtual machine, operating system, or computer so that the 

first virtual machine, operating system, or computer contin­
ues to perform critical and/or automotive tasks, functions or 
operations while shutting down, terminating, or discontinu-

lus, such as a potential security breach, attack, or other intru­
sion or attempted intrusion notification, a clock signal, an 
interrupt and the like. Examples of breaches, attacks, and 
other intrusions include denial-of-service attacks, spoofing, 
man in the middle, ARP spoofing, smurf attack, buffer over­
flow, heap overflow, format string attack, SQL injection, and 55 

cyber attack. 

ing execution of infotainment tasks, functions, or operations. 
When the operating state of a network in communication 

with the computer control module is abnormal as determined 
by comparison of a network metric with one or more thresh­
old values, the second, but not the first, operating system can 
be shut down, particularly when the second operating system 

In step 2504, the computer control module collects metrics 
regarding operations of the first and/or second operating sys­
tem (e.g., of first or second virtual machine) and/or of the 
computer or associated therewith (e.g., of the network con­
trolled by the first or second operating system). Metrics 
include network metrics, computational device metrics, and 

60 (but not the first operating system) is controlling and/or 
receiving input from the network. 

the like. Examples of network metrics include measuring link 
utilization, number of hops, speed of the path, packet loss, 
latency, path reliability, path bandwidth, network overhead, 65 

maximum transmission unit or MTU, throughput and the like 
and of computer metrics include load, transaction times, data-

After step 2512 or when the operating state is normal, the 
computer control module, in step 2516, records the metrics 
and findings and returns to step 2500. 

The above discussion can be applied to a vehicle having 
separate computers running the first and second operating 
systems, respectively. In other words, the computer controller 
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would monitor the operations of each of the first and second 
computers and a corresponding network providing input to 
each and perform the steps of FIG. 25 with respect to each of 

82 
either a three-dimensional form, as in games or virtual 
worlds, or a two-dimensional form as an icon in Internet 
forums and other online communities. It can have not only a 
visual image but also distinct voice, marmerisms, and/or other the first and second operating systems in each of the first and 

second computers and their respective networks. 
Critical tasks, functions, and operations can be performed 

5 behavior. It is commonly an object selected and/ or configured 
by the user. Avatars can be used as virtual embodiments of 
embodied agents, which are driven more or less by artificial 
intelligence rather than real people. 

by an application executing in the first operating system and 
less critical tasks, functions, and operations (and infotain­
ment tasks, functions, and operations) can be performed by an 
application executing in the second operating system. For 10 

instance, vehicle controls (e.g., steering, braking, indicating, 
etc.) can be considered mission critical and performed in the 
first operating system environment, whereas environmental 
controls and radio stations and entertainment presentations 
can be considered as non-critical and performed in the second 15 

operating system environment. Among other things, the criti-
cal tasks, functions, and operations can be performed not only 
by the first operating system but also alternatively by a redun­
dant operating system. The redundant operating system may 
be configured to run in tandem with the first operating system 20 

performing critical tasks, functions, and operations and 
replace, or receive a "hot" handoff from, the first operating 
system in the event of a failure or malfunction of the first 
operating system or an application executing in the first oper­
ating system. In a "hot" handoff, the redundant operating 25 

system may replace the mission critical operating system 
without interruption of operation. Additionally or alterna­
tively, the first operating system may utilize one or more of 
error checking communication protocols, secure communi­
cation standards, encrypted communications, high speed 30 

communications protocols, and the like. 
The Vehicle as an Artificially Intelligent Assistant 
The vehicle control system 204 can act as an artificially 

intelligent assistant that, based on an awareness of a selected 
vehicle occupant's persona ( e.g., his or her physical, psycho- 35 

logical, mental and other characteristics, needs, desires, 
behavior, personality, goals, habits, biometric information, 
likes or interests, dislikes, preferences, and the like) and/or 
the persona of family and friends of the selected vehicle 
occupant, proactively (without a preceding request of the 40 

selected vehicle occupant) provides feedback, suggestions, 
reminders, recommendations, and/or other types of assis­
tance to the selected vehicle occupant. For example, the 
vehicle control system 204 can characterize, define, and/or 
analyze a person's persona based on profile data 252 of the 45 

person, device data 220 associated with the person, stored 
data 232, system data 208, and information related to the 
person as collected by vehicle interior and exterior sensors. In 
other words, a vehicle occupant's persona can include the 
information in one or more of the profile data 252 of the 50 

person, device data 220 associated with the person, stored 
data 232, system data 208, and information related to the 
person as collected by vehicle interior and exterior sensors. 
Based on the persona of selected persona and vehicle-related 
information ( such as vehicle context, state, external surround- 55 

ings, location, past, current, and/or intended path of travel, 
waypoints, and destination of the vehicle) can proactively 
provide suggestions, reminders, recommendations and/or 
other types of assistance to the selected vehicle occupant. 

The persona can include a user selected and/or configured 60 

avatar, which is provided to the user via any graphical user 
interface by which the vehicle control system provides sug­
gestions, reminders, recommendations and/or other types of 
assistance to the selected user as a vehicle occupant. As will 
be appreciated, an "avatar" is the graphical and/or voice rep- 65 

resentation of an object that can be the user or the user's alter 
ego or character or of a person selected by the user. It may take 

Each occupant of a vehicle can have a differently config­
ured and/or appearing avatar at his or her display interacting 
with him or her. As set forth below, the avatar may accompany 
the user from vehicle-to-vehicle as part of the user's persona, 
which can be shared from vehicle to vehicle. 

For example, the vehicle control system, based on an 
awareness of a selected person's persona and the vehicle­
related information, can note vehicle related alarms, bring to 
a selected person's attention instant messages, emails, voice 
mails from, missed phone calls from, current activities of 
and/or locations of friends, and points of interest near the 
vehicle or its path of travel. 

In a further illustration, the vehicle control system notes 
that a vehicle driver's anniversary is next week, that the 
driver's spouse has pinned a bracelet that she likes, that the 
bracelet is on sale at a specific store, and that the driver has an 
appointment near the store and, in response, alerts the driver 
to the sale and spousal interest in the bracelet and asks the 
driver, via any one of the user interfaces 212, 248, input/ 
output module 312, and user interface/input interfaces 324, 
whether the vehicle control system can (i) add a stop to the 
driver's calendar and/or waypoint for the store to the driver's 
path of travel and/or (ii) make the purchase of the bracelet 
online for the driver. 

In yet a further illustration, the vehicle control system notes 
that a vehicle warning has been triggered, such as an actual or 
potential engine or other vehicle malfunction (e.g., low bat­
tery charge voltage, low oil pressure, high engine pressure, 
low fuel level, low tire pressure, air bag initiator malfunction, 
etc.), identifies vehicle service facilities in proximity to the 
current vehicle position or path of travel that is capable of 
repairing or addressing the source of the warning ( e.g., a 
service garage, fuel station, dealership, etc.), contacts the 
facility to provide details on the malfunction to determine 
service cost, determine possible appointment times, notifies 
the driver of the possible appointment times, service cost, and 
corresponding facility location, and, at the option of the 
driver, schedules an appointment at the facility and adds a 
stop to the driver's calendar and/ or waypoint for the facility to 
the driver's path of travel. 

In yet a further illustration, the vehicle control system notes 
that a friend or family member of a vehicle occupant is in 
spatial proximity to the current vehicle position or path of 
travel, notifies the vehicle occupant of the identity and current 
location of the friend or family member, and, at the option of 
the occupant, contacts the friend or family member to notify 
them of the vehicle occupant's current position and arrange a 
meeting at a specified location nearby the current vehicle 
location or path of travel and adds a stop to the driver's 
calendar and/or waypoint for the meeting location to the 
driver's path of travel. This is particularly useful where the 
friend of family member is mobile too, such as in a vehicle or 
on a bike. 

In yet a further illustration, the vehicle control system notes 
that the vehicle is on a long distance trip (based on the driver's 
or other occupant's electronic calendar and/or current loca­
tion relative to the driver's or other occupant's home loca­
tion), identifies hotels or motels in proximity to the current 
vehicle position or path of travel, contacts the hotel or motel 



US 9,020,697 B2 
83 84 

to determine possible room types ( e.g., one or two beds, bed 
size, etc.), cost, and availabilities, notifies the driver of the 
accommodations available and cost, and, at the option of the 
driver, books an accommodation at a selected hotel or motel 
and adds a stop to the driver's calendar and/or waypoint for 5 

the hotel or motel to the driver's path of travel. 

ated with that particular Starbucks™was fully occupied, may 
cause the vehicle to alter the route ( or suggest an alternate 
route) to go to another Starbucks™ location based on the 
traffic and/or lack of parking. 

In a further illustration, the vehicle control system may use 
image sensors to translate signs ( e.g., road signs, store signs, 
advertisements, billboards, etc.). The translation process may 
be provided via the processing power of the mobile device, 
via processing on the cloud, combinations thereof, etc., and 

In yet a further illustration, the vehicle control system notes 
that the vehicle is on a long distance trip, identifies a point or 
location of interest based on a persona of a vehicle occupant 
in proximity to the current vehicle position or path of travel, 
collects and provides information about the point or location 
of interest to the vehicle occupant, optionally contacts the 
point or location of interest to determine business hours and 
costs to visit the point or location of interest, notifies the 
occupant of the business hours and cost, and, at the option of 
the driver, books an accommodation at the point or location of 
interest and adds a stop to the occupant's calendar and/or 
waypoint for the point or location of interest to the driver's 
path of travel. The point or location of interest can be a 
historical landmark, museum, library, church, store, restau­
rant, coffee shop, mall, healthcare facility, and the like. 

In yet a further illustration, the vehicle control system 
notes, from the electronic calendar of the driver and/or his­
toric driver behavior, that the destination of the vehicle is a 
meeting, place of employment, or other point of interest and 
the location thereof, determines that the path of travel of the 
vehicle will not arrive at the destination timely such as due to 
traffic, road construction, or other delays, determines a dif­
ferent route that will arrive timely at the destination, proposes 
the alternate route to the driver, and, at the driver's option, 
changes the on board navigation to redirect the driver along 
the alternate route. The vehicle control system can also send 
a message, such as an email or instant message, to one or more 
meeting participants or his or her place of employment to let 
them know that he or she will or may be late. 

In a further illustration, an interior or exterior vehicle sen­
sor 340 senses a condition or activity, such as of a vehicle 
passenger ( e.g., a child passenger unbuckling a seat belt, 
children fighting in the back seat, an in appropriate gesture of 

10 provide the translated signage message to the occupant. 
In a further illustration, the vehicle control system may 

present a translated availability and/or assistance to guide a 
user in finding products traditionally purchased on trips. This 
guidance may be based upon the past behavior associated 

15 with the user persona. For instance, when a user travels to a 
new place the user may always (or mostly) shop for tooth­
paste, water, and ibuprofen. As can be appreciated, some 
foreign countries may not offer all of the products at a single 
store, like North American supermarkets. Continuing this 

20 example, the vehicle may provide a translation for the pur­
chasing behavior by at least providing one or more shopping 
outlets where a user can procure toothpaste, water, and ibu­
profen. In this example, the vehicle control system may state 
in the user's own language "You can find toothpaste and 

25 ibuprofen at the Apotheke on Dipplestrasse in downtown 
Munich. For water you may wish to visit the Marktkauf on 
Maybach Gaenge two blocks south of Dipplestrasse." 

In a further illustration, the user may query for translation 
and visual assistance, such as "What does Aspirin look like in 

30 Germany". In response, the system may provide a picture or 
image and a translation text, voice, etc. via the mobile device 
and/or the vehicle. 

In a further illustration, the vehicle control system and/or 
the mobile device, based on vehicle location and/or path of 

35 travel, may present travel and tourism options based on popu­
lar sites and/or destinations and, if selected, add the selected 
option as a waypoint or destination. For instance, the vehicle 
control system may provide the popular sites and/or destina-

a vehicle occupant, and the like) and notifies a selected 40 

vehicle occupant, such as the driver of the condition or activ-

tions with a message, such as "75% of travelers visit the 
following destinations." The vehicle control system may 
develop a "perfect itinerary" based on the destinations desired 

ity. 
In a further illustration, a vehicle control system based on 

information received from a sensor, such as a camera sensor 
760, can identify and/or distinguish an occupant's actions, 45 

clothing, held objects or objects in the possession of the user, 
and the like and perform an action. For instance, the vehicle 
control system can direct the occupant to a current sale of an 
identified object worn by or in the possession of the occupant 
that is in spatial proximity to the current vehicle location. 50 

Information regarding objects associated with the user can 
also be identified by radio frequency identification readers 
and tags, barcode readers, quick response code readers and 

and the timeframe. In some cases the itinerary may be based 
on desired locations and/or locations to be avoided. For 
instance a user may not wish to visit an industrial neighbor­
hood, and as such the itinerary may provide routes that avoid 
industrialization. 

In a further illustration, the vehicle control system can use 
a vehicle location-based trigger to activate and/or deactivate 
features and/or settings at a waypoint or destination, such as 
a home, a garage, and the like. For instance, the user may be 
returning home from work (this determination may be pre-
dicted based on prior trips made at the same or similar time of 
day by the same user), at a certain distance from the home, the 
vehicle may send a signal to a home automation system to set the like. 

In a further illustration, the vehicle control system deter­
mines that the occupant is driving the vehicle to a specific 
store and provides an alternate store site based on a busyness 
of one or more store locations. Parking information ( e.g., how 
many spaces are occupied or free based on parking sensors, 
metered parking information, etc.) may be used to help deter­
mine an optimal store or destination location. A user, for 
instance, may be driving down a street and pull into a Star­
bucks™ parking lot at where the user and five other vehicles 
cannot find a parking spot. In this case, the user may spend 
five minutes waiting for the five other vehicles to clear the lot 
so the user can travel to another location. However, the 
vehicle control system, knowing that the parking lot associ-

55 appropriate levels of lighting, thermostat, and/or initiate/de­
activate other devices and/or open a garage door or entrance 
gate. A user may be traveling home from work and the vehicle 
control system may send a message, such as a text message, 
phone call, email, etc. to a third party to indicate the user is 

60 coming home. In some cases, the message may be identified 
as being sent from the vehicle ( e.g., a vehicle icon with the 
message). The third party may respond to the message, which 
is then relayed, visually and or audibly, to the user via the 
components of the vehicle (e.g., dashboard, head unit, speak-

65 ers, combinations thereof, etc.). By way of example, a third 
party may state "Please pick up some eggs and fabric softener 
before you come home, thanks." 



US 9,020,697 B2 
85 

In a further illustration, the vehicle control system can 
learn which routes one or more users travels at any given time 
period (hours, days, weeks, months, etc.). This information 
may be used to adjust routes based on traffic, weather, mood, 

86 
On his way back to the office, the vehicle control system notes 
that the user's heart rate is too low, notifies the user, and, upon 
the user's confirmation, adjusts the oxygen levels in the 
vehicle, seat and lumbar settings, and temperature levels to 

5 inhibit drowsiness. etc. For instance, a user may plan to travel ( or is traveling) to 
work on a Monday morning where heavy traffic is detected 
ahead in the user's "usual" Monday morning route. Upon 
detecting the traffic along the usual route, the vehicle may 
present the user with alternate route selections, or automati­
cally adjust a route presented to the user. Routes may be 10 

altered by the vehicle control system based on past purchases, 
patterns, preferences and the like associated with a user pro­
file. For instance, if a user visits McDonalds every morning 
for a cup of coffee and an egg Mc Muffin, the route guidance 
may alter the route of the individual to pass along several 15 

McDonalds. The route alteration may be terminated once the 
user stops to purchase products at the McDonalds. As can be 
appreciated, businesses may pay for route alteration and sug­
gestion as a form of advertising. 

In a further illustration, the vehicle control system centers 20 

around interactions and learns from user preferences. For 
instance, the vehicle control system learns that the user tends 

In a further illustration, a user and his child enter the 
vehicle while the child is watching progranmiing (such as a 
movie on Netflix™) on a tablet computer. The vehicle control 
system recognizes the user, determines his role in the car or 
seating position (driver), and applies the user's personal set­
tings. The user's phone is automatically paired with the mul­
timedia controller via the local or on board wireless access 
point. The vehicle control system determines that the child is 
in the back seat and recognizes his identity. The vehicle 
control system asks the user if the programming is to be 
continued to be provided to the child on the child's rear seat 
display subsystem. After dropping the child off at school, the 
vehicle control system determines, based on the user's elec­
tronic calendar, that the user is behind schedule for a next 
appointment due to an accident on the current path of travel, 
recommends an alternate path of travel and sends a message 
to the meeting participants that the user will be late and 
providing an estimated arrival time and reason for the late 
arrival. The message may be automatically generated or dic­
tated by the user via the vehicle infotainment system. After 
work is over, the user drives home during a baseball game. 
The persona of the user informs the vehicle control system 
that the user is a baseball fan and recommends to the user that 

to like it warmer in the morning than in the afternoon, and 
adjust temperature settings in the vehicle accordingly. Fur­
ther, since there are cameras and facial recognition, it can 25 

know my preferences and put them in, no matter what seat the 
user is in. IN another instance, the user has been surfing the 
Internet looking for new bikes, and the vehicle control system 
informs the user that there is a bike shop around the corner and 
adds the bike shop as a waypoint or destination. 

he tune into the game on radio. At the user's request, the 
30 infotainment system tunes automatically into the game 

broadcast on the radio. In a further illustration, the vehicle control system synchro­
nizes with an electronic calendar of the user to create (i) 
smarter alarms and (ii) updates. Smart alarms mean that 
instead of a standard 15 minute warning before a meeting, if 
it is an offsite meeting with an address entered, the system can 35 

determine how much time it will take based upon traffic, 
previous driving habits, the amount of time it generally takes 
to exit the office and get to the car, etc., and change the 
warning accordingly. The updates can be triggered based 
upon the time of arrival determination from the GPS or as 40 

calculated above and send SMS notices to other attendees or 
prompt to call the meeting leader. Similarly, if the car deter­
mines the user is stopping into Starbucks, it could remotely 
ask the other meeting attendees if they want anything. 

In a further illustration, The vehicle control system knows 45 

a child's curfew and also the distance from home. Given that 

The occupant persona is not limited to information 
obtained and stored directly by the vehicle. It can include 
information obtained by the vehicle from other sources, such 
as from a server 228 over a communication network 228 such 
as the Internet and IP router 420. An example would be from 
a social network profile or page of a selected vehicle occu­
pant, a web or home page of the selected vehicle occupant, a 
telecommunications presence server associated with the 
selected vehicle occupant, and the like. Another example 
would be from another vehicle driven or occupied by the 
selected vehicle occupant. Another example would be from a 
home computer network of the selected vehicle occupant. In 
the latter examples, the information can be obtained not only 
via the Internet but also directly via synchronization when the 
vehicles are parked in a common garage of the occupant's 
home even when the ignition of the vehicle( s) is/are turned off 
Another example would be from a portable communication or 
computational device of an occupant, such as from a device or 

information, it could inform the child driver that he or she 
must leave to make it home in time to avoid a curfew viola­
tion. Further, since it knows the occupants, it could poten­
tially include time to deliver them home too. 

In a further illustration, the user is training for a marathon. 
He has a wearable device attached to his clothing that uses his 
biometric data ( e.g., heart rate, body temperature, energy 
levels, sleeping habits, etc.) throughout the day. It also has a 
GPS that tracks location and terrain and an MP3 player. On 

50 user interface 212,248. As noted, a transceiver of the vehicle 
can provide a mobile hot spot functionality not only to any 
user device(s) therein but also to a computer of another 
vehicle located in proximity to the selected vehicle. Synchro­
nization with another vehicle's computer or with a home 

his way to work, the wearable device has synchronized with 
55 computer can be done, for example, by the http server capa­

bilities of the vehicles. 
the vehicle control system. The user verbally checks off his 
breakfast from his marathon widget on the home page dis­
played on the on board console and confirms his goals to be 
realized that day as well as his calendar appointments. On his 60 

way to a meeting later that day, the vehicle control system 
notes that it is near lunch time, reviews the restaurants in 
spatial proximity to the vehicle, determines which restaurants 
have menu items consistent with the user's dietary goals that 
day, and recommends a nearby restaurant. The user accepts 65 

the recommendation, and the vehicle control system books an 
advanced reservation and adds the restaurant as a waypoint. 

The persona can be stored as part of a template locally, 
remotely, or combinations thereof. The persona can be stored 
in the cloud, on a personal communication device (such as a 
phone or tablet computer), in a memory of the vehicle, on a 
local storage memory, key fob, and the like. It may be 
encrypted and accessed and/or modified by the user via 
authorization through a verification system, which may rely 
on credentials and/or biometric information. The template 
may be universally applied by all vehicle manufacturers to 
enable the persona to be portable among vehicles so that the 
intelligent capability of the vehicle appears to follow the 
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associated user from vehicle to vehicle even when manufac­
tured by different companies. The template can even follow 
the user from seat position to seat position within a vehicle, 
automatically populating vehicle settings, such as seat and 
console settings and features associated with a new seating 
position, when the user is identified as having moved to the 
new seat. 

A console may not support multimedia entertainment, par­
ticularly video. Multimedia content is typically displayed on 
remote display subsystems dedicated to a specific seating 
position. 

By way of illustration, user personas may be presented ( or 
uploaded) to a vehicle in advance of a user reaching a vehicle 
(rental cars, etc.). For example, Hertz® car rental agency can 
maintain a persona for each customer and upload the persona 
onto the car rented to the customer at the time the leasing is 
consummated. While the user is walking from the rental desk 
to the car, the car is automatically adjusting all of the vehicle 
settings as set forth in the user persona. In this way, the user 
need not manually select any settings when he or she begins 
driving the car. 

By way of further illustration, as part of a travel package, a 
rental car system may determine where a user is staying ( e.g., 
hotel, motel, building, etc.), a mobile device number associ­
ated with the user, and the like. The system may send a text 
message, email, phone call, or other signal to the mobile 
device number to request access to the user's persona tem­
plate. The template can be incorporated with the vehicle and 
settings associated with the vehicle may be updated prior to 
the user reaching the vehicle. Using this method, administra­
tive assistants can reserve a vehicle on behalf of another 
individual and link the user template to the reservation based 
on the user's mobile device phone number. The mobile device 
can act as the key. For instance, a phone number may be 
embedded in the private key of the mobile device. The public 
key may be presented to the rental car. In some cases a 
combination of phone number and device ID ( e.g., EIN, MAC 
address, etc.) may be used as part of the authentication. 

The vehicle control system can apply rule sets or templates 
to trigger notifications and other actions of the vehicle control 
system and/or display artificial or computational intelligence 
based on observing the behavior of a selected person over 
time. In any of the embodiments disclosed herein, the vehicle 
control system and/or mobile device may determine patterns, 
such as, destinations, purchases, etc. to categorize data, 
advertising, and the like. The artificial or computational intel­
ligence can, for example, have symbolic, sub-symbolic, or 
hybrid components and/or modules. Examples include neural 
networks ( e.g., acyclic or feedforward neural networks and 
recurrent neural networks), fuzzy systems, and evolutionary 
computation. 

An example of a home page 3000 displayed by a device or 
user interface 212, 248, user interface (s)/input interface(s) 
324 and/orl/O module 312 is shown in FIG. 30. The layout of 
the home page 3000 is defined by the user profile. When the 
user is signed as a guest user, a default layout is provided. The 
various objects in the layout can be configured as widgets or 
a lightweight version of an application or item of functional­
ity. 

The home page 3000t includes, in an upper area 3004 of the 
screen, user selectable icons for various applications (which 
if selected open or initiate or recall the application), such as 
navigation ("Nav" icon) 3016, media ("Media" icon) 3018, 
phone ("Phone" icon) 3020, rear view (to provide the driver 
with a video stream from a backup camera) ("Rear View" 
icon) 3022, other applications 3024, and "my dash" (to pro­
vide the user with a display having typical dash indicators, 

88 
such as speedometer, tacometer, oil pressure, warning lights, 
battery charge indicator, fuel level, and the like) 3026; an 
upper information bar 3028 including a greeting to the iden­
tified driver 3030, satellite reception indicator 3032, WiFi 

5 connectivity indicator 3034, cellular connectivity indicator 
3036, weather information 3038, and date 3040; in a central 
area 3008 of the screen, various types of information, such as 
navigation input fields 3042 (e.g., "set destination" field 
(which is a drop target into which location-enabled objects 

10 can be dragged and dropped) to provide guidance from the 
user's current user inputted or satellite-based location to the 
inputted destination), "set waypoints" field 3044 ((which is a 
drop target field into which any location-enabled object can 
be dragged and dropped) to set an ordering of waypoints 

15 along a selected or inputted route), suggested locations 3046 
(based on upcoming events in the electronic calendar of the 
user and/or based on the user's preferences, likes, schedule, 
and observed habits and other persona information) (and 
therefore have location information, such as address informa-

20 tion, inputted into the calendar entry and/or satellite-based 
coordinates based on prior driving history)) to be dragged and 
dropped into the "set destination" and/or "set waypoints" 
field, favorite locations 3048 (which is a list of user-defined 
favorite locations and which can also be dragged and dropped 

25 into the "set destination" and/or "set waypoints" field (and 
therefore have corresponding location information, such as 
satellite-based geographic coordinates or addresses entered 
in field(s) associated with the respective favorite locations (a 
home or work address is an example of a user selected favorite 

30 location))), recent locations 3050 (which refer to locations 
visited within a user-defined time interval of the present time 
and/or at least a predetermined number of times over a user­
defined time interval and which can also be dragged and 
dropped into the "set destination" and/or "set waypoints" 

35 field ( and therefore have corresponding location information, 
such as satellite-based geographic coordinates or addresses 
entered in field(s) associated with the respective recent loca­
tions)), "people" 3052 (which can be the contacts of the user 
or other list of friends and which provide names, contact 

40 information, and addresses for people having a corresponding 
contact profile, which profile can also be dragged and 
dropped into either the "set destination" or "set waypoints" 
field), points of interest 3054 (which are points of interest or 
potential interest to the operator such as food serving loca-

45 tions, fuel stations, lodging facilities, parking, attractions, 
health care facilities, historical landmarks, and the like and 
which can also be dragged and dropped into either the set 
destination or set waypoints field (and therefore have corre­
sponding location information, such as satellite-based geo-

50 graphic coordinates or addresses entered in field( s) associated 
with the corresponding point ofinterest )), display of calendar 
appointments for a selected day 3056, weather information 
for a selected day ( e.g., temperatures, precipitation, wind 
speed and direction, atmospheric condition ( e g, sunny, par-

55 tially sunny, cloudy, partly cloudy, etc.), 3058 and received 
and/or sent messages ( e.g., emails, voice mails, and/or texts) 
3068 from friends (which dropdown menu can include fam­
ily, business contacts, and other user defined category of 
contacts); and in a lower area 3012 of the screen, a climate 

60 control icon ("Climate" icon) for a climate control applica­
tion 3060, controls icon ("Control" icon) to control vehicle 
tasks, functions or operations 3062, and speaker volume set­
tings (shown by the speaker and triangle images) 3064 and 
controls to the left and right of the speaker image 3066 and 

65 3070. 
When a suggested, favorite, recent location, people, or 

points of interest object or object identifier is dragged and 



US 9,020,697 B2 
89 

dropped by a sensed gesture or stylus or mouse into the "set 
destination" or "set waypoint" fields, the navigation sub­
system 336, based on the current satellite-based location of 
the vehicle, automatically determines a route from the vehi­
cle's current location to the stored location associated with 

90 
selected vehicle occupant is occupying. This can be done by 
the user identification module 822. 

In step 3612, the profile identification module 848 deter­
mines the types ofinformation to collect for the persona of the 

5 selected occupant. The type ofinformation to be collected can 
vary by occupant identity, age of occupant, an association of 
the occupant with the vehicle, and/or occupant seating posi­
tion. For example, the driving history during the recent 
vehicle use may be collected for a driver but not a passenger. 

the dragged and dropped object. As more objects are dragged 
and dropped into either the "set destination" or "set way­
point" fields, the route is altered to accommodate the various 
associated locations. A traceroute on a map and/or directions 
can be provided to the vehicle operator. The traceroute or 
directions can be updated to show the vehicle's current loca­
tion. The traceroute or directions can be altered to reflect 
traffic and/or road conditions (when the user selects "quick­
est" route), surface street or highway preferences, roadside 
aesthetics (when the user selects "most scenic" route), and the 15 

like. This information can be displayed by the user selection 

10 The driving history during the recent vehicle use may be 
collected for an adult passenger but not for a child passenger. 
The driving history during the recent vehicle use may be 
collected for a vehicle owner but not for a guest driver or 
driver having a default profile. 

In step 3616, the profile identification module 848 collects 
the selected types of information. 

of the "Nav" icon 3016. 
The screen can provide a map on the background to assist 

navigation configuration. As the user configures the "set des­
tination" and "set waypoint" fields, the traceroute can be 
updated on the background map. In other words, the various 
location-enabled objects and the "set destination" and "set 
waypoint" fields are overlays of the map. 

In step 3620, the profile identification module 848 deter­
mines whether there is a next occupant to be selected. If so, 
the profile identification module 848 returns to step 3604. If 

20 not, the profile identification module 848 returns to step 3600 
and awaits the next stimulus instance. 

An operation of the vehicle control system 204 will be 
discussed with reference to FI GS. 3 7 A-B. 

As noted, the screen configuration and content, such as the 
arrangement of the various icons and displayed information, 25 

can be rearranged or reconfigured by the user to reflect his or 

In step 3700, the vehicle control system 204 detects a 
stimulus, such as the vehicle changing operational state, expi­
ration of a selected time period, a door opening or closing, and 
the like. her needs or desires. 

Because the screen content is complex and/or content­
heavy and can distract the operator when driving, the screen 
may be altered when the vehicle is in a driving mode relative 30 

to a parked mode. In a driving mode, the wheels are in motion 
and the gear shift is out of the "parked" position. In the parked 
mode, the wheels are not in motion and the gear shift is in the 
"parked" position. The home screen of FIG. 30 therefore can 
be closed automatically on the driver's console display and 35 

disabled when the vehicle is in the driving mode and opened 
automatically and enabled when the vehicle is in the parked 
mode. 

Certain applications can be launched automatically when 
the vehicle is in the driving mode. An example would be the 40 

navigation application so that the console display shows the 
display for the navigation application instead of the home 
screen of FIG. 30. One or more other applications can be 
selected by the user as the display in driving mode. 

In step 3704, the vehicle control system 204 selects a 
current vehicle occupant. 

In step 3708, the vehicle control system 204 determines a 
seating position of the selected occupant. 

In step 3712, the profile identification module 848 
accesses, at the request of the vehicle control system 204, the 
persona of the selected occupant. 

In step 3716, the vehicle control system 204 determines 
vehicle related information. This information includes typi­
cally any information collected by an interior or exterior 
vehicle sensor 104, 242, including a satellite navigation sys­
tem, such as GPS 488. 

In step 3720, the vehicle control system 204 determines 
other relevant types of information, such as the information 
referenced above in the examples and illustrations. The other 
relevant types of information can include, for instance, a 
persona of a selected person not currently in the vehicle, an 

Alternatively or additionally, when the vehicle is placed in 
reverse gear with the home screen active, the rear-view appli­
cation can be launched automatically to display, in the rear 
view application display, live video from one or more rear 
cameras on the back of the vehicle. When the vehicle is placed 
in forward gear, the rear view application can be automati­
cally closed to terminate the rear view application display and 
the navigation application automatically opened to provide 

45 instant message, email, voice mail from, missed phone call 
from, current activity of and/or current location of a friend 
and/or family member of the selected vehicle occupant, a 
location, hours of operation, and/or descriptive information 
about a point and/or location of interest near the vehicle 

the navigation display. 
The operation of the profile identification module 848 will 

be discussed with reference to FIG. 36. 
In step 3600, the, the profile identification module 848 

detects a stimulus, such as the vehicle changing operational 
state, expiration of a selected time period, a door opening or 
closing, and the like. 

50 and/or its path of travel, a location, hours of operation, and/or 
descriptive information about a vehicle service facility near 
the vehicle and/or its path of travel, a location, hours of 
operation, and descriptive information about a hotel and/or 
motel near the vehicle and/or its path of travel, a current 

55 location of the friend or family member near the vehicle 
and/or its path of travel, a road condition such as traffic, road 
construction, or other delay near the vehicle and/or its path of 
travel, and the like. This information can be collected from the 
server 228 via the communication network 224. 

In step 3604, the profile identification module 848 selects a 60 

current vehicle occupant, which can be the driver or a pas-
In decision diamond 3724, the vehicle control system 204 

determines whether or not to perform an action. This deter­
mination can be based on a rule-based or template-based 
analysis of the persona of the selected occupant, vehicle 
related information, and other relevant types of information. 

senger. 
In step 3608, the profile identification module 848 deter­

mines a seating position of the selected vehicle occupant; that 
is, the module 848 determines which of the driver's seat, front 
passenger seat, driver's side rear passenger seat, middle rear 
passenger seat, and passenger's side rear passenger seat the 

65 The particular rules selected to apply to the collected infor­
mation to determine whether or not to perform an action and 
what action to perform can depend on the identification of the 
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selected vehicle occupant and/or seating position of the 
selected vehicle occupant. Actions that can be performed 
include those referenced above, including making an appoint­
ment or reservation, purchasing an item on line, adding a 
waypoint to a path of travel on a navigation system, adding an 
entry into the selected occupant's calendar, changing a des­
tination or path of travel on a navigation system, warning or 
notifying the occupant, and sending a message to a person 
regarding an arrival time at a waypoint or destination. 

When the vehicle control system 204 determines not to 
perform an action, the vehicle control system 204, in decision 
diamond 3728, determines if there is a next occupant to be 
selected in the vehicle. If not, the vehicle control system 
returns to step 3700 and, if so, to step 3704. 

92 
on a backplane, a vehicle component and/or module that is 
attempting to be installed, a portable user communication 
device, and the like. The daemon can ping the local commu­
nication network each time the vehicle starts or each time a 

5 vehicle door opens or closes. The daemon can perform a 
Bluetooth ™ and WiF i™ device discovery too. For each com­
munication device that responds to the ping, the daemon can 
use plural protocols, such as HPPOPT, ICMP, IGMP, GGP, IP, 
ST, TCP, EGP, CHAOS, and UDP to populate a device's 

10 folder in the device data with device capabilities. Device 
capabilities are determined by the opened port( s) the device 
exposes. 

When an action is to be performed, the vehicle control 15 

system 204 in step 3732 optionally prompts the occupant 
whether or not the action is to be performed. 

The device discovery daemon 1020, in conjunction with 
the combo controller can determine a spatial location of the 
computational device as a prerequisite to permitting the com­
putational device, even if properly authenticated, to connect 
to the vehicle network 356 or communication subsystem 
1008. The spatial location can be required to be in an area 508 
or set of areas 508 and/or zone or set of zones. Depending on 
the type of computational device, the computational device, 
for example, may be required to be in the area two 508B for 

When instructed, the action is performed in step 3736. 
In step 3740, the profile identification module 848 updates 

the persona of the selected vehicle occupant to reflect the 20 

action performed and the surrounding context. This can be 
important for the vehicle control system 204 creating new 
rules describing the likely behavior of the selected vehicle 
occupant. 

connection to be accepted. This can be the case for a portable 
personal communication device, such as a wireless or cellular 
phone, tablet computer, personal digital assistant, laptop, and 

In decision diamond 3728, the vehicle control system 204 
determines if there is a next occupant to be selected in the 
vehicle. If not, the vehicle control system returns to step 3700 
and, if so, to step 3704. 

Operation of the Device Discovery Module 2080 
The device discovery daemon 1020 can discover automati­

cally computational devices within the vehicle that connect or 
attempt to connect to network 356 or communication sub­
system 1008 or that disconnect or attempt to disconnect from 
the network 356 or communication subsystem 1008. The 
device discovery daemon 1020 discovers automatically com­
putational devices, such as portable user communication 
devices, located within the vehicle and connects, wirelessly, 
the portable user communication device with the network 356 
or communication subsystem 1008. 

The device discovery daemon 1020 may intercept emitted 
signals from one or more devices in or about the vehicle to 
pair a device with the network 356 or communication sub­
system 1008. Rather than requiring an active pair handshake, 

25 the like. For other types of computational devices, the com­
putational device, for example, may be required to be in area 
one SOSA (such as the engine space) and/or area N 508n (such 
as the trunk). Thus, different types of computational devices 
can have different location requirements as a prerequisite for 

30 connectivity to be enabled or accepted. This can be the case 
for an engine control module, vehicle sensor, or other device 
that controls or senses a vehicle task, function or operation 
that, for instance, either connects wirelessly or by a wire-line 
connection, to the red zone 417, green zone 413, or I/O 

35 backplane on the network/bus 408. 
In step 2000, the device discovery daemon 1020 detects a 

computational device connectable with the vehicle network 
356 or communication subsystem 1008. "Connectable" can 
refer to the computational device being physically within the 

40 vehicle, the computational device having a threshold signal 
strength or connection quality with the vehicle network, the 
computational device being configured properly to connect 
with the vehicle network, and the like. "Connection" can be 
done either wirelessly or by wired connection. 

Detection can be done by pinging the computational device 
and/or receiving a ping from the computational device. As an 
example, to connect to a Wi-Fi LAN a computational device 
must be equipped with a wireless network interface control­
ler. The combination of a computer, such as the computer in 

the network 356 or communication subsystem 1008 may 
utilize certain receivers to "listen" for cell tower registration 45 

signals, sent messages, sent packets (packet sniffing), etc. 
From this information, the device discovery daemon 1020 
may isolate a MAC address, or other identifier, associated 
with a device and register the device with the vehicle, a 
vehicle zone, a user, etc. In some cases, and upon detecting a 
device signal, the device discovery daemon 1020 may request 
permission from a user before pairing the device. In one 
example, the pairing may be initiated by the device discovery 
daemon 1020 (upon a first registration) to a user's device. 
Subsequent pairings may be initiated by a user's device to the 55 

network 356 or communication subsystem 1008. One or more 
ofB!uetooth, Near Field Communications (NFC), and other 
protocols may be used to pair a device with the network 356 

50 the computational device, and interface controller is called a 
station. All stations share a single radio frequency communi­
cation channel. Transmissions on this charmel are received by 
all stations within range. The hardware does not signal the 
user that the transmission was delivered and is therefore 
called a best-effort delivery mechanism. A carrier wave is 
used to transmit the data in packets, referred to as "Ethernet 
frames". Each station is constantly tuned in on the radio 
frequency communication charmel to pick up available trans­
m1ss10ns. or communication subsystem 1008. 

FIG. 20 depicts an operation of the device discovery dae- 60 

mon 1020. 
Device detection can be in response to or triggered by a 

sensed event other than receipt of a ping from the computa­
tional device. As noted, device detection can be receipt of 
information from one or more on board sensors that a new 
occupant has entered the vehicle. Exemplary information 

In this operation, the device discovery daemon 1020 
detects a computational device attempting to connect to or 
otherwise connectable with the vehicle network 356 or com­
munication subsystem 1008 and, applying rules, determines 
when it is appropriate to connect with the computational 
device. The computational device may be a module installed 

65 includes a door opening or closing, a successful authentica­
tion of an occupant or computational device, a sensed load in 
a seat, detection of movement within the vehicle, and detec-
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tion of initiation of a vehicle task, function or operation, such 
as a key inserted in an ignition, engine start up, and the like. 

94 
and/or the level of confidence is below a selected threshold, 
the user is deemed to be located outside of the predetermined 
area and/or zone. 

A further spatial determination can be made by the device 
discovery daemon 1020 based on how the computational 
device connected to the automotive network. If the computa­
tional device is hard wire connected, or plugged in, to the 
automotive network (which can be determined by known 
techniques), the spatial location of the computational device 
can be assumed to be within the vehicle regardless of other 
location mechanisms employed by the device discovery mod-
ule. 

In step 2004 and as noted above, the device discovery 
daemon 1020 accesses computational device accesses con­
figuration and other information and capabilities of the con- 5 

nected computational device. This information can include 
device type and/or class, manufacturer name, product and/or 
device identifier or name, firmware identification, services 
running, device operating system, network address( es), capa­
bilities, user credentials, and the like. The device discovery 10 

daemon 1020 can determine presence of the computational 
device on any input channel, such as Ethernet, USB, WiFi, 
Bluetooth, and the like. 

A further spatial determination can be made by the device 
discovery daemon 1020 based on whether or not the compu-

15 tational device has moved within a defined time interval. This In decision diamond 2008, the device discovery daemon 
1020 determines whether or not the computational device is 
recognized and/ or authenticated properly. Recognition can be 
based on any of the configuration and other information and 

indicates that the computational device may not be within the 
vehicle as movement of a computational device within the 
vehicle is less likely than a computational device located 
outside of the vehicle, where the person corresponding to the is deemed to occur when selected fields of the information 

map to and are the same as similar fields previously encoun­
tered and/or recorded in system data 208 by the device dis­
covery daemon 1020. Authentication is deemed to occur 
when the credentials match stored credentials for the recog­
nized computational device. 

20 computational device is often moving relative to the position 
of the vehicle. 

A further spatial determination can be made by the device 
discovery daemon 1020 based on whether the signal strength 
or signal-to-noise ratio associated with a ping or other signal 
from the computational device varies significantly over a 
selected time interval. The signal-to-noise ratio associated 
with signaling from a computational device located within the 
vehicle would remain relatively constant while the signal-to­
noise ratio associated with signaling from a computational 

When the computational device is not recognized and/or 25 

authenticated successfully, the device discovery daemon 
1020, in decision diamond 2012, determines whether the 
computational device is in a predetermined area or zone of the 
vehicle for the type of computational device corresponding to 
the computational device. As will be appreciated, some wire­
less protocols, particularly WiFi™, use an access point (or 
hotspot) having a defined range, which can be commensurate 
with the area of the vehicle passenger cabin. The passenger 
cabin can be surrounded by walls that substantially block 

35 
radio waves to prevent computational devices external to the 
passenger cabin from connecting to the network. Multiple 
overlapping access points can be used to cover larger passen-

30 device located outside of the vehicle would likely vary sig­
nificantly as the person associated with the computational 
device moves relative to the vehicle and/or network 356 or 
communication subsystem 1008. 

ger cabins, such as buses, trains, planes and the like. This 
determination can be based on received signal strength from 40 

the computational device, a satellite-based position of the 
computational device compared to a satellite-based position 

A further spatial determination can be made by the device 
discovery daemon 1020 based on an analysis of signal char­
acteristics. Signal characteristics can include one or more of, 
but is not limited to analyzing signal attenuation, where a 
signal with a shrinking strength or increasing strength may be 
determined to be moving in relative proximity or position to 
the vehicle, analyzing any Doppler shift in the frequency, 
which may indicate movement in reference to the vehicle 
and/or network 356 or communication subsystem 1008, ana­
lyzing any kind of delay between receiving the same signal at 
the various transceivers 260 and/or sensors 242A-N. A dif-

of the vehicle or sub-area of the passenger cabin, triangula­
tion based on the relative received signal strengths of multiple 
access points, camera feedback or image processing of cam­ 45 ference in the time of receipt can be used to triangulate where 

the location of the signal originated and if that location is 
outside the vehicle or inside the vehicle. 

era or video feed of the passenger compartment, occupant 
information received from other sensors such as occupant 
location or presence information received from an infrared 
sensor 740, motion sensor 744, weight sensor 748, biometric 
sensor 756, camera sensor 760, audio sensor 764, and asso- 50 

ciated device sensor 720, user input and the like. User input 
can be received by a screen pop-up on the computational 
device requesting the user to designate whether or not and 
what vehicle the user is currently in and/or what seat position 

A further spatial determination can be made by the device 
discovery daemon 1020 based on an analysis of location 
information. Beyond the signal characteristics, the device 
discovery daemon 1020 may receive information from one or 
more sensors 242A-N to determine a location of the vehicle. 
If the location of the vehicle is in an area where there is not a 
likelihood of signal congestion, for example, in the driveway 

the user has in that vehicle. 
A level of confidence can be assigned by the device dis­

covery daemon 1020 to the computational device indicating a 
likelihood or probability that the computational device is 
located within the passenger compartment. This level of con­
fidence can be based on consideration and analysis of mul­
tiple of the factors identified above. When multiple factors 
indicate that the user is within the passenger compartment, a 
higher likelihood is assigned to that determination; likewise, 
when multiple factors indicate that the user is outside of the 
passenger compartment, a lower likelihood is assigned to the 
determination. When no or an unsatisfactory response is 
received from the user in response to a request for user input 

55 of someone's home, then all received signals may be deter­
mined to have been with inside the vehicle. Thus, as signals 
are received and if the location has changed, the device dis­
covery daemon 1020 may determine whether the current 
location is an area where there may be more signals received 

60 that would be outside the vehicle or whether the signals 
received has changed. 

Analysis of the person sending the signal may also be used 
by the device discovery daemon 1020. Thus, the device dis­
covery daemon 1020 may access historical signal data (which 

65 is a record of devices that have previously been granted access 
to the vehicle communications network) to determine if the 
signals have been received from this device or from this 
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person before. Thus, the signal may identify a person docu­
mented in the signal data, and the device discovery daemon 
1020 may determine if that person has used or connected with 

96 
puter can connect automatically to the owner's home virtual 
private network to upload and/or download information, set­
tings, and other information (such as user input into the 
vehicle computer, vehicle driving history (e.g., miles trav-the device discovery daemon 1020 previously. Further, the 

device discovery daemon 1020 can determine if there is 
movement of the vehicle. If a signal remains within the car 
after the vehicle moves, then that signal can be determined to 
be inside the vehicle. For example, if the signal is received at 
the beginning of a route and then at some time thereinafter the 
signal continues to be received, then it is determined that 
signal may be inside the vehicle. 

5 eled, travel traceroutes, speeds traveled, and locations vis­
ited), vehicle service information (such as gas and fluid lev­
els, engine problems, alarms or warnings activated, and the 
like), input received by on board applications from the user 
(such as scheduled appointments, notes, documents, and the 

Further, sensor data may be analyzed by the device discov-
ery daemon 1020. Sensor data may include such things as 
determining if there are people and the number of people 
within a car. Thus, if there are three people in the vehicle and 
three signals are received, all three signals may be determined 
to be inside the vehicle. Further, it may be possible for the 
sensors 242 to determine if a device is currently being used 
inside the vehicle. For example, if an optical sensor can view 
a device within its field of vision and/or if an electromagnetic 
field sensor determines that there is EMF radiation emanating 
from a location in the vehicle, then the device discovery 
daemon 1020 can determine that that signal is originating 
inside a vehicle. 

10 like), applications downloaded, and the like. Synchronization 
of the on board vehicle and home computer can occur auto­
matically whether the vehicle is turned on or off. This can be 
highly beneficial when the vehicle is parked in the garage. 

When the computational device is recognized and/or 
15 authenticated and/or when the computational device is deter­

mined to be within a proper area and/or zone of the vehicle for 
the device type of the computational device, the device dis­
covery daemon 1020, in optional step 2016 determines a 
spatial location and/or seat position of the computational 

20 device to determine appropriate rights and/or privileges and/ 
or restrictions of the user of the computational device as 
defined by user account or profile associated with the user, the 
device type of the computational device, the seat position of 
the user, or area or zone in which the user and/or computa-

A further spatial determination can be made based on the 
type ( or service) of computational device attempting to inter­
act with the automotive network. If the computational device 

25 tional device is located. 

is not the type ( or service) of device expected to be positioned 
within the passenger compartment, its attempt to connect to 
the automotive network can be disregarded completely. If the 30 

computational device is the type ( or service) of device that 
can be connected to the vehicle network but is not the type ( or 
service) of device expected to be associated with an occupant 
(such as a non-infotainment vehicle task, function, or opera­
tion control module, sensor module, a module plugged into a 35 

backplane (such as an XM radio module), or other type of 
device not permitted or expected to be associated with an 
occupant), the spatial determination may be deemed to be 
satisfied by the computational device being located some­
where within the vehicle even if outside of the passenger 40 

compartment. Conversely, if the computational device is the 
type ( or service) of device that would normally be carried by 
a vehicle occupant, the spatial location query would be satis­
fied only when the computational device location were within 
the passenger compartment. This would prevent an unautho- 45 

rized computational device, such as a cell phone or tablet 
computer, from connecting to the automotive network simply 
by being held above, beside, or beneath the vehicle. The 
mapping of type of computational device to permissible loca­
tion ( e.g., area and/or zone) within the vehicle can be effected 50 

in a look up table or other set of rules. 
The device discovery daemon 1020 may receive one or 

more of these analyses and resolve the information. Thus, 
device discovery daemon 1020 can cross-correlate informa­
tion from different analyses to determine if the signal is 55 

within the vehicle. Different weight may be given to different 
analyzes to make a determination about where the signal 
originates. In this way, a more robust decision is made as to 
whether or not the signal originates in the vehicle and should 
be allowed to connect to the universal bus or the routing 60 

system of the vehicle. 
While this logic is described with respect to the location of 

the computational device, it is to be understood that this 
determination is optional. Whether or not a communication 
device is enabled to connect to the vehicle network 356 or 65 

communication subsystem 1008 can be based solely on suc­
cessful authentication. In this way, the vehicle on board com-

In step 2020, the device discovery daemon 1020 permits or 
enables connection of the computational device with the 
vehicle network 356 or communication subsystem 1008 and 
optionally stipulates or defines what set of tasks, functions, 
and/or operations the user of the computational device can 
perform using the computational device, such as based on the 
location of the computational device within the vehicle and/or 
based on the authentication credentials ( e.g., the identity of 
the computational device user). 

When the computational device is determined to be outside 
of a defined area and/or zone of the vehicle ( e.g., outside the 
passenger compartment or cabin) and the device discovery 
daemon 1020 does not recognize and/or authenticate the 
computational device successfully, the device discovery dae­
mon 1020, in step 2024, denies access of the computational 
device to connect to or access the vehicle network 356 or 
communication subsystem 1008. 

An example of the device discovery daemon 1020 opera­
tion will now be discussed. Assume that a vehicle owner 
purchases an XM radio module off the shelf from a vendor. 
The user then plugs in the module to the vehicle network. In 
attempting to enable the functionality of the XM radio, the 
device discovery daemon 1020 first attempts to recognize 
and/or authenticate the module. During the process, the XM 
radio module can be permitted to communicate through the 
vehicle network or an antenna internal to the module with a 
remote website to confirm that the XM radio was purchased 
by the vehicle owner and/or perform licensing validation 
checks. The vehicle owner's XM radio account is likely 
already associated with the XM radio module when pur­
chased. 

When the XM radio module is plugged into a backplane 
(FIG. 4) in the vehicle network 356 or communication sub­
system 1008, the trigger event occurs, and the device discov­
ery daemon 1020 and combo controller commence operation. 
After device discovery is completed successfully by the 
device discovery daemon 1020, the combo controller down­
loads, from the user's XM account, the user's XM prefer­
ences (e.g., favorites) and causes the XM functionality in the 
vehicle to be configured accordingly. During installation, the 
combo controller can provide an installation in process dialog 
the user and, upon successful completion, an installation 
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complete dialog. After acknowledging that the installation is 
complete, a new application icon for the XM radio appears in 
the upper area of the screen of FIG. 30. The new application 
icon can have a different appearance than other previously 
installed application icons to inform the user that the new 
application is available. When the user launches the new 
application, the application screen is shown. The application 
screen of any application depends on the application and user 
preferences. 

The environment 400 of FIG. 4 can interface with three 
different types of blade processors. A first type of blade pro­
cessors is installed prior to sale by a manufacturer or vendor. 
These blade processors are in a manufacturer "crate" and not 
replaceable or upgradeable by the customer but only by a 
certified service facility. A second type of blade processors 
can be installed post-sale by or on behalf of the customer. 
These blade processors are in a customer "crate". A third type 
ofblade processors interfaces with the first and second type of 
blade processors. These blade processors are in an accessory 
"crate". The blade processors generally refer to executable 
instructions executing on a microprocessor. Each blade typi­
cally includes a corresponding set of functions (such as 
802.11 WiFi™ interface, Bluetooth™ radio, cellphone radio, 
storage unit, or satellite position system (such as GPS)), a 
flash memory, a microprocessor, and a network interface. 
Typically, the function is software or a combination of hard­
ware and software. Examples include a media controller 
blade, video controller blade, audio controller blade, profile 
identification module blade, and the like. This configuration 
may also be used for a wide variety of other software, such as 
applications, drivers, and the like, and devices, such as an 
infotainment system, satellite receiving system, and the like 
and combinations thereof. For example, an aftermarket info­
tainment system upgrade or component and/or module can be 
installed by the customer. The infotainment system upgrade 
or component and/or module searches for, locates, and con­
nects to a suitable antenna installed prior to sale. The output 
of the blade processor is an IP message framed into an Eth­
ernet packet. The blade processor can be compatible with the 
Car Area Network ("CAN") protocol. The CAN control sys­
tem, which was intended for sensor feedback and controller 
control signaling through a relatively slow, serial bus, can be 
integrated into the blade processor architecture by terminat-
ing CAN buses in one or more Ethernet bus controllers. The 
output is configured for a discrete Ethernet-based sensor or 
controller, with the translation to the CAN protocol being 
made at a CAN Ethernet controller subsystem. 

A "crate" commonly has a backplane connector and on­
backplane Ethernet interfaces that enable blade processors to 
communicate with one another using Ethernet messages. The 
crate can be a USB hub have a series of ports to permit devices 
to connect to the USB hub; therefore, each "crate" generally 
has a corresponding USB hub and ports connected thereto. 

98 
to one another. An application resource table can be main­
tained that maps application identity, functional description, 
and/or application type against computational resource 
requirements and/or capabilities. Requests to the master 

5 blade processor allow various applications to access distrib­
uted services or automatically disable features not supported 
by the vehicle's computer system. 

The master blade processor can coordinate a health check 
for the various components and/or modules in or connected 

10 wirelessly to the vehicle's computer system and be respon­
sible for sending a keep alive messages ( or status queries or 
interrogation messages sent at periodic intervals) to the vari­
ous components and/or modules to evaluate health or identify 

15 malfunctions. If no response is received within a predeter­
mined time period after keep alive message transmission, a 
malfunction is assumed to exist. 

For components and/or modules requiring high availabil­
ity, the master blade processor can create a high availability 

20 set with a required number of blade processors. This table 
controls the priority of which blades are capable of becoming 
master blade processors in the event of a malfunction of the 
current master blade processor. Shadow copies of each high 
availability component (e.g., device) and/or module (e.g., 

25 application) are created and maintained for backup purposes 
in the event of a malfunction of the corresponding active 
blade processor. High availability applications write all vari­
ables to a file created at application initiation residing in 
vehicle memory. In the event of a malfunction of a high 

30 availability application, the master blade processor reassigns 
the high availability application to a new blade processor. The 
application can be reinitiated or refreshed or synchronized 
( using the shadow file) on the newly assigned blade processor. 
In this manner, the master blade processor is able to redistrib-

35 ute applications to blade processors and/or stopping execu­
tion of applications to realize a selected level of performance 
for the entire vehicle computer system. 

A table can be maintained mapping a network address 
( e.g., a MAC and/or IPv6 address) of each component and/or 

40 module against information about the corresponding compo­
nent and/or module and/or a pointer to a variable file for the 
component and/or module in memory. Entries on the table 
may have a corresponding state of health or be added when 
the corresponding component and/or module passes a health 

45 check or removed when the corresponding component and/or 
module fails to pass a health check. 

Upon start up, the master blade processor checks the appli­
cation resource requirement entries in an application resource 
table and assigns each application to a blade processor having 

50 the most applicable and/or available resources. If an applica­
tion has specific requirements for execution ( e.g., a multime­
dia infotainment application), the application is assigned to 
and locked to a specific blade processor (such as a multimedia 
controller). 

An operation of the master blade processor will be dis­
cussed with reference to FIG. 38. 

In step 3800, the blade processor detects a stimulus. The 
stimulus can be system boot sequence. 

In step 3804, the master blade processor identifies and 

A master blade processor can be provided. The master 
blade processor can be substantially the same as the other 55 

blade processors except for scheduling and control function­
ality. The master blade processor can include a service man­
ager that inventories hardware and software capabilities of 
components and/or modules available ( or connected) through 
hard wire connections within the vehicle and/or computa­
tional devices connected wirelessly to the vehicle local area 
network ( e.g., through a wireless access point or local hot spot 
maintained by the vehicle control system). The output of the 
inventory step is a network topology comprising assigned 
network addresses, component and/or module description 65 

and capabilities, operational status, and "next hop" addresses 

60 inventories enabled on board computational resources (such 
as each blade processor, IP router, vehicle sensors, database 
management systems, and the like, and the capabilities 
thereof. On board components and/or modules are typically 
physically connected to a network bus. 

In step 3808, the master blade processor identifies and 
inventories enabled portable computational resources and the 
capabilities thereof. Portable components, such as tablet to demonstrate positions of components and/or modules next 
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computers and smart phones, are typically wirelessly con­
nected, via a wireless access point, to a network bus. 

In step 3812, the master blade processor assigns a network 
address to each enabled resource. 

100 
performance level for the system and/or ensure that critical 
vehicle, less critical vehicle, or infotainment tasks, functions, 
or operations are performed. 

By way of example, the master blade processor can stop a 
In step 3816, the master blade processor maintains and 

stores the resulting network topology in system data 208. 
In one configuration, a blade processor is not identified as 

the "master" blade processor prior to system booting. An 
application executes on a designated blade processor ( such as 

5 lower importance or priority component and/or module from 
executing in favor of a higher importance or priority compo­
nent and/or module requiring a blade processor to execute. 
For example, a critical task, function or operation has a higher 
level of importance or priority than a less critical vehicle task, 

10 function or operation. A less critical vehicle task, function or 
operation can have a higher level of importance or priority 
than an infotainment task, function or operation or vice versa. 

a blade processor handling multimedia system or media sub­
system functions) at boot time to detect the presence of a 
blade processor having specific capabilities. When the blade 
processor having the specific capabilities is identified, a vari­
able associated with the designated blade processor is 
changed from "master" to "slave" and the system reboots, 15 

thereby transferring system control to the identified master 
blade processor. A table can be created controlling a priority 

The master blade processor, in next step 3916, updates the 
network topology. 

In step 3920, which is performed when a blade processor is 
unavailable to execute the selected component and/or mod­
ule, the master blade processor denies the selected component 
and/or module permission to execute. of which blade processors are capable of becoming master 

blade processors in the event of master blade processor mal­
function. When a master blade processor malfunctions, a next 
in priority blade processor is selected as the new master blade 
processor. 

When the master blade processor determines that a mini-
20 mum set of blade processor resources and/or capabilities is 

not operational, it will send a system reset message to clear 
operator warning circuitry within an allocated timeframe. 

An operation of the master blade processor will be dis­
cussed with reference to FIG. 39. 

Streaming of Media 
An integrated circuit board configuration can be provided 

In step 3900, the master blade processor detects a stimulus. 
Exemplary stimuli include determining that a component 
and/or module has failed a health check, receipt of a request 
for a component and/or module for blade processor resources 

25 to enable media streaming to computational devices wire­
lessly connected to the vehicle network via an access point 
456 of the vehicle. In this marmer, different media can be 
provided simultaneously to different user interfaces ( e.g., on 

to execute, and the like. board display subsystems) of different vehicle occupants. 
FIG. 21 depicts a configuration of the media controller 

subsystem 348 for simultaneously streaming multiple chan­
nels of media (e.g., multimedia or infotainment content). 
Media content 2100, such as audio, video, picture, and/or text 
media, is received by the network transceiver 824 and pro-

In step 3904, the master blade processor determines the 30 

requirements for execution of a selected component and/or 
module, such as set forth in the application resource require­
ment table. The selected component and/or module can, for 
example, be a blade processor, software, such as an applica­
tion, a component, such as a sensor, a satellite receiving 
system, and the like, and/or a combination thereof 

35 vided to a common media processing board 2104. The pro­
cessing board 2104 comprises a network control server 2108, 
such as a distributed network control ("DNC") server, a 
media server 2112, such as a digital living network alliance 
("DLNA") server, and virtual network console ("VNC") soft-

In decision diamond 3908, the master blade processor, 
based on the resource inventory output in step 3808, deter­
mines whether a blade processor is available to execute the 
selected component and/or module. This determination can 40 ware 2116. The network control server 2108 has an IP address 
be done by any number of techniques. It can be based on one 
or more of a degree of compatibility of the selected compo­
nent and/or module with each of the blade processor, a current 
availability of a blade processor to execute the selected com­
ponent and/or module (e.g., whether the blade processor is 45 

currently executing another component and/or module), a 
relative importance or priority of the selected component 
and/or module relative to a relative importance of a currently 
executing component and/or module on a blade processor, 
whether the blade processor can satisfy the requirements of 50 

the selected component and/or module, a current available 
bandwidth of a blade processor which may be executing 
another component and/or module, and the like. 

In step 3912, which is performed when a blade processor is 
available to execute the selected component and/or module, 55 

the master blade processor assigns the selected component 
and/or module to a blade processor for execution. The assign­
ment is recorded in a resource allocation table which maps 
application identity and/or description against an identifier of 
the assigned blade processor. If an application has specific 60 

requirements for execution ( e.g., a multimedia infotainment 
application or firewall application), the master blade proces-
sor may permanently assign the application ( or lock the 
assignment) to a specific blade processor. The master blade 
processor can, for unlocked assignments, redistribute or reas- 65 

sign components or modules to blade processors or stop com­
ponents or modules from executing to realize a maximum 

and/or a mutable, global unicast address while the media 
server has a contactable electronic address (such as a media 
access control or MAC address) on the vehicle network 356 or 
communication subsystem 1008. 

As will be appreciated, each of the network control and 
media servers 2108 and 2112 comprise a microprocessor and 
memory to buffer media content, execution of application 
programming, long term storage of program instructions and/ 
or data, and the like, In one application, the media server 2112 
comprises functionality of the media controller 804, media 
processor 808, and signal processing module 828. 

A user portable (remote) or Bring Your Own Device 
(BYOD) computational device 2120 is in wireless or wired 
communication with the board 2104, such as via a wireless 
protocol (e.g., Bluetooth™, WiFi™ and the like). The VNC 
software 2116 effectively provides the remote computational 
device 2120 (e.g., portable communication device) with 
remote access to the board 2104, which is typically part of the 
vehicle on board computer (e.g., the console computer). As 
will be appreciated, the VNC software can operate in accor­
dance with the RFB (Remote Frame Buffer) protocol on top 
of the TCP/IP suite of protocols. The result is that the remote 
computational device appears to the on board computer as if 
it were part of the on board vehicle computer or vehicle 
control system 204. This enables the remote computational 
device to provide commands to the media controller sub­
system 348 for desired multimedia content and media pre-
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sentation features and settings (such as volume, contrast, 
resolution, channel selection, and the like). In some applica­
tions, the remote computational device must download an 
application from the vehicle to enable multimedia requests 
from the remote computational device to pull information 
from the multimedia controller, where the media can be 
streamed to its final destination. The commands are provided, 
by the VNC software 2116 indirectly to the media server 2112 
for delivery to the network control server 2108 or directly to 

102 
( e.g., audio or video play lists, software applications ( such as 
Internet browsers, applications to control passenger compart­
ment climate control functions, games, and the like). The 
owner can also limit media and/or media menu access based 

5 on a MAC address of a computational device 2120 of an 
occupant. Only devices having a permitted MAC address can 
access media and/or menus while those not having a permit­
ted MAC address cannot. This can ensure that control is not 
only position-based but also device-based. 

the network control server 2108, which retrieves the 10 

requested content from an external network (e.g., an Internet 
In step 2212 and if permitted by the media server, the 

network control server 2108 accesses the filtered content 
request (which may be altered to reflect user account restric­
tions) and retrieves the permissible content via the public 
network. The network control server 2108, for example, can 
access the media content 2100 from a media source accessed 
through an external network, such as a radio network or other 

or radio network) accessible source. The media may then be 
provided to a display at the seat position of the user and/or to 
the BYOD computational device 2120 (via the wireless 
access point). When the requested media content is available 15 

locally ( already stored in vehicle memory), the media content 
is provided from local storage in preference to accessing the 
media content via the Internet. When the requested media is 
not available locally, it is obtained via the Internet and is 
cached in local storage in parallel with streaming to the user's 20 

display and/or BYOD computational device 2120. Each dis­
play at each seat position can independently provide a corre­
sponding user with a play list of audio or video from indepen­
dent sources. 

type of untrusted public network (such as the Internet). The 
filtered content request may, for example, be for different 
content than that originally requested, differently formatted 
content than that originally requested, differently sourced 
content ( e.g., from a different web server or site) than that 
originally requested, and the like. 

In step 2216, the network control server 2108 receives the 
permissible content from a publicly networked source (e.g., 
web server or site) and passes the retrieved content to the 
media server 2112. Based on user account restrictions and/or 

With reference to FIG. 22, the operation of the media 25 

controller subsystem 348 will be discussed. In step 2200, the 
VNC software 2116 receives a command or request for con­
tent from the user of the BYOD computational device. The 
device has been previously connected successfully by the 
device discovery daemon or combo controller to the vehicle 30 

network 356 or communication subsystem 1008. 

user context, the media server applies appropriate filters and 
restrictions to remove or filter out inappropriate content. The 
filters or restrictions can include, for example, age-related 
content filters and/or restrictions, seating location filters and/ 
or restrictions, and privacy filters and/or restrictions. 

Typically, the combo controller has ports in the crate, 
implements certain device discovery functions, and pack­
etizes information for transmission via IP over Ethernet. The 
combo controller commonly installs the correct driver for the 35 

discovered device. It then maps the device (e.g., USB) 
address to a local TCP/IP address for interaction with one of 

In one application, the combo controller connects via IP 
over Ethernet and assigns a local IP address to the BYOD 
device connected to a port in the consumer crate. The USB 
layer of the combo controllerpacketizes information from the 
BYOD device and communicates with a USB access program 
that executes on a multimedia blade processor. The USB 
access program de-packetizes the information and connects 
to the USB I/O subsystem of the multimedia blade processor 

the blade processors. 
In step 2204, the media server determines, from the system 

data 208, portable computational device information and 
capabilities, the identity of the user of the device, an identity 
of the portable computational device associated with the user, 
and/or the spatial location of the device ( e.g., area and/or zone 
in which the device is located). This information has been 
previously determined by the device discovery daemon or 
combo controller but may be updated by the media server 
using the location techniques discussed above. 

In step 2208, the media server applies appropriate filters 
and restrictions based on the identity of the user ( e.g., user 
account) and/or spatial location of the device (e.g., user con­
text). The filters or restrictions can include, for example, 
age-related content filters and/or restrictions, seating location 
filters and/or restrictions, and privacy filters and/or restric­
tions. The filters and/or restrictions can ban the type of con­
tent requested or the source of the content ( e.g., a blacklist of 
web sites), redirect the request to a different source of the 
content, and/or limit the user to content from approved 
sources, such as permitted by a whitelist. Other user account 
restrictions can be applied by the media server before the 
content request is passed to the network control server 2108. 

The owner of the vehicle can configure the multimedia 
controller menus. Initially, the menu allows for all seat posi­
tions to access any media that is available through the multi­
media controller. The owner can create profiles for different 
potential vehicle occupants. By creating the profiles, the 
owner is able to allow or disallow access to media from 
selected seat positions, including access to media menus 

40 to transfer the information to either local storage or directly to 
one of the output devices associated with the appropriate 
seating position. 

Other user account restrictions can be applied by the media 
server before the content is passed by the media server to the 

45 user. For example, when the user is driving the vehicle video 
can be removed automatically from the content to avoid dis­
tracting the driver so that only the audio channel accompany­
ing the video channel is provided to the user. In another 
example and in response to determining that the requesting 

50 user or user is driving the vehicle rather than being a (non­
driving) passenger, screen magnification can be applied auto­
matically to the visual content to assist the driver of the 
vehicle; that is, the user is the driver and larger font is easier 
to see than smaller font. In other examples, the visual content, 

55 in response to determining that the requesting user or user is 
driving the vehicle rather than being a (non-driving) passen­
ger, is presented or rendered automatically in a large font 
and/or icon size (e.g., without changing screen resolution) 
compared to the font and/or icon size for the content dis-

60 played to a (non-driving) passenger to reduce driver distrac­
tion. In yet another example, the media server 2112 deter­
mines that the user is driving the car rather than being a 
(non-driving) passenger and enables or disables automati­
cally removal of all unnecessary animations from the content 

65 to be displayed. In yet another example, the media server 
2112 determines that the user is driving the car rather than 
being a (non-driving) passenger and enables automatic 
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by the device or user interface 212, 248, user interface (s)/ 
input interface(s) 324 and/or I/O module 312 of the driver to 
avoid distracting the driver so that only the audio channel 
accompanying the video channel is provided to the user. A 

5 still image derived from one or more frames of the video 
content can replace the video component in the displayed 

removal of background images from, while leaving one or 
more displayed foreground images in, the content to be dis­
played. In yet another example, the media server 2112 deter­
mines that the user is driving the car rather than being a 
(non-driving) passenger and automatically enables or renders 
high contrast (e.g., between text and background colors) to 
make the displayed content more visible to the user. The 
feature and/or setting and/or filters could be applied to the 
displayed content only when the vehicle is in motion or in 
forward or reverse gear and not parked even when the user is 10 

the driver. 

content. 
In another example, the media controller subsystem 348 

applies screen magnification automatically to the visual con­
tent to assist the driver of the vehicle; that is, the user is the 
driver and larger font is easier to see than smaller font. The 
screen magnifier is software that interfaces with a computer's 
graphical output to present enlarged screen content. The sim-

Rather than automatic detection, any of the above features 
and/or settings and/or filters can be a standard feature and/or 
setting and/or filter and can be applied to the on board vehicle 
display for the driver but not to the on board vehicle displays 
of other (non-driving) passengers. In other words, the feature 
or setting or filter would not be applied to the on board vehicle 
display of a (non-driving) passenger. Alternatively, the fea­
ture and/or setting and/or filter would be applied to the on 
board vehicle display for the driver only when the vehicle is in 
motion or in forward or reverse gear but not when the vehicle 
is parked. 

15 plest form of magnification presents an enlarged portion of 
the original screen content, the focus, so that it covers some or 
all of the full screen. This enlarged portion should include the 
content of interest to the user and the pointer or cursor, also 
suitably enlarged. As the user moves the pointer or cursor the 

20 screen magnifier should track with it and show the new 
enlarged portion. 

In step 2220, the media server 2112 configures the filtered 
media for the capabilities of the user device and/or on board 
vehicle display and in accordance with user preferences. The 
media server 2112 directly provides, or streams, the media 
stream or indirectly provides, or streams, the media stream 
via the VNC software 2116 to the user computational device 
2120 and/or on board vehicle display for presentation to the 
user. Stated another way, the network control server 2108 
provides the media content 2100 while the media server 2112 
provides the channel for the media content 2100 to be pro­
vided to the user computational device 2120. 

In another example, the media controller subsystem 348 
presents or renders the automatically in a large font and/or 
icon size ( e.g., without changing screen resolution) to reduce 

25 driver distraction. The large font and/or icon size, unlike 
screen magnification, applies to all, and not simply a portion 
of, displayed content. 

In yet another example, the media controller subsystem 
348 initiates automatically a screen reader (or other text-to-

The media controller subsystem 348 can handle multiple 

30 speech program) to audibly provide the visual content to the 
user. A screen reader is a software application that attempts to 
identify and interpret what is being displayed on the screen 
( or, more accurately, sent to standard output, whether a video 

35 
monitor is present or not). This interpretation is then repre­
sented to the user with text-to-speech and/or sound icons. 
Screen readers can be used in combination with the screen 
magnifier to read the content within the enlarged portion of 
the screen content. 

( e.g., eight or more) media and/or multimedia streams simul­
taneously by differing channels. The streams of information 
may be separated and served on different channels via one or 
more of WiFi, Bluetooth, NFC, and other communications 
protocols. Multiple BYOD computational devices can be 
served simultaneously and can mix and match or otherwise 40 

control what is streamed and where it is streamed. 
Assisted Driver Display 
The device or user interface 212, 248, user interface (s)/ 

input interface(s) 324 and/or I/O module 312 (such as the on 
board display for the driver) can be reconfigured when the 45 

vehicle changes state from parked or substantially motionless 
to be in motion or in forward or reverse gear to facilitate the 
driver's ability to view visual content and avoid driver dis­
tractions. Other devices or user interfaces 212, 248, user 
interface (s )/input interface(s) 324 and/or I/O modules 312 of 50 

other vehicle occupants or passengers typically are not recon­
figured even when the vehicle is in gear or motion. When the 
state of the vehicle changes to parked (or not in motion), the 
device or user interface 212, 248, user interface (s)/input 
interface(s) 324 and/or I/O module 312 of the driver returns to 55 

a different configuration, which is typically the same configu­
ration as the devices or user interfaces 212, 248, user interface 
(s)/input interface(s) 324 and/or I/O modules 312 of other 
vehicle occupants or passengers. 

There are a number of reconfigurations that may be imp le- 60 

mented for the unimpaired driver's device or user interface 
212, 248, user interface (s)/input interface(s) 324 and/or I/O 
module 312 in response to a change of state of the vehicle, 
particularly from parked or stationary to be in motion or in 
forward or reverse gear. 65 

For example, the media controller subsystem 348 can 
remove video automatically from the content to be displayed 

More specifically, screen narration in vehicle can describe 
the layout of a current display, including a current position, 
page, functionality, etc., of displayed content and the position 
of a digit of the user and/or cursor relative to displayed 
objects. The names of the displayed objects in proximity to 
the current digit and/or cursor location can be audibly iden­
tified. In another example, a user can identify a displayed 
object to be located and the media controller subsystem 348 
can use "hotter", "hot", "colder", and cold" game to inform 
the user where his or her digit and digit movement is relative 
to the identified object. For example, the media controller 
subsystem 348 can tell the user that "you're getting warmer" 
as the user's digit moves closer to the identified object. 

In yet another example, the media controller subsystem 
348 determines that the user is driving the car rather than 
being a (non-driving) passenger and enables or disables auto­
matically remove all unnecessary animation effects such as 
fading effects (e.g., fade windows), from the displayed con­
tent. 

In yet another example, the media controller subsystem 
348 automatically removes background images from the dis­
played content while leaving one or more displayed fore­
ground images. The removed background image can be 
replaced with a uniform background, such as a commonly 
colored or white background. 

In yet another example, the media controller subsystem 
348 enables automatically a longer (than normal) period for 
notification dialog boxes to stay open on the display. 
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In yet another example, the media controller subsystem 
348 automatically disables automatic arrangement of win­
dows when the mouse cursor is moved to the edge of the 
screen. 

In yet another example, the media controller subsystem 
348 automatically enables activate a window by hovering 
over it with the mouse cursor. 

In yet another example, the media controller subsystem 
348 automatically enables keyboard web page navigation. 

In yet another example, the media controller subsystem 
348 automatically enables or renders high contrast ( e.g., 
between text and background colors) to make the displayed 
content more visible to the user. 

In yet another example, the media controller subsystem 
348 automatically changes the color and transparency of win­
dow borders (making the borders easier to see). 

In yet another example, the media controller subsystem 
348 automatically changes the thickness of focus rectangle 
(around the currently selected item in a dialog box). 

In yet another example, the media controller subsystem 
348 automatically changes the color, size, and/or thickness of 
the on-screen mouse pointer. 

In yet another example, the media controller subsystem 
348 automatically changes the keyboard settings ( e.g., select 
how long you need to press a key before the keyboard char­
acter starts repeating, the speed at which keyboard characters 
repeat, and the rate at which the cursor blinks, etc.). 

In yet another example, the media controller subsystem 
348 automatically ignores colors, font styles and font sizes 
used on web pages, or formats web pages using a user speci­
fied or default sty le sheet. 

In yet another example, the media controller subsystem 
348 automatically enables or renders in the content an 
increased size of a mouse-selectable screen element or object 
to provide a larger target. 

In yet another example, the media controller subsystem 
348 automatically enables mouse keys to move the mouse 
pointer or cursor. 

In yet another example, the media controller subsystem 
348 automatically enables one or more of sticky keys (which 
allow the user to enter a combination of multiple keys without 
having to hold a first key down when he or she depresses a 
second key), toggle keys (which play an alert each time the 
user presses Caps Lock, Num Lock, or Scroll Lock keys), and 
filter keys (which causes the computer to ignore keystrokes 
that occur in rapid succession or keystrokes held down for 
several seconds unintentionally). 

106 
Rather than automatic detection, any of the above features 

and/or settings and/or filters can be a standard feature and/or 
setting and/or filter and can be applied to the on board vehicle 
display for the driver but not to the on board vehicle displays 

5 of other (non-driving) passengers. In other words, the feature 
or setting or filter would not be applied to the on board vehicle 
display of a (non-driving) passenger. Alternatively, the fea­
ture and/or setting and/or filter would be applied to the on 
board vehicle display for the driver only when the vehicle is in 

10 motion or in forward or reverse gear and not when the vehicle 
is parked. 

A user interface (UI), such as the driver's device or user 
interface 212, 248, user interface (s)/input interface(s) 324 

15 and/or I/0 module 312, may be provided that includes an area 
for navigation by a user. As a user navigates the UI area, the 
user may be provided with one or more of sounds, audio 
narration, haptic/tactile feedback, visual indicator ( e.g., not 
associated with the UI), and the like. For example, a location 

20 in the UI area may represent a button and/or other icon. When 
the user makes contact with the location having the button, a 
sound and/ or tactile feedback may be presented to the user to 
indicate where the user's pointer (e.g., one or more finger, 
hand, etc.) is located. As one example, as a user reaches a 

25 location in the UI area associated with a "call" button, the 
sound presented may be a ring (e.g., a bell), and a vibration 
may be provided to the UI. Alternatively, screen narration by 
a screen reader can be provided, which informs conversation­
ally the user where his or her digit is located. For example, the 

30 narration can be to recite the name corresponding to the 
button. In another example, as a user moves a pointer about 
the UI area, a frequency of sound may change to indicate a 
position in the UI area ( e.g., the low left portion of the UI area 
may provide a low pitch and/or frequency sound, while a 

35 position in the upper right portion of the UI area may have a 
higher pitch and/or frequency sound, and portions in between 
can have different pitches and/or frequencies, etc.-similarto 
the Theremin musical instrument). 

By way of example, a graphical UI or GUI may allow a user 
40 to interact with certain displayed buttons, features, and/or 

menus while a vehicle is stationary, but may restrict access 
and/or interaction when the vehicle is moving. One example 
of this restricted interaction involves greying-out buttons 
associated with an associated phone feature when the vehicle 

45 moves. In the embodiments provided herein, the display can 
be completely turned off or blanked out when moving and a 
user may still be able to interact with features. Because the 
user will not be distracted by the visual presentation of ele-In yet another example, the media controller subsystem 

348 automatically causes the driver's device or user interface 
212, 248, user interface (s)/input interface(s) 324 and/or I/0 50 

module 312 to be configured to enable blind typing. In blind 
typing, the driver can write naturally with a finger on the 
interface and the interface can determine, from the natural 
written script, a command or request of the driver. This con­
figuration typically requires the interface to be configured as 

ments the user is free to drive while interacting. 
In some embodiments a GUI may be used where a display 

of the GUI is turned off to provide the above described func­
tionality. 

A display navigation mode can be selectively triggered by 
the user to implement any of the above configurations and/or 

55 features. When the user wishes to enter display navigation 
mode, the user can provide a command, such as by voice or 
gesture, to enter that mode. In that mode, any of the above 
assistive configurations or features can be implemented. For 
example, voice navigation is activated and the residence time 

a touchpad. While other systems require the driver to focus 
away from the road-either by selecting letters from menus 
or on a displayed keyboard-blind typing permits the driver 
to input commands or requests to the vehicle control system 
without having to visually focus on any screen. 

Although many of the above display changes or reconfigu­
rations have been used to enable impaired users to access a 
computer, the driver is typically not disabled or impaired 
(e.g., not visually impaired or disabled). These changes or 
reconfigurations can however be highly beneficial in enabling 
a driver to interact with the computer in a manner that sub­
stantially avoids or inhibits driver distraction. 

60 of the user's touch on the touch screen required to select a 
contacted icon is lengthened to avoid incidental or accidental 
icon selection as the user moves his or her hand/digit around 
the touch screen. When the user arrives at a desired location, 
the icon will be activated after touch contact for the longer 

65 residence time. When the icon is selected, the touch screen 
can return to normal operating mode with a shorter residence 
time for icon activation. 
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The user can alternatively use a roller or track ball and 
selector to effect narrated screen navigation. 

In another embodiment, the user contacts an arbitrary and 
substantially planar or flat control surface, such as an arm rest, 
dash, steering wheel, glove box door, center or rear center 5 

console, window ( e.g., windshield), passenger compartment 
roof, seat surface, door panel, or other electrically, magneti­
cally, electromagnetically, and optically nonreactive surface 
to activate icons on the activated or deactivated vehicle com­
puter center or rear center display. The control surface can be 10 

any arbitrary surface selected by the user. This can be done by 
optically or visually separating the surface into segments, 
each segment corresponding to a segment on the display. The 
movement of the user's hand or digit is tracked optically over 
the surface with reference to the segments. As the user moves 15 

his or her hand, the user can be audibly told where his or her 
hand is relative to the display. When the user's hand/digit is at 

108 
cell 3034ii to display field containing appointment, cell 
3034}} to display field containing weather information, cell 
3034kk to display field containing weather information, cell 
3034ll to display field containing weather information, cell 
3034mm to display field containing weather information, cell 
3034nn to display field containing weather information, cell 
303400 to display field containing weather information, cell 
3304pp to friends icon, cell 3304qq to received and/or sent 
messages 3068, cell 3304rr to received and/or sent messages 
3068, cell 3304ss to received and/or sent messages 3068, cell 
3304tt to received and/or sent messages 3068, cell 3304uu to 
received and/or sent messages 3068, cell 3304w to received 
and/or sent messages 3068, cell 3304ww to icon 3098, cell 
3304.xx to a climate control icon ("Climate" icon), cell 
3304aaa to a controls icon ("Control" icon) to control vehicle 
tasks, functions or operations 3062, cell 3304bbb to speaker 
volume setting 3064, cells 3304ccc and ddd to controls to the 
left and right of the speaker image 3066 and 3070, respec-

a selected location, the user can leave his or her hand/digit at 
that location for a selected residence time to cause the icon in 
the corresponding segment of the display to be activated. 20 tively, and cell 3304eee to speaker icon. 

By way of example, the user's digit points at 3304h, which 
corresponds to the navigation icon 3016 of the home page 
3000 of FIG. 30. By leaving the user's digit stationary in that 
location for a selected period of time, the media controller 

The activated or deactivated vehicle computer center or 
rear center display can be any of the driver's device or user 
interface 212, 248, user interface (s)/input interface(s) 324 
and/ or I/O module 312, may be provided that includes an area 
for navigation by a user. 

An example is described with reference to FIGS. 33-34. 
25 subsystem 348 determines that the user desires to activate the 

navigation icon 3016, which causes a different display to be 
rendered. The new display is remapped to the control surface 
so that the dividing lines on the control surface mirror the 

FIG. 34 depicts the display of FIG. 30 with defined segments 
overlaid on the display. This is done to show the process of 
mapping the control surface to the displayed objects. FIG. 33 
shows the same defined segments positioned on the control 30 

surface 3300. Each segment of the control surface 3300 cor­
responds to an information-containing and/or activatable or 
selectable object of the current display. As the display 
changes in response to user input or otherwise, the type, 
identity, and/or arrangement of displayed information and 35 

objects changes requiring the display to be remapped to the 
control surface 3300. Remapping typically requires the 
defined segments to be redefined and reconfigured to reflect 
the new display configuration. 

As shown by FIG. 33, the dividing lines define various 40 

cells, each of which corresponds to displayed content on the 
display of FIG. 34. Specifically, cell 3304a corresponds to 
display field comprising driver name 3028, cell 3304b to 
satellite reception indicator 3032, cell 3304c to WiFi connec­
tivity indicator 3034, cell 3304d to cellular connectivity indi- 45 

cator 3036, cell 3304e to display field comprising weather 
information 3038, cell 3304f to display field comprising date 
3040, cell 3034g to icon 3380, cell 3034h to navigation 
("Nav" icon) 3016, cell 3034i to media ("Media" icon) 3018, 
cell 3034j to phone ("Phone" icon) 3020, cell 3034k to rear 50 

view ("Rear View" icon) 3022, cell 30341 to other applica­
tions icon 3024, cell 3034m to icon 3384, cell 3034n to "my 
dash" icon 3026, cell 30340 to navigation display field 3088, 
cell 3034zz to suggested icon, cell 3034p to set destination 
icon, cell 3034q to display field containing destination, cell 55 

3034r to display field containing suggested waypoint, cell 
3034s to display field containing suggested waypoint, cell 
3034tto set destination icon, cell 3034uto set destination box, 
cell 3034v to favorites icon, cell 3034w to recent locations, 
cell 3034x to people icon, cell 3034y to points of interest icon, 60 

cell 3034yy to set waypoints, cell 3034z to set waypoints box, 
cell 3034aa to go icon, cell 3034bbto calendar icon 3092, cell 
3034cc to weather icon 3096, cell 3034dd to display field 
containing appointment, cell 3034ee to display field contain-
ing appointment, cell 3034ff to display field containing 65 

appointment, cell 3034gg to display field containing appoint­
ment, cell 3034hh to display field containing appointment, 

dividing lines overlain on the new display. By way offurther 
example, the user's digit points at 3304{, which corresponds 
to the display field for date and time of the home page 3000 of 
FIG. 30. A screen reader reads the date and time to the user. 
By way of further example, the user's digit points at 3304dd, 
which corresponds to the display field for appointment of the 
home page 3000 of FIG. 30. A screen reader reads the dis­
played appointment information to the user. 

Optical tracking of the user's digit enables the location of 
the digit. Optical tracking typically determines in real-time 
the position of the digit by tracking the positions of either 
active or passive infrared markers attached to the object. The 
position of the point of reflection is determined using the 
camera sensors 760, motion sensors 744, and/or infrared sen­
sors 740. In one configuration, the user's digit is equipped 
with markers. Markers can be light reflectors ("passive mark­
ers", e.g. retroreflectors) or light emitters ("active markers", 
e.g. LEDs). To also measure the orientation of a body, several 
(greater than or equal to 3) of these markers have to be 
arranged at a known geometry. The camera sensors 760 scan 
a certain volume and detect the light that comes from the 
markers. These images are processed to identify and calculate 
potential marker positions (in image coordinates). The result 
of each measurement are coordinates that describe the posi­
tion of the markers, and hence the position and orientation of 
the body carrying the markers. 

Other techniques can be employed. The cell dividing lines 
can be projected onto the control surface by the camera sen­
sors 760. The position of a selected digit of the user can be 
tracked using image processing of images of the control sur­
face with the cell boundary or dividing lines in the images. 
Examples of other techniques include video tracking, such as 
blob tracking, kernel-based tracking, contour tracking, visual 
feature matching, match moving, motion capture, motion 
estimation, Swistrack, and single particle tracking. 

The operation of the control surface will be discussed with 
reference to FIG. 35. 

In step 3500, the media controller subsystem 348 detects a 
stimulus, such as ignition of the engine, motion of the vehicle, 
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the vehicle being placed in gear, a gesture or other activation 
command from the user, and the like. 

In response, the media controller subsystem 348, in step 
3504, maps the current display of a selected one of the driv­
er's device or user interface 212, 248, user interface (s )/input 
interface(s) 324 and/or I/O module 312 to a selected control 
surface. This can include proportional sizing the control sur­
face to the display and determining cell and cell boundary 
locations. The sizes of the cells are commonly proportional to 
the corresponding displayed content. 

In step 3508, the media controller subsystem 348 deter­
mines, by one or more of the motion sensors 744, infrared 
sensors 740, and camera sensors 760, whether a user's digit 
has moved relative to the stationary cell boundaries and cells 
on the mapped control surface. 

When movement is detected, the media controller sub­
system 348, in step 3512, detects or determines, by one or 
more of the motion sensors 744, infrared sensors 740, and 
camera sensors 760, the position of the digit on the control 
surface relative to the cells and cell boundaries. 

In step 3516, the detected position of the digit is mapped to 
the currently displayed content. This is done by mapping the 
cell where the tip of the digit is positioned to the correspond-
ing displayed content on the display. 

In step 3520, the media controller subsystem 348 performs 
an action based on the detected digit position. The action 
depends on the type of displayed content corresponding to the 
digit position. When the displayed content is activatable or 
selectable, the media controller subsystem 348 activates the 
corresponding task, function or operation. When the dis­
played content is not activatable or selectable, a screen reader 
in the media controller subsystem 348 reads the displayed 
content to the user. Some operations are drag-and-drop opera­
tions where content is moved by the user's digit from one 
location to another, such as a destination or waypoint being 
dragged from one location and dropped into a set destination 
or wet waypoint box. This can be done by detecting the user's 
digit in a first location, determining that the displayed content 
can be dragged and dropped to another location, waiting for 

110 
versa, from "parked" to "reverse gear" and vice versa, from 
"forward gear" to "reverse gear" and vice versa, and from 
stationary to in motion and vice versa. 

In decision diamond 2604, the media controller sub-
5 system 348 selects a device or user interface 212, 248, user 

interface ( s )/input interface(s) 324 and/or I/O module 312 and 
determines whether or not it is associated with the driver. This 
is typically determined by determining whether or not the 
selected device or user interface 212, 248, user 

10 interface (s )/input interface(s) 324 and/or I/O module 312 is 
located in an area and/or zone occupied by the driver. Loca­
tion of the device or user interface 212, 248, user 
interface (s )/input interface( s) 324 and/or I/O module 312 can 

15 

be determined using the techniques noted above. 
When the device or user interface 212, 248, user inter-

face (s)/input interface(s) 324 and/or I/O module 312 is 
located in the area and/or zone of the driver, the media con­
troller subsystem 348, in step 2608, reconfigures the user 
interface to enable or disable ( depending on the initial and 

20 final states) one of the features, settings, or filters discussed 
above. 

When the device or user interface 212, 248, user inter­
face (s)/input interface(s) 324 and/or I/O module 312 is not 
located in the area and/or zone of the driver, the media con-

25 trailer subsystem 348, in step 2608, does not reconfigure the 
user interface to enable or disable ( depending on the initial 
and final states) one of the features, settings, or filters dis­
cussed above. 

After performing either of steps 2608 or 2612, the media 
30 controller subsystem 348 selects a next device or user inter­

face 212, 248, user interface (s )/input interface(s) 324 and/or 
I/O module 312 and returns to decision diamond 2604. 

This process is continued until all devices or user interfaces 
212, 248, user interface (s)/input interface(s) 324 and/or I/O 

35 modules 312 have been considered. 

the digit to move to a second location, and, when in the second 40 

location, dropping the content into displayed content corre­
sponding to the second location when the displayed content 
permits this operation to be performed. 

In other embodiments, the media controller subsystem 348 
can audibly warn of or describe an image detected via an 
infrared sensor, motion sensor or camera sensor that is in the 
path of the vehicle. Known image processing and image 
recognition techniques can be used to identify the object 
image and compare the image to a projected path of the 
vehicle. An exemplary technique acquires the image, pre­
processes the acquired image, performs feature extraction 
from the pre-processed image, performs detection and/or seg­
mentation using the extracted features, and performs high 
level processing and decision making. The path of the vehicle, 

As noted, when the task, function or operation causes the 
display to change the control surface is remapped to the 45 

display. 
In another embodiment, the UI may not include any display 

at all. Because any surface can receive input, as provided 
herein, a display is not needed. Examples of this type of 
display-less UI can be implemented on any surface that has a 50 

substantially flat or planar area or surface. In one embodi­
ment, the UI area may include a capacitive and/or resistive 
touch interface region. In another embodiment, the UI area 
may be a surface that includes an area visible from at least one 
image sensor (e.g., camera, etc.). Other examples of a dis- 55 

play-less UI may include a volume of space in which a user 
can move a pointer. 

as determined by a steering wheel setting and a projected path 
of the center line of the vehicle for that setting along with a 
width of the vehicle can be compared against the position of 
the object. When the projected path causes any portion of the 
vehicle to contact the object or be within an unsafe distance of 
the object, appropriate instructions or warnings can be issued. 
Thus, not only can a warning containing the object descrip­
tion be provided to the driver but also directions can be 
audibly provided to enable the driver to miss the object. For 
example, the driver can be instructed by one or more of the 
following: "Watch Out!"; "Tum the wheel left, a little more, 
a little more, perfect, straighten out"; "Tum the wheel right, a 
little more, a little more, perfect, straighten out"; and the like. 

In the examples provided above, a user may navigate the 
non-displayed UI elements (e.g., icons, buttons, etc.) using 
sound, haptic feedback, etc. 

An operation of the media controller subsystem 348 will 
now be described with reference to FIG. 26. 

60 This can provide invaluable assistance to driver's who 
struggle, for example, with backing up the vehicle due to 
depth perception and/or orientation issues. 

In step 2600, a stimulus is detected by the media controller 
subsystem 348 based on input from one or more vehicle 
sensors. An exemplary stimulus includes a change in vehicle 65 

operating state. Common changes in vehicle operating state 
include a change from "parked" to "forward gear" and vice 

User Account Management and Occupant Control of 
Vehicle Tasks, Functions and Operations 

The vehicle control system 204 can manage user accounts 
that stipulate, control, and define rights and privileges of each 
user of the vehicle and vehicle network. Different users and/ 
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or devices may include different accounts. In some cases 
these accounts may include user and/or device-specific privi­
leges. 

For example, a system user has exclusive rights and privi­
leges over all communication device firewall rules and run­
ning software. The system user can control selected vehicle 
tasks, functions and operations and infotainment via prede­
termined or preconfigured gestures. A manufacturer or ven-

112 
In yet another example, a vehicle occupant can perform a 

first set of vehicle tasks, functions and operations when in a 
first area and/or zone and a different set of vehicle tasks, 
functions, and operations when in a different second area 

5 and/or zone. For instance, a vehicle occupant can drive the car 
or perform another critical vehicle task, function or operation 
when seated in the driver's seat but not when seated in a 
different seat. When the vehicle occupant is in the back seat, 

dor user can have local or remote access to on board control 
system data and alter the parameters and settings in the 10 

vehicle control system and to perform diagnosis and repair. A 
dashboard user can have rights to launch a dashboard appli­
cation and authenticate guest or default users and change 
permissions to trusted friends or family members. Dashboard 15 
users can read on board diagnostic system data but cannot 
overwrite or change it. A user can be both a system and 
dashboard user. An Internet source interacting with the 
vehicle has only http rights to respond to http requests 
received from the vehicle. The requests can target different 20 

user data but these are filtered by default user accounts. Guest 
users have no rights. Family and friend users have rights to 
play media from the media controller and to stream its media 

he is unable to be a back seat driver of the vehicle or perform 
another critical vehicle task, function or operation. 

In yet another example, a vehicle occupant can perform a 
first set of vehicle tasks, functions and operations when the 
vehicle is in a first operating state and a different set of vehicle 
tasks, functions, and operations when the vehicle is in a 
second operating state. The vehicle occupant, for instance, 
can watch a video on the driver's center console or display 
subsystem when parked and/or the vehicle is stationary (not 
in motion) but cannot watch the video on the driver's center 
console or display subsystem when the vehicle is in gear 
and/or motion. 

In yet another example, a different authentication proce­
dure is used for the vehicle occupant when requesting a first 
set of vehicle tasks, operations, and functions than when 
requesting a second set of vehicle tasks, operations, and func­
tions. When the vehicle occupant is entitled to drive the 
vehicle or perform another critical vehicle task, function or 

to the controller. They may or may not have rights to control 
vehicle tasks, functions and operations, whether or not by 25 

gesture. The back seat displays are part of this group of users. 
The back seat displays can be smart WiFi removable commu­
nication devices that can be removed from the vehicle in WiFi 
range of the communication network. 

operation, a different and higher or more stringent set of 
authentication requirements can be required than when the 
vehicle occupant is not entitled to drive the vehicle. For 

In one example, a child user may wish to change the tem­
perature in his zone of the vehicle. Continuing the example, 
the child may have an account that allows access to this 
feature (but not other more critical features). As such the child 
may change the temperature via the device or other control. 
The child, however, may not be entitled to change the feature 
for an area or zone other than that in which he or she is 
currently located. Additionally or alternatively, a driver may 
have a broader account and privileges. In this case, the driver 
may control critical features, and even tasks, operations, and 
functions, of a vehicle. Remote control of a vehicle or info­
tainment task, operation, or function through the on board 
vehicle computer and by a portable or handheld computa­
tional device, such as a cellular phone or tablet computer, 
interconnected with the vehicle computer, can be permitted 
for some users but not others. For example, a privileged user 
can control an infotainment or climate control function on the 
dashboard from the back seat of the vehicle. The control of the 
vehicle or infotainment task, function, or operation may be 
made via a device or user interface 212, 248, user 
interface (s)/input interface(s) 324 and/or I/0 module 312. 
Accordingly, occupant control of a (typically non- or less 
critical) vehicle task, function, or operation (such as an info­
tainment task, function or operation) can be done using an on 
board ( or vehicle mounted) computational device or a por­
table computational device discrete from and not mounted on 
the vehicle. 

In another example, a user in the rear passenger seat of a 
vehicle may wish to take control of specific features that are 
allowed in that zone. Such features may include controlling 
the climate, changing a radio station or infotainment presen­
tation, opening a window, setting a volume level, setting a 
screen contrast and/or resolution, and/or adjusting a seat posi­
tion. The control of these features may be provided to the user 
in the rear passenger seat via a display, gesture control region, 
or other device associated with the zone in which the rear 
passenger is seated. Associated devices may include the 
user's smart-phone, tablet, computer, and/or other device. 

30 instance, multiple authentication techniques may be used in 
the former case but only one in the latter case. 

As noted, the vehicle control system 204 manages user 
accounts, which contain user credentials, such as user iden­
tifiers, passwords, user biometric data ( e.g., fingerprints, 

35 retina images, facial characteristics, user weight, and other 
physical characteristics), and rights and privileges of the user 
in performing vehicle tasks, functions, and operations, both 
critical and non-critical. In addition to the rights and privi­
leges defined in the user account, the vehicle control system 

40 204 can consider additional gating or filtering factors, such as 
current user position ( e.g., what area and/or zone the user is 
located or seated in), in determining what rights and privi­
leges apply currently to the user. 

The vehicle control system 204 can manage and enforce 
45 accounts for authenticated and non-authenticated users. Each 

account specifies rights and privileges for the corresponding 
user and/or security/authentication requirements and/or per­
sonal settings of the user ( such as seat and lumbar settings, 
climate control settings, lighting settings, configuration of 

50 instrument cluster, rear view mirror settings, driving modes 
( such as fuel economy, sport, city, and the like), media chan­
nel settings or presets, media delivery preferences, music 
genre preferences, scheduled programs, playlists, synchroni­
zation with cloud-based data associated with the user (such as 

55 iCloud™ of Apple™, Outlook™, and the like with examples 
of cloud-based data being electronic calendar, email, con­
tacts, media content, texts, voice mail messages, and the like), 
application-specific personalization and selections, display 
settings and configurations, and the like) and other informa-

60 tion noted above with respect to the profile data 252 and 
device data 220. These will be henceforth encompassed by 
any reference to a user's account. 

For example, an owner of the vehicle would have the right 
and privilege not only to access infotainment media but also 

65 to access and control critical and non- or less critical vehicle 
tasks, functions, and operations. Because he is entitled to the 
highest level of rights and privileges, his or her authentication 
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requirements may be more demanding than another vehicle 
occupant not having such rights and privileges. A child of the 
vehicle owner on the other hand would have a very restricted 

114 
in the face recognition stage. The face recognition process 
uses the image obtained from the detection stage and com­
pares it with a database of known faces. When the facial 

or no right to access and control vehicle tasks, functions, and 
operations ( except for climate control, seat, and/or window 5 

settings) and restricted rights to access infotainment media. 

image obtained from the detection stage matches a known 
stored facial image, authentication is successful. When the 
facial image obtained from the detection stage fails to match 
a known stored facial image, authentication is unsuccessful. 
As noted, image processing can be augmented by other secu­
rity mechanisms for higher level privileges, such as authen-

As noted above, a child filter could be configured by the 
vehicle owner to prevent the child from accessing age-re­
stricted media. 

A guest of the vehicle owner having no corresponding 
account would be provided with a default account having 
default and restricted rights and privileges to access vehicle 
and infotainment tasks, functions, and operations, and set­
tings and configurations, which could be expanded based on 
input from the owner. This could be done in response to a 
query by the vehicle control system 204 that the vehicle 
occupant is not recognized ( or authenticated). The vehicle 
control system 204 could provide the owner with multiple 
default accounts, one for an adult with driving privileges, one 
for an adult without driving privileges, and one for a child, 
and request the owner select the appropriate default account 
for the occupant. An identifier of the occupant and optionally 
authentication credentials would be inputted by the owner, 
and the vehicle control system 204 could store image pro­
cessing information of the occupant's facial or other image, 
biometric information, and/or occupant weight for purposes 
of authentication. The owner could define, in an account 
created or modified by the owner, the rights and privileges of 
the person associated with the account. 

An operation of the vehicle control system 204 is shown in 
FIG. 27. 

In step 2700, the vehicle control system 204 detects a 
stimulus, such as a driver prompt, presence of an occupant, 
and the like. As noted above, the presence of an occupant can 
be sensed by seat weight sensors, image processing analysis, 
motion detection, proximity of a key fob, and/or biometric 
information. 

lO tication by user credentials (e.g., pattern lock, PIN, or other 
password). 

When the user is authenticated successfully, the vehicle 
control system 204, in step 2708, retrieves the corresponding 

15 account for the successfully authenticated user. 
In step 2712, the vehicle control system 204 next deter­

mines the area and/or zone (e.g., seat position) occupied by 
the authenticated user, such as by using any of the techniques 
discussed herein, including without limitation image process-

20 ing information of the various occupants, sensed seat weight, 
user input, location coordinates received from a portable 
computational device, such as a cell phone, tablet computer, 
or personal digital assistant associated with the user, and the 
like. The vehicle control system 204 may also determine an 

25 operating state of the vehicle, e.g., in motion, parked, in gear, 
in neutral, and the like. 

In step 2716, based on location (e.g., seat position) of the 
corresponding authenticated user and/or the operating state of 
the vehicle, the vehicle control system 204 enables eligible 

30 rights, privileges, settings and configurations set forth in the 
corresponding account and disables ineligible right or privi­
leges or alters settings and configurations. 

When the user is not authenticated successfully, the vehicle 

35 
control system 204, in step 2720, creates an account for the 
unauthenticated user as set forth above. As noted, the account 
can be a default account. 

Another application of the vehicle control system 204 for 
authentication by facial recognition is shown in FIGS. 28-29. 

In step 2800, the vehicle control system 204 detects a 
stimulus or trigger event. 

In step 2804, the vehicle control system 204 provides, via 
the device or user interface 212, 248, user interface (s)/input 
interface(s) 324 and/or I/O module 312, the user with a face 

In decision diamond 2704, the vehicle control system 204 
determines whether or not each of the vehicle occupants has 
been authenticated successfully. Authentication can be per- 40 

formed by any suitable technique and using any suitable 
input, such as by one or more of receiving and validating user 
credentials, sensing an occupant's weight in a seat (with the 
weight being different from weight ranges predefined for 
each known occupant), image processing performed on the 
facial characteristics of the various vehicle occupants (and 
comparing the sensed facial characteristics against those for 
known occupants), biometrics ( such as a fingerprint image of 

45 detection screen, such as that shown in FIG. 29. As shown in 
FIG. 29, the face detection screen 2900 is a dashed outline 
2904 of a human face having eye holes 2908a and b to enable 
the user to align his or her face with the screen for a higher 
quality video image of the user's face. This screen 2900 the occupant sensed by the occupant touching a touchscreen 

display, retinal scan, heart rhythm as received by conductive 
elements on a vehicle component such as the steering wheel 
or gear shift) (which are compared against corresponding 
stored biometrics for known occupants), and the like. An 
unauthenticated occupant could be recognized by sensing an 
occupant's weight in a seat (with the weight being different 
from weight ranges predefined for each known occupant), 
image processing performed on the facial characteristics of 
the various vehicle occupants (with the sensed facial charac­
teristics failing to match stored facial characteristics for 
known occupants), unrecognized biometrics (which do not 
correspond to biometrics for known occupants), and the like. 

Authentication using image processing applied to video 
images of occupants in the vehicle can be performed by any 
suitable technique. In one technique, facial recognition 
occurs in two stages, namely face detection and recognition. 
The face detection stage attempts to obtain an acceptable 
image from the video stream of the vehicle occupants to use 

50 prompts the user to align his or her face such that the facial 
recognition camera can obtain a good image. The screen can 
show the video feed from the facial recognition camera with 
the dashed outline as an overlay. The dashed outline is 
intended to assist users situate his or her image properly in the 

55 camera's field of view. An instruction line 2912 can appear at 
the top of the screen 2900. 

When an acceptable facial image is not obtained so that 
facial recognition cannot be performed, the vehicle control 
system 204 proceeds 2803 to a manual sign-in step ( discussed 

60 below) and provides the user with a face recognition failure 
notification dialog over the screen 2900 of the device or user 
interface 212, 248, user interface (s)/input interface(s) 324 
and/or I/O module 312 in step 2812. If a proper facial image 
is obtained, the vehicle control system 204, in step 2816, 

65 searches through a repository of stored facial images to find a 
match and, during the mapping, provides the user with a 
recognition progress indicator modal on the screen 2900. 
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When recognition is not successful or no match is found, 
the vehicle control system 204 proceeds to step 2812 and the 
manual sign-in step discussed below. 

When recognition is successful and a match is found, the 
vehicle control system 204 proceeds to step 2820 and applies 
the personal settings of the user, such as any or all of the 
settings referenced above. A settings application progress 
modal can be displayed over the displayed screen. 

In step 2812, the vehicle control system 204 provides the 
user with a manual sign-in screen (not shown) requesting 
input of the user's credentials. The manual sign-in screen, for 
example, can include fields for user identifier and password 
and options to sign in or continue as a guest. 

When the credentials are not received within a time out 
period or are incorrect or at the request of the user in step 
2812, the vehicle control system 204 can create 2828 a guest 
or default account for the user as discussed above and applies 
default settings. 

When the credentials are received and successfully authen­
ticated, the vehicle control system 204 in step 2820 applies 
the personal settings of the user. 

The vehicle control system 204, after steps 2820, 2824, or 
2828 proceeds to step 2832 and provides a home screen page, 
such as home page 3000, configured in accordance with the 
applicable settings. 

Configuration ofHaptic Feedback and Visual Preferences 
in Vehicle User Interfaces 

The profile data 252 can include, for each occupant in a 
corresponding user profile, physical impairment information, 
such as information regarding a disability. The physical 
impairments include vision impairments (e.g., low vision, 
blindness, night and color blindness, and light sensitivity), 
hearing impairments (such as hearing loss, hard-of-hearing, 
and deafness), dexterity and mobility impairments (such as 
caused by arthritis, cerebral palsy, multiple sclerosis, loss of 
limb or digit, spinal cord injury, and repetitive stress injury), 
and language and/or communication impairments (such as 
aphasia, delayed speech, dyslexia, and other conditions 
resulting in difficulties remembering, solving problems, and/ 
or perceiving sensory information). 

System data 208 can include rules to implement by the 
vehicle control system 204 an accessibility or assistive tech­
nology. This can include reconfiguring, for example, the driv­
er's device or user interface 212, 248, user interface (s )/input 
interface(s) 324 and/or I/0 module 312. Once the user having 
the impairment is located in the vehicle or correlated with a 
particular seat position and/or device or user interface 212, 
248, user interface (s )/input interface(s) 324 and/or I/0 mod-
ule 312, the accessibility or assistive technology can be 
applied to the corresponding device or user interface 212, 
248, user interface (s )/input interface(s) 324 and/or I/0 mod­
ule 312. The type of accessibility or assistive technology 
employed can depend not only on the type and capabilities of 
the device or user interface 212, 248, user interface ( s )/input 
interface(s) 324 and/or I/0 module 312 but also on the seat 
position of the impaired user. Specifically, when the impaired 
user is a driver of the vehicle, he or she may receive different 
accessibility or assistive technology compared to when he or 
she is a non-driving vehicle occupant or passenger. 

116 
tion, commands, warnings, and requests provided by way of 
the driver's device or user interface 212, 248, user inter­
face (s)/input interface(s) 324 and/or I/0 module 312 to users 
with vision impairments can be one or more of the use of 

5 screen magnification, high contrast (e.g., between text and 
background colors such as white text on a black background, 
large font size and/or icon size ( e.g., without changing screen 
resolution), color changes on the screen, a screen reader (or 
other text-to-speech program), speech recognition software 

10 (such as to operate the computer and/or software), enable­
ment of a read mode, keyboard web page navigation, and the 
like. Information, commands, warnings, and requests pro­
vided by way of the driver's device or user interface 212, 248, 
user interface (s)/input interface(s) 324 and/or I/0 module 

15 312 to users with a hearing impairment can be one or more of 
the use of text or visual alternatives for sounds, high volume 
levels, changed computer sounds, sign language interpreta­
tion or translation ( e.g., by image processing and acquisition 
based on visual images captured by one or more camera 

20 sensors), a text phone application, and the like. Information, 
commands, warnings, and requests provided by way of the 
driver's device or user interface 212, 248, user interface (s)/ 
input interface(s) 324 and/or I/0 module 312 to users with a 
dexterity and/or mobility impairment can be one or more of 

25 the use of particular mouse settings (e.g., mouse button con­
figuration and timing (such as double-click speed), to make 
the mouse pointer more visible, and to alter the scroll speed of 
the mouse wheel or how quickly the mouse pointer responds 
to movements of the mouse), an increased size of a mouse-

30 selectable screen element to provide a larger target, mouse 
keys to move the mouse pointer, sticky keys, toggle keys, 
filter keys, keyboard shortcuts, access keys, keyboard set­
tings, an on-screen keyboard, speech recognition software 
(such as to dictate into almost any application (e.g., the user 

35 can dictate documents and email, surf the web, and control 
selected vehicle tasks, functions, and operations by voice 
command)), disablement of the automatic arrangement of 
windows when the mouse cursor is moved to the edge of the 
screen, enablement of activate a window by hovering over it 

40 with the mouse cursor, keyboard web page navigation, a 
disability assistive keyboard ( such as an alternative keyboard) 
displayed on the screen, a keyboard filter, and the like. Infor­
mation, commands, warnings, and requests provided by way 
of the driver's device or user interface 212, 248, user 

45 interface (s)/input interface(s) 324 and/or I/0 module 312 to 
users with a language and/or communication impairment can 
be one or more of the use of sticky keys, toggle keys, filter 
keys, enablement of remove background images, disable­
ment of all unnecessary animations, long period for notifica-

50 tion dialog boxes to stay open, a keyboard filter, speech rec­
ognition software, enablement of a read mode, a screen 
reader, keyboard web page navigation, and a speech synthe­
sizer, and the like. Information, commands, warnings, and 
requests provided by way of the driver's device or user inter-

55 face 212, 248, user interface (s )/input interface(s) 324 and/or 
I/0 module 312 to users with a learning impairment can be 
one or more of the use of a word prediction program, a reading 
tool, a learning disability program, a speech synthesizer, and 
speech recognition programs. 

For users with an impairment, an assistive technology can 
use haptic feedback to provide information to a user. Haptic 
technology, or haptics, is a tactile feedback technology which 
takes advantage of the sense of touch by applying forces, 
vibrations, or motions to the user. Haptic feedback commonly 

The type of assistance provided by the vehicle control 60 

system 204 depends on the particular impairment and/or dis­
ability involved. For example, if the vehicle control system 
204 were to determine that the user has a particular impair­
ment and/or disability, the vehicle control system 204 can 
recommend and/or implement automatically other feature or 
device settings and/or accessible technology that may provide 
improved access for the user. By way of illustration, informa-

65 uses the sense of touch in a user interface to provide informa­
tion to an end user. The user interface can be any device with 
which a body part of the user is in contact and through which 
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haptic feedback can be transmitted. Examples include a steer-
118 

animated icons, etc.) can be provided visually to the user. The 
color, brightness, duration, and/or intensity of the light emit­
ted and/or appearance of the animated icon can vary by the 
matching type of sound profile such that each type of sound 

ing wheel, tactile electronic display, seat, seat belt, foot pedal, 
gear shift, center or rear center console, arm rest, other con­
tact surface, and the like. In one configuration, the assistive 
technology is a system where at least two actuators are posi­
tioned beneath a user interface to provide vibratory feedback 
when a user makes contact with the unit. One actuator can 
induce a feedback vibration while one or more other actuator 
creates a second vibration to suppress the first from propa­
gating to unwanted regions of the interface, thereby "localiz­
ing" the haptic experience. To minimize driver's attention 
away from the road or for a visually impaired occupant, tactile 

5 profile has a unique set of visual signals and/or alerts to the 
user. 

The general interfaces of a vehicle, including but not lim­
ited to, at least one of the infotainment system, interfaces, 
graphical user interfaces, and the like, can be configured to 

(or haptic or aural) feedback can be used to help a user 
identify which button/icon they are touching or pressing, 
without drawing their visual attention away from the road. It 
can also be used, for the hearing impaired, haptic feedback 
can be used to identify external sounds, such as sirens of an 
emergency vehicle, and/or a vehicle horn and/or information 
about a vehicle task, function or operation, such as an engine­
related warning being activated, vehicle speed, vehicle gear 
currently engaged, and the like. Each type of information to 
be provided by haptic feedback to the user can have a corre­
spondingly different haptic feedback response to enable the 
user to distinguish between types of information. For 
example, a police siren can have a different haptic feedback 
than an ambulance siren, both of which can have a different 
haptic feedback from an engine-related warning. 

10 display color-blind friendly colors so that the interface is 
meaningful and usable for a color-blind user. Colors, contrast, 
brightness, etc. may be configured to provide an optimum 
user experience based on the type of color-blindness. 

The vehicle control system can adjust or modify settings on 
15 manual controls to account for a user impairment or medical 

condition, age, physical condition or characteristics, and/or 
driving history. This information can be recorded in a corre­
sponding user profile, obtained over the Internet from a 
remote source (such as driving history from a law enforce-

20 ment agency), and/or sensed by observing the user's behavior 
over time. For instance, the user may not respond quickly to 
a vehicle sensed obstacle in the path of the vehicle, may move, 
shake or jitter the steering wheel slightly during vehicle 
operation. The user response time, pedal displacement of the 

The external sound can be detected by one or more sound 
sensors positioned interiorly and/or exteriorly to the vehicle. 
Each sensor generates an analog or digital representation of 
the sound detected over a selected frequency range. The 
vehicle control system uses template matching to associate 

25 user, force applied to a pedal by the user, steering wheel 
displacement during straight-line driving, and the like can be 
monitored by the vehicle control system and the monitored 
behavior analyzed and stored in the corresponding user pro­
file. Analysis can by matching the observed behavior against 

the profile of the sound detected with a corresponding match-

30 various templates. The closest template is associated with a 
corresponding set of configuration rules regarding what set­
tings to use for manual controls of the vehicle, The abilities 
can be based on driving or responsiveness tests and/or driver 

ing profile of type of sound. In other words, the sound profile 
is the template and the sensed sound profile of a police siren 35 

is matched to the template sound profile. 
Sensed sound template matching can be used to generate 

an alert or sound in a different frequency range to a user. All 
or part of the sensed sound profile can be frequency shifted to 
provide a corresponding output sound profile covering a dif- 40 

ferent frequency range. The matching type of sound can have 
a unique corresponding output sound profile. The output 
sound profile can be played to the vehicle occupants over the 
sound system of the vehicle. The output sound profile may be 
suited to a user's particular frequency and/or hearing disabil- 45 

ity such that the output sound profile contains a set of fre­
quencies that the user can hear. The sound may even adjust an 
audible signal presented to a user (e.g., statically, dynami­
cally, and/or combinations thereof) to provide a differently 
shaped or phase-shifted sound profile. The sound profile over 50 

certain frequency ranges can be exaggerated in magnitude 
and/or the sound profile over certain frequency ranges can be 
decreased in magnitude or eliminated altogether. The output 
sound profile is played over the vehicle's sound system in 
temporal proximity to the detection of the corresponding 55 

external sound profile to alarm the occupant. In one configu­
ration, the output sound profile is played over the spatially 
dispersed speakers in the passenger compartment with sound 
delays (or phase shifts) and/or magnitude levels at each 
speaker simulating the sound delays and/or magnitude levels 60 

of the various portions of the sound sensed by the various 
sound detectors positioned inside and/or outside of the 
vehicle. This can indicate to the user spatially where the 
origin or source of the sound is located relative to the vehicle. 

Alternative to or in addition to playing the output sound 65 

profile, visual signals and/or alerts to a user ( e.g., flashing 
lights, increasing intensity associated with a visual signal, 

profiles maintained by a law enforcement or driver regulating 
agency. 

Based on impairment, medical condition, age, and/or abili­
ties, for example, the steering wheel, pedals, and/or other 
systems can be adjusted for play and/or responsiveness. For 
example, an individual who suffers from one or more of 
Parkinsons, old age, shaking, etc. may require more "play" in 
the steering wheel such that any shaking and/or small move-
ments of the individual do not adversely affect the steering 
sensitivity of the vehicle. Upon detecting the user impair­
ment, the vehicle control system may alter the characteristics 
of the steering wheel, for example, by reducing the sensitivity 
associated with movement. In one case, the sensitivity may be 
changed by modifying the electrical output in response to 
receiving a certain mechanical angular movement of the 
steering wheel. For instance, an angular movement of 10 
degrees at the steering wheel may be the minimum default 
angular movement to cause thew heels on a vehicle to begin to 
turn. Upon detecting a user's disability, this minimum default 
angular movement may be increased to 30 degrees, as an 
example. Therefore, small movements ( e.g., under 30 
degrees) will not affect the steering. The changes to be imple­
mented are typically based on rule sets in the system data 208 
which map a set of user-related descriptors to recommended 
or required changes. The descriptors typically describe one or 
more of user impairment, medical condition, age, and/or 
abilities. 

As can be appreciated, the sensitivity associated with a 
steering wheel and/or other manual vehicle control systems 
may be increased based on a user's abilities. Using the 
example provided above, an angular movement of 10 degrees 
at the steering wheel may be the minimum default angular 
movement to cause the wheels on a vehicle to begin to turn. 
Upon detecting a user's ability (e.g., quick reactions, steady 
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the warnings and the system detects a severe danger of an 
accident. The disclosure can be applied to other automated 
response systems besides collision avoidance systems. 

The vehicle can adjust the settings of the automotive 

hands, past driving history, past vehicle history, etc.) this 
minimum default angular movement may be decreased to 5 
degrees, as an example. Therefore, smaller movements ( e.g., 
of 5 degrees applied at the wheel) will cause the vehicle to 
begin turning (similar to racing vehicles and/or high-end cars, 
etc.). 

In other examples, (brake, emergency brake, accelerator 
and/or clutch) pedal movement range can be adjusted; that is, 
the vehicle control system can automatically adjust one or 
more of pedal stroke length, sensitivity, etc., based at least 
partially on user profile data and abilities. 

5 response systems, such as a collision avoidance system, to 
reflect a driver's unique abilities and/or impairments. The 
settings for instance can be for instance the time at which a 
warning of a potential collision is provided to the driver, the 
duration of the driver response or reaction time interval from 

The adjustment based on user profile and abilities can be 
extended to adjust settings and configurations of automated 
vehicle response systems. A collision avoidance system is an 
automobile safety system designed to reduce the severity of 
an accident. Also known as precrash system, forward colli­
sion warning system or collision mitigating system, it uses 
radar and sometimes laser and camera sensors to detect an 

10 a warning of a collision is provided to the driver and the 
initiation of automated braking, the braking force or decel­
eration of automated braking, and the time over which auto­
mated braking occurs. For example, a driver with particularly 
quick responses can have less fault tolerant triggers than a 

15 driver with slow responses; that is, the collision avoidance 
system for the former driver will trigger automated braking 
later than the collision avoidance system for the latter driver. 

imminent crash. Once the detection is done, these systems 
either provide a warning to the driver when there is an immi- 20 

nent collision or take action autonomously without any driver 
input (by braking or steering or both). In one approach, the 
collision avoidance system works in multiple phases. In a first 
phase, the collision avoidance system provides warning of an 
impending accident, while the hazard warning lights are acti- 25 

vated, the side windows and sunroof are closed and the front 
seat belts are tensioned. In a second phase, the warning is 
followed by light braking, strong enough to win the driver's 
attention. In a third phase, the collision avoidance system 
initiates autonomous partial braking. In a fourth phase, the 30 

collision avoidance system decelerates the car followed by 
automatic deceleration at full braking power, roughly half a 
second before projected impact. In another approach, the 
collision avoidance system provides a warning to the driver 
through a Heads Up Display that visually resembles brake 35 

lamps. If the driver does not react, the system pre-charges the 
brakes and increases the brake assist sensitivity to maximize 
driver braking performance. In another approach, the colli­
sion avoidance system comprises radar and camera-based 
crash imminent braking in which radar technology detects a 40 

possible crash threat and alerts the driver. If the driver does 
not appear to react quickly enough or does not react at all, the 
system intervenes to apply the brakes in an effort to avoid the 
crash. In another approach, the collision avoidance system 
has three warning stages. In the first warning stage, the col- 45 

lision avoidance system includes audible and visual warnings 
to brake. If ignored, the collision avoidance system in the 
second stage tugs on the shoulder portion of the seat belt two 
to three times as an additional tactile warning to the driver to 
take action. In a third stage, the collision avoidance system 50 

predicts that a collision is unavoidable and includes full seat 
belt slack takeup for more effective seat belt protection and 
automatic application of the brakes to lessen the severity of 
the predicted crash. In another approach, the collision avoid­
ance system highlights pedestrians in front of the vehicle at 55 

night by alerting the driver with an audible chime and visually 
displaying them via a Heads Up Display. In another approach, 
the collision avoidance system uses electronic stability con-
trol sensors to measure steering angle, vehicle yaw and lateral 
acceleration of the vehicle and brake assist (BAS) sensors to 60 

detect emergency braking, The collision avoidance system 
can tighten the seat belts, adjust seat positions including rear 
seats (if installed), raise folded rear headrests (if installed) 
and close the sunroof and windows if it detects a possible 
collision (including rollover). The collision avoidance system 65 

can use radar to monitor the traffic situation ahead and pro­
vide automatic partial braking if the driver does not react to 

An operation of the vehicle control system will be dis­
cussed with reference to FIG. 31. 

In step 3100, the vehicle control system senses a stimulus, 
such as ignition of the vehicle, the vehicle being placed in 
gear, a door opening or closing to permit a person to enter or 
exit the vehicle, activation of a graphical user interface, and 
the like. 

In step 3104, the vehicle control system determines an 
identity of each occupant and, based on the occupant's user 
profile, whether or not the occupant has an impairment. The 
occupant may be identified by any suitable technique, includ­
ing authentication, electronic address information of a por-
table communication device associated with the user, image 
recognition, seat sensor feedback ( e.g., weight of occupant), 
seat and lumbar settings selected by the occupant, and the 
like. 

When the occupant has an impairment, the vehicle control 
system determines, in step 3108, occupant seating and/or 
interface location. The interface can be, for example, a 
graphical user interface, steering wheel, brake, clutch, or 
accelerator pedal, gear shift, or other communication inter­
face by which the occupant is provided or provides informa-
tion to the vehicle control system. 

In step 3112, the vehicle control system configures the 
vehicle communication interface based on the type and/or 
severity of the occupant impairment(s ), seating position of 
the occupant, and/or type of interface. 

In step 3116, the vehicle control system selects a next 
occupant of the vehicle and returns to decision diamond 3104. 

An operation of the vehicle control system will be dis­
cussed with reference to FIG. 32. 

In step 3200, the vehicle control system senses a stimulus, 
such as ignition of the vehicle, the vehicle being placed in 
gear, a door opening or closing to permit a person to enter or 
exit the vehicle, activation of a graphical user interface, and 
the like. 

In step 3204, the vehicle control system determines an 
identity of each occupant, retrieves the corresponding user 
profile and relevant system data. The occupant may be iden­
tified by any suitable technique, including authentication, 
electronic address information of a portable communication 
device associated with the user, image recognition, seat sen­
sor feedback (e.g., weight of occupant), seat and lumbar 
settings selected by the occupant, and the like. 

In decision diamond 3208, the vehicle control system, 
based on the occupant's user profile and/or relevant system 
data, determines whether or not the occupant has an ability 
that deviates sufficiently from a normal range for the subject 
vehicle communication interface and/or automated vehicle 
response system. The normal range is defined for each type of 
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activity and for each type of interface and/or automated con­
trol system. As will be appreciated, different types of activi­
ties, different types of interfaces, and/or different types of 
automated control systems have differing normal ranges. 

122 

When the occupant has an activity that deviates sufficiently 5 

from a normal range, the vehicle control system retrieves and 
applies rule sets, in step 3212, to determine what settings of 
the vehicle communication interface and/or automated 
vehicle response system require alteration. 

It should be appreciated that the various processing mod­
ules (e.g., processors, vehicle systems, vehicle subsystems, 
modules, etc.), for example, can perform, monitor, and/or 
control critical and non-critical tasks, functions, and opera­
tions, such as interaction with and/or monitoring and/or con­
trol of critical and non-critical on board sensors and vehicle 
operations ( e.g., engine, transmission, throttle, brake power 
assist/brake lock-up, electronic suspension, traction and sta­
bility control, parallel parking assistance, occupant protec-

In step 3216, the vehicle control system configures the 
vehicle communication interface and/or automated vehicle 
response system based on the rule set application. 

The vehicle control system then returns to step 3200. 
The exemplary systems and methods of this disclosure 

have been described in relation to configurable vehicle center 
or rear center consoles and associated devices. However, to 
avoid unnecessarily obscuring the present disclosure, the pre­
ceding description omits a number of known structures and 
devices. This omission is not to be construed as a limitation of 

lO tion systems, power steering assistance, self-diagnostics, 
event data recorders, steer-by-wire and/or brake-by-wire 
operations, vehicle-to-vehicle interactions, vehicle-to-infra­
structure interactions, partial and/ or full automation, telemat-

15 ics, navigation/SPS, multimedia systems, audio systems, rear 
seat entertainment systems, game center or rear center con­
soles, tuners (SDR), heads-up display, night vision, lane 
departure warning, adaptive cruise control, adaptive head-

the scopes of the claims. Specific details are set forth to 20 

provide an understanding of the present disclosure. It should 
however be appreciated that the present disclosure may be 
practiced in a variety of ways beyond the specific detail set 
forth herein. 

lights, collision warning, blind spot sensors, park/reverse 
assistance, tire pressure monitoring, traffic signal recogni­
tion, vehicle tracking ( e.g., LoJack™), dashboard/instrument 
cluster, lights, seats, climate control, voice recognition, 
remote keyless entry, security alarm systems, and wiper/win­
dow control). Processing modules can be enclosed in an 

Furthermore, while the exemplary aspects, embodiments, 
options, and/or configurations illustrated herein show the 
various components of the system collocated, certain compo­
nents of the system can be located remotely, at distant por­
tions of a distributed network, such as a LAN and/or the 
Internet, or within a dedicated system. Thus, it should be 
appreciated, that the components of the system can be com­
bined in to one or more devices, such as a Personal Computer 
(PC), laptop, netbook, smart phone, Personal Digital Assis­
tant (PDA), tablet, etc., or collocated on a particular node of 
a distributed network, such as an analog and/or digital tele­
communications network, a packet-switch network, or a cir­
cuit-switched network. It will be appreciated from the pre­
ceding description, and for reasons of computational 
efficiency, that the components of the system can be arranged 
at any location within a distributed network of components 
without affecting the operation of the system. For example, 
the various components can be located in a switch such as a 
PBX and media server, gateway, in one or more communica­
tions devices, at one or more users' premises, or some com­
bination thereof. Similarly, one or more functional portions of 
the system could be distributed between a telecommunica­
tions device(s) and an associated computing device. 

Furthermore, it should be appreciated that the various links 
connecting the elements can be wired or wireless links, or any 
combination thereof, or any other known or later developed 
element(s) that is capable of supplying and/or communicat­

25 advanced EMI-shielded enclosure containing multiple 
expansion modules. Processing modules can have a "black 
box" or flight data recorder technology, containing an event 
( or driving history) recorder ( containing operational informa­
tion collected from vehicle on board sensors and provided by 

30 nearby or roadside signal transmitters), a crash survivable 
memory unit, an integrated controller and circuitry board, and 
network interfaces. 

Critical system controller(s) can control, monitor, and/or 
operate critical systems. Critical systems may include one or 

35 more of ( depending on the particular vehicle) monitoring, 
controlling, operating the ECU, TCU, door settings, window 
settings, blind spot monitor, monitoring, controlling, operat­
ing the safety equipment (e.g., airbag deployment control 
unit, collision sensor, nearby object sensing system, seat belt 

40 control unit, sensors for setting the seat belt, etc.), monitoring 
and/or controlling certain critical sensors such as the power 
source controller and energy output sensor, engine tempera­
ture, oil pressure sensing, hydraulic pressure sensors, sensors 
for headlight and other lights ( e.g., emergency light, brake 

45 light, parking light, fog light, interior or passenger compart­
ment light, and/or tail light state ( on or off)), vehicle control 
system sensors, wireless network sensor (e.g., Wi-Fi and/or 
Bluetooth sensors, etc.), cellular data sensor, and/or steering/ 
torque sensor, controlling the operation of the engine ( e.g., 

50 ignition, etc.), head light control unit, power steering, display 
panel, switch state control unit, power control unit, and/or 
brake control unit, and/or issuing alerts to a user and/or 
remote monitoring entity of potential problems with a vehicle 

ing data to and from the connected elements. These wired or 
wireless links can also be secure links and may be capable of 
communicating encrypted information. Transmission media 
used as links, for example, can be any suitable carrier for 55 

electrical signals, including coaxial cables, copper wire and 
fiber optics, and may take the form of acoustic or light waves, 
such as those generated during radio-wave and infra-red data 
communications. 

operation. 
Non-critical system controller(s) can control, monitor, 

and/or operate non-critical systems. Non-critical systems 
may include one or more of ( depending on the particular 
vehicle) monitoring, controlling, operating a non-critical sys­
tem, emissions control, seating system controller and sensor, 

Also, while the flowcharts have been discussed and illus­
trated in relation to a particular sequence of events, it should 
be appreciated that changes, additions, and omissions to this 
sequence can occur without materially affecting the operation 
of the disclosed embodiments, configuration, and aspects. 

A number of variations and modifications of the disclosure 
can be used. It would be possible to provide for some features 
of the disclosure without providing others. 

60 infotainment/entertainment system, monitoring certain non­
critical sensors such as ambient (outdoor) weather readings 
( e.g., temperature, precipitation, wind speed, and the like), 
odometer reading sensor, trip mileage reading sensor, road 
condition sensors (e.g., wet, icy, etc.), radar transmitter/re-

65 ceiver output, brake wear sensor, oxygen sensor, ambient 
lighting sensor, vision system sensor, ranging sensor, parking 
sensor, heating, venting, and air conditioning (HVAC) system 
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and sensor, water sensor, air-fuel ratio meter, hall effect sen­
sor, microphone, radio frequency (RF) sensor, and/ or infrared 
(IR) sensor. 

It is an aspect of the present disclosure that one or more of 
the non-critical components and/or systems provided herein 5 

may become critical components and/or systems, and/or vice 
versa, depending on a context associated with the vehicle. 

Optionally, the systems and methods of this disclosure can 
be implemented in conjunction with a special purpose com­
puter, a programmed microprocessor or microcontroller and 10 

peripheral integrated circuit element(s), an ASIC or other 
integrated circuit, a digital signal processor, a hard-wired 
electronic or logic circuit such as discrete element circuit, a 
programmable logic device or gate array such as PLD, PLA, 
FPGA, PAL, special purpose computer, any comparable 15 

means, or the like. In general, any device(s) or means capable 
of implementing the methodology illustrated herein can be 
used to implement the various aspects of this disclosure. 
Exemplary hardware that can be used for the disclosed 
embodiments, configurations and aspects includes comput- 20 

ers, handheld devices, telephones ( e.g., cellular, Internet 
enabled, digital, analog, hybrids, and others), and other hard­
ware known in the art. Some of these devices include proces­
sors (e.g., a single or multiple microprocessors), memory, 
nonvolatile storage, input devices, and output devices. Fur- 25 

thermore, alternative software implementations including, 

124 
replacement standards and protocols having the same func­
tions are considered equivalents included in the present dis­
closure. 

The present disclosure, in various aspects, embodiments, 
and/or configurations, includes components, methods, pro­
cesses, systems and/or apparatus substantially as depicted 
and described herein, including various aspects, embodi­
ments, configurations embodiments, subcombinations, and/ 
or subsets thereof. Those of skill in the art will understand 
how to make and use the disclosed aspects, embodiments, 
and/or configurations after understanding the present disclo­
sure. The present disclosure, in various aspects, embodi­
ments, and/or configurations, includes providing devices and 
processes in the absence of items not depicted and/or 
described herein or in various aspects, embodiments, and/or 
configurations hereof, including in the absence of such items 
as may have been used in previous devices or processes, e.g., 
for improving performance, achieving ease and\or reducing 
cost of implementation. 

The foregoing discussion has been presented for purposes 
of illustration and description. The foregoing is not intended 
to limit the disclosure to the form or forms disclosed herein. 
In the foregoing Detailed Description for example, various 
features of the disclosure are grouped together in one or more 
aspects, embodiments, and/or configurations for the purpose 
of streamlining the disclosure. The features of the aspects, 
embodiments, and/or configurations of the disclosure may be 
combined in alternate aspects, embodiments, and/or configu­
rations other than those discussed above. This method of 

but not limited to, distributed processing or component/object 
distributed processing, parallel processing, or virtual 
machine processing can also be constructed to implement the 
methods described herein. 

In yet another embodiment, the disclosed methods may be 
readily implemented in conjunction with software using 
object or object-oriented software development environ­
ments that provide portable source code that can be used on a 
variety of computer or workstation platforms. Alternatively, 
the disclosed system may be implemented partially or fully in 
hardware using standard logic circuits or VLSI design. 
Whether software or hardware is used to implement the sys­
tems in accordance with this disclosure is dependent on the 
speed and/or efficiency requirements of the system, the par­
ticular function, and the particular software or hardware sys­
tems or microprocessor or microcomputer systems being uti­
lized. 

30 disclosure is not to be interpreted as reflecting an intention 
that the claims require more features than are expressly 
recited in each claim. Rather, as the following claims reflect, 
inventive aspects lie in less than all features of a single fore­
going disclosed aspect, embodiment, and/or configuration. 

35 Thus, the following claims are hereby incorporated into this 
Detailed Description, with each claim standing on its own as 
a separate preferred embodiment of the disclosure. 

Moreover, though the description has included description 
of one or more aspects, embodiments, and/or configurations 

40 and certain variations and modifications, other variations, 
combinations, and modifications are within the scope of the 
disclosure, e.g., as may be within the skill and knowledge of 
those in the art, after understanding the present disclosure. It 
is intended to obtain rights which include alternative aspects, In yet another embodiment, the disclosed methods may be 

partially implemented in software that can be stored on a 
storage medium, executed on programmed general-purpose 
computer with the cooperation of a controller and memory, a 
special purpose computer, a microprocessor, or the like. In 
these instances, the systems and methods of this disclosure 
can be implemented as program embedded on personal com­
puter such as an applet, JAVA® or CGI script, as a resource 
residing on a server or computer workstation, as a routine 
embedded in a dedicated measurement system, system com­
ponent, or the like. The system can also be implemented by 
physically incorporating the system and/or method into a 55 

software and/or hardware system. 

45 embodiments, and/or configurations to the extent permitted, 
including alternate, interchangeable and/or equivalent struc­
tures, functions, ranges or steps to those claimed, whether or 
not such alternate, interchangeable and/or equivalent struc­
tures, functions, ranges or steps are disclosed herein, and 

50 without intending to publicly dedicate any patentable subject 

Although the present disclosure describes components and 
functions implemented in the aspects, embodiments, and/or 
configurations with reference to particular standards and pro­
tocols, the aspects, embodiments, and/or configurations are 60 

not limited to such standards and protocols. Other similar 
standards and protocols not mentioned herein are in existence 
and are considered to be included in the present disclosure. 
Moreover, the standards and protocols mentioned herein and 
other similar standards and protocols not mentioned herein 65 

are periodically superseded by faster or more effective 
equivalents having essentially the same functions. Such 

matter. 
What is claimed is: 
1. A method, comprising: 
(a) determining, by a microprocessor executable device 

discovery daemon, that a computational device is con­
nected to or attempting to connect to a network and/or 
communication subsystem of a vehicle; 

(b) in response, determining, by the device discovery dae­
mon, whether the computational device is located within 
a predetermined area and/or zone of the vehicle; and 

( c) applying, by the device discovery daemon, at least the 
following rules: 
(Cl) when the computational device is located within 

the predetermined area and/or zone of the vehicle, 
permitting the computational device to access or 
attempt to access the vehicle network and/or commu­
nication subsystem; and 
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whether the computational device has moved relative to a 
selected access point during a defined time interval, whether 
the received signal strength of signaling from the computa­
tional device at a selected access point varies temporally, a 

(C2) when the computational device is not located 
within the predetermined area and/or zone of the 
vehicle, not permitting the computational device to 
access or attempt to access the vehicle network and/or 
communication subsystem. 

2. The method of claim 1, wherein a type of the computa­
tional device determines a specific predetermined area and/or 
zone of the vehicle, from among a plurality of predetermined 
areas and/or zones, to be used in applying the rules, wherein 
the computational device is one or more of a tablet computer, 
laptop, smart phone, and personal digital assistant, and 
wherein the specific predetermined area and/or zone of the 
vehicle is at least part of the passenger compartment. 

5 type or service of the computational device, and input 
received from a user of the computational device. 

7. The method of claim 6, wherein the device discovery 
daemon determines a level of confidence that the computa­
tional device is located within the predetermined area and/or 

10 zone and wherein the device discovery daemon determines 
that the computational device is located within the predeter­
mined area and/or zone when the level of confidence has at 
least a threshold value. 

3. The method of claim 1, wherein step (a) comprises the 
sub steps: 

receiving, by the device discovery daemon, information 
from an on board vehicle sensor that a new occupant has 
entered the vehicle; 

in response to the receipt of the information, emitting, by 

15 

the device discovery daemon, a ping to discover the 20 

computational device; and 
when a responsive signal is received from the computa­

tional device, determining, by the device discovery dae­
mon, that the computational device is attempting to con­
nect to a network and/or communication subsystem of a 25 

vehicle. 
4. The method of claim 1, wherein the determining step (b) 

bases the determination on whether the computational device 

8. A vehicle, comprising: 
a microprocessor executable device discovery daemon 

operable to: 
(a) determine that a computational device is connected to 

or attempting to connect to a network and/or communi­
cation subsystem of a vehicle; 

(b) in response, determining whether the computational 
device is located within a predetermined area and/or 
zone of the vehicle; and 

(c) applying at least the following rules: 
(Cl) when the computational device is located within 

the predetermined area and/or zone of the vehicle, 
permitting the computational device to access or 
attempt to access the vehicle network and/or commu­
nication subsystem; and 

(C2) when the computational device is not located 
within the predetermined area and/or zone of the 
vehicle, not permitting the computational device to 
access or attempt to access the vehicle network and/or 
communication subsystem. 

9. The vehicle of claim 8, wherein a type of the computa-

is located within the predetermined area and/or zone of the 
vehicle on one or more of signal strength of a signal from the 30 

computational device as received by an access point of the 
vehicle, a received satellite-based position of the computa­
tional device, triangulation based on relative received signal 
strengths of a signal from the computational device as 
received by multiple access points of the vehicle, image pro­
cessing of images of the predetermined area and/or zone, 
occupant presence and/or location information received by an 

35 tional device determines a specific predetermined area and/or 
zone of the vehicle, from among a plurality of predetermined 
areas and/or zones, to be used in applying the rules, wherein 
the computational device is one or more of a tablet computer, 
laptop, smart phone, and personal digital assistant, and 

on board vehicle sensor, whether the computational device is 
attempting to connect to the network and/or communication 
subsystem wirelessly or by hard wire connection, whether the 
computational device has moved relative to a selected access 
point during a defined time interval, whether the received 
signal strength of signaling from the computational device at 

40 wherein the specific predetermined area and/or zone of the 
vehicle is at least part of the passenger compartment. 

a selected access point varies temporally, a type or service of 
the computational device, and input received from a user of 45 

the computational device. 
5. The method of claim 4, wherein the wherein the com­

putational device determined to be located within the prede­
termined area and/or zone of the vehicle and is permitted to 
access or attempt to access the vehicle network and/or com- 50 

munication subsystem and wherein the device discovery dae­
mon determines a set of tasks, functions, and/or operations 
that can be performed and a set of tasks, functions, and/or 
operations that cannot be performed based on the determined 
location of the computational device. 55 

6. The method of claim 4, wherein the device discovery 
daemon uses multiple of the one or more of signal strength of 
a signal from the computational device as received by an 
access point of the vehicle, a received satellite-based position 
of the computational device, triangulation based on relative 60 

received signal strengths of a signal from the computational 
device as received by multiple access points of the vehicle, 
image processing of images of the predetermined area and/or 
zone, occupant presence and/or location information received 
by an on board vehicle sensor, whether the computational 65 

device is attempting to connect to the network and/or com­
munication subsystem wirelessly or by hard wire connection, 

10. The vehicle of claim 8, wherein operation ( a) comprises 
the suboperations: 

receiving, by the device discovery daemon, information 
from an on board vehicle sensor that a new occupant has 
entered the vehicle; 

in response to the receipt of the information, emitting, by 
the device discovery daemon, a ping to discover the 
computational device; and 

when a responsive signal is received from the computa-
tional device, determining, by the device discovery dae­
mon, that the computational device is attempting to con­
nect to a network and/or communication subsystem of a 
vehicle. 

11. The vehicle of claim 8, wherein the determining opera­
tion (b) bases the determination on whether the computa­
tional device is located within the predetermined area and/or 
zone of the vehicle on one or more of signal strength of a 
signal from the computational device as received by an access 
point of the vehicle, a received satellite-based position of the 
computational device, triangulation based on relative 
received signal strengths of a signal from the computational 
device as received by multiple access points of the vehicle, 
image processing of images of the predetermined area and/or 
zone, occupant presence and/or location information received 
by an on board vehicle sensor, whether the computational 
device is attempting to connect to the network and/or com-
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munication subsystem wirelessly or by hard wire connection, 
whether the computational device has moved relative to a 
selected access point during a defined time interval, whether 
the received signal strength of signaling from the computa­
tional device at a selected access point varies temporally, a 5 

type or service of the computational device, and input 
received from a user of the computational device. 

12. The vehicle of claim 11, wherein the wherein the com­
putational device determined to be located within the prede­
termined area and/or zone of the vehicle and is permitted to 10 

access or attempt to access the vehicle network and/or com­
munication subsystem and wherein the device discovery dae­
mon determines a set of tasks, functions, and/or operations 
that can be performed and a set of tasks, functions, and/or 
operations that cannot be performed based on the determined 15 

location of the computational device. 
13. The vehicle of claim 11, wherein the device discovery 

daemon uses multiple of the one or more of signal strength of 
a signal from the computational device as received by an 
access point of the vehicle, a received satellite-based position 20 

of the computational device, triangulation based on relative 
received signal strengths of a signal from the computational 
device as received by multiple access points of the vehicle, 
image processing of images of the predetermined area and/or 
zone, occupant presence and/or location information received 25 

by an on board vehicle sensor, whether the computational 
device is attempting to connect to the network and/or com­
munication subsystem wirelessly or by hard wire connection, 
whether the computational device has moved relative to a 
selected access point during a defined time interval, whether 30 

the received signal strength of signaling from the computa­
tional device at a selected access point varies temporally, a 
type or service of the computational device, and input 
received from a user of the computational device. 

14. The vehicle of claim 13, wherein the device discovery 35 

daemon determines a level of confidence that the computa­
tional device is located within the predetermined area and/or 
zone and wherein the device discovery daemon determines 
that the computational device is located within the predeter­
mined area and/or zone when the level of confidence has at 40 

least a threshold value. 
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more of a tablet computer, laptop, smart phone, and personal 
digital assistant, and wherein the specific predetermined area 
and/or zone of the vehicle is at least part of the passenger 
compartment. 

17. The computer readable medium of claim 15, wherein 
function (a) comprises the subfunctions: 

receiving, by the device discovery daemon, information 
from an on board vehicle sensor that a new occupant has 
entered the vehicle; 

in response to the receipt of the information, emitting, by 
the device discovery daemon, a ping to discover the 
computational device; and 

when a responsive signal is received from the computa­
tional device, determining, by the device discovery dae­
mon, that the computational device is attempting to con­
nect to a network and/or communication subsystem of a 
vehicle. 

18. The computer readable medium of claim 15, wherein 
the determining function (b) bases the determination on 
whether the computational device is located within the pre­
determined area and/or zone of the vehicle on one or more of 
signal strength of a signal from the computational device as 
received by an access point of the vehicle, a received satellite-
based position of the computational device, triangulation 
based on relative received signal strengths ofa signal from the 
computational device as received by multiple access points of 
the vehicle, image processing of images of the predetermined 
area and/or zone, occupant presence and/or location informa­
tion received by an on board vehicle sensor, whether the 
computational device is attempting to connect to the network 
and/or communication subsystem wirelessly or by hard wire 
connection, whether the computational device has moved 
relative to a selected access point during a defined time inter­
val, whether the received signal strength of signaling from the 
computational device at a selected access point varies tem­
porally, a type or service of the computational device, and 
input received from a user of the computational device. 

19. The computer readable medium of claim 18, wherein 
the wherein the computational device determined to be 
located within the predetermined area and/or zone of the 
vehicle and is permitted to access or attempt to access the 
vehicle network and/or communication subsystem and 

15. A tangible and non-transient computer readable 
medium including microprocessor executable instructions 
that, when executed, perform at least the following functions: 

(a) determining that a computational device is connected to 
or attempting to connect to a network and/or communi­
cation subsystem of a vehicle; 

(b) in response, determining whether the computational 
device is located within a predetermined area and/or 
zone of the vehicle; and 

45 wherein the device discovery daemon determines a set of 
tasks, functions, and/or operations that can be performed and 
a set of tasks, functions, and/or operations that carmot be 
performed based on the determined location of the computa­
tional device. 

( c) applying, by the device discovery daemon, at least the 
following rules: 
(Cl) when the computational device is located within 

the predetermined area and/or zone of the vehicle, 
permitting the computational device to access or 
attempt to access the vehicle network and/or commu­
nication subsystem; and 

(C2) when the computational device is not located 
within the predetermined area and/or zone of the 
vehicle, not permitting the computational device to 
access or attempt to access the vehicle network and/or 
communication subsystem. 

16. The computer readable medium of claim 15, wherein a 
type of the computational device determines a specific pre­
determined area and/or zone of the vehicle, from among a 
plurality of predetermined areas and/or zones, to be used in 
applying the rules, wherein the computational device is one or 

50 20. The computer readable medium of claim 18, wherein 
the device discovery daemon uses multiple of the one or more 
of signal strength of a signal from the computational device as 
received by an access point of the vehicle, a received satellite­
based position of the computational device, triangulation 

55 based on relative received signal strengths ofa signal from the 
computational device as received by multiple access points of 
the vehicle, image processing of images of the predetermined 
area and/or zone, occupant presence and/or location informa­
tion received by an on board vehicle sensor, whether the 

60 computational device is attempting to connect to the network 
and/or communication subsystem wirelessly or by hard wire 
connection, whether the computational device has moved 
relative to a selected access point during a defined time inter­
val, whether the received signal strength of signaling from the 

65 computational device at a selected access point varies tem­
porally, a type or service of the computational device, and 
input received from a user of the computational device. 
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21. The computer readable medium of claim 20, wherein 
the device discovery daemon determines a level of confidence 
that the computational device is located within the predeter­
mined area and/or zone and wherein the device discovery 
daemon determines that the computational device is located 5 

within the predetermined area and/or zone when the level of 
confidence has at least a threshold value. 

* * * * * 
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