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Abst r act

Thi s docunent provides recommendati ons to the addressing registries
(APNIC, ARIN and RIPE-NCC) on policies for assigning | Pv6 address

bl ocks to end sites. In particular, it recommends the assignnment of
/48 in the general case, /64 when it is known that one and only one
subnet is needed and /128 when it is absolutely known that one and
only one device is connecting.

The original recommendati ons were made in an | AB/ | ESG st at enent
mailed to the registries on Septenber 1, 2000. This docunent refines
the original recomendati on and docunents it for the historica

record

1. Introduction

There have been many di scussi ons between | ETF and RIR experts on the
topic of I Pv6 address allocation policy. This neno addresses the

i ssue of the boundary in between the public and the private topol ogy
in the Internet, that is, how nuch address space should an ISP

all ocate to hones, small and |l arge enterprises, nobile netwrks and
transi ent customers.

Thi s docunent does not address the issue of the other boundaries in
the public topology, that is, between the RIRs and the LIRs.

Thi s docunent was devel oped by the I1Pv6 Directorate, | AB and | ESG
and is a recommendation fromthe I AB and | ESG to the RIRs.

| AB & | ESG I nf or mat i onal [ Page 1]

1 LIVEINTENT 1008



RFC 3177 | AB/ | ESG Reconmendat i ons on | Pv6 Addresses Septenber 2001

2. Background

The technical principles that apply to address allocation seek to
bal ance heal thy conservation practices and wisdomwi th a certain ease
of access. On one hand, when nanaging a potentially limted
resource, one nmust conserve wisely to prevent exhaustion within an
expected lifetime. On the other hand, the | Pv6 address space is in
no sense as limted a resource as the | Pv4 address space, and
unwarrant ed conservati smacts as a disincentive in a marketpl ace

al ready dampened by other factors. So froma nmarket devel opnment
perspective, we would like to see it be very easy for a user or an
ISP to obtain as nmany | Pv6 addresses as they really need without a
prospect of inmedi ate renunbering or of scaling inefficiencies.

The | ETF makes no comment on busi ness issues or rel ationships.
However, in general, we observe that technical delegation policy can
have strong business inpacts. A strong requirenment of the address
del egation plan is that it not be predicated on or unduly bias

busi ness rel ati onshi ps or nodel s.

The 1 Pv6 address, as currently defined, consists of 64 bits of
"network number" and 64 bits of "host nunber". The technical reasons
for this are several. The requirenents for |IPv6 agreed to in 1993
included a plan to be able to address approxinmately 2740 networks and
2750 hosts; the 64/64 split effectively acconplishes this.

Procedures used in host address assignnment, such as the router
advertisenment of a network’s prefix to hosts [RFC2462], which in turn
pl ace a |l ocally unique nunber in the host portion, depend on this
split. Subnet nunbers must be assuned to come fromthe network part.
This is not to preclude routing protocols such as IS IS level 1
(intra-area) routing, which routes individual host addresses, but
says that it nmay not be depended upon in the world outside that zone.
The 64-bit host field can also be used with EU -64 for a flat,

uni quely all ocated space, and therefore it may not be gl obally
treated as a subnetting resource. Those concerned with privacy

i ssues linked to the presence of a globally unique identifier may
note that 64 bits nakes a | arge enough field to maintain excellent
random nunber - draw properties for self-configured End System
Designators. That alternative construction of this 64-bit host part
of an IPv6 address is docunmented in [ RFC3041].

Wil e the | ETF has al so gone to a great deal of effort to mninze
the inpacts of network renunbering, renunbering of |Pv6 networks is
nei ther invisible nor conpletely painless. Therefore, renunbering
shoul d be considered a tolerable event, but to be avoided if
reasonabl y feasible.
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In [ RFC2374] and [ RFC2450], the IETF s | PNG wor ki ng group has
reconmended that the address block given to a single edge network
whi ch may be recursively subnetted be a 48-bit prefix. This gives
each such network 2716 subnet nunbers to use in routing, and a very
| arge nunber of uni que host nunbers within each network. This is
deened to be large enough for nost enterprises, and to | eave plenty
of room for del egation of address bl ocks to aggregating entities.

It is not obvious, however, that all edge networks are likely to be
recursively subnetted; a single PCin a home or a tel ephone in a
mobi |l e cel lul ar network, for exanple, may or may not interface to a
subnetted | ocal network. Wen a network nunber is delegated to a
place that will not require subnetting, therefore, it m ght be
acceptable for an ISP to give a single 64-bit prefix - perhaps shared
anong the dial-in connections to the sanme | SP router. However this
deci sion may be taken in the know edge that there is objectively no
shortage of /48s, and the expectation that personal, honme networks
will becone the norm Indeed, it is widely expected that all |Pv6
subscri bers, whether donmestic (hones), nobile (vehicles or

i ndi vidual s), or enterprises of any size, will eventually possess
mul ti ple al ways-on hosts, at |east one subnet with the potential for
addi ti onal subnetting, and therefore some internal routing
capability. |In other words the subscriber allocation unit is not

al ways a host; it is always potentially a site. The question this
meno i s addressing is how nmuch address space should be del egated to
such sites.

3. Address Del egati on Recommendati ons

The 1 ESG and the 1 AB recommend the allocations for the boundary
bet ween the public and the private topology to follow those genera
rul es:

- /48 in the general case, except for very |large subscribers.

- /64 when it is known that one and only one subnet is needed by
desi gn.

- /128 when it is absolutely known that one and only one device
i s connecti ng.

In particular, we recomend:

-  Honme network subscribers, connecting through on-denmand or
al ways-on connections should receive a /48.

- Snmall and large enterprises should receive a /48

- Very large subscribers could receive a /47 or slightly shorter
prefix, or multiple /48 s.
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- Mobile networks, such as vehicles or nobile phones with an
addi tional network interface (such as bluetooth or 802.11b)
shoul d receive a static /64 prefix to allow the connection of
mul ti pl e devices through one subnet.

- Asingle PC, with no additional need to subnet, dialing-up from
a hotel roomnmay receive its /128 | Pv6 address for a PPP style
connection as part of a /64 prefix.

Note that there seens to be little benefit in not giving a /48 if
future growmh is anticipated. |In the follow ng, we give the
argunents for a uniformuse of /48 and then denonstrate that it
entirely conpatible with responsi ble stewardship of the total |
addr ess space.

is
Pv6

The argunments for the fixed boundary are:

- That only by having a provider-independent boundary can we
guarantee that a change of ISP will not require a costly
internal restructuring or consolidation of subnets.

- That during straightforward site renunbering fromone prefix to
anot her the whol e process, including parallel running of the
two prefixes, would be greatly conplicated if the prefixes had
different | engths (depending of course on the size and
complexity of the site).

- There are various possible approaches to nmultihoning for |Pv6
sites, including the techniques already used for |Pv4
mul ti homi ng. The main open issue is finding solutions that
scal e massively wi thout unduly danmagi ng route aggregation
and/ or optimal route selection. Mich nore work renains to be
done in this area, but it seens likely that several approaches
wi Il be deployed in practice, each with their own advant ages
and di sadvantages. Sone (but not all) will work better with a
fixed prefix boundary. (Miltihomng is discussed in nore
detail below.)

- To allow easy growh of the subscribers’ networks without need
to go back to ISPs for nore space (except for that relatively
smal | nunber of subscribers for which a /48 is not enough).

- To renove the burden fromthe ISPs and registries of judging
sites’ needs for address space, unless the site requests nore
space than a /48. This carries several advantages

- It may becone less critical for ISPs to be able to maintain

det ai | ed know edge of their custoners’ network architecture
and growth pl ans,
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- |ISPs and registries may reduce the effort spent on assessing
rates of address consunption, with address space anple for
| ong-term growt h pl ans,

- Registry operations may be nade nore efficient or nore
focused, by reducing the urgency of tracking and assessnent.

- Address space will no longer be a precious resource for
custoners, renoving the major incentive for subscribers to
install v6/v6 NATs, which would defeat the | Pv6 restoration
of address transparency.

- To allowthe site to maintain a single reverse-DNS zone
covering all prefixes.

- If and only if a site can use the same subnetting structure
under each of its prefixes, then it can use the sane zone file
for the address-to-nanme mapping of all of them And, using the
conventions of [RFC2874], it can roll the reverse mapping data
into the "forward" (nane-keyed) zone

Speci fic advantages of the fixed boundary being at /48 incl ude

- To |l eave open the technical option of retro-fitting the GSE
(dobal, Site and End- System Designator, a.k.a., "8+8")
proposal for separating |locators and identifiers, which assunes
a fixed boundary between gl obal and site addressing at /48.
Al t hough the GSE techni que was deferred a couple of years ago,

it still has strong proponents. Also, the | RTF Nanespace
Research Group is actively |l ooking into topics closely rel ated
to GSE. It is still possible that GSE or a derivative of GSE

will be used with IPv6 in the future

- Since the site-local prefix is fec0O::/48, global site prefixes
of /48 will allow sites to easily maintain a trivial (identity)
mappi ng between the gl obal topology and the site-local topol ogy
in the SLA field.

- Simlarly, if the 6tod4 proposal is wi dely deployed, migration
froma 6to4 prefix, which is /48 by construction, to a native
| Pv6 prefix will be sinplified if the native prefix is /48

4. Conservation of Address Space

The question naturally arises whether giving a /48 to every

subscri ber represents a profligate waste of address space. bjective
anal ysis shows that this is not the case. A /48 prefix under the 001
A obal Uni cast Address prefix contains 45 variable bits. That is,
the nunber of available prefixes is 2 to the power 45 or about 35
trillion (35,184, 372,088, 832).

| AB & | ESG I nf or mat i onal [ Page 5]



RFC 3177 | AB/ | ESG Reconmendat i ons on | Pv6 Addresses Septenber 2001

More precisely,

- [RFC1715] defines an "H ratio" based on experience in address
space assignnent in various networks. The Hratio varies
between 0 and 0.3, with |larger values denoting denser, nore
efficient assignment. Experience shows that problens start to
occur when the Hratio becones greater than 0.25. At an H
ratio of 0.25, a 45 bit address space would have 178 billion
(178 thousand million) identifiers.

H = | 0ogl0(178*1079) / 45 = 0.25

This means that we feel confortable about the prospect of

al locating 178 billions /48 prefixes under that scheme before
problens start to appear. To understand how big that nunber
is, one has to conpare 178 billion to 10 billion, which is the
proj ected popul ation on earth in year 2050 (see
http://ww. census. gov/ipc/ww world. htm ). These nunbers give
no grounds for concern provided that the | SPs, under the

gui dance of the RIRs, allocate /48 s prudently, and that the

| ETF refrains fromnew recommendations that further reduce the
remai ning 45 variable bits, unless a conpelling requirenent
emner ges.

- W are highly confident in the validity of this analysis, based
on experience with IPv4 and several other address spaces, and
on extrenely anbitious scaling goals for the Internet anounting
to an 80 bit address space *per person*. Even so, being
acutely aware of the history of under-estinmating denmand, the
| ETF has reserved nore than 85% of the address space (i.e., the
bul k of the space not under the 001 d obal Unicast Address
prefix). Therefore, if the analysis does one day turn out to
be wong, our successors will still have the option of inposing
much nore restrictive allocation policies on the remaining 85%
However, we nust stress that vendors should not encode any of
t he boundaries di scussed here either in software nor hardware.
Under that assunption, should we ever have to use the renaining
85% of the address space, such a nigration nay not be devoid of
pain, but it should be far |less disruptive than depl oynent of a
new version of |IP

To sumari ze, we argue that although careful stewardship of |Pv6
address space is essential, this is conpletely conpatible with the
conveni ence and sinplicity of a uniformprefix size for |Pv6 sites of
any size. The nunbers are such that there seens to be no objective
ri sk of running out of space, giving an unfair anount of space to
early custonmers, or of getting back into the over-constrained |IPv4
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situation where address conservation and route aggregati on danmage
each ot her.

5. Multihom ng |ssues

In the realmof nulti-honmed networks, the techniques used in |IPv4 can
all be applied, but they have known scaling problens. Specifically,
if the same prefix is advertised by nultiple | SPs, the routing
information will grow as a function of the nunber of nultihonmed

sites. To go beyond this for IPv6, we only have initial proposals on
the table at this time, and active work is under way in the | ETF | PNG
and Multi 6 working groups. Until current or new proposals becone
nmore fully devel oped, existing techniques known to work in IPv4 will
continue to be used in |Pv6.

Key characteristics of an ideal multi-hom ng proposal include (at
mnimum that it provides routing connectivity to any nulti-honed
networ k gl obally, conserves address space, produces high quality
routes via any of the network’s providers, enables a nmulti-honed
network to connect to multiple |ISPs, does not unintentionally bias
routing to use any proper subset of those networks, does not danage
route aggregation, and scales to very |arge nunbers of multi-honed
net wor ks.

One class of solutions being considered anobunts to pernanent parall el
running of two (or nore) prefixes per site. |In the absence of a
fixed prefix boundary, such a site night be required to have nultiple
different internal subnet nunbering strategies, (one for each prefix
length) or, if it only wanted one, be forced to use the nost
restrictive one as defined by the | ongest prefix it received from any
of its ISPs. In this approach, a multi-honmed network woul d have an
address block fromeach of its upstream providers. Each host would
ei ther have exactly one address picked fromthe set of upstream

provi ders, or one address per host fromeach of the upstream
providers. The first case is essentially a variant on [ RFC2260],
with known scaling linits.

In the second case (multiple addresses per host), if two nulti-honed
net wor ks conmuni cate, having respectively Mand N upstream providers,
then the one initiating the connection will select one address pair
fromthe N*M potential address pairs to connect between, and in so
doing will select the providers, and therefore the applicable route,
for the life of the connection. G ven that each path will have a
different available bit rate, loss rate, and delay, if neither host
is in possession of any routing or metric information, the initiating
host has only a 1/(MN) probability of selecting the optinal address
pair. Wrk on better-than-random address selection is in progress in
the I ETF, but is inconplete.
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The existing IPv4 Internet shows us that a network prefix which is

i ndependent of, and gl obally advertised to, all upstream providers
permits the routing systemto select a reasonably good path wi thin
the applicable policy. Present-day routing policies are not QS
policies but reachability policies, which means that they will not
necessarily select the optimal delay, bit rate, or loss rate, but the
route will be the best within the nmetrics that are in use. One may

t herefore conclude that this would work correctly for |Pv6 networks
as well, apart fromscaling issues.

6. Security Considerations
Thi s docunent does not have any security inplications.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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