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(57) ABSTRACT 

A node apparatus for providing versatility in routing of IP 
packets in communication between mobile terminals, com 
prising a first memory containing entries each defining 
routing information corresponding to a destination address, 
a Second memory containing entries each defining a header 
processing rule corresponding to a combination of Source 
and destination addresses, and a routing controller for con 
Verting a received packet into an outgoing packet according 
a header processing rule defined in the Second memory and 
for delivering the outgoing packet to an output port accord 
ing to routing information defined in the first memory. 
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NODE APPARATUS AND PACKET 
COMMUNICATION METHOD FOR 
COMMUNICATING WITH A MOBILE 

TERMINAL 

BACKGROUND OF THE INVENTION 

(1) Field of the Invention 
The present invention relates to a node apparatus and 

packet communication method in a packet communication 
network. More particularly, the invention pertains to a node 
apparatus and packet communication method in a packet 
communication network through which communication 
with a mobile terminal is carried out. 

(2) Description of the Related Art 
Recent years have Seen a significant increase in traffic in 

a packet communication network based on the Internet 
Protocol (IP) because of the widespread proliferation of 
World Wide Web (WWW) applications. In the Internet, a 
node apparatus for interconnecting networks is provided 
with a routing table which is updated according to the IP 
routing protocol, and the routing table is referred to based on 
a destination IP address contained in a header of a received 
packet in order to determine an outgoing path for the 
received packet. 

Conventionally, functionality for Supporting mobile ter 
minals in the Internet is unsatisfactory, and therefore the 
Internet is primarily used for communication between Sta 
tionary terminals. In order for a mobile terminal to carry out 
IP packet communication with another Stationary or mobile 
terminal, a connection must be pre-established between the 
mobile terminal and a network stationary server (e.g., PPP 
server) according to the Point-to-Point Protocol (PPP) or any 
other data link layer protocol So that the network Stationary 
Server can work as a router. 

Since the above-mentioned conventional method is based 
on the premise that the mobile terminal is connected to the 
Stationary Server prior to IP packet communication, no 
problem occurs in a situation where the mobile terminal 
Starts originating communication with another Stationary 
terminal. However, in a Situation where it is attempted to 
Start communication with the mobile terminal used as a 
destination, IP packets cannot be sent to the mobile terminal 
Since the mobile terminal is not yet connected to the Sta 
tionary Server at the Start of communication. That is to Say, 
unlike conventional telephone communication, the prior art 
method mentioned above does not provide Support func 
tionality for allowing the Start of communication by calling 
(paging) a mobile terminal to be accessed as a destination. 
A variety of schemes based on the ITU IMT-2000 have 

been proposed for realizing a network architecture in which 
it is allowed to call a destination mobile terminal for IP 
packet transmission thereto as in the conventional telephone 
communication. As a representative Scheme thereamong, 
ETSI “GSMO3.60 Stage-2 Service Description of the Gen 
eral Packet Radio Service (GPRS)” is found. 
A packet switched network based on the GPRS scheme 

comprises Subscriber eXchanges and gateway exchanges as 
in a conventional telephone Switching System network. In 
the packet Switched network, an origination terminal 
(stationary or mobile terminal) calls a destination mobile 
terminal through a Signaling procedure Similar to a conven 
tional telephone call control procedure, and then the origi 
nation terminal Sends IP packets to the destination mobile 
terminal. 
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Where mobile terminals are used at both the origination 

and destination points, IP packets are transmitted to an 
origination home gateway exchange (origination home 
agent node) located in a home area of an originator 
(origination mobile terminal) through a visitor Subscriber 
exchange (origination node) located in a visitor area of the 
originator. At this step of operation, the origination visitor 
Subscriber exchange (origination node) adds a new header 
(encapsulation header) to each IP packet received from the 
origination mobile terminal, and then the received packet is 
sent to the origination home gateway exchange (origination 
home agent node) in a tunneling method. 
The origination home gateway exchange removes the 

encapsulation header from the received packet 
(decapsulation), and the origination home gateway exchange 
identifies a destination home gateway exchange (destination 
home agent node) of a recipient (destination mobile 
terminal) according to a destination IP address contained in 
a header field of each original IP packet. The origination 
home gateway exchange also adds a new header 
(encapsulation header) to each received IP packet, which is 
then Sent to the destination home gateway exchange in the 
tunneling method. 
The destination home gateway exchange decapsulates the 

received packet, and based on a home IP address of the 
destination mobile terminal indicated by the IP address 
contained in the header field of each original IP packet, the 
destination home gateway exchange makes reference to a 
home location register in which information on the current 
location of the destination mobile terminal is stored. Thus, 
a destination visitor Subscriber exchange (destination node) 
corresponding to the current location of the destination 
mobile terminal can be identified. When the destination 
Visitor Subscriber exchange which allows communication 
with the destination mobile terminal is identified as men 
tioned above, the destination home gateway exchange 
encapsulates the IP packet, which is then Sent to the desti 
nation visitor Subscriber exchange for the recipient in the 
tunneling method. The destination visitor subscriber 
eXchange for the recipient decapsulates the received packet 
to obtain the original IP packet. Then, the original IP packet 
is transferred to a connection port connected with a wireleSS 
base Station which covers the current location of the desti 
nation mobile terminal. 

A Section of communication between a Sending node 
which encapsulates IP packets and a receiving node which 
decapsulates the encapsulated packets to obtain the original 
IP packets is commonly referred to as a tunnel. In the above 
example of packet communication between mobile termi 
nals based on the GPRS Scheme, a total of three tunnels are 
formed between the origination visitor Subscriber eXchange 
and the origination home gateway exchange, between the 
origination home gateway exchange and the destination 
home gateway exchange, and between the destination home 
gateway exchange and the destination visitor Subscriber 
eXchange. 

SUMMARY OF THE INVENTION 

In the conventional mobile-terminal-to-mobile-terminal 
packet communication Stated above, three tunneling com 
munication processes are required for transferring IP packets 
from an origination mobile terminal to a destination mobile 
terminal. Since encapsulation and decapsulation of received 
IP packets are repeated at a node apparatus (Subscriber 
exchange or gateway exchange) located at each end of a 
tunnel, there is a problem that a delay in IP packet transfer 
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is increased. This problem also arises in packet transfer from 
the destination mobile terminal to the origination mobile 
terminal. 

It is therefore an object of the present invention to reduce 
a packet transfer delay in packet communication in which a 
mobile terminal is used at either or both of origination and 
destination points. 

Another object of the present invention is to provide a 
node apparatus and packet communication method for trans 
ferring received packets to a destination terminal while 
minimizing the number of tunneling communication pro 
ceSSes in packet communication in which a mobile terminal 
is used at either or both of origination and destination points. 

In the above-mentioned conventional mobile-terminal-to 
mobile-terminal packet communication based on the GPRS 
Scheme, packets received from a mobile terminal are trans 
ferred to a destination node (destination visitor Subscriber 
exchange) through origination and destination home agent 
nodes (home gateway exchanges) in which information on 
the current location of each mobile terminal is managed. 
Among the three tunnels formed in the GPRS Scheme 
described above, the last tunnel formed between the desti 
nation home agent node and the destination node is critical. 
A tunnel from the origination node to the origination home 
agent node may be omitted, i.e., direct tunneling may be 
made from the origination node to the destination home 
agent node. 

In the conventional technique, packets are transferred 
through the destination home agent node because of the 
following reason: Even if the destination terminal being in 
packet communication moves to change over to another 
destination node, it is required to transfer received packets 
properly from the destination home agent node to the 
destination node corresponding to a new location of the 
destination terminal. This requirement is based on the 
premise that the destination terminal being in packet com 
munication may move over a range of considerably long 
distance. 
A further object of the present invention is to provide a 

node apparatus and packet communication method for 
Selecting a proper routing mode in terminal-to-terminal 
packet communication in which a mobile terminal being in 
packet communication moves within a range of relatively 
Short distance to Scarcely require changeover to another 
destination node during communication. 
An additional object of the present invention is to provide 

a node apparatus and packet communication method for 
transferring received packets through an optimum route 
independently of a home agent node in packet communica 
tion in which a mobile terminal is used at either or both of 
origination and destination points. 
An even further object of the present invention is to 

provide a node apparatus and packet communication method 
for Selectively Specifying a routing mode according to a 
combination of IP packet Source and destination addresses in 
packet communication in which a mobile terminal is used at 
either or both of origination and destination points. 

In accomplishing these objects of the present invention 
and according to one aspect thereof, there is provided a node 
apparatus comprising: a first memory (routing register) 
containing a plurality of entries each defining routing infor 
mation corresponding to a packet destination address, a 
Second memory (route policy register) containing a plurality 
of entries each defining a header processing rule correspond 
ing to each combination of packet Source and destination 
addresses; and a controller for converting a received packet 
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4 
into an outgoing packet according to a header processing 
rule defined in the Second memory and for delivering the 
outgoing packet to an output port according to routing 
information defined in the first memory. 

Each of Said entries in the Second memory defines a 
header processing rule corresponding to a combination of 
Source and destination addresses contained in a header of 
each IP packet, and each of Said header processing rules 
indicates a Source and destination address decision rule or an 
address value for tunneling communication. According to 
Source and destination addresses of a received IP packet or 
an IP packet obtained by decapsulating a packet received in 
an encapsulated form, the controller refers to the Second 
memory and carries out conversion from the received packet 
to an outgoing packet. 
More Specifically, as an example, one of Said entries in the 

second memory contains an address decision rule (“SELF) 
for specifying that an IP address taken out of the first 
memory according to a tunneling communication destina 
tion address defined in the entry is to be applied as a Source 
address for tunneling communication. AS another example, 
one of Said entries in the Second memory contains an address 
decision rule (“DUP) for specifying that a destination 
address of an IP header defined in the entry is to be applied 
as a destination address for tunneling communication or an 
address decision rule (“NONE") for specifying that desti 
nation and Source addresses for tunneling communication 
are to be deleted. 
According to a preferred embodiment of the present 

invention, each of Said entries in the Second memory con 
tains flag information indicating whether or not a control 
packet should be sent to a node specified by a Source address 
of a packet received in an encapsulated form, Said control 
packet instructing Said node to change a tunneling destina 
tion of an IP packet to be sent in a encapsulated form. 
The above Structure of a node apparatus according to the 

present invention is applicable as a home agent node as well 
as an origination or destination node in an IP network. In 
addition to the first and Second memories, the home agent 
node comprises a third memory (home location register) for 
Storing information on correspondence relationship between 
packet destination addresses and destination node addresses. 
One of entries in the Second memory contains an address 
decision rule (“CNV"/"KEEP) for specifying, for example, 
that a destination node address taken out of the third memory 
according to an IP header destination address defined in the 
entry is to be applied as a destination address for tunneling 
communication and for Specifying that a Source address of 
a packet received in an encapsulated form is to be applied as 
a Source address for tunneling communication. 
According to another aspect of the present invention, 

there is provided a node apparatus comprising: a plurality of 
interface devices each having an input port and an output 
port; and a routing controller coupled with each of the plural 
interface devices. The routing controller comprises a buffer 
memory for Storing packets received from each of Said 
interface devices, a first memory containing a plurality of 
entries each defining routing information corresponding to a 
packet destination address, a Second memory containing a 
plurality of entries each defining a header processing rule 
corresponding to a combination of packet Source and des 
tination addresses; and a processor for converting a received 
packet Stored in the buffer memory into an outgoing packet 
according to a header processing rule defined in the Second 
memory and for transferring the outgoing packet to an 
interface device Selected according to routing information 
defined in the first memory. 
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According to a preferred embodiment of the present 
invention, the node apparatus is provided with a packet 
reception descriptor table and a packet transmission descrip 
tor table prepared for each of Said interface devices. In this 
embodiment, each of the interface devices informs the 
processor of a storing address of a received packet in the 
buffer memory through the use of the packet reception 
descriptor table. The processor makes circular reference to 
the packet reception descriptor table, accesses the buffer 
memory according to the Storing address held in the packet 
reception descriptor table, converts the received packet into 
an outgoing packet, and writes a Storing address of the 
outgoing packet into a packet transmission descriptor table 
corresponding to an interface device through which the 
outgoing packet should be Sent out. Each of the interface 
devices reads out the outgoing packet from the buffer 
memory according to the Storing address of the outgoing 
packet defined in the packet transmission descriptor table, 
and delivers the outgoing packet to an output port associated 
with the interface device. 

One of the features of the present invention resides in that 
each of origination and destination node apparatuses com 
municating packets with terminals, is provided with means 
for communicating with each other in the upward and 
downward directions through a shortcut route using direct 
tunneling communication without intervention of a home 
agent node engaging in management of mobile terminal 
location information. 
More Specifically, according to another aspect of the 

present invention, there is provided a node apparatus, which 
is connected to a network including at least one home agent 
node engaging in management of mobile terminal location 
information, comprising: means for communicating in a first 
tunneling communication mode in which an IP packet 
addressed from a first terminal to a Second terminal of a 
mobile type is encapsulated and the encapsulated packet is 
Sent to a home agent node for managing location informa 
tion of the Second terminal; means for communicating in a 
Second tunneling communication mode in which an IP 
packet addressed from the first terminal to the Second 
terminal is encapsulated and the encapsulated packet is sent 
to a destination node located between the home agent node 
and the Second terminal; and means for performing auto 
matic changeover from the first tunneling communication 
mode to the Second tunneling communication mode. 

According to another aspect of the present invention, 
there is provided a packet communication method in a 
network including a first node apparatus communicating 
with a first terminal, a home agent node apparatus engaging 
in management of location information of a Second terminal 
of a mobile type, and a Second node apparatus communi 
cating with the Second terminal, the packet communication 
method comprising: (a) a step of transferring by Said first 
node apparatus an IP packet which is transmitted from the 
first terminal to the Second terminal, after converting the 
received IP packet into an encapsulated packet with a 
encapsulation header containing an IP address of the first 
node apparatus as a Source address; (b) a step transferring 
Said encapsulated packet to Said Second node by Said home 
agent node apparatus after converting the header of the 
received packet into an encapsulation header containing the 
IP address of the first node apparatus as a Source address and 
an IP address of the Second node apparatus as a destination 
address; (c) a step transferring the IP packet to said Second 
terminal by Said Second node apparatus after decapsulating 
the encapsulated packet received from the home agent node 
apparatus, then transmitting a control packet to the first node 
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6 
apparatus from the Second node apparatus by using, as a 
destination address, the IP address of the first node apparatus 
contained as a Source address in the received encapsulated 
packet, Said control packet instructing the first node appa 
ratus to change the rout of the encapsulated packet; and (d) 
a Step of converting by Said first node apparatus, after 
receiving the control packet, an IP packet addressed from the 
first terminal to the Second terminal into an encapsulated 
packet addressed to the Second node apparatus, thereby to 
transfer the encapsulated packet to Said Second node appa 
ratuS. 

In the packet communication method mentioned above, 
packet routing from the first terminal to the Second terminal 
is automatically changed from a normal mode of routing in 
which packets are transferred through the home agent node 
apparatus to a shortcut mode of routing in which packets are 
transferred without intervention of the home agent node 
apparatus. In the shortcut mode, upon receiving an IP packet 
addressed to the first terminal from the Second terminal, the 
Second node apparatus encapsulates the received IP packet 
and Sends the encapsulated packet to the first node appara 
tuS. 

Another feature of the present invention resides in that 
each of origination and destination node apparatuses for 
Sending and receiving packets in communication with ter 
minals is provided with means for communicating packets 
with each other in the upward and downward directions 
through the same route by tunneling communication with 
the same home agent node engaging in management of 
mobile terminal location information. 
More Specifically, according to another aspect of the 

resent invention, there is provided a node apparatus, which 
is connected to a network including a plurality of home 
agent nodes for engaging in management of mobile terminal 
location information, comprising: means for removing when 
an encapsulated packet containing an IP packet addressed to 
a first terminal of a mobile type from a Second terminal is 
received from a first home agent node for managing location 
information of the first terminal, a header from the encap 
Sulated packet to obtain the IP packet, and for transferring 
the IP packet to the first terminal; means for converting an 
IP packed addressed to the second terminal from the first 
terminal into a first encapsulated packet when the IP packet 
is received, and for transmitting the first encapsulated packet 
to the first home agent node, and means for converting an IP 
packet addressed to the Second terminal from a third termi 
nal into a Second encapsulated packet when the IP packet is 
received, and for transmitting the Second encapsulated 
packet to a Second home agent node for managing location 
information of the Second terminal. 

According to another aspect of the present invention, 
there is provided a packet communication method in a 
network including a first node apparatus communicating 
with a first terminal, a home agent node apparatus engaging 
in management of location information of a Second terminal 
of a mobile type, and a Second node apparatus communi 
cating with the Second terminal, the packet communication 
method comprising: (a) a step of transferring by Said first 
node apparatus an IP packet, which is transmitted from Said 
first terminal to Said Second terminal, after converting the IP 
packet into an encapsulated packet with an encapsulation 
header containing an IP address of the first node apparatus 
as a Source address; (b) a step of transferring Said encapsu 
lated packet to Said Second node apparatus by Said home 
agent node apparatus after converting the header of the 
received packet into an encapsulation header containing the 
IP address of the first node apparatus as a Source address and 
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an IP address of the Second node apparatus as a destination 
address; (c) a step of transferring the IP packet to Said Second 
terminal by Said Second node apparatus after decapsulating 
the encapsulated packet received from the home agent node 
apparatus; (d) a step of transferring by said Second node 
apparatus an IP packet, which is transmitted from Said 
Second terminal to Said first terminal, to Said home agent 
node apparatus after converting the received IP packet into 
an encapsulated packet; and (e) a step of transferring the 
encapsulated packet received from the Second node appara 
tus to Said first node apparatus by Said home agent node 
apparatus after converting the header of the received encap 
Sulated packet. 

Another feature of the present invention resides in that a 
node apparatus Selectively adds a new entry into a Second 
memory or alters the contents of an already registered entry 
according to header information of an encapsulated packed 
when the encapsulated packet is received from another node 
apparatus, thereby to dynamically change a packet commu 
nication route in tunneling communication between origi 
nation and destination nodes. 

According to a packet communication method in a pre 
ferred embodiment of the present invention, a home agent 
node decapsulates an encapsulated packet received and adds 
a new encapsulation header to the decapsulated packet, 
which is then transferred to a destination node. At this Step 
of operation, in the home agent node, a new entry having a 
Source address contained in a header of the received encap 
Sulated packet is added into a Second memory to make 
preparation for relaying packets directed from a destination 
terminal to an origination terminal. 
Upon receiving the encapsulated packet from the home 

agent node, the destination node makes preparation for 
relaying packets directed from the destination terminal to the 
origination terminal if Selection of a shortcut route in 
communication between the terminals concerned is speci 
fied according to a header processing rule held in a Second 
memory. To be more Specific, in the destination node, a new 
entry having a Source address contained in the header of the 
received encapsulated packet is added into the Second 
memory, and a control packet containing a control message 
indicating a change of routing is issued to an origination 
node. 

Receiving the control packet, the origination node 
rewrites the contents of a first memory and also alters a 
routing rule for communication between the terminals 
concerned, which is contained in a Second memory. At the 
time that the encapsulated packet from the home agent node 
is received, if the Second memory of the destination node 
indicates any other routing mode for communication 
between the terminals concerned, e.g., a mode in which the 
Same route in the upward and downward directions is 
designated, the above-mentioned control packet is not issued 
and no new entry is added to the Second memory. 
The foregoing and other objects, advantages, manners of 

the operation and novel features of the present invention will 
be understood from the following detailed description when 
read in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram showing a preferred embodi 
ment of a node apparatus according to the present invention; 

FIG. 2 is a diagram showing an example of a mobile 
communication System in an application of the present 
invention; 

FIG. 3 is an explanatory diagram illustrating a format 
conversion process for packets to be transferred from an 
origination node to a destination node, 
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FIG. 4 is an explanatory diagram illustrating an ICMP 

redirect message packet to be sent from the destination node 
to the origination node when shortcut routing is designated 
in the present invention; 

FIG. 5 is an explanatory diagram illustrating a format 
conversion process for packets to be sent from the origina 
tion node to the destination node through tunneling com 
munication in the result of shortcut route Selection; 

FIG. 6 is an explanatory diagram illustrating a format 
conversion process for packets to be sent from the destina 
tion node to the origination node through tunneling com 
munication when the Same route in the upward and down 
ward directions is designated in the present invention; 

FIG. 7 is an explanatory diagram illustrating relationship 
among an idle address queue 26, an RX descriptor table 27 
and a TX descriptor table 28 in the node apparatus indicated 
in FIG. 1; 

FIG. 8 is a diagram Showing a structure of a home location 
register 23 indicated in FIG. 1; 

FIG. 9 is a diagram exemplifying a structure of a routing 
register 24 indicated in FIG. 1; 

FIG. 10 is a diagram showing a structure of a route policy 
register 25-A prepared in an origination router 1A indicated 
in FIG. 3; 

FIG. 11 is a diagram showing a structure of a route policy 
register 25-B prepared in a home agent node 2b indicated in 
FIG. 3; 

FIG. 12 is a diagram showing a structure of a route policy 
register 25-B prepared in a destination router 1B indicated in 
FIG. 3; 

FIG. 13 is a flowchart showing a preferred embodiment of 
a packet reception processing routine to be carried out by a 
microcontroller 14A of an input interface 11A indicated in 
FIG. 1; 

FIG. 14 is a flowchart showing a modified embodiment of 
the packet reception processing routine presented in FIG. 
13; 

FIG. 15 is a flowchart showing a preferred embodiment of 
a packet transmission processing routine to be carried out by 
a microcontroller 14B of an output interface 11B indicated 
in FIG. 1; 

FIG. 16 is a flowchart showing a preferred embodiment of 
a received packet transfer processing routine 213 to be 
carried out by a processor 20 of a routing controller 50 
indicated in FIG. 1; 

FIG. 17 is a detailed flowchart showing a conversion 
process 700 in the received packet transfer processing 
routine presented in FIG. 16; 

FIG. 18 is a detailed flowchart showing an ICMP redirect 
step 750 in the conversion process 700 presented in FIG. 17; 
and 

FIG. 19 is a detailed flowchart showing a conversion 
process 800 in the received packet transfer processing 
routine presented in FIG. 16. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The present invention will now be described in detail by 
way of example with reference to the accompanying draw 
ings. 

Referring to FIG. 2, there is shown an example of a 
mobile communication System in an application of the 
present invention. The mobile communication System com 
prises a plurality of mobile terminals 5 (5A, 5B), a plurality 
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of wireless base stations 4 (4A-11 to 4B-1m) communicating 
with each mobile terminal 5 located in a cell through a radio 
channel, a plurality of base station controllers 3 (3A-1 to 
3B-n) connected with these wireless base stations, a plural 
ity of node apparatuses 1 (1A, 1B) for connecting these base 
Station controllers 3 to a network 6, and a plurality of home 
agent nodes 2 (2a, 2b) connected with the network 6. 
Although there is shown a single network in FIG. 2, the 
network 6 actually includes a multiplicity of interconnected 
networks and provides a plurality of routes between node 
apparatuses in an IP networking arrangement. The following 
describes packet communication to be carried out between 
the mobile terminals 5A and 5B, but it should be understood 
that the present invention is also applicable to packet com 
munication between each of these mobile terminals and a 
stationary terminal not shown in FIG. 2. 

For home registration, each mobile terminal 5 is regis 
tered in any home agent node 2. Receiving information from 
the wireleSS base Station 4 covering the current location of 
each mobile terminal, each home agent node knows the 
current location of the mobile terminal to be managed 
thereby. When the home agent node receives a packet 
addressed to a mobile terminal for which home registration 
has been made, the home agent node transferS the received 
packet to the node apparatus 1 accommodating the wireleSS 
base Station 4 covering the current location of the mobile 
terminal. 

The node apparatus 1 for connecting the base controller 3 
to the network 6 is comprised of a router which performs 
destination control at a network layer level, dynamically 
updates a routing table through node-to-node exchange of 
routing information, and Selects an optimum communication 
route. It should be noted that the above-mentioned node 
apparatus may be comprised of a brouter capable of per 
forming a router function and a bridge function for relaying 
undefined received packets at a data link layer level. 

In the following description, it is assumed that home 
registrations of the mobile terminals 5A and 5B have been 
made in the home agent nodes 2a and 2b, respectively. 
Explained below are communication procedures and node 
operations to be carried out according to the present inven 
tion in a situation where the mobile terminal 5A sends IP 
packets to the mobile terminal 5B. Herein, the IP addresses 
of the origination mobile terminal 5A and the destination 
mobile terminal 5B are represented by “A” and “B” respec 
tively. The node apparatuS 1A is referred to as an origination 
router, and the node apparatuS 1B is referred to as a 
destination router. 

Referring to FIG. 3, there is shown a packet format 
conversion process to be performed when the first IP packet 
310 addressed from the origination mobile terminal 5A to 
the destination mobile terminal 5B is transferred from the 
origination router 1A to the destination router 1B via the 
destination home agent node 2b. 
AS will be explained more fully hereinafter, packet format 

conversion is made using a route policy register (RPR) 25 
(25A, 25B, 25b) provided for each of the nodes 1A, 1B and 
2b in cooperation with a home location register (HLR) 23b 
provided for the destination home agent node 2b. 

According to the present invention, for communication 
between particular terminals identified by a combination of 
a source address SA and a destination address DA of an IP 
packet, a header processing rule (route policy) for received 
packets is defined and registered beforehand in each route 
policy register (RPR) 25 in the origination node (origination 
router), home agent node, and destination node (destination 
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router), thereby to transfer each IP packet through a specific 
transmission route. 
AS typical examples of route policies, there are a 

“upward/downward same route” policy and a “shortcut 
route' policy. According to the "upward/downward Same 
route' policy, a route for downward packets transmitted 
from the origination mobile terminal to the destination 
mobile terminal and a route for upward packets transmitted 
from the destination mobile terminal to the origination 
mobile terminal are formed through the same home agent 
node. According to the “shortcut route' policy, each of 
routes for upward and downward packetS is formed as an 
optimum route without regard to the home agent node. 

In FIG. 3, a basic communication procedure in accor 
dance with the present invention is shown which is appli 
cable to both the above two route policies. 
An IP packet 310 sent out from the origination mobile 

terminal 5A comprises a data field (payload part) 313 and an 
IP header. A source address field (SA) 311 of the IP header 
contains address “A” of the origination mobile terminal 5A, 
and a destination IP address field (DA)312 contains address 
“B” of the destination mobile terminal 5B. In addition to the 
IP addresses, the IP header contains a variety of information 
Such as IP header length, total length of IP datagram, 
type-of-Service code, and protocol number code. Since 
information other than the IP addresses is of no direct 
interest to the present invention and therefore not shown in 
FIG. 3. 

When the origination router 1A receives the IP packet 310 
through an input port IN-i, the origination router 1A gener 
ates an encapsulation header according to a conversion rule 
defined in the route policy register 25A. By using the 
encapsulation header, the origination router 1A converts the 
received IP packet 310 into an encapsulated packet 320, and 
transferS the encapsulated packet 320 to destination home 
agent node 2b by tunneling method. 
The encapsulated packet 320 comprises a data field 313T 

and an encapsulation header. The data field 313T contains 
the received IP packet 310, and a source address field 311T 
of the encapsulation header contains a connection port IP 
address “CoA1” for a transmission path 61 to the destination 
home agent node 2b. In FIG. 3, the transmission path 61 is 
indicated as a Single-pipe Symbol meaning a tunnel, but in 
an actual network, the transmission path 61, i.e., tunnel 61 
is formed as a complicated path extending through a plu 
rality of other nodes. 

In a case where the origination router 1A already knows 
an IP address “XX” of the destination home agent node 2b, 
the IP address "XX" is set in a destination address field 312T 
of the encapsulated packet 320. If the IP address “XX” of the 
destination home agent node 2b is unknown, the destination 
IP address “B” of the received IP packet 310 is set in the 
destination address field 312T instead of the IP address 
“XX”. Even in the latter case, through normal IP routing by 
each of node apparatuses located on the transmission path, 
the packet 320 can reach the destination home agent node 2b 
properly. 
The destination home agent node 2b and the destination 

router 1B are connected over a transmission path 62. It is 
herein assumed in the destination router 1B that a connec 
tion port IP address for the transmission path 62 is “CoB1”. 
When the destination home agent node 2b receives the 
encapsulated packet 320, the destination home agent node 
2b replaces the contents of the destination address field 312 
with “CoB1” while keeping the contents of the encapsula 
tion header Source address field 311T intact. Then, the 
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destination home agent node 2b Sends out an encapsulated 
packet 330 thus formed to the transmission path 62. 

In this case, correspondence relationship between the 
destination address “B” of the received packet 320 and the 
destination address "CoB1” to be set in the outgoing packet 
330 is predefined in the home location register 23b. Further, 
conversion from the received packet 320 to the outgoing 
packet 330 is carried out according to the header processing 
rule predefined in the route policy register 25b. 
Upon receiving the encapsulated packet 330, the destina 

tion router 1B extracts the IP packet 310 from the data field 
313T, and sends out the extracted IP packet 310 to an output 
port OUT connected with the base station controller 3B-1 
which accommodates the wireless base station 4B-11 cov 
ering the current location of the destination mobile terminal 
5B. 

Referring to FIG. 4, there is shown a diagram for expla 
nation of operations to be performed by the destination 
router 1B in a case where the “shortcut route” policy is 
Specified in the route policy register 25B for communication 
of the above-mentioned IP addresses “A” and “B”. 

In this case, in response to reception of the encapsulated 
packet 330, the destination router 1B generates a control IP 
packet 340 containing a control message for requesting a 
communication route change, for example, an ICMP 
(Internet Control Message Protocol) redirect message to the 
origination router 1A, and Sends out the control IP packet 
340 to a transmission path 63. The control IP packet 340 
contains the origination router IP address “CoA1” in a 
destination address field 312, and a connection port IP 
address "CoB2” for the transmission path 63 in a Source 
address field 311. 

The conversion of the IP packet 310 from the encapsu 
lated packet 330 as described with reference to FIG. 3, and 
the generation of the ICMP message as indicated in FIG. 4, 
are carried out according to the header processing rule 
predefined in the route policy register 25B in combination 
with an ICMP flag. 

In the present invention, as described above, the origina 
tion router 1A encapsulates the received packet 310, and the 
Source address 311T contained in the encapsulation header 
is relayed by the destination home agent node 2b So that the 
destination router 1B is informed of the IP address of the 
origination router 1A (“CoA1” in the present preferred 
embodiment). 

Therefore, when packets addressed from the destination 
mobile terminal 5B to the origination mobile terminal 5A are 
transferred by the destination router 1B to the origination 
router 1A, the destination router 1B can use the IP address 
of the origination router 1A to transmit the packets by 
tunneling transmission through a shortcut route without 
intervention of the origination home agent node 2a. 

Further, using the IP address of the origination router 1A, 
the destination router 1B can send the ICMP redirect mes 
Sage to the origination router 1A for letting the origination 
router 1A know the IP address “CoB2” of the destination 
router 1B. Accordingly, by using the IP address of the 
destination router 1B, tunneling packet transmission can be 
made in the direction from the origination router 1A to the 
destination router 1B. 

Referring to FIG. 5, there is shown a diagram for expla 
nation of operations to be performed by the origination 
router 1A after receiving the ICMP redirect message. 
When the origination router 1A receives an IP packet 310' 

from the mobile terminal 5A, the origination router 1A 
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12 
converts the IP packet 310' into an encapsulated packet 350. 
Then, the origination router 1A carries out tunneling com 
munication with the destination router 1B through the short 
cut route 63 without intervention of the destination home 
agent node 2b. The encapsulated packet 350 has a data field 
313T containing the received IP packet 310', and an encap 
Sulation header in which the destination address field 312T 
contains the destination router IP address “CoB2” and the 
Source address field 311T contains a connection port IP 
address “CoA2” for the shortcut route 63. 

Referring to FIG. 6, there is shown a diagram for expla 
nation of operations to be performed by each node when the 
“upward/downward Same route' policy is specified for com 
munications between the IP addresses “A” and “B”. 

Under direction of the “upward/downward same route” 
policy, when the destination router 1B receives the first 
encapsulated packet 330 indicated in FIG. 3, the destination 
router 1B does not issue the ICMP redirect message 340. At 
this step, therefore, the origination router 1A encapsulates a 
Subsequent packet, which is addressed from the origination 
mobile terminal 5A to the destination mobile terminal 5B, in 
the same manner as for the packet 310 received first. Then, 
the origination router 1A carries out tunneling communica 
tion with the destination home agent node 2b through the 
transmission path 61. 
Upon receiving the above encapsulated packet, the des 

tination home agent node 2b performs header conversion 
according to the same rule as that for the conversion from 
the packet 320 to the packet 330 as described with reference 
to FIG. 3. Then, the destination home agent node 2b carries 
out tunneling communication with the destination router 1B 
through the transmission path 62. When the destination 
router 1B receives the encapsulated packet from the desti 
nation home agent node 2b, the destination router 1B 
removes the encapsulation header and sends the IP packet 
contained in the data field 313T to the transmission path 
OUT-j. 
On the other hand, when the destination router 1B 

receives an IP packet 360 addressed from the destination 
mobile terminal 5B to the origination mobile terminal 5A, 
the destination router 1B encapsulates the received packet 
360 to form an encapsulated packet 370. Then, the destina 
tion router 1B sends the encapsulated packet 370 to the 
destination home agent node 2b through tunneling commu 
nication over the transmission path 62. In this case, for 
example, the connection port IP address “CoB1” for the 
transmission path 62 at the destination router 1B is Set in a 
Source address field 311T of the encapsulation header, and a 
connection port IP address “HB” for the transmission path 
62 at the destination home agent node 1b is Set in a 
destination address field 312T thereof. 

Under normal communication condition, the destination 
router 1B receives packets containing mobile terminal loca 
tion information from wireleSS base Stations through the 
base station controllers 3B-1 to 3B-n, and transfers the 
received packets to each home agent node. Therefore, the 
destination router 1B already knows the IP addresses 
“CoB1” and “HB” at both ends of the transmission path 62 
for tunneling communication. 
Upon receiving the encapsulated packet 370, the destina 

tion home agent node 2b rewrites the contents of the Source 
address field 311T and the destination address field 312T of 
the encapsulation header to form an encapsulated packet 
380. The destination home agent node 2b transfers the 
encapsulated packet 380 to the origination router 1A through 
the transmission path 61. The encapsulated packet 380 
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includes, for example, a connection port IP address “HA' for 
the transmission path 61 at the destination home agent node 
2b in a source address field 311T thereof, and the connection 
port IP address “CoA1” for the transmission path 61 at the 
destination router 1B in a destination address field 312T 
thereof. AS to the transmission path 61, the connection port 
IP addresses at both ends thereof are already known when 
the first encapsulated packet 320 is received as described 
with reference to FIG. 3. 
When the origination router 1A receives the encapsulated 

packet 380, the origination router 1A removes the encapsu 
lation header. Then, the IP packet 360 extracted from a data 
field 313T of the encapsulated packet 380 is transferred to an 
output port for the mobile terminal 5A. In this case, the 
operations of the origination router 1A are performed in the 
Same manner as those in the destination router 1B at the time 
of reception of downward packets, i.e., the origination router 
1A does not issue the ICMP redirect message. 

Referring to FIG. 1, there is shown a preferred embodi 
ment of a node apparatus for implementing the above 
mentioned communication functions according to the 
present invention. 

The node apparatus shown in FIG. 1 is provided with a 
home location register 23, which is an element required for 
working the node apparatus as the home agent node 2. 
Where the node apparatus is used as the origination router 
1A or destination router 1B, the home location register 23 is 
not required. 

The node apparatus comprises a plurality interface boards 
10-i (i=1 to k), each having a pair of input and output ports 
IN-i and OUT-i, and a routing controller 50 connected with 
each interface board 10-i through a bus 100. 

The routing controller 50 comprises a processor 20, a 
program memory 21, a buffer memory (BM) 22 for storing 
packets received through each of the interface boards 10-i, 
a memory including a home location register (HLR) 23, a 
routing register (RTR) 24 and a route policy register (RPR) 
25, a memory including an idle address queue 26, an RX 
(reception) descriptor table 27-i (i-1 to k) and a TX 
(transmission) descriptor table 28-i (i=1 to k), and an input/ 
output device 29. These elements are connected with the bus 
100. 
The program memory 21 contains an OS 211 and a variety 

of programs to be carried out by the processor 20. AS 
programs Specific to the node apparatus, there are provided 
a routing management program 212 for dynamically updat 
ing the contents of the routing register 24, and a packet 
transfer program 213 for conducting packet communication 
unique to the present invention by referencing to the routing 
register 24, the route policy register 25 and the home 
location register 23 (in use as the home agent node) as will 
be described later. In a case where the node apparatus 
constitutes the home agent node 1a or 1b, the program 
memory 21 also contains a program for managing mobile 
terminal location information according to a location regis 
tration protocol. However, Since mobile terminal location 
information management itself is of no direct interest of the 
present invention, it will not be further discussed here. 
The buffer memory (BM) 22 is divided into a plurality of 

fixed-length memory blocks (memory areas), and the idle 
address queue 26 contains the head address of each of 
memory blocks that is free in the buffer memory. The RX 
descriptor tables 27 (27-1 to 27-k) and the Tx descriptor 
tables 28 (28-1 to 28-k) are prepared one pair for every 
interface board 10 (10-1 to 10-k). The “i'th interface board 
10-i uses the “i'th RX descriptor table 27-i and the “i'th TX 
descriptor table 28-i. 
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Each interface board 10-i comprises an input interface 

11A and an output interface 11B. 
The input interface 11A comprises an input bus 101-i 

connected with the bus 100, an input line interface 12A 
connected with the input port IN-i, a receiving buffer 13A 
connected between the input line interface 12A and the input 
buS 101-i, and a microcontroller 14A, a DMA controller 15A 
and an RX descriptor entry memory 16A connected with the 
input bus 101-i. 
A signal received from the input port IN-i is terminated at 

the input line interface 12A So as to be temporarily Stored in 
the receiving buffer 13A as a received packet (IP packet or 
encapsulated packet). The received packet thus stored in the 
receiving buffer 13A is fed to the buffer memory 22 through 
the DMA controller 15A under the control of the microcon 
troller 14A. At this Step of operation, an address AX is taken 
out of the idle address queue 26 and used as a write address 
WA for the received packet. Then, the address AX is regis 
tered into the RX descriptor table 27-i together with a flag bit 
indicating the validity of entry. 
The processor 20 in the routing controller 50 accesses the 

RX descriptor tables 27-1 to 27-k circularly to read out the 
received packet from the buffer memory 22 according to the 
address AX registered in the accessed RX descriptor table 
27-i. As will be described in detail later, the processor 20 
refers to the route policy register (RPR) 25 based on the 
combination of the addresses SA and DA contained in the IP 
header of the received packet. Then, using a header pro 
cessing rule Specified by the route policy register 25, the 
processor 20 carries out encapsulation header generation or 
address conversion, and forms judgment on an output port 
number by referring to the routing register (RTR) 24. 
When an output port number “” is determined for the 

received packet, the processor 20 registers the address AX of 
the received packet into the “j”-th Tx descriptor table 28-j. 
Then, the processor 20 rewrites the flag bits of the entries 
containing the address AX in the RX descriptor table 27-i and 
the Tx descriptor table 28-j. 
The output interface 11B of each interface board 10-i 

comprises an output bus 102-i connected with the bus 100, 
an output line interface 12B connected with the output port 
OUT-i, a transmission buffer 13B connected between the 
output line interface 12B and the output bus 102-i, and a 
microcontroller 14B, a DMA controller 15B and a TX 
descriptor entry memory 16B connected with the output bus 
102-i. 
The received packet stored in the buffer memory 22 is fed 

as an outgoing packet to the transmission buffer 13B through 
the DMA controller 15B under the control of the microcon 
troller 14B. At this step of operation, the Tx descriptor table 
28-i corresponding to the interface board 10-i is referred to 
So that the address AX registered in the TX descriptor table 
28-i is used as a read address RA for the received packet. 

Referring to FIG. 7, there is shown an explanatory dia 
gram illustrating relationship among the idle address queue 
26, the Rx descriptor table 27 (27-1 to 27-k), and the Tx 
descriptor table 28 (28-1 to 28-k). 
The RX descriptor table 27 comprises a plurality of entry 

areas, each including a head address 271 of a memory block, 
a block length 272 and a flag bit 273 indicating the validity 
of entry. Similarly, the Tx descriptor table 28 comprises a 
plurality of entry areas, each including a head address 281 
of a memory block, a packet length 282 and a flag bit 283 
indicating the validity of entry. 

Entry data is written into and read out from these descrip 
tortables in a circular fashion that the last entry area of each 
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table is followed by the first entry area thereof. In FIG. 7, 
each of hatched portions indicates an entry area containing 
valid data, and an entry located at the top one of valid entry 
areas is specified by a pointer RXHP or TxHP. A pointer 
RXTP and TXTP are used to specify an entry position 
immediately following the valid entry areas. Therefore, new 
entry data is written into an entry area Specified by the 
pointer RXTP or TxTP, and any already registered entry data 
is read out of an entry area specified by the pointer RXHP or 
TxHP. A value of each of these pointers is incremented each 
time entry data is written into or read out from each of the 
descriptor tables. 

For each of valid entry areas in the RX descriptor table 27, 
a flag 273 indicating a bit value “0” is set up. For each of 
invalid entry areas in the RX descriptor table 27, i.e., an entry 
area which allows writing new data, a flag 273 indicating a 
bit value “1” is set up. In contrast, for each of valid entry 
areas in the Tx descriptor table 28, a flag 283 indicating a bit 
value “1” is set up. For each of invalid areas in the TX 
descriptor table 28, a flag 283 indicating a bit value “0” is 
Set up. 

The input interface 11A of the interface board 10-i reads 
out the contents of an entry specified by the pointer RXTP in 
the corresponding RX descriptor table 27-i into the RX 
descriptor entry memory 16A. Then, after confirming that 
the flag 273 is set to “1”, the input interface 11A writes the 
received packet into the buffer memory 22 according to the 
write address WA which corresponds to the idle address AX 
taken out of the idle address queue 26. Thereafter, the 
address AX is registered into the entry Specified by the 
pointer RXTP in the RX descriptor table 27-i, the flag 273 is 
changed to “0”, and a value of the pointer RXTP is incre 
mented. 

The processor 20 of the routing controller 50 reads out the 
received packet from the buffer memory 22 based on the 
address AX registered in an entry Specified by the pointer 
RXHP in the RX descriptor table 27-i, and then the processor 
20 carried out predetermined processing on the received 
packet. 
When an output port “” to which the received packed 

should be transferred is identified, the processor 20 checks 
the state of the flag 283 of an entry specified by the pointer 
TxTP in the Tx descriptor table 27-j. Then, the address AX 
is registered into the address field 281, the flag 283 is 
changed to “1”, and a value of the pointer TxTP is incre 
mented. In the same manner, for an already processed entry 
specified by the pointer RXHP in the RX descriptor table 
27-i, the flag 273 is changed to “1” and a value of the pointer 
RXHP is incremented. 

The output interface 11B of the interface board 10-i reads 
out the contents of an entry specified by the TxHP in the 
corresponding Tx descriptor table 28-i into the Tx descriptor 
entry memory 16B. Then, after confirming that the flag is set 
to “1”, the output interface 11B reads out a packet from the 
buffer memory 22 based on the address AX registered in the 
address field 281, and transfers the packet to the transmis 
sion buffer 13B. The address Ax which has just become 
unnecessary is released to the idle address queue 26. At this 
Step of operation, the flag of the entry Specified by the 
pointer TxHP in the Tx descriptor table 28-i is changed to 
“0”, and a value of the pointer TxHP is incremented. 

According to the Structure shown in FIG. 1, a plurality of 
the interface boards 10-1 to 10-k operate to write each 
received packet into the buffer memory 22 based on the idle 
address AX taken out of the idle address queue 26 used in 
common, and to release a read address used therefor to the 
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idle address queue 26 upon completion of reading out of a 
packet from the buffer memory 22. Therefore, packet 
eXchange operation is carried out while efficiently using the 
capacity of the buffer memory 22. 

Referring to FIG. 8, there is shown a structure of the home 
location register (HLR) 23. 
The home location register 23 contains a plurality of 

entries 230-1,230-2 and so forth, each indicating correspon 
dence relationship between an IP address 231 of a destina 
tion mobile terminal and an IP address 232 of a destination 
router for relaying packets to the destination mobile termi 
nal. According to a destination IP address DA contained in 
the IP header of each received packet, the processor 20 in the 
home agent node 2 makes reference to the home location 
register 23 to find out an IP address 232 of the destination 
router to which the received packet should be transferred. 

Referring to FIG. 9, there is shown a structure of the 
routing register (RTR) 24. 
The routing register (RTR) 24 contains a plurality of 

entries 240-1,240-2 and so forth, each indicating correspon 
dence relationship among a destination terminal IP address 
241, a next hop IP address 242, an output port number (Tx 
descriptor identification number) 243, and an output port IP 
address 244. Addition and update of entries in the routing 
register 24 are carried out by the routing management 
program 212. 

Referring to FIGS. 10 to 12, there are shown structures of 
the route policy registers (RPR) 25-A, 25-band 25-B which 
are prepared in the origination router 1A, the destination 
home agent node 2b and the destination router 1B, respec 
tively. 

Each policy register contains a plurality of entries 
250-11, ..., 250-21, ..., and 250-31, ..., each comprising 
a plurality of fields indicating a source IP address (SA) 251, 
a destination IP address (DA) 252, a tunneling source 
address (TSA) 253, a tunneling destination address (TDA) 
254, and an ICMP flag 255. 

In the fields 253 and 254 of the route policy register 25, 
header processing rules for encapsulation header generation, 
address conversion, header removal, etc. are defined in 
correspondence with a combination of a Source address 251 
and a destination address 252 of an IP packet. That is, the 
fields 253 and 254 contain decision rules of Source address 
and destination address for tunneling communication or 
actual address values for tunneling communication. 

In FIGS. 10 to 12, among address decision rules defined 
in the tunneling destination address (TDA) field 254, “DUP” 
indicated in the entry 250-11 signifies that a destination IP 
address 252 of an IP header is to be applied as a tunneling 
destination address. “CNV” indicated in the entry 250-21 
signifies that a destination router IP address 232 determined 
by referring to the home location register (HLR) 23 in 
accordance with a destination IP address 252 is to be applied 
as a tunneling destination address. “NONE” signifies that an 
IP address of an encapsulated packet is to be removed. 
Character strings CoB2, CoA1 and HB, not enclosed in 
double quotes, Signify actual IP address values as will be 
obvious from the description given with reference to FIGS. 
3 to 6. 
Among address decision rules defined in the tunneling 

source address (TSA) field 253, “SELF indicated in the 
entry 250-11 signifies that an output port IP address 244 
determined by referring to the routing register 24 in accor 
dance with a destination address (TDA) 254 is to be applied 
as a tunneling source address. “KEEP” indicated in the entry 
250-21 Signifies that a Source address contained in an 
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encapsulation header of a received packet is to be applied 
intactly as a tunneling Source address. 

In FIG. 10, there is shown a pair of entries 250-11 and 
150P-11 having the same combination of source and desti 
nation addresses 251 and 252. The “P”-infixed entry 250P 
11 indicates an entry generated after the entry 250-11, i.e., 
the entry 250P-11 is to be called into execution with prece 
dence over the original entry 250-11. 

In FIG. 12, there is shown a pair of entries 250-32 and 
250P-32 having the same combination of source and desti 
nation addresses 251 and 252. The entry 250-32 is used for 
the “shortcut route” policy, and the entry 250P-32 is for the 
“upward/downward Same route' policy. In the actual route 
policy register 25, either one of these two entries is con 
tained. 

Referring to FIG. 13, there is shown a flowchart of a 
packet reception processing routine to be carried out by the 
microcontroller 14A in the input interface 11A on each of the 
interface boards 10-1 to 10-k. 

The microcontroller 14A reads out the pointers RxHP and 
RXTP for the RX descriptor table 27-i corresponding to the 
interface board 10-i (step 401). From the RX descriptor table 
27-i, the microcontroller 14A reads out an entry RXTBL 
(RXTP) indicated by the pointer RXTP into the RX descriptor 
entry memory 16A (step 402). Then, the microcontroller 
14A checks a flag 273 of the entry RxTBL (RXTP) (step 
404). If “0” is indicated in the flag 273, it is judged that an 
error has occurred in any operation of the microcontroller 
14A or the processor 20, and error processing is carried out 
(step 406). 

If “1” is indicated in the flag 273, an idle address AX is 
taken out of the idle address queue 26 (step 508). Then, it is 
checked whether the receiving buffer 13A holds any 
received packet to be processed (step 410). If the received 
packet to be processed is Stored in the receiving buffer 13A, 
a packet total length indicated in the header of the received 
packet is compared with an allowable maximum block size 
MAX of the entry RxTBL (RXTP) (step 412). If the packet 
total length of the received packet is larger than the MAX, 
the received packet is discarded (step 414) and control is 
returned to Step 410 to repeat the above-mentioned judgment 
on the next received packet. 

If the packet total length of the received packet does not 
exceed the MAX, the microcontroller 14A instructs the 
DMA controller 15A to perform DMA transfer for feeding 
the received packet to a memory block BM (Ax) indicated 
by the address AX in the buffer memory 22 (step 420). Then, 
the address Ax and flag “0” are set respectively in the fields 
271 and 273 of the entry RxTBL (RXTP) indicated by the 
pointer RXTP in the RX descriptor table 27-i (step 422). 
Further, a value of the pointer RXTP is incremented (step 
424), which is reflected to the pointer RXTP stored in the 
routing controller 50 so that the processor 20 can make 
reference to the incremented value (Step 426). 

Thereafter, a value of the pointer RXHP stored in the 
routing controller 50 is read out (step 428), and the value 
thus read out is compared with a value of the pointer RXTP 
(step 430). If the value of the pointer RXTP is larger than the 
value of the pointer RXHP, control is returned to step 402 to 
read out the next entry RXTBL (RXTP) in the RX descriptor 
table 27-i. 

If the value of the pointer RXTP is not larger than the value 
of the pointer RXHP, i.e., if the valid entry area is not 
contiguous as shown in FIG. 7, it is necessary to prevent 
double data writing to the valid entry area indicated by the 
pointer RXHP. For this purpose, a judgment is formed to 
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check whether there is a predetermined amount of Space An 
between the RxTP and RxHP (step 432). If the space 
between the RXTP and RXHP is larger than An, control is 
returned to step 402. If the space between the RXTP and 
RXHP is not larger than An, a predetermined wait time AT is 
taken in transfer of the received packet (Step 434), and then 
Step 428 and operations Subsequent thereto are repeated. 
Upon completion of processing the received packet by the 
processor 20, the value of the RXHP is incremented to make 
the space between the RXTP and RXHP larger than An. 
Therefore, control can be returned to step 402. 

In the present preferred embodiment mentioned above, if 
the packet total length of a received packet is larger than the 
block size MAX in the buffer memory 22, the received 
packet is discarded (step 414). This operation is based on the 
premise that each block in the buffer memory 22 has a size 
Sufficient for Storing a normal packet and that a received 
packet having a length exceeding the block size MAX can 
be judged abnormal. However, if the block size MAX is 
increased, unused Segments are produced in each block of 
the buffer memory in the processing of received packets 
having average lengths, resulting in a decrease in the usage 
rate of the capacity of the buffer memory. For efficient use 
of the capacity of the buffer memory, it is preferable to 
provide Such an arrangement that the block size MAX is 
made equal to an average packet length and a plurality of 
blocks are used for Storing a received packet having an 
exceptional length exceeding the MAX. 

Referring to FIG. 14, there is shown a control flow to be 
carried out in lieu of the routine part of steps 412 to 414 
shown in FIG. 13 in a case where a plurality of blocks are 
used for Storing a received packet. 
When a received packet is found (step 410), a value of a 

parameter NEXT is checked (step 411). The parameter 
NEXT is provided to indicate whether the received packet 
has any remaining data block or not. If the total length of the 
received packet exceeds the block size MAX, the parameter 
NEXT is set to “1”. At a point of time when the processing 
proceeds to handling a new packet received, the parameter 
NEXT is reset to “O’. 

If the parameter NEXT indicates “0”, the total length of 
the received packet is compared with the block size MAX 
(step 412). Then, if it is found that the total length of the 
received packet does not exceed the MAX, the total length 
of the received packet is set in a parameter LENGTH 
indicating a data length for DMA transfer (step 413). 
Thereafter, DMA transfer is performed to feed the received 
packet to the buffer memory 22 (step 420 in FIG. 13). 

If the total length of the received packet exceeds the 
MAX, the MAX is subtracted from the total length of the 
received packet and a resultant value of Subtraction is Set in 
a parameter REM indicating the remaining data block length 
(step 415). Then, the MAX is set in the parameter LENGTH 
and the parameter NEXT is set to “1” (step 416). Thereafter 
DMA transfer is performed to feed the first data block part 
of the received packet to the buffer memory 22. 
When control is returned to step 411 in a state that the 

parameter NEXT indicates “1”, the remaining data block 
length parameter REM is compared with the block size 
MAX (step 417). If a value of the remaining data length 
parameter REM is larger than the block size MAX, a value 
obtained by subtraction “REM-MAX" is set in the REM 
(step 419) and DMA transfer is performed to feed the next 
data block part of the received packet to the buffer memory 
22. If the value of the REM is not larger than the MAX, the 
value of the REM is set in the parameter LENGTH and the 
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parameter NEXT is reset to “0” (step 418). Thereafter, DMA 
transfer is performed to feed the remaining data block part 
of the received packet to the buffer memory 22. 

Referring to FIG. 15, there is shown a flowchart of a 
packet transmission processing routine to be carried out by 
the microcontroller 14B in the input interface 11B on each 
of the interface boards 10-1 to 10-k. 

The microcontroller 14B reads out the pointers TxHP and 
TxTP for the Tx descriptor table 28-i corresponding to the 
interface board 10-i (step 501). Then, the microcontroller 
14B checks whether the pointers TXTP and TxHP have the 
same value (step 502). In the initial state, the pointers TxTP 
and TxHP have the same value indicating the first entry area 
of the Tx descriptor table 28-i. If any entry containing valid 
data is left in the Tx descriptor table, the pointers TXTP and 
TXHP have different values. 

The condition “TxTP=TXHP” signifies that no entry 
containing valid data is left in the TX descriptor table. 
Therefore, if the pointers TXTP and TxHP have the same 
value, the microcontroller 14B waits for a predetermined 
period of time AT expecting that the processor 20 transfers 
a new packet into the Tx descriptor table 28-i (step 504). 
Then, the pointer TxTP is read again (step 524), and control 
is returned to stop 502 to check whether the pointers TXTP 
and TxHP have the same value. 

If the pointers TXTP and TxHP have different values, an 
entry TXTBL (TxHP) indicated by the pointer TxHP of the 
Tx descriptor table 28-i is read into the Tx descriptor entry 
memory 16B. Then, an address AX registered in the entry 
field 281 of the entry thus read out is set as a read address 
RA (step 508). 
A judgment is formed to check the flag 283 of the above 

entry (step 510). If “0” is indicated in the flag 283, error 
processing is carried out (step 512). If “1” is indicated in the 
flag 273, the DMA controller 15B is instructed to perform 
DMA transfer So that an outgoing packet Stored in a memory 
block BM (RA) indicated by the address RA in the buffer 
memory 22 is transferred to the transmission buffer 13B 
(step 514). Then, the address AX (=RA) which has become 
unnecessary is released to the idle address queue 26 (step 
516). In the Tx descriptor table 28-i, the flag 283 of the entry 
TxTBL (TXHP) is reset to “0” (step 518), and a value of the 
pointer TxHP is incremented (step 520). Then, the incre 
mented value is reflected to the pointer TxHP stored in the 
routing controller 50 so that the processor 20 can make 
reference to the incremented value (step 522). Thereafter, a 
value of the TxTP for the Tx descriptor table 28-i is read out 
(step 524), and control is returned to step 502. 

Referring to FIG. 16, there is shown a flowchart of a 
packet transfer processing routine 213 to be carried out by 
the processor 20 of the routing controller 50. 

In execution of this routine, the RX descriptor table 
(RXTBL) 27-i (i=1 to k), the Tx descriptor table (TXTBL) 
27-i (i=1 to k), and values of pointers therefor are initialized 
(step 601), and then a value of parameter i for identifying 
one of the RX descriptor table 27-1 to 27-k is cleared to “0” 
(step 602). 

Then, the value of the parameter i is incremented (step 
604). If the value of the parameter i exceeds the number of 
descriptor tables k, control is returned to step 502. 
Otherwise, a check is made on the flag 273 of an entry 
RxTBL#i (RXHP) indicated by the pointer RxHP of the 
“i'th RX descriptor table (step 608). If “0” is not indicated 
in the flag 273, it is judged that there is no entry containing 
valid data in the “i'th RX descriptor table, and control is 
returned to step 604. 
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If “0” is indicated in the flag 273, an address AX registered 

in the field 271 of the entry RxTBL#i (RxHP) is read out and 
Set as a read address RA. Then, a judgment is formed to 
check whether a received packet Stored in the memory block 
BM (RA) indicated by the address RA in the buffer memory 
22 is an encapsulated packet or not (step 612). If the received 
packet is encapsulated, a packet conversion processing rou 
tine 700 shown in FIG. 17 is carried out. If the received 
packet is an ordinary IP packet, a packet conversion pro 
cessing routine 800 shown in FIG. 19 is carried out. 

Through execution of the packet conversion processing 
routine 700 or 800, the received packet stored in the memory 
block BM (RA) of the buffer memory 22 is converted into 
an outgoing packet and an output port number "j" for the 
outgoing packet is identified. Therefore, after execution of 
the packet conversion processing routine 700 or 800, the 
address WA and a length of the outgoing packet are Set in an 
entry TxTBL# (TxTP) indicated by the pointer TxTP in the 
“”thTx descriptor table, the flag 238 is set to “1” (step 614), 
and a value of the pointer TxTP is incremented (step 616). 
Further, in the “i'th RX descriptor table, the flag 273 of the 
entry RxTBL#i (RxHP) is set to “1” (step 618), and a value 
of the pointer RXHP is incremented (step 620). Then, control 
is returned to step 604. 
As described by referring to FIG. 14, where a plurality of 

blocks are used for Storing a received packet in the buffer 
memory 22, it is necessary for the packet transfer processing 
routine to Successively transfer Subsequent data blocks of 
the same packet to the TXTBLibefore changeover to the 
RXTBL. In this case, the first block of each received packed, 
which has been read out from address RA at step 610, has 
the header field containing information of a packet length. 
Therefore, it is preferable to provide the following arrange 
ment: At a point of time when the first block is accessed, the 
number of Subsequent blockS is calculated using the packet 
length and the block size MAX. Then, after execution of step 
620, the number of subsequent blocks is checked. If the 
number of Subsequent blockS is Zero, control is returned to 
step 604. If the number of Subsequent blocks is one or more, 
the next address RA is taken out from the RXTBL#i (RXHP). 
Then, after the number of Subsequent blockS is decremented, 
control is returned to step 614. 

Referring to FIG. 17, there is shown a detailed flowchart 
of the packet conversion processing routine 700 to be carried 
out if the received packet is an encapsulated packet. 

In this routine, the encapsulation header of the received 
packet stored in the memory block BM (RA) of the buffer 
memory 22 is extracted and Stored into a work area. In 
addition, the Source IP address SA (e.g., address A) and the 
destination IP address DA (e.g., address B) contained in the 
header (IP header) specified in the data field 313 of the 
received packet are extracted (step 702). 

Then, a route policy entry (e.g., entry 250-22 in FIG. 11, 
or entry 250-32 in FIG. 12) required for packet transfer in 
the reverse direction of the above IP packet (the direction 
from “B” to “A” in this example) is generated and added to 
the route policy register (RPR) 25 (step 704). Note that no 
new entry is added to the router policy register 25 if an entry 
having the same combination of SA and DA has already 
been registered in the route policy register 25. In an example 
where the entry 250P-32 for the “upward/downward same 
route' policy has already been registered in the route policy 
register 25-B in the destination router 1B, a new entry 
250-32 for the “shortcut route” policy is not added thereto at 
step 704. If it is desired to change the “upward/downward 
same route” policy to the “shortcut route' policy for a 
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particular existing entry, the particular existing entry may be 
removed or the contents thereof may be altered by an 
operator using the input/output device 29. 

Then, according to the combination of SA and DA in the 
above IP header, the route policy register 25 is referred to 
look up an object entry corresponding thereto (step 706). If 
the object entry corresponding to the combination of SA and 
DA is not found in the route policy register 25, an ordinary 
packet transfer processing is carried out (step 710). 

In the ordinary packet transfer processing (step 710) the 
received packet is transferred in a conventional method 
without applying any route policy of the present invention. 
That is to Say, where the node apparatus is used as a home 
agent node, the home location register (HLR) 23 is referred 
to according to the destination IP address DA to obtain a 
router IP address. Then, the router IP address thus obtained 
is Set as a destination address DA in the encapsulation 
header. According to the destination address DA in the 
encapsulation header, the routing register (RTR) 24 is 
referred to obtain an output port IP address. The output port 
IP address thus obtained is set as a source address SA in the 
encapsulation header. Then, a code number of the output 
port is Set in parameter j, and this routine is terminated. 
Where the node apparatus is used as a router, it is judged that 
the received packet has been encapsulated by mistake. Then, 
the encapsulation header is removed, and the IP packet part 
is left in the memory block BM (RA) of the buffer memory 
22. Thereafter, the packet conversion processing 800 is 
carried out. 

If the object entry is found in the route policy register 25 
at step 708, the ICMP flag 255 of the object entry is checked 
(step 712). If “1” is indicated in the ICMP flag 255, an ICMP 
redirect routine 750 shown in FIG. 18 is carried out, and then 
the contents of the tunneling destination address (TDA) field 
254 of the object entry are checked (step 720). 

If “CNV is indicated in the tunneling destination address 
(TDA) field 254, the home location register HLR 23 is 
referred to according to the IP header DA of the received 
packet (step 722). Then, the destination router IP address 
232 in the home location register 23 is set as an destination 
address DA of the encapsulation header in the work area 
(step 724). As a Source address SA of the encapsulation 
header in this case, the Source address attached to the 
encapsulation header of the received packet is used intactly. 

Thereafter, according to the destination address DA, the 
routing register 24 is referred to in order to look up an output 
port number 243 (step 726), the encapsulation header of the 
received packet Stored in the buffer memory 22 is replaced 
with the contents of the work area (step 742) and the output 
port number 243 obtained by referring to the routing register 
24 is set in parameter j (step 744). Then, this routine is 
terminated. Note that the above steps 722 to 726 are unique 
to the home agent node 2 and these Steps are not carried out 
in the destination and origination routerS 1A and 1B. 

If “CNV is not indicated in the tunneling destination 
address field (TDA) 254, it is checked whether “NONE” is 
indicated or not (step 730). If “NONE” is indicated in the 
tunneling destination address field 254, the routing register 
24 is referred to according to the IP header DA (step 732). 
Then, the received packet stored in the memory block BM 
(RA) of the buffer memory 22 is converted into an IP packet 
having no encapsulation header (Step 734). Then, control 
proceeds to step 744. 

In the present preferred embodiment, in case of other than 
“CNV” and “NONE", the tunneling destination address field 
254 indicates an actual IP address value. In the route policy 
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register 25-A in FIG. 10, “DUP is shown in the tunneling 
destination address field 254 of the entry 250-11. However, 
this entry 250-11 is handled by the packet conversion 
processing 800 when an IP packet is received, and the entry 
250-11 is not related to the packet conversion processing 
700 to be carried out when an encapsulated packet is 
received. 

If an actual IP address value is indicated in the tunneling 
destination address field 254, the routing register 24 is 
referred to according to the actual address (step 736). An 
output port address Specified in the routing register 24 is Set 
as a Source address SA of the encapsulation header Stored in 
the work area (step 738), and the address value indicated in 
the tunneling destination address field 254 is Set as a 
destination address DA of the encapsulation header (Step 
740). Then, control proceeds to step 742. 

Referring to FIG. 18, there is shown a detailed flowchart 
of the ICMP redirect routine 750. 

In this routine, the routing register (RTR) 24 is referred to 
according to the Source address SA of the encapsulation 
header Stored in the work area (Step 752), and an output port 
number indicated in the routing register 24 is Set in param 
eter p (step 754). Then, an IP packet of an ICMP redirect 
message is generated (step 756), an idle address taken out of 
the idle address queue 26 is set as a write address WA (Step 
758), and then the ICMP packet is written into the memory 
block BM (WA) of the buffer memory 22 specified by the 
write address WA (step 760). The ICMP redirect message 
indicates a request to the destination node for altering 
routing information of a packet having particular Source and 
destination IP addresses. 

Thereafter, the write address WA, length of the ICMP 
packet, and flag 1 are set in an entry area TXTBL#p (TxTP) 
indicated by the pointer TxTP in the “p”th Tx descriptor 
table (step 762). A value of the pointer TxTP is incremented 
(step 764), and the ICMP flag 255 of the object entry in the 
route policy register RTR 24 is reset to “0” (step 766). Then, 
this routine is terminated. 

In execution of the packet conversion processing 700 
mentioned above, the following operations are carried out as 
shown in FIGS. 3 to 6: conversion from the received 
encapsulated packet 320 into the outgoing encapsulated 
packet 330, conversion from the received encapsulated 
packet 330 into the outgoing IP packet 310, issuance of the 
ICMP redirect message 340, conversion from the received 
encapsulated packet 350 into the outgoing IP packet 310', 
and conversion from the received encapsulated packet 370 
into the outgoing encapsulated packet 380. 

Referring to FIG. 19, there is shown a detailed flowchart 
of the packet conversion processing routine 800 to be carried 
out if the received packet is an IP packet. 

In this routine, the route policy register (RPR) 25 is 
referred to in order to look up an entry corresponding to the 
combination of the IP header SA and IP header of the 
received packet (step 802). If the object entry is not found 
in the route policy register 25 (step 804), the routing register 
(RTR) 24 is referred to according to the IP header DA (step 
806), and an output port number indicated in the routing 
register 24 is set in parameter j (Step 824). Further, it is 
checked whether or not the received packet is an ICMP 
redirect message addressed to the node itself (step 826). If 
the received packet is the ICMP redirect message addressed 
to the node itself, the route policy register 25 is updated (Step 
828), and then this routine is terminated. 

For example, as shown in FIG. 4, when the origination 
router 1A receives the ICMP packet 340 from the destination 

EX1010, Page 26



US 6,839,350 B1 
23 

router 1B, the origination router 1A adds a new entry 
250P-11 to be carried out with precedence over the entry 
250-11 in the route policy register 25-A. 

If the object entry is found in the route policy register 25, 
an encapsulation header is generated in the work area (Step 
808). Then, it is checked whether or not “DUP” is indicated 
in the tunneling destination address (TDA) field 254 of the 
object entry (step 810). If “DUP” is indicated in the tunnel 
ing destination address field 254, the routing register (RTR) 
24 is referred to according to the destination address DA of 
the IP header of the received packet (step 812). The desti 
nation address DA of the IP header is set as a destination 
address of the encapsulation header in the work area (Step 
814), and an output port address indicated in the routing 
register 24 is set as a Source address of the encapsulation 
header (step 820). Then, after the contents of the memory 
block BM (RA) specified with the address RA in the buffer 
memory 22 are replaced with the received packet encapsu 
lated by the encapsulation header (step 822), control pro 
ceeds to step 824. 

If the tunneling destination address (TDA) field 254 of the 
object entry indicates other than “DUP, i.e., if an actual 
address value is indicated in the tunneling destination 
address field 254, the routing register (RTR) 24 is referred 
to according to the address indicated in the tunneling des 
tination address field 254 (step 816). The address indicated 
in the tunneling destination address field 254 is Set as a 
destination address of the encapsulation header (step 818), 
and then control proceeds to step 820. 

In execution of the packet conversion processing 800 
mentioned above, the following operations are carried out: 
conversion from the received IP packet 310 into the outgo 
ing encapsulated packet 320 shown in FIG. 3, and conver 
sion from the received IP packet 310' into the outgoing 
encapsulated packet 350 shown in FIG. 5. Further, if the 
entry 250P-32 for the “upward/downward same route” 
policy has been registered in the route policy register 25-B 
of the destination router 1B, it is allowed to carry out 
conversion from the received IP packet 360 into the outgo 
ing encapsulated packet 370 shown in FIG. 6. 

In the foregoing embodiments, under the initial condition, 
the origination router carries out tunneling communication 
to the destination home agent node for a packet received 
from the origination terminal, and the destination home 
agent node carries out tunneling communication to the 
destination router therefor. In a modified embodiment of the 
present invention, the following arrangement may be made: 
For a packet received from the origination terminal, the 
origination router carries out tunneling communication to 
the origination home agent node, the origination home agent 
node carries out tunneling communication to the destination 
home agent node, and then the destination home agent node 
transmits an ICMP redirect message to the origination 
router. Thereafter, the origination router carries out tunnel 
ing communication to the destination home agent node. 

While the dedicated microcontroller and the DMA con 
troller are equipped in the input interface 11A and the output 
interface 11B respectively in the embodiment shown in FIG. 
1, there may also be provided Such an arrangement that the 
microcontroller and the DMA controller are shared by the 
above two interfaces and that the packet reception proceSS 
ing 400 and the packet transmission processing 500 are 
conducted alternately for each packet by the controller. 

While each entry in the route policy register 25 is used to 
define a header processing rule for a particular combination 
of Source and destination IP addresses as shown in FIGS. 10 
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to 12, masked IP address information including a plurality of 
terminal addresses may be applied to at least one of the IP 
address fields 251 and 252 so as to define a header process 
ing rule for communication between terminal groups by 
using one entry. 

Further, in the foregoing embodiments, where the “short 
cut route' policy is specified, the origination router 1A adds 
the entry 250P-11 to the route policy register upon receipt of 
the ICMP redirect message so that the added entry 250P-11 
takes precedence over the original entry 250-11 as shown in 
FIG. 10. Thereafter, for a subsequent received packet 
addressed from the terminal 5A (source address “A”) to the 
destination terminal 5B (destination address “B”), the origi 
nation router 1A carries out tunneling communication to the 
destination router 1B. In this case, if the added entry 
250P-11 is left indefinitely, all the packets transmitted from 
the terminal 5A in the next communication between the 
terminals 5A and 5B are transferred to the router 1B accord 
ing to the added entry. At this point of time, if the destination 
terminal 5B moves to a location covered by another router, 
these packets do not reach the terminal 5B. 
To circumvent the above problem, the original entry 

250-11 is preferably stored in the router 1A when the entry 
250P-11 is added. Further, it is preferable to delete the above 
entry 250P-11 by proper timing control for validating the 
original entry 250-11. Thus, for a packet addressed from the 
terminal 5A to the terminal 5B, the destination home agent 
node 2a is used again. Similarly, in the destination router 1B, 
it is also preferable to change the ICMP flag 255 of the entry 
250-31 back to “1” by proper timing control. In a modified 
arrangement of the present invention, a program timer may 
be provided for each entry (250P-11, 250-31) to be altered 
in the route policy register 25, for example. In this modified 
arrangement, the program timer is reset each time the entry 
is referred to. On occurrence of a time-out due to no 
reference, it is checked whether the entry is an added entry 
or a flagged entry. Then, the entry is removed if it is an added 
entry, or the ICMP flag is Set again if it is a flagged entry. 
AS Set forth hereinabove, in the present invention, a route 

Selection policy is specified according to a combination of 
Source and destination addresses, thereby enabling packet 
communication while reducing the number of tunnels 
between an origination node and a destination node. This 
makes it possible to reduce a delay in packet transfer. 
Further, where the “shortcut route” polity is applied as a 
route Selection policy, a load on a home agent node can be 
reduced advantageously in addition of reduction in transfer 
delay. Where the “upward/downward same route' policy is 
applied, usage-Sensitive-rate charging in both the upward 
and downward directions can be made in the same home 
agent node, thereby offering an advantage of facilitating 
operations required for the charging. 

Still further, as in the route policy register discussed in the 
foregoing preferred embodiments, the route Selecting func 
tions of the present invention for performing conversion 
from a received packet into an outgoing packet by referring 
to the entry table containing header processing rules can be 
applied universally to different kinds of node apparatuses 
including routers, brouters and home agent nodes. 
The invention may be embodied in other specific forms 

without departing from the Spirit or essential characteristics 
thereof. The present embodiments are therefore to be con 
sidered in all respects as illustrative and not restrictive, the 
Scope of the invention being indicated by the appended 
claims rather than by the foregoing description and all 
changes which come within the meaning and range of 
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equivalency of the claims are therefore intended to be 
embraced therein. 
What is claimed is: 
1. A node apparatus comprising: 
a first memory containing a plurality of entries each 

defining routing information corresponding to a packet 
destination address, 

a Second memory containing a plurality of entries each 
defining a header processing rule corresponding to each 
combination of a Source address and a destination 
address of an IP packet, and 

a controller for converting a received packet into an 
encapsulated outgoing packet according to a header 
processing rule defined in Said Second memory and for 
delivering the outgoing packet to an output port accord 
ing to routing information defined in Said first, 

wherein each of Said entries in Said Second memory 
defines a header processing rule corresponding to a 
combination of Source and destination addresses con 
tained in a header of an IP packet, Said header process 
ing rule indicating a Source and destination address 
decision rule or an address value for tunneling 
communication, and 

wherein, Said controller refers to Said Second memory 
according to a Source address and a destination address 
of a received IP packet or an IP packet obtained by 
decapsulating a packet received in an encapsulated 
form, and Said converting of the received packet into 
the encapsulated outgoing packet. 

2. A node apparatus as claimed in claim 1, wherein one of 
said entries in said second memory contains an address 
decision rule indicating that an IP address of an output port 
taken out of Said first memory according to a tunneling 
communication destination address defined in the entry is to 
be applied as a Source address for tunneling communication. 

3. A node apparatus as claimed in claim 1, wherein one of 
Said entries in Said Second memory contains an address 
decision rule indicating that a destination address of an IP 
header defined in the entry is to be applied as a destination 
address for tunneling communication. 

4. A node apparatus as claimed in claim 1, wherein one of 
Said entries in Said Second memory contains an address 
decision rule indicating that destination and Source 
addresses for tunneling communication are to be deleted. 

5. A node apparatus comprising: 
a first memory containing a plurality of entries each 

defining routing information corresponding to a packet 
destination address, 

a Second memory containing a plurality of entries each 
defining a header processing rule corresponding to a 
combination of a Source address and a destination 
address of an IP packet; 

a third memory containing information on correspon 
dence relationship between packet destination 
addresses and destination node addresses, and 

a controller for converting a received packet into an 
encapsulated outgoing packet according to a header 
processing rule defined in Said Second memory and for 
delivering the outgoing packet to an output port accord 
ing to routing information defined in Said first memory; 

wherein each of Said entries in Said Second memory 
defines a header processing rule corresponding to each 
combination of Source and destination addresses con 
tained in a header of a received IP packet, Said header 
processing rule indicating a Source and destination 

26 
address decision rule or an address value for tunneling 
communication, 

wherein one of Said entries in Said Second memory 
contains an address decision rule indicating that a 

5 destination node address taken out of Said third 
memory according to an IP header destination address 
defined in the entry is to be applied as a destination 
address for tunneling communication and indicating 
that a Source address of a packet received in an encap 

1O Sulated form is to be applied as a Source address for 
tunneling communication, and 

wherein Said controller refers to Said Second memory 
according to Source and destination addresses of a 
received IP packet or an IP packet obtained by decap 

15 Sulating a packet received in an encapsulated form, and 
carries out Said converting of the received packet into 
Said encapsulated outgoing packet. 

6. A node apparatus comprising: 
20 plurality of interface devices each having an input port 

and an output port; 
a packet reception descriptor table and a packet transmis 

Sion descriptor table prepared for each of Said interface 
devices, and 

as a routing controller coupled with each of said plurality of 
interface devices, 

wherein Said routing controller comprises: 
a buffer memory for Storing packets received from each of 

Said plurality of interface devices, 
30 a first memory containing a plurality of entries each 

defining routing information corresponding to a packet 
destination address, 

a Second memory containing a plurality of entries each 
defining a header processing rule corresponding to a 
combination of a Source address and destination 
address of an IP packet, and 

a processor for converting a received packet Stored in Said 
buffer memory into an encapsulated outgoing packet 
according to a header processing rule defined in Said 
Second memory and for transferring Said encapsulated 
outgoing packet to an interface device Selected accord 
ing to routing information defined in Said first memory, 

wherein each of Said interface devices informs said pro 
cessor of a storing address of a received packet in Said 
buffer memory through the use of Said packet reception 
descriptor table, 

wherein Said processor makes circular reference to Said 
packet reception descriptor table, accesses Said buffer 

50 memory according the Storing address held in Said 
packet reception descriptor table, converts the received 
packet into Said encapsulated outgoing packet, and 
writes a storing address of Said encapsulated outgoing 
packet into a packet transmission descriptor table cor 

55 responding to an interface device through which Said 
encapsulated outgoing packet is to be sent, and 

wherein each of Said interface devices reads out Said 
encapsulated outgoing packet from Said buffer memory 
according to the Storing address of Said encapsulated 

60 outgoing packet in Said packet transmission descriptor 
table, and deliverS Said encapsulated outgoing packet to 
a corresponding output port. 

7. A node apparatus connected to a network including at 
least one home agent node engaging in management of 

65 mobile terminal location information, comprising: 
means for communicating in a first tunneling communi 

cation mode in which an IP packet addressed from a 
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first terminal to a Second terminal of a mobile type is 
encapsulated and the encapsulated packet is Sent to a 
home agent node for managing location information of 
Said Second terminal; 

means for communicating in a Second tunneling commu 
nication mode in which an IP packet addressed from 
Said first terminal to Said Second terminal is encapsu 
lated and the encapsulated packet is Sent to a destina 
tion node located between Said home agent node and 
Said Second terminal; and 

means for performing automatic changeover from Said 
first tunneling communication mode to Said Second 
tunneling communication mode. 

8. A node apparatus connected to a network including a 
plurality of home agent nodes engaging in management of 
mobile terminal location information, comprising: 
means for removing when an encapsulated packet con 

taining an IP packet addressed to a first terminal of a 
mobile type from a Second terminal is received from a 
first home agent node which manages location infor 
mation of Said first terminal, a header from Said encap 
Sulated packet to obtain the IP packet, and for trans 
ferring the IP packet to said first terminal; 

means for converting an IP packet addressed to Said 
Second terminal from Said first terminal into a first 
encapsulated packet when the IP packet is received, and 
for transferring the first encapsulated packet to Said first 
home agent node, and 

means for converting an IP packet addressed to Said 
Second terminal from a third terminal into a Second 
encapsulated packet when the IP packet is received, and 
for transferring the Second encapsulated packet to a 
Second home agent node which manages location infor 
mation of Said Second terminal. 

9. A packet communication method in a network includ 
ing a first node apparatus communicating with a first 
terminal, a home agent node apparatus engaging in man 
agement of location information of a Second terminal of a 
mobile type, and a Second node apparatus communicating 
with Said Second terminal, the packet communication 
method comprising the Steps of 

transferring by Said first node apparatus an IP packet, 
which is transmitted from said first terminal to said 
Second terminal, after converting the IP packet into an 
encapsulated packet with an encapsulation header con 
taining an IP address of Said first node apparatus as a 
Source address, 

transferring Said encapsulated packet to Said Second node 
apparatus by Said home agent node apparatus after 
converting the received encapsulation header into an 
encapsulation header containing the IP address of Said 
first node apparatus as a Source address and an IP 
address of Said Second node apparatus as a destination 
address, 

transmitting a control packet to Said first node apparatus 
Said Second node apparatus by using, as a destination 
address, the IP address of Said first node apparatus 
contained as a Source address in the encapsulated 
packet received from Said home agent node apparatus, 
Said control packet instructing the first node apparatus 
to change the rout of the encapsulated packet; and 

after receiving the control packet, converting by Said first 
node apparatus an IP packet addressed from Said first 
terminal to Said Second terminal, into an encapsulated 
packet with an encapsulation header containing an IP 
address of Said Second node apparatus as a destination 

5 

15 

25 

35 

40 

45 

50 

55 

60 

65 

28 
address, thereby to transfer the encapsulated packet to 
Said Second node apparatus. 

10. A packet communication method as claimed in claim 
9, further comprising the step of: 

transferring by Said Second node apparatus an IP packet, 
which is transmitted from Said Second terminal to Said 
first terminal, to Said first node apparatus after convert 
ing the IP packet into an encapsulated packet with an 
encapsulation header containing an IP address of Said 
first node apparatus as a destination address. 

11. A packet communication method as claimed in claim 
9, wherein the header of the encapsulated packet transferred 
by Said first node apparatus before receiving the control 
packet contains an IP address of Said home agent node 
apparatus as a destination address. 

12. A packet communication method as claimed in claim 
9, wherein the header of the encapsulated packet transferred 
by Said first node apparatus before receiving the control 
packet contains an IP address of Said Second terminal as a 
destination address which is obtained from the IP packet 
received from said first terminal. 

13. A packet communication method in a network includ 
ing a first node apparatus communicating with a first 
terminal, a home agent node apparatus engaging in man 
agement of location information of a Second terminal of a 
mobile type, and a Second node apparatus communicating 
with Said Second terminal, Said packet communication 
method comprising the Steps of 

transferring by Said first node apparatus an IP packet, 
which is transmitted from Said first terminal to Said 
Second terminal, after converting the IP packet into an 
encapsulated packet with an encapsulation header con 
taining an IP address of Said first node apparatus as a 
Source address, 

transferring Said encapsulated packet to Said Second node 
apparatus by Said home agent node apparatus after 
converting the received encapsulation header into an 
encapsulation header containing the IP address of Said 
first node apparatus as a Source address and an IP 
address of Said Second node apparatus as a destination 
address, 

transferring the IP packet to Said Second terminal by Said 
Second node apparatus after decapsulating the encap 
Sulated packet received from Said home agent node 
apparatus, 

transferring by Said Second node apparatus an IP packet, 
which is transmitted from Said Second terminal to Said 
first terminal, to Said home agent node after converting 
the IP packet into an encapsulated packet; and 

transferring Said encapsulated packet to Said first node 
apparatus by Said home agent node apparatus after 
converting the header of the received encapsulated 
packet. 

14. A node apparatus connected to a network including a 
home agent apparatus and another node apparatus, compris 
ing: 

an input unit coupled with Said network to receive an 
encapsulated packet transferred from Said home agent 
apparatus, Said encapsulated packet containing an IP 
address of Said another node apparatus as a Source 
address, and 

an output unit coupled with Said network to transmit a 
control packet to Said another node apparatus by using 
the IP address contained in Said encapsulated packet as 
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a Source address, Said control packet instructing Said apparatus, Said encapsulated packet including an IP 
another node apparatus to Switch a transfer route of packet transmitted from a Second terminal to Said first 
Subsequent packets from a first route for Said home terminal; and 
agent to a Second route for the node apparatus. an output unit coupled with Said network to transfer a 

5 Second encapsulated packet to Said home agent 15. A node apparatus connected to a network including a 
home agent apparatus engaging in management of location 
information of a first terminal of mobile type, comprising: 

apparatus, Said Second encapsulated packet including 
an IP packet transmitted from said first terminal to said 
Second terminal. 

an input unit coupled with Said network to receive a first 
encapsulated packet transferred from Said home agent k . . . . 
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