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(54) INFORMATION PROCESSOR AND ITS COOLING PERFORMANCE DETECTION METHOD

(57)Abstract: ,

PROBLEM TO BE SOLVED: To provide an information
processor capable of being stably operated by
accurately detecting a cooling performance inside the
information processor and executing appropriate and
effective periodical inspections by recognizing the
accurate conditions inside the information processor,
and its cooling performance detection method.
SOLUTION: In providing a dust—proof film (4) on the
intake port (2) of the information processor (1), when the
temperature of a CPU (6) to the outdoor air temperature
at the intake port (2) or a discharge port (3) is higher
than a preset temperature and cooling fans (8 and 9) are
normally operated, it is determined that the cooling
performance of the cooling fans (8 and 9) is lowered due
to the clogging of the dust—proof film. Meanwhile, when
the cooling fans (8 and 9) are not normally operated, it is
determined that the cooling performance is lowered due
to the fault of the cooling fans (8 and 9). Thus, the
accurate conditions inside the information processor are
recognized and the appropriate and effective periodical inspections are executed.
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ABNORMALITY DETECTION DEVICE

INCORPORATION BY REFERENCE
This application is based upon and claims the benefit of priority from Japanese patent
application No. 2012-194793, filed on September 5, 2012, the disclosure of which is

incorporated herein in its entirety by reference.

TECHNICAL FIELD
[0001]

The present invention relates to an abnormality detection device that detects an
abnormality of a cooling function of ICT (Information and Communication Technology)
equipment such as a server, and also relates to ICT equipment, an abnormality detection method,

and a program,

BACKGROUND ART
[0002]

ICT equipment such as a server may have a cooling fan within a case thereof so as to
prevent the internal temperature of the case from excessively rising due to heat generation by an
electronic component such as a CPU. Rotation of the cooling fan allows air to be taken in
through an inlet opening formed on the case, and the inside of the case is thereby cooled down. A
filter is attached to the inlet opening, so that dust does not enter the case. Even if the cooling fan

is attached, however, when the filter is clogged or the cooling fan is down, the quantity of intake
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air decreases, and the inside of the case cannot be cooled down. In a case where the inside of the
case cannot be cooled down, the ICT equipment cannot operate normally.
[0003]

As a technique for solving such a problem, the following technique is known (e.g., see
Patent Document 1). In the technique described in Patent Document 1, firstly, the temperature of
intake air and the temperature of a CPU are detected, and an allowable temperature defined for
the intake-air tempe’rature is obtained. Then, the CPU temperature is compared with the
allowable temperature and, when the CPU temperature is beyond the allowable temperature, it is
examined whether the number of rotations of the cooling fan is a set number of rotations. It is
notified to the user that the filter is clogged when the number of rotations of the cooling fan is
the set number of rotations, whereas it is notified to the user that the cooling fan is down when
the number of rotations of the cooling fan is not the set number of rotations.

[0004]

[Patent Document 1] Japanese Unexamined Patent Application Publication No, JP-A
2006-127283
[0005]

Iﬂ a case where the operational status of the ICT equipment is constant, it is possible to
accurately detect an abnormality such as clogging of the filter by the technique described in
Patent Document 1. However, in the technique described in Patent Document 1, the CPU
temperature is compared with the allowable temperature defined for the intake-air temperature,
and it is thereby determined whether an abnormality such as clogging of the filter is occurring.

Therefore, in a case where the operational status of the ICT equipment is not constant, it may be
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impossible to detect an abnormality such as clogging or, by contrast, it may be determined that
an abnormality such as clogging is occurring in spite of no abnormality. For example, in the
latest ICT equipment, the amount of heat generated by the CPU substantially triples depending
on the operational status and this fact is not considered in the technique described in Patent

Document 1, so that it is impossible to accurately detect an abnormality such as clogging of the

filter.

SUMMARY
[0006]

Accordingly, an object of the present invention is to provide an abnormality detection
device that solves a problem such that it is impossible to accurately detect an abnormality of a

cooling function, such as clogging of a filter, in a case where the operational status of ICT

equipment is not constant.
[0007]

An abnormality detection device according to the present invention, comprising:

an estimating unit configured to estimate an upper limit of possible temperatures in a
predetermined position of ICT equipment when a quantity of intake air into the ICT equipment is
appropriate, based on a result of detection by an operational status detecting unit that detects an
operational status of the ICT equipment and a result of detection by an intake-air temperature
sensor that detects a temperature of intake air of the ICT equipment; and

a determining unit configured to determine that an abnormality is occurring when a
result of detection by a temperature sensor that detects a temperature in the predetermined
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position is beyond an upper limit estimated by the estimating unit.
[0008]

ICT equipment according to the present invention, comprising:

an operational status detecting unit configured to detect an operational status of the ICT
equipment;

an intake-air temperature sensor configured to detect a temperature of intake air of the
ICT equipment;

a temperature sensor configured to detect a temperature in a predetermined position of
the ICT equipment;

an estimating unit configured to estimate an upper value of possible temperatures in a
predetermined position of the ICT equipment when a quantity of intake air into the ICT
equipment is appropriate, based on a result of detection by the operational status detecting unit
and a result of detection by the intake-air temperature sensor; and

a determining unit configured to determine that an abnormality is occurring when a
result of detection by the temperature sensor is beyond an upper limit estimated by the estimating
unit.
[0009]

An abnormality detection method according to the present invention, comprising:

by an estimating unit, estimating an upper limit of possible temperatures in a
predetermined position of ICT equipment when a quantity of intake air into the ICT equipment is
appropriate, based on a result of detection by an operational status detecting unit that detects an

operational status of the ICT equipment and a result of detection by an intake-air temperature
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sensor that detects a temperature of intake air of the ICT equipment; and

by a determining unit, determining that an abnormality is occurring when a result of
detection by a temperature sensor that detects a temperature in the predetermined position is
beyond an upper limit estimated by the estimating unit.

[0010]

A computer program according to the present invention, comprising instructions for
causing a computer to function as:

an estimating unit configured to estimate an upper limit of possible temperatures in a
predetermined position of ICT equipment when a quantity of intake air into the ICT equipment is
appropriate, based on a result of detection by an operational status detecting unit that detects an
operational status of the ICT equipment and a result of detection by an intake-air temperature
sensor that detects a temperature of intake air of the ICT equipment; and

a determining unit configured to determine that an abnormality is occurring when a
result of detection by a temperature sensor that detects a temperature in the predetermined
position is beyond an upper limit estimated by the estimating unit.
[0011]

According to the present invention, even when the operational status of ICT equipment

is variable, it is possible to securely detect an abnormality of a cooling function, such as clogging

of a filter.

BRIEF DESCRIPTION OF DRAWINGS

[0012]
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Fig. 1 is a block diagram showing an example of the configuration of ICT equipment 1
according to a first exemplary embodiment of the present invention;

Fig. 2 is a block diagram showing an example of the configuration of a management
part disclosed in Fig. 1;

Fig. 3 is a view showing an example of the content of a fan-rotation-number and
temperature-range storing part disclosed in Fig. 2;

Fig. 4 is a flowchart showing an example of processing by the management part
disclosed in Fig. 1; and

Fig. 5 is a block diagram showing an example of the configuration of an abnormality

detecting unit according to a second exemplary embodiment of the present invention,

EXEMPLARY EMBODIMENT
[0013]

Next, exemplary embodiments of the present invention will be described in detail with

reference to the drawings.
[0014]
[First Exemplary Embodiment of the Present Invention]

Referring to Fig. 1, ICT equipment 1 according to a first exemplary embodiment of the
present invention has, on the front side in a case thereof, a plurality of hard disk drives (HDDs)
11 and an intake-air temperature sensor 21 detecting the temperature of intake air, and in the rear
of them, has a plurality of cooling fans (FANs) 12. In the rear of the cooling fans 12, a CPU 13
generating much heat and a CPU temperature sensor 22 detecting the component temperature of
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the CPU 13 are arranged. Moreover, in the rear of them, a memory 14, an input/output part 15, a
management part 16 that is realized by a chip set, a BMC (Base Management Controller) and the
like and functions as a control device, a power source part 17, and an exhaust-air temperéture
sensor 23 detecting the temperature of exhaust air are arranged.

[0015]

When the cooling fans 12 rotate, air is taken in through an inlet opening (not shown)
formed on the front face of the case. The intake air flows toward the rear face of the case and is
exhausted through an outlet opening (not shown) formed on the rear face of the case. A filter for
excluding dust is attached to the inlet opening.

[0016]

Referring to Fig. 2, the management part 16 includes a fan controlling unit 161, a CPU
load detecting unit 162, an estimating unit 163, a determining unit 164, a fan-rotation-number
and temperature-range storing part 165, and an alarming unit 166 such as a buzzer or an LED.
[0017]

The fan-rotation-number and temperature-range storing unit 165 stores the number of
rotations of the fans, the range of intake-air temperatures, and the range of CPU temperatures, in
association with a combination of the temperature of intake air and a load on the CPU. Fig. 3 is a
view showing an example of the stored content in the fan-rotation-number and temperature-range
storing part 165. In this exemplary embodiment, in a case where an intake-air temperaturé Ta is
equal, the upper limits and the lower limits of the exhaust-air temperature range and the CPU
temperature range are lower as a CPU load L is smaller.

[0018]
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For example, the second row in Fig. 3 shows that the number of rotations of the cooling
fans 12 is R2 in a case where the intake-air temperature Ta is Tal<Ta<Ta2 and the CPU load L is
L.2<I.<L3. Also, the second row shows that, in a case where the intake-air temperature Ta is
Tal<Ta<Ta2 and the CPU load L is L2<L<L3, the exhaust-air temperature range estimated as a
possible range of exhaust-air temperatures Tb when the intake quantity of air into the case (an air
intake quantity per unit time) is Tb2<Tb<Tb3 and the CPU temperature range estimated as a
possible range of component temperatures Tc of the CPU 13 is Te2<Te<Tc3.

[0019]

The exhaust-air temperature range and the CPU temperature range are determined based
on the values of exhaust-air temperatures and CPU temperatures actually measured when the
ICT equipment 1 is normally operating (when an abnormality like clogging of the filter is not
occurring). In this exemplary embodiment, the fan-rotation-number and temperature-range
storing part 165 storing the fan rotation number, the exhaust-air temperature range and the CPU
temperature range in association with the combination of the intake-air temperature and the CPU
load is employed, but it is not necessarily employed. A fan-rotation-number storing part that
stores the fan rotation number in association with the combination of the intake-air temperature
and the CPU load, and a temperature-range storing part that stores the exhaust-air temperature
range and the CPU temperature range in association with the combination of the intake-air
temperature and the CPU load may be employed instead of the fan-rotation-number and
temperature-range storing part 165.

[0020]
The CPU load detecting unit 162 has a function of detecting the load on the CPU 13. In
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this exemplary embodiment, the use rate of the CPU 13 is detected as the load on the CPU 13,
The CPU load detecting unit 162 is used for detecting the operational status of the ICT
equipment 1. As far as being capable of detecting the operatioﬁal status of the ICT equipment 1,
another unit such as a power consumption detecting unit that detects the power consumption of
| the ICT equipment 1 may be used.

[0021]

The fan controlling unit 161 has a function of: determining the number of rotatiohs of
the cooling fans 12, based on the result of detection by the intake-air temperature sensor 21, the
result of detection by the CPU load detecting unit 162 and the content of the fan-rotation-number
and temperature-range storing part 165; and causing the cooling fans 12 to rotate at the
determined number of rotations. To be specific, the fan controlling unit 161 searches the number
of rotations stored in association with a combination of the result of detection by the intake-air
temperature sensor 21 and the result of detection by the CPU load detecting unit 162, from the
fan-rotation-number and temperature-range storing part 165, and causes the cooling fans 12 to
rotate at the searched number of rotations.

[0022]

The estimating unit 163 has a function of calculating an exhaust-air temperature range
estimated as a possible range of exhaust-air temperatures when the intake quantity of air into the
case per unit time is appropriate, based on the result of detection by the intake-air temperature
sensor 21, the result of detection by the CPU load detecting unit 162, and the content of the
fan-rotation-number and temperature-range storing part 165. Moreover, the estimating unit 163

has a function of calculating a CPU temperature range estimated as a possible range of
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10
-component temperatures of the CPUV 13 when the intake quantity of air into the case per unit time
is appropriate, based on the result of detection by the intake-air temperature sensor 21, the result
of detection by the CPU load detecting unit 162, and the content of the fan-rotation-number and
temperature-range storing part 165. To be specific, the estimating unit 163 has a function of
searching an exhaust-air temperature range and a CPU temperature range stored in association
with the result of detection by the intake-air temperature sensor 21 and the result of detection by

the CPU load detecting unit 162, from the fan-rotation-number and temperature-range storing

part 165.
[0023]

The determining unit 164 has a function of determining whether an abnormality of a
cooling function such as clogging of the filter is occurring, based on the CPU temperature range
and the exhaust-air temperature range calculated by the estimating unit 163, the result of

detection by the CPU temperature sensor 22, and the result of detection by the exhaust-air
temperature sensor 23.
[0024]

The management part 16 can be realized by a CPU (central processing unit), for
example, by causing the CPU to read a program, which is recorded on a disk, a semiconductor
memory or another recording medium, for making the CPU function as the fan controlling unit
161, the CPU load detecting unit 162, the estimating unit 163 and the determining unit 164, Then,
the CPU controls the operation thereof in accordance with the program read thereby to realize
the fan controlling unit 161, the CPU load detecting unit 162, the estimating unit 163 and the
determining unit 164 thereon.
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[0025]
[Operation of First Exemplary Embodiment]

Next, the operation of this exemplary embodiment will be described in detail.
[0026]

The management part 16 executes a process shown in a flowchart of Fig. 4 at every
given time.
[0027]

The estimating unit 163 inputs the results of detection by the intake-air temperature
sensor 21, the CPU temperature sensor 22 and the exhaust-air témperature sensor 23 at step S41,
and then inputs the result of detection by the CPU load detecting unit 162 at step S42. After that,
the estimating unit 163 searches an exhaust-air temperature range and a CPU temperature range
recorded in association with a combination of the result of detection by the intake-air
temperature sensor 21 and the result of detection by the CPU load detecting unit 162, from the
fan-rotation-number and temperature-range storing part 165, and passes the search result to the
determining unit 164 (step S43).

[0028]

Upon reception of the search result from the estimating unit 163, the determining unit
164 determines whether the result of detection by the CPU temperature sensor 22 is within the
CPU temperature range passed from the estimating unit 163 (step S44).

[0029]
In a case where the actual component temperature of the CPU 13 detected by the CPU

temperature sensor 22 is within the CPU temperature range (Yes at step S44), the determining
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unit 164 determines whether the result of detection by the exhaust-air temperature sensor 23 is
within the exhaust-air temperature range (step S45). In a case where the actual exhaust-air
temperature detected by the exhaust-air temperature sensor 23 is within the exhaust-air
temperature range (Yes at step S45), the determining unit 164 determines that an abnormality
such as clogging of the filter is not occurring, and ends the procedure.
[0030]

On the other hand, when the determining unit 164 determines that the result of detection
by the CPU temperature sensor 22 is not within the CPU temperature range (the determination
result is No) at step S44, the determining unit 164 examines whether the component temperature
as the result of detection by the CPU temperature sensor 22 is beyond the upper limit of the CPU
temperature range (step S46).

[0031]

When the component temperature of the CPU 13 is beyond the upper limit of the CPU
temperature range (Yes at step S46), the determining unit 164 determines that an abnormality of
the cooling function such as clogging of the filter is occurring, and drives the alarming unit 166
(step S47).

[0032]

On the other hand, when the component temperature of the CPU 13 is not beyond the
upper limit of the CPU temperature range (No at step S46), herein, when the component
temperature of the CPU 13 is below the lower limit of the CPU temperature range, the
determining unit 164 proceeds to step S48. In this case, the determining unit 164 determines that
the internal temperature of the ICT equipment 1 will not excessively rise even if the number of
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rotations of the cooling fans 12 is reduced for the purpose of reduction of the power consumption,
and notifies a reduction level A of the number of rotations of the cooling fans 12 to the fan
controlling unit 161 (step S48). Consequently, the fan controlling unit 161 decreases the number
of rotations of the cooling fans 12 by the notified reduction level A.
[0033]

The reduction level A can be a value corresponding to a difference between the lower
limit of the CPU temperature range and the actual component temperature of the CPU 13 (the
result of detection by the CPU temperature sensor 22). To be specific, the reduction level A is set
to a larger value as the difference is larger. Moreover, the intake-air temperature and the structure
of the ICT equipment 1 may be considered at the time of determination of the reduction level A.
The component temperature of the CPU 13 falls below the lower limit of the CPU temperature
range, for example, in a case where the cooling fans are installed outside the ICT equipment 1
after the ICT equipment 1 is installed.

[0034]

Further, when the determining unit 164 determines that the exhaust-air temperature as
the result of detection by the exhaust-air temperature sensor 23 is not within the exhaust-air
temperature range (the determination result is No) at step S45, the determining unit 164
examines whether the result of detection by the exhaust-air temperature sensor 23 is beyond the
upper limit of the exhaust-air temperature range (step S46).

[0035]

When the exhaust-air temperature detected by the exhaust-air temperature sensor 23 is

beyond the upper limit of the exhaust-air temperature range (Yes at step $46), the determining
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unit 164 determines that an abnormality such as clogging of the filter is occurring, and drives the
alarming unit 166 (step S47). On the other hand, when the exhaust-air temperature is not beyond
the upper limit of the exhaust-air temperature range (No at step S46), the determining unit 164
determines that the internal temperature of the ICT equipment 1 will not excessively rise even if
the number of rotations of the cooling fans 12 is reduced, and notifies a reduction level A of the
number of rotations of the cooling fans 12 to the fan controlling unit 161 (step S48). In this case,
the reduction level A can be a value corresponding to a difference between the lower limit of the
exhaust-air temperature range and the result of detection by the exhaust-air temperature sensor
23.
[0036]
[Effect of First Exemplary Embodiment]

According to this exemplary embodiment, even when the operational status of the ICT
equipment 1 is variable, it is possible to securely detect an abnormality such as clogging of the
filter. This is because a temperature range estimated as a possible range of component
temperatures of the CPU 13 and an exhaust-air temperature range estimated as a possible range
of exhaust-air temperatures when the intake quantity of air is appropriate are calculated based on
the result of detection by the intake-air temperature sensor 21 and the result of detection by the
CPU load detecting unit (an operational status detecting unit) 162.

[0037]

Further, according to this exemplary embodiment, it is possible to reduce the power

consumption of the ICT équipment 1. This is because the number of rotations of the cooling fans

12 is reduced when the component temperature of the CPU 13 falls below the lower limit of the
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CPU temperature range or when the exhaust-air temperature falls below the lower limit of the
exhaust-air temperature range.
[0038]

Further, according to this exemplary embodiment, even if the load on the CPU 13 is
small and the component temperature of the CPﬁ 13 and the exhaust-air temperature are low, it
is possible, when an abnormality such as clogging of the filter occurs, to securely detect that.
This is because, as the result of detection by the CPU load detecting unit 162 indicates a lower
load, the upper limits of the CPU temperature range and the exhaust-air temperature range are set
to lower temperatures.

[0039]
[Second Exemplary Embodiment of the Present Invention]

Referring to Fig. 5, an abnormality detection device 50 according to a second exemplary
embodiment of the present invention includes an estimating unit 51 and a determining unit 52.
[0040]

The estimating unit calculates the upper limit of temperatures estimated as a possible
temperature in a predetermined position of ICT equipment when the intake quantity of air into
the ICT equipment is appropriate, based on the result of detection by an operational status
detecting unit 61 detecting the operational status of the ICT equipment and the result of detection
by an intake-air temperature sensor 62 detecting the intake-air temperature of the ICT equipment.
The determining unit 51 determines that an abnormality is occurring when the result of the
detection by a temperature sensor 63 detecting the temperature in the predetermined position is
beyond the upper limit calculated by the estimating unit 51.
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[0041]

The abnormality detection device 50 can be realized by a computer, for example, by
causing the computer to read a program, which is recorded on a disk, a semiconductor memory
or another recording medium, for making the computer function as the abnormality detection
device 50. Then, the computer controls the operation thereof in accordance with the program
read thereby to realize the estimating unit 51 and the determining unit 52 thereon.

[0042]
[Effect of Second Exemplary Embodiment]

According to this exemplary embodiment, it is possible to securely detect an
abnormality such as clogging of the filter even when the operational status of the ICT equipment
is variable. This is because the upper limit of temperatures estimated as a possible temperature in
a predetermined position of the ICT equipment when the intake quantity of air into the ICT
equipment is appropriate is calculated based on the result of detection by the operational status
detecting unit 61 detecting the operational status of the ICT equipment and the result of detection
by the intake-air temperature sensor 62 detecting the intake-air temperature of the ICT
equipment,

[0043]

The present invention can be applied to ICT equipment such as a server.
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CLAIMS

1. An abnormality detection device comprising:

an estimating unit configured to estimate an upper limit of possible temperatures in a
predetermined position of ICT equipment when a quantity of intake air into the ICT equipment is
appropriate, based on a result of detection by an operational status detecting unit that detects an
operational status of the ICT equipment and a result of detection by an intake-air temperature
sensor that detects a temperature of intake air of the ICT equipment; and

a determining unit configured to determine that an abnormality is occurring when a
result of detection by a temperature sensor that detects a temperature in the predetermined

position is beyond the upper limit estimated by the estimating unit.

2. The abnormality detection device according to Claim 1, wherein the estimating unit is
configured to, in a case where a result of detection by the intake-air temperature sensor is equal,
estimate a lower temperature value as the upper limit, as the operational status detected by the

operational status detecting unit indicates a lower utilization rate.

3. The abnormality detection device according to Claim 1, comprising a temperature range
storing part in which the upper limit of the possible temperatures in the predetermined position is
recorded in association with each combination of a first utilization rate and a temperature of
intake air, and the upper limit of the possible temperatures in the predetermined position is
recorded in association with each combination of a second utilization rate that is larger than the
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first utilization rate and a temperature of intake air,
wherein the estimating unit is configured to search an upper limit that is recorded in
association with a temperature of intake air detected by the intake-air temperature sensor and a

utilization rate detected by the operational status detecting unit, from the temperature range

storing unit.

4. The abnormality detection device according to Claim 1, wherein:

the estimating unit is configured to estimate a lower limit of the ]:;ossible temperatures in
the predetermined position when a quantity of intake air into the ICT equipment is appropriate,
based on a result of detection by the operational status detecting unit and a result of detection by
“the intake-air temperature sensor; and

the determining unit is configured to instruct a fan controlling unit that controls a
number of rotations of cooling fans to reduce a number of rotations of the cooling fans when a

result of detection by the temperature sensor is below a lower limit estimated by the estimating

means.

5. The abnormality detection device according to Claim 1, wherein the operational status
detecting unit is configured to detect a load on a CPU mounted in the ICT equipment as an

operational status of the ICT equipment.

6. The abnormality detection device according to Claim 1, wherein the operational status
detecting unit is configured to detect power consumption of the ICT equipment as an operational
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status of the ICT equipment.

7. The abnormality detection device according to Claim 1, wherein the temperature sensor

is configured to detect a temperature of exhaust air.

8. ICT equipment comprising:

an operational status detecting unit configured to detect an operational status of the ICT
equipment;

-an intake-air temperature sensor configured to detect a temperature of intake air of the
ICT equipment;

a temperature sensor configured to detect a temperature in a predetermined position of
the ICT equipment;

an estimating unit configured to estimate an upper value of possible temperatures in a
predetermined position of the ICT equipment when a quantity of intake air into the ICT
equipment is appropriate, based on a result of detection by the operational status detecting unit
and a result of detection by the intake-air temperature sensor; and

a determining unit configured to determine that an abnormality is occurring when a

result of detection by the temperature sensor is beyond the upper limit estimated by the

estimating unit.

9. An abnormality detection method comprising:

by an estimating unit, estimating an upper limit of possible temperatures in a
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predetermined position of ICT equipment when a quantity of intake air into the ICT equipment is
appropriate, based on a result of detection by an operational status detecting unit that detects an
operational status of the ICT equipment and a result of detection by an intake-air temperature
sensor that detects a temperature of intake air of the ICT equipment; and
by a determining unit, determining that an abnormality is occurring when a result of
detection by a temperature sensor that detects a temperature in the predetermined position is

beyond the upper limit estimated by the estimating unit,
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ABSTRACT

An estimating unit 51 estimates the upper limit of possible temperatures in a
predetermined position of ICT equipment when the quantity of intake air into the ICT equipment
is appropriate, based on the result of detection by an operational status detecting unit that detects
the operational status of the ICT equipment and the result of detection by an intake-air
temperature sensor 62 that detects the temperature of intake air of the ICT equipment. A
determining unit 52 determines that an abnormality is occurring when the result of detection by a
temperature sensor 63 that detects the temperéture in the predetermined position is beyond the

upper limit estimated by the estimating unit.
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Docket No.:
Only After Sept. 16, 2012

ASSIGNMENT WITH DECLARATION FOR UTILITY OR DESIGN PATENT APPLICATION (37 CFR 1.63)

Whereas, I/we, the undersigned inventor(s) hereinafter called assignor(s), have invented certain improvements described in the application
identified below; (the “invention™) and

Whereas, NEC Corporation, (assignee), desires to acquire the entire and exclusive right, title, and interest in the application and invention, and
to any patents that may be obtained therefor in the United States, in any U.S. territorial possessions, and in any and all foreign countrics;

Now therefore, for valuable consideration, receipt whereof is hereby acknowledged,

I/we, the above named assignor(s), hereby sell, assign and transfer to the above named assignee, its successors and assigns, the entire and
exclusive right, title and interest in the application and the invention disclosed therein for the United States, U.S. territorial possessions, and in
any and all foreign countries, including all divisions, and continuations, and continuations-in-part thereof, and all Letters Patent of the United
States that may be granted thereon, and all reissues and reexaminations, renewals, and substitutions thereof, and including the right to claim
priority under 35 U.S.C. §119, and all rights for past infringement, under the International Convention, and under any other relevant
International Treaties and Arrangements, and l/we request the Director of the U.S. Patent and Trademark Office to issue any Letters Patent
granted upon the invention set forth in the application to the assignee, its successors and assigns; I/we will execute without further consideration
all papers deemed necessary by the assignee, and generally perform all necessary acts to aid the assignee; its successors and assigns, to obtain
and enforce proper protection for the invention in connection with the United States and foreign applications, including but not limited to all
divisional, continuation, reissue and other applications for Letters Patent on the invention and execute all assignments thereof to the above
named assignee its successors and assigns, when called upon to:do so by the assignee; and I/we will communicate to the above named assignee
or its representatives all facts known to the undersigned respecting the invention, whenever requested, testify in any legal proceedings.in which
any of the applications or patents may become involved, and do generally everything necessary to assist the above named assignee its successors
or assigns to obtain patent protection for the invention in the United States and foreign countries.

(Legalization not required for recording but is prima facie evidence of execution under 35 U.S.C. §261)
As the below named inventor, I hereby declare that:

This assignment with declaration is X - Theattached application, or
directed to:
1 United States Application or PCT International Application Number
filed on (Confirmation No. ).
The application is entitled:

ABNORMALITY DETECTION DEVICE
The above identified application was made or was authorized to be made by me.
I'believe that I am the original inventor or an original joint inventor of a claimed invention in the application.

I have reviewed and understand the contents of the application for which this assignment with declaration is being submitted, including the
claims. V

I'am aware of the duty to disclose to the U.S Patent and Trademark Office all information known 1o me to be material to patentability as defined
in 37 CFR 1.56.

I hereby acknowledge that any willful false statement made in this assignment with declaration is punishable under 18 USC 1001 by fine or
imprisonment of not more than five (5) years, or both.

Authorization To Permit Access To Application by Participating Office

B If checked, the undersigned hercby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office (JPO), the
Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO), and any other intellectual property offices in which a
foreign application claiming priority to the above-identified application is filed access to the above-identified patent application. See 37 CFR 1.14(c)
and {h). This box should not be checked if the applicant does not wish the EPO, JPO, KIPO, or other intellectual property office in which a foreign
application claiming priority to the above-identified application is filed to have access to the application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the application-as-filed with respect to: 1) the above-identified
patent application-as-filed, 2) any foreign application to which the above-identified application claims priority under 35 USC 119(a)-(d) if a
copy of the foreign-application that satisfies the certified copy requirement of 37 CFR 1.55 has been filed in the above-identified patent
application, and 3) any U.S. application-as-filed from which benefit is sought in the above-identified patent application.

In acs:or{iance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing the Authorization to Permit Access to
Application by Participating Office.
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In accordance with 37 CFR 1.14(c}, access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 2209565.00121US1

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | ABNORMALITY DETECTION DEVICE

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignhee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should he

identified in this section.

(&) Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventaor :

If the Applicant is an Organization check here.

Organization Name

NEC Corporation (c/o BABA International Patent Office)

Mailing Address Information:

Address 1 NEC Corporation

Address 2 7-1, Shiba 5-chome, Minato-kKu

City Tokyo State/Province

Country il Jp Postal Code 108-8001
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1

Complete this section only if non-applicant assignee information is desired to be included on the patent application publication in
accordance with 37 CFR 1.215(b). Do not include in this section an applicant under 37 CFR 1.46 (assignee, person to whom the
inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest), as the patent application publication will
include the name of the applicant(s).

Remove

If the Assignee is an Organization check here. []

EFS Web 2.2.6
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

2209565.00121U81

Application Number

Title of Invention

ABNORMALITY DETECTION DEVICE

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information:

Address 1

Address 2

City State/Province

Country i Postal Code

Phone Number Fax Number

Email Address
Additional Assignee Data may be generated within this form by selecting the Add butten. v

Signature:
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications
Signature |/Grant K. Rowan/ Date (YYYY-MM-DD)| 2013-09-04
First Name | Grant Last Name | Rowan Registration Number | 41278
Additional Signature may be generated within this form by selecting the Add button. Add

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.6
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S5.C. 552)
and the Privacy Act (& U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U_.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GS8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention: ABNORMALITY DETECTION DEVICE
First Named Inventor/Applicant Name: Jun YOKOYAMA

Filer: Grant Kelly Rowan/Felicia Thompson
Attorney Docket Number: 2209565-00121US1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility application filing 1011 1 280 280
Utility Search Fee 1111 1 600 600
Utility Examination Fee 1311 1 720 720
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:
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Description Fee Code Quantity Amount SU{JJ-STS::; in
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1600

DELL - Exhibit 1002 - Page 52




Electronic Acknowledgement Receipt

EFSID: 16763008
Application Number: 14018152
International Application Number:
Confirmation Number: 1733
Title of Invention: ABNORMALITY DETECTION DEVICE
First Named Inventor/Applicant Name: Jun YOKOYAMA
Customer Number: 24395
Filer: Grant Kelly Rowan/Felicia Thompson
Filer Authorized By: Grant Kelly Rowan
Attorney Docket Number: 2209565-00121US1
Receipt Date: 04-SEP-2013
Filing Date:
Time Stamp: 17:56:53

Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $1600
RAM confirmation Number 5625
Deposit Account 080219
Authorized User ROWAN, GRANT K.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
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File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
171391
1 0121US1_IDS_SBO8.PDF yes 4
ef740017caccd0044ee048ef21b630cch0b3]
4092
Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 2
Information Disclosure Statement (IDS) Form (SB08) 3 4
Warnings:
Information:
936605
2 Foreign Reference JP_2006_127283.PDF no 13
8b72949386966b76993719¢800344b5e26
37427a
Warnings:
Information:
1694610
3 0121US1_Application.PDF yes 28
d36e3e2d96fef8272cd1aabbach21351608:
f5bf
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 16
Claims 17 20
Abstract 21 21
Drawings-only black and white line drawings 22 26
Oath or Declaration filed 27 28
Warnings:
Information:
1503192
4 Application Data Sheet 0121US1_ADS.PDF no 6
e49374edf9ce8bd2b15aeee9f820c164c271
Warnings:
Information:
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33236
5 Fee Worksheet (SB06) fee-info.pdf no 2
b06bbc97a8575da11e430c18a0c20873745|
e3e01
Warnings:
Information:
Total Files Size (in bytes); 4339034

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Docket No.: 2209565.00121US1

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Applicant: Jun Yokoyama Confirmation No.: Not Yet Assigned
Application No.:  Not Yet Assigned Art Unit: Not Yet Assigned
Filed: Concurrently Herewith Examiner: Not Yet Assigned
Title: ABNORMALITY DETECTION DEVICE
Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT (IDS)

Dear Madam:

This Information Disclosure Statement is being filed within three months of the filing date.

No fee is required.

In compliance with the concise English explanation of relevance requirement under 37
C.F.R. §1.98(a)(3), an English Abstract for JP 2006-127283 is submitted herewith. Also, JP 2006-
127283 is described on pages 2 and 3 of the present application.

Applicants request that the Examiner initial and return a copy of the enclosed Form PTO

SB-08 with the next communication.

115518874
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Application No.: Not Yet Assigned

Docket No.: 2209565.00121US1

Please charge any shortage in fees due in connection with the filing of this paper, including
extension of time fees, to Deposit Account No. 08-0219, under Order No. 2209565.00121US1, and

please credit any excess fees to the same deposit account.

Dated: September 4, 2013

Wilmer Cutler Pickering Hale and Dorr LLP
1875 Pennsylvania Avenue, NW
Washington, DC 20006

(202) 663-6000 (telephone)

(202) 663-6363 (facsimile)

Respectfully submitted,

/Grant K. Rowan/

Grant K. Rowan
Registration No.: 41,278
Attorney for Applicant(s)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSQIND CLAIMS
14/018,152  09/042013 3747 1600 2209565.001210ST 9 3
CONFIRMATION NO. 1733
24395 FILING RECEIPT
WILMERHALE/DC
1875 PENNSYLVANIA AVE., NW LT LR L
000000063975680

WASHINGTON, DC 20006
Date Mailed: 09/30/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Jun YOKOYAMA, Tokyo, JAPAN;
Applicant(s)

NEC Corporation (c/0 BABA International Patent Office), Tokyo, JAPAN
Assignment For Published Patent Application

NEC Corporation (c/0 BABA International Patent Office), Tokyo, JAPAN

Power of Attorney: None

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)
JAPAN 2012-194793 09/05/2012

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

Request to Retrieve - This application either claims priority to one or more applications filed in an intellectual
property Office that participates in the Priority Document Exchange (PDX) program or contains a proper Request to
Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the USPTO will attempt
to electronically retrieve these priority documents.
If Required, Foreign Filing License Granted: 09/23/2013

page 1 of 3
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/018,152

Projected Publication Date: 03/06/2014
Non-Publication Request: No

Early Publication Request: No
Title

ABNORMALITY DETECTION DEVICE
Preliminary Class
123
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 14/018,152
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (0}, o (<)) N/A N/A N/A N/A 280
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A N/A 600
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A N/A 720
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 9 minus 20= OR |« 80 - 0.00
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 3 minus 3 = x 420 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1600
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATES) FEE($) RATE®) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATES) FEE($) RATE®) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = _ OR M _
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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To: teresa.carvalho@wilmerhale.com,whipusptopairs@wilmerhale.com,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 24395

Sep 30, 2013 05:25:54 AM
Dear PAIR Customer:

WILMERHALE/DC

1875 PENNSYLVANIA AVE., NW
WASHINGTON, DC 20006
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 24395 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-90
accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date Attorney Docket No.
14018152 APP.FILE.REC  09/30/2013 2209565.00121UST

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action’ on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
14/018,152 09/04/2013 Jun YOKOYAMA 2209565.00121US1
CONFIRMATION NO. 1733
24395 PUBLICATION NOTICE
WILMERHALE/DC
1875 PENNSYLVANIA AVE., NW RN DR
000000066981087

WASHINGTON, DC 20006

Title:ABNORMALITY DETECTION DEVICE

Publication No.US-2014-0064321-A1
Publication Date:03/06/2014

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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To: teresa.carvalho@wilmerhale.com,whipusptopairs@wilmerhale.com,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 24395

Mar 07, 2014 05:25:13 AM
Dear PAIR Customer:

WILMERHALE/DC

1875 PENNSYLVANIA AVE., NW
WASHINGTON, DC 20006
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 24395 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-90
accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date Attorney Docket No.
14018152 NTC.PUB 03/06/2014 2209565.00121UST

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action’ on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM
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PATENT ASSIGNMENT COVER SHEET

Electronic Version v1.1
Stylesheet Version v1.2

EPAS ID: PAT2767519

SUBMISSION TYPE:

NEW ASSIGNMENT

NATURE OF CONVEYANCE: ASSIGNMENT
CONVEYING PARTY DATA
Name Execution Date
JUN YOKOYAMA 08/13/2013
RECEIVING PARTY DATA
Name: NEC CORPORATION
Street Address: 7-1, SHIBA 5-CHOME, MINATO-KU
City: TOKYO
State/Country: JAPAN
Postal Code: 108-8001

PROPERTY NUMBERS Total: 1

Property Type

Number

Application Number:

14018152

CORRESPONDENCE DATA
Fax Number:

US Mail.

Phone:

Email:
Correspondent Name:
Address Line 1:
Address Line 2:
Address Line 4:

(202)663-6363

2026636000

felicia.thompson@wilmerhale.com

GRANT K. ROWAN

1875 PENNSYLVANIA AVENUE, N.W.

WILMER HALE LLP

WASHINGTON, DISTRICT OF COLUMBIA 20006

Correspondence will be sent to the e-mail address first; if that is unsuccessful, it will be sent via

ATTORNEY DOCKET NUMBER: 2209565-00121USH

NAME OF SUBMITTER:

GRANT K. ROWAN

SIGNATURE:

/Grant Rowan/

DATE SIGNED:

03/13/2014

This document serves as an Oath/Declaration (37 CFR 1.63).

Total Attachments: 2

source=0121US1_Assignment_SN_14-018-152#page1 .tif
source=0121US1_Assignment_SN_14-018-152#page?2.if
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Docket No.:
Only After Sept. 16, 2012

ASSIGNMENT WITH DECLARATION FOR UTILITY OR DESIGN PATENT APPLICATION (37 CFR 1.63)

Whereas, I/we, the undersigned inventor(s) hereinafter called assignor(s), have invented certain improvements described in the application
identified below; (the “invention™) and

Whereas, NEC Corporation, (assignee), desires to acquire the entire and exclusive right, title, and interest in the application and invention, and
to any patents that may be obtained therefor in the United States, in any U.S. territorial possessions, and in any and all foreign countries;

Now therefore, for valuable consideration, receipt whereof is hereby acknowledged,

I/we, the above named assignor(s), hereby sell, assign and transfer to the above named assignee, its successors and assigns, the entire and
exclusive right, title and interest in the application and the invention disclosed therein for the United States, U.S. territorial possessions, and in
any and all foreign countries, including all divisions, and continuations, and continuations-in-part thereof, and all Letters Patent of the United
States that may be granted thereon, and all reissues and reexaminations, renewals, and substitutions thercof, and including the right to claim
priority under 35 U.S.C. §119, and all rights for past infringement, under the International Convention, and under any other relevant
International Treaties and Arrangements, and I/we request the Director of the U.S. Patent and Trademark Office to issue any Letters Patent
granted upon the invention set forth in the application to the assignee, its successors and assigns; I/we will execute without further consideration
all papers deemed necessary by the assignee, and generally perform all necessary acts to aid the assignee, its successors and assigns, to obtain
and enforce proper protection for the invention in connection with the United States and foreign applications, including but not limited to all
divisional, continuation, reissue and other applications for Letters Patent on the invention and execute all assignments thereof to the above
named assignee its successors and assigns, when called upon to do so by the assignee; and 1/we will communicate to the above named assignee
or its representatives all facts known to the undersigned respecting the invention, whenever requested, testify in any legal proceedings in which
any of the applications or patents may become involved, and do generally everything necessary to assist the above named assignee its successors
or assigns to obtain patent protection for the invention in the United States and foreign countries.

(Legalization not required for recording but is prima facie evidence of execution under 35 U.S.C. §261)
As the below named inventor, I hereby declare that:

This assignment with declaration is 3@  The attached application, or
directed to:
O  United States Application or PCT International Application Number 14/018,152
filed on (Confirmation No. 1 ).

The application is entitled: September 4, 2013
ABNORMALITY DETECTION DEVICE

The above identified application was made or was authorized to be made by me.
I believe that I am the original inventor or an original joint inventor of a claimed invention in the application.

I have reviewed and understand the contents of the application for which this assignment with declaration is being submitted, including the
claims.

I am aware of the duty to disclose to the U.S Patent and Trademark Office all information known to me to be material to patentability as defined
in 37 CFR 1.56.

I hereby acknowledge that any willful false statement made in this assignment with declaration is punishable under 18 USC 1001 by fine or
imprisonment of not more than five (5) years, or both.

Authorization To Permit Access To Application by Participating Office

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office (JPO), the
Korgan Imel'lectual Property Office (KIPO), the World Intellectual Property Office (WIPO), and any other intetlectual property offices in which a
foreign application claiming priority to the above-identified application is filed access to the above-identified patent application. See 37 CFR 1.14(c)
and (h). This box should not be checked if the applicant does not wish the EPO, JPO, KIPO, or other intellectual property office in which a foreign
application claiming priority to the above-identified application is filed to have access to the application.

In accordar}ce with 37 CFR 1.14(h)(3), access will be provided to a copy of the application-as-filed with respect to: 1) the above-identified
patent application-as-filed, 2) any foreign application to which the above-identified application claims priority under 35 USC 119(a)~(d) if a
copy of the foreign application that satisfies the certified copy requirement of 37 CFR 1.55 has been filed in the above-identified patent
application, and 3) any U.S. application-as-filed from which benefit is sought in the above-identified patent application.

In ac‘corc.iance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing the Authorization to Permit Access to
Application by Participating Office.

[Page 1]
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NAME OF SOLE OR FIRST INVENTOR:

Given Name

(first and middle {if any]) Family Name or Surname YOKOYAMA

Jun _
Inventor’s signature @/' /\7/ / < 491%””"”;° Date ~(/[5>, 8. /3
/ L 7

Residence: Tokyo, Japan

Mailing Address: _¢/o NEC Corporation, 7-1, Shiba S-chome, Minato-ku, Tokyo 108-8001, Japan

NAME OF SECOND INVENTOR:

Given Name
(first and middle [if any}]) Family Name or Surname

Inventor’s signature Date

Residence:

Mailing Address:

NAME OF THIRD INVENTOR:

Given Name
(first and middie [if any]) Family Name or Surname

Inventor’s signature Date

Residence:

Mailing Address:

NAME OF FOURTH INVENTOR:

Given Name
(first and middle [if any]) Family Name or Surname

Inventor’s signature Date

Residence:

Mailing
Address:

NAME OF FIFTH INVENTOR:

Given Name
(first and middle [if any]) Family Name or Surname

Inventor’s signature Date

Residence:

Mailing
Address:

[Page 2]
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JAPAN PATENT OFFICE

PIAREN O FHRIZALFE SN T L FHEF Pl HEHIIR ST
WAHLHERIBLE -THLHI LTt T 5,

This is to certify that the anncxed is a true copy of the following application as filed
with this Office.

OB £ A H 2012% 94 5H
Date of Application:
woE & 7 FfH2012—194793

Application Number:

PARVE-$< SR bR INEaaNvoR: ¥}

WD B EIR O EME

LB MEOE D — N2 HE

[ JP2012—194793
The country code and number

of your priority application,

to be used for filing abroad

under the Paris Convention, is

moo A AR 2t
Applicant(s):

20144 4H 8H

FFatTRE <=
Commissioner,
Japan Patent Office / v A
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Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
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teresa.carvalho@wilmerhale.com
whipusptopairs @ wilmerhale.com

PTOL-90A (Rev. 04/07)

DELL - Exhibit 1002 - Page 85



DELL - Exhibit 1002 - Page 86

























































































































































































































































































































































































































































































































































































































































	Certification
	09-04-2013 Information Disclosure Statement (IDS) Form (SB08)
	09-04-2013 Foreign Reference
	09-04-2013 Specification
	09-04-2013 Claims
	09-04-2013 Abstract
	09-04-2013 Drawings-only black and white line drawings
	09-04-2013 Oath or Declaration filed
	09-04-2013 Application Data Sheet
	09-04-2013 Fee Worksheet (SB06)
	09-04-2013 Electronic Filing System Acknowledgment Receipt
	09-04-2013 Transmittal Letter
	09-30-2013 Filing Receipt
	09-30-2013 Fee Worksheet (SB06)
	09-30-2013 Email Notification
	03-06-2014 Notice of Publication
	03-07-2014 Email Notification
	03-13-2014 Oath or Declaration filed
	04-08-2014 Priority Documents electronically retrieved by USPTO from a participating IP Office
	12-14-2015 Non-Final Rejection
	12-14-2015 List of references cited by examiner
	12-14-2015 Search information including classification, databases and other search related notes
	12-14-2015 List of References cited by applicant and considered by examiner
	12-14-2015 Examiner's search strategy and results
	12-14-2015 Bibliographic Data Sheet
	12-14-2015 Index of Claims
	12-14-2015 Email Notification
	02-05-2016 Power of Attorney
	02-05-2016 Power of Attorney
	02-05-2016 Electronic Filing System Acknowledgment Receipt
	02-17-2016 Response - Re:  Informal Power of Attorney (PTOL-308)
	02-17-2016 Email Notification
	04-13-2016 Power of Attorney
	04-13-2016 Electronic Filing System Acknowledgment Receipt
	04-13-2016 Application Data Sheet
	04-13-2016 Power of Attorney
	04-14-2016 Amendment/Request for Reconsideration-After Non-Final Rejection
	04-14-2016 Claims
	04-14-2016 Applicant Arguments/Remarks Made in an Amendment
	04-14-2016 Fee Worksheet (SB06)
	04-14-2016 Electronic Filing System Acknowledgment Receipt
	04-14-2016 Extension of Time
	04-22-2016 Response - Re:  Informal Power of Attorney (PTOL-308)
	04-22-2016 Email Notification
	05-17-2016 Power of Attorney
	05-17-2016 Power of Attorney
	05-17-2016 Electronic Filing System Acknowledgment Receipt
	05-17-2016 Assignee showing of ownership per 37 CFR 3.73
	05-26-2016 Communication - Re:  Power of Attorney (PTOL-308)
	05-26-2016 Email Notification
	04-14-2016 Fee Worksheet (SB06)
	06-29-2016 Notice of Allowance and Fees Due (PTOL-85)
	06-29-2016 Examiner's search strategy and results
	06-29-2016 Examiner's search strategy and results
	06-29-2016 Index of Claims
	06-29-2016 Issue Information including classification, examiner, name, claim, renumbering, etc.
	06-29-2016 Search information including classification, databases and other search related notes
	06-29-2016 Email Notification
	07-08-2016 Filing Receipt
	07-08-2016 Email Notification
	09-01-2016 Information Disclosure Statement (IDS) Form (SB08)
	09-01-2016 Fee Worksheet (SB06)
	09-01-2016 Electronic Filing System Acknowledgment Receipt
	09-01-2016 Foreign Reference
	09-01-2016 Foreign Reference
	09-01-2016 Foreign Reference
	09-01-2016 Foreign Reference
	09-01-2016 Foreign Reference
	09-01-2016 Foreign Reference
	09-01-2016 Non Patent Literature
	09-01-2016 Transmittal Letter
	09-02-2016 Printer Query form, used by the publications branch
	09-13-2016 Internal Response to Printer Query from Technology Center(TC)
	09-13-2016 List of References cited by applicant and considered by examiner
	09-13-2016 Notice of Allowance and Fees Due (PTOL-85)
	09-13-2016 Email Notification
	09-26-2016 Issue Fee Payment (PTO-85B)
	09-26-2016 Fee Worksheet (SB06)
	09-26-2016 Electronic Filing System Acknowledgment Receipt
	10-12-2016 Issue Notification
	10-13-2016 Email Notification



