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FIG. 2 

Sheet 2 of 20 US 9,900,249 B2 
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FIG. 5 

Sheet 5 of 20 US 9,900,249 B2 
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COMMUNICATION SYSTEM, FORWARDING 
NODE, PATH MANAGEMENT SERVER, 

COMMUNICATION METHOD, AND 
PROGRAM 

CROSS REFERENCES TO RELATED 
APPLICATIONS 

This application is a Continuation Application of U.S. 
patent application Ser. No. 13/176,610, filed on Jul. 5, 2011, 
which in turn is a Continuation Application of International 
Patent Application No. PCTIJP2010/065712, filed on Sep. 
13, 2010, and claims priority to Japanese Patent Application 
No. 2009-212221, filed on Sep. 14, 2009, all of which are 
incorporated herein by reference in their entireties. 

TECHNICAL FIELD 

The present invention relates to a communication system, 
a forwarding node, a path management server, a communi-
cation method, and a computer program, and in particular 
relates to a communication system, a forwarding node, a 
path management server, a communication method, and a 
computer program, which implement communication by 
forwarding a packet by a forwarding node arranged in a 
network. 

BACKGROUND 

FIG. 20 shows a network configuration using IP (Internet 
Protocol). In FIG. 20, communication nodes 100 (commu-
nication node 100a and communication node 100b) are 
communication nodes that perform communication using IP. 
When a forwarding node 200 receives an IP packet trans-
mitted by a communication node 100, it determines a 
forwarding destination of the IP packet and forwards to the 
determined forwarding destination. Forwarding nodes 
repeat this, and ultimately forward the IP packet to a 
communication node that is the destination. 

In determining the forwarding destination of the IP 
packet, the forwarding node 200 uses a routing table held 
internally. The routing table is a table indicating which 
network destination packet should be transmitted, though 
which interface, to a forwarding node that takes on the next 
forwarding processing; and a corresponding destination net-
work address, next forwarding destination IP address, and 
destination interface are listed in the table as one entry. The 
entry includes information outside of the abovementioned 
information, but here this is omitted for simplicity. 

The network address is an address obtained by extracting 
a number of upper bits of an IP address, and is expressed in 
a format such as 192.168.1.0/24. In this case, the upper 24 
bits of the address are the network address, and addresses 
from 192.168.1.1 to 192.168.1.255 are included in the 
network in question. On this occasion, 24 is called a prefix 
length. 

When appropriate route information is determined from 
the routing table, the forwarding node 200 uses a method 
known as a longest match method. This is a method in which 
a destination address of the IP packet and respective entries 
of the routing table are compared, to determine an entry 
where there is a match of a longer number of bits from an 
upper bit of the destination address. 

The routing table is set in advance by a method such as a 
manual setting in the forwarding nodes 200, or automati-
cally by a protocol for exchanging route information called 
a routing protocol. 

2 
In an IP network, packets are forwarded by the above 

forwarding method, but there is a problem in that, in this 
case, packet forwarding depends on the routing table of the 
respective forwarding nodes, and paths cannot be com-

5 pletely controlled. Furthermore, since the forwarding desti-
nation is determined by only the destination address, there is 
a problem in that exact path control is not possible due to 
differences concerning which application the communica-
tion is performed by, or of source address. 

10 As a way of performing the above-mentioned path con-
trol, there is a method known as source routing. Source 
routing is a method in which a node that is a source (for 
example, communication node 100a) explicitly lists up, in a 
packet to be transmitted, addresses of forwarding nodes 200 

15 that are desired to be in a forwarding path. In this case, the 
communication node 100a can forward a packet to a node 
(for example, communication node 100b) that is a destina-
tion by a forwarding path intended by an application or the 
like that is being used. 

20 Furthermore, in packet forwarding technology known as 
MPLS (Multi-Protocol Label Switching) also, technology 
exists that corresponds to source routing. MPLS is a tech-
nology in which a label is assigned to a received packet, and 
forwarding processing is performed based on the label. 

25 Assigning the label is performed when, after the packet is 
received by a forwarding node arranged at a boundary of an 
MPLS network, the packet is forwarded, and forwarding 
nodes inside the MPLS network thereafter repeat forwarding 
processing while re-attaching the label each time the packet 

30 is forwarded. When forwarding to an external network by a 
forwarding node arranged at the boundary of the MPLS 
network, the label is removed by the forwarding node in 
question. 

In the MPLS, technology corresponding to the source 
35 routing is CR-LDP (Constraint Routing-Label Distribution 

Protocol). LDP is a protocol for exchanging the label among 
forwarding nodes in the MPLS network, and with an object 
of traffic engineering or the like. LDP, which has an object 
of strictly indicating a packet forwarding path, is CR-LDP. 

40 Patent Document 1 discloses a method where, in an ad 
hoc network, the total amount of control packets can be 
reduced, not by having all mobile terminal devices transmit 
link information between neighboring mobile terminal 
devices, but by only a mobile terminal device, which is a 

45 cluster head, transmitting the link information. 
Furthermore, similarly with regard to performing path 

control, Non-Patent Document 1 proposes a technology 
known as OpenFlow. In OpenFlow, communication is taken 
as end-to-end flow, and path control, recovery from failure, 

so load balancing. and optimization are performed in flow 
units. An OpenFlow switch functioning as a forwarding 
node is provided with a secure channel for communication 
with an OpenFlow controller, and operates according to a 
flow table in which appropriate addition or rewriting is 

55 indicated by an OpenFlow controller. In the flow table are 
definitions of sets of rules for collation with packet headers, 
actions defining processing content, and flow statistical 
information. 

For example, when an OpenFlow switch receives a first 
60 packet, an entry is searched for, which has a rule (FlowKey) 

conforming to header information of the received packet, 
from the flow table. As a result of the search, in a case where 
an entry conforming to the received packet is found, the 
OpenFlow switch implements processing content described 

65 in an action field of the entry in question, with respect to the 
received packet. On the other hand, as a result of the search, 
in a case where an entry conforming to the received packet 
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is not found, the OpenFlow switch forwards the received 
packet to the OpenFlow controller via a secure channel, 
requests determination of a path of the packet based on 
source and destination of the received packet, receives a 
flow entry for realizing this, and updates the flow table. 
[Patent Document 1] 
Japanese Patent Kokai Publication No. JP-P2007-235444A 
[Non-Patent Document 1] 
Nick McKeown, and 7 others, 'OpenFlow: Enabling Inno-

vation in Campus Networks', [online], [search conducted 
Jul. 17, 2009] Internet URL: http://www.OpenFlowswi-
tch.org//documents/OpenFlow-wp-latest.pdf 

SUMMARY 

The entire disclosures of the abovementioned Patent 
Document 1 and Non-Patent Document 1 are incorporated 
herein by reference thereto. An analysis of related technol-
ogy according to the present invention is given as follows. 
Forwarding nodes based on IP technology, more specifically, 
routing tables held by switches and routers, have been 
steadily growing larger, and a problem called routing infor-
mation explosion has been pointed out. As a result of the 
increase in routes, the required amount of memory for 
holding routing tables increases, and, since time is taken for 
route determination processing, packet forwarding process-
ing capability declines. 

In MPLS, route determination time can be reduced in 
comparison with IP routing, but if varied forwarding policies 
are applied, the number of entries in a routing table 
increases, leading to a decline in processing capability. 

As described above, curtailing the number of entries in a 
routing table is an important problem for forwarding nodes 
from the viewpoint of memory reduction and improvement 
in processing performance. 

However, in the abovementioned source routing, since 
addresses of forwarding nodes 100 are contained in a packet, 
there is a problem in that a net data amount that can be 
included in a packet decreases. Accordingly, source routing 
is limited to certain applications such as network tests and 
the like, and is not used in packets (referred to below as `data 
packets') that are used in communication such as with 
applications. It is to be noted that that information outside of 
net data is referred to as overhead. More specifically, the 
abovementioned problem can be restated as a problem 
where the overhead becomes large. 

Furthermore, in packets used in CR-LDP, information of 
forwarding nodes for each forwarding action (for each 1 
hop) is included, similar to the source routing in the above-
mentioned IP routing. As forwarding node information, for 
example 1Pv4 addresses or 1Pv6 addresses are used, but in 
this case also, when all forwarding node information is listed 
up within the forwarding path, the information in question 
increases, so that use outside of control packets is not 
realistic. As a result, when the forwarding path of a data 
packet is strictly determined, there arises a necessity to set 
the forwarding information for each forwarding policy 
inside the forwarding node, by the CR-LDP or the like. 

A method of Patent Document 1 relates to an ad hoc 
network that does not require equipment of a mobile com-
munication network infrastructure, and is configured by only 
a plurality of mobile terminal devices. Since network con-
figurations arc always changing, this method cannot realize 
path control in which a source can specify a path as in the 
abovementioned source routing. 

Furthermore, in the method of Non-Patent Document 1, 
each forwarding node has to refer to a flow table, as in the 

4 
method of referring to the routing table mentioned at the 
start of this specification, and it is considered that, accom-
panying an increase of entries, latency (delay time) occurs 
and loads are imposed on the nodes. 

5 As in the above description, in the method of adding 
entries for each of various types of forwarding policy to a 
routing table or flow table, there is a problem of processing 
load for adding, updating, and removing entries, and of 
increase in the information amount in the routing table; and 

10 in source routing or the like that explicitly indicates for-
warding routes, there is a problem in that the overhead 
becomes large, and is not suitable for transmission of data 
packets. 

The present invention has been carried out in view of the 
15 abovementioned matter and it is an object of the invention 

to provide a communication system, a forwarding node, a 
path management server, a communication method, and a 
computer program, that can be implemented using a sim-
plified forwarding table, and moreover can also be applied 

zo to path control for data packets. 
According to a first aspect of the present invention, there 

is provided a communication system including: a path 
management server that configures forwarding path infor-
mation by arranging identifiers for identifying communica-

25 tion interfaces provided in respective forwarding nodes in a 
forwarding path of a data transfer network or links extending 
between the respective forwarding nodes and neighboring 
nodes thereof; and a forwarding node that performs packet 
forwarding processing in accordance with the forwarding 

30 path information, with regard to a packet to which is added 
a header containing the forwarding path information. 

According to a second aspect of the present invention, 
there is provided a forwarding node connected to a path 
management server that configures forwarding path infor-

35 mation by arranging identifiers for identifying communica-
tion interfaces provided in respective forwarding nodes in a 
forwarding path of a data transfer network or links extending 
between the respective forwarding nodes and neighboring 
nodes thereof, wherein the forwarding node performs packet 

40 forwarding processing in accordance with the forwarding 
path information, with regard to a packet to which is added 
a header containing the forwarding path information. 

According to a third aspect of the present invention, there 
is provided a path management server that creates forward-

45 ing path information included in a header to be added to a 
packet transmitted from a source communication node. 

According to a fourth aspect of the present invention, 
there is provided a communication method including respec-
tive forwarding nodes on a forwarding path of a data transfer 

so network receive a packet to which is added a header con-
taining forwarding path information configured by arranging 
identifiers for identifying communication interfaces pro-
vided in respective forwarding nodes in a forwarding path of 
a data transfer network or links extending between the 

55 respective forwarding nodes and neighboring nodes thereof, 
and performing packet forwarding processing in accordance 
with the forwarding path information with regard to the 
packet. The present method is linked with a specific appa-
ratus, known as a forwarding node that forms the data 

60 transfer network. 
According to a fifth aspect of the present invention, there 

is provided a computer program(s) that is executed on a 
computer for configuring the abovementioned forwarding 
node(s) or path management server. It is to be noted that this 

65 program(s) can be recorded in a computer readable storage 
medium. That is, the present invention can be embodied as 
a computer program product. 
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The meritorious effects of the present invention are sum-
marized as follows. 
According to the present invention, path control of a packet 
is possible without using a large volume forwarding table, 
and furthermore, there is no pressure on net data amount. A 
reason for this is that a forwarding node is configured so as 
to perform packet forwarding processing in accordance with 
forwarding path information included in a packet header, 
and also the forwarding path information is configured by 
arranging identifiers of links or communication interfaces. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram showing a communication system 
according to a first exemplary embodiment of the present 
invention. 

FIG. 2 is a diagram showing a configuration of a boundary 
forwarding node of the communication system according to 
the first exemplary embodiment of the present invention. 

FIG. 3 is a diagram showing a forwarding table recorded 
in a recording unit of a boundary forwarding node and an 
internal forwarding node. 

FIG. 4 is an example of a format of a header for path 
forwarding added to a boundary forwarding node. 

FIG. 5 is a diagram showing a configuration of an internal 
transfer node of the communication system according to the 
first exemplary embodiment of the present invention. 

FIG. 6 is a diagram showing a configuration of a path 
management server of the communication system according 
to the first exemplary embodiment of the present invention. 

FIG. 7 is a diagram showing neighbor information from 
respective forwarding nodes. 

FIG. 8 is an example of a network topology configured 
from the neighbor information of FIG. 7. 

FIG. 9 is a flowchart showing operation when a boundary 
forwarding node receives a packet. 

FIG. 10 is a flowchart showing details of forwarding 
processing of FIG. 9. 

FIG. 11 is a flowchart showing operation when an internal 
forwarding node receives a packet. 

FIG. 12 is a flowchart showing an operation in which a 
boundary forwarding node and an internal forwarding node 
transmit neighbor information notification. 

FIG. 13 is a flowchart showing operation when a path 
management server receives neighbor information notifica-
tion. 

FIG. 14 is a flowchart showing an operation when a path 
management server requests path information. 

FIG. 15 is a sequence diagram showing a flow of a packet 
forwarding when a communication node transmits a packet 
to an opposing communication node. 

FIG. 16 is a diagram showing a configuration of a 
boundary forwarding node of the communication system 
according to a second exemplary embodiment of the present 
invention. 

FIG. 17 is a flowchart showing operation when a bound-
ary forwarding node of the second exemplary embodiment 
of the invention receives a packet. 

FIGS. 18A and 18B are diagrams showing content of a 
path information cache included in a boundary forwarding 
node or an internal forwarding node of the second exem-
plary embodiment of the present invention. 

FIG. 19 is a sequence diagram showing a flow of a packet 
forwarding when packet transmission is performed to a 
source of a packet received by a communication node, in the 
communication system of the second exemplary embodi-
ment of the present invention. 

5 

6 
FIG. 20 is a diagram showing a communication system 

performing packet forwarding, as a description of back-
ground technology. 

PREFERRED MODES 

First, an outline of preferred mode of the present inven-
tion is described. A forwarding node of a communication 
system of the present exemplary embodiment, in a case 

1° where a header including forwarding path information is 
assigned to a received packet, performs forwarding process-
ing based on path information in the header. 

Here, the forwarding path can be such that respective 
forwarding nodes disposed on the forwarding path arrange, 

15 
in forwarding order, identifiers that enable identification of 
communication interfaces that are destinations. It is suffi-
cient if the identifiers have a length that is adequate for 
uniquely ensuring a destination in each forwarding node. 

20 The identifiers forming the forwarding path information 
in the present invention, different from source routing men-
tioned at the start of the present specification, can be 
described by short information, 1 byte long, for example, so 
that the influence on net data amount is minor or insignifi-

25 cant. Accordingly, it is possible to contain information 
describing the forwarding path for each 1 hop, with regard 
to not only sonic control packets, but all packets, such as 
data packets, and high level forwarding control becomes 
possible. 

30 Furthermore, it is sufficient if the respective forwarding 
nodes hold correspondence relationships between the iden-
tifiers and communication interfaces of destinations, and 
since there is no necessity to hold a forwarding table such as 
a routing table mentioned at the start of the specification, 

35 having a large number of items, it is possible to reduce the 
amount of memory. Furthermore, since determination of a 
destination can be performed simply and quickly, it is 
possible to reduce packet forwarding delay also. In addition, 
CPU processing ability of the respective forwarding nodes 

40 can be low. 
It is to be noted that addition and removal of the header 

including the forwarding path information described above 
may be performed as follows, among forwarding nodes, in 
a forwarding node (boundary forwarding node) disposed at 

45 a boundary with an external network. The boundary for-
warding node, which receives a packet from the external 
network, acquires a forwarding path of the packet in ques-
tion from information recorded in a separately provided path 
management server or the boundary forwarding node in 

50 question, and assigns a header containing information of the 
forwarding path to the received packet. Furthermore, the 
boundary forwarding node removes the header in a case of 
transmitting a packet to the external network. 

In the following preferred modes will be further described 
55 in more detail by way of exemplified embodiments with 

reference to the drawings. 

First Exemplary Embodiment 

60 Next, a detailed description is given concerning a first 
exemplary embodiment of the present invention making 
reference to the drawings. FIG. 1 is a diagram showing a 
communication system according to the first exemplary 
embodiment of the present invention. Referring to FIG. 1, 

65 communication nodes 100a and 100b, boundary forwarding 
nodes 300a and 300b, internal forwarding nodes 400, and a 
path management server 500 are shown. 

DELL - Exhibit 1001 - Page 25 DELL - Exhibit 1001 - Page 25



US 9,900,249 B2 
7 

A data transfer network 600 is a network for performing 
forwarding processing of a packet by a method of the present 
invention, and an external network 700 is a network for 
performing packet forwarding processing by a method dif-
ferent from the network 600, as in an IP network or the like. 
However, it can be said to be a external network if the 
manager of external network 700 is different from the 
manager of network 600 even though the forwarding meth-
ods of both networks are the same. Here, a description is 
given with the external network 700 as an IP network. The 
external network 700 is connected to the data transfer 
network 600 via the boundary forwarding nodes 300a and 
300b. 

The communication nodes 100a and 100b are each com-
munication nodes belonging to the external network 700, 
and transmission and reception of packets is performed in 
accordance with a packet forwarding method of the external 
network 700. That is, in the present exemplary embodiment, 
these are nodes for performing transmission and reception of 
IP packets. Since the communication nodes 100a and 100b 
are similar to a general IP node, a detailed description 
thereof is omitted. 

The boundary forwarding nodes 300a and 300b are dis-
posed between the data transfer network 600 and the exter-
nal network 700, and in a case of receiving a packet 
transmitted from the communication nodes 100a or 100b, 
assign a header including forwarding path information, to be 
described later, (referred to below as `path information 
header'), and in addition, forward the packet in question to 
an internal forwarding node 400 in the data transfer network 
600 based on the forwarding path information in the header. 

Furthermore, in a case of receiving a packet transmitted 
from an internal forwarding node 400 and a determination 
being made from the forwarding path information in the 
header thereof that this is a final forwarding path within the 
data transfer network 600, the boundary forwarding nodes 
300a and 300b remove the header from the received packet, 
and thereafter transmit the packet to the communication 
nodes 100a and 100b of the external network 700. 

It is to be noted that in the following a description is given 
in which the forwarding path information is acquired from 
the path management server 500, but there is no limitation 
thereto, and the forwarding path information may be gen-
erated from information held within a boundary forwarding 
node 300. 

A configuration is described below in the order of the 
boundary forwarding node 300a (300b), the internal for-
warding nodes 400, and the path management server 500, in 
the present exemplary embodiment. 

FIG. 2 is a diagram showing a configuration of the 
boundary forwarding nodes 300a and 300b of FIG. 1. As 
shown in FIG. 2, a boundary forwarding node 300 is 
configured by being provided with communication inter-
faces 310, a packet forwarding unit 320, a header operation 
unit 330, a local ID determination unit 340, a neighbor 
information notification unit 350, a path acquisition unit 
360, and a recording unit 370. 

A communication interface 310 is an interface for per-
forming transmission and reception of packets, and is real-
ized by a Network Interface Card (NIC) such as a LAN card 
or the like, and software (a driver) for driving the card. 
However, there is no limitation to only a physical interface 
as mentioned above, and a logical interface is also possible. 
In this case, it is possible to use one physical interface and 
make it operate as if a plurality of interfaces were provided. 

A boundary forwarding node 300 is provided with one or 
more physical interfaces as described above. or a logical 

8 
interface. Each communication interface 310 is connected 
with an internal forwarding node 400 within the data transfer 
network or another boundary forwarding node 300. Further-
more, some of the communication interfaces 310 are also 

5 connected to a communication node 100 of the external 
network 700. Furthermore, some of the communication 
interfaces 310 are also connected to the path management 
server 500. The path management server 500 may be dis-
posed within the data transfer network 600, and connections 

10 may be via a dedicated network of the path management 
server 500. 

The packet forwarding unit 320, in a case where a path 
information header is assigned to a received packet, is 
provided with a function that transmits a header based on 

15 information recorded in the recording unit 370, and the path 
information header. 

A forwarding table is recorded in the recording unit 370, 
as shown in FIG. 3, with a local ID, a communication 
interface that forms a destination, and information corre-

20 sponding to an identifier of an internal forwarding node 400 
or a neighbor boundary forwarding node 300 connected with 
the communication interface 310 in question, as one entry. 
The packet forwarding unit 320 can forward a packet to a 
next node corresponding to the local ID. 

25 It is to be noted that in the following, the boundary 
forwarding node 300 and the internal forwarding node 400 
are generically referred to as a forwarding node. Further-
more, nodes that are directly connected (communication 
node 100, boundary forwarding node 300, internal forward-

30 ing node 400) are referred to as neighboring nodes. 
FIG. 3 is a diagram showing a forwarding table recorded 

in a recording device of the boundary forwarding node 300 
and the internal forwarding node 400. In the present exem-
plary embodiment as shown in FIG. 3, as a local ID, an 

35 identifier (link ID) is used that is assigned to a physical link 
or a logical link, between neighboring forwarding nodes or 
between the boundary forwarding node 300 and the com-
munication node 100a (100b). Therefore, the link ID is set 
in a field `local ID'. In a field `interface' indicating a 

40 communication interface as destination, information that 
identifies the communication interface 310 connected to a 
link to which the link ID is assigned, is set. Furthermore, in 
the example of FIG. 3, an identifier of a forwarding node 
connected to the link is set in a field `next hop' indicating 

45 information of a neighboring node. 
It is to be noted that in a case where the communication 

interface as destination is connected to a communication 
node 100a (100b) that performs communication by IP, an IP 
address of the communication node 100a (100b), for 

so example, can be used as the identifier of the `next hop' field. 
On the other hand, in a case of the boundary forwarding 
node 300 or the internal forwarding node 400, a uniquely 
assigned identifier (for example, Node_l or Node_2 of FIG. 
3) is used. The identifier of the forwarding node may be set 

55 in advance, or a method may be used in which the identifier 
is set from an external node such as the path management 
server 500 or the like. Furthermore, the identifier of the `next 
hop' field need not necessarily be used in forwarding pro-
cessing and can be omitted. 

60 It is possible to use information identifying the commu-
nication interface 310 as the local ID. Since it is desirable 
that information identifying the communication interface 
310 can be described using a small amount of information 
(for example, about 1 to 2 bytes), in a case where the 

65 information for identifying the communication interface 310 
is long (for example, in a case where a communication 
interface name or the like is used), another identifier that can 
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be described with a short piece of information such as 1 byte 
or the like is separately assigned and applied as the local ID. 
It is to be noted that where no particular description is given 
herein, the description is for using a link ID as the local ID. 

Since there are basically of the order of several tens of 
communication interfaces, which are provided with an L3 
switch or router that performs general layer 3 forwarding 
processing, and an L2 switch that performs layer 2 forward-
ing processing, the link identifier and the communication 
interface identifier can be adequately expressed by 1 byte. In 
a case of a long item of information where an actual 
communication interface identifier requires several bytes, an 
identifier of a range than can be contained in 1 byte or in 2 
bytes may be separately created and associated with the 
communication interface identifier. 

It is to be noted that the forwarding table of FIG. 3 is 
shown as an example for concisely describing the present 
invention, and other information may be further associated 
with the respective entries and recorded. 

FIG. 4 is one example of a format for a path information 
header used in the present exemplary embodiment. In FIG. 
4, `Direction' indicates a forwarding direction. For example, 
`1' indicates a regular (forward) direction with respect to 
forwarding, and `2' indicates a reverse direction with respect 
to forwarding. In `Current Offset', offset information is set 
for local ID information to be referred to when forwarding 
(units are bytes). The value is indicated by the number of 
offset bytes from `Local ID #0'. When a path information 
header is assigned in the boundary forwarding node 300, the 
value of the `Current Offset' is set to `0'. `Header Length' 
indicates the length of the header after `Route Length' in 
number of bytes. In consideration of packet formation, a 4 
byte unit value is used. In a case where the end of the net 
data does not fit a 4 byte unit boundary, stuffing (padding) is 
performed (dummy information with a setting of 0 is post-
positioned). `Route Length' indicates the total number of 
bytes of path information indicated by a list of local IDs 
following thereafter. In `Local ID #n', the local ID, which is 
to be referred to as a destination by the boundary forwarding 
node 300 of the nth hop or the internal forwarding node 400, 
is set. The format of the abovementioned FIG. 4 is only an 
example, and information in various types of modified 
formats may be contained. 

As described above, by using a local ID that is unique in 
a local range among neighboring forwarding nodes or within 
a forwarding node, as information of the forwarding path, it 
is possible to reduce the amount of information in the path 
information header. It is to be noted that in the present 
exemplary embodiment, each of the local IDs was made to 
have 1 byte, but there is a possibility of not being able to 
represent a logical link by 1 byte. In this case, the uppermost 
bit of the `Local ID #n' may be used as a local ID extension 
flag indicating whether the local ID has a 1 byte notation or 
a 2 byte notation. That is, in this case, when the uppermost 
bit is 0, the local ID may be interpreted as a 1 byte identifier, 
and when the uppermost bit is 1, the local ID may be 
interpreted as a 2 byte identifier. 

In a case where the `Direction' field of the path informa-
tion header of a received packet is `1', that is, when a 
forwarding in a regular direction is indicated, the packet 
forwarding unit 320 refers to the `Current Offset' of the path 
information header, and after referring to a corresponding 
local ID and determining a communication interface 310 of 
a destination, the length amount (for example, 1 byte or 2 
bytes) of a local ID referring to the value of the `Current 
Offset' is increased, and a packet is transmitted from the 
determined communication interface 310. On the other 

10 
hand, in a case where the `Direction' is `2', that is, when 
forwarding in a reverse direction is indicated, reference is 
made to the `Current Offset' of the path information header, 
reference is made to a local ID that is one ahead of the 

5 corresponding local ID, and the communication interface 
310 that is the destination is determined. Thereafter, a 
reduction is made by a length amount of the local ID 
referring to the value of the `Current Offset' of the path 
information header, and a packet is transmitted from the 

10 determined communication interface 310. 
It is to be noted that a description is given in the present 

exemplary embodiment in which forwarding is performed in 
both directions, but in the communication system, forward-
ing in only one direction is also possible. In this case, `1' 

15 may be set at all times in the `Direction' field, or the field in 
question may not be present. 

The header operation unit 330 is provided with a function 
that, in a case of receiving a packet from the external 
network 700, acquires, from a path acquisition unit 360, path 

20 information for each 1 hop as far as the boundary forwarding 
node 300 that is an exit from the boundary forwarding node 
in question, forms a path information header shown in FIG. 
4, and assigns the path information header to the packet. For 
example, when the path information header is assigned, the 

25 header operation unit 330 sets 1' indicating forwarding in a 
regular direction in `Direction', sets `0' in `Current Offset', 
and sets path information (local ID) for each 1 hop, which 
has been acquired, in `Local ID #n'. Furthermore, the header 
operation unit 330 sets appropriate values for other respec-

30 tive fields in accordance with a rule described above. 
The header operation unit 330 is provided with a function 

that removes the path information header, in a case of 
forwarding a packet that has been assigned a path informa-
tion header to an external network 700. 

35 The local ID determination unit 340 is provided with a 
function that performs information exchange between the 
boundary forwarding node 300 in question and a neighbor-
ing node, and determines a non-duplicating link ID. For 
example, in the following method, it is possible to avoid a 

40 duplicated setting of a link ID with a neighboring node. 
First, a forwarding node proposes a link ID candidate by 

transmitting to a neighboring node a packet in which a link 
ID is set, which is not the link ID already assigned to itself. 
The neighboring node to which the link ID is proposed 

45 confirms whether or not the link ID is duplicated within its 
own node, and in a case where there is no duplicated link ID, 
transmits a response packet in which the proposed link ID 
and identifier information of its own node are set, to a 
forwarding node that is the proposal source. On the other 

so hand, in a case where there is a duplicated link ID in the 
neighboring node, transmission is performed of a response 
packet in which its own node identifier is set and information 
indicating that there is duplication. This processing is 
repeated until there is no duplicated link ID. 

55 The link ID determined in this way and the neighboring 
node information are recorded as a forwarding table in the 
recording unit 370. 

An example of a method of determining the link ID was 
shown above, but the link ID may also be determined by 

60 another method. For example, with the path management 
server 500 or the like, other nodes may be determined, and 
notification given to respective forwarding nodes. 

It is to be noted that in a case of using an identifier of a 
communication interface as a local ID, when forwarding in 

65 a reverse direction as described above is unnecessary, it is 
possible to omit negotiation with the abovementioned neigh-
boring nodes. On the other hand, in a case where forwarding 
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in a reverse direction is necessary, when an identifier of an 
interface is used as a local ID, by performing negotiation 
with neighboring nodes it is possible to acquire information 
as to which communication interface of neighboring for-
warding nodes is connected to its own communication 
interface, and similar to the case of using the link ID as 
described above, it is possible to select an interface accord-
ing to a forwarding direction that is in accordance with 
Direction. 

The neighbor information notification unit 350 is pro-
vided with a function for transmitting neighbor information 
containing the link ID determined as the local ID by the local 
ID determination unit 340, the identifier of a neighboring 
node connected to the link, and a self-identifier, to the path 
management server 500. In a case where the communication 
nodes 100a and 100b of the external network 700 are 
connected to the link, information by which a determination 
of a node of the external network can be made, is added to 
the information. Furthermore, for path calculation by the 
path management server 500, the neighbor information may 
include information such as a band of each link, reliability, 
and congestion state, and neighboring node malfunction 
information and the like. A trigger for transmitting the 
neighbor information to the path management server 500 
may be at timing at which the processing for determination 
of the local ID is completed, or transmission may be 
performed at a prescribed time interval. Furthermore, in a 
case of a transmission including the link information and the 
neighboring node malfunction information, the transmission 
may be triggered by a change occurring in this information. 

The path acquisition unit 360 is provided with a function 
that, when a packet is received from the communication 
nodes 100a and 100b of the external network 700, transmits 
a path request signal containing an identifier of the boundary 
forwarding node 300 and information of the received packet 
to the path management server 500, and acquires the for-
warding path of the packet in question. The information of 
the received packet is information that may affect the 
forwarding path determination, and in the simplest case is 
only a destination address. However, in a case of imple-
menting more precise path control, in addition to the desti-
nation address, it is possible to include some or all of 
information such as: a source address, protocol information 
that is contained after the header of the packet in question, 
a destination port number when using TCP (Transmission 
Control Protocol) or UDP (User Datagram Protocol), and a 
source port number. In addition, other information may be 
included. 

As a result of transmitting the path request signal, a path 
response signal is returned from the path management server 
500. Information listing local IDs for each 1 hop is contained 
in the forwarding path information included in the path 
response signal, in accordance with the forwarding path with 
the boundary forwarding node 300 as starting point. 

It is to be noted that information that may affect the 
forwarding path, such as the destination address and the like, 
and information corresponding to a group of local IDs 
indicating a forwarding path can be set beforehand in the 
boundary forwarding node 300 in question, and can be 
received from the path management server in advance. In 
this case, the path acquisition unit 360 acquires the forward-
ing path information from information set internally, not the 
path management server 500. 

Furthermore, in the abovementioned example, the bound-
ary forwarding node 300 has as a starting point a local ID 
that can identify a communication interface that is a first 

12 
forwarding destination, but the starting point may be a local 
ID that can identify a communication interface 310 that has 
received the packet. 

The recording unit 370 holds a forwarding table shown in 
5 FIG. 3, and this is referred to by the packet forwarding unit 

320, the local ID determination unit 340, and the neighbor 
information notification unit 350. 

The internal forwarding node 400 is disposed inside the 
data transfer network 600, and is provided with a function 

10 such that, in a case of receiving a packet transmitted from a 
neighboring node, the packet in question is transmitted to a 
neighboring node inside the data transfer network 600 based 
on information of the path information header in the packet. 

15 
FIG. 5 is a diagram showing a configuration of the 

internal forwarding node 400 of FIG. 1. The internal for-
warding node 400, as shown in FIG. 5, is configured to be 
provided with communication interfaces 410, a packet for-
warding unit 420, a local ID determination unit 430, a 

20 neighbor information notification unit 440, and a recording 
unit 450. 

The communication interfaces 410, the packet forwarding 
unit 420, the local ID determination unit 430, the neighbor 
information notification unit 440, and the recording unit 450 

25 are respectively equivalent to the communication interfaces 
310, the packet forwarding unit 320, the local ID determi-
nation unit 340, the neighbor information notification unit 
350, and the recording unit 370, of the boundary forwarding 
node 300, and detailed descriptions thereof are omitted here. 

30 That is, the internal forwarding node 400 can be regarded 
as having the header operation unit 330 and the path 
acquisition unit 360 taken away from the boundary forward-
ing node 300. Conversely, the boundary forwarding node 
300 can be said to be a forwarding node obtained by adding 

35 the header operation unit 330 and the path acquisition unit 
360 to the internal forwarding node 400. 

The path management server 500 collects neighbor infor-
mation notified from boundary forwarding nodes 300 and 
internal forwarding nodes 400, and configures network 

40 topology information describing connection relationships of 
the internal forwarding nodes 400 and the boundary for-
warding nodes 300 inside the data transfer network 600. The 
network topology information also includes connection 
information for the communication nodes 100a and 100b 

45 connected to the boundary forwarding nodes 300. In a case 
where information (congestion state, malfunction state, and 
the like) indicating the state of forwarding nodes and links 
between respective forwarding nodes is included in the 
notified path information, this is also associated with the 

so connection information and managed. A function is provided 
that, in a case where forwarding path information is 
requested from a boundary forwarding node 300. performs 
a calculation obtaining an appropriate forwarding path using 
information included in the path request and the network 

55 topology information configured internally, and with the 
boundary forwarding node 300 that performed the path 
request as a starting point, responds with information listing 
local IDs (link IDs) for each 1 hop, for a forwarding path as 
far as the boundary forwarding node 300 that is an exit to the 

60 external network 700. 
FIG. 6 is a diagram showing a configuration of the path 

management server 500 of FIG. 1. The path management 
server 500, as shown in FIG. 6, is configured to be further 
provided with a communication interface 510, a path infor-

65 mation collection unit 520, a path request processing unit 
530, a path calculation unit 531, and a path information 
recording unit 540. 
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The communication interface 510 is an interface for 
performing transmission and reception of packets. As 
described above, realization is possible by an NIC such as a 
LAN card, for example, and by software (a driver) for 
operation thereof. 

When the path information collection unit 520 receives 
neighbor information sent from the boundary forwarding 
node 300 and the internal forwarding node 400, it uses an 
identifier of the node that transmitted the neighbor informa-
tion, contained in the neighbor information, a local ID (link 
ID), and a neighboring node identifier, to configure network 
topology information within the data transfer network 600, 
in the path information recording unit 540. In a case where 
the neighbor information includes accompanying informa-
tion such as link band, reliability, congestion state, and 
neighboring node malfunction information, the accompany-
ing information is associated with and recorded in the 
network topology information. These items of information 
can be used. for example, as a link cost when calculating a 
path, to be described later. 

FIG. 7 is an example of neighbor information received 
from respective forwarding nodes. FIG. 8 is an example of 
a network topology configured from the neighbor informa-
tion of FIG. 7. In the example of FIG. 8, for simplicity, the 
accompanying information is omitted. Furthermore, the 
external network is assumed to be an IP network. 

In FIG. 7, `sender ID' indicates an identifier of a forward-
ing node that transmits neighbor information. In FIG. 7, 
`Link ID' indicates a link ID assigned to a link to which the 
forwarding node is connected. In FIG. 7, `neighbor ID' 
indicates an identifier of a neighboring node connected to 
the link. Since the external network is assumed to be an IP 
network, an IP address is used as an identifier of a commu-
nication node 100. Furthermore, since negotiation is carried 
out among neighboring nodes as described above, a link ID 
is not set to be duplicated in one forwarding node, but it is 
permitted for non-neighboring forwarding nodes to use the 
same link ID. For example, a link with Link ID=1 is used 
between a node of ID=1 and a node of ID=1 0, and between 
a node of ID=5 and a node of ID=6, but in each forwarding 
node it is possible to identify a link uniquely. That is, it is 
sufficient if the length of the link ID has a length that is 
enough to ensure uniqueness within one forwarding node. 

In a case where neighbor information of FIG. 7 is 
obtained, for example, the path information collection unit 
520 configures the network topology as shown in FIG. 8, and 
records the topology in the path information recording unit 
540. 

The link ID is used in the neighbor information of FIG. 7 
and in the network topology information of FIG. 8 that is 
configured based on the neighbor information of FIG. 7, but 
when other information such as an interface identifier is used 
as a local ID, it is possible to configure the network topology 
information in the same way. 

The path request processing unit 530 receives a path 
request signal transmitted from the boundary forwarding 
node 300, and information included therein, and notifies 
same to the path calculation unit 531 together with the path 
calculation requests. 

When the path request processing unit 530 acquires the 
forwarding path information (information in which the link 
ID for each hop is listed in order of the forwarding path) 
from the path calculation unit 531, the path response signal 
containing the forwarding path information is transmitted to 
the boundary forwarding node 300 that is a source of the 
path request signal. 

14 
When notified of the path calculation request from the 

path request processing unit 530, with the identifier of the 
boundary forwarding node 300 that is the path request 
source and the destination address, both of which are input-

5 ted, as respective start and end points, the path calculation 
unit 531 uses the network topology information as in FIG. 
8 that is recorded in the path information recording unit 540, 
to perform calculation of the path. In the path calculation, an 
algorithm for obtaining the shortest path known as the 

10 Dijkstra method can be applied. However, it is also possible 
to apply other algorithms. 

In a case where the source address of the IP packet is 
included in the path calculation request, the source address 
(that is, the identifier of the communication node  100a or 

15 100b that is the source of the packet received by the 
boundary forwarding node 300) may also be used as a 
starting point. Furthermore, in performing the path calcula-
tion as described above, the path calculation may be per-
formed using other information such as a TCP or UDP 

20 destination/source port number or the like. In addition, 
information (band, congestion state, and the like) accompa-
nying the link, or information such as an identifier of a 
malfunctioning boundary or internal forwarding node may 
also be used. 

25 The network topology information as shown in FIG. 8, 
from the path information collection unit 520, is recorded in 
the path information recording unit 540. The network topol-
ogy information is referred to, from the path calculation unit 
531 in order to calculate the path. 

30 The communication interfaces 310, 410, and 510, 
described above in the exemplary embodiment of the present 
invention, can be implemented, as mentioned above, by an 
NIC such as a LAN card for example, or by software (a 
driver) that drives the NIC. 

35 Furthermore, the recording unit 370, the recording unit 
450, and the path information recording unit 540 can be 
realized by a device that can record information, such as a 
semiconductor memory, a hard disk drive or the like. 

Other function blocks can be realized by a computer 
40 program (software) executed in one or a plurality of CPUs 

installed in respective devices, or by hardware. Some of the 
processing to be performed by the functional blocks may be 
implemented by software, and the remainder may be imple-
mented by hardware. 

45 Next, a detailed description is given concerning operation 
of the present exemplary embodiment, making reference to 
the drawings. First, operation of the boundary forwarding 
node 300 is described. 

FIG. 9 shows processing in a case where the boundary 
50 forwarding node 300 receives a packet from the data transfer 

network 600 or the external network 700. 
First, on receiving a packet via the communication inter-

face 310, the packet forwarding unit 320 checks whether or 
not a path information header is assigned to the packet (step 

55 S100). 
In a case where the path information header is assigned, 

control proceeds to `Y', and forwarding processing is per-
formed in accordance with the path information header (step 
S103). On the other hand, in a case where the path infor-

60 mation header is not assigned, control proceeds to `N', and 
path acquisition processing that acquires the forwarding path 
information by transmitting a path request signal to the path 
management server 500, from the path acquisition unit 360, 
is performed (step S101). 

65 When the acquisition of the forwarding path information 
is complete, the header operation unit 330 sets the local ID 
to the local ID field (`Local ID #n') of the path information 
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header of FIG. 4, in accordance with the order of the 
forwarding path of the acquired forwarding path informa-
tion. Furthermore, the header operation unit 330 sets the 
`Direction' to `1' and the `Current Offset' to `0'. On setting 
other fields also to appropriate values, the header operation 
unit 330 assigns the path information header to the head of 
the received packet (step S102). 

The packet forwarding unit 320 implements forwarding 
processing in accordance with the path information header 
described above (step S103). 

FIG. 10 is a flowchart representing details of forwarding 
processing of step S103 of FIG. 9. Referring to FIG. 10, first 
the packet forwarding unit 320 checks the `Direction' field 
of the path information header and decides whether to 
forward in a regular (forward) direction or to forward in a 
reverse direction (step S200). 

In a case where the value of the `Direction' field indicates 
forwarding in a regular direction ('1'), control proceeds to 
`Y', and a decision is made as to whether or not the 
destination of the packet in question is the external network 
700 (step S201). In forwarding in the regular direction, the 
decision as to whether to forward to the external network 
700 can be decided by comparing `Current Offset' and 
`Route Length'. As another decision method, a value may be 
used that can distinguish whether or not the local ID is to be 
forwarded to the external network 700, and information 
indicating an end may be contained after the final local ID 
in the path information header. Other methods may also be 
used. 

In a case of a decision not to forward to the external 
network 700, control proceeds to `N', and the number of 
bytes of 1 hop are added to the `Current Offset' of the path 
information header (step S202). The number of bytes of 1 
hop is the number of bytes of the `Local ID #n' currently 
being referred to. Here, the local ID that is referred to before 
adding to the value of the `Current Offset', is held. 

The packet forwarding unit 320 uses the local ID that is 
held and performs forwarding processing of the packet in a 
regular direction (step S206). Specifically, a communication 
interface 310 that is to be a destination is determined from 
the local ID using the information of the forwarding table 
recorded in the recording unit 370, and the packet is for-
warded from the communication interface 310 in question. 

On the other hand, in a case where in step S200 the value 
of the `Direction' field indicates forwarding in a reverse 
direction ('2'), control proceeds to `N', and a decision is 
made as to whether or not the forwarding destination of the 
packet in question is the external network 700 (step S203). 
In forwarding in the reverse direction, the decision as to 
whether or not to forward to the external network 700 can be 
decided according to whether or not the value of the `Current 
Offset' is `0' (when the value is `0', the transfer is to the 
external network). This is a decision method for a case 
where a link ID for links between the communication nodes 
100a and 100b that first transmit the packet and the bound-
ary transfer node 300 that receives the packet is not used as 
the first local ID. In a case where the link ID is used as the 
first local ID, when the present `Current Offset' has a value 
with 1 hop amount subtracted of `0', a decision can be made 
to forward to the external network. As another decision 
method when forwarding in a reverse direction, a value may 
be used that can distinguish whether or not the local ID is to 
be forwarded to the external network 700, and information 
indicating a start may be contained before the first local ID 
in the path information header. Other methods may also be 
used. 

16 
In a case of a decision not to forward to the external 

network 700, control proceeds to `N', and 1 hop amount is 
subtracted from the value of the `Current Offset' of the path 
information header (step S204). Here, the local ID, which is 

5 referred to by the `Current Offset' after the subtraction, is 
held. 

The packet transfer unit 320 uses the local ID that is held 
and performs forwarding processing of the packet in a 
reverse direction (step S206). Specifically, a communication 

10 interface 310 that is to be a forwarding destination is 
determined from the local ID using the information of the 
forwarding table recorded in the recording unit 370, and the 
packet is forwarded from the communication interface 310 

15 in question. 
When a decision is made to forward to the external 

network 700 in the abovementioned step S201 or S203, 
control proceeds to `Y' in each case, and processing of 
removing the path information header is performed by the 

20 header operation unit 330 (step S205). Here, before removal 
of the path information header, the local ID that is a 
forwarding destination is held. 

The packet transfer unit 320 uses the local ID that is held 
and performs forwarding processing of the packet to the 

25 external network 700 (step S206). Specifically, the commu-
nication interface 310 that is to be the forwarding destination 
is determined from the local ID using the information of the 
forwarding table recorded in the recording unit 370, and the 
packet is forwarded from the communication interface 310 

30 in question. 
It is to be noted that in a case where the `Direction' field 

is not used and forwarding is always in the regular (forward) 
direction, the decision concerning the forwarding direction 
of step S200 is unnecessary, and it is sufficient to perform a 

35 decision as to whether or not to forward to the external 
network of step S201. 

Next, operation of the internal forwarding nodes 400 is 
described. 

FIG. 11 shows processing in a case where an internal 
40 forwarding node 400 receives a packet from the boundary 

forwarding node 300 of the data transfer network 600 or a 
other internal forwarding node. 

Referring to FIG. 11, first, on receiving a packet via the 
communication interface 410, the packet forwarding unit 

45 420 checks whether or not a path information header is 
assigned to the packet in question (step S300). 

In a case where the path information header is assigned, 
control proceeds to `Y', a check is made of the `Direction' 
field of the path information header, and a decision is made 

so as to whether to forward in a regular direction or to forward 
in a reverse direction (step S302). On the other hand, in a 
case where the path information header is not assigned, 
control proceeds to `N', and the received packet is dropped 
(step S301). 

55 In a case where the value of the `Direction' field checked 
in step S302 indicates forwarding in a regular direction ('1'), 
control proceeds to `Y', and the number of bytes of 1 hop are 
added to the `Current Offset' of the path information header 
(step S303). Here, the local ID that is referred to before 

60 adding to the value of the `Current Offset' is held. 
On the other hand, in a case where the value of the 

`Direction' field checked in step S302 indicates forwarding 
in a reverse direction ('2'), control proceeds to `N', and the 
number of bytes of 1 hop are subtracted from the `Current 

65 Offset' of the path information header (step S304). Here, the 
local ID, which is referred to by the `Current Offset' after 
subtraction, is held. 
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Finally, forwarding processing of the packet is performed 
based on the local ID held in the abovementioned step S303 
or step S304. Specifically, the communication interface 410 
that is to be the destination is determined from the local ID 
using the information of the forwarding table recorded in the 
recording unit 450, and the packet is forwarded from the 
communication interface 410 in question (step S305). 

It is to be noted that in a case where the `Direction' field 
is not used and forwarding is always in a regular direction, 
the decision regarding the forwarding direction in steps 
S320 is unnecessary, and the `Current Offset' addition 
processing of step S303 is always performed. 

Next, a description is given concerning processing of 
giving notification of determination of the local ID by the 
boundary forwarding node 300 and the internal forwarding 
node 400 and a result thereof, as neighbor information to the 
path management server 500. 

FIG. 12 is a flowchart showing an operation in which the 
boundary forwarding node 300 and the internal forwarding 
node 400 transmit a neighbor information notification. 

Referring to FIG. 12, first, the local ID determination unit 
340 (430) determines the local ID (step S400). In a case of 
using a link ID as the local ID, the link ID is determined by 
implementing negotiation between neighboring nodes and 
the link ID. It is to be noted that in a case of using an 
identifier of the communication interface as the local ID, an 
identifier assigned to the communication interface 310 
(410), which is provided in the boundary forwarding node 
300 in question or the internal forwarding node 400, is the 
local ID. 

Here, the link ID is determined with regard to all physical 
or logical links that can be used by the boundary forwarding 
node 300 or the internal forwarding node 400. In the same 
way, the identifier of the communication interface is deter-
mined with regard to all physical or logical communication 
interfaces. However, for management or other reasons, some 
links and communication interfaces may be excluded. 

Next, the local ID determination unit 340 (430) associates 
the determined local ID and the communication interface 
information (information necessary for deciding the com-
munication interface in question as the destination), to be 
recorded in the forwarding table (refer to FIG. 3) in the 
recording unit 370 (450) (step S401). Identifiers of neigh-
boring nodes connected ahead of each link are associated 
and recorded in the forwarding table. Furthermore, infor-
mation related to each link, and malfunction information of 
neighbor links and the like, may be recorded as accompa-
nying information. 

When the recording to the forwarding table is complete, 
the neighbor information notification unit 350 (440) config-
ures the local Ill and neighbor information setting neigh-
boring node identifiers (refer to FIG. 7), from information of 
the forwarding table recorded in the recording unit 370 
(450), and transmits this to the path management server 500 
(step S402). Furthermore, information related to each link, 
and malfunction information of neighboring nodes and the 
like, may be stored as accompanying information in the 
neighbor information. 

Next, operation of the path management server 500 is 
described. 

FIG. 13 is a flowchart representing processing of the path 
management server 500 that receives the abovementioned 
neighbor information. Referring to FIG. 13, first, when 
neighbor information sent from the boundary forwarding 
node 300 or the internal forwarding node 400 is received at 
the path information collection unit 520 (step S500), the path 
management server 500 acquires a local ID and identifier of 

18 
a neighboring node from the received neighbor information, 
and uses the acquired information to configure the network 
topology information to be recorded in the recording unit 
540 (step S501). 

5 FIG. 14 is a flowchart representing processing of the path 
management server 500 from which path information is 
requested from the boundary forwarding node 300. Refer-
ring to FIG. 14. first when a path request signal is received 
from the boundary forwarding node 300, the path request 

to processing unit 530 provides notification of information 
included in the path request signal to the path calculation 
unit 531 (step S600). 

Next, the path calculation unit 531 performs calculation 
of the optimal forwarding path, according to information 

15 included in the path request signal notified in step S600, and 
the network topology information recorded in the path 
information recording unit 540 (step S601). When the cal-
culation of the forwarding path is complete, the path calcu-
lation unit 531 reads a local ID for each 1 hop in forwarding 

zo order of the determined path, and provides notification to the 
path request processing unit 530. 

The path request processing unit 530 that has received a 
result of the calculation of the forwarding path sets the 
forwarding path information that has been notified (arrange-

25 ment of local IDs) in a path information response signal, to 
be transmitted to the boundary forwarding node 300 that is 
the source of the path request signal (step S602). 

Finally, referring to a sequence diagram of FIG. 15, a 
description is given of a flow sequence in which the com-

30 munication node 100a, which is an IP node, transmits a 
packet to the boundary forwarding node 300a, sequential 
forwarding processing thereof is performed, and finally 
delivery is made to a communication node 100b, which is an 
IP node. 

35 Here, as an example a description is given in which a 
connection state of the respective nodes is as in a network 
topology that is shown in FIG. 8. The boundary forwarding 
node 300a is equivalent to a node with ID=1 in FIG. 8. The 
boundary forwarding node 300b is equivalent to a node with 

40 ID=8 in FIG. 8. The source address of an IP packet is 
192.168.0.50, and a destination address is 192.168.0.20. 

When the IP packet transmitted from the communication 
node 100a reaches the boundary forwarding node 300a (step 
S700), the boundary forwarding node 300a performs pro-

45 cessing in accordance with a flowchart shown in FIG. 9. 
Here, since a path information header is not assigned to the 
IP packet, the path information request signal in step S101 
of FIG. 9 is transmitted to the path management server 500 
(step S701). 

50 The path management server 500 that receives the path 
information request signal, after calculating the path infor-
mation and determining the forwarding path, in accordance 
with a flowchart of FIG. 14, transmits the path information 
response signal to the boundary forwarding node 300a (step 

55 S702). 
In a case of calculating the shortest path without consid-

ering link band or congestion state, the forwarding path is 
calculated as follows. With regard to the shortest path in the 
network topology of FIG. 8, a node of ID-1 a node of 

60 ID-10 a node of ID-8 a node of 192.168.0.20 (an IP 
node of an external network that is a destination of the 
packet) is selected as a forwarding path. Therefore, values of 
1, 2, 0, which are link IDs on a path of the network topology 
of FIG. 8 are contained in the abovementioned order as local 

65 IDs, in the path information response signal. 
Here, a link ID (-0) between a node of ID-192.168.0.50 

(an IP node of the external network 700) and the node of 
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ID-8, may be included in the path information response. In 
this case, the storing order of local IDs included in the path 
information response signal is 0, 1, 2, 0. Conversely, not 
having the link ID (-0) to the external network (the com-
munication node 100b) included in the path information 
response is also possible. In this case, the storing sequence 
of the local IDs. is 1, 2. 

Furthermore, an IP address was used as the ID of the IP 
node of the external network, but use is also possible as a 
network address where an arbitrary bit length is extracted 10 
from the upper end of the IP address, and layer 2 information 
such as a MAC (Media Access Control) address and the like, 
or other information may be used. 

When the boundary forwarding node 300 receives the 
path information response signal (step S703), in accordance 
with processing after step S102 in FIG. 9, the path infor-
mation header is assigned to the IP packet received in step 
S700, and thereafter, in step S103 of FIG. 9, in accordance 
with the assigned path information header, the packet is 
transmitted from the communication interface correspond-
ing to the local ID (=1) to be forwarded (step S704). As a 
result, the packet is forwarded to the internal forwarding 
node 400 of ID-10. 

On receiving the packet that has been assigned the path 
information header (step S705), the internal forwarding 
node 400 performs forwarding processing in accordance 
with the flowchart shown in FIG. 11 (step S706). Here, in 
accordance with the forwarding path information, the packet 
is transmitted from the communication interface corre-
sponding to the local ID (=2) that is to be forwarded, and the 
packet is forwarded to the boundary forwarding node 300b 
of ID=8. 

On receiving the packet that has been assigned the path 
information header (step S707), the boundary forwarding 
node 300b performs forwarding processing in accordance 
with the flowchart shown in FIG. 9. Furthermore, in step 
S103 of FIG. 9, forwarding processing shown in the flow-
chart shown in FIG. 10 is additionally implemented. Here, 
since forwarding to the external network is decided in step 
S201 in FIG. 10, after the path information header is 
removed from the received packet, the boundary forwarding 
node 300b, in accordance with the information of the path 
information header before removal, transmits the packet 
from the communication interface corresponding to the local 
ID (-0) that is to be forwarded (step S708). As a result, the 
IP packet is finally forwarded to the communication node 
100b. 

According to the present exemplary embodiment as 
described above, the configuration is such that a forwarding 
destination is indicated by using a local ID whose unique-
ness is ensured in a local range such as within the forwarding 
node or among neighboring forwarding nodes, not with path 
information whose uniqueness is assured globally such as by 
an IP address or the like. As a result, a forwarding path of 
1 hop amount can be contained in an information amount of 
about 1 byte or 2 bytes, and in a case where information of 
the forwarding path in question is contained in the path 
information header and assigned to the packet. it is possible 
to curtail overhead due to the assigned header to a very small 
size. As a result, it becomes possible to contain the path 
information header in all packets without limitation to 
applications. 

Furthermore, in the present exemplary embodiment, it is 
possible to have a number of entries in a forwarding table 
provided in a forwarding node approximately a number of 
communication interfaces which are provided in the respec-
tive forwarding nodes. In addition, it is possible to curtail the 

20 
size of memory necessary for forwarding nodes and CPU 
processing power, in order to contain, update, and use the 
forwarding table, and low cost forwarding nodes are pos-
sible. 

5 From a result thereof, according to the present exemplary 
embodiment, even in a case where the forwarding path is 
strictly specified for each 1 hop, it is possible to forward net 
information with good efficiency, and furthermore at high 
speed. 

Second Exemplary Embodiment 

Next, a detailed description is given concerning a second 
exemplary embodiment of the present invention in which a 

15 
modification has been added to the first exemplary embodi-
ment of the present invention, making reference to the 
drawings. 

Since an overall configuration of the second exemplary 
20 embodiment of the present invention has a configuration and 

functionality that are nearly the same as the first exemplary 
embodiment, a description given below is centered on points 
of difference thereof. 

FIG. 16 is a diagram representing a configuration of a 
25 boundary forwarding node 301 of the second exemplary 

embodiment of the present invention. Referring to FIG. 16, 
the boundary forwarding node 301 of the present exemplary 
embodiment has a configuration in which a cache manage-
ment unit 380 is added to the configuration of a boundary 

30 forwarding node 300 of the first exemplary embodiment. 
Furthermore, operations of a path acquisition unit 360A and 
information recorded in a recording unit 370A are different 
from the first exemplary embodiment. 

The path acquisition unit 360A is provided with a function 
35 

that is nearly the same as the path acquisition unit 360 of the 
first exemplary embodiment of the present invention, but it 
is further provided with a function that searches a path 
information cache, to be described later, before making a 

40 request for forwarding path information to a path manage-
ment server 500. As a result of searching the path informa-
tion cache, in a case where a path information cache 
corresponding to a received packet is found, the forwarding 
path information is acquired from the found path informa-

45 tion cache, without making a request for the path informa-
tion to the path management server 500. Furthermore, in a 
case where the path information cache is not found, a path 
acquisition unit 360A transmits information of the received 
packet and forwarding path information acquired from the 

so path management server 500 to the cache management unit 
380 for recording as the path information cache. 

The cache management unit 380 is provided with a 
function that associates the information of the received 
packet and information set in the path information header, 

55 and recording in the recording unit 370A as the path infor-
mation cache, when the path acquisition unit 360A acquires 
the forwarding path information from the path management 
server 500, and when a header operation unit 330 removes 
the path information header. 

60 In the present exemplary embodiment, a destination 
address and a source address are recorded as the information 
of the received packet. However, other information may be 
used in addition to the destination address and the source 
address. 

65 After a fixed period of time has elapsed, or when there is 
an accumulation of a fixed amount of the path information 
cache, the path information cache may be removed from an 
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old path information cache. Furthermore, an arbitrary path 
information cache may be removed for management reasons 
or the like. 

The recording unit 370A, in addition to information 
recorded by the recording unit 370 in the first exemplary 
embodiment, further records the path information cache. 
Management such as adding, updating, and removing, is 
performed by the cache management unit 380 with regard to 
the path information cache. 

Next, operation of the boundary forwarding node 301 in 
the abovementioned second exemplary embodiment is 
described. 

FIG. 17 shows processing in a case where the boundary 
forwarding node 301 receives a packet from a data transfer 
network 600 or an external network 700. 

Referring to FIG. 17, first, on receiving a packet via a 
communication interface 310, the packet forwarding unit 
320 checks whether or not a path information header is 
assigned to the packet in question (step S800). 

In a case where the path information header is assigned, 
control proceeds to `Y', and forwarding processing is per-
formed in accordance with the path information header (to 
step S809). On the other hand, in a case where the path 
information header is not assigned, control proceeds to `N', 
and the path acquisition unit 360A performs search process-
ing of the path information cache in a regular (forward) 
direction (step S801). In the search of the path information 
cache in the regular (forward) direction, it is possible to 
perform a comparison of a destination address of the 
received packet and a destination address in the path infor-
mation cache. 

As a result of the search of the path information cache in 
the regular (forward) direction, in a case where the path 
information cache is found ('Y' in step S802), the path 
information cache in question is used to perform processing 
to add the path information header (to step S808). 

On the other hand, as a result of the search of the path 
information cache in the regular (forward) direction, in a 
case where the path information cache is not found ('N' in 
step S802), the path acquisition unit 360A performs pro-
cessing to search the path information cache in a reverse 
direction (step S804). In the search of the path information 
cache in the reverse direction, it is possible to perform a 
comparison of the destination address of the received packet 
and a source address in the path information cache. 

As a result of the search of the path information cache in 
the reverse direction, in a case where the path information 
cache is found ('Y' in step S805), the path information cache 
in question is used to perform processing adding the path 
information header (to step S808). 

On the other hand, as a result of the search of the path 
information cache in the reverse direction, in a case where 
the path information cache is not found ('N' in step S805), 
the path acquisition unit 360A transmits a path request signal 
to the path management server 500 and performs path 
acquisition processing for acquiring the forwarding path 
information (step S806). 

When the acquisition of the forwarding path information 
is complete, the cache management unit 380 associates the 
destination address and the source address included in the 
received packet, and the forwarding path information 
acquired in step S806 and performs recording in the record-
ing unit 370A as the path information cache (step S807). 

Furthermore, the header operation unit 330 forms the path 
information header, in accordance with the order of the 
forwarding path of the acquired forwarding path information 
or the path information cache, to be added to the head of the 

22 
received packet (step S808). Values set in respective fields of 
the path information header are as follows. 

In a case where the forwarding path information is 
acquired from the path management server 500, the path 

5 information is set in accordance with the forwarding order, 
to a local ID field (`Local ID #n') of the path information 
header shown in FIG. 4. Furthermore, `Direction' is set to `1' 
and `Current Offset' is set to `0'. 

Furthermore, in a case where path information is acquired 
10 from the path information cache in a regular (forward) 

direction cache search in step S801, `Direction' is set to `1' 
and `Current Offset' is set to `0'. A value recorded in the path 
information cache is set in `Local ID #n', while maintaining 

15 the order as it is. 
On the other hand, in a case where path information is 

acquired from the path information cache in a reverse 
direction cache search in step S804, `Direction' is set to `2' 
and `Current Offset' is set to a value recorded in the path 

20 information cache. A value recorded in the path information 
cache is set in `Local ID #n', while maintaining the order as 
it is. 

It is to be noted that in a case of acquiring path informa-
tion from the path information cache in the reverse direction 

25 cache search in step S804, a value recorded in the path 
information cache can be set in `Local ID fin' in reverse 
order. In this case, `Direction' is set to `1', and `Current 
Offset' is set to the number of offset bytes indicating a local 
ID #n that is a first forwarding destination. 

30 The packet forwarding unit 320 implements forwarding 
processing in accordance with the path information header 
configured as above (step S809). Details of the processing of 
step S809 are nearly the same as the forwarding processing 
of the boundary forwarding node 300 in the first exemplary 

35 embodiment shown in FIG. 10, and thus are omitted. How-
ever, in the present exemplary embodiment, in step S205 of 
FIG. 10, when the path information header is removed, the 
cache management unit 380 associates information of a 
received packet and information set in the path information 

40 header, and performs recording in the recording unit 370A 
as the path information cache. 

Next, a description is given of flow of processing of a 
packet forwarding between a communication node 100a and 
a communication node 100b in the second exemplary 

45 embodiment. 
A first (outward) packet forwarding procedure is nearly 

the same as in the first exemplary embodiment, and a packet 
is forwarded as in a sequence diagram shown in FIG. 15. 
However, in step S703 and step S707 in FIG. 15, a path 

so information cache shown in FIGS. 18A and 18B is created 
in a recording unit 370 of each of a boundary forwarding 
node 301a and a boundary forwarding node 301b. 

Values set in fields of the same name in the path infor-
mation header are recorded in `Direction', `Current Offset', 

55 `Route Length' recorded in the path information fields in the 
path information cache of FIGS. 18A and 18B. The value of 
a `Local ID #n' field of the path information header is 
recorded in `Local IDs', while maintaining the order as it is. 

In a case of acquiring the path information from the path 
60 management server 500, `0' is recorded in `Direction', and 

`0' is recorded in `Current Offset'. In addition, total byte 
length of the local IDs for the number of acquired forward-
ing paths, and the local IDs for the number of forwarding 
paths are respectively set in `Route Length' and `Local IDs'. 

65 It is to be noted that values in parentheses indicate values 
recorded in a case of processing packet forwarding in 
accordance with the sequence diagram of FIG. 15. 
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