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16 Chapter 2 TECHNOLOGY BASICS 

and mobile telephones rely on wired "landline" telephone systems to 

carry and route calls between endpoints. 
Communicating without wires is not a new concept. Broadcast 

radio and television are two common examples of wireless communica· 
tions; others include satellites, cordless and cellular telephones and 
remotely controlled televisions, garage door openers and automobile 
door locks. While most of these examples employ communication via 
radio waves, the use of infrared, a nonvisible spectrum of light, is also 
relatively common. Bluetooth wireless communication employs radio 
frequency (or RF) technology, using radio waves to communicate 
through the air in a manner fundamentally similar to broadcast radio or 

television. 

Radio frequency Wireless Communications 
RF technologies employ transmitters and receivers tuned to produce 
and consume, respectively, radio waves of a given frequency range. The 
transmitter's power and the receiver's sensitivity help to determine the 
distance over which they can communicate. High transmission power 
output is used for long-range communications such as broadcast televi· 
sion while short-range communications generally require much less 
power; thus technologies that are designed to communicate across only 
a few meters could be employed in small, mobile battery powered 
devices. Another characteristic that is relevant for communication 
applications is the ability of radio waves to penetrate many objects 
Obstacles reflect light waves used in technologies such as infrared, but 
radio waves used in RF technologies in general can (with certain \imita· 
lions) penetrate many obstacles (although in some cases radio waves 
can diffract or go around objects too). Thus RF technologies can perme­
ate many obstacles such as clothing, bodies, walls, doors and the like. 
This means that there is no requirement for a "line of sight" between the 

transmitter and the receiver. RF technologies use frequency modulation to generate radio 
waves within a certain frequency spectrum, which encode information 
and can be intercepted by receivers tuned to the corresponding fre· 
quency. FM radio broadcasts, for example, operate in the 88 megahertl 
(MHz) to !08 MHz frequency spectrum; some cordless telephones 
operate in the 900 MHz frequency spectrum; Bluetooth wireless co!ll 
munications and other technologies operate in the 2.4 gigahertz (or 
GHz; one gigahertz equals one billion cycles per second) spech1!11'· 

,re ess Communications Radio Frequency w· 1 17 

Because the usable radio fre 
:.:~~ti! :;:e, partitioning fr:~:::::: i:tte, most governments 
States t ose frequencies a1 specified g n1 granting licenses to 

:::~ :.~;;::p:;~:~:r:~~;;:~ :x':!:Eirtoe:ts:t ~: i!;en~~ 
rnserved t nge to ~o more than about 30 met y oSw power levels that 

or use without a r ers. ome frequ • 
pie, in the United States un;~;nse under certain conditions ;~,°;s are 
restrictions, in the 900 MH ensed operation is permitted. • h xam­
being h z and 2 4 GH f , wit some 
througi:" ;:~ti Bl~etooth wireless ~omm:,;::ency ranges (the latter 
license £or ·t national agreement, the 2.4 GH on operates). In fact, 

i s use anywh • z spectrum • 

;;~";1~;:~0:~~::ti: ::!!!::~o~~l~~JO::s1~o~[~t;~~~:!: 
::i:~~~: :;~::~npts for u~licen:e;~s!o ~;~::~a~o~~ation of the 
chosen fre rocess ,or wfreless comm • • • z spectrum 

as the rule;~~;;;~:~";~~";,: used glob.;;::~~:li~e~:;::~ 0
th

e 
is spectrum are followed. ng 

RF Communications in the Spectrum 2 .4 GHz Frequency 

While the 2 4 GH · z spectrum is 1 b 
requirements and other conside~a~ioally.c un~icensed, there are regulatory 

• Th ns ior its use Th • 1 
e spectrum is d' 'd d . • ese me ude: 

ivi e mto 79 h 
countries, notably S . c annels (although • ·1 pam and Fr m some 
avai able for use in th ance, only 23 channels 

• channels in 2000). e year 2000. Japan began using ,;e;~ 

Bandwidth is limited to 1 M 
• Frequency hop in Hz per channel. 

• id;scrbed below{ m!t b:r::-;oy:~ectrum communications 

n er erence must be antici ated • 
Other RF commun. f p and appropriately handled 

notable among them H1ca wns technologies also use thi • RF . are omeRF'" ( . s spectrum· 

and cJ,';7n~~~~:~~'i{~c1:,';~ :;ro0:e~t~~;~~';:0;=~i~~~~~~ 0~
0

; 

;;;~cilication for wireless local are!leclit omcs Engineers (IEEE) 802 1g{ 
icrowave ove 1 ne works (see htt // • ns a so operate within th· f p: www.ieee.org). 

1 In~:;;:-==~:---~~-- is requency ran B · In some countr' th ge. ecause this 
censed . ies ere are restrictions and o • use, these restrictions are d' d nly part of this spectrum is a ·1 bl iscusse elsewhere in th b k va.i a e for unti-e oo ' notably in Chapter 6. 
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18 Chapter 2 TECHNOLOGY BASICS 

specttum is unlicensed, new uses for it are to be expected (for example, 
a new generation of cordless telephones also uses the 2.4 GHz fre· 
quency) and as the speclrUm becomes more widely used, radio interfer· 
ence is more likely. Thus the requirement to anticipate and address 
interference in the 2.4 GHz range is important for all technologies that 

operate in it. Each technology using this spectrum has made design choices 
within the spectrum's constraints that optimize that technology for par­
ticular applications or domains- Bluetooth wireless communication is 
designed to take maximum advantage of the available channel band· 
width and to minimize RF interference and its effects while operating at 

very low power. 

Spread Spectrum RF Communications 
Within RF communications, spread spectrum refers to dividing the avail­
able spectrum based upon frequency, time, a coding scheme or some 
other method. Messages to be sent are then divided into various parts 
(packets) that are transmitted across the divided spectrum. Frequency 
division spread spectrum (or frequency hopping), which is the method 
employed with Bluetooth wireless communication, divides the spec· 
ttum into different frequencies, or channels.2 A single message packet is 
transmitted on a selected channel, then the radio selects a new channel 
(a process called hopping to a new frequency) to transmit the next 
packet, and the process repeats, thereby spreading the message across 
the available frequency spectrum. Each technology specifies its own 
method for establishing the frequency hopping pattern. Obviously the 
receiver(s) of the message must know the hopping pattern to tune to the 
correct channels in succession to receive each packet and assemble the 
complete message. This process is called frequency hopping spread spec· 

trum, or FHSS. FHSS introduces additional complexity as compared to using a 
single statically selected frequency, yet it also supplies some benefits. 
First, RF interference can be reduced since all radios hop ( often ran­
domly or at least pseudorandomly, and often rapidly) from one fre· 
quency to another. When all of the participants in the spectrmn employ 
FHSS, interference caused by colliding transmissions on the same fre· 
quency is less likely than it would be ii each radio used a single channel 

2. Contrast frequency hopping spread spectrum with direct sequence spread spectrum, which is 
not examined here. Direct sequence is another form of spread spectrum RF communication 
employed in °''"' technologies rueh ~ weeless LAN s and is ou<side <he scope of tl,is boo< 

Infrared Wireless Comm • • uni cation 19 

for a long duration. In additio are lessened since onl . n, when collisions do occur the. 
retransmitted at a newt: single packet is lost and that pa~ket ~: e~tts 
ter interference. Second, 9;~;c;, c:here agfiln it is less likely to e:coune 
c~mmunications in that onl ~ provide a degree of securi 
tmg pattern can receive J:.da ::'s:::; ~t ~ows the frequenc?h!;' 
. ecause the hopping pattern for a . e t e packets of a message 
~::;.::tr of ways, it could bf~~;;.~~ftc:"::ecould be constructed 
lized with oppmg p~ttem, especially when the duce "'.'d follow an 
d many rachos. Thus FHSS b speclrUm is heavily uti 
u:op{rng. fo fact, this latter characte~:,:' 1 e demphloy:d to hinder eaves: 

ua y attnbuted to George Anth ·1 c de to t e mvention of FHSS 
more famous as an American actr:ss an ~edy Lamarr (the latter i~ 
quency h_op~ing concept was motivat ). Their 1942 patent of the fre-
commumcat10n system" . d. ed by an attempt to find a " 
World War II. 3 usmg ra IO waves to control torp d dse~ret e oes unng 

2 4 As previously noted, the use of s . GHz ~ange, largely to minimize . ~re~d spectrum is required in the 
spectrum is unlicensed. The desi ;n er erence problems because the 
tion employs relatively rapid fre ~n~r Bluet~oth wireless communica­
per second) and is described mo;e fui{ toppmg (n~minally 1,600 times y elow and m Chapter 6. 

Infrared Wireless Communication 
RF is not the only form f • 

use with devices such as noteb k umcation. Infrared technolo is d · 0 wireless comm • • 

tan~ and electronic remote contr~l~ r"~mpu~ers? personal digital as,r;' 
::;a es use of the invisible speclrUm ~f f r;:'~ wireless communication 

e spectrum. ig t JUSt beyond red in th • • I ew~ 

n particular, one standard speci~ed by the Infrared n:ethod for_ i°:frared communication is 
w""';;1rda.org]; this method is com a ~ssociaUon (IrDA; see http-// 
note ook and handheld mon y used with mobile h • 
~,cussing Bluetooth tec::r::::;r~ lrDA technology is rel~v:t:;;::: 
s art-range, low-power unlicensed ecause I:D':'" is also designed for commumcat10ns. IrDA also defines 

3. The complete story of th. • • est d is mvention is f • • e readers are ref: d ascmating but is outsid th Wide Web search e erre to, for example, [IAL99] or other e e scope of this book. Inter-
the Bluetooth techn~for;;,\!urth;more, any rationale or im;~~c:~:t~ ea;ii found via World 
here. ) er a amsh king rather than an Am • s o e chmce of naming encan actress are not explored 
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78 Chapter 6 THE LOWER PROTOCOLS OF THE TRANSPORT GROUP 

As shown in Figure 6.1, a Bluetooth device1 represents the complete 
physical entity (such as a notebook computer, a digital phone, an infor­mation appliance, and so on) that contains applications that can com­municate using the Bluetooth wireless technology incorporated in that device. Here we assume that a device is associated with one and only one transport protocol group implementation and air-interface. How­ever, as mentioned in the previous chapter and further elaborated in the next one, the L2CAP layer supports the multiplexing of several higher­layer protocols, like RFCOMM, SDP, and so on, and hence middle-
ware protocol stacks and applications, as well. The design point of the Bluetooth transport protocols is dictated primarily by low manufacturing complexity, associated low cost and fast time to market. For this reason, a low-cost, easy-to-implement, fre­quency-hopping spread-spectrum radio solution was selected. In addi­tion, the selection of a master/slave architecture for the baseband transmission was dictated by the ad hoc nature of the systems consid­ered. In particular, Bluetooth piconets can form spontaneously among disparate devices with vastly different power and computing capabili­ties, unlike wireless LAN systems which are designed primarily to sup­port a wireless extension of LAN connectivity services to relatively 
"power-unconscious" personal computers. To support ad hoc connectivity with minimal (if any) state main-
tained by the Bluetooth devices, piconets are dynamically formed in isolation without the support of third-party (infrastructure) control sig­naling. For as long as needed, the master of a piconet serves as the con­trol point for the communications on the piconet. For the duration of the existence of a piconet, the operation of a master resembles that of a base station of a picocellular system. Thus, the Bluetooth technology permits the spontaneous creation of a temporary picocellular system, where traffic is regulated by a spontaneously created base station, the master, that regulates the traffic to and from the other member of the picocell, the slaves. Recall from previous chapters that the Bluetooth technology permits the creation of multiple, ad hoc picocellular systems that remain operational even in cases of temporal and spatial overlap­ping. The use of master and slaves reduces the complexity of the design and thus the cost of deploying the Bluetooth technologies. 

l. The terms unit, node, station, and so on may (and have) also been used instead of the term device. Insofar as possible, however, the use of these other terms is avoided. The reason for this 
choice will become apparent later. 
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The rest of this chapter hi h • troller and the baseband fun ti? hg~ts the Bluetooth radio· the 1· k the m di c ons 1t contr I lik ' m con-e um access protocol· and th 1 · k o s, e piconet creation and 

~::;~ ':he ~:::,b::.':;:~:~,:;:~•~~~ r~:.:lglc: i:;~e::ra:;~ :~~ m ardware whil th li contra er typicall • radio and the 1· k e e nk manager is in firm y are imple-parts of the s e~~ficco~troller (with its baseband functi:are. As such, the 
sphi~cifi.cation ~or chi;ti~~:gno :r:tut re, pr~viding a stable e:~uwg~r~a~; first c psets Th link o use m desi • h • ware on securi -e manager specification ori • gnmg t eir early Bluetooth a 1?' related transactions. The SIG' gmally was focused primaril ger specification has en • h d . . s further work on th 1 • k Y capabilities available . ;c be it over time to take full ad e m man-m e aseband specificati vantage of the on. 

The Bluetooth Radio 

I 

I 

I. 
2. 

The Bluetooth d. syStem operates in th 2 me ~al_(ISM) band. The ISM band e -~ GHz industria4 scientific. and use y mdustrial, scientific d ~ are license-free bands set • d authorities around the wor't:I. h medical wireless equipment. Re; e for low-power systems that ave opened the ISM bands fi atory 
~:~~evertheless under ,:'t ;:;r.~~:d t!ouUt ~e need faro: ~~:n~: ns are set by the Fed al C • n e mted States th are detailed in er ommunications Co • • ' ese reg-15.247 of the F~~ Cod~ o( Federal Regulations part u;;[;~~9(9F]~C) ~nd tion l d' regu ations deals with th , section 
G 

a ra zators operating in th . e operational rules of • t Hz band. e various ISM band • I • zn en­s me uding the 2 4 
The 2.4 GHz ISM band • I • nbo~lifre~uency harmonized. Ta~lea 6g lobahlly available radio band albe1·t a 1 ty m th . . • s ows th ISM fr ' e maJonty of countries around th le b equency avail-

Table 6.1 ego e. 
L' icense-free frequency allocation in the 2 4 GH b · z and 

2·4 GHz ISM band (MH-<) Frequency channels (MH<.) 
k 0,1, ... ,m-l 

LGB 1 UGJJ2 
(MH<.) (MHz) 2,400.0 2,483.5 2,402 +km 

"LGB" stands or" ' 

79 2.0 
"UGB" fi lower guard band" 

3.5 
stands Jo,· "upper guard b • ., and. 
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80 Chapter 6 THE LOWER PROTOCOLS OF THE TRANSPORT GROUP 

The radio part of the specification consists mostly of a series of 

design specifications for Bluetooth transceivers, like in-band and out-of­

band spurious emissions, frequency accuracy, co-channel and adjacent­

channel interference, out-of-band blocking, intermodulation character­

istics, and so on. The selection of the radio design specifications is 

driven by the requirement to allow the development of high-quality, 

low-cost transceivers that comply with the various 2.4 GHz ISM band 

regulations around the world. 
The numerous design parameters plus the radio testing conditions 

are not repeated here. Readers interested in the Bluetooth radio design 

can find an abundance of information in the corresponding part of the 

specification. Since no new data-exchange protocols nor data-process­

ing algorithms were developed for the Bluetooth radio, the radio part of 

the specification was the first to be completed. The errata to this portion 

of the specification are minimal, and the few that surface pertain mostly 

to the accommodation of new regulations or refinement of the radio 

testing procedures. 
The Bluetooth transceiver is a frequency-hopping spread-spectrum 

(FHSS) radio system operating over a number m of 1 MHz-wide chan­

nels. While for the majority of countries m = 79, as shown in Table 6.1, 

regulations in certain countries may further constrain the license-free 

frequency spectrum for the 2.4 GHz ISM band. Thus, the Bluetooth 

radio (and the baseband described in the next section) design can 

accommodate two alternatives that operate over 79 or 23 channels, 

each one of which is 1 MHz wide. For frequency-hopping systems oper­

ating in the 2.4 GHz ISM band, the FCC part 15.247 regulations restrict 

the maximum peak output power of the radiator to no more than 1 watt 

(30 dBm). Moreover, at least 75 out of the 79 frequency channels must 

be used pseudo-randomly with a total residence time in each of the fre­

quencies not to exceed 0.4 seconds within a 30-second period. A Blue· 

tooth radio utilizes the maximum number of channels available, 79 in 

the United States, and it hops at a high rate, 1,600 hops per second, 

pseudo-randomly across all these frequencies to achieve high noise 

resilience. The use of direct-sequence spread-spectrum (DSSS) systems, 

which are also permitted in the 2.4 GHz ISM band, may be prohibi· 

tively costly for the low-cost requirement of Bluetooth radios. 

Figure 6.2 summarizes the key operations in the Bluetooth radio, 

The figure also shows a pair of logical interfaces for carrying data and 

control information between the radio and the rest of the Blu< Joth sys· 

tern. Here data relates to all information that is transmitted or received 

over the air. The control information controls the behavior of the radio 
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On the transmit side th" • I d ' is me u es the • f 

transmitter needs to tune p . t earner requency to which the 

· nor o transm· • f • 

mation over the air and the P l l iss10n o a bit stream of infor-

mission. On the receive sid~wther_ e:e lthdat is to be used for this trans-

wh · h th · ' is me u es the • fr 

ic e receiver must tun c . . earner equency to 

d ( . e 1or receiving a b't 

an ?ptio~ally) the strength of the si al . 1 str~am of information 

an~ time-signaling lines are not show~· bemg received. Power-supply 

of m_terfaces for the data and control . m the ~gu~e. A standardized set 

specification. Thus chi'p d . information is not provided in the 

. ' esigners and f 

mtegrate the radio component with th manu acturers can choose to 

Bluetooth module in the wa the b . e r_est of the components of a 

efficient system. Table 6 2 y y ~heve is best for a low-cost power-

. summanzes s f th ' 

parameters of the Bluetooth radio. ome o e key operational 

(~}i:iif. ·;; :f.:":"·>\ 
•• • • • I' • •• • • • •• • 

___ .. _ ..... _. - .: ·.-.-::--·· 
Bluetooth device 

higher layers < link manager 

and applications..,.~=---:> and /'---".. link /'----A.. 
host 110 ~ontrollef',r--,," radio 

.-···:::::::::::::······ ... ···.:-:: . ··.···.·.:.:::•-:·•. 

-------~~--=;z==::::~J·· • ! • • •• •• • •• ··-:•. ·-:-::--.. ..·.: ·' : . . .... ·•-::·· : .. ::.•· .. •· .. . -.: . . . . . . . .. ·. ·::: ..... . 

Figure 6.2 

control 

over-the air data 
(bit stream) 

The Bluetooth radio operations. 

<===) • carrier generation 

• carrier modulation (data Rx/Tx) 

• Tx power control 

<===) • Tx signal strength 

... .. 
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82 Chapter 6 THE LOWER PROTOCOLS OF THE TRANSPORT GROUP 

Table 6.2t·onal parameters of the Bluetooth radio specification. Key opera 1 

-
Modulation Gaussian frequency-shift BT product 1: 0.5; 

keying (GFSK) modulation index: 0.28 - 0.35 

Symbol rate 1 Msymbol per second • h b. ary GFSK this translates usmgt e m ' 
into 1 Mbps raw link speed; 
bit transmission time: I µsec 

Frequency- l,600 hops per second, residence time: 625 µsec per hop 
hopping rate typical 

3,200 hops per second residence time: 312.5 µsec per hop 
for inquiries and pages 

'Iransmit power Class 3: 0 dBm (1 mW) a typical Bluetooth radio; 
optional power control to below 30 
dBm 

Class 2: 4 dBm (2.5 mW) optional power control as above 

Class 7: 20 dBm (100 • cl power control to at least 4 dBm; reqmre 
mW) optional power control as above 

Receiver a Bluetooth receiver must the 70 dBm sensitivity level shall be 
attained for any input signal gen~rated by sensitivity attain a raw bit error rate 

mpll• ant Bluetooth transmitter (BER) of 0.10/o with an any co 
input signal level of -70 
dBm or lower 

,, • arameter describing the quality of trans-
,,. 

"Bluetooth product. It is a P . the bit time. ,,..b t m "BT product ts not short for d "dth oif the modulation filter and 1. , , e er d the product of the ban wt mitted waveforms expresse as 1 f 

• .ti. ·ty values are examp es o • d receiver sens1 v1 
The transrmt power an d cost and power requirements • • h t made to re uce k 

design dec1s1ons t a ':ere EEE 802.11 wireless local area ne~or 
for the Bluetooth rad10. An IB ( 1000 mW) of transmit power m the 
(WLAN) may use up to 30 d m . ther arts of the world) and not 
United States (lower power-levels i~;2 11 &reless solution may not be 
less than O dBm (1 mW). Hence, ~n d ~ersonal, portable devices. T~e 
suitable for many power-constrame than that of an 802.11 radio 
sensitivity level is also muc~ lolwe~l etooth radio can be built at a 

• 'i This means that a s1mp er u 
receiver • d 802 11 radio. reduced cost as compare to an . 
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The Link Controller and Baseband 

As discussed in the previous section, the radio deals with the acts of 
sending and receiving data over the air. Outside the scope of the radio's 
responsibilities are considerations such as what data to transmit and 
when, what data to wait for and when, and which carrier frequency and 
transmit power to use. These are the responsibilities of the Bluetooth 
link controller, described later in this chapter, that executes the base­
band communication protocol and related processes. 

Figure 6.3 summarizes the key functions of the Bluetooth base­
band. These include piconet and device control functions like connec­
tion creation, frequency-hopping sequence selection and timing; modes 
of operation such as power control and secure operation; and medium 
access functions like polling, packet types, packet processing and link 
types. These items are detailed later in the chapter as we proceed 
through the operational phases of a Bluetooth device. The figure also 
shows a set of logical interfaces for carrying data and control informa­
tion between the baseband and the rest of the Bluetooth system. For the 
same reasons mentioned in the radio section, the specification avoids 
specifying any standardized set of interfaces for the data and control 
information. Nevertheless, their presence, even on a "logical" plane, 
aids this presentation, since it allows us to concentrate on the baseband 
operations in isolation from the rest of the Bluetooth system. 

2. The receiver sensitivity for an IEEE 802.J lb radio receiver, which uses DSSS, is specified to be 
-80 dBm for a frame error rate of 8% for a 1024-byte MAC protocol data unit when a 2 Mbps 
DQPSK modulation is used. For more information on the IEEE 802.11 WLANs see [IEEE99] 
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Bluetooth device 

1,nk manag~ link W radio 
higher layers (::' ___ ::)...,, and '-r---v'controller 

and applications hosl 110 

E ~--==::=....._,-;~~~---,••· •. .. . .. . . .. . .. 
f • clock •• •• ,!-=> 

control ~ 

asynchronous ~ 
dala '-.-v' 

synchronous ~ 
da la '-.-v' 

• connection establishment 
(paging & inquiry) 

• lrequency (hop) selection 

• link types (SCO, ACL) 

• medium access control: poll (packet 
types & processing) 

• power modes 

• security algorithms 

control 

BB POUs: 
over-the-air data 

(bit stream) 

figure 6.3 . 
The baseband functions. 'fi 

vered by the baseband spec1 -
Due to the vast and di~erse a~eas c_o t combine the information 

• d of this section tnes O . • 
cation, the remam er h f e trad1"tional commumcat10n •fi • ·th t at o mor 
flow in the spec1 cat10n w1 . 1 The discussion progresses step-
protocol standards and related artic es. which Bluetooth communi­

·fy' th key components over 
wise, identi mg e e ·n with the definition of a piconet over 
cations actually occu~- We b gi han e information packets. We then 
which Bluetooth devices can elxc gt that assist in the creation and 

. fu d tal helper e emen s 
descnbe n amen . h as the Bluetooth clock and frequency-
maintenance of the p1conet, su~ these helper elements, the presenta­
hopping selectio1: process. Us~n~on of the procedures that Bluetoo~ 
tion continues with the desc~1~ . t Finally with a piconet in 

t nd JOlil a p1cone • ' 1 devices follow to crea e a l"k medium access contro ' 
place, we focus on protocols and processes 1 e 
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error control, security, power-saving operation and so on, that are exer­
cised on the Bluetooth devices and on information packets sent and 
received over the piconet. 

The Piconet 

For devices to communicate with each other using Bluetooth wireless 
technology, they need to be part of a piconet. Simply stated, a piconet 
comprises a shared communications channel through which members of 
the piconet communicate. In the FHSS space in which Bluetooth radios 
operate, this communication channel consists of a well-defined sequence 
of frequency hops pseudo-randomly selected from the set of frequencies 
in Table 6.1 at a nominal rate of 1,600 hops per second. The members of 
the piconet are able to follow the successive hops of the frequency-hop­
ping sequence in a synchronized manner. Piconets are formed as needed 
and endure for as long as participating devices need to communicate. 
The baseband operations define how a frequency-hopping sequence for 
a piconet is created, how devices learn how to follow it and hence join 
the piconet, and how to send and receive information packets communi­
cated in a coordinated manner between devices in the piconet. 

Bluetooth piconets are formed in a rather ad hoc manner. They 
are formed on demand among devices that want to communicate with 
each other without relying on the services of a dedicated support entity, 
such as a base station in a cellular network or a corporate or home 
WLAN. The baseband protocol establishes the rules according to which 
these ad hoc connections are established such that devices communi­
cate in a coordinated and efficient manner. 

The frequency-hopping sequences that define the communication 
channels in piconets are highly uncoordinated, or, to be more precise, 
they are created in a manner that makes them appear highly uncoordi­
nated. Thus, owing to the frequency-hopping nature of transmissions in 
a piconet, multiple piconets may exist in time and space with minimal 
interference among themselves. Multiple piconets overlapping, at least 
partially, in time and space are referred to as scatternets. This opens the 
possibility of interpiconet communications when devices become mem­
bers of multiple piconets. 

Each piconet has one and only one master and one or more slaves. 
These roles are temporary ones and they are meaningful only while 
Bluetooth devices are members of a piconet. Certainly, Bluetooth 
devices may be built to operate only as masters or only as slaves, but this 
is a host application and usage scenario issue rather than a Bluetooth 
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specification issue. The specification generally assumes that a Bluetooth 
device is capable of acting both as a master and as a slave, depending 
upon the role required to accomplish a given usage case. In the case of a 
scattemet, a device that participates in more than one piconet can be the 
master of at most one of these piconets, while it can be a slave in several 
of them. Through a detailed process, described later in this chapter, a 
master and a slave may exchange their roles. It is also possible for an 
"old" piconet based around an original master to be migrated to a new 
piconet with a new master. Piconet migration as well as communication 
across scattemets are not discussed in detail here, because they are not 
very mature processes in the version 1.0 specification, which does not 
define any usage scenarios that address communication across piconets. 
Nevertheless, the specification contains necessary considerations that 
could allow these processes to be accomplished. 

The primary role of a master for a piconet is to define: 

• which frequency-hopping sequence the members of this piconet 
shall follow; 

• when frequency hops shall occur, thus defining the timing foun­
dation for timed events in the piconet; 

• which particular frequency is the "current" frequency; and 
• which slave will be transmitted to and/ or which slave will be 

permitted to transmit next (recall that transmission on the Blue­
tooth air-interface is through polling of the slaves). 

The first three items are strongly associated with how a piconet is 
formed and maintained and how devices join it. The last item is associ­
ated with how transmissions occur in a piconet. 

Figure 6.4 shows the operational states for a Bluetooth device. In 
the connected state, the device is a member of a piconet. On the other 
hand, when a device is not associated with any piconet or participates in 
no action that could result in its forming or joining a piconet, it is said to 
be in the standby state. The standby state is the default operational state 
for a Bluetooth device. In this state, a device typically idles with only its 
native clock operating in a low-power mode. 

To move to the connected state, a device goes through the inquiry 
and page states, which are instantiated differently but in a complemen­
tary manner within a potential master and a potential slave. In the 
inquiry state, a device learns about the identity of other devices in its 
vicinity; these other devices must be in an inquiry scan state to listen for 
and subsequently respond to inquiries. In the page state, a device explic­
itly invites another device to join the piconet whose master is the invit-
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and subsequently respond to A F· e page scan state to listen for 
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1 I Figure 6.4 

Operational states of a Bluetooth device. 

To become a member of a icon BI 
know how to recreate the fre p h et,. a uetooth device needs to 
piconet and which freque ~uefncy- ohppmg sequence that defines that 
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device needs to know how t i: ul mcations over the piconet, the 

k o wrmu ate read and ·t . i: 
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The Bluetooth Device Address (BD_ADDR) 
The Bluetooth device address (BD_ADDR)3 is the most static entity of a 
Bluetooth device. The BD_ADDR is a single 48-bit address electroni­
cally "engraved" on each device. A device's BD_ADDR is globally 
unique among Bluetooth devices. To guarantee uniqueness, a number­
ing authority assigns BD_ADDRs. The BD_ADDR is an IEEE 48-bit 
address, similar to the medium access control (MAC) address of IEEE 
802.xx LAN devices. 

The 48-bit address field, shown in Figure 6.5 from the least signifi­
cant bit (LSB) to the most significant bit (MSB), is partitioned into three 
parts: the lower address part (LAP), the upper address part (UAP), and the 
non-significant address part (NAP). The 24 bits of the UAP and the NAP 
constitute the organiZP,tion unique identifier (OUI) part of the address that 
is assigned by the numbering authority to different organizations. The 
LAP is assigned internally by various organizations. The various parts 
of the BD_ADDR are involved in nearly every operation of the base­
band from piconet identification, to packet header error checking, to 
authentication and encryption key generation. These items are dis­
cussed in more detail later in this chapter. 

i.!◄---LAP: 24 bits---~--- UAP: 8 bits ----+i.---NAP: 16 bits----.i► I 

CD 
C/) 
_J 

ilo 

Figure 6.5 

:s:: 
C/) 

OJ 

The Bluetooth 48-bit device address (BD_ADDR). 

The Bl uetooth Clock 

Each Bluetooth device has a free-running 28-bit (native) Bluetooth 
clock. T~e Bluetooth clock is never adjusted and is never turned off. 
The clock ticks 3,200 times per second or once every 312.5 µsec, repre­
senting a clock rate of 3.2 KHz. Notice that this is twice the nominal fre­
quency-hopping rate of 1,600 hops per second. The clock has an 
accuracy of ±20 ppm 4. In low-power modes like standby, hold, and 
park (introduced in Chapter 2 and detailed later in this chapter), lower 

3. The use of the notation BD_ADDR in the specification is the main reason for choosing the term 
"device" in Figure 6.1 over any of the other legitimate alternatives identified in footnote 1 of 
this chapter. 

4. The abbreviation "ppm" stands for "parts per million" and it is a metric of clock accuracy, 
where the smaller the value the more accurate the clock. 
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Figure 6.6 
The Bluetooth native clock. 
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The Bluetooth clock wra s aro . 
Bluetooth dock plays a fu d p alund J~st short of once per day. The 

n ament role m d 'd• 
or cannot transmit or listen for tr ec1 mg when a device can 
and for what types of informati a ansmis~ion, and at which frequency 
device uses the value of th Blon packets it transmits or listens. A slave 

• e uetooth dock • f 
p1conet communications as d1·s d b o a master to accomplish 
t' • cusse elow Th • .fi 
ime mtervals shown in Figure 6.6 will b • e s1gn1 cance of the 

through the rest of this chapter. ecome apparent as we proceed 

The Frequency-Hopping Sequences 
Ford • ev1ces to communicate with h 
receive on the same frequency t ~ac other, they must transmit and 
module (FSM) contains the proce~ure ef;::~ ti~e. The frequency-selection 
be used under various operatin d. . ectmg the next frequency to 
mentation details of FSM bg con itions. The algorithmic and imple-

are eyond the f th. 
~overed extensively in chapter 11 f th B scope o is book. They are 
hon. 0 e aseband part of the specifica-

Address input: 
LAP[0:23J+UAP[0:3] 

Clock input: 
clock[(0/1):27] 

Figure 6.7 

c:) 

country mode 
(23/79) 

D 
frequency selection 

module (FSM) 

The frequency-selection module (FSM). 

Tx/Rx frequency 
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In Figure 6.7, the notation (x~) means that there are two permissi­
ble alternatives, x or y, only one of which is entered into the module 
based upon the circumstances. The notation J1 m:n], m ~ n, denotes the 
use of bits m through n of the bit field V; m is the least significant bit 
(LSB) of the two. 

Depending upon the country of use, the FSM is set by the manu­
facturer to operate in a 23- or 79-channel frequency hop mode as 
explained in the radio section of this chapter. 

Given the country frequency-hop mode, the clock input determines 
which frequency from the current frequency-hopping sequence is to be 
used, and when. In other words, the clock input determines the phase of 
the frequency-hopping sequence. The actual frequency-hopping 
sequence is determined through the address input. In each of the three 
active operational states shown in Figure 6.4, a different combination of 
clock and address inputs is supplied to the FSM, as explained immedi­
ately below. 

Normal Piconet Operation 
During normal piconet operation, the channel-hopping sequence is used. 
For the channel-hopping sequence, the address input to the FSM for all 
devices in the piconet consists of the 28 least significant bits, 
BD_ADDR[0:27], of the master's Bluetooth device address. The chan­
nel-hopping sequence has a very long period, but the (23 or 79) hop fre­
quencies are distributed equally over short periods of time to satisfy the 
regulatory requirements for the frequency-hopping sequence described 
earlier in this chapter. 

During normal piconet operation, a new frequency from the chan­
nel-hopping sequence is selected every 625 µsec. This interval is the 
period for bit c1 of the Bluetooth clock shown in Figure 6.6; in this case, 
the LSB of the clock, CO, is not used. The time, 625 µsec, between two 
successive ticks of bit c 1 of the clock is referred to as a slot. For devices 
in the connected state, the slot boundaries coincide with the ticks of bit 
c 1 of the master's clock. Furthermore, all the devices in the piconet uti­
lize the current value of the master's clock to drive their FSMs. 

During the residence time at a frequency, a device may transmit a 
single packetized piece of information, referred to as a baseband packet 
data unit (BB_PDU) 5. BB_PDUs are strictly constrained within the resi-

5. The specification refers to the baseband PDUs as such or simply as packets. The BB_PDU 
nomenclature is introduced here for consistency with use of the terms PDU and packet else­
where. Nevertheless, the term packet is used whenever appropriate for ease of reading. 
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Page Operation 
One device "invites" anoth d . . . . 
of a page. The device issuin er th;v1~e t~ JOm its pico~et through the use 
device listening ( or scannin~) f, p ge is ~ailed a pagmg device, and the 

paging device selects a new freq~::c;g:: ~~~c~l;d ihe pa?ed device. A 
312.5 µsec, which is the period of bit c f Bf ans:;:1t a page every 
page scans, when a device listens for tra~s:i~ uetoo clock.. Du~ng 
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of the clock. Note that a pa~ng ~ec~n s,hwhich is the period of bit C12 

higher rate than a paged devic ~~? c anges freque?cies at a much 
clock to drive its FSM the ~- i ~ the pag~d device uses its own 
clock of the paged devic' e t pda?1n? devtee uses its best estimate of the 

o nve its own FS M Th • cl . . 
mates the clock value of the p d d . 6 • e pagmg evice esti-
communication between the ~g:. ev~ce ;sed upon the most recent 
device could use its own clock. e ices. n e worst case, the paging 

During the page op r h 
generate this sequence th:ra io~, t e dage-hopping sequence is used. To 

significant bits of the addres~~f~~ a: pda~ed. devices ~se the 28 least 
part of the UAP of th dd h p. ge . ev1ce-that ts, the LAP and 

e a ress s own m Figur 6 5 th cl 
to their respective FSMs. For each d . . e • -as : a dress input 
a well-defined periodic seque ev1ce, its page-hoppm6g sequence is 
. ' nee composed of 32 ( 16) fr c1es uniformly distributed over th 79 resp. equen-

missible in the 2 4 GH b d . e _(resp. 23) frequency channels per-
• z an m vanous countries Th . d 

page-hopping sequence is 32 (resp. 16) hops. • e peno of the 

Inquiry Operation 
Through inquiries a device " h ,, f, 

Just as in page operation an . sea~c. es or other devices in its vicinity. 
which to transmit an inq~i ~:~~i~~~ ~evice selec~ a new ~requency at 
ing inquiry scans select a ?':ew 1 · ~ . • µf sec. Inqmred devices, execut-

' is enmg requency every 1.28 seconds. 

6. The abbreviation "resp.,, stands for "respectively." 
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