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SYSTEM AND METHOD FOR INTELLIGENT,
GLOBALLY DISTRIBUTED NETWORK STORAGE

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates, in general, to net-
work data storage, and, more particularly, to software,
systems and methods for intelligent management of globally
distributed network storage.

[0003] 2. Relevant Background

[0004] Economic, political, and social power are increas-
ingly managed by data. Transactions and wealth are repre-
sented by data. Political power is analyzed and modified
based on data. Human interactions and relationships are
defined by data exchanges. Hence, the efficient distribution,
storage, and management of data is expected to play an
increasingly vital role in human society.

[0005] The quantity of data that must be managed, in the
form of computer programs, databases, files, and the like,
increases exponentially. As computer processing power
increases, operating system and application software
becomes larger. Moreover, the desire to access larger data
sets such as data sets comprising multimedia files and large
databases further increases the quantity of data that is
managed. This increasingly large data load must be trans-
ported between computing devices and stored in an acces-
sible fashion. The exponential growth rate of data is
expected to outpace improvements in communication band-
width and storage capacity, making the need to handle data
management tasks using conventional methods even more
urgent.

[0006] Data comes in many varieties and flavors. Charac-
teristics of data include, for example, the frequency of read
access, frequency of write access, size of each access
request, permissible latency, permissible availability, desired
reliability, security, and the like. Some data is accessed
frequently, yet rarely changed. Other data is frequently
changed and requires low latency access. These character-
istics should affect the manner in which data is stored.

[0007] Many factors must be balanced and often compro-
mised in the operation of conventional data storage systems.
Because the quantity of data stored is large and rapidly
increasing, there is continuing pressure to reduce cost per bit
of storage. Also, data management systems should be suf-
ficiently scaleable to contemplate not only current needs, but
future needs as well. Preferably, storage systems are
designed to be incrementally scaleable so that a user can
purchase only the capacity needed at any particular time.
High reliability and high availability are also considered as
data users become increasingly intolerant of lost, damaged,
and unavailable data. Unfortunately, conventional data man-
agement architectures must compromise these factors—no
single data architecture provides a cost-effective, highly
reliable, highly available, and dynamically scaleable solu-
tion. Conventional RAID (redundant array of independent
disks) systems provide a way to store the same data in
different places (thus, redundantly) on multiple storage
devices such as hard disks. By placing data on multiple
disks, input/output (I/O) operations can overlap in a bal-
anced way, improving performance. Since using multiple
disks increases the mean time between failure (MTBF) for
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the system as a whole, storing data redundantly also
increases fault-tolerance. A RAID system relies on a hard-
ware or software controller to hide the complexities of the
actual data management so that a RAID systems appear to
an operating system to be a single logical hard disk. How-
ever, RAID systems are difficult to scale because of physical
limitations on the cabling and controllers. Also, RAID
systems are highly dependent on the controllers so that when
a controller fails, the data stored behind the controller
becomes unavailable. Moreover, RAID systems require spe-
cialized, rather than commodity hardware, and so tend to be
expensive solutions.

[0008] RAID solutions are also relatively expensive to
maintain. RAID systems are designed to enable recreation of
data on a failed disk or controller but the failed disk must be
replaced to restore high availability and high reliability
functionality. Until replacement occurs, the system is vul-
nerable to additional device failures. Condition of the sys-
tem hardware must be continually monitored and mainte-
nance performed as needed to maintain functionality. Hence,
RAID systems must be physically situated so that they are
accessible to trained technicians who can perform the main-
tenance. This limitation makes it difficult to set up a RAID
system at a remote location or in a foreign country where
suitable technicians would have to be found and/or trans-
ported to the RAID equipment to perform maintenance
functions.

[0009] NAS (network-attached storage) refers to hard disk
storage that is set up with its own network address rather
than being attached to an application server. File requests are
mapped to the NAS file server. NAS may perform I/O
operations using RAID internally (i.e., within a NAS node).
NAS may also automate mirroring of data to one or more
other NAS devices to further improve fault tolerance.
Because NAS devices can be added to a network, they may
enable some scaling of the capacity of the storage systems
by adding additional NAS nodes. However, NAS devices are
constrained in RAID applications to the abilities of conven-
tional RAID controllers. NAS systems do not generally
enable mirroring and parity across nodes, and so a single
point of failure at a typical NAS node makes all of the data
stored at that NAS node unavailable.

[0010] The inherent limitations of RAID and NAS storage
make it difficult to strategically locate data storage mecha-
nisms. Data storage devices exist in a geographic, political,
economic and network topological context. Each of these
contexts affects the availability, reliability, security, and
many other characteristics of stored data.

[0011] The geographic location of any particular data
storage device affects the cost of installation, operation and
maintenance. Moreover, geographic location affects how
quickly and efficiently the storage device can be deployed,
maintained, and upgraded. Geographic location also affects,
for example, the propensity of natural disasters such as
earthquakes, hurricanes, tornadoes, and the like that may
affect the availability and reliability of stored data.

[0012] Political and economic contexts relate to the under-
lying socioeconomic and political constraints that society
places on data. The cost to implement network data storage
varies significantly across the globe. Inexpensive yet skilled
labor is available in some locations to set up and maintain
storage. Network access is expensive in some locations. Tax
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structures may tax data storage and/or transport on differing
bases that affect the cost of storage at a particular location.
Governments apply dramatically different standards and
policies with respect to data. For example, one jurisdiction
may allow unrestricted data storage representing any type of
program or user data. Other jurisdictions may restrict certain
types of data (e.g., disallow encrypted data or political
criticism).

[0013] The network topological context of stored data
refers to the location of the data storage device with respect
to other devices on a network. In general, latency (i.e., the
amount of time it takes to access a storage device) is affected
by topological closeness between the device requesting
storage and the storage device itself. The network topologi-
cal context may also affect which devices can access a
storage device, because mechanisms such as firewalls may
block access based on network topological criteria.

[0014] The strategic location of data storage refers to the
process of determining a location or locations for data
storage that provide a specified degree of availability, reli-
ability, and security based upon the relevant contexts asso-
ciated with the data storage facilities. Current data storage
management capabilities do not allow a data user to auto-
matically select or change the location or locations at which
data is stored. Instead, a data storage center must be created
at or identified within a desired location at great expense in
time and money. This requires detailed analysis by the data
user of locations that meet the availability, reliability, and
security criteria desired—an analysis that is often difficult if
not impossible. The data storage center must then be sup-
ported and maintained at further expense. A need exists for
a data storage management system that enables data users to
specify desired performance criteria and that automatically
locates data storage capacity that meets these specified
criteria.

[0015] Philosophically, the way data is conventionally
managed is inconsistent with the hardware devices and
infrastructures that have been developed to manipulate and
transport data. For example, computers are characteristically
general-purpose machines that are readily programmed to
perform a virtually unlimited variety of functions. In large
part, however, computers are loaded with a fixed, slowly
changing set of data that limits their general-purpose nature
to make the machines special-purpose. Advances in process-
ing speed, peripheral performance and data storage capacity
are most dramatic in commodity computers and computer
components. Yet many data storage solutions cannot take
advantage of these advances because they are constrained
rather than extended by the storage controllers upon which
they are based. Similarly, the Internet was developed as a
fault tolerant, multi-path interconnection. However, network
resources are conventionally implemented in specific net-
work nodes such that failure of the node makes the resource
unavailable despite the fault-tolerance of the network to
which the node is connected. Continuing needs exist for
highly available, highly reliable, and highly scaleable data
storage solutions.

SUMMARY OF THE INVENTION

[0016] Briefly stated, the present invention involves a data
storage system that enables intelligent distribution of data
across a plurality of storage devices. The plurality of storage
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devices forms a “storage substrate” upon which the present
invention operates. Each of the storage devices is associated
with one or more attributes that characterize the context of
the storage device (e.g., capacity, location, connectivity, and
the like). Storage tasks are associated with a set of criteria
that define desired storage characteristics such as cost,
location, security, availability, network connectivity, and the
like. Storage devices for a specific storage task are selected
by matching the attributes associated with available storage
devices to the desired set of criteria.

[0017] In a particular implementation, a data storage sys-
tem is provided that includes a plurality of storage nodes,
where each node exists at a physical location having one or
more contexts. Interface mechanisms couple to each storage
node to communicate storage access requests with the
storage node. Data storage management processes select one
or more of the storage nodes to serve a data storage request
based at least in part upon the particular contexts associated
with each of the storage nodes.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1 illustrates a globally distributed storage
network in accordance with an embodiment of the present
invention.

[0019] FIG. 2 shows a networked computer environment
in which the present invention is implemented,

[0020] FIG. 3 shows a computing environment in which
the present invention is implemented at a different level of
detail;

[0021] FIG. 3 illustrates components of a RAIN element
in accordance with an embodiment of the present invention;
and

[0022] FIG. 4 and FIG. 5 show exemplary organizations
of the RAIN elements into a redundant array storage system.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0023] The present invention is directed to a globally
distributed data storage system and a method for managing
and using such a system. The system and method of the
present invention endeavor to optimize the storage contained
in a diverse collection of network-accessible storage nodes.
It optimizes access based on geography, bandwidth, latency,
interconnectedness, redundancy, expense, security, reliabil-
ity and/or other attributes associated with the physical
location and/or characteristics of the storage devices. The
present invention associates requirements placed on the data
with one or more sets of desired criteria, then selects
aggregate storage capacity having contexts that together
satisfy the criteria. The contexts are represented and com-
municated by the dynamic exchange of state information
between the storage nodes. Preferably, the invention is
implemented to enable migration of data fluidly within the
network of storage devices to maintain dynamic compliance
with the set of desired criteria.

[0024] The present invention is illustrated and described in
terms of a distributed computing environment such as an
enterprise computing system using public communication
channels such as the Internet. However, an important feature
of the present invention is that it is readily scaled upwardly
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and downwardly to meet the needs of a particular applica-
tion. Accordingly, unless specified to the contrary, the
present invention is applicable to significantly larger, more
complex network environments as well as small network
environments such as conventional LAN systems.

[0025] In the example of FIG. 1, sites 101-105 are glo-
bally distributed storage nodes, each implementing a quan-
tity of network accessible mass storage. Each site 101-105
implements one or more than one storage node where each
storage node is identified by an independent network address
and so is network accessible. Site 101 provides highly
connected, high speed, but relatively high cost storage. Site
101 is readily maintained and highly available, but may be
too expensive to house seldom used, replicated, or backup
data. Site 102 represents a high capacity, low cost storage
facility. Site 103 illustrates a highly secure, relatively expen-
sive storage facility located on the east cost of the United
States. All of sites 101-103 are subject to jurisdiction of the
United State, and each is individually subject to the juris-
diction of the various states, counties, cities or other munici-
palities in which they are physically located.

[0026] Site 104 represents a geographically remote, low
cost storage facility. While low cost, the geographic remote-
ness of site 104 may increase maintenance costs and imply
a lower level of network connectivity and availability. Site
105 illustrates a poorly connected storage site located in an
alternative jurisdiction that may provide inexpensive over-
head costs. Sites 104 and 105 are subject to the laws and
customs associated with their physical locations, which are
different than those associated with sites 101-103. Free
speech customs and laws in the various jurisdictions, for
example, may affect the types of data that can be stored at
any given location. Data storage and transport as well as
network connectivity may be taxed or otherwise regulated
differently between jurisdictions. Even within the United
States, as represented by storage nodes 101-103, varying
state jurisdictions may subject the data owner and/or data
user to varying state court jurisdictions and their associated
regulatory requirements.

[0027] The present invention enables a mechanism to
strategically select the storage location or locations suitable
for a specific task based on the varying characteristics
associated with these locations. For example, a primary
image of a frequently accessed data volume is suitable for
site 101. Site 102 may be more appropriate for personal
computer backup data—where access is less frequent, but
volume is large due to a large number of users. Site 103 may
be appropriate for financial records or medical data where
highly secure storage is required. Because of the lower cost
associated with site 104, it may be appropriate for storing
backup or replicated data images of data stored on sites
101-103, for example. Site 105 may be appropriate for
storing seldom used archival records. All of these examples
are illustrative only, as it is contemplated that every data
storage need will have its own set of desired performance
characteristics that will be satisfied by one, and often more
than one data storage location.

[0028] The present invention is directed to data storage on
a network 201 shown in FIG. 2. FIG. 2 shows an exemplary
internetwork environment 201 such as the Internet. The
Internet is a global internetwork formed by logical and
physical connection between multiple Wide Area Networks
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(WANSs) 203 and Local Area Networks (LANs) 204. An
Internet backbone 202 represents the main lines and routers
that carry the bulk of the traffic. The backbone is formed by
the largest networks in the system that are operated by major
Internet service providers (ISPs) such as GTE, MCI, Sprint,
UUNet, and America Online, for example. While single
connection lines are used to conveniently illustrate WAN
203 and LAN 204 connections to the Internet backbone 202,
it should be understood that in reality multi-path, routable
wired or wireless connections exist between multiple WANs
203 and LANSs 204. This makes an internetwork 201 such as
the Internet robust when faced with single or multiple failure
points.

[0029] It is important to distinguish network connections
from internal data pathways implemented between periph-
eral devices within a computer. A “network” comprises a
system of general purpose, usually switched, physical con-
nections that enable logical connections between processes
operating on nodes 105. The physical connections imple-
mented by a network are typically independent of the logical
connections that are established between processes using the
network. In this manner, a heterogeneous set of processes
ranging from file transfer, mail transfer, and the like can use
the same physical network. Conversely, the network can be
formed from a heterogeneous set of physical network tech-
nologies that are invisible to the logically connected pro-
cesses using the network. Because the logical connection
between processes implemented by a network is indepen-
dent of the physical connection, internetworks are readily
scaled to a virtually unlimited number of nodes over long
distances.

[0030] Incontrast, internal data pathways such as a system
bus, Peripheral Component Interconnect (PCI) bus, Intelli-
gent Drive Electronics (IDE) bus, Small Computer System
Interface (SCSI) bus, Fibre Channel, and the like define
physical connections that implement special-purpose con-
nections within a computer system. These connections
implement physical connections between physical devices
as opposed to logical connections between processes. These
physical connections are characterized by limited distance
between components, limited number of devices that can be
coupled to the connection, and constrained format of devices
that can be connected over the connection.

[0031] To generalize the above discussion, the term “net-
work™ as it is used herein refers to a means enabling a
physical and logical connection between devices that 1)
enables at least some of the devices to communicate with
external sources, and 2) enables the devices to communicate
with each other. It is contemplated that some of the internal
data pathways described above could be modified to imple-
ment the peer-to-peer style communication of the present
invention, however, such functionality is not currently avail-
able in commodity components. Moreover, such modifica-
tion, while useful, would fail to realize the full potential of
the present invention as storage nodes implemented across,
for example, a SCSI bus would inherently lack the level of
physical and topological diversity that can be achieved with
the present invention.

[0032] Referring again to FIG. 1, the present invention is
implemented by placing storage devices at nodes 105. The
storage at any node 105 may comprise a single hard drive,
may comprise a managed storage system such as a conven-
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tional RAID device having multiple hard drives configured
as a single logical volume, or may comprise any reasonable
hardware configuration in-between. Significantly, the
present invention manages redundancy operations across
nodes, as opposed to within nodes, so that the specific
configuration of the storage within any given node can be
varied significantly without departing from the present
invention.

[0033] Optionally, one or more nodes such as nodes 106
implement storage allocation management (SAM) processes
that manage data storage across multiple nodes 105 in a
distributed, collaborative fashion. SAM processes may be
implemented in a centralized fashion within special-purpose
nodes 106. Alternatively, SAM processes are implemented
within some or all of RAIN nodes 105. The SAM processes
communicate with each other and handle access to the actual
storage devices within any particular RAIN node 105. The
capabilities, distribution, and connections provided by the
RAIN nodes in accordance with the present invention enable
storage processes (e.g., SAM processes) to operate with
little or no centralized control for the system as whole.

[0034] One or more nodes such as nodes 207 implement
intelligent management processes in accordance with the
present invention—indicated as iRAIN processes 502 in
FIG. 5—that communicate with SAM processes 506 to
orchestrate data storage. The iRAIN processes may be
implemented in a centralized fashion within special-purpose
nodes 207. Alternatively, iRAIN processes may be imple-
mented within some or all of RAIN nodes 205/206. The
iRAIN processes communicate with SAM processes 206 to
access state information about the individual contexts asso-
ciated with the collection of RAIN storage nodes 505.

[0035] The network of storage nodes that in cooperation
with SAM processes orchestrate read and write tasks
amongst the nodes, together form what is referred to herein
as a “storage substrate”. The intelligent management pro-
cesses of the present invention operate to direct and con-
strain the operations of the storage substrate so as to satisfy
desired criteria specified for a particular storage task. Like
the SAM processes discussed above, the intelligent man-
agement processes may be implemented in a centralized
fashion in a single storage node or in a small number of
storage nodes 205. Alternatively, these intelligent manage-
ment processes may be implemented in all storage nodes
205.

[0036] FIG. 3 shows an alternate view of an exemplary
network computing environment in which the present inven-
tion is implemented. Internetwork 201 enables the intercon-
nection of a heterogeneous set of computing devices and
mechanisms ranging from a supercomputer or data center
301 to a hand-held or pen-based device 306. While such
devices have disparate data storage needs, they share an
ability to access data via network 201 and operate on that
data with their own resources. Disparate computing devices
including mainframe computers (e.g., VAX station 302 and
IBM AS/400 station 308) as well as personal computer or
workstation class devices such as IBM compatible device
303, Apple Macintosh device 304 and laptop computer 305
are readily interconnected via internetwork 201.

[0037] Internet-based network 313 comprises a set of
logical connections, some of which are made through inter-
network 201, between a plurality of internal networks 314.
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Conceptually, Internet-based network 313 is akin to a WAN
203 in that it enables logical connections between spatially
distant nodes. Internet-based networks 313 may be imple-
mented using the Internet or other public and private WAN
technologies including leased lines, Fibre Channel, and the
like.

[0038] Similarly, internal networks 214 are conceptually
akin to LANs 104 shown in FIG. 1 in that they enable
logical connections across more limited distances than those
allowed by a WAN 103. Internal networks 214 may be
implemented using LAN technologies including Ethernet,
Fiber Distributed Data Interface (FDDI), Token Ring,
Appletalk, Fibre Channel, and the like.

[0039] Each internal network 214 connects one or more
RAIN elements 215 to implement RAIN nodes 105. Each
RAIN element 215 comprises a processor, memory, and one
or more mass storage devices such as hard disks. RAIN
elements 215 also include hard disk controllers that may be
conventional EIDE or SCSI controllers, or may be managing
controllers such as RAID controllers. RAIN elements 215
may be physically dispersed or co-located in one or more
racks sharing resources such as cooling and power. Each
node 105 is independent of other nodes 105 in that failure or
unavailability of one node 105 does not affect availability of
other nodes 105, and data stored on one node 105 may be
reconstructed from data stored on other nodes 105.

[0040] The perspective provided by FIG. 2 is highly
physical and it should be kept in mind that physical imple-
mentation of the present invention may take a variety of
forms. The multi-tiered network structure of FIG. 2 may be
altered to a single tier in which all RAIN nodes 105
communicate directly with the Internet. Alternatively, three
or more network tiers may be present with RAIN nodes 105
clustered behind any given tier. A significant feature of the
present invention is that it is readily adaptable to these
heterogeneous implementations.

[0041] The specific implementation discussed above is
readily modified to meet the needs of a particular applica-
tion. Because the present invention uses network methods to
communicate with the storage nodes, the particular imple-
mentation of a storage node is largely hidden from the
devices accessing the storage nodes, making the present
invention uniquely receptive to modifications in node con-
figuration. For example, processor type, speed, instruction
set architecture, and the like can be modified easily and may
vary from node to node. The hard disk capacity and con-
figuration within RAIN elements 315 can be readily
increased or decreased to meet the needs of a particular
application. Although mass storage is implemented using
magnetic hard disks, other types of mass storage devices
such as magneto-optical, optical disk, digital optical tape,
holographic storage, atomic force probe storage and the like
can be used interchangeably as they become increasingly
available. Memory configurations including but not limited
to RAM capacity, RAM speed, and RAM type (e.g., DRAM,
SRAM, SDRAM) can vary from node to node making the
present invention incrementally upgradeable to take advan-
tage of new technologies and component pricing. Network
interface components may be provided in the form of
expansion cards coupled to a mother board 405 or built into
a motherboard 405 and may operate with a variety of
available interface speeds (e.g., 10 BaseT Ethernet, 100
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BaseT Ethernet, Gigabit Ethernet, 56K analog modem) as
well as provide varying levels of buffering and the like.

[0042] Specifically, it is contemplated that the processing
power, memory, network connectivity and other features of
the implementation shown in FIG. 4 could be integrated
within a disk drive controller and actually integrated within
the housing of a disk drive itself. In such a configuration, a
RAIN element 315 might be deployed simply by connecting
such an integrated device to an available network, and
multiple RAIN elements 315 might be housed in a single
physical enclosure.

[0043] Each RAIN element 315 may execute an operating
system. The particular implementations use a UNIX oper-
ating system (OS) or UNIX-variant OS such as Linux. It is
contemplated, however, that other operating systems includ-
ing DOS, Microsoft Windows, Apple Macintosh OS, 0S/2,
Microsoft Windows NT and the like may be equivalently
substituted with predictable changes in performance. More-
over, special purpose lightweight operating systems or micro
kernels may also be used, although cost of development of
such operating systems may be prohibitive. The operating
system chosen implements a platform for executing appli-
cation software and processes, mechanisms for accessing a
network, and mechanisms for accessing mass storage.
Optionally, the OS supports a storage allocation system for
the mass storage via the hard disk controller(s).

[0044] In the particular embodiment there is no centralized
storage controller required within a node 205 nor is a
centralized storage controller required for a group of nodes
205 connected via an internal network 314. This ensures that
each node 205 (i.e., each RAIN element 315) operates
independently. Conceptually, storage management is pro-
vided across an arbitrary set of nodes 205 that may be
coupled to separate, independent internal networks 315 via
internetwork 313. This increases availability and reliability
in that one or more internal networks 314 can fail or become
unavailable due to congestion or other events without affect-
ing the availability of data.

[0045] Various application software and processes can be
implemented on each RAIN element 315 to provide network
connectivity via a network interface 404 using appropriate
network protocols such as User Datagram Protocol (UDP),
Transmission Control Protocol (TCP), Internet Protocol
(IP), Token Ring, Asynchronous Transfer Mode (ATM), and
the like.

[0046] In the particular embodiments, the data stored in
any particular node 205 can be recovered using data at one
or more other nodes 205 using data recovery and storage
management processes. These data recovery and storage
management processes preferably execute on a node 206
and/or on one of the nodes 205 separate from the particular
node 205 upon which the data is stored. Conceptually,
storage management capabilities are provided across an
arbitrary set of nodes 205 that may be coupled to separate,
independent internal networks 315 via internetwork 313.
This increases availability and reliability in that one or more
internal networks 314 can fail or become unavailable—due
to congestion, changes in network topology, or other
events—without affecting the availability of data.

[0047] In an elemental form, each RAIN element 315 has
some superficial similarity to a network attached storage
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(NAS) device. However, because the RAIN elements 315
work cooperatively, the functionality of a RAIN system
comprising multiple cooperating RAIN elements 315 is
significantly greater than a conventional NAS device. Fur-
ther, each RAIN element preferably supports data structures
that enable read, write, and parity operations across nodes
205 (as opposed to within nodes 205). These data structures
enable operations akin to RAID operations because RAIN
operations are distributed across nodes and the nodes are
logically, but not necessarily physically connected. For this
reason, RAIN read, write, and parity operations are signifi-
cantly more fault tolerant, reliable, and efficient than those
operations as enabled by conventional RAID systems.

[0048] FIG. 5 shows a conceptual diagram of the rela-
tionship between the intelligent storage management pro-
cesses in accordance with the present invention, labeled
“iIRAIN” processes 502 in FIG. 5, with the underlying
storage substrate implemented by SAM processes 506 on
storage nodes 505. It should be understood that RAIN nodes
505, SAM processes 506, and iRAIN processes 502 are
preferably distributed processes that perform system opera-
tions in parallel. In other words, the physical machines that
implement these processes may comprise tens, hundreds, or
thousands of machines that communicate with each other via
network(s) 201 in a highly parallellized manner to perform
storage tasks.

[0049] A collection of RAIN storage elements 505 pro-
vides basic persistent data storage functions by accepting
read/write commands from external sources. Additionally,
RAIN storage elements communicate with each other to
exchange state information that describes, for example, the
particular context of each RAIN element 315 within the
collection 505.

[0050] A collection of SAM processes 506 provides basic
storage management functions using the collection of RAIN
storage nodes 505. The collection of SAM processes 506 is
implemented in a distributed fashion across multiple nodes
205/206. SAM processes 506 receive storage access
requests, and generate corresponding read/write commands
to members of the RAIN node collection 505. SAM pro-
cesses are, in the particular implementations, akin to RAID
processes in that they select particular RAIN nodes 315 to
provide a desired level of availability, reliability, redun-
dancy, and security using a variety of parity storage
schemes. SAM processes 506 provide a first level of data
management, but in general do not select particular storage
nodes 315 for a particular task based on context information.

[0051] The iRAIN processes 502, however, compare
desired criteria associated with a storage task with state
information describing the context of particular RAIN nodes
315 within a collection 505 to direct and constrain the SAM
processes 506. The collection of iRAIN processes 502 is
implemented in a distributed fashion across multiple nodes
205/206/207. The iRAIN processes 502 are coupled to
receive storage tasks from clients 501. Storage tasks may
involve storage allocation, deallocation, and migration, as
well as read/write/parity operations. Storage tasks are asso-
ciated with a specification of desired criteria that the storage
task should satisfy. For example, a storage task may be
associated with one or more criteria such as cost, availabil-
ity, jurisdictional, or security criteria. In operation, iRAIN
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processes 501 direct and constrain the operations of the
storage substrate to satisfy the desired criteria specified by a
particular storage task.

[0052] FIG. 6 illustrates an exemplary set of intelligent
management processes 501. These intelligent management
processes include processing requests for storage access,
identification and allocation or deallocation of storage
capacity, migration of data between storage nodes 205,
redundancy synchronization between redundant data copies,
and the like. Other processes include monitoring the politi-
cal, economic, and topological contexts of each storage node
205, generating storage tasks that reflect these changing
contexts, and the like. The iRAIN processes 502 preferably
abstract or hide the underlying configuration, location, cost,
and other context information associated with each RAIN
node 205 from data users. The iRAIN processes 501 also
enable a degree of fault tolerance that is greater than any
storage node in isolation as parity is spread out across
multiple storage nodes that are geographically, politically
and topologically dispersed depending on the desired crite-
ria.

[0053] As shown in FIG. 6, an interface or protocol 604
is used for requesting services or servicing requests from
clients 501, and for exchanging requests between iRAIN
processes 501, SAM processes 506, and storage nodes 505.
This protocol can be used between processes executing on a
single node, but is more commonly used between nodes
distributed across a network, typically the Internet. Storage
access requests indicate, for example, the type and size of
data to be stored, characteristic frequency of read and write
access, constraints of physical or topological locality, cost
constraints, and similar data that indicate desired data stor-
age criteria.

[0054] The iRAIN processes associate the desired criteria
with a storage request or a storage task as discussed here-
inbefore. The iRAIN processes 502 generate storage
requests to SAM processes 506 and/or storage nodes 505 to
implement the actual storage tasks. In generating these
storage requests, iIRAIN processes 502 use the desired
criteria to select which storage nodes exist in contexts that
satisfy the desired criteria. The current context of the storage
nodes is represented by state information held in the state
information data structure 503.

[0055] The connection between a storage task and the
desired criteria associated with that task is preferably per-
sistent in that the desired criteria remain associated with the
data for the lifetime of the data stored. This persistence
enables the iRAIN processes 502 to periodically, continu-
ously, or intermittently check to ensure that a storage task’s
desired criteria are being satisfied by the current context of
the nodes in which the data is stored. It is contemplated that
over time the desired criteria for a particular task may
change, or the contexts of the various storage nodes will
change, or both. Such changes can be detected by the iRAIN
processes 502 by comparing the desired criteria associated
with data to the current state information.

[0056] When changes result in a set of data stored in a
manner that is no longer consistent with the desired criteria
associated with it, the iRAIN process can generate storage
requests (e.g., read/write operations) to SAM processes 506
and/or RAIN nodes 505 that effect migration of data to
storage devices having contexts that satisfy the desired
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criteria. Changes can be detected reactively, as described
above, or proactively by including anticipatory state infor-
mation in the state information data structure. For example,
an impending hurricane may reduce the reliability and
availability contexts associated with storage nodes in the
hurricane’s path. IRAIN processes 501, when informed of
changes in this state information, can proactively move data
from storage nodes in the hurricane’s path before the event
actually affects availability.

[0057] SAM processes 506 also include processes to
implement high availability, high reliability data storage
such as that implemented by conventional RAID systems. In
one embodiment, the system in accordance with the present
invention defines multiple levels of RAID-like fault tolerant
performance across nodes in addition to fault tolerant func-
tionality within nodes. The HA/HR processes also include
methods to recreate data in the event of component failure
and to redirect requests for data access to available storage
nodes 105 in the event of failure, congestion, or other events
that limit data availability. Redundancy synchronization
processes manage storage capacity that is configured having
mirrored or parity copies to ensure that all read and write
operations are mirrored to all copies and/or parity data is
computed, stored, and/or checked and verified in conjunc-
tion with read/write accesses.

[0058] Allocation processes include processes for aggre-
gation of node storage to present a single collective storage
resource, and allocation of the aggregated storage to match
performance criteria specified in the request for data storage
access. Storage capacity in each storage node is character-
ized by such attributes as access speed, transfer rate, net-
work locality (i.e., network topological context), physical
locality, interconnectedness, security, reliability, political
domain, cost, or other attributes that are useful in discrimi-
nating the geographic, political, jurisdictional and topologi-
cal differences between storage nodes 105. Allocation table
502 includes a set of metadata describing these attributes for
some or all available RAIN elements 315. SAM allocation
processes analyze the desired performance characteristics
associated with the data and allocate capacity within a set of
RAIN elements 315 that satisfy, or closely satisfy, these
specified performance criteria.

[0059] In this manner, the intelligent storage management
solution in accordance with the present invention enables the
specifics of a data storage task to be separated from a wide
variety of data access concerns. The present invention
enables the dynamic configuration and selection of where
data is stored, how fault tolerantly it is stored, the dynamic
adjustment of the housing of data to minimize costs, and
maximizing the availability of the data. The present inven-
tion also enables the movement of data closer to its users or
consumers and automatic adaptation to networking condi-
tions or new network topologies. Moreover, the present
invention provides a system and methods that enable data
migration that remains compliant with changing jurisdic-
tional, political and social requirements.

[0060] Although the invention has been described and
illustrated with a certain degree of particularity, it is under-
stood that the present disclosure has been made only by way
of example, and that numerous changes in the combination
and arrangement of parts can be resorted to by those skilled
in the art without departing from the spirit and scope of the
invention, as hereinafter claimed.
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We claim:
1. A data storage system comprising:

a plurality of storage nodes, each node existing at a
physical location and having one or more associated
contexts

interface mechanisms coupled to each storage node for
communicating storage access requests with the stor-
age node; and

data storage management processes that select one or
more of the storage nodes to serve a data storage
request based at least in part upon the particular con-
texts associated with each of the storage nodes.

2. The system of claim 1 wherein the data storage
management processes comprise computer-implemented
processes executing in at least one of the storage nodes.

3. The system of claim 1 wherein the data storage
management processes comprise computer-implemented
processes executing in all of the storage nodes.

4. The system of claim 1 wherein the data storage requests
are associated with a set of desired criteria.

5. The system of claim 1 wherein the data storage requests
are associated with a set of desired criteria and the data
storage management processes comprise processes for
matching the desired criteria to the contexts of the storage
nodes.

6. The data storage system of claim 1 wherein the data
storage management processes present a unitary logical
volume of data storage to external devices generating the
storage access requests to the selected one or more storage
nodes.

7. The data storage system of claim 6 wherein the selected
one or more storage nodes are selected such that the contexts
associated with the unitary logical volume satisfies the
desired criteria associated with the one or more storage
nodes.

8. The data storage system of claim 1 wherein the context
comprises a political context.

9. The data storage system of claim 1 wherein the context
comprises an economic context.

10. The data storage system of claim 1 wherein the
context comprises a geographic context.

11. The data storage system of claim 1 wherein the context
comprises a network topological context.

12. The data storage system of claim 1 further comprising
encryption mechanisms coupled to the interface mecha-
nisms for encrypting storage access requests during com-
munication between nodes.

13. The data storage system of claim 1 further comprising
authentication mechanisms coupled to the interface mecha-
nisms for authenticating storage nodes before communicat-
ing storage requests.

14. A method of managing distributed data storage com-
prising the acts of:

providing a plurality of distributed storage nodes;
receiving a data storage task in one of the storage nodes;

determining desired criteria associated with the received
unit of data;

selecting one or more of the plurality of storage nodes
having an associated context satisfying the desired
criteria; and
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executing the storage task in the one or more selected

storage nodes.

15. The method of claim 14 wherein the selected storage
nodes comprise at least two storage nodes where neither of
the at least two storage nodes individually satisfy the desired
performance characteristics, but collectively the at least two
storage nodes satisfy the desired performance characteris-
tics.

16. The method of claim 14 wherein the selected storage
nodes comprise at least two storage nodes and the at least
two storage nodes are located in different geographical
locations.

17. The method of claim 14 wherein the selected storage
nodes comprise at least two storage nodes and the at least
two storage nodes are located in different areas of a single
data center.

18. The method of claim 14 wherein the selected storage
nodes comprise at least two storage nodes and the at least
two storage nodes are connected via different network
backbones in a single data center.

19. The method of claim 14 wherein the selected storage
nodes comprise at least two storage nodes and the at least
two storage nodes are located in different data centers.

20. The method of claim 14 wherein the selected storage
nodes comprise at least two storage nodes and the at least
two storage nodes are located in different cities.

21. The method of claim 14 wherein the selected storage
nodes comprise at least two storage nodes and the at least
two storage nodes are located in different political jurisdic-
tions.

22. The method of claim 14 wherein the selection is based
upon socio-economic attributes of the physical location of
the data storage node.

23. The method of claim 14 wherein the selecting step
further comprises matching the desired performance criteria
to a context associated with the one or more storage nodes.

24. The method of claim 14 wherein the act of storing
comprises storing the data according to a distributed parity
scheme analogous to parity distribution found in RAID
subsystems.

25. The method of claim 24 wherein the parity paradigm
comprises an N-dimensional parity mechanisms where “N”
is greater than three.

26. The method of claim 14 wherein the act of storing
comprises storing the data in a manner such that the data
stored in any one storage node cannot be used in any
meaningful fashion without the availability of some or all of
the data stored in other storage nodes.

27. A data storage service comprising:

receiving data storage access requests from a file system;

maintaining a state information data structure including
state information describing the contexts of a number
of network-accessible storage devices; and

using the state information to allocate capacity within the
network-accessible storage devices to handle the
received data storage request.
28. The data storage service of claim 27 wherein the act
of maintaining the state information data structure com-
prises:

detecting a change in state information associated with at
least one of the network-accessible storage devices; and
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updating the state information associated with the at least
one network-accessible storage device to include the
change in state information.
29. The data storage service of claim 27 further compris-
ing:
dynamically re-allocating capacity within the network-
accessible storage devices in response to detecting a
change in their associated contexts.
30. The data storage service of claim 29 wherein the
dynamic re-allocating is done in the absence of an externally
generated data storage access request.
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31. A method of transporting data from a source to a
destination comprising:

determining a context in which each network device that
must handle the data transport exists; and

selecting a set of network devices such that the data is
compliant with the context of each device that handles
the data transport.
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