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29. Additionally, regarding claims 12-13, 21-23, and 32-33, the use of a firewall to
permit or prevent a machine to access a network is considered to be admitted prior art
as Applicant did not traverse Examiner’'s assertion that such a feature is old and well-

known.

Claim Rejections - 35 USC § 103
30. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

31. Claims 1, 12-16, 22-26, and 32-35 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter "Elgamal”) in
view of Tsudik (Reference U) in further view of Ginter, et al. (US Patent No. 5,892,900,
hereinafter “Ginter”) and further in view of Hammersmith (US Patent Application
Publication No. 2003/0016821)
32. Regarding claims 1, 16, and 26 Elgamal discloses

establishing a secret key k(0) that is shared between a feedback module and the
vendor (Elgamal 2:1-15; 7:41-51; 8:5-20; 33:9-13);

establishing a key that is shared between a feedback module and the vendor, but

not communicating the key to the user (Elgamal 23:9-19; 28:38-40; 33:1-4);
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generating data, wherein the end user machine comprises the processor, the
software, the feedback module, and a database (Elgamal 3:29-4:67; 27:51-54; 28:41-
44; 33:24-32);

encrypting information to be transferred to the vendor using the key k(0) (Elgamal
Elgamal 28:41-44; 2:5-10; 7:2-8; 13:17-28; 14:65-68)

Elgamal further discloses the use of a MAC (message authentication code) to
verify the integrity of data that is to be transmitted and that the MAC includes a hash of
the data and a secret which can be a client write key, server write key, or a random
number (Elgamal 17:50-18:27).

Elgamal does not specifically disclose communicating a key k(0) to a user of the
software or generating a key known only to the user. Elgamal also does not explicitly
state that hash values used to verify the integrity of the data comprise a hash of the
data to be transmitted concatenated with the key of the client or server respectively, that
the encrypted data is stored at the client, or that the generated data is an identification
tag that identifies the software with the vendor.

Tsudik discloses the use of the secret prefix method of generating a MAC using a
hash function. Tsudik discloses that in this method, two principals agree on a secret,
S_ab for example, and when A sends a message M to B, it generates an MD4 hash of
S_ab concatenated to the beginning of the message such that HashValue =
MD4Hash(S_ab || M). The receiver would then use its knowledge of S_ab and the

received message to recompute the hash value and compare it to the received hash
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value to verify the integrity of the message (Tsudik p. 32, Protocol Description; pp. 33-
34 Secret Prefix).

Elgamal in view of Tsudik does not specifically disclose communicating a key
k(0) to a user of the software, generating a key known only to the user or that the
encrypted data is stored at the client. Elgamal in view of Tsudik further does not
specifically disclose that the generated data is an identification tag that identifies the
software with the vendor.

Ginter discloses the use of secure database keys generated in a user’'s PPE and
never exposed to the public in order to encrypt records stored in the PPE's secure
database (Ginter 222:50-61). Ginter further discloses storage of authentication values
(Ginter 245:55-62; 246:18-23, 27-50).

Elgamal in view of Tsudik in further view of Ginter does not specifically disclose
communicating a key k(0) to a user of the software.

Hammersmith discloses using one-time-pad encryption keys for encryption, and
providing a user with a display window that allows a user to track the current keys
(Hammersmith Paragraph 45).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time of the invention to modify the method of Elgamal to use the secret prefix method of
generating a message authentication code in order to produce unforgeable integrity
values without using encryption so as to provide increased speed by minimizing the use
of encryption software (Tsudik pp. 30-31 Motivation). Further, it would have been

obvious to one of ordinary skill in the art at the time of the invention to modify the
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method of Elgamal in view of Tsudik to include the user generating a secure database
key known only to the PPE and storing authentication values as disclosed in Ginter in
order to be able to securely store data that cannot be accessed by another party in a
database at the user’s device (Ginter 222:55-57). Finally, it would have been obvious to
one of ordinary skill in the art at the time of the invention to modify the method of
Elgamal in view of Tsudik in further view of Ginter to include allowing a user to track
keys as disclosed in Hammersmith in order to allow the use of one-time-use keys in
order to prevent data from being compromised if an encryption key is broken/guessed
(Hammersmith Paragraphs 4-6). Additionally, the description of the data in the claim as
being an “identification tag” is nonfunctional descriptive material as it only describes
stored data, and none of the method steps identify anything using the data.
Nonfunctional descriptive material does not serve to differentiate the claims from the
prior art. It has been held that where the printed matter is not functionally related to the
substrate, the printed matter will not distinguish the invention from the prior art in terms
of patentability .... [T]he critical question is whether there exists any new and unobvious
functional relationship between the printed matter and the substrate (/n re Gulack, 217
USPQ 401 (Fed. Cir. 1983), In re Ngai, 70 USPQ2d (Fed. Cir. 2004), In re Lowry, 32
USPQ2d 1031 (Fed. Cir. 1994); MPEP 2106.01 Il). Further, the limitation that the
identification tag "...identifies the software with the vendor" is a statement of the
intended use of the data. Recitations of intended use do not serve to differentiate the
claims from the prior art. MPEP §2106 Il C states that language that suggests or makes

optional but does not require steps to be performed or does not limit a claim to a
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particular structure does not limit the scope of a claim or claim limitation. An example of

such language includes statements of intended use or field of use (MPEP §2106 Il C).

33. Regarding claims 12-13, 21-23, and 32-33, Elgamal discloses that a
communication network is disposed between the end user machine and the vendor, and
permitting the user’'s machine to access the communication network (Elgamal Abstract
3:24-45; 4:6-12; 5:44-50),

Elgamal does not specifically disclose that an application firewall is disposed
between the end user machine and the communication network, that said permitting is
controlled by the application firewall, or preventing the software from accessing the
communication network, said preventing being controlled by the application firewall.

However, the use of a firewall to permit or prevent a machine to access a
network is old and well-known. Therefore, it would have been obvious to one of ordinary
skill in the art at the time of the invention to modify the method of Elgamal in view of
Tsudik in further view of Ginter, in further view of Hammersmith to employ a firewall to
control access of client machines to a network in order to prevent unauthorized or
excessive use of the network.

34. Regarding claims 14, 24, and 34, Elgamal discloses the method of claim 12,
wherein the communication network comprises the Internet (Elgamal 3:24-45; 4:6-12;
5:44-50).

35. Regarding claims 15, 25, and 35, Elgamal in view of Tsudik in further view of

Ginter does not specifically disclose that the identification tag is selected from the group
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consisting of a serial number of the software, a version number of the software and a
combination of the serial number of the software and the version number of the
software.

However, as the description of the identification tag does not affect the method
steps, this is directed towards nonfunctional descriptive material and thus does not
serve to differentiate the claims from the prior art. It has been held that where the
printed matter is not functionally related to the substrate, the printed matter will not
distinguish the invention from the prior art in terms of patentability .... [T]he critical
question is whether there exists any new and unobvious functional relationship between
the printed matter and the substrate (/n re Gulack, 217 USPQ 401 (Fed. Cir. 1983), In re
Ngai, 70 USPQ2d (Fed. Cir. 2004), In re Lowry, 32 USPQ2d 1031 (Fed. Cir. 1994);

MPEP 2106.01 II).

36. Claims 2-11, 17-21, and 27-31 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Elgamal in view of Tsudik, in further view of Ginter, in further view of
Hammersmith, and further in view of Wheeler (US Patent Application Publication No.
2005/0182932, hereinafter “Wheeler”).

37. Regarding claims 2, 3, 17, 18, 27 and 28, Elgamal discloses storing keys in a
database at the user terminal (Elgamal 8:33-53; 16:23-28), Tsudik discloses the use of
the secret prefix method of generating a MAC using a hash function such that

HashValue = MD4Hash(S_ab || M) (Tsudik p. 32, Protocol Description; pp. 33-34 Secret
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Prefix), and Ginter discloses discloses storage of authentication values (Ginter 245:55-
62; 246:18-23, 27-50).

Elgamal in view of Tsudik in further view of Ginter, in further view of
Hammersmith does not specifically disclose generating a series of keys in which a new
key is generated by hashing the last key and using the keys to generate a series of
hash values.

Wheeler discloses computing a series of keys used to encrypt blocks of data and
generate a series of HMAC values, where the recipient both verifies the received keys
and the received MAC, and that each key in this series of keys is generated by hashing
the key that as generated before it in the series (Wheeler Paragraphs 49-50, 55-59, 66-
68).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time of the invention to modify the method of Elgamal in view of Tsudik in further view of
Ginter, in further view of Hammersmith to include computing a series of keys used to
encrypt blocks of data as disclosed in Wheeler in order to allow the data to be
transferred using broadcast transmission (Wheeler Paragraph 53).

38. Regarding claims 4-6, 19-21, and 29-31,Elgamal discloses generating a key by
the user terminal that is used for encryption by the vendor (Elgamal 23:9-19; 28:38-40;
33:1-4) and encrypting information and transferring it to the vendor (Elgamal 2:5-10;
7:2-8; 8:9-11; 7:62-8:4; 13:17-28; 14:65-68). Wheeler further discloses computing a
series of keys used to encrypt blocks of data and generate a series of HMAC values,

where the recipient both verifies the received keys and the received MAC, and that each
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key in this series of keys is generated by hashing the key that as generated before it in
the series (Wheeler Paragraphs 49-50, 55-59, 66-68).

39. Regarding claims 7 and 10 Elgamal discloses the use of a MAC (message
authentication code) to verify the integrity of data and that the MAC includes a hash of
the data as well as a secret which can be a client write key, server write key, or a
random number (Elgamal 17:50-18:27). Ginter discloses the use of secure database
keys generated in a user's PPE and never exposed to the public in order to encrypt
records stored in the PPE's secure database (Ginter 222:50-61). Ginter further
discloses storage of authentication values (Ginter 245:55-62; 246:18-23, 27-50).

40. Regarding claims 8-9 and 11, Wheeler discloses computing a series of keys
used to encrypt blocks of data and generate a series of HMAC values, where the
recipient both verifies the received keys and the received MAC, and that each key in
this series of keys is generated by hashing the key that as generated before it in the
series (Wheeler Paragraphs 49-50, 55-59, 66-68). Wheeler discloses verifying whether
a received key is valid by comparing the received key to a key independently generated

by the recipient by hashing the previously received key (Wheeler Paragraph 57).

Conclusion
41.  Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37

CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Mohammad A. Nilforoush whose telephone number is
(571)270-5298. The examiner can normally be reached on Monday-Thursday 8 am - 5
pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Calvin Hewitt can be reached on (571)272-6709. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/M. A. N./
Examiner, Art Unit 3685

/Calvin L Hewitt Il/
Supervisory Patent Examiner, Art Unit 3685
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Applicant(s): Vijil Enara Chenthamarakshan Group Art Unit: 3685 / Conf. # 7235
Application No.: 11/325,719 Examiner: Nilforoush, Mohammed A.
Filing Date: 01/05/2006 Docket No.: IN920050028US1

Title: SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES
RECEIVED FROM SOFTWARE

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

OFFICE ACTION RESPONSE

Sir:

This communication is in response to the Office Action mailed April 1, 2009.
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In the Specification:

Replacement sheet for Sheet 5 of the drawings is included herewith.
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In the Specification:

The paragraph beginning on page 12, line 17 is amended as follows:

FIG. 5 is a flow charting depicting steps 41 and 42 of FIG. 4, wherein steps 41-42
generate the secret keys k(0) and n(0) (step 41) and s(0) (step 42). The flow chart of FIG. 5
comprises steps 51-55. Step 51 generates the secret keys k(0) and n(0). Step 52 sends the

generated secret keys k(0) and n(0) to the vendor 18 securely and communicates the secret key

k(0) to the user 19 but does not communicate the secret key n(0) to the user 19. Step 53 prompts

the user 19 for a password “P”. Step 54 generates the secret key s(0) as a hash of the password P

(i.e., as Hash(P)). Step 55 sendst(0)andn{0) communicates the secret key s(0) to the vendor18

seeurely user 19, but does not communicate the secret key s(0) to the vendor 18. Altheugh-FIG-

S/N: 11/325,719 3



In the Claims:

Please cancel claims 14, 24, and 34. Please amend claims 1-4, 8-9, 11, 16-19, and 26-29.

The claims are as follows:

1. (Currently amended) A method for processing feedback entries received from software, said
software provided by a vendor to an end user machine;said-end-usermachine-comprising-the
software;a-feedback-moduleand-a-database, wherein a concatenation operator || is defined such
that A || B denotes a concatenation of strings A and B, wherein E(K,X) defines a symmetric key
encryption of a parameter X using a key K, wherein Hash(Y) defines a one way hash function of
a parameter Y, and wherein said method comprises eomprising;as-performed-by-the feedbaek
medule:

establishing generating a secret key k(0) and that is shared between a feedback module

and the vendor and communicating making the key k(0) known to beth-the-vendor-and a user of
the software;

establishing generating a secret key n(0) and that is shared between the feedback module

and the vendor but not communicating making the key n(0) knewn-to-the-vendorbut-net to the

user;

a processor, via execution of a feedback module. generating an identification tag FE(0)

that identifies the software with the vendor, wherein the end user machine comprises the

processor, the software, the feedback module, and a database;

said processor, via execution of the feedback module, generating a secret key s(0) and

making communicating the key s(0) knews to the user but not to the vendor;

said processor, via execution of the feedback module, generating an encryption Eyg of

S/N: 11/325,719 4



[[an]] the identification tag FE(0) using the secret key k(0) such that Eyo= E(k(0),FE(0));

said processor, via execution of the feedback module, generating a parameter Hpg using

the secret key n(0) such that Hyo = Hash(n(0) || Exo);

said processor, via execution of the feedback module, generating a parameter Hyo using

the secret key s(0) such that Hgo = Hash(s(0) || Exo);

said processor, via execution of the feedback module, sending Exo, Hpo, and Hy to the

database; and

said processor, via execution of the feedback module, sending Eyo and Hyg to the vendor.

2. (Currently amended) The method of claim 1, said method comprising;-as-performed-by-the

feedbaclmodule:

said processor, via execution of the feedback module, generating keys k(1), n(1), and s(1)
such that k(1) = Hash(k(0)), n(1) = Hash(n(0)), and s(1) = Hash(s(0)); and

said processor, via execution of the feedback module, sending k(1), n(1), and s(1) to the

database.

3. (Currently amended) The method of claim‘2, said method comprising;as-performed-by-the

feedback-medule; said processor, via execution of the feedback module, receiving N feedback

entries from the software and processing the N feedback entries, said N feedback entries denoted
as FE(1), ..., FE(N), said N at least 1, said processing the feedback entry FE(i) for each of i =1,
..., N comprising:

calculating parameters Ey;, Hp;, and Hg; such that Ey; = E(k(i), FE(1)), Hy; = Hash(n(i) ||

Eki), and Hsi = Hash(s(i) H Eki);
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writing Ey;, Hy;, and Hg; to the database;

said processor, via execution of the feedback module, generating keys k(i+1), n(i+1), and

s(i+1) such that k(i+1) = Hash(k(i)), n(i+1) = Hash(n(i)), and s(i+1) = Hash(s(i)); and
replacing keys k(i), n(i), and s(i) in the database with keys k(i+1), n(i+1), and s(i+1),
wherein after said processing the N feedback entries, the database comprises k(N+1),

n(N+1), and s(N+1).

4. (Currently amended) The method of claim 3, said method comprisings-as-performed-by-the

feedbaek-meodule; said processor, via execution of the feedback module, synchronizing content

of the database with the vendor, said synchronizing comprising sending to the vendor: (Ey; , Hpi, 1

=M, ..., N) and E(k(N+1), n(N+1)), wherein 1 <M <N.

5. (Original) The method of claim 4, wherein M=1.

6. (Original) The method of claim 4, wherein M>1.

7. (Original) A validation method for validating the N feedback entries resulting from
performance of the method of claim 4, said validation method comprising verifying, by the
vendor, an integrity of the N feedback entries received by the vendor as a result of said sending

to the vendor: ((Exi, Hpj), 1=M, ..., N) and E(k(N+1), n(N+1)), wherein 1 <M <N.

8. (Currently amended) The validation method of claim 7, wherein said verifying comprises:

setting 1 = 0 and H(0) = n(0);
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executing iterations i= 0, 1, ..., N of a loop, wherein executing each iteration 1 of the
loop comprises: setting H'y; = Hash(H(i) || Ex;); determining [[if]] that H'y; = Hy; is-true; and i
H';=H,-is-determined-to-be-true-then responsive to said determining that H'y; = Hy;, setting

H(i+1) = Hash(H()) and k(i+1) = Hash(k(i)); otherwise-ascertaining that a-firstintegrity failure

oceurred-then after said executing:

decrypting E(k(N+1), n(N+1)) using key k(N+1) to infer n(N+1);

determining [[if]] that n(N+1) = H(N+1) is—tme, and

HFaN+D=HMN=+D-has-been-determined-to-be-true-then responsive to said
determining that n(N+1) = H(N+1), ascertaining that the integrity of the N feedback
entries received by the vendor has been verified;-otherwise-aseertaining-that-a-second

9. (Currently amended) The validation method of claim 7, wherein the validation method further
comprises, as performed by the vendor prior to said verifying:

calculating H'yp = Hash(n(0) || Exo);

determining [[if]] that H'yo = Hyo is-true; and

i—f—H:Lﬁ;‘“

otherwise responsive to said determining that H'yg = Hpg, decrypting Ey, to infer FE(0) and

recording that the database is set.
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10. (Original) A validation method for validating the N feedback entries resulting from
performance of the method of claim 3, said validation method comprising verifying, by the user,
an integrity of the N feedback entries in the database as a result of writing ((Eyi, Hpi, Hs;), i= 1,

..., N) to the database.

11. (Currently amended) The validation method of claim 10, wherein said verifying comprises:
setting i = 0 and S(0) = s(0);
executing iterations i =0, 1, ..., N of a loop, wherein executing each iteration i of the
loop comprises: setting H's; = Hash(S(i) || Ex;); determining [[if]] that H's; = Hg; is-trae; and #H.;
=H,-is-determined-to-be-true-then responsive to said determining that H's; = Hg, setting S(i+1) =

Hash(S(1))

oceurred-then after said executing:
determining [[if]] that S(ON+1) = s(N+1); and
HSN+H—=sN+D-has-been-determined-to-be-true-then responsive to said
determining that S(N+1) = s(N-+1), ascertaining that the integrity of the N feedback

entries in the database has been verifiedsotherwise-ascertaining that a-second-integrity
failure has-oceurred.

12. (Original) The method of claim 1, wherein a communication network is disposed between the
end user machine and the vendor, wherein an application firewall is disposed between the end

user machine and the communication network, and wherein the method further comprises
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permitting the feedback module to access the communication network, said permitting being

controlled by the application firewall.

13. (Original) The method of claim 12, wherein the method further comprises preventing the
software from accessing the communication network, said preventing being controlled by the

application firewall.

14. (Original) The method of claim 12, wherein the communication network comprises the

Internet.

15. (Original) The method of claim 1, wherein the identification tag is selected from the group
consisting of a serial number of the software, a version number of the software and a

combination of the serial number of the software and the version number of the software.

16. (Currently amended) A computer program product, comprising a computer usable readable

storage medium having a computer readable program code embedied stored therein, execution of

said computer readable program code eomprising-an-algorithm-adapted causing a processor to

implement a method for processing feedback entries received from software, said software

provided by a vendor to an end user machine;-said-end-usermachine-comprising-the-seftware;a

feedback-module;and-a-database, wherein a concatenation operator || is defined such that A || B
denotes a concatenation of strings A and B, wherein E(K,X) defines a symmetric key encryption

of a parameter X using a key K, wherein Hash(Y) defines a one way hash function of a
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parameter Y, and wherein said method comprises eemprising;as-performed-by-the feedback
module:

establishing senerating a secret key k(0) and that is shared between a feedback module

and the vendor and communicating making the key k(0) knews to beth-the-vendorand a user of

the software;

establishing generating a secret key n(0) and that is shared between the feedback module

and the vendor but not communicating making the key n(0) knewn-te-the-venderbutnet to the
user;

said processor, via execution of a feedback module, generating an identification tag FE(0)

that identifies the software with the vendor, wherein the end user machine comprises the

processor, the software, the feedback module, and a database:

said processor, via execution of the feedback module, generating a secret key s(0) and

malking communicating the key s(0) knews to the user but not to the vendor;

said processor, via execution of the feedback module, generating an encryption Eyg of

[[an]] the identification tag FE(0) using the secret key k(0) such that Exy = E(k(0),FE(0));

said processor, via execution of the feedback module, generating a parameter Hyo using

the secret key n(0) such that Hyo = Hash(n(0) || Exo);

said processor, via execution of the feedback module, generating a parameter Hg, using

the secret key s(0) such that Hyy = Hash(s(0) || Exo);

said processor, via execution of the feedback module, sending Eyg, Hyg, and Hg to the

database; and

said processor, via execution of the feedback module, sending Ex¢ and Hyo to the vendor.
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17. (Currently amended) The computer program product of claim 16, said method comprising;-as

performed by the feedback-module:

said processor, via execution of the feedback module, generating keys k(1), n(1), and s(1)
such that k(1) = Hash(k(0)), n(1) = Hash(n(0)), and s(1) = Hash(s(0)); and

said processor, via execution of the feedback module, sending k(1), n(1), and s(1) to the

database.

18. (Currently amended) The computer program product of claim 17, said method comprisings-as

performed-by-the-feedbaclk-module; said processor, via execution of the feedback module,

receiving N feedback entries from the software and processing the N feedback entries, said N
feedback entries denoted as FE(1), ..., FE(N), said N at least 1, said processing the feedback
entry FE(i) for each of i=1, ..., N comprising:

calculating parameters Ey;, Hp;, and Hg such that Ey; = E(k(i), FE(1)), Hyi = Hash(n(i) ||
Eii), and Hg; = Hash(s() || Exi);

writing Ey, Hy;, and Hg to the database;

generating keys k(i+1), n(i+1), and s(i+1) such that k(i+1) = Hash(k(i)), n(i+1) =
Hash(n(i)), and s(i+1) = Hash(s(1)); and

replacing keys k(i), n(i), and s(i) in the database with keys k(i+1), n(i+1), and s(i+1),

wherein after said processing the N feedback entries, the database comprises k(N+1),

n(N+1), and s(N+1).

19. (Currently amended) The computer program product of claim 18, said method comprisings-as

performed-by-thefeedback-module; said processor, via execution of the feedback module,
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synchronizing content of the database with the vendor, said synchronizing comprising sending to

the vendor: (Eyi , Hpi, 1=M, ..., N) and E(k(N+1), n(N+1)), wherein 1 <M <N.
20. (Original) The computer program product of claim 19, wherein M=1.
21. (Original) The computer program product of claim 19, wherein M>1.

22. (Origiﬁal) The computer program product of claim 16, wherein a communication network is
disposed between the end user machine and the vendor, wherein an application firewall is
disposed between the end user machine and the communication network, and wherein the
method further comprises permitting the feedback module to access the communication network,

said permitting being controlled by the application firewall.
23. (Original) The computer program product of claim 22, wherein the method further comprises
preventing the software from accessing the communication network, said preventing being

controlled by the application firewall.

24. (Original) The computer program product of claim 22, wherein the communication network

comprises the Internet.

25. (Original) The computer program product of claim 16, wherein the identification tag is

selected from the group consisting of a serial number of the software, a version number of the
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software and a combination of the serial number of the software and the version number of the

software.

26. (Currently amended) A process for deploying (or integrating) computing infrastructure, said
process comprising integrating computer-readable code into a computing system, wherein the
code in combination with the computing system is capable of performing a method for

processing feedback entries received from software, said software provided by a vendor to an

end user machine
database, wherein a concatenation operator || is defined such that A || B denotes a concatenation
of strings A and B, wherein E(K,X) defines a symmetric key encryption of a parameter X using
a key K, wherein Hash(Y) defines a one way hash function of a parameter Y, and wherein said

method comprises eemprising;-as-performed-by-the feedback-meodule:
module: '

establishing generating a secret key k(0) and that is shared between a feedback module

and the vendor and communicating making the key k(0) knewn to beth-the-vendor-and a user of

the software;

establishing generating a secret key n(0) and that is shared between the feedback module

and the vendor but not communicating making the key n(0) known-to-the-vender-butnet to the
user;

a processor, via execution of a feedback module, generating an identification tag FE(Q)

that identifies the software with the vendor, wherein the end user machine comprises the

processor, the software, the feedback module, and a database:

said processor, via execution of the feedback module, generating a secret key s(0) and
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making communicating the key s(0) krews to the user but not to the vendor;

said processor, via execution of the feedback module, generating an encryption Eyg of

[[an]] the identification tag FE(0) using the secret key k(0) such that Eyo= E(k(0),FE(0));

said processor, via execution of the feedback module, generating a parameter Hy using

the secret key n(0) such that Hyo = Hash(n(0) || Exo);

said processor, via execution of the feedback module, generating a parameter Hy using

the secret key s(0) such that Hg = Hash(s(0) || Exo);

said processor, via execution of the feedback module, sending Exg, Hyo, and Hg to the

database; and

said processor, via execution of the feedback module, sending Eyxand Hpyg to the vendor.

27. (Currently amended) The process of claim 26, said method comprisings-as-performed-by-the
feedbackmodule:

said processor, via execution of the feedback module, generating keys k(1), n(1), and s(1)

.such that k(1) = Hash(k(0)), n(1) = Hash(n(0)), and s(1) = Hash(s(0)); and

said processor, via execution of the feedback module, sending k(1), n(1), and s(1) to the

database.

28. (Currently amended) The process of claim 27, said method comprising, as-performed-by-the

feedback-medule; said processor, via execution of the feedback module, receiving N feedback
entries from the software and processing the N feedback entries, said N feedback entries denoted
as FE(1), ..., FE(N), said N at least 1, said processing the feedback entry FE(i) for each of i=1,

..., N comprising:
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calculating parameters Ex;, Hpi, and Hg; such that Ey; = E(k(1), FE(1)), Hy; = Hash(n(i) ||
Exi), and Hgi = Hash(s(i) || Ex);

writing Ey;, Hpi, and Hg; to the database;

generating keys k(i+1), n(i+1), and s(i+1) such that k(i+1) = Hash(k(i)), n(i+1) =
Hash(n(i)), and s(i+1) = Hash(s(i)); and

replacing keys k(i), n(i), and s(i) in the database with keys k(i+1), n(i+1), and s(i+1),

wherein after said processing the N feedback entries, the database comprises k(N+1),

n(N+1), and s(N+1).

29. (Currently amended) The process of claim 28, said method comprising;as-performed-by-the

feedback-module; said processor, via execution of the feedback module, synchronizing content

of the database with the vendor, said synchronizing comprising sending to the vendor: (Ey; , Hy;, 1

=M, ..., N) and E(k(N+1), n(N+1)), wherein 1 <M <N.

30. (Original) The process of claim29, wherein M=1.

31. (Original) The process of claim 29, wherein M>1.

32. (Original) The process of claim 26, wherein a communication network is disposed between
the end user machine and the vendor, wherein an application firewall is disposed between the
end user machine and the communication network, and wherein the method further comprises

permitting the feedback module to access the communication network, said permitting being

controlled by the application firewall.
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33. (Original) The process of claim 32, wherein the method further comprises preventing the
software from accessing the communication network, said preventing being controlled by the

application firewall.

34. (Original) The process of claim 32, wherein the communication network comprises the

Internet.
35. (Original) The process of claim 26, wherein the identification tag is selected from the group

consisting of a serial number of the software, a version number of the software and a

combination of the serial number of the software and the version number of the software.
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REMARKS

Applicant has amended claims 1-4, 8-9, 11, 16-19, and 26-29, and has cancelled claims
14, 24, and 34, during prosecution of this patent application. Applicant is not conceding in this
patent application that the subject matter encompassed by said amended and cancelled claims are
not patentable over the art cited by the Examiner, since the claim amendments and cancellations
are only for facilitating expeditious prosecution of this patent application. Applicant respectfully
reserves the right to pursue the subject matter encompassed by said amended and cancelled
claims, and to pursue other claims, in one or more continuations and/or divisional patent
applications.

Applicant has amended the drawings, the specification, and the claims without adding
new matter as explained infra.

The Examiner rejected claims 1-35 under 35 U.S.C. § 101 because the claimed invention
is allegedly directed to non-statutory subject matter.

The Examiner rejected claims 1-35 under 35 U.S.C. § 112, second paragraph, as being
indefinite for allegedly failing to particularly point out and distinctly claim the subject matter
which applicant regards as the invention.

The Examiner rejected claims 1, 12-16, 22-26 and 32-35 under 35 U.S.C. § 103(a) as
allegedly being unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter
“Elgamal”) in view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No.
5,892,900, hereinafter “Ginter”).

The Examiner rejected claims 2-11, 17-21 and 27-31 under 35 U.S.C. § 103(a) as

allegedly being unpatentable over Elgamal in view of Tsudik, in further view of Ginter and
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further in view of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter
“Wheeler™).
Applicant next provides support for the amendment of the drawings, specification, and

the claims, and also respectfully traverses the § 101, § 112 and § 103 rejections.
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Support For the Amendment of the Drawings and Specification and Claimd

Applicant has amended the drawings and the specification without adding new matter.

Amendment of the Drawings

Step 55 in FIG. 5 has been amended to recite: “MAKE s(0) KNOWN TO USER” to
correct a clerical error in the originally filed FIG. 5.

The amendment of step 55 in FIG. 5 is supported by the following text in the originally
filed claim 1: “generating a secret key s(0) and making the key s(0) known to the user”. The text
| “generating a secret key s(0)” is implemented in step 54 and the text “making the key s(0) known
to the user” is implemented in the amended step 55 by reciting that the key s(0) is communicated

to the user.

Amendment of the Specification

The paragraph beginning on page 12, line 17 includes the following amended text: “Step
51 generates the secret keys k(0) and n(0). Step 52 sends the generated secret keys k(0) and n(0)

to the vendor 18 securely and communicates the secret key k(0) to the user 19 but does not

communicate the secret key n(0) to the user 197, which is supported by the following text in the
originally filed claim 1: “generating a secret key k(0) and making the key k(0) known to both the
vendor and a user of the software; generating a secret key n(0) and making the key n(0) known to

the vendor but not to the user”.

The paragraph beginning on page 12, line 17 includes the following amended text: “Step

54 generates the secret key s(0) as a hash of the password P (i.e., as Hash(P)). Step 55 sendsk(6}
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and-n(0) communicates the secret key s(0) to the vender18-seeurely user 19, but does not

communicate the secret key s(0) to the vendor 18.”, which is supported by the following text in

the originally filed claim 1: “generating a secret key s(0) and making the key s(0) known to the

user but not to the vendor™.

Amendment of the Claims

Claims 1, 16, and 26 have been amended to include the following text: “establishing a
secret key k(0) that is shared between a feedback module and the vendor and communicating the
key k(0) to a user of the software”, which is supported in the specification, page 11, lines 21-22
(“the feedback module 14 establishes two Secret keys, namely k(0) and n(0), that are shared
between the feedback module 14 and the vendor 18”) and the following text in the originally
filed claim 1: “generating a secret key k(0) and making the key k(0) known to both the vendor
and a user of the software”.

Claims 1, 16, and 26 have been amended to include the following text: “establishing a
secret key n(0) that is shared between the feedback module and the vendor but not
communicating the key n(0) to the user”, which is supported in the specification, page 11, lines
21-22 (“the feedback module 14 establishes two secret keys, namely k(0) and n(0), that are
shared between the feedback module 14 and the vendor 18”) and the following text in the
originally filed claim 1: “generating a secret key n(0) and making the key n(0) known to the
vendor but not to the user”.

Claims 1, 16, and 26 have been amended to include the following text: “a processor, via
execution of a feedback module, generating an identification tag FE(O) that identifies the |

software with the vendor”, which is supported in the specification, page 11, lines 20-22 (“The
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feedback module 14 also generates an identification tag, denoted illustratively as FBM_ID, that
helps in uniquely identifying this installation of the software 13 with the vendor 18”) and page
13, lines 10-11 (“the feedback module 14 sets parameter FE(0) equal to the identification tag
denoted illustratively as FBM_ID”).

Claims 1, 16, and 26 have been amended to include the following text: “said processor,
via execution of the feedback module, generating a secret key s(0) and communicating the key
s(0) to the user but not to the vendor”, which is supported in the specification, page 12, lines 13-
15 (“In step 42 of FIG. 4, the feedback module 14 generates a secret key s(0) for use between the
user 19 and the feedback module 14. The feedback module 14 discloses the secret key s(0) to
the user 19.”) and the following text in the originally filed claim 1: “generating a secret key s(0)

and making the key s(0) known to the user but not to the vendor”.
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35 U.S.C. § 101: Claims 1-35

The Examiner rejected claims 1-35 under 35 U.S.C. § 101 because the claimed invention

is allegedly directed to non-statutory subject matter.

The Examiner argues that independent claims 1 and 26 fail to meet the test for statutory
subject matter under 35 U.S.C. § 101 as set forth in In re Bilski, 545 F.3d 943 (Fed. Cir. 2008)
(en banc).

In response, claim 1 and 26 have been amended to recite individual steps being
performed by a particular machine, namely a processor of an end user machine, in compliance
with the machine prong of the machine-or-transformation test set forth by the Federal Circuit in

In re Bilski, 545 F.3d 943 (Fed. Cir. 2008) (en banc).

The Examiner argues that independent claims 1, 16, and 26 describe a purely abstract
process, namely “a process consisting solely of mathematical operations, i.e., converting one set of
numbers into another set of numbers”.

In response, Applicant respectfully points out that claims 1 and 26 do not recite a purely
abstract process, because claims 1 and 26 recite a tangible result in the steps of “sending Eyg, Hyo,
and Hy to the database; and ... sending Ex and Hyg to the vendor” which do not include

“mathematical operations, i.e., converting one set of numbers into another set of numbers”.
With respect to claim 16, the Examiner argues: “Claim 16 recites "A computer program

product, comprising a computer usable medium having a computer readable program code

embodied therein. However, this is merely software, and it has been held that software without a
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required computer-readable medium storing software that, when executed, causes the computer
to perform a particular process or method (MPEP 2106.01) is merely nonfunctional descriptive
material and non-statutory under 35 U.S.C. 101.”

In response, Applicant has amended claim 16 as follows: “A computer program product,

comprising a computer usable readable storage medium having a computer readable program

~ code embedied stored therein, execution of said computer readable program code eomprisingan

algorithm-adapted causing a processor to implement a method for ...”, which recites that

computer readable program code is stored on a computer readable storage medium and that

execution of the program code causes a processor to implement a method.

Based on the preceding arguments, Applicant respectfully requests that the rejection of

claims 1-35 under 35 U.S.C. § 101 be withdrawn.
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35 U.S.C. § 112, Second Paragraph: Claims 1-35

The Examiner rejected claims 1-35 under 35 U.S.C. § 112, second paragraph, as being
indefinite for allegedly failing to particularly point out and distinctly claim the subject matter

which applicant regards as the invention.

The Examiner argues: “Claims 1, 16, and 26 recite "...making the key n(0) known to the
vendor but not to the user..." However, the claims also previously recite "...said end user machine
comprising the software, a feedback module, and a database... said method comprising ,as
performed by the feedback module..." Thus, the claim recites that the steps of the method,
including the step of "...generating a secret key n(0)..." are performed by a feedback module on
the end user machine. It is unclear to one of ordinary skill how the secret key n(0) is not known
to the user when it is generated by the end user machine.”

In response, Applicant asserts that the pertinent feature in claims 1, 16, and 26 is
“establishing a secret key n(0) that is shared between the feedback module and the vendor but
not communicating the key n(0) to the user”. Applicants assert that the specification does not
disclose that the user has access to n(0). Furthermore, even if the user has access to n(0), the
specification does not disclose that the user has actually accessed n(0). Therefore, it is clear that
the limitation of “establishing a secret key n(0) that is shared between the feedback module and

the vendor” is not inconsistent with the secret key n(0) not being communicated to the user.
The Examiner argues: “The claims further recite "...generating a parameter Hn0 such that

HnO = Hash(n(0) || Ek0)..." It is unclear to one of ordinary skill how the feedback module in the

user computer can use n(0) when is only known to the vendor.”
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In response, Applicant asserts that claims 1, 16, and 26 do not recite that n(0) is only
known to the vendor, but rather recite “establishing a secret key n(0) that is shared between the
feedback module and the vendor”. Therefore, the feedback module has access to n(0) and can

use n(0) to generate Hyg via Hyg = Hash(n(0) || Ex as claimed.

The Examiner argues: “Claims 1, 16, and 26 also recite "...making the key...known..."
However, it is unclear what action "...making the key...known..." comprises.”

In response, Applicant asserts that the preceding issue can be framed as: after K is
generated, how can K be communicated to X? The answer is that K may be communicated to X
by any method known to a person of ordinary skill in the art of computer programming. For
example, K may be sent to X (e.g., see specification, page 12, lines 19-20: “sends the generated
secret keys k(0) and n(0) to the vendor 18”). As another example, K may be displayed K to X
(e.g., see specification, page 20, lines 19-20: “The output device 93 displays output from the
computer code 97”). The scope of claims 1, 16, and 26 encompasses all of such methods (for
communicated K to X) known to a person of ordinary skill in the art of computer programming

and is not limited to any specific method of such known methods.

The Examiner argues: “Claims 1, 16, and 26 recite the limitation "...an identification tag
FE(0)...". However, claims 3, 18, and 28 recite the limitation "...said N feedback entries denoted
as FE(1), ..., FE(N)..." It is unclear to one of ordinary skill the whether series of data denoted by
"FE" consists of identification tags or feedback entries.”

In response, Applicant asserts that the specification, page 13, line 10 assigns the label

“identification tag” to FE(0), and the specification does not assign any other label to FE(0).
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In further response, Applicant asserts that the specification, page 14, lines 14-15 assigns
the label “feedback entry” to FE(i) such that the first such feedback entry is fori= 1. The
specification, page 15, lines 13-15 states that there are N such feedback entries FE(1), FE(2), ...,
FE(N). There is no text anywhere in the specification that labels FE(0) as a feedback entry or
that labels as FE(1), ..., FE(N) as identifcation tags.

Therefore, it is clear that FE(0) is an identification tag and FE(1), FE(2), ..., FE(N) are

feedback entries.

Based on the preceding arguments, Applicant respectfully requests that the rejection of

claims 1-35 under 35 U.S.C. § 112, second paragraph be withdrawn.
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35 U.S.C. § 103(a): Claims 1, 12-16, 22-26 and 32-35

The Examiner rejected claims 1, 12-16, 22-26 and 32-35 under 35 U.S.C. § 103(a) as
allegedly being unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter
“Elgamal”) in view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No.
5,892,900, hereinafter “Ginter™).

Applicant respectfully contends that claims 1, 16, and 26 are not unpatentable over
Elgamal in view of Tsudik and further in view of Ginter, because Elgamal in view of Tsudik and

further in view of Ginter does not teach or suggest each and every feature of 1, 16, and 26.

A first example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view of
Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “establishing a secret key k(0) that is shared
between a feedback module and the vendor and communicating the key k(0) to a user of the
software”.

The Examiner argues: “Elgamal discloses ... generating a secret key k(0) and making the
key k(0) known to both the vendor and a user of the software (Elgamal 2:1-15; 7:41-51; 8:5-20;
33:9-13)”.

In response, Applicant notes that the Examiner is arguing that the claimed secret key k(0)
is represented in Elgamal as a master key that is shared between the client and the server, which
is explained in the Examiner’s citation of Elgamal, col. 7, lines 41-51. However, Elgamel does
not disclose that the master key has been communicated to a user at the client machine, as

required by the preceding feature of claims 1, 16, and 26.
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Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

A second example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view
of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “establishing a secret key n(0) that is shared
between the feedback module and the vendor but not communicating the key n(0) to the user”.

The Examiner argues: “Elgamal discloses ... generating a key by the user terminal that is
used fof encryption by the vendor (Elgamal 23:9-19; 28:38-40; 33:1-4)”.

In response, Applicant respectfully contends that the Examiner is arguing that the
claimed secret key n(0) is represented in Elgamal as a client session key that is generated by the
client and a server session key that is generated by the server, both the client session key and the
server session key being generated from the master key that is shared between the client and the
server, which is explained in the Examiner’s citation of Elgamal, col. 23, lines 9-19.

Thus, the client session key and the server session key are distinct keys that are separately
generated by the client and the server, respectively, and are thus not shared between the client
and the server as required by the preceding feature of claims 1, 16, and 26.

Furthermore, Elgamal does not disclose that the client session key is not communicated
to a user of the client machine, as required by the preceding feature of claims 1, 16, and 26.

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.
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A third example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view
of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “generating an identification tag FE(0) that
identifies the software with the vendor”.

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

A fourth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view
of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “generating a secret key s(0) and communicating the
key s(0) to the user but not to the vendor”.

The Examiner argues:

“Tsudik in view of Elgamal does not specifically disclose generating a key known only to
the user or that the encrypted data is stored at the client... Ginter discloses the use of secure
database keys generated in a user's PPE and never exposed to the public in order to encrypt
records stored in the PPE's secure database (Ginter 222:50-61). Ginter further discloses storage
of authentication values (Ginter 245:55-62; 246:18-23, 27-50)... Therefore, it would have been
obvious to one of ordinary skill in the art at the time of the invention to modify the method of
Elgamal to use the secret prefix method of generating a message authentication code in order to
produce unforgeable integrity values without using encryption so as to provide increased speed
by minimizing the use of encryption software (Tsudik pp. 30-31 Motivation). Further, it would
have been obvious to one of ordinary skill in the art at the time of the invention to modify the
method of Elgamal in view of Tsudik to include the user generating a secure database key known
only to the PPE and storing authentication values as disclosed in Ginter in order to be able to
securely store data that cannot be accessed by another party in a database at the user's device

(Ginter 222:55-57).” (emphasis added).
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In response, Applicant respectfully contends that Ginter does not disclose that secret key
s(0) is communicated to the user, as required by preceding feature of claims 1, 16, and 26.

In further response, Applicant respectﬁﬂly contends that the Examiner’s reasons as to
why it is allegedly obvious to modify Elgamal by incorporating the preceding feature of claims
1, 16, and 26 into Elgamal is not persuasive.

A first reason why the Examiner’s suggested modification Elgamal is not persuasive is
that the Examiner’s argument depends on a PPE. However, Ginter does not explain the meaning
of “PPE” and Applicants do not know what a PPE is in Ginter. If the Examiner knows what the
intended meaning of PPE is in Ginter, then the Examiner should explain and prove what the
intended meaning of PPE is in Ginter. In the absence of knowledge of what a PPE is, Applicant
respectfully contends that the Examiner’s argument cannot be reasonably understood, is
accordingly ambiguous, and thus not persuasive.

A second reéson why the Examiner’s suggested modification Elgamal is not persuasive is
that the Examiner’s argument asserts that modifying Elgamal in conjunction with the preceding
feature of claims 1, 16, and 26 enables the use of encryption to be avoided. However, the use of
encryption is within the essence of Elgamal’s invention (see Elgamal, abstract and claim 1).
Therefore, the Examiner’s argument, which results in not using encryption in conjunction with
the preceding feature of claims 1, 16, and 26, is not persuasive.

A third reason why the Examiner’s suggested modification Elgamal is not persuasive is
that the Examiner’s argument is specific to the use of databases. However, Elgamal’s invention
does not relate to the use of a database. Therefore, the Examiner’s suggested modification of

Flgamal has no relevance to Elgamal’s invention and is thus not persuasive.

S/N: 11/325,719 30



Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

A fifth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view of
Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “said processor, via execution of the feedback
module, generating an encryption Ey of the identification tag FE(O) using the secret key k(0)
such that Ejg= E(k(0),FE(0))”. |

The Examiner argues: “Elgamal discloses ... encrypting information to be transferred to
the vendor (Elgamal 2:5-10; 7:2-8; 8:9-11; 7:62-8:4; 13:17-28; 14:65-68)”.

In response, Applicant asserts that the preceding feature of claims 1, 16, and 26 requires
that the identiﬁcation tag FE(0) be encrypted and, although Elgamal discloses encrypting
information, Elgamal does not disclose encrypting the identification tag FE(0) that identifies the
software with the vendor, as required by the preceding feature of claims 1, 16, and 26.

In further response, Applicant asserts that the preceding feature of claims 1, 16, and 26
requires that FE(0) be encrypted through use of the secret key k(0). However, the Examiner
alleges that the secret key k(0) is reﬁresented in Elgamal by the master key as discussed supra
and Elgamal does not disclose that the encryption of information in Elgamal is performed
through use of the master key. To the contrary, Elgamal discloses that the encryption of
information in Elgamal is performed through use of session keys which are generated from the
master key (Elgamal, col. 7, lines 43-46 and col. 23, lines 9-12).

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.
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A sixth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view
of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “said processor, via execution of the feedback
module, generating a parameter Hy using the secret key n(0) such that H,o = Hash(n(0) || Exo);
said processor, via execution of the feedback module, generating a parameter Hy, using the secret
key s(0) such that Hgy = Hash(s(0) || Exo)”.

The Examiner argues:

“Elgamal further discloses the use of a MAC (message authentication code) to verify the
integrity of data that is to be transmitted and that the MAC includes a hash of the data and a
secret which can be a client write key, server write key, or a random number (Elgamal 17:50-
18:27).... Tsudik discloses the use of the secret prefix method of generating a MAC using ahash
function. Tsudik discloses that in this method, two principals agree on a secret, S_ab for
example, and when A sends a message M to B, it generates an MD4 hash of S_ab concatenated
to the beginning of the message such that HashValue = MD4Hash(S_ab || M). The receiver
would then use its knowledge of S_ab and the received message to recompute the hash value and
compare it to the received hash value to verify the integrity of the message (Tsudik p. 32,
Protocol Description; pp. 33-34 Secret Prefix).”

In response, Applicants assert that, if the keys n(0) and s(0) are used as the “secret” in

Flgamal and the “secret prefix” in Tsudick, then the preceding feature of claims 1, 16, and 26
requires that Exo be the “data” or “message” to be transmitted. However, Elgamal does not
disclose transmitting Eyg. In fact, there is no disclosure in Elgamal, Tsudik, or Ginter of the
existence of Eyg, namely an encryption of the identification tag (that that identifies the software
with the vendor) using the key k(O)..

In further response, Appliéant asserts that Tsudik’s method requires that, in application to

the client and server in Elgamal, the client must communicate the secret prefix (i.e., n(0) and
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s(*0) in claims 1, 16, 26) to the server in secret (see Tsudik, page 32, lines 10-13). However,
claims 1, 16, and 26 recite that the key s(0) is not communicated to the vendor (i.e., the server in
Elgamal). Therefore, it is logically impossible to satisfy the requirement of the key s(0) not
being communicated to the vendor if Tsudik’s “secret prefix” method is used to modify Elgamal.
Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

A seventh example of why claims 1, 16, and 26 are not unpatentable over Elgamal in
view of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in
view of Ginter does not teach or suggest the feature: “said processor, via execution of the
feedback module, sending Eyo, Hpo, and Hy to the database; said processor, via execution of the
feedback module, sending Exo and Hpg to the vendor”.

The Examiner argues: “Ginter further discloses storage of authentication values (Ginter
245:55-62; 246:18-23, 27-50)... Further, it would have been obvious to one of ordinary skill in
the art at the time of the invention to modify the method of Elgamal in view of Tsudik to include
... storing authentication values as disclosed in Ginter in order to be able to securely store data
that cannot be accessed by another party in a database at the user's device (Ginter 222:55-57).”.

In response, it is not clear that storing Exo, Hpo,and Hy in the user’s database would
protect data in the user’s database from be accessed by another party as alleged by the Examiner
in support of modifying Elgamal in view of Tsudik by storing Exo, Hyo,and Hyp in the user’s
database.

In further response and assuming that storing Eyo, Hpo,and Hy in the user’s database

would protect data in the user’s database from be accessed by another party (for the sake of
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argument only), Applicants assert that the Examiner’s reason for modifying Elgamal in view of
Tsudik to store Eyoand Hyy in the user’s database (“to be able to securely store data that cannot
be accessed by another party in a database at the user's device) is negated by the claimed
limitation. “sending Ex and Hyg to the vendor” which would enable the vendor to access the very
data in the user’s device that is intended to be protected from such access by storing Ex and Hyo
in the user’s database in the first place.

Thus, the Examiner’s argument is not persuasive.

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

Based on the preceding arguments, Applicant respectfully maintains that claim 1 is not
unpatentable over Elgamal in view of Tsudik and further in view of Ginter, and that claim 1 is in
condition for allowance. Since claims 12-15 depend from claim 1, Applicant contends that
claims 12-15 are likewise in condition for allowance. Since claims 22-25 depend from claim 16,
Applicant contends that claims 22-25 are likewise in condition for allowance. Since claims 32-
35 depend from claim 26, Applicant contends that claims 32-35 are likewise in condition for

allowance.
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35 U.S.C. § 103(a): Claims 2-11, 17-21 and 27-31

The Examiner rejected claims 2-11, 17-21 and 27-31 under 35 U.S.C. § 103(a) as
allegedly being unpatentable over Elgamal in view of Tsudik, in further view of Ginter and
further in view of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter
“Wheeler”).

Since claims 2-11 depend from claim 1, which Applicants have argued supra to not be
unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C.
§103(a), Applicants maintain that claims 2-11 are likewise not unpatentable over Elgamal in
view of Tsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C.
§103(a).

Since claims 17-21 depend from claim 16, which Applicants have argued supra to not be
unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C.
§103(a), Applicants maintain that claims 17-21 are 1ikewisé not unpatentable over Elgamal in
view of Tsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C.
§103(a).

Since claims 27-21 depend from claim 26, which Applicants have argued supra to not be
unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C.
§103(a), Applicants maintain that claims 27-31 are likewise not unpatentable over Elgamal in
view of Tsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C.

§103(a).

In addition with respect to claims 2, 17, and 27, Elgamal in view of Tsudik, in further

view of Ginter and further in view of Wheeler does not disclose the feature: “said processor, via
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execution of the feedback module, generating keys k(1), n(1), and s(1) such that k(1) =
Hash(k(0)), n(1) = Hash(n(0)), and s(1) = Hash(s(0)); and said processor, via execution of the
feedback module, sending k(1), n(1), and s(1) to the database™

The Examiner argues:

“Elgamal in view of Tsudik in further view of Ginter does not specifically
disclosegenerating a series of keys in which a new key is generated by hashing the last key and
using the keys to generate a series of hash values... Wheeler discloses computing a series of keys
used to encrypt blocks of data andgenerate a series of HMAC values, where the recipient both
verifies the received keys and the received MAC, and that each key in this series of keys is
generated by hashing the key that as generated before it in the series (Wheeler Paragraphs 49-50,
55-59, 66-68)... Therefore, it would have been obvious to one of ordinary skill in the art at the
time of the invention to modify the method of Elgamal in view of Tsudik in further view of
Ginter to include computing a series of keys used zo encrypt blocks of data as disclosed in
Wheeler in order to allow the data to be transferred using broadcast transmission (Wheeler
Paragraph 53)” (emphasis added). |

In response, Applicants note that the Examiner cites Wheeler for modifying Elgamal “fo
encrypt blocks of data”. Yet, the Examiner cites Tsudik “to use the secret prefix method ...
without using encryption”. Thus, the Examiner’s reliance on Wheeler is inconsistent with the
Examiner’s reliance on Tsudik.

Accordingly, Applicant respectfully contends that the preceding argument by the
Examiner is not persuasive.

Therefore, claims 2, 17, and 27 likewise not unpatentable over Elgamal in view of

Tsudik, in further view of Ginter and further in view of Wheeler.
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CONCLUSION

Based on the preceding arguments, Applicant respectfully believes that all pending
claims and the entire application meet the acceptance criteria for allowance and therefore request
favorable action. If the Examiner believes that anything further would be helpful to place thé
application in better condition for allowance, Applicant invites the Examiner to contact
Applicant’s representative at the telephone number listed below. The Director is hereby

authorized to charge and/or credit Deposit Account 09-0457 (IBM).

Date: 05/70/2006} ' M ﬁ«—?’w

Jabk P. Friedman
Registration No. 44,688

Customer No. 30449

Schmeiser, Olsen & Watts

22 Century Hill Drive - Suite 302
Latham, New York 12110
Telephone (518) 220-1850
Facsimile (518) 220-1857

Email: jfriedman@iplawusa.com
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REMARKS

Applicant has amended claims 1-4, 8-9, 11, 16-19, and 26-29, and has cancelled claims
14, 24, and 34, during prosecution of this patent application. Applicant is not conceding in this
patent application that the subject matter encompassed by said amended and cancelled claims are
not patentable over the art cited by the Examiner, since the claim amendments and cancellations
are only for facilitating expeditious prosecution of this patent application. Applicant respectfully
reserves the right to pursue the subject matter encompassed by said amended and cancelled
claims, and to pursue other claims, in one or more continuations and/or divisional patent
applications.

Applicant has amended the drawings, the specification, and the claims without adding
new matter as explained infra.

The Examiner rejected claims 1-35 under 35 U.S.C. § 101 because the claimed invention
is allegedly directed to non-statutory subject matter.

The Examiner rejected claims 1-35 under 35 U.S.C. § 112, second paragraph, as being
indefinite for allegedly failing to particularly point out and distinctly claim the subject matter
which applicant regards as the invention.

The Examiner rejected claims 1, 12-16, 22-26 and 32-35 under 35 U.S.C. § 103(a) as
allegedly being unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter
“Elgamal”) in view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No.
5,892,900, hereinafter “Ginter”).

The Examiner rejected claims 2-11, 17-21 and 27-31 under 35 U.S.C. § 103(a) as

allegedly being unpatentable over Elgamal in view of Tsudik, in further view of Ginter and
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further in view of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter
“Wheeler™).
Applicant next provides support for the amendment of the drawings, specification, and

the claims, and also respectfully traverses the § 101, § 112 and § 103 rejections.
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Support For the Amendment of the Drawings and Specification and Claimd

Applicant has amended the drawings and the specification without adding new matter.

Amendment of the Drawings

Step 55 in FIG. 5 has been amended to recite: “MAKE s(0) KNOWN TO USER” to
correct a clerical error in the originally filed FIG. 5.

The amendment of step 55 in FIG. 5 is supported by the following text in the originally
filed claim 1: “generating a secret key s(0) and making the key s(0) known to the user”. The text
| “generating a secret key s(0)” is implemented in step 54 and the text “making the key s(0) known
to the user” is implemented in the amended step 55 by reciting that the key s(0) is communicated

to the user.

Amendment of the Specification

The paragraph beginning on page 12, line 17 includes the following amended text: “Step
51 generates the secret keys k(0) and n(0). Step 52 sends the generated secret keys k(0) and n(0)

to the vendor 18 securely and communicates the secret key k(0) to the user 19 but does not

communicate the secret key n(0) to the user 197, which is supported by the following text in the
originally filed claim 1: “generating a secret key k(0) and making the key k(0) known to both the
vendor and a user of the software; generating a secret key n(0) and making the key n(0) known to

the vendor but not to the user”.

The paragraph beginning on page 12, line 17 includes the following amended text: “Step

54 generates the secret key s(0) as a hash of the password P (i.e., as Hash(P)). Step 55 sendsk(6}
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and-n(0) communicates the secret key s(0) to the vender18-seeurely user 19, but does not

communicate the secret key s(0) to the vendor 18.”, which is supported by the following text in

the originally filed claim 1: “generating a secret key s(0) and making the key s(0) known to the

user but not to the vendor™.

Amendment of the Claims

Claims 1, 16, and 26 have been amended to include the following text: “establishing a
secret key k(0) that is shared between a feedback module and the vendor and communicating the
key k(0) to a user of the software”, which is supported in the specification, page 11, lines 21-22
(“the feedback module 14 establishes two Secret keys, namely k(0) and n(0), that are shared
between the feedback module 14 and the vendor 18”) and the following text in the originally
filed claim 1: “generating a secret key k(0) and making the key k(0) known to both the vendor
and a user of the software”.

Claims 1, 16, and 26 have been amended to include the following text: “establishing a
secret key n(0) that is shared between the feedback module and the vendor but not
communicating the key n(0) to the user”, which is supported in the specification, page 11, lines
21-22 (“the feedback module 14 establishes two secret keys, namely k(0) and n(0), that are
shared between the feedback module 14 and the vendor 18”) and the following text in the
originally filed claim 1: “generating a secret key n(0) and making the key n(0) known to the
vendor but not to the user”.

Claims 1, 16, and 26 have been amended to include the following text: “a processor, via
execution of a feedback module, generating an identification tag FE(O) that identifies the |

software with the vendor”, which is supported in the specification, page 11, lines 20-22 (“The
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feedback module 14 also generates an identification tag, denoted illustratively as FBM_ID, that
helps in uniquely identifying this installation of the software 13 with the vendor 18”) and page
13, lines 10-11 (“the feedback module 14 sets parameter FE(0) equal to the identification tag
denoted illustratively as FBM_ID”).

Claims 1, 16, and 26 have been amended to include the following text: “said processor,
via execution of the feedback module, generating a secret key s(0) and communicating the key
s(0) to the user but not to the vendor”, which is supported in the specification, page 12, lines 13-
15 (“In step 42 of FIG. 4, the feedback module 14 generates a secret key s(0) for use between the
user 19 and the feedback module 14. The feedback module 14 discloses the secret key s(0) to
the user 19.”) and the following text in the originally filed claim 1: “generating a secret key s(0)

and making the key s(0) known to the user but not to the vendor”.
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35 U.S.C. § 101: Claims 1-35

The Examiner rejected claims 1-35 under 35 U.S.C. § 101 because the claimed invention

is allegedly directed to non-statutory subject matter.

The Examiner argues that independent claims 1 and 26 fail to meet the test for statutory
subject matter under 35 U.S.C. § 101 as set forth in In re Bilski, 545 F.3d 943 (Fed. Cir. 2008)
(en banc).

In response, claim 1 and 26 have been amended to recite individual steps being
performed by a particular machine, namely a processor of an end user machine, in compliance
with the machine prong of the machine-or-transformation test set forth by the Federal Circuit in

In re Bilski, 545 F.3d 943 (Fed. Cir. 2008) (en banc).

The Examiner argues that independent claims 1, 16, and 26 describe a purely abstract
process, namely “a process consisting solely of mathematical operations, i.e., converting one set of
numbers into another set of numbers”.

In response, Applicant respectfully points out that claims 1 and 26 do not recite a purely
abstract process, because claims 1 and 26 recite a tangible result in the steps of “sending Eyg, Hyo,
and Hy to the database; and ... sending Ex and Hyg to the vendor” which do not include

“mathematical operations, i.e., converting one set of numbers into another set of numbers”.
With respect to claim 16, the Examiner argues: “Claim 16 recites "A computer program

product, comprising a computer usable medium having a computer readable program code

embodied therein. However, this is merely software, and it has been held that software without a
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required computer-readable medium storing software that, when executed, causes the computer
to perform a particular process or method (MPEP 2106.01) is merely nonfunctional descriptive
material and non-statutory under 35 U.S.C. 101.”

In response, Applicant has amended claim 16 as follows: “A computer program product,

comprising a computer usable readable storage medium having a computer readable program

~ code embedied stored therein, execution of said computer readable program code eomprisingan

algorithm-adapted causing a processor to implement a method for ...”, which recites that

computer readable program code is stored on a computer readable storage medium and that

execution of the program code causes a processor to implement a method.

Based on the preceding arguments, Applicant respectfully requests that the rejection of

claims 1-35 under 35 U.S.C. § 101 be withdrawn.
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35 U.S.C. § 112, Second Paragraph: Claims 1-35

The Examiner rejected claims 1-35 under 35 U.S.C. § 112, second paragraph, as being
indefinite for allegedly failing to particularly point out and distinctly claim the subject matter

which applicant regards as the invention.

The Examiner argues: “Claims 1, 16, and 26 recite "...making the key n(0) known to the
vendor but not to the user..." However, the claims also previously recite "...said end user machine
comprising the software, a feedback module, and a database... said method comprising ,as
performed by the feedback module..." Thus, the claim recites that the steps of the method,
including the step of "...generating a secret key n(0)..." are performed by a feedback module on
the end user machine. It is unclear to one of ordinary skill how the secret key n(0) is not known
to the user when it is generated by the end user machine.”

In response, Applicant asserts that the pertinent feature in claims 1, 16, and 26 is
“establishing a secret key n(0) that is shared between the feedback module and the vendor but
not communicating the key n(0) to the user”. Applicants assert that the specification does not
disclose that the user has access to n(0). Furthermore, even if the user has access to n(0), the
specification does not disclose that the user has actually accessed n(0). Therefore, it is clear that
the limitation of “establishing a secret key n(0) that is shared between the feedback module and

the vendor” is not inconsistent with the secret key n(0) not being communicated to the user.
The Examiner argues: “The claims further recite "...generating a parameter Hn0 such that

HnO = Hash(n(0) || Ek0)..." It is unclear to one of ordinary skill how the feedback module in the

user computer can use n(0) when is only known to the vendor.”
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In response, Applicant asserts that claims 1, 16, and 26 do not recite that n(0) is only
known to the vendor, but rather recite “establishing a secret key n(0) that is shared between the
feedback module and the vendor”. Therefore, the feedback module has access to n(0) and can

use n(0) to generate Hyg via Hyg = Hash(n(0) || Ex as claimed.

The Examiner argues: “Claims 1, 16, and 26 also recite "...making the key...known..."
However, it is unclear what action "...making the key...known..." comprises.”

In response, Applicant asserts that the preceding issue can be framed as: after K is
generated, how can K be communicated to X? The answer is that K may be communicated to X
by any method known to a person of ordinary skill in the art of computer programming. For
example, K may be sent to X (e.g., see specification, page 12, lines 19-20: “sends the generated
secret keys k(0) and n(0) to the vendor 18”). As another example, K may be displayed K to X
(e.g., see specification, page 20, lines 19-20: “The output device 93 displays output from the
computer code 97”). The scope of claims 1, 16, and 26 encompasses all of such methods (for
communicated K to X) known to a person of ordinary skill in the art of computer programming

and is not limited to any specific method of such known methods.

The Examiner argues: “Claims 1, 16, and 26 recite the limitation "...an identification tag
FE(0)...". However, claims 3, 18, and 28 recite the limitation "...said N feedback entries denoted
as FE(1), ..., FE(N)..." It is unclear to one of ordinary skill the whether series of data denoted by
"FE" consists of identification tags or feedback entries.”

In response, Applicant asserts that the specification, page 13, line 10 assigns the label

“identification tag” to FE(0), and the specification does not assign any other label to FE(0).
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In further response, Applicant asserts that the specification, page 14, lines 14-15 assigns
the label “feedback entry” to FE(i) such that the first such feedback entry is fori= 1. The
specification, page 15, lines 13-15 states that there are N such feedback entries FE(1), FE(2), ...,
FE(N). There is no text anywhere in the specification that labels FE(0) as a feedback entry or
that labels as FE(1), ..., FE(N) as identifcation tags.

Therefore, it is clear that FE(0) is an identification tag and FE(1), FE(2), ..., FE(N) are

feedback entries.

Based on the preceding arguments, Applicant respectfully requests that the rejection of

claims 1-35 under 35 U.S.C. § 112, second paragraph be withdrawn.
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35 U.S.C. § 103(a): Claims 1, 12-16, 22-26 and 32-35

The Examiner rejected claims 1, 12-16, 22-26 and 32-35 under 35 U.S.C. § 103(a) as
allegedly being unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter
“Elgamal”) in view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No.
5,892,900, hereinafter “Ginter™).

Applicant respectfully contends that claims 1, 16, and 26 are not unpatentable over
Elgamal in view of Tsudik and further in view of Ginter, because Elgamal in view of Tsudik and

further in view of Ginter does not teach or suggest each and every feature of 1, 16, and 26.

A first example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view of
Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “establishing a secret key k(0) that is shared
between a feedback module and the vendor and communicating the key k(0) to a user of the
software”.

The Examiner argues: “Elgamal discloses ... generating a secret key k(0) and making the
key k(0) known to both the vendor and a user of the software (Elgamal 2:1-15; 7:41-51; 8:5-20;
33:9-13)”.

In response, Applicant notes that the Examiner is arguing that the claimed secret key k(0)
is represented in Elgamal as a master key that is shared between the client and the server, which
is explained in the Examiner’s citation of Elgamal, col. 7, lines 41-51. However, Elgamel does
not disclose that the master key has been communicated to a user at the client machine, as

required by the preceding feature of claims 1, 16, and 26.
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Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

A second example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view
of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “establishing a secret key n(0) that is shared
between the feedback module and the vendor but not communicating the key n(0) to the user”.

The Examiner argues: “Elgamal discloses ... generating a key by the user terminal that is
used fof encryption by the vendor (Elgamal 23:9-19; 28:38-40; 33:1-4)”.

In response, Applicant respectfully contends that the Examiner is arguing that the
claimed secret key n(0) is represented in Elgamal as a client session key that is generated by the
client and a server session key that is generated by the server, both the client session key and the
server session key being generated from the master key that is shared between the client and the
server, which is explained in the Examiner’s citation of Elgamal, col. 23, lines 9-19.

Thus, the client session key and the server session key are distinct keys that are separately
generated by the client and the server, respectively, and are thus not shared between the client
and the server as required by the preceding feature of claims 1, 16, and 26.

Furthermore, Elgamal does not disclose that the client session key is not communicated
to a user of the client machine, as required by the preceding feature of claims 1, 16, and 26.

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

S/N: 11/325,719 28



A third example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view
of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “generating an identification tag FE(0) that
identifies the software with the vendor”.

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

A fourth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view
of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “generating a secret key s(0) and communicating the
key s(0) to the user but not to the vendor”.

The Examiner argues:

“Tsudik in view of Elgamal does not specifically disclose generating a key known only to
the user or that the encrypted data is stored at the client... Ginter discloses the use of secure
database keys generated in a user's PPE and never exposed to the public in order to encrypt
records stored in the PPE's secure database (Ginter 222:50-61). Ginter further discloses storage
of authentication values (Ginter 245:55-62; 246:18-23, 27-50)... Therefore, it would have been
obvious to one of ordinary skill in the art at the time of the invention to modify the method of
Elgamal to use the secret prefix method of generating a message authentication code in order to
produce unforgeable integrity values without using encryption so as to provide increased speed
by minimizing the use of encryption software (Tsudik pp. 30-31 Motivation). Further, it would
have been obvious to one of ordinary skill in the art at the time of the invention to modify the
method of Elgamal in view of Tsudik to include the user generating a secure database key known
only to the PPE and storing authentication values as disclosed in Ginter in order to be able to
securely store data that cannot be accessed by another party in a database at the user's device

(Ginter 222:55-57).” (emphasis added).
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In response, Applicant respectfully contends that Ginter does not disclose that secret key
s(0) is communicated to the user, as required by preceding feature of claims 1, 16, and 26.

In further response, Applicant respectﬁﬂly contends that the Examiner’s reasons as to
why it is allegedly obvious to modify Elgamal by incorporating the preceding feature of claims
1, 16, and 26 into Elgamal is not persuasive.

A first reason why the Examiner’s suggested modification Elgamal is not persuasive is
that the Examiner’s argument depends on a PPE. However, Ginter does not explain the meaning
of “PPE” and Applicants do not know what a PPE is in Ginter. If the Examiner knows what the
intended meaning of PPE is in Ginter, then the Examiner should explain and prove what the
intended meaning of PPE is in Ginter. In the absence of knowledge of what a PPE is, Applicant
respectfully contends that the Examiner’s argument cannot be reasonably understood, is
accordingly ambiguous, and thus not persuasive.

A second reéson why the Examiner’s suggested modification Elgamal is not persuasive is
that the Examiner’s argument asserts that modifying Elgamal in conjunction with the preceding
feature of claims 1, 16, and 26 enables the use of encryption to be avoided. However, the use of
encryption is within the essence of Elgamal’s invention (see Elgamal, abstract and claim 1).
Therefore, the Examiner’s argument, which results in not using encryption in conjunction with
the preceding feature of claims 1, 16, and 26, is not persuasive.

A third reason why the Examiner’s suggested modification Elgamal is not persuasive is
that the Examiner’s argument is specific to the use of databases. However, Elgamal’s invention
does not relate to the use of a database. Therefore, the Examiner’s suggested modification of

Flgamal has no relevance to Elgamal’s invention and is thus not persuasive.
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Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

A fifth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view of
Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “said processor, via execution of the feedback
module, generating an encryption Ey of the identification tag FE(O) using the secret key k(0)
such that Ejg= E(k(0),FE(0))”. |

The Examiner argues: “Elgamal discloses ... encrypting information to be transferred to
the vendor (Elgamal 2:5-10; 7:2-8; 8:9-11; 7:62-8:4; 13:17-28; 14:65-68)”.

In response, Applicant asserts that the preceding feature of claims 1, 16, and 26 requires
that the identiﬁcation tag FE(0) be encrypted and, although Elgamal discloses encrypting
information, Elgamal does not disclose encrypting the identification tag FE(0) that identifies the
software with the vendor, as required by the preceding feature of claims 1, 16, and 26.

In further response, Applicant asserts that the preceding feature of claims 1, 16, and 26
requires that FE(0) be encrypted through use of the secret key k(0). However, the Examiner
alleges that the secret key k(0) is reﬁresented in Elgamal by the master key as discussed supra
and Elgamal does not disclose that the encryption of information in Elgamal is performed
through use of the master key. To the contrary, Elgamal discloses that the encryption of
information in Elgamal is performed through use of session keys which are generated from the
master key (Elgamal, col. 7, lines 43-46 and col. 23, lines 9-12).

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.
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A sixth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view
of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of
Ginter does not teach or suggest the feature: “said processor, via execution of the feedback
module, generating a parameter Hy using the secret key n(0) such that H,o = Hash(n(0) || Exo);
said processor, via execution of the feedback module, generating a parameter Hy, using the secret
key s(0) such that Hgy = Hash(s(0) || Exo)”.

The Examiner argues:

“Elgamal further discloses the use of a MAC (message authentication code) to verify the
integrity of data that is to be transmitted and that the MAC includes a hash of the data and a
secret which can be a client write key, server write key, or a random number (Elgamal 17:50-
18:27).... Tsudik discloses the use of the secret prefix method of generating a MAC using ahash
function. Tsudik discloses that in this method, two principals agree on a secret, S_ab for
example, and when A sends a message M to B, it generates an MD4 hash of S_ab concatenated
to the beginning of the message such that HashValue = MD4Hash(S_ab || M). The receiver
would then use its knowledge of S_ab and the received message to recompute the hash value and
compare it to the received hash value to verify the integrity of the message (Tsudik p. 32,
Protocol Description; pp. 33-34 Secret Prefix).”

In response, Applicants assert that, if the keys n(0) and s(0) are used as the “secret” in

Flgamal and the “secret prefix” in Tsudick, then the preceding feature of claims 1, 16, and 26
requires that Exo be the “data” or “message” to be transmitted. However, Elgamal does not
disclose transmitting Eyg. In fact, there is no disclosure in Elgamal, Tsudik, or Ginter of the
existence of Eyg, namely an encryption of the identification tag (that that identifies the software
with the vendor) using the key k(O)..

In further response, Appliéant asserts that Tsudik’s method requires that, in application to

the client and server in Elgamal, the client must communicate the secret prefix (i.e., n(0) and
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s(*0) in claims 1, 16, 26) to the server in secret (see Tsudik, page 32, lines 10-13). However,
claims 1, 16, and 26 recite that the key s(0) is not communicated to the vendor (i.e., the server in
Elgamal). Therefore, it is logically impossible to satisfy the requirement of the key s(0) not
being communicated to the vendor if Tsudik’s “secret prefix” method is used to modify Elgamal.
Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

A seventh example of why claims 1, 16, and 26 are not unpatentable over Elgamal in
view of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in
view of Ginter does not teach or suggest the feature: “said processor, via execution of the
feedback module, sending Eyo, Hpo, and Hy to the database; said processor, via execution of the
feedback module, sending Exo and Hpg to the vendor”.

The Examiner argues: “Ginter further discloses storage of authentication values (Ginter
245:55-62; 246:18-23, 27-50)... Further, it would have been obvious to one of ordinary skill in
the art at the time of the invention to modify the method of Elgamal in view of Tsudik to include
... storing authentication values as disclosed in Ginter in order to be able to securely store data
that cannot be accessed by another party in a database at the user's device (Ginter 222:55-57).”.

In response, it is not clear that storing Exo, Hpo,and Hy in the user’s database would
protect data in the user’s database from be accessed by another party as alleged by the Examiner
in support of modifying Elgamal in view of Tsudik by storing Exo, Hyo,and Hyp in the user’s
database.

In further response and assuming that storing Eyo, Hpo,and Hy in the user’s database

would protect data in the user’s database from be accessed by another party (for the sake of
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argument only), Applicants assert that the Examiner’s reason for modifying Elgamal in view of
Tsudik to store Eyoand Hyy in the user’s database (“to be able to securely store data that cannot
be accessed by another party in a database at the user's device) is negated by the claimed
limitation. “sending Ex and Hyg to the vendor” which would enable the vendor to access the very
data in the user’s device that is intended to be protected from such access by storing Ex and Hyo
in the user’s database in the first place.

Thus, the Examiner’s argument is not persuasive.

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the

preceding feature of claims 1, 16, and 26.

Based on the preceding arguments, Applicant respectfully maintains that claim 1 is not
unpatentable over Elgamal in view of Tsudik and further in view of Ginter, and that claim 1 is in
condition for allowance. Since claims 12-15 depend from claim 1, Applicant contends that
claims 12-15 are likewise in condition for allowance. Since claims 22-25 depend from claim 16,
Applicant contends that claims 22-25 are likewise in condition for allowance. Since claims 32-
35 depend from claim 26, Applicant contends that claims 32-35 are likewise in condition for

allowance.
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35 U.S.C. § 103(a): Claims 2-11, 17-21 and 27-31

The Examiner rejected claims 2-11, 17-21 and 27-31 under 35 U.S.C. § 103(a) as
allegedly being unpatentable over Elgamal in view of Tsudik, in further view of Ginter and
further in view of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter
“Wheeler”).

Since claims 2-11 depend from claim 1, which Applicants have argued supra to not be
unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C.
§103(a), Applicants maintain that claims 2-11 are likewise not unpatentable over Elgamal in
view of Tsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C.
§103(a).

Since claims 17-21 depend from claim 16, which Applicants have argued supra to not be
unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C.
§103(a), Applicants maintain that claims 17-21 are 1ikewisé not unpatentable over Elgamal in
view of Tsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C.
§103(a).

Since claims 27-21 depend from claim 26, which Applicants have argued supra to not be
unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C.
§103(a), Applicants maintain that claims 27-31 are likewise not unpatentable over Elgamal in
view of Tsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C.

§103(a).

In addition with respect to claims 2, 17, and 27, Elgamal in view of Tsudik, in further

view of Ginter and further in view of Wheeler does not disclose the feature: “said processor, via
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execution of the feedback module, generating keys k(1), n(1), and s(1) such that k(1) =
Hash(k(0)), n(1) = Hash(n(0)), and s(1) = Hash(s(0)); and said processor, via execution of the
feedback module, sending k(1), n(1), and s(1) to the database™

The Examiner argues:

“Elgamal in view of Tsudik in further view of Ginter does not specifically
disclosegenerating a series of keys in which a new key is generated by hashing the last key and
using the keys to generate a series of hash values... Wheeler discloses computing a series of keys
used to encrypt blocks of data andgenerate a series of HMAC values, where the recipient both
verifies the received keys and the received MAC, and that each key in this series of keys is
generated by hashing the key that as generated before it in the series (Wheeler Paragraphs 49-50,
55-59, 66-68)... Therefore, it would have been obvious to one of ordinary skill in the art at the
time of the invention to modify the method of Elgamal in view of Tsudik in further view of
Ginter to include computing a series of keys used zo encrypt blocks of data as disclosed in
Wheeler in order to allow the data to be transferred using broadcast transmission (Wheeler
Paragraph 53)” (emphasis added). |

In response, Applicants note that the Examiner cites Wheeler for modifying Elgamal “fo
encrypt blocks of data”. Yet, the Examiner cites Tsudik “to use the secret prefix method ...
without using encryption”. Thus, the Examiner’s reliance on Wheeler is inconsistent with the
Examiner’s reliance on Tsudik.

Accordingly, Applicant respectfully contends that the preceding argument by the
Examiner is not persuasive.

Therefore, claims 2, 17, and 27 likewise not unpatentable over Elgamal in view of

Tsudik, in further view of Ginter and further in view of Wheeler.
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CONCLUSION

Based on the preceding arguments, Applicant respectfully believes that all pending
claims and the entire application meet the acceptance criteria for allowance and therefore request
favorable action. If the Examiner believes that anything further would be helpful to place thé
application in better condition for allowance, Applicant invites the Examiner to contact
Applicant’s representative at the telephone number listed below. The Director is hereby

authorized to charge and/or credit Deposit Account 09-0457 (IBM).

Date: 05/70/2006} ' M ﬁ«—?’w

Jabk P. Friedman
Registration No. 44,688

Customer No. 30449

Schmeiser, Olsen & Watts

22 Century Hill Drive - Suite 302
Latham, New York 12110
Telephone (518) 220-1850
Facsimile (518) 220-1857

Email: jfriedman@iplawusa.com
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DETAILED ACTION
Acknowledgements
1. Claims 1-35 are pending.
2. Claims 1-35 have been examined.
3. This Office action is given Paper No. 20090317 for reference purposes only.

Examiner’s Comments
4. Applicant’s claims employ language that does not serve to differentiate the
claims from the prior art.
5. Claim 8 recites "...if said executing the iterations has not determined that the first
integrity failure has occurred...and if n(N+1) = H(N+1) has been determined...”
Therefore, the step of "...decrypting E(k(N+1), n(N+1))..." is conditional on not
determining that a first integrity failure has occurred and the step of "...ascertaining the
integrity of the N feedback entries...." is conditional on determining that n(N+1) =
H(N+1) is true. As these steps are not necessarily performed, they do not serve to
differentiate the claim from the prior art. Claim 11 recites similar conditional language
that does not serve to differentiate the claim from the prior art. Claim 9 further recites
“...if H'ni = Hni is not determined to be true then ascertaining...” As the step of
ascertaining is conditional on H'ni = Hni not being determined to be true, it is not
necessarily performed. Accordingly, once the positively recited steps are satisfied, the
method as a whole is satisfied -- regardless of whether or not other steps are

conditionally performed under certain other hypothetical scenarios. (/In re Johnston, 77
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USPQ2d 1788 (CA FC 2006); Intel Corp. v. Int'l Trade Comm’'n, 20 USPQ2d 1161 (Fed.

Cir. 1991); MPEP §2106 Il C).

Claim Rejections - 35 USC § 101

6. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

7. Claims 1-35 are rejected under 35 U.S.C. 101 because the claimed invention is
directed to non-statutory subject matter.
8. Based on Supreme Court precedent (See also Diamond v. Diehr, 450 U.S. 175,
184 (1981); Parker v. Flook, 437 U.S. 584, 588 n.9 (1978); Gofttschalk v. Benson, 409
U.S. 63, 70 (1972); Cochrane v. Deener, 94 U.S. 780, 787-88 (1876)) and recent
Federal Circuit decisions, a §101 process must (1) be tied to another statutory class
(such as a particular apparatus) or (2) transform underlying subject matter (such as an
article or materials) to a different state or thing. In addition, the tie to a particular
apparatus, for example, cannot be mere extra-solution activity. See In re Bilski, 88
USPQ2d 1385 (Fed. Cir. 2008).

An example of a method claim that would not qualify as a statutory process
would be a claim that recited purely mental steps.

To meet prong (1), the method step should positively recite the other statutory
class (the thing or product) to which it is tied. This may be accomplished by having the
claim positively recite the machine that accomplishes the method steps. Alternatively or

to meet prong (2), the method step should positively recite identifying the material that is
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being changed to a different state or positively recite the subject matter that is being
transformed.

In this particular case, claim 1 fails prong (1) because the “tie” (e.g. “...said end
user machine comprising the software...”) is representative of extra-solution activity.
Claim 26 fails prong (1) because the “tie” (e.g. “...integrating computer-readable code
into a computing system...said end user machine comprising the software...”) is
representative of extra-solution activity. Additionally, the claim(s) fail prong (2) because

the method steps do not transform the underlying subject matter to a different state or

thing.
Claims 2-15 are also rejected as each depends from claim 1.
Claims 27-35 are also rejected as each depends from claim 26.
9. Claims 1, 16 and 26 are directed towards a method comprising the steps of

"generating a secret key k(0)... generating a secret key n(0)... generating a secret key
s(0)... generating an encryption...generating a parameter...generating a
parameter...sending...and sending..." However, this claim is directed to an algorithm as
these method steps merely manipulate data. MPEP 2106.02 states: if the “acts” of a
claimed process manipulate only numbers, abstract concepts or ideas, or signals
representing any of the foregoing, the acts are not being applied to appropriate subject
matter. Gottschalk v. Benson, 409 U.S. 63, 71 - 72, 175 USPQ 673, 676 (1972). Thus, a
process consisting solely of mathematical operations, i.e., converting one set of
numbers into another set of numbers, does not manipulate appropriate subject matter

and thus cannot constitute a statutory process.
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Claims 2-15 are also rejected as each depends from claim 1.

Claims 17-25 also rejected as each depends from claim 16.

Claims 27-35 are also rejected as each depends from claim 26.
10.  Claims 16-25 are directed to a computer program product. Specifically, Claim 16
recites “A computer program product, comprising a computer usable medium having a
computer readable program code embodied therein. However, this is merely software,
and it has been held that software without a required computer-readable medium
storing software that, when executed, causes the computer to perform a particular
process or method (MPEP 2106.01) is merely nonfunctional descriptive material and
non-statutory under 35 U.S.C. 101.

Claims 17-25 also rejected as each depends from claim 16.

Claim Rejections - 35 USC § 112

11.  The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims patrticularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

12.  Claims 1-35 are rejected under 35 U.S.C. 112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which
applicant regards as the invention.

13. Claims 1, 16, and 26 recite “...making the key n(0) known to the vendor but not
to the user...” However, the claims also previously recite “...said end user machine
comprising the software, a feedback module, and a database...said method comprising,

as performed by the feedback module...” Thus, the claim recites that the steps of the
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method, including the step of "...generating a secret key n(0)...” are performed by a
feedback module on the end user machine. It is unclear to one of ordinary skill how the
secret key n(0) is not known to the user when it is generated by the end user machine.
The claims further recite "...generating a parameter Hn0 such that HnO = Hash(n(0) ||
EkO)..." It is unclear to one of ordinary skill how the feedback module in the user
computer can use n(0) when is only known to the vendor. For purposes of examination,
“...generating a secret key n(0) and making the key known to the vendor but not to the
user...” is interpreted as generating a key used by the vendor for encryption.

14. Claims 1, 16, and 26 also recite "...making the key...known..." However, it is
unclear what action "...making the key...known..." comprises. For purposes of
examination, this was interpreted as designated party having some knowledge of the
key.

15. Claims 1, 16, and 26 recite the limitation "...an identification tag FE(0)...".
However, claims 3, 18, and 28 recite the limitation "...said N feedback entries denoted
as FE(1), ..., FE(N)...” It is unclear to one of ordinary skill the whether series of data
denoted by “FE” consists of identification tags or feedback entries.

16.  Claims 2-15, 17-26 and 27-35 are also rejected as each depends on either claim
1, 16, or 26 respectively.

17.  An essential purpose of patent examination is to fashion claims that are precise,
clear, correct, and unambiguous. Only in this way can uncertainties of claim scope be

removed (/In re Zletz, 13 USPQ2d 1320 (Fed. Cir. 1989)).
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Claim Rejections - 35 USC § 103
18.  The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

19. Claims 1, 12-16, 22-26, and 32-35 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter "Elgamal”) in
view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No.
5,892,900, hereinafter “Ginter”)
20. Regarding claims 1, 16, and 26 Elgamal discloses

generating a secret key k(0) and making the key k(0) known to both the vendor
and a user of the software (Elgamal 2:1-15; 7:41-51; 8:5-20; 33:9-13);

generating a key by the user terminal that is used for encryption by the vendor
(Elgamal 23:9-19; 28:38-40; 33:1-4)

encrypting information to be transferred to the vendor (Elgamal 2:5-10; 7:2-8;
8:9-11; 7:62-8:4; 13:17-28; 14:65-68)

Elgamal further discloses the use of a MAC (message authentication code) to
verify the integrity of data that is to be transmitted and that the MAC includes a hash of
the data and a secret which can be a client write key, server write key, or a random

number (Elgamal 17:50-18:27).
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Elgamal does not specifically disclose generating a key known only to the user,
that hash values used to verify the integrity of the data comprise a hash of the data to
be transmitted concatenated with the key of the client or server respectively, and that
the encrypted data is stored at the client.

Tsudik discloses the use of the secret prefix method of generating a MAC using a
hash function. Tsudik discloses that in this method, two principals agree on a secret,
S_ab for example, and when A sends a message M to B, it generates an MD4 hash of
S_ab concatenated to the beginning of the message such that HashValue =
MD4Hash(S_ab || M). The receiver would then use its knowledge of S_ab and the
received message to recompute the hash value and compare it to the received hash
value to verify the integrity of the message (Tsudik p. 32, Protocol Description; pp. 33-
34 Secret Prefix).

Tsudik in view of Elgamal does not specifically disclose generating a key known
only to the user or that the encrypted data is stored at the client.

Ginter discloses the use of secure database keys generated in a user’'s PPE and
never exposed to the public in order to encrypt records stored in the PPE's secure
database (Ginter 222:50-61). Ginter further discloses storage of authentication values
(Ginter 245:55-62; 246:18-23, 27-50).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time of the invention to modify the method of Elgamal to use the secret prefix method of
generating a message authentication code in order to produce unforgeable integrity

values without using encryption so as to provide increased speed by minimizing the use
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of encryption software (Tsudik pp. 30-31 Motivation). Further, it would have been
obvious to one of ordinary skill in the art at the time of the invention to modify the
method of Elgamal in view of Tsudik to include the user generating a secure database
key known only to the PPE and storing authentication values as disclosed in Ginter in
order to be able to securely store data that cannot be accessed by another party in a
database at the user’s device (Ginter 222:55-57).

21. Regarding claims 12-13, 21-23, and 32-33, Elgamal discloses that a
communication network is disposed between the end user machine and the vendor and
permitting the user’'s machine to access the communication network (Elgamal Abstract
3:24-45; 4:6-12; 5:44-50),

Elgamal does not specifically disclose that an application firewall is disposed
between the end user machine and the communication network, that said permitting is
controlled by the application firewall, or preventing the software from accessing the
communication network, said preventing being controlled by the application firewall.

However, the use of a firewall to permit or prevent a machine to access a
network is old and well-known. Therefore, it would have been obvious to one of ordinary
skill in the art at the time of the invention to modify the method of Elgamal in view of
Tsudik in further view of Ginter to employ a firewall to control access of client machines
to a network in order to prevent unauthorized or excessive use of the network.

22. Regarding claims 14, 24, and 34, Elgamal discloses the method of claim 12,
wherein the communication network comprises the Internet (Elgamal 3:24-45; 4:6-12;

5:44-50).
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23. Regarding claims 15, 25, and 35, Elgamal in view of Tsudik in further view of
Ginter does not specifically disclose that the identification tag is selected from the group
consisting of a serial number of the software, a version number of the software and a
combination of the serial number of the software and the version number of the
software.

However, as the description of the identification tag does not affect the method
steps, this is directed towards nonfunctional descriptive material and thus does not
serve to differentiate the claims from the prior art. It has been held that where the
printed matter is not functionally related to the substrate, the printed matter will not
distinguish the invention from the prior art in terms of patentability .... [T]he critical
question is whether there exists any new and unobvious functional relationship between
the printed matter and the substrate (/n re Gulack, 217 USPQ 401 (Fed. Cir. 1983), In re
Ngai, 70 USPQ2d (Fed. Cir. 2004), In re Lowry, 32 USPQ2d 1031 (Fed. Cir. 1994);

MPEP 2106.01 II).

24.  Claims 2-11,17-21, and 27-31 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Elgamal in view of Tsudik, in further view of Ginter and further in view
of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter
“Wheeler”).

25. Regarding claims 2, 3, 17, 18, 27 and 28, Elgamal discloses storing keys in a
database at the user terminal (Elgamal 8:33-53; 16:23-28), Tsudik discloses the use of

the secret prefix method of generating a MAC using a hash function such that
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HashValue = MD4Hash(S_ab || M) (Tsudik p. 32, Protocol Description; pp. 33-34 Secret
Prefix), and Ginter discloses discloses storage of authentication values (Ginter 245:55-
62; 246:18-23, 27-50).

Elgamal in view of Tsudik in further view of Ginter does not specifically disclose
generating a series of keys in which a new key is generated by hashing the last key and
using the keys to generate a series of hash values.

Wheeler discloses computing a series of keys used to encrypt blocks of data and
generate a series of HMAC values, where the recipient both verifies the received keys
and the received MAC, and that each key in this series of keys is generated by hashing
the key that as generated before it in the series (Wheeler Paragraphs 49-50, 55-59, 66-
68).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time of the invention to modify the method of Elgamal in view of Tsudik in further view of
Ginter to include computing a series of keys used to encrypt blocks of data as disclosed
in Wheeler in order to allow the data to be transferred using broadcast transmission
(Wheeler Paragraph 53).

26. Regarding claims 4-6, 19-21, and 29-31,Elgamal discloses generating a key by
the user terminal that is used for encryption by the vendor (Elgamal 23:9-19; 28:38-40;
33:1-4) and encrypting information and transferring it to the vendor (Elgamal 2:5-10;
7:2-8; 8:9-11; 7:62-8:4; 13:17-28; 14:65-68). Wheeler further discloses computing a
series of keys used to encrypt blocks of data and generate a series of HMAC values,

where the recipient both verifies the received keys and the received MAC, and that each
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key in this series of keys is generated by hashing the key that as generated before it in
the series (Wheeler Paragraphs 49-50, 55-59, 66-68).

27. Regarding claims 7 and 10 Elgamal discloses the use of a MAC (message
authentication code) to verify the integrity of data and that the MAC includes a hash of
the data as well as a secret which can be a client write key, server write key, or a
random number (Elgamal 17:50-18:27). Ginter discloses the use of secure database
keys generated in a user's PPE and never exposed to the public in order to encrypt
records stored in the PPE's secure database (Ginter 222:50-61). Ginter further
discloses storage of authentication values (Ginter 245:55-62; 246:18-23, 27-50).

28. Regarding claims 8-9 and 11, Wheeler discloses computing a series of keys
used to encrypt blocks of data and generate a series of HMAC values, where the
recipient both verifies the received keys and the received MAC, and that each key in
this series of keys is generated by hashing the key that as generated before it in the
series (Wheeler Paragraphs 49-50, 55-59, 66-68). Wheeler discloses verifying whether
a received key is valid by comparing the received key to a key independently generated

by the recipient by hashing the previously received key (Wheeler Paragraph 57).

Conclusion
29. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.
e US Patent Application Publication No. 2002/0112152 to VanHeyningen, et al. for

disclosing a client accessing a server through a firewall.
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MOHAMMAD NILFOROUSH whose telephone number
is (571)270-5298. The examiner can normally be reached on Monday-Thursday 8 am -
5 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Calvin Hewitt can be reached on (571)272-6709. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
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SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES
RECEIVED FROM SOFTWARE

Background of the Invention

1. Technical Field

The present invention relates to a method and system for processing feedback entries

received from software.

2. Related Art

Understanding customer behavior facilitates designing products that are more in tune
with customer requirements. As an example, if a vendor finds that a large number of customers
are not using the spell checker before sending an email, it may means that the spell check feature
should be enabled by default. On the other hand, if a large number of users are dismissing an
explicit feature without using the explicit feature, it may mean that the explicit feature is more of
an irritant. Currently, most software vendors rely on surveys and interviews to understand
customer behavior. However, surveys are often unreliable because survey participants are only a
small portion of the installed customer base. Also, survey participants tend to behave differently
in survey situations and real life situations.

A situation which may requires immediate attention from software vendors is erroneous
program behavior. This includes abnormal terminations, assertion failures, crashes etc. Bugs
encountered at customer's site are difficult and expensive to resolve because customers who
contact customer support to report such problems often find it difficult to articulate the exact
nature of the problem. The customers are also usually not competent to provide accurate

information that can help in identifying a problem’s cause, such as stack traces, environment etc.
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It may be desirable for the software to send error reports to the vendor. If the software
product sends error reports to the vendor, the error reports could have useful information such as
stack traces, crash dumps, etc., which will help the vendor to respond faster to defects, resulting
in faster patch release cycles. Some programs provide the user with an option to send error
reports to the vendor. If a known problem occurs, the user is provided a link to the service pack,
hotfix or knowledge base article that addresses the issue.

Error reports provide the following benefits to software vendors: helps in early
identification of critical issues; provides rich information like stack traces, crash dumps, etc., that
is assists in reproducing the problem; and provides timely feedback on patches, hotfixes etc., as
soon as the problem is detected.

Since user machines are not always online, information collected by the system for error
reporting should be stored in user's machine at least until a network connection is available.
However, user machines are prone to attacks and the vendor should be able to provide privacy
and security for the user even when machines are compromised. However, providing privacy
and security even after the user's machine is compromised is a challenging task which is not
addressed by existing systems.

Thus, there is a need for an error reporting system that provides security and privacy for

the user even after the user's machine is compromised.

Summary of the Invention
The present invention provides a method for processing feedback entries received from
software, said software provided by a vendor to an end user machine, said end user machine
comprising the software, a feedback module, and a database, wherein a concatenation operator ||

is defined such that A || B denotes a concatenation of strings A and B, wherein E(K,X) defines a
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symmetric key encryption of a parameter X using a key K, wherein Hash(Y) defines a one way
hash function of a parameter Y, wherein said method comprising, as performed by the feedback
module:

generating a secret key k(0) and making the key k(0) known to both the vendor and a user
of the software;

generating a secret key n(0) and making the key n(0) known to the vendor but not to the
user;

generating a secret key s(0) and making the key s(0) known to the user but not to the
vendor;

generating an encryption Eyo of an identification tag FE(0) such that Ey = E(k(0),FE(0));

generating a parameter Hyo such that Hyo = Hash(n(0) || Exo);

generating a parameter Hyy such that Hyy = Hash(s(0) || Exo);

sending Exo, Hyo, and Hyp to the database; and

sending Eyo and Hy, to the vendor.

The present invention provides a computer program product, comprising a computer
usable medium having a computer readable program code embodied therein, said computer
readable program code comprising an algorithm adapted to implement a method for processing
feedback entries received from software, said software provided by a vendor to an end user
machine, said end user machine comprising the software, a feedback module, and a database,
wherein a concatenation operator || is defined such that A || B denotes a concatenation of strings
A and B, wherein E(K,X) defines a symmetric key encryption of a parameter X using a key K,

wherein Hash(Y) defines a one way hash function of a parameter Y, wherein said method
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comprising, as performed by the feedback module:

generating a secret key k(0) and making the key k(0) known to both the vendor and a user
of the software;

generating a secret key n(0) and making the key n(0) known to the vendor but not to the
user;

generating a secret key s(0) and making the key s(0) known to the user but not to the
vendor;

generating an encryption Ey of an identification tag FE(0) such that Eyo = E(k(0),FE(0));

generating a parameter Hyo such that Hyo = Hash(n(0) || Exo);

generating a parameter Hy such that Hyy = Hash(s(0) || Exo);

sending Eyo, Hyo, and Hy to the database; and

sending Eyo and Hy to the vendor.

The present invention provides a process for deploying (or integrating) computing
infrastructure, said process comprising integrating computer-readable code into a computing
system, wherein the code in combination with the computing system is capable of performing a
method for processing feedback entries received from software, said software provided by a
vendor to an end user machine, said end user machine comprising the software, a feedback
module, and a database, wherein a concatenation operator || is defined such that A || B denotes a
concatenation of strings A and B, wherein E(K,X) defines a symmetric key encryption of a
parameter X using a key K, wherein Hash(Y) defines a one way hash function of a parameter Y,
wherein said method comprising, as performed by the feedback module:

generating a secret key k(0) and making the key k(0) known to both the vendor and a user

IN920050028US1 4



of the software;

generating a secret key n(0) and making the key n(0) known to the vendor but not to the
user;

generating a secret key s(0) and making the key s(0) known to the user but not to the
vendor;

generating an encryption Eyo of an identification tag FE(0) such that Eyo = E(k(0),FE(0));

generating a parameter Hyo such that Hpo = Hash(n(0) || Exo);

generating a parameter Hyp such that Hyy = Hash(s(0) || Exo);

sending Exo, Hyo, and Hy to the database; and

sending Eyo and Hp to the vendor.

The present invention advantageously provides an error reporting system that provides

security and privacy for the user even after the user's machine is compromised.

Brief Description of the Drawings

FIG. 1 depicts a system for processing feedback entries received from software provided
by a vendor to an end user machine, in accordance with embodiments of the present invention.

FIG. 2 is a flow chart depicting operation of the system of FIG. 1, in accordance with
embodiments of the present invention.

FIG. 3 is a flow chart depicting periodic synchronization of the contents of a database
with the vendor of FIG. 1, in accordance with embodiments of the present invention.

FIG. 4 is a flow chart depicting operation of the system of FIG. 1, in accordance with

embodiments of the present invention.
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FIG. 5 is a flow chart depicting generation of secret keys, in accordance with
embodiments of the present invention.

FIGS. 6A and 6B is a flow chart depicting setting up the database of FIG. 1, in
accordance with embodiments of the present invention.

FIG. 7 is a flow chart depicting storing a feedback entry in the database of FIG. 1, in
accordance with embodiments of the present invention.

FIG. 8 is a flow chart depicting synchronizing contents of the database with the vendor of
FIG. 1, in accordance with embodiments of the present invention.

FIG. 9 is a flow chart describing verification, by the vendor of FIG. 1, of the integrity of
the feedback entries received by the vendor, in accordance with embodiments of the present
invention.

FIG. 10 is a flow chart describing verification, by the user of FIG. 1, of the integrity of
the feedback entries in the database, in accordance with embodiments of the present invention.

FIG. 11 illustrates a computer system used for processing feedback entries received from
software provided by a vendor to an end user machine, in accordance with embodiments of the

present invention.

Detailed Description of the Invention

The present invention provides a secure way of collecting program usage statistics that
also protects the privacy of individual users, by using an application firewall, a separate feedback
module, a secure database and a special purpose cryptographic protocol. Apart from protecting
users from malicious attackers, the present invention also prevents the software vendor from

misleading the user on what information was sent to its site for analysis. In other words, the
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present invention treats even the software vendor as a potential adversary. Also, the present
invention invention describes a mechanism that provides security and privacy even when the
user's system is taken over by an adversary.

By using this present invention, users will have exact control over the data that is sent to
the vendor and will facilitate a huge increase in adoption of automated feedback and error
reporting. In fact, when users become more and more aware of online privacy issues, they will
insist that all automated feedback and error reporting systems should include mechanisms that
provide security and privacy.

The present invention provides an automated feedback and error reporting system that is
not too invasive, so that software vendors may employ prudence while deciding what
information is collected. In addition, the present invention enables the user to have a fool proof
way to ensure that the privacy policy agreed upon by the vendor is kept, so that if there is a
breach of privacy, the user would be able to detect the breach.

The present invention enables users to periodically check for privacy policy violations, so
that the user may read at any time the information that was sent to the vendor, and nobody other
than the vendor and the user are able to read the information that was sent by the software. The
vendor is able to verify that all information that was received was actually sent by the software
and was not modified in transit. The system is able to function (with all the privacy and security
guarantees) even when there is no network connection available to communicate with the
vendor.

User machines are prone to attacks and the feedback module of the present invention is
able to provide privacy and security even when user machines are compromised. As a first

example, if the vendor attacks the user machine and the user’s machine is compromised as a
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result, the vendor should not be able to modify or delete information that was collected (and kept
in user’s machine) before the compromise and escape detection by the user. As a second
example, if the user machine is compromised, any attacker (other than the vendor) should not be
able to read the information collected from the user before the compromise. As a third example,
if the user machine is compromised, the attacker should not be able to modify or delete
information collected from the user before the compromise and escape detection by the vendor or
user.

A concatenation operator || is defined such that A || B denotes a concatenation of
character strings A and B. For example if A = “abc” and B = “xyz” then A || B = “abcxyz”.

E(K,X) is defined as a symmetric key encryption of a parameter X using a key K.
E(K,X) results from use of an encryption algorithm such as Data Encryption Standard (DES) or
Advanced Encryption Standard (AES), wherein the data cannot be decrypted without the
knowledge of the key k.

Hash(Y) is defined as a one way hash function of a parameter Y using a hash algorithm
such as MDS5 (RFC1321) or SHA1 (RFC3174). Hash(Y) has the following properties: given the
Hash(M), it is difficult to find the message M. Hash(Y) is preimage resistant: given a message
M1, it is difficult to find another message M2 such that Hash(M1) = Hash(M2). Hash(Y) is
collision resistant: it is difficult to find two messages M1 and M2 such that Hash(M1) =
Hash(M2).

FIG. 1 depicts a system10 for processing feedback entries received from software 13
provided by a vendor 18 to an end user machine 12, in accordance with embodiments of the
present invention. The vendor 18 comprises the vendor’s computing site which includes, inter

alia, a server of the vendor 18. The end user machine 12, which comprises a computer or
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computer system, includes a feedback module (FBM) 14, a database 15, and the software 13.
The database 15 is a secure database due to security features of the present invention as
described infra. The feedback module 14 is connected to the vendor 18 via a communication
network 17 (e.g., the Internet). The communication network 17 is disposed between the end user
machine 12 and the vendor 18. A user 19, who uses the software 13 provided by the vendor 18,
may be online with respect to the end user machine 12.

Access by feedback module 14 to the communication network 17 is controlled by an
application firewall 16 which is disposed between the end user machine 12 and the
communication network 17. The application firewall 16 is adapted to permit access by the
feedback module 14 to the communication network 17. The application firewall 16 is adapted to
prevent access by the software to the communication network 17. Accessing the communication
network 17 comprises sending data to the communication network 17 and/or receiving data from
the communication network 17. The application firewall 16 consults its internal rule database
before allowing any application to access the communication network 17. Examples of
application firewalls include Zone Labs Integrity Desktop.

The system 10 comprises the feedback module 14 and the database 15.

The software 13, which is installed by the vendor 18 in the end user machine 12, is
prevented from directly accessing the vendor 18 by the application firewall 16. Instead, the
feedback module 14 communicates with the vendor 18. When the software13 has information to
send to the vendor 18, the softwarel3 sends the information to the feedback module 14 as
feedback entries. It is assumed herein that the vendor has knowledge of the format used to
encode the feedback entries. The feedback module 14 provides security and privacy for the user

19. The feedback module 14 writes the feedback entries to the database 15 after following a
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protocol described infra. Then, if a network connection from the feedback module 14 to the
vendor 18 is available, the feedback module 14 follows a synchronization protocol (see FIG. 8)
to sync the contents of the database 15 with the vendor 18. The application firewall 16 is
configured to allow the feedback module 14 to connect to the vendor 18 and to prevent all other
programs from accessing the vendor 18. If the synchronization is successful, the vendor 18 can
verify the integrity of data received by the vendor 18 by following the algorithm given in FIG. 9.
The user can verify whether or not all the security requirements are met by following the
algorithm given in FIG. 10.

FIG. 2 is a flow chart depicting the operation of the system 10 of FIG. 1, in accordance
with embodiments of the present invention. The flow chart of FIG. 2 comprises steps 21-25.
Step 21 provides initializations, including setup of secret keys and setup of the database 15 to be
secure for the feedback module 14 and the vendor 18. Step 22 executes the software 13. The
feedback module 14 executes a loop comprising steps 23-25, wherein each pass through the loop
performs operations on feedback entries generated by the software 13. In step 23, the software
13 generates feedback entries which are processed by the feedback module 14 in step 24. In step
25, the feedback module 14 writes the processed feedback entries to the database 15.

FIG. 3 is a flow chart depicting periodic synchronization of the contents of the database
15 with the vendor 18 of FIG. 1, in accordance with embodiments of the present invention. The
synchronization is performed by the feedback module 14 periodically in accordance with a
specified synch interval of time. The sync interval may be specified by vendor 18 or chosen by
the user 19. The flow chart of FIG. 3 comprises steps 31-35. The process loops through step 31
until it is determined that the current synch interval has expired so that a synchronization may

next be performed. Step 32 determines whether a synchronization is required. For example, a
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synchronization is required if the feedback module 14 has received a feedback entry from the
software 13 since the last synchronization. If a synchronization is not required, then the process
returns to step 31. If a synchronization is required, then step 33 is performed. The process loops
through step 33 until it is determined that the user 19 is online with respect to the end user
machine 12, which triggeres execution of step 34. In step 34, the feedback module 14
synchronizes the contents of the database 15 with the vendor 18, as described infra in
conjunction with FIG. 8. In step 35, the vendor 18 checks the integrity of the data received by
the vendor 18, as described infra in conjunction with FIG. 9.

The feedback module 14 receives messages (feedback entries which could include usage
statistics, error reports etc.) from the software 13 and writes the messages to the database 15
(which is secure) to assure security and privacy. The cryptographic protocols that support the
security and privacy involve various interactions between the various entities. The entities are:
the vendor 18 who can be contacted through the public Internet but access to whom is denied to
all software programs except the feedback module 14 by the application firewall 16; the user 19
of the software 13 provided by the vendor 18; and the feedback module 14 which is a software
program which interacts with the software 13 provided by the vendor 18.

FIG. 4 is a flow chart depicting operation of the system 10 of FIG. 1, in accordance with
embodiments of the present invention. The flow chart of FIG. 4, which is more detailed than the
flow chart of FIG. 2, comprises steps 41-46.

Step 41 of FIG. 4 generates secret keys between the vendor 18 and the feedback module
14. In step 41, the feedback module 14 establishes two secret keys, namely k(0) and n(0), that
are shared between the feedback module 14 and the vendor 18. Generation of keys k(0) and n(0)

can be done using a public key algorithm such as, inter alia, Diffie-Hellman key exchange.
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Alternatively, if the public key of the vendor 18 is available to the feedback module 14 as a
public key certificate, then the keys k(0) and n(0) can be negotiated using a protocol such as
Secure Sockets Layer (SSL). The feedback module 14 makes the secret key k(0) available to
both the vendor 18 and the user 19. In general, any method known to a person of ordinary skill
in the art for establishing two secret keys is within the scope of the present invention.

The feedback module 14 also generates an identification tag, denoted illustratively as
FBM _ID, that helps in uniquely identifying this installation of the software 13 with the vendor
18. This identification tag could be the serial number of the software, version number for the
software, a combination of the serial number of the software and the version number of the
software, etc. The feedback module 14 discloses this identification tag to the user 19.

The same feedback module 14 could support multiple vendors (e.g., two or more
vendors) such that two secret keys are generated for each vendor of the multiple vendors.

In step 42 of FIG. 4, the feedback module 14 generates a secret key s(0) for use between
the user 19 and the feedback module 14. The feedback module 14 discloses the secret key s(0)
to the user 19. The secret key s(0) can be derived, inter alia, from a password that is known only
to the user 19, by hashing the password using a one way hash function.

FIG. 5 is a flow charting depicting steps 41 and 42 of FIG. 4, wherein steps 41-42
generate the secret keys k(0) and n(0) (step 41) and s(0) (step 42). The flow chart of FIG. 5
comprises steps 51-55. Step 51 generates the secret keys k(0) and n(0). Step 52 sends the
generated secret keys k(0) and n(0) to the vendor 18 securely. Step 53 prompts the user 19 for a
password “P”. Step 54 generates the secret key s(0) as a hash of the password P (i.e., as
Hash(P)). Step 55 sends k(0) and n(0) to the vendor 18 securely. Although FIG. 5 depicts step

55 after steps 53 and 54, step 55 may be performed either before or after steps 53 and 54.
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Note that after steps 41 and 42 of FIG. 4 are performed, the secret keys k(0), n(0), and
s(0) are known as follows. The key k(0) is known to the feedback module 14, the vendor 18, and
the user 19. The key n(0) is known to the feedback module 14 and the vendor 18. The key s(0)
is known to the feedback module 14 and the user 19. The keys k(0), n(0), and s(0), as well as all
other keys described herein, may be in a character string format.

Step 43 of FIG. 4 sets up the database 15, which is described in a flow chart in FIGS. 6A
and 6B (collectively, “FIG. 6”), in accordance with embodiments of the present invention. The
flow chart of FIG. 6 comprises steps 60-69. The feedback module 14 performs steps 60-64 (FIG.
6A), and the vendor 18 performs steps 65-69 (FIG. 6B).

In step 60, the feedback module 14 sets parameter FE(0) equal to the identification tag
denoted illustratively as FBM_ID. In step 61, the feedback module 14 calculates parameters Exy,
Huo, and Hyp:

Exo = E(k(0), FE(0))

Hno = Hash(n(0) || Exo)

Hyo = Hash(s(0) || Exo)

In step 62, feedback module 14 generates keys k(1), n(1), and s(1):

k(1) = Hash(k(0))

n(1) = Hash(n(0))

s(1) = Hash(s(0))

In step 63, the feedback module 14 writes Eyg, Hyo, Hso, k(1), n(1), and s(1) to the
database 15.

In step 64, the feedback module 14 sends Eyy and H,g to the vendor 18.

IN920050028US1 13



t

In step 65, the vendor 18 calculates H'yo = Hash(n(0) || Exo) from Eyo received by the
vendor 18, using the key n(0) in the possession of the vendor 18. Step 66 determines whether the
vendor-calculated H',o matches the Hno‘received by the vendor 18 from the feedback module 14
as a result of step 64. If step 66 determines that H'yy does not match Hyg, then an error or a
breach of security has occurred and the process stops in step 67. If step 66 determines that H'
matches Hp, then step 68 is executed in which the vendor 18 decrypts Exo using the key k(0)
from which FE(0) is determined. In step 69, the vendor 18 records that the database 15 is set.
Since n(0) is known only to the vendor 18 and the feedback module 14, the vendor 18 has
determined that Ey was properly received from the feedback module 14 via step 64.

In step 44 of FIG. 4, the feedback module 14 stores a feedback entry in the database 15,
which is described in detail in a flow chart in FIG. 7, in accordance with embodiments of the
present invention. The flow chart of FIG. 7 comprises steps 71-75, which are performed by the
feedback module 14. In step 71, the feedback module 14 receives a new feedback entry FE(i)
from the software 13, wherein i =1 for the first such new feedback entry FE(i). In step 72, the
feedback module 14 calculates parameters Ey;, Hp, and Hy;:

Eii = E(k(i), FE(i))

H;i = Hash(n(i) || Exi)

Hg; = Hash(s(i) || Exi)

In step 73, the feedback module 14 writes Eyi , Hyi, and Hg; to the database 15. In step 74,
the feedback module 14 generates new keys k(i+1), n(i+1), and s(i+1):

k(i+1) = Hash(k(i))

n(i+1) = Hash(n(i))

s(i+1) = Hash(s(i))
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In step 75, the feedback module 14 replaces k(i), n(i), and s(i) with keys k(i+1), n(i+1),
s(i+1), respectively, in the database 15. For example, the feedback module 14 may erase keys
k(i), n(i), and s(i) from the database 15 and write keys k(i+1), n(i+1), s(i+1) to the database 15.

Steps 71-75 are executed for each new feedback entry received by the feedback module
14 from the software 13. If N such new feedback entries are processed by the feedback module
14, then after the N new feedback entries have been processed in accordance with steps 71-75,
the database 15 will comprise Ey;, Hpi, and Hg and fori=1, 2, ..., N, and the database 15 will
additionally comprise k(N+1), n(N+1), and s(N+1).

In step 45 of FIG. 4, the feedback module 14 synchronizes contents of the database 15
with the vendor 18, which is described in detail in a flow chart in FIG. 8, in accordance with
embodiments of the present invention. The flow chart of FIG. 8 comprises steps 81-85, which
are performed periodically by the feedback module 14.

Step 81 sets an index i equal to 0. Steps 82-84 define a loop in which the index i is
executed from i = 0 to i = N, wherein N is the number of feedback entries in the database 15.
The index i is a feedback entry index fori=1, 2, ..., N. Step 82 tests for the end of the loop
(i.e., for i > N). If step 82 determines that i is not greater than N, then step 83 is next executed
and sends Ey; and Hy; to the vendor 15, followed by incrementing 1 by 1 in step 84 to complete
the i™ iteration of the loop. If step 82 determines that i > N, then step 85 is next executed to send
an encryption of n(N+1), using the key k(N+1), to the vendor 18 which ends the synchronization
process, said encryption sent to the vender 18 being expressed as E(k(N+1), n(N+1)).

Alternatively, instead of sending all the feedback entries in the database 15 to the vendor
18, the synchronization protocol can send only those feedback entries that were added since the

last synchronization.
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In step 45 of FIG. 4, the integrity of the feedback entries are verified by the vendor 18
(see FIG. 9) and by the user (see FIG. 10).

FIG. 9 is a flow chart describing verification of the integrity of the feedback entries
received by the vendor 18, in accordance with embodiments of the present invention. The flow
chart of FIG. 9 comprises steps 111-120, which are performed by the vendor 18. The inputs to
the process of FIG. 9 are the following parameters previously received by the vendor 18:

(1) keys n(0) and k(0) from step 41 of FIG. 4;
(2) Exo and Hyp from step 64 of FIG. 6A,;
(3) N = number of feedback entries received by vendor 18
(4) Ey and H,y,; (i=1, 2, ..., N) from step 83 of FIG. 8; and
(5) E(k(N+1),n(N+1)) from step 85 of FIG. 8.
Step 111 initializes an iteration index i to 0 and calculates H(0):
H(0) = n(0) (using the input key n(0))
Next, a loop comprising steps 112-117 is executed.
Step 112 calculates H'y;:
H' = Hash(H(i) || Exi)
using the input Eyg if i=0 or the input Ey; if i > 1, and using H(0) from step 111 if i=0 or H(i)
from step 115 of previous iteration of the loop if i > 0.

Step 113 determines whether H'y; is equal to Hy;, using the input Hy if i=0 or the input Hy;
ifi>1. If step 113 determines that H'y; is unequal to Hy; then step 114 is executed wherein step
114 announces that an integrity failure has occurred. If step 113 determines that H';; = Hy; then
step 115 is next executed.

Step 115 calculates:
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H(i+1) = Hash(H(1)) and
k(i+1) = Hash(k(i))

The computation of k(i+1) uses the input key k(0) if i = O or uses k(i) from step 115 of
the previous iteration of the loop if i > 0.

Step 116 ascertains whether to exit the loop by determining whetheri > N. If step 116
determines that i does not exceed N, then step 117 is executed to increment i by 1, followed by
looping back to step 112 to perform the next iteration of the loop. If step 116 determines that i >
N, then the loop is exited and step 118 is next performed.

Step 118 decrypts E(k(N+1), n(N+1)) (input from step 85 of FIG. 8), using the key
k(N+1) from step 115 of the last iteration of the loop, to infer n(N+1).

Step 119 determines whether the inferred n(N+1) equals HN+1), wherein H(N+1) was
calculated in step 115 of the last iteration of the loop. If step 119 determines that n(N+1) does
not equal H(N+1) then step 120 is executed wherein step 120 announces that an integrity failure
has occurred. If step 119 determines that n(N+1) = H(N+1) then the verification by the vendor
18 ends.

FIG. 10 is a flow chart describing verification of the integrity of the feedback entries in
the database 15, in accordance with embodiments of the present invention. The flow chart of
FIG. 10 comprises steps 131-139, which are performed by the user 19. The inputs to the process

of FIG. 9 are the following parameters previously inserted into the database 15 by the feedback
| module 14:
(1) key s(0) from step 42 of FIG. 4,
(2) Eyo and Hyo from step 63 of FIG. 6A;

(3) N = number of feedback entries in database 15
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(4) Ey and Hy; (i=1, 2, ..., N) from step 73 of FIG. 7;
(5) s(N+1) from step 75 of FIG. 7
Step 131 initializes an iteration index i to 0 and calculates S(0):
S(0) = s(0) (using the input key s(0))
Next, a loop comprising steps 132-137 is executed.
Step 132 calculates H's;:
H'; = Hash(S(i) || Ex)
using the input Eyg if i=0 or the input Ey; if i > 1, and using S(0) from step 131 if i=0 or S(i) from
step 135 of the previous iteration of the loop ifi > 0.

Step 133 determines whether H'; is equal to Hg, using the input Hy if i=0 or the input H;
ifi > 1. If step 133 determines that H; is unequal to Hy; then step 134 is executed wherein step
134 announces that an integrity failure has occurred. If step 133 determines that H'; = H;; then
step 135 is next executed.

Step 135 calculates:

S(i+1) = Hash(S(i))

Step 136 ascertains whether to exit the loop by determining whether i > N. If step 136
determines that i does not exceed N, then step 137 is executed to increment i by 1, followed by
looping back to step 132 to perform the next iteration of the loop. If step 136 determines that i >
N, then the loop is exited and step 138 is next performed.

Step 138 determines whether S(N+1) equals s(N+1), wherein S(N+1) was calculated in
step 135 of the last iteration of the loop, and wherein s(N+1) is obtained from the database 15. If

step 138 determines that S(N+1) does not equal s(N+1) then step 139 is executed wherein step
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139 announces that an integrity failure has occurred. If step 138 determines that S(N+1) =
s(N+1) then the verification by the user 19 ends.

For the purpose of security, the application firewall 16 prevents all communication
between the software 13 and the vendor 18 and ensures that only the feedback module 14 is
allowed to communicate with the vendor 18. Hence, the software 13 cannot send arbitrary
entries without the arbitrary entries getting recorded by the feedback module 14. The feedback
module 14 maintains all of the feedback entries sent to the vendor18 in the database 15 so that
the feedback entries can be verified by the user19 at any time. Different keys are used for
encrypting and verifying each feedback entry. Each key is derived from the previous key, but
given a key, its previous version cannot be found since a one way hash function is used to derive
newer keys. At the time of intrusion, the intruder has access only to the latest values of the keys
k(i+1), n(i+1) and s(i+1). All communication between the feedback module 14 and vendor 18 is
encrypted using k(i) which is not known to others. Since there is no way for the intruder to
derive previous values of the keys, the intruder cannot forge or read or delete previous feedback
entries that were created prior to the intrusion. Note that two verification keys (n(0) and s(0)) are
used, one verification key for the vendor 18 and the other verification key for the user 19, which
ensures that if the vendor 18 becomes the intruder, the user 19 can still locate any forgery.

FIG. 11 illustrates a computer system 90 used for processing feedback entries received
from software provided by a vendor to an end user machine, in accordance with embodiments of
the present invention. Either or both of the end user machine 12 and the computer system of the
vendor 18 of FIG. 1 may comprise the computer system 90 of FIG. 11.

The computer system 90 comprises a processor 91, an input device 92 coupled to the

processor 91, an output device 93 coupled to the processor 91, and memory devices 94 and 95
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each coupled to the processor 91. The input device 92 may be, infer alia, a keyboard, a mouse,
etc. The output device 93 may be, inter alia, a printer, a plotter, a computer screen, a magnetic
tape, a removable hard disk, a floppy disk, etc. The memory devices 94 and 95 may be, inter
alia, a hard disk, a floppy disk, a magnetic tape, an optical storage such as a compact disc (CD)
or a digital video disc (DVD), a dynamic random access memory (DRAM), a read-only memory
(ROM), etc. The memory device 95 includes a computer code 97.

The computer code 97 includes an algorithm for processing feedback entries received
from software provided by a vendor to an end user machine. The computer code 97 may
represent the feedback module 14 of FIG. 1 if the end user machine 12 comprises the computer
system 90. The computer code 97 may represent software of the vendor 18 if the computer
system of the vendor 18 comprises the computer system 90.

The processor 91 executes the computer code 97. The memory device 94 includes input
data 96. The input data 96 includes input required by the computer code 9>7 . The output device
93 displays output from the computer code 97. Either or both memory devices 94 and 95 (or one
or more additional memory devices not shown in FIG. 11) may be used as a computer usable
medium (or a computer readable medium or a program storage device) having a computer
readable program code embodied therein and/or having other data stored therein, wherein the
computer readable program code comprises the computer code 97. Generally, a computer
program product (or, alternatively, an article of manufacture) of the computer system 90 may
comprise said computer usable medium (or said program storage device).

Thus the present invention discloses a process for deploying or integrating computing
infrastructure, comprising integrating computer-readable code into the computer system 90,

wherein the code in combination with the computer system 90 is capable of performing a method
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for processing feedback entries received from software provided by a vendor to an end user
machine.

While FIG. 11 shows the computer system 90 as a particular configuration of hardware
and software, any configuration of hardware and software, as would be known to a person of
ordinary skill in the art, may be utilized for the purposes stated supra in conjunction with the
particular computer system 90 of FIG. 11. For example, the memory devices 94 and 95 may be
portions of a single memory device rather than separate memory devices.

While embodiments of the present invention have been described herein for purposes of
illustration, many modifications and changes will become apparent to those skilled in the art.
Accordingly, the appended claims are intended to encompass all such modifications and changes

as fall within the true spirit and scope of this invention.
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CLAIMS

What is claimed is:
1. A method for processing feedback entries received from software, said software provided by a
vendor to an end user machine, said end user machine comprising the software, a feedback
module, and a database, wherein a concatenation operator || is defined such that A || B denotes a
concatenation of strings A and B, wherein E(K,X) defines a symmetric key encryption of a
parameter X using a key K, wherein Hash(Y) defines a one way hash function of a parameter Y,
wherein said method comprising, as performed by the feedback module:

generating a secret key k(0) and making the key k(0) known to both the vendor and a user
of the software;

generating a secret key n(0) and making the key n(0) known to the vendor but not to the
user;

generating a secret key s(0) and making the key s(0) known to the user but not to the
vendor;

_ generating an encryption Eyg of an identification tag FE(0) such that Eyo = E(k(0),FE(0));

generating a parameter Hyo such that H,o = Hash(n(0) || Exo);

generating a parameter Hyo such that Hyy = Hash(s(0) || Exo);

sending Eyg, Hpo, and Hyo to the database; and

sending Eyq and Hyo to the vendor.

2. The method of claim 1, said method comprising, as performed by the feedback module:

IN920050028US1 22



generating keys k(1), n(1), and s(1) such that k(1) = Hash(k(0)), n(1) = Hash(n(0)), and
s(1) = Hash(s(0)); and

sending k(1), n(1), and s(1) to the database.

3. The method of claim 2, said method comprising, as performed by the feedback module,
receiving N feedback entries from the software and processing the N feedback entries, said N
feedback entries denoted as FE(1), ..., FE(N), said N at least 1, said processing the feedback
entry FE(i) for each of i=1, ..., N comprising:

calculating parameters Ey;, Hyi, and Hg; such that Ey; = E(k(1), FE(i)), Hy = Hash(n(i) ||
E.i), and Hg; = Hash(s(i) || Ex);

writing Ey;, Hpi, and Hg; to the database;

generating keys k(i+1), n(i+1), and s(i+1) such that k(i+1) = Hash(k(1)), n(i+1) =
Hash(n(i)), and s(i+1) = Hash(s(i)); and

replacing keys k(i), n(i), and s(i) in the database with keys k(i+1), n(i+1), and s(i+1),

wherein after said processing the N feedback entries, the database comprises k(N+1),

n(N+1), and s(N+1).
4. The method of claim 3, said method comprising, as performed by the feedback module,
synchronizing content of the database with the vendor, said synchronizing comprising sending to

the vendor: (Ey; , Hpi, 1=M, ..., N) and E(k(N+1), n(N+1)), wherein 1 <M <N,

5. The method of claim 4, wherein M=1.
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6. The method of claim 4, wherein M>1.

7. A validation method for validating the N feedback entries resulting from performance of the
method of claim 4, said validation method comprising verifying, by the vendor, an integrity of
the N feedback entries received by the vendor as a result of said sending to the vendor: ((Ey;,

H),i=M, ..., N) and E(k(N+1), n(N+1)), wherein 1 <M <N.

8. The validation method of claim 7, wherein said verifying comprises:
setting i = 0 and H(0) = n(0);
executing iterations i =0, 1, ..., N of a loop, wherein executing each iteration i of the
loop comprises: setting H'y; = Hash(H(i) || Ex;); determining if H'y; = Hy; is true; and if H',; = Hy
is determined to be true then setting H(i+1) = Hash(H(i)) and k(i+1) = Hash(k(i)), otherwise
ascertaining that a first integrity failure has occurred;
if said executing the iterations has not determined that the first integrity faiiure has
occurred then after said executing:
decrypting E(k(N+1), n(N+1)) using key k(N+1) to infer n(N+1);
determining if n(N+1) = H(N+1) is true; and
if n(N+1) = H(N +1) has been determined to be true then ascertaining that the
integrity of the N feedback entries received by the vendor has been verified, otherwise

ascertaining that a second integrity failure has occurred.

9. The validation method of claim 7, wherein the validation method further comprises, as

performed by the vendor prior to said verifying:
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calculating H'yo = Hash(n(0) || Exo);
determining if H'o = Hpyg is true; and
if H',i = Hy,; is not determined to be true then ascertaining that an error has occurred,

otherwise decrypting Ex, to infer FE(0) and recording that the database is set.

10. A validation method for validating the N feedback entries resulting from performance of the
method of claim 3, said validation method comprising verifying, by the user, an integrity of the
N feedback entries in the database as a result of writing ((Exi, Hni, Hsi), i= 1, ..., N) to the

database.

11. The validation method of claim 10, wherein said verifying comprises:
setting 1 = 0 and S(0) = s(0);
executing iterations 1 =0, 1, ..., N of a loop, wherein executing each iteration i of the
loop comprises: setting H's; = Hash(S(i) || Ey); determining if H' = Hj; is true; and if H'; = Hg; is
determined to be true then setting S(i+1) = Hash(S(i)), otherwise ascertaining that a first integrity
failure has occurred;
if said executing the iterations has not determined that the first integrity failure has
occurred then after said executing:
determining if S(N+1) = s(N+1); and
if S(ON+1) = s(N+1) has been determined to be true then ascertaining that the
integrity of the N feedback entries in the database has been verified, otherwise

ascertaining that a second integrity failure has occurred.
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12. The method of claim 1, wherein a communication network is disposed between the end user
machine and the vendor, wherein an application firewall is disposed between the end user

machine and the communication network, and wherein the method further comprises permitting
the feedback module to access the communication network, said permitting being controlled by

the application firewall.

13. The method of claim 12, wherein the method further comprises preventing the software from
accessing the communication network, said preventing being controlled by the application

firewall.

14. The method of claim 12, wherein the communication network comprises the Internet.

15. The method of claim 1, wherein the identification tag is selected from the group consisting of

a serial number of the software, a version number of the software and a combination of the serial

number of the software and the version number of the software.
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16. A computer program product, comprising a computer usable medium having a computer
readable program code embodied therein, said computer readable program code comprising an
algorithm adapted to implement a method for processing feedback entries received from
software, said software provided by a vendor to an end user machine, said end user machine
comprising the software, a feedback module, and a database, wherein a concatenation operator ||
is defined such that A || B denotes a concatenation of strings A and B, wherein E(K,X) defines a
symmetric key encryption of a parameter X using a key K, wherein Hash(Y) defines a one way
hash function of a parameter Y, wherein said method comprising, as performed by the feedback
module:

generating a secret key k(0) and making the key k(0) known to both the vendor and a user
of the software;

generating a secret key n(0) and making the key n(0) known to the vendor but not to the
user;

generating a secret key s(0) and making the key s(0) known to the user but not to the
vendor;

generating an encryption E, of an identification tag FE(0) such that Eyo = E(k(0),FE(0));

generating a parameter Hy such that Hyg = Hash(n(0) || Exo);

generating a parameter Hy, such that Hy = Hash(s(0) || Exo);

sending Eyo, Hno, and Hy to the database; and

sending Eyo and Hy to the vendor.

17. The computer program product of claim 16, said method comprising, as performed by the

feedback module:
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generating keys k(1), n(1), and s(1) such that k(1) = Hash(k(0)), n(1) = Hash(n(0)), and
s(1) = Hash(s(0)); and

sending k(1), n(1), and s(1) to the database.

18. The computer program product of claim 17, said method comprising, as performed by the
feedback module, receiving N feedback entries from the software and processing the N feedback
entries, said N feedback entries denoted as FE(1), ..., FE(N), said N at least 1, said processing
the feedback entry FE(i) for each of i=1, ..., N comprising:

calculating parameters Ey;, Hyi, and Hg; such that Ey; = E(k(i), FE(i)), Hy; = Hash(n(1) ||
Ex;), and Hg; = Hash(s(i) || Exi);

writing Eyi, Hyi, and Hg; to the database;

generating keys k(i+1), n(i+1), and s(i+1) such that k(i+1) = Hash(k(i)), n(i+1) =
Hash(n(i)), and s(i+1) = Hash(s(i)); and

replacing keys k(i), n(i), and s(i) in the database with keys k(i+1), n(i+1), and s(i+1),

wherein after said processing the N feedback entries, the database comprises k(N+1),

n(N+1), and s(N+1).

19. The computer program product of claim 18, said method comprising, as performed by the
feedback module, synchronizing content of the database with the vendor, said synchronizing
comprising sending to the vendor: (Eyi , Hpi, 1=M, ..., N) and E(k(N+1), n(N+1)), wherein 1 <

M =N.

20. The computer program product of claim 19, wherein M=1.
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21. The computer program product of claim 19, wherein M>1.

22. The computer program product of claim 16, wherein a communication network is disposed
between the end user machine and the vendor, wherein an application firewall is disposed
between the end user machine and the communication network, and wherein the method further
comprises permitting the feedback module to access the communication network, said permitting

being controlled by the application firewall.

23. The computer program product of claim 22, wherein the method further comprises
preventing the software from accessing the communication network, said preventing being

controlled by the application firewall.

24. The computer program product of claim 22, wherein the communication network comprises

the Internet.
25. The computer program product of claim 16, wherein the identification tag is selected from

the group consisting of a serial number of the software, a version number of the software and a

combination of the serial number of the software and the version number of the software.
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26. A process for deploying (or integrating) computing infrastructure, said process comprising
integrating computer-readable code into a computing system, wherein the code in combination
with the computing system is capable of performing a method for processing feedback entries
received from software, said software provided by a vendor to an end user machine, said end
user machine comprising the software, a feedback module, and a database, wherein a
concatenation operator || is defined such that A || B denotes a concatenation of strings A and B,
wherein E(K,X) defines a symmetric key encryption of a parameter X using a key K, wherein
Hash(Y) defines a one way hash function of a parameter Y, wherein said method comprising, as
performed by the feedback module:

generating a secret key k(0) and making the key k(0) known to both the vendor and a user
of the software;

generating a secret key n(0) and making the key n(0) known to the vendor but not to the
user;

generating a secret key s(0) and making the key s(0) known to the user but not to the
vendor;

generating an encryption Eyo of an identification tag FE(0) such that Eyo= E(k(0),FE(0));

generating a parameter Hpg such that Hyy = Hash(n(0) || Exo);

generating a parameter Hyp such that Hyo = Hash(s(0) || Exo);

sending Eyo, Hyo, and Hyg to the database; and

sending Ey and H, to the vendor.

27. The process of claim 26, said method comprising, as performed by the feedback module: '
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generating keys k(1), n(1), and s(1) such that k(1) = Hash(k(0)), n(1) = Hash(n(0)), and
s(1) = Hash(s(0)); and

sending k(1), n(1), and s(1) to the database.

28. The process of claim 27, said method comprising, as performed by the feedback module,
receiving N feedback entries from the software and processing the N feedback entries, said N
feedback entries denoted as FE(1), ..., FE(N), said N at least 1, said processing the feedback
entry FE(i) for each of i =1, ..., N comprising:

calculating parameters Ey;, Hy;, and Hy; such that Ey; = E(k(i), FE(i)), Hy = Hash(n(i) ||
Eyi), and Hg; = Hash(s(i) || Ex);

writing Ey;, Hp;, and Hg; to the database;

generating keys k(i+1), n(i+1), and s(i+1) such that k(i+1) = Hash(k(i)), n(i+1) =
Hash(n(1)), and s(i+1) = Hash(s(i)); and

replacing keys k(i), n(i), and s(i) in the database with keys k(i+1), n(i+1), and s(i+1),

wherein after said processing the N feedback entries, the database comprises k(N+1),

n(N+1), and s(N+1).
29. The process of claim 28, said method comprising, as performed by the feedback module,
synchronizing content of the database with the vendor, said synchronizing comprising sending to

the vendor: (Eyi , Hpi, 1=M, ..., N) and E(k(N+1), n(N+1)), wherein 1 <M <N.

30. The process of claim29, wherein M=1.
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31. The process of claim 29, wherein M>1.

32. The process of claim 26, wherein a communication network is disposed between the end user
machine and the vendor, wherein an application firewall is disposed between the end user
machine and the communication network, and wherein the method further comprises permitting
the feedback module to access the communication network, said permitting being controlled by

the application firewall.

33. The process of claim 32, wherein the method further comprises preventing the software from

accessing the communication network, said preventing being controlled by the application

firewall.

34. The process of claim 32, wherein the communication network comprises the Internet.

35. The process of claim 26, wherein the identification tag is selected from the group consisting

of a serial number of the software, a version number of the software and a combination of the

serial number of the software and the version number of the software.
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SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES
RECEIVED FROM SOFTWARE

Abstract of the Disclosure

A method and system for processing feedback entries received from software provided by
a vendor to an end user machine. The end user machine includes the software, a feedback
module, and a database. The feedback module: generates a secret key k(0) and makes the key
k(0) known to both the vendor and a user of the software; generates a secret key n(0) and makes
the key n0) known to the vendor but not to but not to the user; generates a secret key s(0) and
makes the key s(0) known to the user but not to the vendor; generates an encryption Eyg of an
identification tag using the key (k(0); generates a parameter Hpg such that Hyo = Hash(n(0) || Exo);
generates a parameter Hyg such that Hyg = Hash(s(0) || Exo); sends Exo, Hpo, and Hy to the

database; and sends Ey and Hy to the vendor.

IN920050028US1 33
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Declaration and Power of Attorney for Patent Application
As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as stated below next to my name, I believe
I am thé original, first and sole inventor (if only one name is listed below) or an original, first
and joint inventor (if plural names are listed below) of the subject matter which is claimed and
for which a patent is sought on the invention entitled:

SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES RECEIVED
FROM SOFTWARE

the specification of which (check one)

X 1s attached hereto.

was filed on as Application Serial No. and was
amended on

I hereby state that I have reviewed and understand the contents of the above- identified
specification, including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to the patentability of this
application in accordance with Title 37, Code of Federal Regulations, §1.56, including for
continuation-in-part applications, material information which became available between the
filing date of the prior application and the national or PCT international filing date of the
continuation-in-part application.

I hereby claim foreign priority benefits under Title 35, United States Code, §119(a)-(d) or (f), or
365(b) of any foreign application(s) for patent, or plant breeder’s rights certificate(s), or 356(a)
of any PCT International application which designated at least one country other than the United
States of America, listed below and have also identified below, any foreign application for
patent, inventor’s or plant breeder’s rights certificate(s), or any PCT international application
having a filing date before that of the application on which priority is claimed.

Prior Foreign Application(s):

Number Country Day/Month/Y ear Priority Claimed
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hereby claim the benefit under Title 35, United States Code, §119(e) of any United States
provisional application(s) listed below:

Application Serial No.: Filing Date

I hereby claim the benefit under Title 35, United States Code, §120 of any United States
application(s), or Section 365(c) of any PCT International application designating the United
States, listed below and, insofar as the subject matter of each of the claims of this application is
not disclosed in the prior United States or PCT International application in the manner provided
by the first paragraph of Title 35, United States Code, §112, I acknowledge the duty to disclose
to the United States Patent and Trademark Office all information known to me to be material to
patentability as defined in Title 37, Code of Federal Regulations, §1.56 which became available
between the filing date of the prior application and the national or PCT International filing date
of this application:

Prior U.S. Applications:

Serial No. Filing Date Status

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

POWER OF ATTORNEY: As anamed inventor, I hereby appoint the following attorneys
and/or agents to prosecute this application and transact all business in the Patent and Trademark
Office connected therewith:

All Attorneys/Agents associated with Customer No. 30449

Send all correspondence to:  Customer No. 30449

Direct Telephone Calls to: Jack P. Friedman — (518) 220-1850



Docket No.: IN920050028US1

Executed by Inventor 1 of 1

(1)

Inventor:

Signature:

Vijil Enara Chenthamarakshan

AN M,.______, 12/19/2005~

Residence:

Citizenship:

Post Office
Address:

Date
Enara, Muthalamada PO, Palghat, Kerala — 678507, India

Indian

Same as Residence
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Applicant(s): Vijil Enara Chenthamarakshan Docket No.: IN920050028US1

FOR: SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES RECEIVED FROM
SOFTWARE

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

In accordance with the duty of disclosure under 37 C.F.R. §1.56 and pursuant to 37 C.F.R.
§§1.97-1.99, Applicant(s) hereby notifies the U.S. Patent and Trademark Office of the documents
listed on the attached Form PTO-1449. Applicant respectfully submits that all pending claims are
patentable over the foregoing references, alone or in combination. The Examiner is requested to
initial the enclosed Form PTO-1449 and return a copy thereof to the undersigned.

The submission of the listed documents is not intended as an admission that any such
document constitutes prior art against the claims of the present application. Applicant reserves the
right to dispute any of the listed documents as prior art during examination. Further, Applicant does
not waive any right to take any action that would be appropriate to antedate or otherwise remove any
listed document as a competent reference against the claims of the present application.
Furthermore, the submission of this Information Disclosure Statement is not to be construed as a
representation that a search has been made or that no other material information may exist. This
Information Disclosure Statement is being filed within three months of the filing date of the captioned
patent application, and therefore no certification under 37 C.F.R. §1.97(e) or fee under 37 C.F.R.
§1.17(p) is required.

Respectfully submitted,

Dated: 11/01/2,003 By W f/fm

Jaék P. Friedman
Reg. No. 44,688

Enclosures: PTO-1449
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-1 COMMISSIONER FOR PATENTS
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Transmitted herewith for filing under 35 U.S.C. 111(a) and 37 C.F.R. 1.53(b) is a new utility patent application for an
invention entitled:
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and invented by: LS
ijil Enara Chenthamarakshan o=
iAssignee Name: International Business Machines Corporation s
Assignee Address: New Orchard Road v

Armonk, NY 10504
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Which is a:
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(O Continuation [ Divisional [ Continuation-in-part (CIP) of prior application No.:

J Continuation {1 Divisional [J Continuation-in-part (CIP) of prior application No.:
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Application Elements
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Accompanying Application Parts (Continued)

17. [0 Additional Enclosures (please identify below):

Request That Application Not Be Published Pursuant To 35 U.S5.C. 122(b)(2)

18. [J Pursuant to 35 U.S.C. 122(b)(2), Applicant hereby requests that this patent application not be
published pursuant to 35 U.S.C. 122(b)(1). Applicant hereby certifies that the invention disclosed in
this application has not and will not be the subject of an application filed in another country, or under
a multilateral international agreement, that requires publication of applications 18 months after filing
of the application.

Warning

An applicant who makes a request not to publish, but who subsequently files in a foreign
country or under a multilateral international agreement specified in 35 U.S.C. 122(b)(2)(B)(i),
must notify the Director of such filing not later than 45 days after the date of the filing of
such foreign or international application. A failure of the applicant to provide such notice
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Charge the issue fee set in 37 C.F.R. 1.18 at the mailing of the Notice of Allowance,
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U Payment by credit card. Form PTO-2038 is attached.

WARNING: Information on this form may become public. Credit card information should not be
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IBM Corporation
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