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25. Examiner respectfully disagrees. Ginter discloses that data stored in a secure 

database is encrypted and the encryption keys are kept in a secure location (Ginter 

222:50-61; 245:55-62; 246:18-23, 27-50). Thus, unauthorized users of a PPE are 

prevented from accessing the database. Further, although copies of EkO and HnO are 

sent to the vendor in the claim, the vendor does not access these variables from the 

database, but receives a separate copy from the feedback module. Further, the claim 

does not require that the vendor access data, such as HsO, that is stored solely in the 

database. 

26. Additionally, Applicant states that" ... the Examiner cites Wheeler for modifying 

Elgamal 'to encrypt blocks of data'. Yet, the Examiner cites Tsudik 'to use the secret 

prefix method ... without using encryption'. Thus, the Examiner's reliance on Wheeler is 

inconsistent with the Examiner's reliance on Tsudik." 

27. Examiner respectfully disagrees. As described previously, the modification of 

Elgamal with Tsudik was in order to produce integrity values (i.e. message 

authentication codes) used to verify the integrity of transmitted data without using 

encryption, not to eliminate encryption of the actual data that is transmitted. 

28. Applicant's remaining arguments with respect to claims 1-35 have been 

considered but are moot in view of the new ground(s) of rejection. 
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29. Additionally, regarding claims 12-13, 21-23, and 32-33, the use of a firewall to 

permit or prevent a machine to access a network is considered to be admitted prior art 

as Applicant did not traverse Examiner's assertion that such a feature is old and well­

known. 

Claim Rejections - 35 USC§ 103 

30. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

31. Claims 1, 12-16, 22-26, and 32-35 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter "Elgamal") in 

view of Tsudik (Reference U) in further view of Ginter, et al. (US Patent No. 5,892,900, 

hereinafter "Ginter") and further in view of Hammersmith (US Patent Application 

Publication No. 2003/0016821) 

32. Regarding claims 1, 16, and 26 Elgamal discloses 

establishing a secret key k(0) that is shared between a feedback module and the 

vendor (Elgamal 2:1-15; 7:41-51; 8:5-20; 33:9-13); 

establishing a key that is shared between a feedback module and the vendor, but 

not communicating the key to the user (Elgamal 23:9-19; 28:38-40; 33:1-4); 
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generating data, wherein the end user machine comprises the processor, the 

software, the feedback module, and a database (Elgamal 3:29-4:67; 27:51-54; 28:41-

44; 33:24-32); 

encrypting information to be transferred to the vendor using the key k(O) (Elgamal 

Elgamal 28:41-44; 2:5-10; 7:2-8; 13:17-28; 14:65-68) 

Elgamal further discloses the use of a MAC (message authentication code) to 

verify the integrity of data that is to be transmitted and that the MAC includes a hash of 

the data and a secret which can be a client write key, server write key, or a random 

number (Elgamal 17:50-18:27). 

Elgamal does not specifically disclose communicating a key k(O) to a user of the 

software or generating a key known only to the user. Elgamal also does not explicitly 

state that hash values used to verify the integrity of the data comprise a hash of the 

data to be transmitted concatenated with the key of the client or server respectively, that 

the encrypted data is stored at the client, or that the generated data is an identification 

tag that identifies the software with the vendor. 

Tsudik discloses the use of the secret prefix method of generating a MAC using a 

hash function. Tsudik discloses that in this method, two principals agree on a secret, 

S_ab for example, and when A sends a message M to B, it generates an MD4 hash of 

S_ab concatenated to the beginning of the message such that HashValue = 

MD4Hash(S_ab II M). The receiver would then use its knowledge of S_ab and the 

received message to recompute the hash value and compare it to the received hash 
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value to verify the integrity of the message (Tsudik p. 32, Protocol Description; pp. 33-

34 Secret Prefix). 

Elgamal in view of Tsudik does not specifically disclose communicating a key 

k(O) to a user of the software, generating a key known only to the user or that the 

encrypted data is stored at the client. Elgamal in view of Tsudik further does not 

specifically disclose that the generated data is an identification tag that identifies the 

software with the vendor. 

Ginter discloses the use of secure database keys generated in a user's PPE and 

never exposed to the public in order to encrypt records stored in the PPE's secure 

database (Ginter 222:50-61 ). Ginter further discloses storage of authentication values 

(Ginter 245:55-62; 246:18-23, 27-50). 

Elgamal in view of Tsudik in further view of Ginter does not specifically disclose 

communicating a key k(O) to a user of the software. 

Hammersmith discloses using one-time-pad encryption keys for encryption, and 

providing a user with a display window that allows a user to track the current keys 

(Hammersmith Paragraph 45). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 

time of the invention to modify the method of Elgamal to use the secret prefix method of 

generating a message authentication code in order to produce unforgeable integrity 

values without using encryption so as to provide increased speed by minimizing the use 

of encryption software (Tsudik pp. 30-31 Motivation). Further, it would have been 

obvious to one of ordinary skill in the art at the time of the invention to modify the 
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method of Elgamal in view of Tsudik to include the user generating a secure database 

key known only to the PPE and storing authentication values as disclosed in Ginter in 

order to be able to securely store data that cannot be accessed by another party in a 

database at the user's device (Ginter 222:55-57). Finally, it would have been obvious to 

one of ordinary skill in the art at the time of the invention to modify the method of 

Elgamal in view of Tsudik in further view of Ginter to include allowing a user to track 

keys as disclosed in Hammersmith in order to allow the use of one-time-use keys in 

order to prevent data from being compromised if an encryption key is broken/guessed 

(Hammersmith Paragraphs 4-6). Additionally, the description of the data in the claim as 

being an "identification tag" is nonfunctional descriptive material as it only describes 

stored data, and none of the method steps identify anything using the data. 

Nonfunctional descriptive material does not serve to differentiate the claims from the 

prior art. It has been held that where the printed matter is not functionally related to the 

substrate, the printed matter will not distinguish the invention from the prior art in terms 

of patentability .... [T]he critical question is whether there exists any new and unobvious 

functional relationship between the printed matter and the substrate (In re Gulack, 217 

USPQ 401 (Fed. Cir. 1983), In re Ngai, 70 USPQ2d (Fed. Cir. 2004), In re Lowry, 32 

USPQ2d 1031 (Fed. Cir. 1994 ); MPEP 2106.01 II). Further, the limitation that the 

identification tag " ... identifies the software with the vendor" is a statement of the 

intended use of the data. Recitations of intended use do not serve to differentiate the 

claims from the prior art. MPEP §2106 II C states that language that suggests or makes 

optional but does not require steps to be performed or does not limit a claim to a 
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particular structure does not limit the scope of a claim or claim limitation. An example of 

such language includes statements of intended use or field of use (MPEP §2106 II C). 

33. Regarding claims 12-13, 21-23, and 32-33, Elgamal discloses that a 

communication network is disposed between the end user machine and the vendor, and 

permitting the user's machine to access the communication network (Elgamal Abstract 

3:24-45; 4:6-12; 5:44-50), 

Elgamal does not specifically disclose that an application firewall is disposed 

between the end user machine and the communication network, that said permitting is 

controlled by the application firewall, or preventing the software from accessing the 

communication network, said preventing being controlled by the application firewall. 

However, the use of a firewall to permit or prevent a machine to access a 

network is old and well-known. Therefore, it would have been obvious to one of ordinary 

skill in the art at the time of the invention to modify the method of Elgamal in view of 

Tsudik in further view of Ginter, in further view of Hammersmith to employ a firewall to 

control access of client machines to a network in order to prevent unauthorized or 

excessive use of the network. 

34. Regarding claims 14, 24, and 34, Elgamal discloses the method of claim 12, 

wherein the communication network comprises the Internet (Elgamal 3:24-45; 4:6-12; 

5:44-50). 

35. Regarding claims 15, 25, and 35, Elgamal in view of Tsudik in further view of 

Ginter does not specifically disclose that the identification tag is selected from the group 
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consisting of a serial number of the software, a version number of the software and a 

combination of the serial number of the software and the version number of the 

software. 

However, as the description of the identification tag does not affect the method 

steps, this is directed towards nonfunctional descriptive material and thus does not 

serve to differentiate the claims from the prior art. It has been held that where the 

printed matter is not functionally related to the substrate, the printed matter will not 

distinguish the invention from the prior art in terms of patentability .... [T]he critical 

question is whether there exists any new and unobvious functional relationship between 

the printed matter and the substrate (In re Gulack, 217 USPQ 401 (Fed. Cir. 1983), In re 

Ngai, 70 USPQ2d (Fed. Cir. 2004 ), In re Lowry, 32 USPQ2d 1031 (Fed. Cir. 1994 ); 

MPEP 2106.01 II). 

36. Claims 2-11, 17-21, and 27-31 are rejected under35 U.S.C. 103(a) as being 

unpatentable over Elgamal in view of Tsudik, in further view of Ginter, in further view of 

Hammersmith, and further in view of Wheeler (US Patent Application Publication No. 

2005/0182932, hereinafter "Wheeler"). 

37. Regarding claims 2, 3, 17, 18, 27 and 28, Elgamal discloses storing keys in a 

database at the user terminal (Elgamal 8:33-53; 16:23-28), Tsudik discloses the use of 

the secret prefix method of generating a MAC using a hash function such that 

HashValue = MD4Hash(S_ab II M) (Tsudik p. 32, Protocol Description; pp. 33-34 Secret 
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Prefix), and Ginter discloses discloses storage of authentication values (Ginter 245:55-

62; 246:18-23, 27-50). 

Elgamal in view of Tsudik in further view of Ginter, in further view of 

Hammersmith does not specifically disclose generating a series of keys in which a new 

key is generated by hashing the last key and using the keys to generate a series of 

hash values. 

Wheeler discloses computing a series of keys used to encrypt blocks of data and 

generate a series of HMAC values, where the recipient both verifies the received keys 

and the received MAC, and that each key in this series of keys is generated by hashing 

the key that as generated before it in the series (Wheeler Paragraphs 49-50, 55-59, 66-

68). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 

time of the invention to modify the method of Elgamal in view of Tsudik in further view of 

Ginter, in further view of Hammersmith to include computing a series of keys used to 

encrypt blocks of data as disclosed in Wheeler in order to allow the data to be 

transferred using broadcast transmission (Wheeler Paragraph 53). 

38. Regarding claims 4-6, 19-21, and 29-31,Elgamal discloses generating a key by 

the user terminal that is used for encryption by the vendor (Elgamal 23:9-19; 28:38-40; 

33:1-4) and encrypting information and transferring it to the vendor (Elgamal 2:5-10; 

7:2-8; 8:9-11; 7:62-8:4; 13:17-28; 14:65-68). Wheeler further discloses computing a 

series of keys used to encrypt blocks of data and generate a series of HMAC values, 

where the recipient both verifies the received keys and the received MAC, and that each 
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key in this series of keys is generated by hashing the key that as generated before it in 

the series (Wheeler Paragraphs 49-50, 55-59, 66-68). 

39. Regarding claims 7 and 10 Elgamal discloses the use of a MAC (message 

authentication code) to verify the integrity of data and that the MAC includes a hash of 

the data as well as a secret which can be a client write key, server write key, or a 

random number (Elgamal 17:50-18:27). Ginter discloses the use of secure database 

keys generated in a user's PPE and never exposed to the public in order to encrypt 

records stored in the PPE's secure database (Ginter 222:50-61 ). Ginter further 

discloses storage of authentication values (Ginter 245:55-62; 246:18-23, 27-50). 

40. Regarding claims 8-9 and 11, Wheeler discloses computing a series of keys 

used to encrypt blocks of data and generate a series of HMAC values, where the 

recipient both verifies the received keys and the received MAC, and that each key in 

this series of keys is generated by hashing the key that as generated before it in the 

series (Wheeler Paragraphs 49-50, 55-59, 66-68). Wheeler discloses verifying whether 

a received key is valid by comparing the received key to a key independently generated 

by the recipient by hashing the previously received key (Wheeler Paragraph 57). 

Conclusion 

41. Applicant's amendment necessitated the new ground(s) of rejection presented in 

this Office action. Accordingly, THIS ACTION 15 MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 

CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Mohammad A. Nilforoush whose telephone number is 

(571 )270-5298. The examiner can normally be reached on Monday-Thursday 8 am - 5 

pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Calvin Hewitt can be reached on (571 )272-6709. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/M.A. N./ 
Examiner, Art Unit 3685 

/Calvin L Hewitt 11/ 
Supervisory Patent Examiner, Art Unit 3685 



Application/Control No. Applicant(s)/Patent Under 
Reexamination 

11/325,719 CHENTHAMARAKSHAN, VIJIL 
Notice of References Cited 

Examiner Art Unit 

Mohammad A. Nilforoush 3685 
Page 1 of 1 

U.S. PATENT DOCUMENTS 

* 
Document Number 

Country Code-Number-Kind Code 
Date 

MM-YYYY Name Classification 

* A US-2003/0016821 A 1 01-2003 Hammersmith, Wolfgang 380/37 

B US-

C US-

D US-

E US-

F US-

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name Classification 

N 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u Definition of "Database", The American Heritage Dictionary of the English Language, 4th Ed., 2000 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20091025 



Index of Claims 

✓ Rejected 

= Allowed 

Application/Control No. 

11325719 

Examiner 

Applicant(s)/Patent Under 
Reexamination 

CHENTHAMARAKSHAN, VIJIL 
ENARA 

MOHAMMAD NILFOROUSH 

Art Unit 

3685 

Cancelled N Non-Elected A Appeal 

Restricted Interference 0 Objected 

□ Claims renumbered in the same order as presented by applicant □ CPA □ T.D. □ R.1.47 

CLAIM DATE 
Final Original 03/17/2009 

1 ✓ 

2 ✓ 

3 ✓ 

4 ✓ 

5 ✓ 

6 ✓ 

7 ✓ 

8 ✓ 

9 ✓ 

10 ✓ 

11 ✓ 

12 ✓ 

13 ✓ 

14 ✓ 

15 ✓ 

16 ✓ 

17 ✓ 

18 ✓ 

19 ✓ 

20 ✓ 

21 ✓ 

22 ✓ 

23 ✓ 

24 ✓ 

25 ✓ 

26 ✓ 

27 ✓ 

28 ✓ 

29 ✓ 

30 ✓ 

31 ✓ 

32 ✓ 

33 ✓ 

34 ✓ 

35 ✓ 

U.S. Patent and Trademark Office Part of Paper No.: 20090317 



Index of Claims 

✓ Rejected 

= Allowed 

U.S. Patent and Trademark Office 

Application/Control No. 

11325719 

Examiner 

Applicant(s)/Patent Under 
Reexamination 

CHENTHAMARAKSHAN, VIJIL 
ENARA 

MOHAMMAD NILFOROUSH 

Art Unit 

3685 

Cancelled N Non-Elected A Appeal 

Restricted Interference 0 Objected 

Part of Paper No.: 20090317 



Application/Control No. Applicant(s)/Patent Under 
Reexamination 

Search Notes 11325719 CHENTHAMARAKSHAN, VIJIL 
ENARA 

Examiner Art Unit 

Mohammad A Nilforoush 3685 

SEARCHED 

Class I Subclass I Date I Examiner 
I I I 

SEARCH NOTES 

Search Notes Date Examiner 
Keyword search (see EAST search history) 3/27/2009 /M.A. N./ 
Search of relevant references (see EAST search history) 3/27/2009 /M.A. N./ 
Citation search of relevant references (see EAST search history) 3/27/2009 /M.A. N./ 
Inventor name search (see EAST search history) 3/27/2009 /M.A. N./ 
Updated Search (see EAST search history) 10/28/2009 /M.A. N./ 

INTERFERENCE SEARCH 

Class I Subclass I Date I Examiner 
I I I 

E,am/oec.Art Uo/t 3685 I'M A NI 

U.S. Patent and Trademark Office Part of Paper No. : 20091025 



EAST Search History 

EAST Search History 

EAST Search History (Prior Art} 

ffR;f ; THi;; is;;;~h Q~;;; Toe; io;,;~,; lPI~;;;; lTi~; s;;;~ ! 
l l l l !Operator l l ! 
iss1 i1 i(u&5892900-$) .did. iusPAT ioR ioN i2009110126 I 
l I I I I I h 9:3o ! >~ ~ ~ ~ ~ ~ ~ ~ 

jS91 j1 jS87 and (user with (key)) jUSPAT jOR jON j2009/10/26 I 
n l l l l l !19:31 I ::~ ~ ~ ~ ~ ~ ~ ~ 

)S90 !O !S87 and (user with lUSPAT !OR !ON !2009/10/26 l 
l l !(database adj key)) l l l !19:31 ! 
::~ ~ ~ ~ ~ ~ ~ ~ 

)S89 !O !S87 and (user with lUSPAT !OR !ON !2009/10/26 l 
) l !(database near key)) l l l j19:31 ! >~ ~ ~ ~ ' ' ' ~ 

!S88 lO [S87 and (user with (access [USPAT [OR [ON [2009/10/26 l 
l l !$3display$3)with l l l !19:31 ! 
l l !(database near key)) l l l l ! 
1S92 i1 ic·20010299742").PN. iu&PGPUB; ioR ioFF i2009110126 I 
j l l !USPAT; l l !19:48 l 
l l l l USOCR l l l ! 
iS95 i1 lS93 and ((present$3 lu&PGPUB; ioR ioN i2009/10/28 I 
H l ldisplay$3 provid$3 known lUSPAT; l l l19:39 ! 
H l !knowledge output$4) near lUSOCR l l l ! 
) l [key with (user l l l l ! 
l l [administrator client l l l l ! 
l l [person owner distributor l l l l ! 
l l !provider enduser)) l l l l ! >~ ~ ~ ~ ~ ~ ~ ~ 

!S94 [1 !S93 and ((present$3 !U&PGPUB; !OR !ON !2009/10/28 l 
l l ldisplay$3 provid$3 known !USPAT; l l l19:39 l 
H l !knowledge output$4) near lUSOCR l l l ! 
n l lkeywith (user l l l l ! 
l l !administrator client l l l l ! ::~ ~ ~ ' ' ~ ~ ~ ~ ~ n l :person owner distributor l i i i I 
) l [provider)) l l l l ! 
iS93 i1 ic'5892900").PN. iu&PGPUB; ioR ioFF i2009110128 I 
) l l !USPAT; l l !19:39 1 
l l l !USOCR l l l ! >~ ' ~ ~ ~ ~ ~ ~ 

!S97 [5424 l(display$3 present$3 !U&PGPUB; !OR !ON !2009/10/28 l 
l l loutput$4) near key with !USPAT; l l l19:49 l 
n l !(user consumer customer) lUSOCR l l l ! 
iS96 i52767 i(display$3 present$3 iu&PGPUB; ioR ioN !2009/10/28 I 

d l loutput$4) with key with !USPAT; l l !19:49 ! 
) l [(user consumer customer) [USOCR l l l ! >~ ~ ~ ~ ' ' ~ ~ :' ; .............................................. ' ........................................... , ,( ..................................................................................................................................................................................... , ,( .................................................................................. , ..................................................................................................................... , ............................................................... , ............................................................................................................................... ~ 

!S98 !13 !S97 same (((user client !U&PGPUB; [OR [ON !2009/10/28 ! 
l l konsumer customer) near !USPAT; l l !19:50 ! 
l l !(terminal computer !USOCR l l l ! 
l l !workstation)) with l l l l ! 
l l l(generat$3 produc$3) l l l l l 
n l !with key) l l l l ! ::~ ~ ~ ~ ~ ~ ~ ~ 

file:///CI/Documents%20and %20Settings/mnilforoush/My ... 719/EASTSearchHistory .11325719 _Accessible Version.htm (1 of 3) 10/28/2009 10:39:05 PM 



EAST Search History 

fa99 !1132 l((display$3 present$3 !U&PGPUB; !OR !ON !2009/10/28 ! 
l ! loutput$4) near key) near2 !USPAT; l l !19:56 ! 
l l !(user consumer customer) !USOCR l l l ! ::~ ~ ~ ~ ~ ~ ~ ~ 
.; --.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--., ,(n--.--.--.--.--.--.--.--.--.--.--.--.--.--.-.. , n--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--. , n--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.- ; n--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.- ; n--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.- ; n--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--. ~ 

)S102 l3 !S99 and (((user client lU&PGPUB; !OR !ON !2009/10/28 ! 
) l !consumer customer) near lUSPAT; l l !19:57 1 
! j j(terminal computer jUSOCR j l l ! 
d l !workstation)) with l I I I ! 
l l l(generat$3 produc$3) l ! ! ! ! 
l l [near key) l l l l ! 
>~ ~ ~ ~ ~ ~ ~ ~ 
·: . " ........................................... .,_ .................................... ' " ..................................................................................................................................................................................... ' " .................................................................................. ,( " ............................................................................................................. ,( " .......................................................... ,( " ..................................................................................................................... ~ 

)S101 lo !S99 same (((user client lU&PGPUB; !OR !ON !2009/10/28 ! 
l l !Consumer customer) near !USPAT; l l !19:57 ! 
l ! !(terminal computer !USOCR l l l ! 
! l !workstation)) with l l l l ! 
l l l(generat$3 produc$3) l l l l ! 
n l !near key) l l l l ! ::~ ~ ~ ~ ~ ~ ~ ~ 
,•, ..................................... , ................................................................................................................................................................................................................................................................................................................................ '"' , ............................................................................................................... '"' , ......................................................... '"' , ............................................................................................................................ ~ 

!S100 l6 !S97 same (((user client lU&PGPUB; !OR !ON !2009/10/28 ! 
H l !consumer customer) near !USPAT; l l !19:57 ! 
l l !(terminal computer [USOCR ! ! ! ! 
l l [workstation)) with l l l l ! 
l l l(generat$3 produc$3) l l l l ! 
l l !near key) l l l l ! 
>~ ~ ~ ~ ~ ~ ~ ~ 

!S104 [6 ldisplay$3 adj (encryption !U&PGPUB; !OR !ON !2009/10/28 ! 
! l !adj key) !USPAT; l l !19:59 ! 
n i i i usocR i i i i 
is103 i6759 idisplay$3 adj (key iu&PGPUB; ioR ioN !2009110/28 I 
d l !(encryption adj key)) lUSPAT; I I 119:59 ! 
l l ! ! USOCR ! ! ! ! 
is110 i91 i(loyalty adj (card iu&PGPUB; ioR ioN i2009/10/28 I 
l l [account)) and (target$4 !USPAT; l l [20:21 ! 
l l !adj (ad advertisement)) !USOCR l l l ! 
is116 i392 i(send$3print$3display iu&PGPUB; ioR ioN i2009/10/28 I 
l l l$3) adj (encryption adj lUSPAT; l l !22:02 ! 
n l !key) !USOCR l l l ! ::~ ~ ~ ~ ~ ~ ~ ~ 

)S117 !6 ldisplay$3 adj (encryption !U&PGPUB; !OR !ON !2009/10/28 ! 
H l !adj key) lUSPAT; l l !22:03 ! 
l l ! !USOCR ! ! ! ! 
iL4 i21 i((print$3 display$3) adj iu&PGPUB; ioR ioN i2009/10/28 I 
l l !(encryption adj key)) !USPAT; l l [22:05 ! 
l ! l !USOCR l l l ! 
ll3 i386 iu not L2 iu&PGPUB; ioR ioN i2009110128 I 
) l l !USPAT; l l !22:05 1 
! l l !USOCR l l l ! ::~ ~ ~ ~ ~ ~ ~ ~ 

)L2 !6 ldisplay$3 adj (encryption lU&PGPUB; !OR !ON !2009/10/28 ! 
H l !adj key) lUSPAT; l l !22:05 ! 
l l ! !USOCR ! ! ! ! 
> ~ ~ ~ ' ' ' ' ~ 

)L1 !392 l(send$3 print$3 display [U&PGPUB; [OR [ON [2009/10/28 ! 
l l !$3) adj (encryption adj !USPAT; l l [22:05 ! 
l l !key) !USOCR l l l ! 
>~ ~ ~ ~ ~ ~ ~ ~ 

• I 

file:///CI/Documents%20and %20Settings/mnilforoush/My ... 719/EASTSearchHistory .11325719 _Accessible Version.htm (2 of 3) 10/28/2009 10:39:05 PM 



EAST Search History 

)L6 [71 l(display$3 adj (key)) lU&PGPUB; !OR !ON !2009/10/28 ! 
H l !same (key with ( encrypt !USPAT; l l !22: 11 ! 
H l !$3 decrypt$3 cryptograph lUSOCR l l l ! 
l 1 !$6)) 1 1 1 1 1 
ks i6754 idisplay$3 adj (key) iu&PGPUB; loR loN 12009110/28 ! 
) l l [USPAT; ! ! !22:11 1 
l l l l USOCR l l l ! 
ks i10 i16 not (12 14) iu&PGPUB; ioR ioN i2009;1012s ! 
n i i iusPAT; i i 122:12 i 
! ! l l USOCR l l l ! 
k1 i10 i16 not (12, 14) iu&PGPUB; ioR ioN i200911012s I 
n i i iusPAT; i i 122:12 i 
l l ! ! USOCR l l l ! ::~ ~ .. .. ~ ~ ~ ~ 

10/ 28/ 2009 10 :39 :00 PM 
C:\ Documents and Settings\ mnilforoush\ My Documents\ EAST\ Workspaces\ Mohammad 
\ 11325719.wsp 

file:///CI/Documents%20and %20Settings/mnilforoush/My ... 719/EASTSearchHistory .11325719 _Accessible Version.htm (3 of 3) 10/28/2009 10:39:05 PM 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant(s): Vijil Enara Chenthamarakshan 

Application No.: 11/325,719 

Filing Date: 01/05/2006 

Group Art Unit: 3685 / Conf. # 7235 

Examiner: Nilforoush, Mohammed A. 

Docket No.: IN920050028US1 

Title: SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES 
RECEIVED FROM SOFTWARE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

OFFICE ACTION RESPONSE 

This communication is in response to the Office Action mailed April 1, 2009. 
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In the Specification: 

Replacement sheet for Sheet 5 of the drawings is included herewith. 
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In the Specification: 

The paragraph beginning on page 12, line 17 is amended as follows: 

FIG. 5 is a flow charting depicting steps 41 and 42 of FIG. 4, wherein steps 41-42 

generate the secret keys k(O) and n(O) (step 41) and s(O) (step 42). The flow chart of FIG. 5 

comprises steps 51-55. Step 51 generates the secret keys k(O) and n(O). Step 52 sends the 

generated secret keys k(O) and n(O) to the vendor 18 securely and communicates the secret key 

k(O) to the user 19 but does not communicate the secret key n(O) to the user 19. Step 53 prompts 

the user 19 for a password "P". Step 54 generates the secret key s(O) as a hash of the password P 

(i.e., as Hash(P)). Step 55 sends k(O) and n(O) communicates the secret key s(O) to the vendor 18 

securely user 19, but does not communicate the secret key s(O) to the vendor 18. Although FIG. 

5 depicts step 55 after steps 53 and 54, step 55 may be performed either before or after steps 53 

and 54. 
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In the Claims: 

Please cancel claims 14, 24, and 34. Please amend claims 1-4, 8-9, 11, 16-19, and 26-29. 

The claims are as follows: 

1. (Currently amended) A method for processing feedback entries received from software, said 

software provided by a vendor to an end user machine, said end user machine comprising the 

software, a feedback module, and a database, wherein a concatenation operator II is defined such 

that A II B denotes a concatenation of strings A and B, wherein E(K,X) defines a symmetric key 

encryption of a parameter X using a key K, wherein Hash(Y) defines a one way hash function of 

a parameter Y, and wherein said method comprises comprising, as performed by the feedback 

module: 

establishing generating a secret key k(O) aria that is shared between a feedback module 

and the vendor and communicating making the key k(O) known to both the vendor and a user of 

the software; 

establishing generating a secret key n(O) aria that is shared between the feedback module 

and the vendor but not communicating making the key n(O) knovm to the vendor but not to the 

user; 

a processor, via execution of a feedback module, generating an identification tag FE(O) 

that identifies the software with the vendor, wherein the end user machine comprises the 

processor, the software, the feedback module, and a database; 

said processor, via execution of the feedback module, generating a secret key s(O) and 

making communicating the key s(O) known to the user but not to the vendor; 

said processor, via execution of the feedback module, generating an encryption Eko of 
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[[an]] the identification tag FE(O) using the secret key k(O) such that Eko = E(k(O),FE(O)); 

said processor, via execution of the feedback module, generating a parameter H0 0 using 

the secret key n(O) such that Hno Hash(n(O) II Eko); 

said processor, via execution of the feedback module, generating a parameter Hso using 

the secret key s(O) such that Hso Hash(s(O) II Eko); 

said processor, via execution of the feedback module, sending Eko, Hno, and Hso to the 

database; and 

said processor, via execution of the feedback module, sending Eko and Hno to the vendor. 

2. (Currently amended) The method of claim 1, said method comprising, as performed by the 

feedback module: 

said processor, via execution of the feedback module, generating keys k(l), n(l), and s(l) 

such that k(l) = Hash(k(O)), n(l) = Hash(n(O)), and s(l) = Hash(s(O)); and 

said processor, via execution of the feedback module, sending k(l), n(l), and s(l) to the 

database. 

3. (Currently amended) The method of claim 2, said method comprising, as performed by the 

feedback module, said processor, via execution of the feedback module, receiving N feedback 

entries from the software and processing the N feedback entries, said N feedback entries denoted 

as FE(l ), ... , FE(N), said N at least 1, said processing the feedback entry FE(i) for each of i = 1, 

... , N comprising: 

calculating parameters Eki, Hni, and Hsi such that Eki = E(k(i), FE(i)), Hni = Hash(n(i) II 

Eki), and Hsi= Hash(s(i) II Eki); 
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writing Eki, Hni, and Hsi to the database; 

said processor, via execution of the feedback module, generating keys k(i+ 1 ), n(i+ 1 ), and 

s(i+ 1) such that k(i+ 1) = Hash(k(i)), n(i+ 1) = Hash(n(i)), and s(i+ 1) = Hash(s(i)); and 

replacing keys k(i), n(i), and s(i) in the database with keys k(i+ 1 ), n(i+ 1 ), and s(i+ 1 ), 

wherein after said processing the N feedback entries, the database comprises k(N+ 1 ), 

n(N+l), and s(N+l). 

4. (Currently amended) The method of claim 3, said method comprising, as performed by the 

feedback module, said processor, via execution of the feedback module, synchronizing content 

of the database with the vendor, said synchronizing comprising sending to the vendor: (Eki, Hni, i 

M, ... , N) and E(k(N+ 1), n(N+l)), wherein 1 :SM :SN. 

5. (Original) The method of claim 4, wherein M=l. 

6. (Original) The method of claim 4, wherein M> 1. 

7. (Original) A validation method for validating the N feedback entries resulting from 

performance of the method of claim 4, said validation method comprising verifying, by the 

vendor, an integrity of the N feedback entries received by the vendor as a result of said sending 

to the vendor: ((Eki, Hni), i = M, ... , N) and E(k(N+ 1), n(N+ 1)), wherein 1 :SM :SN. 

8. (Currently amended) The validation method of claim 7, wherein said verifying comprises: 

setting i = 0 and H(0) = n(0); 
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executing iterations i = 0, 1, ... , N of a loop, wherein executing each iteration i of the 

loop comprises: setting H'ni = Hash(H(i) II Eki); determining [[if]] that H'ni = Hni is-true; and if 

Wm--=--Hm is determined to be true then responsive to said determining that H'ni = Hn_t,. setting 

H(i+ 1) = Hash(H(i)) and k(i+ 1) = Hash(k(i) ), otherwise ascertaining that a first integrity failure 

has occurred; 

if said executing the iterations has not determined that the first integrity failure has 

occurred then after said executing: 

decrypting E(k(N + 1 ), n(N+ 1)) using key k(N+ 1) to infer n(N + 1 ); 

determining [[if]] that n(N+ 1) = H(N+ 1) is-true; and 

ifn(N+l) H(N+l) has been determined to be true then responsive to said 

determining that n(N+ 1) = H(N+ 1), ascertaining that the integrity of the N feedback 

entries received by the vendor has been verified, othenvise ascertaining that a second 

integrity failure has occurred. 

9. (Currently amended) The validation method of claim 7, wherein the validation method further 

comprises, as performed by the vendor prior to said verifying: 

calculating H'no Hash(n(O) II Eko); 

determining [[if]] that H'no = Hno is-true; and 

if-Wm-=--Hm is not determined to be true then ascertaining that an error has occurred, 

othenvise responsive to said determining that H'no = Hno.,_ decrypting Eko to infer FE(O) and 

recording that the database is set. 
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10. (Original) A validation method for validating the N feedback entries resulting from 

performance of the method of claim 3, said validation method comprising verifying, by the user, 

an integrity of the N feedback entries in the database as a result of writing ((Eki, Hni, Hsi), i= 1, 

... , N) to the database. 

11. (Currently amended) The validation method of claim 10, wherein said verifying comprises: 

setting i = 0 and S(0) = s(0); 

executing iterations i = 0, 1, ... , N of a loop, wherein executing each iteration i of the 

loop comprises: setting H'si = Hash(S(i) II Eki); determining [[if]] that H'si = Hsi is-true; and if.H!si 

=-Hsi is determined to be true then responsive to said determining that H'si = HB..h setting S(i+ 1) = 

Hash(S(i)), othenvise ascertaining that a first integrity failure has occurred; 

if said executing the. iterations has not determined that the first integrity failure has 

occurred then after said executing: 

determining [[if]] that S(N+ 1) = s(N+ 1 ); and 

if S(N+l) s(N+l) has been determined to be true then responsive to said 

determining that S(N+ 1) = s(N+ 1 ), ascertaining that the integrity of the N feedback 

entries in the database has been verified, othenvise ascertaining that a second integrity 

failure has occurred. 

12. (Original) The method of claim 1, wherein a communication network is disposed between the 

end user machine and the vendor, wherein an application firewall is disposed between the end 

user machine and the communication network, and wherein the method further comprises 
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permitting the feedback module to access the communication network, said permitting being 

controlled by the application firewall. 

13. (Original) The method of claim 12, wherein the method further comprises preventing the 

software from accessing the communication network, said preventing being controlled by the 

application firewall. 

14. (Original) The method of claim 12, wherein the communication network comprises the 

Internet. 

15. (Original) The method of claim 1, wherein the identification tag is selected from the group 

consisting of a serial number of the software, a version number of the software and a 

combination of the serial number of the software and the version number of the software. 

16. (Currently amended) A computer program product, comprising a computer usable readable 

storage medium having a computer readable program code embodied stored therein, execution of 

said computer readable program code comprising an algorithm adapted causing a processor to 

implement a method for processing feedback entries received from software, said software 

provided by a vendor to an end user machine, said end user machine comprising the software, a 

feedback module, and a database, wherein a concatenation operator II is defined such that A II B 

denotes a concatenation of strings A and B, wherein E(K,X) defines a symmetric key encryption 

of a parameter X using a key K, wherein Hash(Y) defines a one way hash function of a 
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parameter Y, and wherein said method comprises comprising, as performed by the feedback 

module: 

establishing generating a secret key k(O) and that is shared between a feedback module 

and the vendor and communicating making the key k(O) knovm to both the vendor and a user of 

the software; 

establishing generating a secret key n(O) and that is shared between the feedback module 

and the vendor but not communicating making the key n(O) knovm to the vendor but not to the 

user; 

said processor, via execution of a feedback module, generating an identification tag FE(O) 

that identifies the software with the vendor, wherein the end user machine comprises the 

processor, the software, the feedback module, and a database; 

said processor, via execution of the feedback module, generating a secret key s(O) and 

making communicating the key s(O) knovm to the user but not to the vendor; 

said processor, via execution of the feedback module, generating an encryption Eko of 

[[an]] the identification tag FE(O) using the secret key k(O) such that Eko = E(k(O),FE(O)); 

said processor, via execution of the feedback module, generating a parameter Hno using 

the secret key n(O) such that Hno = Hash(n(O) II Eko); 

said processor, via execution of the feedback module, generating a parameter Hso using 

the secret key s(O) such that Hso = Hash(s(O) II Eko); 

said processor, via execution of the feedback module, sending Eko, Hno, and Hso to the 

database; and 

said processor, via execution of the feedback module, sending Eko and Hno to the vendor. 
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17. (Currently amended) The computer program product of claim 16, said method comprising,--as 

performed by the feedback module: 

said processor, via execution of the feedback module, generating keys k(l), n(l), and s(l) 

such that k(l) = Hash(k(O)), n(l) = Hash(n(O)), and s(l) Hash(s(O)); and 

said processor, via execution of the feedback module, sending k(l), n(l), and s(l) to the 

database. 

18. (Currently amended) The computer program product of claim 17, said method comprising,--as 

performed by the feedback module, said processor, via execution of the feedback module, 

receiving N feedback entries from the software and processing the N feedback entries, said N 

feedback entries denoted as FE(l), ... , FE(N), said Nat least 1, said processing the feedback 

entry FE(i) for each of i 1, ... , N comprising: 

calculating parameters Eki, Hni, and Hsi such that Eki = E(k(i), FE(i)), Hni = Hash(n(i) II 

Eki), and Hsi= Hash(s(i) II Eki); 

writing Eki, Hni, and Hsi to the database; 

generating keys k(i+ 1 ), n(i+ 1 ), and s(i+ 1) such that k(i+ 1) = Hash(k(i) ), n(i+ 1) = 

Hash(n(i)), and s(i+l) = Hash(s(i)); and 

replacing keys k(i), n(i), and s(i) in the database with keys k(i+ 1 ), n(i+ 1 ), and s(i+ 1 ), 

wherein after said processing the N feedback entries, the database comprises k(N+ 1 ), 

n(N+ 1 ), and s(N+ 1 ). 

19. (Currently amended) The computer program product of claim 18, said method comprising,--as 

performed by the feedback module, said processor, via execution of the feedback module, 
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synchronizing content of the database with the vendor, said synchronizing comprising sending to 

the vendor: (Eki, Hni, i = M, ... , N) and E(k(N+ 1), n(N+l)), wherein 1 ::SM ::SN. 

20. (Original) The computer program product of claim 19, wherein M=l. 

21. (Original) The computer program product of claim 19, wherein M> 1. 

22. (Original) The computer program product of claim 16, wherein a communication network is 

disposed between the end user machine and the vendor, wherein an application firewall is 

disposed between the end user machine and the communication network, and wherein the 

method further comprises permitting the feedback module to access the communication network, 

said permitting being controlled by the application firewall. 

23. (Original) The computer program product of claim 22, wherein the method further comprises 

preventing the software from accessing the communication network, said preventing being 

controlled by the application firewall. 

24. (Original) The computer program product of claim 22, wherein the communication network 

comprises the Internet. 

25. (Original) The computer program product of claim 16, wherein the identification tag is 

selected from the group consisting of a serial number of the software, a version number of the 
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software and a combination of the serial number of the software and the version number of the 

software. 

26. (Currently amended) A process for deploying (or integrating) computing infrastructure, said 

process comprising integrating computer-readable code into a computing system, wherein the 

code in combination with the computing system is capable of performing a method for 

processing feedback entries received from software, said software provided by a vendor to an 

end user machine, said end user machine comprising the software, a feedback module, and a 

database, wherein a concatenation operator 11 is defined such that A II B denotes a concatenation 

of strings A and B, wherein E(K,X) defines a symmetric key encryption of a parameter X using 

a key K, wherein Hash(Y) defines a one way hash function of a parameter Y, and wherein said 

method comprises comprising, as performed by the feedback module: 

module: 

establishing generating a secret key k(O) and that is shared between a feedback module 

and the vendor and communicating making the key k(O) knovro to both the vendor and a user of 

the software; 

establishing generating a secret key n(O) and that is shared between the feedback module 

and the vendor but not communicating making the key n(O) knovro to the vendor but not to the 

user; 

a processor, via execution of a feedback module, generating an identification tag FE(O) 

that identifies the software with the vendor, wherein the end user machine comprises the 

processor, the software, the feedback module, and a database; 

said processor, via execution of the feedback module, generating a secret key s(O) and 
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making communicating the key s(O) knovm to the user but not to the vendor; 

said processor, via execution of the feedback module, generating an encryption Eko of 

[[an]] the identification tag FE(O) using the secret key k(O) such that Eko = E(k(O),FE(O)); 

said processor, via execution of the feedback module, generating a parameter Hno using 

the secret key n(O) such that Hno = Hash(n(O) II Eko); 

said processor, via execution of the feedback module, generating a parameter Hso using 

the secret key s(O) such that Hso = Hash(s(O) II Eko); 

said processor, via execution of the feedback module, sending Eko, Hno, and Hso to the 

database; and 

said processor, via execution of the feedback module, sending Eko and Hno to the vendor. 

27. (Currently amended) The process of claim 26, said method comprising, as performed by the 

feedback module: 

said processor, via execution of the feedback module, generating keys k(l), n(l), and s(l) 

such that k(l) = Hash(k(O)), n(l) = Hash(n(O)), and s(l) = Hash(s(O)); and 

said processor, via execution of the feedback module, sending k(l), n(l), and s(l) to the 

database. 

28. (Currently amended) The process of claim 27, said method comprising, as performed by the 

feedback module, said processor, via execution of the feedback module, receiving N feedback 

entries from the software and processing the N feedback entries, said N feedback entries denoted 

as FE(l), ... , FE(N), said Nat least 1, said processing the feedback entry FE(i) for each of i = 1, 

... , N comprising: 
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calculating parameters Eki, Hni, and Hsi such that Eki = E(k(i), FE(i)), Hni = Hash(n(i) II 

Eki), and Hsi= Hash(s(i) II Eki); 

writing Eki, Hni, and Hsi to the database; 

generating keys k(i+ 1), n(i+ 1), and s(i+ 1) such that k(i+ 1) = Hash(k(i)), n(i+ 1) = 

Hash(n(i) ), and s(i+ 1) = Hash( s(i) ); and 

replacing keys k(i), n(i), and s(i) in the database with keys k(i+ 1 ), n(i+ 1 ), and s(i+ 1 ), 

wherein after said processing the N feedback entries, the database comprises k(N+ 1 ), 

n(N+ 1 ), and s(N+ 1 ). 

29. (Currently amended) The process of claim 28, said method comprising, as performed by the 

feedback module, said processor, via execution of the feedback module, synchronizing content 

of the database with the vendor, said synchronizing comprising sending to the vendor: (Eki, Hni, i 

= M, ... , N) and E(k(N+ 1), n(N+ 1)), wherein 1 :SM :SN. 

30. (Original) The process of claim29, wherein M=l. 

31. ( Original) The process of claim 29, wherein M> 1. 

32. (Original) The process of claim 26, wherein a communication network is disposed between 

the end user machine and the vendor, wherein an application firewall is disposed between the 

end user machine and the communication network, and wherein the method further comprises 

permitting the feedback module to access the communication network, said permitting being 

controlled by the application firewall. 
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33. (Original) The process of claim 32, wherein the method further comprises preventing the 

software from accessing the communication network, said preventing being controlled by the 

application firewall. 

34. (Original) The process of claim 32, wherein the communication network comprises the 

Internet. 

35. (Original) The process of claim 26, wherein the identification tag is selected from the group 

consisting of a serial number of the software, a version number of the software and a 

combination of the serial number of the software and the version number of the software. 
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REMARKS 

Applicant has amended claims 1-4, 8-9, 11, 16-19, and 26-29, and has cancelled claims 

14, 24, and 34, during prosecution of this patent application. Applicant is not conceding in this 

patent application that the subject matter encompassed by said amended and cancelled claims are 

not patentable over the art cited by the Examiner, since the claim amendments and cancellations 

are only for facilitating expeditious prosecution of this patent application. Applicant respectfully 

reserves the right to pursue the subject matter encompassed by said amended and cancelled 

claims, and to pursue other claims, in one or more continuations and/or divisional patent 

applications. 

Applicant has amended the drawings, the specification, and the claims without adding 

new matter as explained inji-a. 

The Examiner rejected claims 1-35 under 35 U.S.C. § 101 because the claimed invention 

is allegedly directed to non-statutory subject matter. 

The Examiner rejected claims 1-35 under 35 U.S.C. § 112, second paragraph, as being 

indefinite for allegedly failing to particularly point out and distinctly claim the subject matter 

which applicant regards as the invention. 

The Examiner rejected claims 1, 12-16, 22-26 and 32-35 under 35 U.S.C. § 103(a) as 

allegedly being unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter 

"Elgamal") in view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No. 

5,892,900, hereinafter "Ginter"). 

The Examiner rejected claims 2-11, 17-21 and 27-31 under 35 U.S.C. § 103(a) as 

allegedly being unpatentable over Elgamal in view of Tsudik, in further view of Ginter and 
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further in view of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter 

"Wheeler"). 

Applicant next provides support for the amendment of the drawings, specification, and 

the claims, and also respectfully traverses the§ 101, § 112 and§ 103 rejections. 
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Support For the Amendment of the Drawings and Specification and Claimd 

Applicant has amended the drawings and the specification without adding new matter. 

Amendment of the Drawings 

Step 55 in FIG. 5 has been amended to recite: "MAKE s(0) KNOWN TO USER" to 

correct a clerical error in the originally filed FIG. 5. 

The amendment of step 55 in FIG. 5 is supported by the following text in the originally 

filed claim 1: "generating a secret key s(0) and making the key s(0) known to the user". The text 

"generating a secret key s(0)" is implemented in step 54 and the text "making the key s(O) known 

to the user" is implemented in the amended step 55 by reciting that the key s(0) is communicated 

to the user. 

Amendment of the Specification 

The paragraph beginning on page 12, line 17 includes the following amended text: "Step 

51 generates the secret keys k(0) and n(0). Step 52 sends the generated secret keys k(0) and n(0) 

to the vendor 18 securely and communicates the secret key k(0) to the user 19 but does not 

communicate the secret key n(0) to the user 19", which is supported by the following text in the 

originally filed claim 1: "generating a secret key k(0) and making the key k(0) known to both the 

vendor and a user of the software; generating a secret key n(0) and making the key n(0) known to 

the vendor but not to the user". 

The paragraph beginning on page 12, line 17 includes the following amended text: "Step 

54 generates the secret key s(0) as a hash of the password P (i.e., as Hash(P)). Step 55 sends k(0) 

SIN: 11/325,719 19 



and n(0) communicates the secret key s(0) to the vendor 18 securely user 19, but does not 

communicate the secret key s(0) to the vendor 18.", which is supported by the following text in 

the originally filed claim 1: "generating a secret key s(0) and making the key s(0) known to the 

user but not to the vendor". 

Amendment of the Claims 

Claims 1, 16, and 26 have been amended to include the following text: "establishing a 

secret key k(0) that is shared between a feedback module and the vendor and communicating the 

key k(0) to a user of the software", which is supported in the specification, page 11, lines 21-22 

("the feedback module 14 establishes two secret keys, namely k(0) and n(0), that are shared 

between the feedback module 14 and the vendor 18") and the following text in the originally 

filed claim 1: "generating a secret key k(0) and making the key k(0) known to both the vendor 

and a user of the software". 

Claims 1, 16, and 26 have been amended to include the following text: "establishing a 

secret key n(0) that is shared between the feedback module and the vendor but not 

communicating the key n(0) to the user", which is supported in the specification, page 11, lines 

21-22 ("the feedback module 14 establishes two secret keys, namely k(0) and n(0), that are 

shared between the feedback module 14 and the vendor 18") and the following text in the 

originally filed claim 1: "generating a secret key n(0) and making the key n(0) known to the 

vendor but not to the user". 

Claims 1, 16, and 26 have been amended to include the following text: "a processor, via 

execution of a feedback module, generating an identification tag FE(0) that identifies the 

software with the vendor", which is supported in the specification, page 11, lines 20-22 ("The 
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feedback module 14 also generates an identification tag, denoted illustratively as FBM_ID, that 

helps in uniquely identifying this installation of the software 13 with the vendor 18") and page 

13, lines 10-11 ("the feedback module 14 sets parameter FE(O) equal to the identification tag 

denoted illustratively as FBM _ ID"). 

Claims 1, 16, and 26 have been amended to include the following text: "said processor, 

via execution of the feedback module, generating a secret key s(O) and communicating the key 

s(O) to the user but not to the vendor", which is supported in the specification, page 12, lines 13-

15 ("In step 42 of PIG. 4, the feedback module 14 generates a secret key s(O) for use between the 

user 19 and the feedback module 14. The feedback module 14 discloses the secret key s(O) to 

the user 19.") and the following text in the originally filed claim 1: "generating a secret key s(O) 

and making the key s(O) known to the user but not to the vendor". 
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35 U.S.C. § 101: Claims 1-35 

The Examiner rejected claims 1-35 under 35 U.S.C. § 101 because the claimed invention 

is allegedly directed to non-statutory subject matter. 

The Examiner argues that independent claims 1 and 26 fail to meet the test for statutory 

subject matter under 35 U.S.C. § 101 as set forth in In re Bilski, 545 F.3d 943 (Fed. Cir. 2008) 

(en bane). 

In response, claim 1 and 26 have been amended to recite individual steps being 

performed by a particular machine, namely a processor of an end user machine, in compliance 

with the machine prong of the machine-or-transformation test set forth by the Federal Circuit in 

In re Bilski, 545 F.3d 943 (Fed. Cir. 2008) (en bane). 

The Examiner argues that independent claims 1, 16, and 26 describe a purely abstract 

process, namely "a process consisting solely of mathematical operations, i.e., converting one set of 

numbers into another set of numbers". 

In response, Applicant respectfully points out that claims 1 and 26 do not recite a purely 

abstract process, because claims 1 and 26 recite a tangible result in the steps of "sending Eko, Hno, 

and Hso to the database; and ... sending Eko and Hno to the vendor" which do not include 

"mathematical operations, i.e., converting one set of numbers into another set of numbers". 

With respect to claim 16, the Examiner argues: "Claim 16 recites "A computer program 

product, comprising a computer usable medium having a computer readable program code 

embodied therein. However, this is merely software, and it has been held that software without a 

SIN: 11/325,719 22 



required computer-readable medium storing software that, when executed, causes the computer 

to perform a particular process or method (MPEP 2106.01) is merely nonfunctional descriptive 

material and non-statutory under 35 U.S.C. 101." 

In response, Applicant has amended claim 16 as follows: "A computer program product, 

comprising a computer usable readable storage medium having a computer readable program 

code embodied stored therein, execution of said computer readable program code comprising an 

algorithm adapted causing a processor to implement a method for ... ", which recites that 

computer readable program code is stored on a computer readable storage medium and that 

execution of the program code causes a processor to implement a method. 

Based on the preceding arguments, Applicant respectfully requests that the rejection of 

claims 1-35 under 35 U.S.C. § 101 be withdrawn. 
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35 U.S.C. § 112, Second Paragraph: Claims 1-35 

The Examiner rejected claims 1-35 under 35 U.S.C. § 112, second paragraph, as being 

indefinite for allegedly failing to particularly point out and distinctly claim the subject matter 

which applicant regards as the invention. 

The Examiner argues: "Claims 1, 16, and 26 recite " ... making the key n(O) known to the 

vendor but not to the user. .. " However, the claims also previously recite " ... said end user machine 

comprising the software, a feedback module, and a database ... said method comprising ,as 

performed by the feedback module ... " Thus, the claim recites that the steps of the method, 

including the step of" ... generating a secret key n(O) ... " are performed by a feedback module on 

the end user machine. It is unclear to one of ordinary skill how the secret key n(O) is not known 

to the user when it is generated by the end user machine." 

In response, Applicant asserts that the pertinent feature in claims 1, 16, and 26 is 

"establishing a secret key n(O) that is shared between the feedback module and the vendor but 

not communicating the key n(O) to the user". Applicants assert that the specification does not 

disclose that the user has access to n(O). Furthermore, even if the user has access to n(O), the 

specification does not disclose that the user has actually accessed n(O). Therefore, it is clear that 

the limitation of "establishing a secret key n(O) that is shared between the feedback module and 

the vendor" is not inconsistent with the secret key n(O) not being communicated to the user. 

The Examiner argues: "The claims further recite " ... generating a parameter HnO such that 

HnO = Hash(n(O) II EkO) ... " It is unclear to one of ordinary skill how the feedback module in the 

user computer can use n(O) when is only known to the vendor." 
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In response, Applicant asserts that claims 1, 16, and 26 do not recite that n(0) is only 

known to the vendor, but rather recite "establishing a secret key n(0) that is shared between the 

feedback module and the vendor". Therefore, the feedback module has access to n(0) and can 

use n(0) to generate Hno via Hno = Hash(n(0) II Eko as claimed. 

The Examiner argues: "Claims 1, 16, and 26 also recite " ... making the key ... known ... " 

However, it is unclear what action " ... making the key ... known ... " comprises." 

In response, Applicant asserts that the preceding issue can be framed as: after K is 

generated, how can K be communicated to X? The answer is that K may be communicated to X 

by any method known to a person of ordinary skill in the art of computer programming. For 

example, K may be sent to X (e.g., see specification, page 12, lines 19-20: "sends the generated 

secret keys k(0) and n(0) to the vendor 18"). As another example, K may be displayed K to X 

(e.g., see specification, page 20, lines 19-20: "The output device 93 displays output from the 

computer code 97"). The scope of claims 1, 16, and 26 encompasses all of such methods (for 

communicated K to X) known to a person of ordinary skill in the art of computer programming 

and is not limited to any specific method of such known methods. 

The Examiner argues: "Claims 1, 16, and 26 recite the limitation " ... an identification tag 

FE(0) ... ". However, claims 3, 18, and 28 recite the limitation " ... said N feedback entries denoted 

as FE(l ), ... , FE(N) ... " It is unclear to one of ordinary skill the whether series of data denoted by 

"FE" consists of identification tags or feedback entries." 

In response, Applicant asserts that the specification, page 13, line 10 assigns the label 

"identification tag" to FE(0), and the specification does not assign any other label to FE(0). 
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In further response, Applicant asserts that the specification, page 14, lines 14-15 assigns 

the label "feedback entry" to FE(i) such that the first such feedback entry is for i = 1. The 

specification, page 15, lines 13-15 states that there are N such feedback entries FE(l), FE(2), ... , 

FE(N). There is no text anywhere in the specification that labels FE(O) as a feedback entry or 

that labels as FE(l), ... , FE(N) as identifcation tags. 

Therefore, it is clear that FE(O) is an identification tag and FE(l ), FE(2), ... , FE(N) are 

feedback entries. 

Based on the preceding arguments, Applicant respectfully requests that the rejection of 

claims 1-35 under 35 U.S.C. § 112, second paragraph be withdrawn. 
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35 U.S.C. § 103(a): Claims 1, 12-16, 22-26 and 32-35 

The Examiner rejected claims 1, 12-16, 22-26 and 32-35 under 35 U.S.C. § 103(a) as 

allegedly being unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter 

"Elgamal") in view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No. 

5,892,900, hereinafter "Ginter"). 

Applicant respectfully contends that claims 1, 16, and 26 are not unpatentable over 

Elgamal in view ofTsudik and further in view of Ginter, because Elgamal in view ofTsudik and 

further in view of Ginter does not teach or suggest each and every feature of 1, 16, and 26. 

A first example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view of 

Tsudik and further in view of Ginter is that Elgamal in view ofTsudik and further in view of 

Ginter does not teach or suggest the feature: "establishing a secret key k(O) that is shared 

between a feedback module and the vendor and communicating the key k(O) to a user of the 

software". 

The Examiner argues: "Elgamal discloses ... generating a secret key k(O) and making the 

key k(O) known to both the vendor and a user of the software (Elgamal 2:1-15; 7:41-51; 8:5-20; 

33:9-13)". 

In response, Applicant notes that the Examiner is arguing that the claimed secret key k(O) 

is represented in Elgamal as a master key that is shared between the client and the server, which 

is explained in the Examiner's citation ofElgamal, col. 7, lines 41-51. However, Elgamel does 

not disclose that the master key has been communicated to a user at the client machine, as 

required by the preceding feature of claims 1, 16, and 26. 
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Therefore, Elgamal in view ofTsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

A second example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view 

of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of 

Ginter does not teach or suggest the feature: "establishing a secret key n(O) that is shared 

between the feedback module and the vendor but not communicating the key n(O) to the user". 

The Examiner argues: "Elgamal discloses ... generating a key by the user terminal that is 

used for encryption by the vendor (Elgamal 23:9-19; 28:38-40; 33:1-4)". 

In response, Applicant respectfully contends that the Examiner is arguing that the 

claimed secret key n(O) is represented in Elgamal as a client session key that is generated by the 

client and a server session key that is generated by the server, both the client session key and the 

server session key being generated from the master key that is shared between the client and the 

server, which is explained in the Examiner's citation ofElgamal, col. 23, lines 9-19. 

Thus, the client session key and the server session key are distinct keys that are separately 

generated by the client and the server, respectively, and are thus not shared between the client 

and the server as required by the preceding feature of claims 1, 16, and 26. 

Furthermore, Elgamal does not disclose that the client session key is not communicated 

to a user of the client machine, as required by the preceding feature of claims 1, 16, and 26. 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 
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A third example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view 

of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of 

Ginter does not teach or suggest the feature: "generating an identification tag FE(O) that 

identifies the software with the vendor". 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

A fourth example of why claims 1, 16, and 26 are not unpatentable over Elga.ma! in view 

of Tsudik and further in view of Ginter is that Elga.ma! in view of Tsudik and further in view of 

Ginter does not teach or suggest the feature: "generating a secret key s(O) and communicating the 

key s(O) to the user but not to the vendor". 

The Examiner argues: 

"Tsudik in view ofElgamal does not specifically disclose generating a key known only to 

the user or that the encrypted data is stored at the client... Ginter discloses the use of secure 

database keys generated in a user's PPE and never exposed to the public in order to encrypt 

records stored in the PPE's secure database (Ginter 222:50-61). Ginter further discloses storage 

of authentication values (Ginter 245:55-62; 246:18-23, 27-50) ... Therefore, it would have been 

obvious to one of ordinary skill in the art at the time of the invention to modify the method of 

Elgamal to use the secret prefix method of generating a message authentication code in order to 

produce unforgeable integrity values wit/tout using encryption so as to provide increased speed 

by minimizing the use of encryption software (Tsudik pp. 30-31 Motivation). Further, it would 

have been obvious to one of ordinary skill in the art at the time of the invention to modify the 

method ofElgamal in view ofTsudik to include the user generating a secure database key known 

only to the PPE and storing authentication values as disclosed in Ginter in order to be able to 

securely store data that cannot be accessed by another party in a database at the user's device 

(Ginter 222:55-57)." ( emphasis added). 
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In response, Applicant respectfully contends that Ginter does not disclose that secret key 

s(O) is communicated to the user, as required by preceding feature of claims 1, 16, and 26. 

In further response, Applicant respectfully contends that the Examiner's reasons as to 

why it is allegedly obvious to modify Elgamal by incorporating the preceding feature of claims 

1, 16, and 26 into Elgamal is not persuasive. 

A first reason why the Examiner's suggested modification Elgamal is not persuasive is 

that the Examiner's argument depends on a PPE. However, Ginter does not explain the meaning 

of"PPE" and Applicants do not know what a PPE is in Ginter. If the Examiner knows what the 

intended meaning of PPE is in Ginter, then the Examiner should explain and prove what the 

intended meaning of PPE is in Ginter. In the absence of knowledge of what a PPE is, Applicant 

respectfully contends that the Examiner's argument cannot be reasonably understood, is 

accordingly ambiguous, and thus not persuasive. 

A second reason why the Examiner's suggested modification Elgamal is not persuasive is 

that the Examiner's argument asserts that modifying Elgamal in conjunction with the preceding 

feature of claims 1, 16, and 26 enables the use of encryption to be avoided. However, the use of 

encryption is within the essence ofElgamal's invention (see Elgamal, abstract and claim 1). 

Therefore, the Examiner's argument, which results in not using encryption in conjunction with 

the preceding feature of claims 1, 16, and 26, is not persuasive. 

A third reason why the Examiner's suggested modification Elgamal is not persuasive is 

that the Examiner's argument is specific to the use of databases. However, Elgamal's invention 

does not relate to the use of a database. Therefore, the Examiner's suggested modification of 

Elgamal has no relevance to Elgamal' s invention and is thus not persuasive. 
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Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

A fifth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view of 

Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of 

Ginter does not teach or suggest the feature: "said processor, via execution of the feedback 

module, generating an encryption Eko of the identification tag FE(O) using the secret key k(O) 

such that Eko = E(k(O),FE(O))". 

The Examiner argues: "Elgamal discloses ... encrypting information to be transferred to 

the vendor (Elgamal 2:5-10; 7:2-8; 8:9-11; 7:62-8:4; 13:17-28; 14:65-68)". 

In response, Applicant asserts that the preceding feature of claims 1, 16, and 26 requires 

that the identification tag FE(O) be encrypted and, although Elgamal discloses encrypting 

information, Elgamal does not disclose encrypting the identification tag FE(O) that identifies the 

software with the vendor, as required by the preceding feature of claims 1, 16, and 26. 

In further response, Applicant asserts that the preceding feature of claims 1, 16, and 26 

requires that FE(O) be encrypted through use of the secret key k(O). However, the Examiner 

alleges that the secret key k(O) is represented in Elgamal by the master key as discussed supra 

and Elgamal does not disclose that the encryption of information in Elgamal is performed 

through use of the master key. To the contrary, Elgamal discloses that the encryption of 

information in Elgamal is performed through use of session keys which are generated from the 

master key (Elgamal, col. 7, lines 43-46 and col. 23, lines 9-12). 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 
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A sixth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view 

of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik: and further in view of 

Ginter does not teach or suggest the feature: "said processor, via execution of the feedback 

module, generating a parameter Hno using the secret key n(O) such that Hno = Hash(n(O) II Eko); 

said processor, via execution of the feedback module, generating a parameter Hso using the secret 

key s(O) such that Hso = Hash(s(O) II Eko)". 

The Examiner argues: 

"Elgamal further discloses the use of a MAC (message authentication code) to verify the 

integrity of data that is to be transmitted and that the MAC includes a hash of the data and a 

secret which can be a client write key, server write key, or a random number (Elgamal 17:50-

18:27) .... Tsudik discloses the use of the secret prefix method of generating a MAC using ahash 

function. Tsudik discloses that in this method, two principals agree on a secret, S _ ab for 

example, and when A sends a message M to B, it generates an MD4 hash of S _ ab concatenated 

to the beginning of the message such that Hash Value MD4Hash(S_ab II M). The receiver 

would then use its knowledge of S _ ab and the received message to recompute the hash value and 

compare it to the received hash value to verify the integrity of the message (Tsudik p. 32, 

Protocol Description; pp. 33-34 Secret Prefix)." 

In response, Applicants assert that, if the keys n(O) and s(O) are used as the "secret" in 

Elgamal and the "secret prefix" in Tsudick, then the preceding feature of claims 1, 16, and 26 

requires that Eko be the "data" or "message" to be transmitted. However, Elgamal does not 

disclose transmitting Eko- In fact, there is no disclosure in Elgamal, Tsudik, or Ginter of the 

existence ofEko, namely an encryption of the identification tag (that that identifies the software 

with the vendor) using the key k(O). 

In further response, Applicant asserts that Tsudik's method requires that, in application to 

the client and server in Elgamal, the client must communicate the secret prefix (i.e., n(O) and 
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s(*O) in claims 1, 16, 26) to the server in secret (see Tsudik, page 32, lines 10-13). However, 

claims 1, 16, and 26 recite that the key s(O) is not communicated to the vendor (i.e., the server in 

Elgamal). Therefore, it is logically impossible to satisfy the requirement of the key s(O) not 

being communicated to the vendor if Tsudik' s "secret prefix" method is used to modify Elgamal. 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

A seventh example of why claims 1, 16, and 26 are not unpatentable over Elgamal in 

view of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in 

view of Ginter does not teach or suggest the feature: "said processor, via execution of the 

feedback module, sending Eko, Hno, and Hso to the database; said processor, via execution of the 

feedback module, sending Eko and Hno to the vendor". 

The Examiner argues: "Ginter further discloses storage of authentication values (Ginter 

245:55-62; 246:18-23, 27-50) ... Further, it would have been obvious to one of ordinary skill in 

the art at the time of the invention to modify the method ofElgamal in view ofTsudik to include 

... storing authentication values as disclosed in Ginter in order to be able to securely store data 

that cannot be accessed by another party in a database at the user's device (Ginter 222:55-57).". 

In response, it is not clear that storing Eko, Hno,and Hso in the user's database would 

protect data in the user's database from be accessed by another party as alleged by the Examiner 

in support of modifying Elgamal in view ofTsudik by storing Eko, Hno,and Hso in the user's 

database. 

In further response and assuming that storing Eko, Hno,and Hso in the user's database 

would protect data in the user's database from be accessed by another party (for the sake of 
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argument only), Applicants assert that the Examiner's reason for modifying Elgamal in view of 

Tsudik to store Eko and Hno in the user's database ("to be able to securely store data that cannot 

be accessed by another party in a database at the user's device) is negated by the claimed 

limitation. "sending Eko and Hno to the vendor" which would enable the vendor to access the very 

data in the user's device that is intended to be protected from such access by storing Eko and Hno 

in the user's database in the first place. 

Thus, the Examiner's argument is not persuasive. 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

Based on the preceding arguments, Applicant respectfully maintains that claim 1 is not 

unpatentable over Elgamal in view of Tsudik and further in view of Ginter, and that claim 1 is in 

condition for allowance. Since claims 12-15 depend from claim 1, Applicant contends that 

claims 12-15 are likewise in condition for allowance. Since claims 22-25 depend from claim 16, 

Applicant contends that claims 22-25 are likewise in condition for allowance. Since claims 32-

35 depend from claim 26, Applicant contends that claims 32-35 are likewise in condition for 

allowance. 
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35 U.S.C. § 103(a): Claims 2-11, 17-21 and 27-31 

TheExaminerrejectedclaims2-11, 17-21 and27-31 under35U.S.C. § 103(a)as 

allegedly being unpatentable over Elgamal in view of Tsudik, in further view of Ginter and 

further in view of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter 

"Wheeler"). 

Since claims 2-11 depend from claim 1, which Applicants have argued supra to not be 

unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C. 

§ 103(a), Applicants maintain that claims 2-11 are likewise not unpatentable over Elgamal in 

view of Tsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C. 

§103(a). 

Since claims 17-21 depend from claim 16, which Applicants have argued supra to not be 

unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C. 

§103(a), Applicants maintain that claims 17-21 are likewise not unpatentable over Elgamal in 

view ofTsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C. 

§103(a). 

Since claims 27-21 depend from claim 26, which Applicants have argued supra to not be 

unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C. 

§103(a), Applicants maintain that claims 27-31 are likewise not unpatentable over Elgamal in 

view ofTsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C. 

§103(a). 

In addition with respect to claims 2, 17, and 27, Elgamal in view ofTsudik, in further 

view of Ginter and further in view of Wheeler does not disclose the feature: "said processor, via 

SIN: 11/325,719 35 



execution of the feedback module, generating keys k(l), n(l), and s(l) such that k(l) = 

Hash(k(O)), n(l) = Hash(n(O)), and s(l) = Hash(s(O)); and said processor, via execution of the 

feedback module, sending k(l), n(l), and s(l) to the database" 

The Examiner argues: 

"Elgamal in view of Tsudik in further view of Ginter does not specifically 

disclosegenerating a series of keys in which a new key is generated by hashing the last key and 

using the keys to generate a series of hash values ... Wheeler discloses computing a series of keys 

used to encrypt blocks of data andgenerate a series of HMAC values, where the recipient both 

verifies the received keys and the received MAC, and that each key in this series of keys is 

generated by hashing the key that as generated before it in the series (Wheeler Paragraphs 49-50, 

55-59, 66-68) ... Therefore, it would have been obvious to one of ordinary skill in the art at the 

time of the invention to modify the method of Elgamal in view of Tsudik in further view of 

Ginter to include computing a series of keys used to encrypt blocks of data as disclosed in 

Wheeler in order to allow the data to be transferred using broadcast transmission (Wheeler 

Paragraph 53)" ( emphasis added). 

In response, Applicants note that the Examiner cites Wheeler for modifying Elgamal "to 

encrypt blocks of data". Yet, the Examiner cites Tsudik "to use the secret prefix method ... 

without using encryption". Thus, the Examiner's reliance on Wheeler is inconsistent with the 

Examiner's reliance on Tsudik. 

Accordingly, Applicant respectfully contends that the preceding argument by the 

Examiner is not persuasive. 

Therefore, claims 2, 17, and 27 likewise not unpatentable over Elgamal in view of 

Tsudik, in further view of Ginter and further in view of Wheeler. 
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CONCLUSION 

Based on the preceding arguments, Applicant respectfully believes that all pending 

claims and the entire application meet the acceptance criteria for allowance and therefore request 

favorable action. If the Examiner believes that anything further would be helpful to place the 

application in better condition for allowance, Applicant invites the Examiner to contact 

Applicant's representative at the telephone number listed below. The Director is hereby 

authorized to charge and/or credit Deposit Account 09-0457 (IBM). 

Date: 0 6 /,0(2.ooCj 

Customer No. 30449 
Schmeiser, Olsen & Watts 
22 Century Hill Drive - Suite 302 
Latham, New York 12110 
Telephone (518) 220-1850 
Facsimile (518) 220-1857 
Email: j:friedman@iplawusa.com 
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Registration No. 44,688 
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REMARKS 

Applicant has amended claims 1-4, 8-9, 11, 16-19, and 26-29, and has cancelled claims 

14, 24, and 34, during prosecution of this patent application. Applicant is not conceding in this 

patent application that the subject matter encompassed by said amended and cancelled claims are 

not patentable over the art cited by the Examiner, since the claim amendments and cancellations 

are only for facilitating expeditious prosecution of this patent application. Applicant respectfully 

reserves the right to pursue the subject matter encompassed by said amended and cancelled 

claims, and to pursue other claims, in one or more continuations and/or divisional patent 

applications. 

Applicant has amended the drawings, the specification, and the claims without adding 

new matter as explained inji-a. 

The Examiner rejected claims 1-35 under 35 U.S.C. § 101 because the claimed invention 

is allegedly directed to non-statutory subject matter. 

The Examiner rejected claims 1-35 under 35 U.S.C. § 112, second paragraph, as being 

indefinite for allegedly failing to particularly point out and distinctly claim the subject matter 

which applicant regards as the invention. 

The Examiner rejected claims 1, 12-16, 22-26 and 32-35 under 35 U.S.C. § 103(a) as 

allegedly being unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter 

"Elgamal") in view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No. 

5,892,900, hereinafter "Ginter"). 

The Examiner rejected claims 2-11, 17-21 and 27-31 under 35 U.S.C. § 103(a) as 

allegedly being unpatentable over Elgamal in view of Tsudik, in further view of Ginter and 
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further in view of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter 

"Wheeler"). 

Applicant next provides support for the amendment of the drawings, specification, and 

the claims, and also respectfully traverses the§ 101, § 112 and§ 103 rejections. 
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Support For the Amendment of the Drawings and Specification and Claimd 

Applicant has amended the drawings and the specification without adding new matter. 

Amendment of the Drawings 

Step 55 in FIG. 5 has been amended to recite: "MAKE s(0) KNOWN TO USER" to 

correct a clerical error in the originally filed FIG. 5. 

The amendment of step 55 in FIG. 5 is supported by the following text in the originally 

filed claim 1: "generating a secret key s(0) and making the key s(0) known to the user". The text 

"generating a secret key s(0)" is implemented in step 54 and the text "making the key s(O) known 

to the user" is implemented in the amended step 55 by reciting that the key s(0) is communicated 

to the user. 

Amendment of the Specification 

The paragraph beginning on page 12, line 17 includes the following amended text: "Step 

51 generates the secret keys k(0) and n(0). Step 52 sends the generated secret keys k(0) and n(0) 

to the vendor 18 securely and communicates the secret key k(0) to the user 19 but does not 

communicate the secret key n(0) to the user 19", which is supported by the following text in the 

originally filed claim 1: "generating a secret key k(0) and making the key k(0) known to both the 

vendor and a user of the software; generating a secret key n(0) and making the key n(0) known to 

the vendor but not to the user". 

The paragraph beginning on page 12, line 17 includes the following amended text: "Step 

54 generates the secret key s(0) as a hash of the password P (i.e., as Hash(P)). Step 55 sends k(0) 
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and n(0) communicates the secret key s(0) to the vendor 18 securely user 19, but does not 

communicate the secret key s(0) to the vendor 18.", which is supported by the following text in 

the originally filed claim 1: "generating a secret key s(0) and making the key s(0) known to the 

user but not to the vendor". 

Amendment of the Claims 

Claims 1, 16, and 26 have been amended to include the following text: "establishing a 

secret key k(0) that is shared between a feedback module and the vendor and communicating the 

key k(0) to a user of the software", which is supported in the specification, page 11, lines 21-22 

("the feedback module 14 establishes two secret keys, namely k(0) and n(0), that are shared 

between the feedback module 14 and the vendor 18") and the following text in the originally 

filed claim 1: "generating a secret key k(0) and making the key k(0) known to both the vendor 

and a user of the software". 

Claims 1, 16, and 26 have been amended to include the following text: "establishing a 

secret key n(0) that is shared between the feedback module and the vendor but not 

communicating the key n(0) to the user", which is supported in the specification, page 11, lines 

21-22 ("the feedback module 14 establishes two secret keys, namely k(0) and n(0), that are 

shared between the feedback module 14 and the vendor 18") and the following text in the 

originally filed claim 1: "generating a secret key n(0) and making the key n(0) known to the 

vendor but not to the user". 

Claims 1, 16, and 26 have been amended to include the following text: "a processor, via 

execution of a feedback module, generating an identification tag FE(0) that identifies the 

software with the vendor", which is supported in the specification, page 11, lines 20-22 ("The 
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feedback module 14 also generates an identification tag, denoted illustratively as FBM_ID, that 

helps in uniquely identifying this installation of the software 13 with the vendor 18") and page 

13, lines 10-11 ("the feedback module 14 sets parameter FE(O) equal to the identification tag 

denoted illustratively as FBM _ ID"). 

Claims 1, 16, and 26 have been amended to include the following text: "said processor, 

via execution of the feedback module, generating a secret key s(O) and communicating the key 

s(O) to the user but not to the vendor", which is supported in the specification, page 12, lines 13-

15 ("In step 42 of PIG. 4, the feedback module 14 generates a secret key s(O) for use between the 

user 19 and the feedback module 14. The feedback module 14 discloses the secret key s(O) to 

the user 19.") and the following text in the originally filed claim 1: "generating a secret key s(O) 

and making the key s(O) known to the user but not to the vendor". 
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35 U.S.C. § 101: Claims 1-35 

The Examiner rejected claims 1-35 under 35 U.S.C. § 101 because the claimed invention 

is allegedly directed to non-statutory subject matter. 

The Examiner argues that independent claims 1 and 26 fail to meet the test for statutory 

subject matter under 35 U.S.C. § 101 as set forth in In re Bilski, 545 F.3d 943 (Fed. Cir. 2008) 

(en bane). 

In response, claim 1 and 26 have been amended to recite individual steps being 

performed by a particular machine, namely a processor of an end user machine, in compliance 

with the machine prong of the machine-or-transformation test set forth by the Federal Circuit in 

In re Bilski, 545 F.3d 943 (Fed. Cir. 2008) (en bane). 

The Examiner argues that independent claims 1, 16, and 26 describe a purely abstract 

process, namely "a process consisting solely of mathematical operations, i.e., converting one set of 

numbers into another set of numbers". 

In response, Applicant respectfully points out that claims 1 and 26 do not recite a purely 

abstract process, because claims 1 and 26 recite a tangible result in the steps of "sending Eko, Hno, 

and Hso to the database; and ... sending Eko and Hno to the vendor" which do not include 

"mathematical operations, i.e., converting one set of numbers into another set of numbers". 

With respect to claim 16, the Examiner argues: "Claim 16 recites "A computer program 

product, comprising a computer usable medium having a computer readable program code 

embodied therein. However, this is merely software, and it has been held that software without a 
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required computer-readable medium storing software that, when executed, causes the computer 

to perform a particular process or method (MPEP 2106.01) is merely nonfunctional descriptive 

material and non-statutory under 35 U.S.C. 101." 

In response, Applicant has amended claim 16 as follows: "A computer program product, 

comprising a computer usable readable storage medium having a computer readable program 

code embodied stored therein, execution of said computer readable program code comprising an 

algorithm adapted causing a processor to implement a method for ... ", which recites that 

computer readable program code is stored on a computer readable storage medium and that 

execution of the program code causes a processor to implement a method. 

Based on the preceding arguments, Applicant respectfully requests that the rejection of 

claims 1-35 under 35 U.S.C. § 101 be withdrawn. 
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35 U.S.C. § 112, Second Paragraph: Claims 1-35 

The Examiner rejected claims 1-35 under 35 U.S.C. § 112, second paragraph, as being 

indefinite for allegedly failing to particularly point out and distinctly claim the subject matter 

which applicant regards as the invention. 

The Examiner argues: "Claims 1, 16, and 26 recite " ... making the key n(O) known to the 

vendor but not to the user. .. " However, the claims also previously recite " ... said end user machine 

comprising the software, a feedback module, and a database ... said method comprising ,as 

performed by the feedback module ... " Thus, the claim recites that the steps of the method, 

including the step of" ... generating a secret key n(O) ... " are performed by a feedback module on 

the end user machine. It is unclear to one of ordinary skill how the secret key n(O) is not known 

to the user when it is generated by the end user machine." 

In response, Applicant asserts that the pertinent feature in claims 1, 16, and 26 is 

"establishing a secret key n(O) that is shared between the feedback module and the vendor but 

not communicating the key n(O) to the user". Applicants assert that the specification does not 

disclose that the user has access to n(O). Furthermore, even if the user has access to n(O), the 

specification does not disclose that the user has actually accessed n(O). Therefore, it is clear that 

the limitation of "establishing a secret key n(O) that is shared between the feedback module and 

the vendor" is not inconsistent with the secret key n(O) not being communicated to the user. 

The Examiner argues: "The claims further recite " ... generating a parameter HnO such that 

HnO = Hash(n(O) II EkO) ... " It is unclear to one of ordinary skill how the feedback module in the 

user computer can use n(O) when is only known to the vendor." 
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In response, Applicant asserts that claims 1, 16, and 26 do not recite that n(0) is only 

known to the vendor, but rather recite "establishing a secret key n(0) that is shared between the 

feedback module and the vendor". Therefore, the feedback module has access to n(0) and can 

use n(0) to generate Hno via Hno = Hash(n(0) II Eko as claimed. 

The Examiner argues: "Claims 1, 16, and 26 also recite " ... making the key ... known ... " 

However, it is unclear what action " ... making the key ... known ... " comprises." 

In response, Applicant asserts that the preceding issue can be framed as: after K is 

generated, how can K be communicated to X? The answer is that K may be communicated to X 

by any method known to a person of ordinary skill in the art of computer programming. For 

example, K may be sent to X (e.g., see specification, page 12, lines 19-20: "sends the generated 

secret keys k(0) and n(0) to the vendor 18"). As another example, K may be displayed K to X 

(e.g., see specification, page 20, lines 19-20: "The output device 93 displays output from the 

computer code 97"). The scope of claims 1, 16, and 26 encompasses all of such methods (for 

communicated K to X) known to a person of ordinary skill in the art of computer programming 

and is not limited to any specific method of such known methods. 

The Examiner argues: "Claims 1, 16, and 26 recite the limitation " ... an identification tag 

FE(0) ... ". However, claims 3, 18, and 28 recite the limitation " ... said N feedback entries denoted 

as FE(l ), ... , FE(N) ... " It is unclear to one of ordinary skill the whether series of data denoted by 

"FE" consists of identification tags or feedback entries." 

In response, Applicant asserts that the specification, page 13, line 10 assigns the label 

"identification tag" to FE(0), and the specification does not assign any other label to FE(0). 
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In further response, Applicant asserts that the specification, page 14, lines 14-15 assigns 

the label "feedback entry" to FE(i) such that the first such feedback entry is for i = 1. The 

specification, page 15, lines 13-15 states that there are N such feedback entries FE(l), FE(2), ... , 

FE(N). There is no text anywhere in the specification that labels FE(O) as a feedback entry or 

that labels as FE(l), ... , FE(N) as identifcation tags. 

Therefore, it is clear that FE(O) is an identification tag and FE(l ), FE(2), ... , FE(N) are 

feedback entries. 

Based on the preceding arguments, Applicant respectfully requests that the rejection of 

claims 1-35 under 35 U.S.C. § 112, second paragraph be withdrawn. 
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35 U.S.C. § 103(a): Claims 1, 12-16, 22-26 and 32-35 

The Examiner rejected claims 1, 12-16, 22-26 and 32-35 under 35 U.S.C. § 103(a) as 

allegedly being unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter 

"Elgamal") in view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No. 

5,892,900, hereinafter "Ginter"). 

Applicant respectfully contends that claims 1, 16, and 26 are not unpatentable over 

Elgamal in view ofTsudik and further in view of Ginter, because Elgamal in view ofTsudik and 

further in view of Ginter does not teach or suggest each and every feature of 1, 16, and 26. 

A first example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view of 

Tsudik and further in view of Ginter is that Elgamal in view ofTsudik and further in view of 

Ginter does not teach or suggest the feature: "establishing a secret key k(O) that is shared 

between a feedback module and the vendor and communicating the key k(O) to a user of the 

software". 

The Examiner argues: "Elgamal discloses ... generating a secret key k(O) and making the 

key k(O) known to both the vendor and a user of the software (Elgamal 2:1-15; 7:41-51; 8:5-20; 

33:9-13)". 

In response, Applicant notes that the Examiner is arguing that the claimed secret key k(O) 

is represented in Elgamal as a master key that is shared between the client and the server, which 

is explained in the Examiner's citation ofElgamal, col. 7, lines 41-51. However, Elgamel does 

not disclose that the master key has been communicated to a user at the client machine, as 

required by the preceding feature of claims 1, 16, and 26. 
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Therefore, Elgamal in view ofTsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

A second example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view 

of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of 

Ginter does not teach or suggest the feature: "establishing a secret key n(O) that is shared 

between the feedback module and the vendor but not communicating the key n(O) to the user". 

The Examiner argues: "Elgamal discloses ... generating a key by the user terminal that is 

used for encryption by the vendor (Elgamal 23:9-19; 28:38-40; 33:1-4)". 

In response, Applicant respectfully contends that the Examiner is arguing that the 

claimed secret key n(O) is represented in Elgamal as a client session key that is generated by the 

client and a server session key that is generated by the server, both the client session key and the 

server session key being generated from the master key that is shared between the client and the 

server, which is explained in the Examiner's citation ofElgamal, col. 23, lines 9-19. 

Thus, the client session key and the server session key are distinct keys that are separately 

generated by the client and the server, respectively, and are thus not shared between the client 

and the server as required by the preceding feature of claims 1, 16, and 26. 

Furthermore, Elgamal does not disclose that the client session key is not communicated 

to a user of the client machine, as required by the preceding feature of claims 1, 16, and 26. 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

SIN: 11/325,719 28 



A third example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view 

of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of 

Ginter does not teach or suggest the feature: "generating an identification tag FE(O) that 

identifies the software with the vendor". 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

A fourth example of why claims 1, 16, and 26 are not unpatentable over Elga.ma! in view 

of Tsudik and further in view of Ginter is that Elga.ma! in view of Tsudik and further in view of 

Ginter does not teach or suggest the feature: "generating a secret key s(O) and communicating the 

key s(O) to the user but not to the vendor". 

The Examiner argues: 

"Tsudik in view ofElgamal does not specifically disclose generating a key known only to 

the user or that the encrypted data is stored at the client... Ginter discloses the use of secure 

database keys generated in a user's PPE and never exposed to the public in order to encrypt 

records stored in the PPE's secure database (Ginter 222:50-61). Ginter further discloses storage 

of authentication values (Ginter 245:55-62; 246:18-23, 27-50) ... Therefore, it would have been 

obvious to one of ordinary skill in the art at the time of the invention to modify the method of 

Elgamal to use the secret prefix method of generating a message authentication code in order to 

produce unforgeable integrity values wit/tout using encryption so as to provide increased speed 

by minimizing the use of encryption software (Tsudik pp. 30-31 Motivation). Further, it would 

have been obvious to one of ordinary skill in the art at the time of the invention to modify the 

method ofElgamal in view ofTsudik to include the user generating a secure database key known 

only to the PPE and storing authentication values as disclosed in Ginter in order to be able to 

securely store data that cannot be accessed by another party in a database at the user's device 

(Ginter 222:55-57)." ( emphasis added). 
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In response, Applicant respectfully contends that Ginter does not disclose that secret key 

s(O) is communicated to the user, as required by preceding feature of claims 1, 16, and 26. 

In further response, Applicant respectfully contends that the Examiner's reasons as to 

why it is allegedly obvious to modify Elgamal by incorporating the preceding feature of claims 

1, 16, and 26 into Elgamal is not persuasive. 

A first reason why the Examiner's suggested modification Elgamal is not persuasive is 

that the Examiner's argument depends on a PPE. However, Ginter does not explain the meaning 

of"PPE" and Applicants do not know what a PPE is in Ginter. If the Examiner knows what the 

intended meaning of PPE is in Ginter, then the Examiner should explain and prove what the 

intended meaning of PPE is in Ginter. In the absence of knowledge of what a PPE is, Applicant 

respectfully contends that the Examiner's argument cannot be reasonably understood, is 

accordingly ambiguous, and thus not persuasive. 

A second reason why the Examiner's suggested modification Elgamal is not persuasive is 

that the Examiner's argument asserts that modifying Elgamal in conjunction with the preceding 

feature of claims 1, 16, and 26 enables the use of encryption to be avoided. However, the use of 

encryption is within the essence ofElgamal's invention (see Elgamal, abstract and claim 1). 

Therefore, the Examiner's argument, which results in not using encryption in conjunction with 

the preceding feature of claims 1, 16, and 26, is not persuasive. 

A third reason why the Examiner's suggested modification Elgamal is not persuasive is 

that the Examiner's argument is specific to the use of databases. However, Elgamal's invention 

does not relate to the use of a database. Therefore, the Examiner's suggested modification of 

Elgamal has no relevance to Elgamal' s invention and is thus not persuasive. 
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Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

A fifth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view of 

Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in view of 

Ginter does not teach or suggest the feature: "said processor, via execution of the feedback 

module, generating an encryption Eko of the identification tag FE(O) using the secret key k(O) 

such that Eko = E(k(O),FE(O))". 

The Examiner argues: "Elgamal discloses ... encrypting information to be transferred to 

the vendor (Elgamal 2:5-10; 7:2-8; 8:9-11; 7:62-8:4; 13:17-28; 14:65-68)". 

In response, Applicant asserts that the preceding feature of claims 1, 16, and 26 requires 

that the identification tag FE(O) be encrypted and, although Elgamal discloses encrypting 

information, Elgamal does not disclose encrypting the identification tag FE(O) that identifies the 

software with the vendor, as required by the preceding feature of claims 1, 16, and 26. 

In further response, Applicant asserts that the preceding feature of claims 1, 16, and 26 

requires that FE(O) be encrypted through use of the secret key k(O). However, the Examiner 

alleges that the secret key k(O) is represented in Elgamal by the master key as discussed supra 

and Elgamal does not disclose that the encryption of information in Elgamal is performed 

through use of the master key. To the contrary, Elgamal discloses that the encryption of 

information in Elgamal is performed through use of session keys which are generated from the 

master key (Elgamal, col. 7, lines 43-46 and col. 23, lines 9-12). 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 
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A sixth example of why claims 1, 16, and 26 are not unpatentable over Elgamal in view 

of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik: and further in view of 

Ginter does not teach or suggest the feature: "said processor, via execution of the feedback 

module, generating a parameter Hno using the secret key n(O) such that Hno = Hash(n(O) II Eko); 

said processor, via execution of the feedback module, generating a parameter Hso using the secret 

key s(O) such that Hso = Hash(s(O) II Eko)". 

The Examiner argues: 

"Elgamal further discloses the use of a MAC (message authentication code) to verify the 

integrity of data that is to be transmitted and that the MAC includes a hash of the data and a 

secret which can be a client write key, server write key, or a random number (Elgamal 17:50-

18:27) .... Tsudik discloses the use of the secret prefix method of generating a MAC using ahash 

function. Tsudik discloses that in this method, two principals agree on a secret, S _ ab for 

example, and when A sends a message M to B, it generates an MD4 hash of S _ ab concatenated 

to the beginning of the message such that Hash Value MD4Hash(S_ab II M). The receiver 

would then use its knowledge of S _ ab and the received message to recompute the hash value and 

compare it to the received hash value to verify the integrity of the message (Tsudik p. 32, 

Protocol Description; pp. 33-34 Secret Prefix)." 

In response, Applicants assert that, if the keys n(O) and s(O) are used as the "secret" in 

Elgamal and the "secret prefix" in Tsudick, then the preceding feature of claims 1, 16, and 26 

requires that Eko be the "data" or "message" to be transmitted. However, Elgamal does not 

disclose transmitting Eko- In fact, there is no disclosure in Elgamal, Tsudik, or Ginter of the 

existence ofEko, namely an encryption of the identification tag (that that identifies the software 

with the vendor) using the key k(O). 

In further response, Applicant asserts that Tsudik's method requires that, in application to 

the client and server in Elgamal, the client must communicate the secret prefix (i.e., n(O) and 

SIN: 11/325,719 32 



s(*O) in claims 1, 16, 26) to the server in secret (see Tsudik, page 32, lines 10-13). However, 

claims 1, 16, and 26 recite that the key s(O) is not communicated to the vendor (i.e., the server in 

Elgamal). Therefore, it is logically impossible to satisfy the requirement of the key s(O) not 

being communicated to the vendor if Tsudik' s "secret prefix" method is used to modify Elgamal. 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

A seventh example of why claims 1, 16, and 26 are not unpatentable over Elgamal in 

view of Tsudik and further in view of Ginter is that Elgamal in view of Tsudik and further in 

view of Ginter does not teach or suggest the feature: "said processor, via execution of the 

feedback module, sending Eko, Hno, and Hso to the database; said processor, via execution of the 

feedback module, sending Eko and Hno to the vendor". 

The Examiner argues: "Ginter further discloses storage of authentication values (Ginter 

245:55-62; 246:18-23, 27-50) ... Further, it would have been obvious to one of ordinary skill in 

the art at the time of the invention to modify the method ofElgamal in view ofTsudik to include 

... storing authentication values as disclosed in Ginter in order to be able to securely store data 

that cannot be accessed by another party in a database at the user's device (Ginter 222:55-57).". 

In response, it is not clear that storing Eko, Hno,and Hso in the user's database would 

protect data in the user's database from be accessed by another party as alleged by the Examiner 

in support of modifying Elgamal in view ofTsudik by storing Eko, Hno,and Hso in the user's 

database. 

In further response and assuming that storing Eko, Hno,and Hso in the user's database 

would protect data in the user's database from be accessed by another party (for the sake of 
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argument only), Applicants assert that the Examiner's reason for modifying Elgamal in view of 

Tsudik to store Eko and Hno in the user's database ("to be able to securely store data that cannot 

be accessed by another party in a database at the user's device) is negated by the claimed 

limitation. "sending Eko and Hno to the vendor" which would enable the vendor to access the very 

data in the user's device that is intended to be protected from such access by storing Eko and Hno 

in the user's database in the first place. 

Thus, the Examiner's argument is not persuasive. 

Therefore, Elgamal in view of Tsudik and further in view of Ginter does not teach the 

preceding feature of claims 1, 16, and 26. 

Based on the preceding arguments, Applicant respectfully maintains that claim 1 is not 

unpatentable over Elgamal in view of Tsudik and further in view of Ginter, and that claim 1 is in 

condition for allowance. Since claims 12-15 depend from claim 1, Applicant contends that 

claims 12-15 are likewise in condition for allowance. Since claims 22-25 depend from claim 16, 

Applicant contends that claims 22-25 are likewise in condition for allowance. Since claims 32-

35 depend from claim 26, Applicant contends that claims 32-35 are likewise in condition for 

allowance. 
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35 U.S.C. § 103(a): Claims 2-11, 17-21 and 27-31 

TheExaminerrejectedclaims2-11, 17-21 and27-31 under35U.S.C. § 103(a)as 

allegedly being unpatentable over Elgamal in view of Tsudik, in further view of Ginter and 

further in view of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter 

"Wheeler"). 

Since claims 2-11 depend from claim 1, which Applicants have argued supra to not be 

unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C. 

§ 103(a), Applicants maintain that claims 2-11 are likewise not unpatentable over Elgamal in 

view of Tsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C. 

§103(a). 

Since claims 17-21 depend from claim 16, which Applicants have argued supra to not be 

unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C. 

§103(a), Applicants maintain that claims 17-21 are likewise not unpatentable over Elgamal in 

view ofTsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C. 

§103(a). 

Since claims 27-21 depend from claim 26, which Applicants have argued supra to not be 

unpatentable over Elgamal in view of Tsudik and further in view of Ginter under 35 U.S.C. 

§103(a), Applicants maintain that claims 27-31 are likewise not unpatentable over Elgamal in 

view ofTsudik, in further view of Ginter and further in view of Wheeler under 35 U.S.C. 

§103(a). 

In addition with respect to claims 2, 17, and 27, Elgamal in view ofTsudik, in further 

view of Ginter and further in view of Wheeler does not disclose the feature: "said processor, via 
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execution of the feedback module, generating keys k(l), n(l), and s(l) such that k(l) = 

Hash(k(O)), n(l) = Hash(n(O)), and s(l) = Hash(s(O)); and said processor, via execution of the 

feedback module, sending k(l), n(l), and s(l) to the database" 

The Examiner argues: 

"Elgamal in view of Tsudik in further view of Ginter does not specifically 

disclosegenerating a series of keys in which a new key is generated by hashing the last key and 

using the keys to generate a series of hash values ... Wheeler discloses computing a series of keys 

used to encrypt blocks of data andgenerate a series of HMAC values, where the recipient both 

verifies the received keys and the received MAC, and that each key in this series of keys is 

generated by hashing the key that as generated before it in the series (Wheeler Paragraphs 49-50, 

55-59, 66-68) ... Therefore, it would have been obvious to one of ordinary skill in the art at the 

time of the invention to modify the method of Elgamal in view of Tsudik in further view of 

Ginter to include computing a series of keys used to encrypt blocks of data as disclosed in 

Wheeler in order to allow the data to be transferred using broadcast transmission (Wheeler 

Paragraph 53)" ( emphasis added). 

In response, Applicants note that the Examiner cites Wheeler for modifying Elgamal "to 

encrypt blocks of data". Yet, the Examiner cites Tsudik "to use the secret prefix method ... 

without using encryption". Thus, the Examiner's reliance on Wheeler is inconsistent with the 

Examiner's reliance on Tsudik. 

Accordingly, Applicant respectfully contends that the preceding argument by the 

Examiner is not persuasive. 

Therefore, claims 2, 17, and 27 likewise not unpatentable over Elgamal in view of 

Tsudik, in further view of Ginter and further in view of Wheeler. 
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CONCLUSION 

Based on the preceding arguments, Applicant respectfully believes that all pending 

claims and the entire application meet the acceptance criteria for allowance and therefore request 

favorable action. If the Examiner believes that anything further would be helpful to place the 

application in better condition for allowance, Applicant invites the Examiner to contact 

Applicant's representative at the telephone number listed below. The Director is hereby 

authorized to charge and/or credit Deposit Account 09-0457 (IBM). 

Date: 0 6 /,0(2.ooCj 

Customer No. 30449 
Schmeiser, Olsen & Watts 
22 Century Hill Drive - Suite 302 
Latham, New York 12110 
Telephone (518) 220-1850 
Facsimile (518) 220-1857 
Email: j:friedman@iplawusa.com 

SIN: 11/325,719 

Wf.7~ 
Ja€ki.Friedman 
Registration No. 44,688 
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DETAILED ACTION 

Acknowledgements 

1. Claims 1-35 are pending. 

2. Claims 1-35 have been examined. 

Page 2 

3. This Office action is given Paper No. 20090317 for reference purposes only. 

Examiner's Comments 

4. Applicant's claims employ language that does not serve to differentiate the 

claims from the prior art. 

5. Claim 8 recites " .. .if said executing the iterations has not determined that the first 

integrity failure has occurred ... and if n(N+1) = H(N+1) has been determined ... " 

Therefore, the step of" ... decrypting E(k(N+1), n(N+1)) ... " is conditional on not 

determining that a first integrity failure has occurred and the step of " ... ascertaining the 

integrity of the N feedback entries .... " is conditional on determining that n(N+1) = 

H(N+1) is true. As these steps are not necessarily performed, they do not serve to 

differentiate the claim from the prior art. Claim 11 recites similar conditional language 

that does not serve to differentiate the claim from the prior art. Claim 9 further recites 

" ... if H'ni = Hni is not determined to be true then ascertaining ... " As the step of 

ascertaining is conditional on H'ni = Hni not being determined to be true, it is not 

necessarily performed. Accordingly, once the positively recited steps are satisfied, the 

method as a whole is satisfied -- regardless of whether or not other steps are 

conditionally performed under certain other hypothetical scenarios. (In re Johnston, 77 
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USPQ2d 1788 (CA FC 2006); Intel Corp. v. Int'/ Trade Comm'n, 20 USPQ2d 1161 (Fed. 

Cir. 1991 ); MPEP §2106 II C). 

Claim Rejections - 35 USC§ 101 

6. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

7. Claims 1-35 are rejected under 35 U.S.C. 101 because the claimed invention is 

directed to non-statutory subject matter. 

8. Based on Supreme Court precedent (See also Diamond v. Diehr, 450 U.S. 175, 

184 (1981 ); Parker v. Flook, 437 U.S. 584, 588 n.9 (1978); Gottschalk v. Benson, 409 

U.S. 63, 70 (1972); Cochrane v. Deener, 94 U.S. 780, 787-88 (1876)) and recent 

Federal Circuit decisions, a §101 process must (1) be tied to another statutory class 

(such as a particular apparatus) or (2) transform underlying subject matter (such as an 

article or materials) to a different state or thing. In addition, the tie to a particular 

apparatus, for example, cannot be mere extra-solution activity. See In re Bilski, 88 

USPQ2d 1385 (Fed. Cir. 2008). 

An example of a method claim that would not qualify as a statutory process 

would be a claim that recited purely mental steps. 

To meet prong (1 ), the method step should positively recite the other statutory 

class (the thing or product) to which it is tied. This may be accomplished by having the 

claim positively recite the machine that accomplishes the method steps. Alternatively or 

to meet prong (2), the method step should positively recite identifying the material that is 
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being changed to a different state or positively recite the subject matter that is being 

transformed. 

In this particular case, claim 1 fails prong (1) because the "tie" (e.g." ... said end 

user machine comprising the software ... ") is representative of extra-solution activity. 

Claim 26 fails prong (1) because the "tie" (e.g." ... integrating computer-readable code 

into a computing system ... said end user machine comprising the software ... ") is 

representative of extra-solution activity. Additionally, the claim(s) fail prong (2) because 

the method steps do not transform the underlying subject matter to a different state or 

thing. 

Claims 2-15 are also rejected as each depends from claim 1. 

Claims 27-35 are also rejected as each depends from claim 26. 

9. Claims 1, 16 and 26 are directed towards a method comprising the steps of 

"generating a secret key k(O) ... generating a secret key n(O) ... generating a secret key 

s(O) ... generating an encryption ... generating a parameter ... generating a 

parameter ... sending ... and sending ... " However, this claim is directed to an algorithm as 

these method steps merely manipulate data. MPEP 2106.02 states: if the "acts" of a 

claimed process manipulate only numbers, abstract concepts or ideas, or signals 

representing any of the foregoing, the acts are not being applied to appropriate subject 

matter. Gottschalk v. Benson, 409 U.S. 63, 71 - 72, 175 USPQ 673, 676 (1972). Thus, a 

process consisting solely of mathematical operations, i.e., converting one set of 

numbers into another set of numbers, does not manipulate appropriate subject matter 

and thus cannot constitute a statutory process. 
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Claims 17-25 also rejected as each depends from claim 16. 

Claims 27-35 are also rejected as each depends from claim 26. 
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10. Claims 16-25 are directed to a computer program product. Specifically, Claim 16 

recites "A computer program product, comprising a computer usable medium having a 

computer readable program code embodied therein. However, this is merely software, 

and it has been held that software without a required computer-readable medium 

storing software that, when executed, causes the computer to perform a particular 

process or method (MPEP 2106.01) is merely nonfunctional descriptive material and 

non-statutory under 35 U.S.C. 101. 

Claims 17-25 also rejected as each depends from claim 16. 

Claim Rejections - 35 USC § 112 

11. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

12. Claims 1-35 are rejected under 35 U.S.C. 112, second paragraph, as being 

indefinite for failing to particularly point out and distinctly claim the subject matter which 

applicant regards as the invention. 

13. Claims 1, 16, and 26 recite" ... making the key n(0) known to the vendor but not 

to the user ... " However, the claims also previously recite" ... said end user machine 

comprising the software, a feedback module, and a database ... said method comprising, 

as performed by the feedback module ... " Thus, the claim recites that the steps of the 
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method, including the step of " ... generating a secret key n(0) ... " are performed by a 

feedback module on the end user machine. It is unclear to one of ordinary skill how the 

secret key n(0) is not known to the user when it is generated by the end user machine. 

The claims further recite " ... generating a parameter Hn0 such that Hn0 = Hash(n(0) II 

Ek0) ... " It is unclear to one of ordinary skill how the feedback module in the user 

computer can use n(0) when is only known to the vendor. For purposes of examination, 

" ... generating a secret key n(0) and making the key known to the vendor but not to the 

user ... " is interpreted as generating a key used by the vendor for encryption. 

14. Claims 1, 16, and 26 also recite " ... making the key ... known ... " However, it is 

unclear what action " ... making the key ... known ... " comprises. For purposes of 

examination, this was interpreted as designated party having some knowledge of the 

key. 

15. Claims 1, 16, and 26 recite the limitation " ... an identification tag FE(0) ... ". 

However, claims 3, 18, and 28 recite the limitation" ... said N feedback entries denoted 

as FE(1 ), ... , FE(N) ... " It is unclear to one of ordinary skill the whether series of data 

denoted by "FE" consists of identification tags or feedback entries. 

16. Claims 2-15, 17-26 and 27-35 are also rejected as each depends on either claim 

1, 16, or 26 respectively. 

17. An essential purpose of patent examination is to fashion claims that are precise, 

clear, correct, and unambiguous. Only in this way can uncertainties of claim scope be 

removed (In re Zietz, 13 USPQ2d 1320 (Fed. Cir. 1989)). 
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18. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

19. Claims 1, 12-16, 22-26, and 32-35 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Elgamal, et al. (US Patent No. 5,657,390, hereinafter "Elgamal") in 

view of Tsudik (Reference U) and further in view of Ginter, et al. (US Patent No. 

5,892,900, hereinafter "Ginter") 

20. Regarding claims 1, 16, and 26 Elgamal discloses 

generating a secret key k(0) and making the key k(0) known to both the vendor 

and a user of the software (Elgamal 2:1-15; 7:41-51; 8:5-20; 33:9-13); 

generating a key by the user terminal that is used for encryption by the vendor 

(Elgamal 23:9-19; 28:38-40; 33:1-4) 

encrypting information to be transferred to the vendor (Elgamal 2:5-10; 7:2-8; 

8:9-11; 7:62-8:4; 13:17-28; 14:65-68) 

Elgamal further discloses the use of a MAC (message authentication code) to 

verify the integrity of data that is to be transmitted and that the MAC includes a hash of 

the data and a secret which can be a client write key, server write key, or a random 

number (Elgamal 17:50-18:27). 
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Elgamal does not specifically disclose generating a key known only to the user, 

that hash values used to verify the integrity of the data comprise a hash of the data to 

be transmitted concatenated with the key of the client or server respectively, and that 

the encrypted data is stored at the client. 

Tsudik discloses the use of the secret prefix method of generating a MAC using a 

hash function. Tsudik discloses that in this method, two principals agree on a secret, 

S_ab for example, and when A sends a message M to B, it generates an MD4 hash of 

S_ab concatenated to the beginning of the message such that HashValue = 

MD4Hash(S_ab II M). The receiver would then use its knowledge of S_ab and the 

received message to recompute the hash value and compare it to the received hash 

value to verify the integrity of the message (Tsudik p. 32, Protocol Description; pp. 33-

34 Secret Prefix). 

Tsudik in view of Elgamal does not specifically disclose generating a key known 

only to the user or that the encrypted data is stored at the client. 

Ginter discloses the use of secure database keys generated in a user's PPE and 

never exposed to the public in order to encrypt records stored in the PPE's secure 

database (Ginter 222:50-61 ). Ginter further discloses storage of authentication values 

(Ginter 245:55-62; 246:18-23, 27-50). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 

time of the invention to modify the method of Elgamal to use the secret prefix method of 

generating a message authentication code in order to produce unforgeable integrity 

values without using encryption so as to provide increased speed by minimizing the use 
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method of Elgamal in view of Tsudik to include the user generating a secure database 

key known only to the PPE and storing authentication values as disclosed in Ginter in 

order to be able to securely store data that cannot be accessed by another party in a 

database at the user's device (Ginter 222:55-57). 

21. Regarding claims 12-13, 21-23, and 32-33, Elgamal discloses that a 

communication network is disposed between the end user machine and the vendor and 

permitting the user's machine to access the communication network (Elgamal Abstract 

3:24-45; 4:6-12; 5:44-50), 

Elgamal does not specifically disclose that an application firewall is disposed 

between the end user machine and the communication network, that said permitting is 

controlled by the application firewall, or preventing the software from accessing the 

communication network, said preventing being controlled by the application firewall. 

However, the use of a firewall to permit or prevent a machine to access a 

network is old and well-known. Therefore, it would have been obvious to one of ordinary 

skill in the art at the time of the invention to modify the method of Elgamal in view of 

Tsudik in further view of Ginter to employ a firewall to control access of client machines 

to a network in order to prevent unauthorized or excessive use of the network. 

22. Regarding claims 14, 24, and 34, Elgamal discloses the method of claim 12, 

wherein the communication network comprises the Internet (Elgamal 3:24-45; 4:6-12; 

5:44-50). 
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23. Regarding claims 15, 25, and 35, Elgamal in view of Tsudik in further view of 

Ginter does not specifically disclose that the identification tag is selected from the group 

consisting of a serial number of the software, a version number of the software and a 

combination of the serial number of the software and the version number of the 

software. 

However, as the description of the identification tag does not affect the method 

steps, this is directed towards nonfunctional descriptive material and thus does not 

serve to differentiate the claims from the prior art. It has been held that where the 

printed matter is not functionally related to the substrate, the printed matter will not 

distinguish the invention from the prior art in terms of patentability .... [T]he critical 

question is whether there exists any new and unobvious functional relationship between 

the printed matter and the substrate (In re Gulack, 217 USPQ 401 (Fed. Cir. 1983), In re 

Ngai, 70 USPQ2d (Fed. Cir. 2004 ), In re Lowry, 32 USPQ2d 1031 (Fed. Cir. 1994 ); 

MPEP 2106.01 II). 

24. Claims 2-11, 17-21, and 27-31 are rejected under35 U.S.C. 103(a) as being 

unpatentable over Elgamal in view of Tsudik, in further view of Ginter and further in view 

of Wheeler (US Patent Application Publication No. 2005/0182932, hereinafter 

"Wheeler"). 

25. Regarding claims 2, 3, 17, 18, 27 and 28, Elgamal discloses storing keys in a 

database at the user terminal (Elgamal 8:33-53; 16:23-28), Tsudik discloses the use of 

the secret prefix method of generating a MAC using a hash function such that 
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HashValue = MD4Hash(S_ab II M) (Tsudik p. 32, Protocol Description; pp. 33-34 Secret 

Prefix), and Ginter discloses discloses storage of authentication values (Ginter 245:55-

62; 246:18-23, 27-50). 

Elgamal in view of Tsudik in further view of Ginter does not specifically disclose 

generating a series of keys in which a new key is generated by hashing the last key and 

using the keys to generate a series of hash values. 

Wheeler discloses computing a series of keys used to encrypt blocks of data and 

generate a series of HMAC values, where the recipient both verifies the received keys 

and the received MAC, and that each key in this series of keys is generated by hashing 

the key that as generated before it in the series (Wheeler Paragraphs 49-50, 55-59, 66-

68). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 

time of the invention to modify the method of Elgamal in view of Tsudik in further view of 

Ginter to include computing a series of keys used to encrypt blocks of data as disclosed 

in Wheeler in order to allow the data to be transferred using broadcast transmission 

(Wheeler Paragraph 53). 

26. Regarding claims 4-6, 19-21, and 29-31,Elgamal discloses generating a key by 

the user terminal that is used for encryption by the vendor (Elgamal 23:9-19; 28:38-40; 

33:1-4) and encrypting information and transferring it to the vendor (Elgamal 2:5-10; 

7:2-8; 8:9-11; 7:62-8:4; 13:17-28; 14:65-68). Wheeler further discloses computing a 

series of keys used to encrypt blocks of data and generate a series of HMAC values, 

where the recipient both verifies the received keys and the received MAC, and that each 
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key in this series of keys is generated by hashing the key that as generated before it in 

the series (Wheeler Paragraphs 49-50, 55-59, 66-68). 

27. Regarding claims 7 and 10 Elgamal discloses the use of a MAC (message 

authentication code) to verify the integrity of data and that the MAC includes a hash of 

the data as well as a secret which can be a client write key, server write key, or a 

random number (Elgamal 17:50-18:27). Ginter discloses the use of secure database 

keys generated in a user's PPE and never exposed to the public in order to encrypt 

records stored in the PPE's secure database (Ginter 222:50-61 ). Ginter further 

discloses storage of authentication values (Ginter 245:55-62; 246:18-23, 27-50). 

28. Regarding claims 8-9 and 11, Wheeler discloses computing a series of keys 

used to encrypt blocks of data and generate a series of HMAC values, where the 

recipient both verifies the received keys and the received MAC, and that each key in 

this series of keys is generated by hashing the key that as generated before it in the 

series (Wheeler Paragraphs 49-50, 55-59, 66-68). Wheeler discloses verifying whether 

a received key is valid by comparing the received key to a key independently generated 

by the recipient by hashing the previously received key (Wheeler Paragraph 57). 

Conclusion 

29. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. 

• US Patent Application Publication No. 2002/0112152 to VanHeyningen, et al. for 

disclosing a client accessing a server through a firewall. 
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Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to MOHAMMAD NILFOROUSH whose telephone number 

is (571 )270-5298. The examiner can normally be reached on Monday-Thursday 8 am -

5 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Calvin Hewitt can be reached on (571 )272-6709. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/M.A. N./ 
Examiner, Art Unit 3685 

/Calvin L Hewitt 11/ 
Supervisory Patent Examiner, Art Unit 3685 
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l I I !USPAT; USOCR I I l19:22 I 

:: ~ ) ' ) ) ) ~ ~ : '".._ ........................................ (".._ .................................................................................................................................................................................................................................................................... ' " .................................................................................................... ( " ................................................................................................. (".._ .................................................... '•".._ ....................................................................................................... ~ 

lS25 1148 lteedback adj entry lUS-PGPUB; IOR ION l2009/03/24 I 
l I I lUSPAT; USOCR I I 114:14 I 
:: ) ) ~ ) ) I ' ~ 

: ''""""""""""""""" ''""""""""""""""" ("""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""". , '""""""""""""""""""""""""""""""""". ' '""""""""""""""""""""""""""""""""' ('"""""""""""""""""" ~"""""""""""""""""""""""""""""""""""""' ~ 

lS26 lo !feedback adj entry ll BM_ TDB lOR lON l2009/03/24 l 
l l I l l l 114: 1 s l 
::~ 1 ~ ~ ~ ~ ~ ~ 

••1 :: !: 
195 

•••••• 1::::~:at$3 w;1 h • key w;1 h ••••••••••••• ! : : ~ ::: 1:: ······················· ! :: 1::~~~ ::: :: ··········•• I 
l I l(value data encrypted) l - I I 114:21 I 

::~ ) ~ ~ ) ) ~ ~ 

lS41 l7 lchenthamarakshan lUS-PGPUB; loR loN 12009/03/24 I 
l I I lUSPAT; USOCR I I 114:45 I 

::~ ) ~ ~ ) ~ ~ ~ 

!S42 l1 lCHENTHAMARAKSHAN [uS-PGPUB; loR loN l2009;03;24 I 
l I I lUSPAT; USOCR I I 114:46 I 
::~ I ~ ~ ~ ~ ) ~ 

1S43 lo ICHENTHAMARAKSHAN IIBM_TDB l°R l°N 1~~~:~03/24 I 
lS44 16 lCHENTHAMARAKSHAN lFPRS; EPO; bR ioN l2009;03;24 ! 
l I l [JPO; I I 114:46 I 
q l I lDERWENT; l l I l 
l I I l I BM TDB I I l I 

::~ ) ~ ~ - ) ~ ~ ~ 

dS45 13 l(autheticating authentication) !FPRS; EPO; loR loN l2009/03/24 ! 
l l !with communication with vendor lJPO; l l h 4:48 l 
l I !with user !DERWENT; I I l I 
l I l l I BM - TDB I I I I 

!S46 139 i(autheticating authentication) !US-PGPUB; !OR ION i2009/03/24 ! 
l I !with communication with vendor !USPAT; USOCR I I 114:49 I 
l l lwith user l l l I l 
>~ \ ~ ' ~ ~ ~ ~ 

lS47 ls lS46 and concatenat$3 lUS-PGPUB; loR loN !2009/03/24 ! 
l I l !USPAT; USOCR I I 115:10 I 

::~ ' ~ ~ ) ) ~ ~ 

dS48 l1 l("20030133464" 1 lu&PGPUB; loR loN 12009103;24 I 
l I 1"20040034794" I "20040139315" lUSPAT; USOCR I I l19:09 I 
I I l1 "20040167859" 1 I I I I I 
! I 1"20040210458" I "6842752" I ! ! I I ! 
l I I"6901347").PN. l I I l I 
::~ ) ~ ~ ) ~ ' ~ 

dS49 lo l((verify$3 verification) with !US-PGPUB; loR loN l2009/03/24 ! 
l l !checksum) with (sequence near lUSPAT; USOCR l l 120:34 l 
l I !tile) l I I l I 

::~ ) ~ ~ ) ~ ~ ~ 

• I 
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lsso lo l((verify$3 verification) with !US-PGPUB; loR ION !2009/03/24 ! 
j I !checksum) with ((sequence jUSPAT; USOCR I I !20:34 I 
d I !series) near file) l I I I I 

!S51 12 i((verify$3 verification) with !US-PGPUB; !OR ION i2009/03/24 ! 
l ! !checksum) with ((sequence lUSPAT; USOCR ! ! 120:34 ! 
! I !series) near2 file) ! I I ! I 
>~ \ ~ ' ~ ~ ~ ~ 

lss2 1151 i((verify$3 verification) with !US-PGPUB; !OR ION !2009/03/24 I 
l ! !checksum) with ((sequence lUSPAT; USOCR ! ! 120:44 ! 
! I !series)) ! I I ! I 
>~ 1 ~ ' ~ ~ ~ ~ 

!S53 !22 IS52 and concatenat$3 !US-PGPUB; !oR !oN 12009/03/24 I 
l ! I !usPAT; USOCR ! ! !20:44 ! 

!S54 1370 i(concatenat$3 near3 key near4 !US-PGPUB; !OR ION i2009/03/24 ! 
l ! !(data file id identifier tag lUSPAT; USOCR ! ! 120:47 ! 

::~ \ ~- . . . ~ ~ ~ ~ ~ 
l I :1dent1f1cat1on)) I I I i I 

!S55 Is iss4 and ((verify$3 verification) !US-PGPUB; !OR ION i2009/03/24 ! 
l ! lwith checksum) lUSPAT; USOCR ! ! 120:47 ! 
::~ ) ~ ) ) ) ~ ~ 

dS56 11 l(concatenat$3 near3 key near4 !US-PGPUB; loR ION !2009/03/24 ! 
l ! !(data file id identifier tag lUSPAT; USOCR ! ! 121 :51 ! 
! ! !identification)) with checksum ! ! ! ! ! 

!S57 13 i(concatenat$3 near3 key near4 !US-PGPUB; !OR ION i2009/03/24 ! 
l ! !(data file id identifier tag lUSPAT; USOCR ! ! 121 :52 ! 
! ! !identification)) same checksum ! ! ! ! ! 

lsss 11 i("7414537").PN. lus-PGPUB; loR !OFF i2009;03;25 ! 
! ! ! lUSPAT; USOCR ! ! 114:08 ! 

:: ) ) ' ) ) ) ~ ~ 

dss9 11 I("7415537").PN. lus-PGPUB; loR loFF !2009103125 ! 
! ! ! lUSPAT; USOCR ! ! 114:09 ! 

:: ) ) ~ ) ) ) ~ ~ 

dS6o !o i(data adj integrity) with hash$3 !us-PGPUB; !oR !oN 12009/03/25 I 
d I !with key with concatenat$3 !USPAT; USOCR I I h 5:44 I 
:: ~ I ~ ~ I ) ) ~ 

!S61 !s3 !(data adj integrity) with hash$3 lUS-PGPUB; !oR !oN 12009/03/25 I 
! I !with key !usPAT; USOCR I I h5:44 I 
>~ 1 ~ ' ~ ~ ) ~ 

!S62 lo !user near2 generat$3 near2 !US-PGPUB; !OR ION 12009/03/25 I 
! ! lvender near2 key lUSPAT; USOCR ! ! !20:07 ! 

:: ) """""""""""""""" ' ................................................. ~ """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" )"""""""""""""""""""""""""""""""""""" ' ......................................................................................................... '... ...................................................... ~ ~ '""""""""""""""""""""""""""""""""""".,,. ~ 
!S63 119050 !walker.in. !US-PGPUB; loR ION 12009/03/25 I 
! ! ! lUSPAT; USOCR ! ! 120:07 ! 

:: ) ) ' ) ) ) ~ ~ 

dS64 11322 lwalker-jay-$.in. [US-PGPUB; loR ION !2009/03/25 ! 
l ! ! !USPAT; USOCR ! ! !20:07 ! 
:: ) ) ~ ) ) I ' ~ 
: ,, ........................................... ,, ........................................... """"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""". , '""""""""""""""""""""""""""""""""". ' '""""""""""""""""""""""""""""""""' ~"'""""""""""""""""" ~"""""""""""""""""""""""""""""""""""""' ~ 

!S65 127 IS64 and (user with generat$3 jUS-PGPUB; !OR ION 12009/03/25 I 
d I !with key) !USPAT; USOCR I I !20:07 I 
::~ _ 1 ~ ~ _ 1 ~ ~ ~ 

)S66 !322 irabin.in. !US-PGPUB; !oR !oN 12009/03/25 ! 
l ! I !usPAT; USOCR ! ! !20:16 ! 

!S67 11 i("6006332").PN. IUS-PGPUB; !OR !OFF i2009/03/25 ! 
! ! I !usPAT; USOCR ! ! 120:18 ! 

::~ ) ~ ~ ) ) ~ ~ 

dS68 17 !(user near2 generat$3 near2 !US-PGPUB; loR ION !2009/03/25 ! 
l ! !key) same (user with (transmit$4 lUSPAT; USOCR ! ! 120: 19 ! 
! ! I near3 key near3 ( server vendor ! ! ! ! ! 
d I !host merchant))) l I I ! I 
iS69·------ !i""""""' i( ("7490248"),or,("7051204")).------- iuS-PGPUB; ............ !DR .......................... !DFF .... , ..... f 2009/03/25 ------------1 
l ! IPN. !usPAT; USOCR ! ! !20:23 ! 

!S70 1249 i(vendor host server) with generat !US-PGPUB; !OR ION i2009/03/26 ! 
l ! !$3 with sequence with key lUSPAT; USOCR ! ! 114:59 ! , , , , , , . I 
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)S71 lss 1S70 and (user with (transmit$4 [US-PGPUB; loR ION !2009/03/26 ! 
l I lsend$3 transfer$4 forward$3) !USPAT; USOCR I I hs:oo I 
l I !with key with (vendor server l I I I I 
l I I host)) l I I I I 
>~ 1 ~ .. ~ ~ ~ ~ 

!S72 152 1S71 and (user with generat$3 !US-PGPUB; !OR ION 12009/03/26 ! 
l I lwith key) !USPAT; USOCR I I hs:oo I 

::~ ' ~ ~ ~ ~ ~ ~ 

!S73 11214 !(session adj key) with (vendor !US-PGPUB; loR ION !2009/03/26 I 
l I !host server) with (user client) lUSPAT; USOCR I I 115:46 I 
::~ ) ~ ) ) ) ~ ~ 

fo74 1494 1S73 and ((user client) with [US-PGPUB; loR ION 12009/03/26 I 
l I lgenerat$3 with (session adj key)) !USPAT; USOCR I I !15:46 I 

>~ I ~ ~ ~ I , ~ 

.. ''""""""""""""""' ''""""""""""""""' """"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""". , '""""""""""""""""""""""""""""""""". ' '""""""""""""""""""""""""""""""""' "'"""""""""""""""""" """"""""""""""""""""""""""""""""""""""' ~ 

)S75 1174 1S74 and ((user client) with !US-PGPUB; !OR ION 12009/03/26 I 
d I l(transmit$4 transfer$4 send$3 !USPAT; USOCR I I hs:47 I 
l I ltorward$3) with (session adj l I I I I 
l I Ikey) near3 (vendor host server)) l I I I I 

::~ ) ~ ) ) ) ~ ~ 

dS76 Is 1S75 and ((user client) with !US-PGPUB; loR ION !2009/03/26 I 
j I jencrypt$3 near3 (secret adj key) jUSPAT; USOCR I I 115:53 I 
d I 1near3 (session adj key)) l I I 1 I 
:: )"""""""""""""""" ' ................................................. ~ """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" )"""""""""""""""""""""""""""""""""""" ' ......................................................................................................... '... ....................................................... ~ '"""""""""""""""""""""""""""""""""""" ~ 
[S77 1193 1S73 and ((user client) near2 [US-PGPUB; !OR ION 12009/03/26 I 
d I lgenerat$3 with (session adj key)) !USPAT; USOCR I I 115:57 I 
:: ~ ) ' ~ ) ) ~ ~ 

!S78 lsoo l(verify$3 authenticat$3 comput !US-PGPUB; loR ION 12009/03/27 I 
l I l$3) with (series sequence) with lUSPAT; USOCR I I !14:58 I 
l I i(MAC HMAC (message adj l I I I I 
l I !authentication)) l I I I I 
>~ 1 ~ ' ~ ~ ) ~ 

[S79 1324 1S78 and (generat$3 with [US-PGPUB; !OR ION 12009/03/27 ! 
d I \(sequence series) with key) !USPAT; USOCR I I 114:59 I 

isso !11 is1s and (generat$3 with ius-PGPUB; !OR ioN i2009/03/27 I 
d I !(sequence series) with key with !USPAT; USOCR I I 114:59 I 
l I lhash$3) l I I I I 

<~ ' ~ ~ ' ' ~ ~ 

3/27/2009 6:23:14 PM 
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INFORMATION DISCLOSURE STATEMENT PURSUANT TO 
37 C.F.R. §§1.97-1.99 

PA TENT APPL/CATION 

Applicant(s): Vijil Enara Chenthamarakshan Docket No.: IN920050028US1 

FOR: SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES RECEIVED FROM 
SOFTWARE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

In accordance with the duty of disclosure under 37 C.F.R. §1.56 and pursuant to 37 C.F.R. 

§§1.97-1.99, Applicant(s) hereby notifies the U.S. Patent and Trademark Office of the documents 

listed on the attached Form PTO-1449. Applicant respectfully submits that all pending claims are 

patentable over the foregoing references, alone or in combination. The Examiner is requested to 

initial the enclosed Form PTO-1449 and return a copy thereof to the undersigned. 

The submission of the listed documents is not intended as an admission that any such 

document constitutes prior art against the claims of the present application. Applicant reserves the 

right to dispute any of the listed documents as prior art during examination. Further, Applicant does 

not waive any right to take any action that would be appropriate to antedate or otherwise remove any 

listed document as a competent reference against the claims of the present application. 

Furthermore, the submission of this Information Disclosure Statement is not to be construed as a 

representation that a search has been made or that no other material information may exist. This 

Information Disclosure Statement is being filed within three months of the filing date of the captioned 

patent application, and therefore no certification under 37 C.F.R. §1.97(e) or fee under 37 C.F.R. 

§1.17(p) is required. 

Dated: l ~ /(JJ / 1, ooS 

Enclosures: PTO-1449 

Respectfully submitted, 

By ~e,?~ 
Ja kP.Friedman 
Reg. No. 44,688 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.N./ 



leceipt date: 01/05/2006 ATTY DOCKET NO. I APPLICATION NO. 

1 ~-, ,.:i50028US1 
INFORMATION DISCLOSURE CITATION APPLICANT(S) 

(Use several sheets if necessary) Viiil E. Chenthamarakshan 
FILING DATE I GROUP ART UNIT 

U.S. PATENT DOCUMENTS 

'EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS 
FILING DATE 

IF APPROPRIATE 
INITIAL 

6,901,347 05/31/2005 Murray, et al 

6,842,752 01/11/2005 ltabashi, et al. 

U.S. PATENT APPLICATION PUBLICATIONS 

'EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 

INITIAL 
IF APPROPRIATE 

2004/0210458 10/21/2004 Evans, et al. 

2004/0167859 08/26/2004 Mirabella 

2004/0139315 07/15/2004 Tokutani, et al 

2004/0034794 02/19/2004 Mayer, etal 

FOREIGN PATENT DOCUMENTS 

DOCUMENT NUMBER DATE COUNTRY CLASS SUBCLASS 
TRANSLATION 

YES NO 

OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 

EXAMINER DATE CONSIDERED 

/Mohammad Nilforoushi 03/27i2009 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 
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FILING IGROUPART 

U.S. PATENT DOCUMENTS 

'EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS 
FILING DATE 
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U.S. PATENT APPLICATION PUBLICATIONS 

*EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS 
FILING DATE 

INITIAL IF APPROPRIATE 

2003/0133464 07/17/2003 Marejka, et al 

FOREIGN PATENT DOCUMENTS 

DOCUMENT NUMBER DATE COUNTRY CLASS SUBCLASS 
TRANSLATION 
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OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 

EXAMINER DATE CONSIDERED 

/Mohammad Nilforoush/ 03/27/2009 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

Form PTO•A820 P09C/REV04 Patent and Trademark Office• U.S. DEPARTMENT OF COMMERCE 
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UNITED STATES PATENT AND TR-\DEMARK 0FFIGE 

APPLICATION NUMBER FILING OR 371 (c) DATE 

11/325,719 

30449 
SCHMEISER, OLSEN & WATTS 
22 CENTURY HILL DRIVE 
SUITE 302 
LATHAM, NY12110 

01/05/2006 

UNITED STATES DEPART:vIENT OF COMMERCE 
United States Patent and Trademark Office 
Addm" COMMISSIC!I\ER FOIZ PA'l'l':N'l'S 

PO Rox 1410 
Alexandria, Virginia 22313-1450 
wv1w.uspto.gov 

FIRST NAMED APPLICANT 

Vijil Enara 
Chenthamarakshan 

ATTY. DOCKET NO./TITLE 

IN920050028US 1 

CONFIRMATION NO. 7235 

Title: System and method for processing feedback entries received from software 

Publication No. US-2007-0156585-A 1 
Publication Date: 07/05/2007 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication 
pursuant to 37 CFR 1.211, et seq. The patent application publication number and publication date 
are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases 
via the Internet at www.uspto.gov. The direct link to access the publication is currently 
http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the 
publication to applicant. A copy of the publication may be obtained from the Office upon payment 
of the appropriate fee set forth in 37 CFR 1.19(a)(1 ). Orders for copies of patent application 
publications are handled by the USPTO's Office of Public Records. The Office of Public Records 
can be reached by telephone at (703) 308-9726 or (800) 972-6382, by facsimile at (703) 305-8759, 
by mail addressed to the United States Patent and Trademark Office, Office of Public Records, 
Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions 
and the dates of receipt of correspondence filed in the Office, may also be accessed via the 
Internet through the Patent Electronic Business Center at www.uspto.gov using the public side of 
the Patent Application Information and Retrieval (PAIR) system. The direct link to access this 
status information is currently http://pair.uspto.gov/. Prior to publication, such status information is 
confidential and may only be obtained by applicant using the private side of PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling 
the Patent Electronic Business Center at 703-305-3028. 

Pre-Grant Publication Division, 703-605-4283 
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Express MaH. Label No. ET808754613US 

Docket No. 
UTILITY PATENT APPLICATION TRANSMITTAL 

(Large Entity) 
IN920050028US1 

(Only for new nonprovisional applications under 37 CFR 1.53(b)) 
Total Pages in this Submission 

4 

COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, VA 22313-1450 

Transmitted herewith for filing under 35 U.S.C. 111 (a) and 37 C.F .R. 1.53(b) is a new utility patent application for an 
invention entitled: 

and invented by: 
111 nara ent amara an 
ssignee Name: International Business Machines Corporation 
ssignee Address: New Orchard Road 
rmonk, NY 10504 

If a CONTINUATION APPLICATION, check appropriate box and supply the requisite information: 

□ Continuation □ Divisional □ Continuation-in-part (CIP) of prior application No.: 

Which is a: 

□ Continuation □ Divisional □ Continuation-in-part (CIP) of prior application No.: 

Which is a: 

□ Continuation □ Divisional □ Continuation-in-part (CIP) of prior application No.: 

Enclosed are: 
Application Elements 

1. ~ Filing fee as calculated and transmitted as described below 

2. ~ Specification having 33 pages and including the following: 

a. ~ 

b. □ 

C. □ 

d. □ 

e. ~ 

f. ~ 

g. ~ 

h. ~ 

i. ~ 

j. ~ 

---------
Descriptive Title of the Invention 

Cross References to Related Applications (if applicable) 

Statement Regarding Federally-sponsored Research/Development (if applicable) 

Reference to Sequence Listing, a Table, or a Computer Program Listing Appendix 

Background of the Invention 

Brief Summary of the Invention 

Brief Description of the Drawings (if filed) 

Detailed Description 

Claim(s) as Classified Below 

Abstract of the Disclosure 

Page I of 4 P01 ULRG/REV09 



UTILITY PATENT APPLICATION TRANSMITTAL 
(Large Entity) 

(Only for new nonprovisional applications under 37 CFR 1.53(b)) 

Docket No. 
IN920050028US1 

Total Pages in this Submission 
4 

Application Elements (Continued) 

3. l&l Drawing(s) (when necessary as prescribed by 35 USC 113) 

a. l8I Formal Number of Sheets 12 

b. 0 Informal Number of Sheets 

4. l&l Oath or Declaration 

a. l8I 

b. 0 

C. [81 

d. 0 

Newly executed (original or copy) □ Unexecuted 

Copy from a prior application (37 CFR 1.63(d)) (for continuation/divisional application only) 

With Power of Attorney O Without Power of Attorney 

DELETION OF INVENTOR($) 
Signed statement attached deleting inventor(s) named in the prior application, 
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SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES 
RECEIVED FROM SOFTWARE 

Background of the Invention 

1. Technical Field 

The present invention relates to a method and system for processing feedback entries 

received from software. 

2. Related Art 

Understanding customer behavior facilitates designing products that are more in tune 

with customer requirements. As an example, if a vendor finds that a large number of customers 

are not using the spell checker before sending an email, it may means that the spell check feature 

should be enabled by default. On the other hand, if a large number of users are dismissing an 

explicit feature without using the explicit feature, it may mean that the explicit feature is more of 

an irritant. Currently, most software vendors rely on surveys and interviews to understand 

customer behavior. However, surveys are often unreliable because survey participants are only a 

small portion of the installed customer base. Also, survey participants tend to behave differently 

in survey situations and real life situations. 

A situation which may requires immediate attention from software vendors is erroneous 

program behavior. This includes abnormal terminations, assertion failures, crashes etc. Bugs 

encountered at customer's site are difficult and expensive to resolve because customers who 

contact customer support to report such problems often find it difficult to articulate the exact 

nature of the problem. The customers are also usually not competent to provide accurate 

information that can help in identifying a problem's cause, such as stack traces, environment etc. 

IN920050028US 1 1 



It may be desirable for the software to send error reports to the vendor. If the software 

product sends error reports to the vendor, the error reports could have useful information such as 

stack traces, crash dumps, etc., which will help the vendor to respond faster to defects, resulting 

in faster patch release cycles. Some programs provide the user with an option to send error 

reports to the vendor. If a known problem occurs, the user is provided a link to the service pack, 

hotfix or knowledge base article that addresses the issue. 

Error reports provide the following benefits to software vendors: helps in early 

identification of critical issues; provides rich information like stack traces, crash dumps, etc., that 

is assists in reproducing the problem; and provides timely feedback on patches, hotfixes etc., as 

soon as the problem is detected. 

Since user machines are not always online, information collected by the system for error 

reporting should be stored in user's machine at least until a network connection is available. 

However, user machines are prone to attacks and the vendor should be able to provide privacy 

and security for the user even when machines are compromised. However, providing privacy 

and security even after the user's machine is compromised is a challenging task which is not 

addressed by existing systems. 

Thus, there is a need for an error reporting system that provides security and privacy for 

the user even after the user's machine is compromised. 

Summary of the Invention 

The present invention provides a method for processing feedback entries received from 

software, said software provided by a vendor to an end user machine, said end user machine 

comprising the software, a feedback module, and a database, wherein a concatenation operator II 

is defined such that A II B denotes a concatenation of strings A and B, wherein E(K,X) defines a 
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symmetric key encryption of a parameter X using a key K, wherein Hash(Y) defines a one way 

hash function of a parameter Y, wherein said method comprising, as performed by the feedback 

module: 

generating a secret key k(O) and making the key k(O) known to both the vendor and a user 

of the software; 

user; 

vendor; 

generating a secret key n(O) and making the key n(O) known to the vendor but not to the 

generating a secret key s(O) and making the key s(O) known to the user but not to the 

generating an encryption Eko of an identification tag FE(O) such that Eko E(k(O),FE(O)); 

generating a parameter Hno such that Hno = Hash(n(O) 11 Eko); 

generating a parameter Hso such that Hso = Hash(s(O) II Eko); 

sending Eko, Hno, and Hso to the database; and 

sending Eko and Hno to the vendor. 

The present invention provides a computer program product, comprising a computer 

usable medium having a computer readable program code embodied therein, said computer 

readable program code comprising an algorithm adapted to implement a method for processing 

feedback entries received from software, said software provided by a vendor to an end user 

machine, said end user machine comprising the software, a feedback module, and a database, 

wherein a concatenation operator II is defined such that A II B denotes a concatenation of strings 

A and B, wherein E(K,X) defines a symmetric key encryption of a parameter X using a key K, 

wherein Hash(Y) defines a one way hash function of a parameter Y, wherein said method 
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comprising, as performed by the feedback module: 

generating a secret key k(O) and making the key k(O) known to both the vendor and a user 

of the software; 

user; 

vendor; 

generating a secret key n(O) and making the key n(O) known to the vendor but not to the 

generating a secret key s(O) and making the key s(O) known to the user but not to the 

generating an encryption Eko of an identification tag FE(O) such that Eko;::; E(k(O),FE(O)); 

generating a parameter Hno such that Hno;::; Hash(n(O) II Eko); 

generating a parameter Hso such that Hso = Hash(s(O) II Eko); 

sending Eko, Hno, and Hso to the database; and 

sending Eko and Hno to the vendor. 

The present invention provides a process for deploying ( or integrating) computing 

infrastructure, said process comprising integrating computer-readable code into a computing 

system, wherein the code in combination with the computing system is capable of performing a 

method for processing feedback entries received from software, said software provided by a 

vendor to an end user machine, said end user machine comprising the software, a feedback 

module, and a database, wherein a concatenation operator II is defined such that A II B denotes a 

concatenation of strings A and B, wherein E(K,X) defines a symmetric key encryption of a 

parameter X using a key K, wherein Hash(Y) defines a one way hash function of a parameter Y, 

wherein said method comprising, as performed by the feedback module: 

generating a secret key k(O) and making the key k(O) known to both the vendor and a user 
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of the software; 

user; 

vendor; 

generating a secret key n(O) and making the key n(O) known to the vendor but not to the 

generating a secret key s(O) and making the key s(O) known to the user but not to the 

generating an encryption Eko of an identification tag FE(O) such that Eko = E(k(O),FE(O)); 

generating a parameter Hno such that Hno = Hash(n(O) II Eko); 

generating a parameter Hso such that Hso = Hash(s(O) II Eko); 

sending Eko, Hno, and Hso to the database; and 

sending Eko and Hno to the vendor. 

The present invention advantageously provides an error reporting system that provides 

security and privacy for the user even after the user's machine is compromised. 

Brief Description of the Drawings 

FIG. 1 depicts a system for processing feedback entries received from software provided 

by a vendor to an end user machine, in accordance with embodiments of the present invention. 

FIG. 2 is a flow chart depicting operation of the system of FIG. 1, in accordance with 

embodiments of the present invention. 

FIG. 3 is a flow chart depicting periodic synchronization of the contents of a database 

with the vendor of FIG. 1, in accordance with embodiments of the present invention. 

FIG. 4 is a flow chart depicting operation of the system of FIG. 1, in accordance with 

embodiments of the present invention. 
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FIG. 5 is a flow chart depicting generation of secret keys, in accordance with 

embodiments of the present invention. 

FIGS. 6A and 6B is a flow chart depicting setting up the database of FIG. 1, in 

accordance with embodiments of the present invention. 

FIG. 7 is a flow chart depicting storing a feedback entry in the database of FIG. 1, in 

accordance with embodiments of the present invention. 

FIG. 8 is a flow chart depicting synchronizing contents of the database with the vendor of 

FIG. 1, in accordance with embodiments of the present invention. 

FIG. 9 is a flow chart describing verification, by the vendor of FIG. 1, of the integrity of 

the feedback entries received by the vendor, in accordance with embodiments of the present 

invention. 

FIG. 10 is a flow chart describing verification, by the user of FIG. 1, of the integrity of 

the feedback entries in the database, in accordance with embodiments of the present invention. 

FIG. 11 illustrates a computer system used for processing feedback entries received from 

software provided by a vendor to an end user machine, in accordance with embodiments of the 

present invention. 

Detailed Description of the Invention 

The present invention provides a secure way of collecting program usage statistics that 

also protects the privacy of individual users, by using an application firewall, a separate feedback 

module, a secure database and a special purpose cryptographic protocol. Apart from protecting 

users from malicious attackers, the present invention also prevents the software vendor from 

misleading the user on what information was sent to its site for analysis. In other words, the 
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present invention treats even the software vendor as a potential adversary. Also, the present 

invention invention describes a mechanism that provides security and privacy even when the 

user's system is taken over by an adversary. 

By using this present invention, users will have exact control over the data that is sent to 

the vendor and will facilitate a huge increase in adoption of automated feedback and error 

reporting. In fact, when users become more and more aware of online privacy issues, they will 

insist that all automated feedback and error reporting systems should include mechanisms that 

provide security and privacy. 

The present invention provides an automated feedback and error reporting system that is 

not too invasive, so that software vendors may employ prudence while deciding what 

information is collected. In addition, the present invention enables the user to have a fool proof 

way to ensure that the privacy policy agreed upon by the vendor is kept, so that ifthere is a 

breach of privacy, the user would be able to detect the breach. 

The present invention enables users to periodically check for privacy policy violations, so 

that the user may read at any time the information that was sent to the vendor, and nobody other 

than the vendor and the user are able to read the information that was sent by the software. The 

vendor is able to verify that all information that was received was actually sent by the software 

and was not modified in transit. The system is able to function (with all the privacy and security 

guarantees) even when there is no network connection available to communicate with the 

vendor. 

User machines are prone to attacks and the feedback module of the present invention is 

able to provide privacy and security even when user machines are compromised. As a first 

example, if the vendor attacks the user machine and the user's machine is compromised as a 
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result, the vendor should not be able to modify or delete information that was collected (and kept 

in user's machine) before the compromise and escape detection by the µser. As a second 

example, if the user machine is compromised, any attacker (other than the vendor) should not be 

able to read the information collected from the user before the compromise. As a third example, 

if the user machine is compromised, the attacker should not be able to modify or delete 

information collected from the user before the compromise and escape detection by the vendor or 

user. 

A concatenation operator II is defined such that A II B denotes a concatenation of 

character strings A and B. For example if A= "abc" and B = "xyz" then A II B = "abcxyz". 

E(K,X) is defined as a symmetric key encryption of a parameter X using a key K. 

E(K,X) results from use of an encryption algorithm such as Data Encryption Standard (DES) or 

Advanced Encryption Standard (AES), wherein the data cannot be decrypted without the 

knowledge of the key k. 

Hash(Y) is defined as a one way hash function of a parameter Y using a hash algorithm 

such as MD5 (RFC1321) or SHAl (RFC3174). Hash(Y) has the following properties: given the 

Hash(M), it is difficult to find the message M. Hash(Y) is preimage resistant: given a message 

Ml, it is difficult to find another message M2 such that Hash(Ml) = Hash(M2). Hash(Y) is 

collision resistant: it is difficult to find two messages Ml and M2 such that Hash(Ml) = 

Hash(M2). 

FIG. 1 depicts a systemlO for processing feedback entries received from software 13 

provided by a vendor 18 to an end user machine 12, in accordance with embodiments of the 

present invention. The vendor 18 comprises the vendor's computing site which includes, inter 

alia, a server of the vendor 18. The end user machine 12, which comprises a computer or 
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computer system, includes a feedback module (FBM) 14, a database 15, and the software 13. 

The database 15 is a secure database due to security features of the present invention as 

described infra. The feedback module 14 is connected to the vendor 18 via a communication 

network 17 (e.g., the Internet). The communication network 17 is disposed between the end user 

machine 12 and the vendor 18. A user 19, who uses the software 13 provided by the vendor 18, 

may be online with respect to the end user machine 12. 

Access by feedback module 14 to the communication network 17 is controlled by an 

application firewall 16 which is disposed between the end user machine 12 and the 

communication network 1 7. The application firewall 16 is adapted to permit access by the 

feedback module 14 to the communication network 17. The application firewall 16 is adapted to 

prevent access by the software to the communication network 17. Accessing the communication 

network 17 comprises sending data to the communication network 17 and/or receiving data from 

the communication network 17. The application firewall 16 consults its internal rule database 

before allowing any application to access the communication network 17. Examples of 

application firewalls include Zone Labs Integrity Desktop. 

The system 10 comprises the feedback module 14 and the database 15. 

The software 13, which is installed by the vendor 18 in the end user machine 12, is 

prevented from directly accessing the vendor 18 by the application firewall 16. Instead, the 

feedback module 14 communicates with the vendor 18. When the software13 has information to 

send to the vendor 18, the software13 sends the information to the feedback module 14 as 

feedback entries. It is assumed herein that the vendor has knowledge of the format used to 

encode the feedback entries. The feedback module 14 provides security and privacy for the user 

19. The feedback module 14 writes the feedback entries to the database 15 after following a 
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protocol described infra. Then, if a network connection from the feedback module 14 to the 

vendor 18 is available, the feedback module 14 follows a synchronization protocol (see FIG. 8) 

to sync the contents of the database 15 with the vendor 18. The application firewall 16 is 

configured to allow the feedback module 14 to connect to the vendor 18 and to prevent all other 

programs from accessing the vendor 18. If the synchronization is successful, the vendor 18 can 

verify the integrity of data received by the vendor 18 by following the algorithm given in FIG. 9. 

The user can verify whether or not all the security requirements are met by following the 

algorithm given in FIG. 10. 

FIG. 2 is a flow chart depicting the operation of the system 10 of FIG. 1, in accordance 

with embodiments of the present invention. The flow chart of FIG. 2 comprises steps 21-25. 

Step 21 provides initializations, including setup of secret keys and setup of the database 15 to be 

secure for the feedback module 14 and the vendor 18. Step 22 executes the software 13. The 

feedback module 14 executes a loop comprising steps 23-25, wherein each pass through the loop 

performs operations on feedback entries generated by the software 13. In step 23, the software 

13 generates feedback entries which are processed by the feedback module 14 in step 24. In step 

25, the feedback module 14 writes the processed feedback entries to the database 15. 

FIG. 3 is a flow chart depicting periodic synchronization of the contents of the database 

15 with the vendor 18 of FIG. 1, in accordance with embodiments of the present invention. The 

synchronization is performed by the feedback module 14 periodically in accordance with a 

specified synch interval of time. The sync interval may be specified by vendor 18 or chosen by 

the user 19. The flow chart of FIG. 3 comprises steps 31-35. The process loops through step 31 

until it is determined that the current synch interval has expired so that a synchronization may 

next be performed. Step 32 determines whether a synchronization is required. For example, a 
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synchronization is required if the feedback module 14 has received a feedback entry from the 

software 13 since the last synchronization. If a synchronization is not required, then the process 

returns to step 31. If a synchronization is required, then step 33 is performed. The process loops 

through step 33 until it is determined that the user 19 is online with respect to the end user 

machine 12, which triggeres execution of step 34. In step 34, the feedback module 14 

synchronizes the contents of the database 15 with the vendor 18, as described infra in 

conjunction with FIG. 8. In step 35, the vendor 18 checks the integrity of the data received by 

the vendor 18, as described infra in conjunction with FIG. 9. 

The feedback module 14 receives messages (feedback entries which could include usage 

statistics, error reports etc.) from the software 13 and writes the messages to the database 15 

(which is secure) to assure security and privacy. The cryptographic protocols that support the 

security and privacy involve various interactions between the various entities. The entities are: 

the vendor 18 who can be contacted through the public Internet but access to whom is denied to 

all software programs except the feedback module 14 by the application firewall 16; the user 19 

of the software 13 provided by the vendor 18; and the feedback module 14 which is a software 

program which interacts with the software 13 provided by the vendor 18. 

FIG. 4 is a flow chart depicting operation of the system 10 of FIG. 1, in accordance with 

embodiments of the present invention. The flow chart of FIG. 4, which is more detailed than the 

flow chart of FIG. 2, comprises steps 41-46. 

Step 41 of FIG. 4 generates secret keys between the vendor 18 and the feedback module 

14. In step 41, the feedback module 14 establishes two secret keys, namely k(O) and n(O), that 

are shared between the feedback module 14 and the vendor 18. Generation of keys k(O) and n(O) 

can be done using a public key algorithm such as, inter alia, Diffie-Hellman key exchange. 
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Alternatively, if the public key of the vendor 18 is available to the feedback module 14 as a 

public key certificate, then the keys k(O) and n(O) can be negotiated using a protocol such as 

Secure Sockets Layer (SSL). The feedback module 14 makes the secret key k(O) available to 

both the vendor 18 and the user 19. In general, any method known to a person of ordinary skill 

in the art for establishing two secret keys is within the scope of the present invention. 

The feedback module 14 also generates an identification tag, denoted illustratively as 

FBM_ID, that helps in uniquely identifying this installation of the software 13 with the vendor 

18. This identification tag could be the serial number of the software, version number for the 

software, a combination of the serial number of the software and the version number of the 

software, etc. The feedback module 14 discloses this identification tag to the user 19. 

The same feedback module 14 could support multiple vendors (e.g., two or more 

vendors) such that two secret keys are generated for each vendor of the multiple vendors. 

In step 42 of FIG. 4, the feedback module 14 generates a secret key s(O) for use between 

the user 19 and the feedback module 14. The feedback module 14 discloses the secret key s(O) 

to the user 19. The secret key s(O) can be derived, inter a/ia, from a password that is known only 

to the user 19, by hashing the password using a one way hash function. 

FIG. 5 is a flow charting depicting steps 41 and 42 of FIG. 4, wherein steps 41-42 

generate the secret keys k(O) and n(O) (step 41) and s(O) (step 42). The flow chart of FIG. 5 

comprises steps 51-55. Step 51 generates the secret keys k(O) and n(O). Step 52 sends the 

generated secret keys k(O) and n(O) to the vendor 18 securely. Step 53 prompts the user 19 for a 

password "P". Step 54 generates the secret key s(O) as a hash of the password P (i.e., as 

Hash(P)). Step 55 sends k(O) and n(O) to the vendor 18 securely. Although FIG. 5 depicts step 

55 after steps 53 and 54, step 55 may be performed either before or after steps 53 and 54. 

IN920050028US 1 12 



Note that after steps 41 and 42 of FIG. 4 are performed, the secret keys k(0), n(0), and 

s(0) are known as follows. The key k(0) is known to the feedback module 14, the vendor 18, and 

the user 19. The key n(0) is known to the feedback module 14 and the vendor 18. The key s(0) 

is known to the feedback module 14 and the user 19. The keys k(0), n(0), and s(0), as well as all 

other keys described herein, may be in a character string format. 

Step 43 of FIG. 4 sets up the database 15, which is described in a flow chart in FIGS. 6A 

and 6B (collectively, "FIG. 6"), in accordance with embodiments of the present invention. The 

flow chart of FIG. 6 comprises steps 60-69. The feedback module 14 performs steps 60-64 (FIG. 

6A), and the vendor 18 performs steps 65-69 (FIG. 6B). 

In step 60, the feedback module 14 sets parameter FE(0) equal to the identification tag 

denoted illustratively as FBM_ID. In step 61, the feedback module 14 calculates parameters Eko, 

Hno, and Hso: 

Eko = E(k(0), FE(0)) 

Hno = Hash(n(0) II Eko) 

Hso Hash(s(0) 11 Eko) 

In step 62, feedback module 14 generates keys k(l), n(l), and s(l): 

k(l) = Hash(k(0)) 

n(l) = Hash(n(0)) 

s(l) Hash(s(0)) 

In step 63, the feedback module 14 writes Eko, Hno, H50, k(l), n(l), and s(l) to the 

database 15. 

In step 64, the feedback module 14 sends Eko and Hno to the vendor 18. 

IN920050028US 1 13 



In step 65, the vendor 18 calculates H'no = Hash(n(O) II Eko) from Eko received by the 

vendor 18, using the key n(O) in the possession of the vendor 18. Step 66 determines whether the 

vendor-calculated H'no matches the Hno received by the vendor 18 from the feedback module 14 

as a result of step 64. If step 66 determines that H'no does not match Hno, then an error or a 

breach of security has occurred and the process stops in step 67. If step 66 determines that H 'no 

matches Hno, then step 68 is executed in which the vendor 18 decrypts Eko using the key k(O) 

from which FE(O) is determined. In step 69, the vendor 18 records that the database 15 is set. 

Since n(O) is known only to the vendor 18 and the feedback module 14, the vendor 18 has 

determined that Eko was properly received from the feedback module 14 via step 64. 

In step 44 of FIG. 4, the feedback module 14 stores a feedback entry in the database 15, 

which is described in detail in a flow chart in FIG. 7, in accordance with embodiments of the 

present invention. The flow chart of FIG. 7 comprises steps 71-75, which are performed by the 

feedback module 14. In step 71, the feedback module 14 receives a new feedback entry FE(i) 

from the software 13, wherein i =l for the first such new feedback entry FE(i). In step 72, the 

feedback module 14 calculates parameters Eki, Hni, and Hsi: 

Eki E(k(i), FE(i)) 

Hni = Hash(n(i) II Eki) 

Hsi Hash(s(i) II Eki) 

In step 73, the feedback module 14 writes Eki, Hni, and Hsi to the database 15. In step 74, 

the feedback module 14 generates new keys k(i+l), n(i+l), and s(i+l): 

k(i+l) = Hash(k(i)) 

n(i+l) = Hash(n(i)) 

s(i+l) = Hash(s(i)) 
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In step 75, the feedback module 14 replaces k(i), n(i), and s(i) with keys k(i+ 1), n(i+ 1), 

s(i+l), respectively, in the database 15. For example, the feedback module 14 may erase keys 

k(i), n(i), and s(i) from the database 15 and write keys k(i+l), n(i+l), s(i+l) to the database 15. 

Steps 71-75 are executed for each new feedback entry received by the feedback module 

14 from the software 13. IfN such new feedback entries are processed by the feedback module 

14, then after the N new feedback entries have been processed in accordance with steps 71-75, 

the database 15 will comprise Eki, Hni, and Hsi and for i = 1, 2, ... , N, and the database 15 will 

additionally comprise k(N+ 1 ), n(N+ 1 ), and s(N+ 1 ). 

In step 45 of FIG. 4, the feedback module 14 synchronizes contents of the database 15 

with the vendor 18, which is described in detail in a flow chart in FIG. 8, in accordance with 

embodiments of the present invention. The flow chart of FIG. 8 comprises steps 81-85, which 

are performed periodically by the feedback module 14. 

Step 81 sets an index i equal to 0. Steps 82-84 define a loop in which the index i is 

executed from i = 0 to i = N, wherein N is the number of feedback entries in the database 15. 

The index i is a feedback entry index for i = 1, 2, ... , N. Step 82 tests for the end of the loop 

(i.e., for i > N). If step 82 determines that i is not greater than N, then step 83 is next executed 

and sends Eki and Hni to the vendor 15, followed by incrementing i by 1 in step 84 to complete 

the ith iteration of the loop. If step 82 determines that i > N, then step 85 is next executed to send 

an encryption of n(N+ 1 ), using the key k(N+ 1 ), to the vendor 18 which ends the synchronization 

process, said encryption sent to the vend er 18 being expressed as E(k(N+ 1 ), n(N+ 1) ). 

Alternatively, instead of sending all the feedback entries in the database 15 to the vendor 

18, the synchronization protocol can send only those feedback entries that were added since the 

last synchronization. 
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In step 45 of FIG. 4, the integrity of the feedback entries are verified by the vendor 18 

(see FIG. 9) and by the user (see FIG. 10). 

FIG. 9 is a flow chart describing verification of the integrity of the feedback entries 

received by the vendor 18, in accordance with embodiments of the present invention. The flow 

chart of FIG. 9 comprises steps 111-120, which are performed by the vendor 18. The inputs to 

the process of FIG. 9 are the following parameters previously received by the vendor 18: 

(1) keys n(O) and k(O) from step 41 of FIG. 4; 

(2) Eko and Hno from step 64 of FIG. 6A; 

(3) N = number of feedback entries received by vendor 18 

(4) Eki and Hni (i=l, 2, ... , N) from step 83 of FIG. 8; and 

(5) E(k(N+l),n(N+l)) from step 85 ofFIG. 8. 

Step 111 initializes an iteration index i to O and calculates H(O): 

H(O) n(O) (using the input key n(O)) 

Next, a loop comprising steps 112-117 is executed. 

Step 112 calculates H'ni: 

H'ni = Hash(H(i) II fai) 

using the input Eko if i=O or the input Eki ifi > 1, and using H(O) from step 111 if i=O or H(i) 

from step 115 of previous iteration of the loop if i > 0. 

Step 113 determines whether H'ni is equal to Hni, using the input Hno if i=O or the input Hni 

if i > 1. If step 113 determines that H 'ni is unequal to Hni then step 114 is executed wherein step 

114 announces that an integrity failure has occurred. If step 113 determines that H 'ni = Hni then 

step 115 is next executed. 

Step 115 calculates: 
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H(i+l) = Hash(H(i)) and 

k(i+ 1) = Hash(k(i)) 

The computation of k(i+ 1) uses the input key k(0) if i = 0 or uses k(i) from step 115 of 

the previous iteration of the loop if i > 0. 

Step 116 ascertains whether to exit the loop by determining whether i > N. If step 116 

determines that i does not exceed N, then step 117 is executed to increment i by 1, followed by 

looping back to step 112 to perform the next iteration of the loop. If step 116 determines that i > 

N, then the loop is exited and step 118 is next performed. 

Step 118 decrypts E(k(N+l), n(N+l)) (input from step 85 ofFIG. 8), using the key 

k(N+ 1) from step 115 of the last iteration of the loop, to infer n(N+ 1 ). 

Step 119 determines whether the inferred n(N+ 1) equals H(N+ 1 ), wherein H(N+ 1) was 

calculated in step 115 of the last iteration of the loop. If step 119 determines that n(N+ 1) does 

not equal H(N+l) then step 120 is executed wherein step 120 announces that an integrity failure 

has occurred. If step 119 determines that n(N+ 1) = H(N+ 1) then the verification by the vendor 

18 ends. 

FIG. 10 is a flow chart describing verification of the integrity of the feedback entries in 

the database 15, in accordance with embodiments of the present invention. The flow chart of 

FIG. 10 comprises steps 131-139, which are performed by the user 19. The inputs to the process 

of FIG. 9 are the following parameters previously inserted into the database 15 by the feedback 

module 14: 

(1) key s(0) from step 42 of FIG. 4; 

(2) Eko and Hso from step 63 of FIG. 6A; 

(3) N = number of feedback entries in database 15 
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(4) Eki and Hsi (i=l, 2, ... , N) from step 73 of FIG. 7; 

(5) s(N+l) from step 75 of FIG. 7 

Step 131 initializes an iteration index i to O and calculates S(O): 

S(O) = s(O) (using the input key s(O)) 

Next, a loop comprising steps 132-137 is executed. 

Step 132 calculates H'si: 

H'si = Hash(S(i) 11 Eki) 

using the input Eko ifi=O or the input Eki ifi > 1, and using S(O) from step 131 ifi=O or S(i) from 

step 135 of the previous iteration of the loop if i > 0. 

Step 133 determines whether H'si is equal to Hsi, using the input Hso if i=O or the input Hsi 

ifi > 1. If step 133 determines that H'si is unequal to Hsi then step 134 is executed wherein step 

134 announces that an integrity failure has occurred. If step 133 determines that H'si = Hsi then 

step 135 is next executed. 

Step 135 calculates: 

S(i+ 1) = Hash(S(i)) 

Step 136 ascertains whether to exit the loop by determining whether i > N. If step 136 

determines that i does not exceed N, then step 137 is executed to increment i by l, followed by 

looping back to step 132 to perform the next iteration of the loop. If step 136 determines that i > 

N, then the loop is exited and step 138 is next performed. 

Step 138 determines whether S(N+ 1) equals s(N+ 1 ), wherein S(N+ 1) was calculated in 

step 135 of the last iteration ofthe loop, and wherein s(N+l) is obtained from the database 15. If 

step 138 determines that S(N+l) does not equal s(N+l) then step 139 is executed wherein step 
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139 announces that an integrity failure has occurred. If step 138 detennines that S(N+ 1) = 

s(N+ 1) then the verification by the user 19 ends. 

For the purpose of security, the application firewall 16 prevents all communication 

between the software 13 and the vendor 18 and ensures that only the feedback module 14 is 

allowed to communicate with the vendor 18. Hence, the software 13 cannot send arbitrary 

entries without the arbitrary entries getting recorded by the feedback module 14. The feedback 

module 14 maintains all of the feedback entries sent to the vendor18 in the database 15 so that 

the feedback entries can be verified by the userl 9 at any time. Different keys are used for 

encrypting and verifying each feedback entry. Each key is derived from the previous key, but 

given a key, its previous version cannot be found since a one way hash function is used to derive 

newer keys. At the time of intrusion, the intruder has access only to the latest values of the keys 

k(i+ 1 ), n(i+ 1) and s(i+ 1 ). All communication between the feedback module 14 and vendor 18 is 

encrypted using k(i) which is not known to others. Since there is no way for the intruder to 

derive previous values of the keys, the intruder cannot forge or read or delete previous feedback 

entries that were created prior to the intrusion. Note that two verification keys (n(0) and s(0)) are 

used, one verification key for the vendor 18 and the other verification key for the user 19, which 

ensures that if the vendor 18 becomes the intruder, the user 19 can still locate any forgery. 

FIG. 11 illustrates a computer system 90 used for processing feedback entries received 

from software provided by a vendor to an end user machine, in accordance with embodiments of 

the present invention. Either or both of the end user machine 12 and the computer system of the 

vendor 18 of FIG. 1 may comprise the computer system 90 of FIG. 11. 

The computer system 90 comprises a processor 91, an input device 92 coupled to the 

processor 91, an output device 93 coupled to the processor 91, and memory devices 94 and 95 
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each coupled to the processor 91. The input device 92 may be, inter alia, a keyboard, a mouse, 

etc. The output device 93 may be, inter alia, a printer, a plotter, a computer screen, a magnetic 

tape, a removable hard disk, a floppy disk, etc. The memory devices 94 and 95 may be, inter 

alia, a hard disk, a floppy disk, a magnetic tape, an optical storage such as a compact disc (CD) 

or a digital video disc (DVD), a dynamic random access memory (DRAM), a read-only memory 

(ROM), etc. The memory device 95 includes a computer code 97. 

The computer code 97 includes an algorithm for processing feedback entries received 

from software provided by a vendor to an end user machine. The computer code 97 may 

represent the feedback module 14 of PIG. 1 if the end user machine 12 comprises the computer 

system 90. The computer code 97 may represent software of the vendor 18 if the computer 

system of the vendor 18 comprises the computer system 90. 

The processor 91 executes the computer code 97. The memory device 94 includes input 

data 96. The input data 96 includes input required by the computer code 97. The output device 

93 displays output from the computer code 97. Either or both memory devices 94 and 95 (or one 

or more additional memory devices not shown in FIG. 11) may be used as a computer usable 

medium (or a computer readable medium or a program storage device) having a computer 

readable program code embodied therein and/or having other data stored therein, wherein the 

computer readable program code comprises the computer code 97. Generally, a computer 

program product (or, alternatively, an article of manufacture) of the computer system 90 may 

comprise said computer usable medium (or said program storage device). 

Thus the present invention discloses a process for deploying or integrating computing 

infrastructure, comprising integrating computer-readable code into the computer system 90, 

wherein the code in combination with the computer system 90 is capable of performing a method 
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for processing feedback entries received from software provided by a vendor to an end user 

machine. 

While FIG. 11 shows the computer system 90 as a particular configuration of hardware 

and software, any configuration of hardware and software, as would be known to a person of 

ordinary skill in the art, may be utilized for the purposes stated supra in conjunction with the 

particular computer system 90 of FIG. 11. For example, the memory devices 94 and 95 may be 

portions of a single memory device rather than separate memory devices. 

While embodiments of the present invention have been described herein for purposes of 

illustration, many modifications and changes will become apparent to those skilled in the art. 

Accordingly, the appended claims are intended to encompass all such modifications and changes 

as fall within the true spirit and scope of this invention. 
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CLAIMS 

What is claimed is: 

1. A method for processing feedback entries received from software, said software provided by a 

vendor to an end user machine, said end user machine comprising the software, a feedback 

module, and a database, wherein a concatenation operator II is defined such that A II B denotes a 

concatenation of strings A and B, wherein E(K,X) defines a symmetric key encryption ofa 

parameter X using a key K, wherein Hash(Y) defines a one way hash function of a parameter Y, 

wherein said method comprising, as performed by the feedback module: 

generating a secret key k(O) and making the key k(O) known to both the vendor and a user 

of the software; 

generating a secret key n(O) and making the key n(O) known to the vendor but not to the 

user; 

generating a secret key s(O) and making the key s(O) known to the user but not to the 

vendor; 

. generating an encryption Eko of an identification tag FE(O) such that Eko = E(k(O),FE(O)); 

generating a parameter Hno such that Hno Hash(n(O) II Eko); 

generating a parameter Hso such that Hso = Hash(s(O) II Eko); 

sending Eko, Hno, and Hso to the database; and 

sending Eko and Hno to the vendor. 

2. The method of claim 1, said method comprising, as performed by the feedback module: 
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generating keys k(l), n(l), and s{l) such that k(l) = Hash(k(O)), n(l) = Hash{n(O)), and 

s(l) = Hash(s(O)); and 

sending k{l), n(l), and s{l) to the database. 

3. The method of claim 2, said method comprising, as performed by the feedback module, 

receiving N feedback entries from the software and processing the N feedback entries, said N 

feedback entries denoted as FE(l), ... , FE(N), said Nat least 1, said processing the feedback 

entry FE(i) for each of i = 1, ... , N comprising: 

calculating parameters Eki, Hni, and Hsi such that Eki = E(k(i), FE(i)), Hni = Hash(n(i) II 

Eki), and Hsi= Hash(s(i) II Eki); 

writing Eki, Hni, and Hsi to the database; 

generating keys k(i+ 1 ), n(i+ 1 ), and s(i+ 1) such that k(i+ 1) = Hash(k(i)), n(i+ 1) = 

Hash(n(i)), and s(i+ 1) = Hash(s(i)); and 

replacing keys k(i), n(i), and s(i) in the database with keys k(i+ 1 ), n(i+ 1 ), and s{i+l ), 

wherein after said processing the N feedback entries, the database comprises k(N+ 1 ), 

n(N+ 1 ), and s(N+ 1 ). 

4. The method of claim 3, said method comprising, as performed by the feedback module, 

synchronizing content of the database with the vendor, said synchronizing comprising sending to 

the vendor: (Eki, Hni, i =M, ... , N) and E(k(N+l), n(N+l)), wherein 1 ~ ~-

5. The method of claim 4, wherein M=l. 
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6. The method of claim 4, wherein M> 1. 

7. A validation method for validating the N feedback entries resulting from performance of the 

method of claim 4, said validation method comprising verifying, by the vendor, an integrity of 

the N feedback entries received by the vendor as a result of said sending to the vendor: ((Eki, 

Hni), i = M, ... , N) and E(k(N+ 1), n(N+ 1)), wherein 1 ~ ~-

8. The validation method of claim 7, wherein said verifying comprises: 

setting i O and H(O) = n(O); 

executing iterations i = 0, 1, ... , N of a loop, wherein executing each iteration i of the 

loop comprises: setting H'ni = Hash(H(i) II Eki); determining ifH'ni = Hni is true; and ifH'ni = Hni 

is determined to be true then setting H(i+ 1) = Hash(H(i)) and k(i+ 1) = Hash(k(i)), otherwise 

ascertaining that a first integrity failure has occurred; 

if said executing the iterations has not determined that the first integrity failure has 

occurred then after said executing: 

decrypting E(k(N+l), n(N+l)) using key k(N+ 1) to infer n(N+l); 

determining if n(N+ 1) = H(N+ 1) is true; and 

if n(N+ 1) H(N+ 1) has been determined to be true then ascertaining that the 

integrity of the N feedback entries received by the vendor has been verified, otherwise 

ascertaining that a second integrity failure has occurred. 

9. The validation method of claim 7, wherein the validation method further comprises, as 

performed by the vendor prior to said verifying: 
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calculating H'no = Hash(n(O) II Eko); 

determining if H 'no = Hno is true; and 

ifH'ni Hni is not determined to be true then ascertaining that an error has occurred, 

otherwise decrypting fao to infer FE(O) and recording that the database is set. 

10. A validation method for validating the N feedback entries resulting from performance of the 

method of claim 3, said validation method comprising verifying, by the user, an integrity of the 

N feedback entries in the database as a result of writing ((Eki, Hni, Hsi), i= 1, ... , N) to the 

database. 

11. The validation method of claim 10, wherein said verifying comprises: 

setting i = 0 and S(O) = s(O); 

executing iterations i = 0, 1, ... , N of a loop, wherein executing each iteration i of the 

loop comprises: setting H'si Hash(S(i) II Eki); determining ifH'si = Hsi is true; and ifH'si = Hsi is 

determined to be true then setting S(i+ 1) = Hash(S(i)), otherwise ascertaining that a first integrity 

failure has occurred; 

if said executing the iterations has not determined that the first integrity failure has 

occurred then after said executing: 

determining ifS(N+l) = s(N+l); and 

if S(N+ 1) = s(N+ 1) has been determined to be true then ascertaining that the 

integrity of the N feedback entries in the database has been verified, otherwise 

ascertaining that a second integrity failure has occurred. 
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12. The method of claim 1, wherein a communication network is disposed between the end user 

machine and the vendor, wherein an application firewall is disposed between the end user 

machine and the communication network, and wherein the method further comprises permitting 

the feedback module to access the communication network, said permitting being controlled by 

the application firewall. 

13. The method of claim 12, wherein the method further comprises preventing the software from 

accessing the communication network, said preventing being controlled by the application 

firewall. 

14. The method of claim 12, wherein the communication network comprises the Internet. 

15. The method of claim 1, wherein the identification tag is selected from the group consisting of 

a serial number of the software, a version number of the software and a combination of the serial 

number of the software and the version number of the software. 
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16. A computer program product, comprising a computer usable medium having a computer 

readable program code embodied therein, said computer readable program code comprising an 

algorithm adapted to implement a method for processing feedback entries received from 

software, said software provided by a vendor to an end user machine, said end user machine 

comprising the software, a feedback module, and a database, wherein a concatenation operator II 

is defined such that A II B denotes a concatenation of strings A and B, wherein E(K,X) defines a 

symmetric key encryption of a parameter X using a key K, wherein Hash(Y) defines a one way 

hash function of a parameter Y, wherein said method comprising, as performed by the feedback 

module: 

generating a secret key k(O) and making the key k(O) known to both the vendor and a user 

of the software; 

generating a secret key n(O) and making the key n(O) known to the vendor but not to the 

user; 

generating a secret key s(O) and making the key s(O) known to the user but not to the 

vendor; 

generating an encryption Eko of an identification tag FE(O) such that Eko = E(k(O),FE(O)); 

generating a parameter Hno such that Hno = Hash(n(O) II Eko); 

generating a parameter Hso such that Hso = Hash(s(O) II Eko); 

sending Eko, Hno, and H5o to the database; and 

sending Eko and Hno to the vendor. 

17. The computer program product of claim 16, said method comprising, as performed by the 

feedback module: 
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generating keys k(l), n(l), and s(l) such that k(l) = Hash(k(O)), n(l) = Hash(n(O)), and 

s(l) = Hash(s(O)); and 

sending k(l), n(l), and s(l) to the database. 

18. The computer program product of claim 17, said method comprising, as performed by the 

feedback module, receiving N feedback entries from the software and processing the N feedback 

entries, said N feedback entries denoted as FE(l), ... , FE(N), said Nat least 1, said processing 

the feedback entry FE(i) for each of i = 1, ... , N comprising: 

calculating parameters Eki, Hni, and Hsi such that Eki = E(k(i), FE(i)), Hni Hash(n(i) II 

Eki), and Hsi= Hash(s(i) 11 Eki); 

writing Eki, Hni, and Hsi to the database; 

generating keys k(i+ 1), n(i+ 1), and s(i+ 1) such that k(i+ 1) = Hash(k(i)), n(i+ 1) = 

Hash(n(i)), and s(i+l) Hash(s(i)); and 

replacing keys k(i), n(i), and s(i) in the database with keys k(i+ 1 ), n(i+ 1 ), and s(i+ 1 ), 

wherein after said processing the N feedback entries, the database comprises k(N+ 1 ), 

n(N+ 1 ), and s(N+ 1 ). 

19. The computer program product of claim 18, said method comprising, as performed by the 

feedback module, synchronizing content of the database with the vendor, said synchronizing 

comprising sending to the vendor: (Eki , Hni, i = M, ... , N) and E(k(N+ 1 ), n(N+ 1) ), wherein 1 S 

M~. 

20. The computer program product of claim 19, wherein M=l. 
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21. The computer program product of claim 19, wherein M> 1. 

22. The computer program product of claim 16, wherein a communication network is disposed 

between the end user machine and the vendor, wherein an application firewall is disposed 

between the end user machine and the communication network, and wherein the method further 

comprises permitting the feedback module to access the communication network, said permitting 

being controlled by the application firewall. 

23. The computer program product of claim 22, wherein the method further comprises 

preventing the software from accessing the communication network, said preventing being 

controlled by the application firewall. 

24. The computer program product of claim 22, wherein the communication network comprises 

the Internet. 

25. The computer program product of claim 16, wherein the identification tag is selected from 

the group consisting of a serial number of the software, a version number of the software and a 

combination of the serial number of the software and the version number of the software. 
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26. A process for deploying ( or integrating) computing infrastructure, said process comprising 

integrating computer-readable code into a computing system, wherein the code in combination 

with the computing system is capable of performing a method for processing feedback entries 

received from software, said software provided by a vendor to an end user machine, said end 

user machine comprising the software, a feedback module, and a database, wherein a 

concatenation operator II is defined such that A II B denotes a concatenation of strings A and B, 

wherein E(K,X) defines a symmetric key encryption of a parameter X using a key K, wherein 

Hash(Y) defines a one way hash function of a parameter Y, wherein said method comprising, as 

performed by the feedback module: 

generating a secret key k(O) and making the key k(O) known to both the vendor and a user 

of the software; 

user; 

vendor; 

generating a secret key n(O) and making the key n(O) known to the vendor but not to the 

generating a secret key s(O) and making the key s(O) known to the user but not to the 

generating an encryption Eko of an identification tag FE(O) such that Eko = E(k(O),FE(O)); 

generating a parameter Hno such that Hno = Hash(n(O) II Eko); 

generating a parameter Hso such that Hso = Hash(s(O) II Eko); 

sending Eko, Hno, and Hso to the database; and 

sending Eko and Hno to the vendor. 

27. The process of claim 26, said method comprising, as performed by the feedback module: 
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generating keys k(l), n(l), and s(l) such that k(l) = Hash(k(O)), n(l) = Hash(n(O)), and 

s(l) Hash(s(O)); and 

sending k(l), n(l), and s(l) to the database. 

28. The process of claim 27, said method comprising, as performed by the feedback module, 

receiving N feedback entries from the software and processing the N feedback entries, said N 

feedback entries denoted as FE(l), ... , FE(N), said Nat least 1, said processing the feedback 

entry FE(i) for each ofi = 1, ... , N comprising: 

calculating parameters Eki, Hni, and Hsi such that Eki = E(k(i), FE(i)), Hni = Hash(n(i) II 

Eki), and Hsi= Hash(s(i) II Eki); 

writing Eki, Hni, and Hsi to the database; 

generating keys k(i+ 1), n(i+ 1), and s(i+ 1) such that k(i+ 1) = Hash(k(i)), n(i+ 1) = 

Hash(n(i)), and s(i+ 1) = Hash(s(i)); and 

replacing keys k(i), n(i), and s(i) in the database with keys k(i+ 1 ), n(i+ 1 ), and s(i+ 1 ), 

wherein after said processing the N feedback entries, the database comprises k(N+ 1 ), 

n(N+l), and s(N+ 1). 

29. The process of claim 28, said method comprising, as performed by the feedback module, 

synchronizing content of the database with the vendor, said synchronizing comprising sending to 

the vendor: (Eki , Hni, i = M, ... , N) and E(k(N+ 1 ), n(N+ 1) ), wherein 1 Sl\1 ~. 

30. The process of claim29, wherein M=l. 
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31. The process of claim 29, wherein M> 1. 

32. The process of claim 26, wherein a communication network is disposed between the end user 

machine and the vendor, wherein an application firewall is disposed between the end user 

machine and the communication network, and wherein the method further comprises permitting 

the feedback module to access the communication network, said permitting being controlled by 

the application firewall. 

33. The process of claim 32, wherein the method further comprises preventing the software from 

accessing the communication network, said preventing being controlled by the application 

firewall. 

34. The process of claim 32, wherein the communication network comprises the Internet. 

35. The process of claim 26, wherein the identification tag is selected from the group consisting 

of a serial number of the software, a version number of the software and a combination of the 

serial number of the software and the version number of the software. 
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SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES 
RECEIVED FROM SOFTWARE 

Abstract of the Disclosure 

A method and system for processing feedback entries received from software provided by 

a vendor to an end user machine. The end user machine includes the software, a feedback 

module, and a database. The feedback module: generates a secret key k(O) and makes the key 

k(O) known to both the vendor and a user of the software; generates a secret key n(O) and makes 

the key nO) known to the vendor but not to but not to the user; generates a secret key s(O) and 

makes the key s(O) known to the user but not to the vendor; generates an encryption Eko of an 

identification tag using the key (k(O); generates a parameter Hno such that Hno = Hash(n(O) II Eko); 

generates a parameter Hso such that Hso = Hash(s(O) II Eko); sends Eko, Hno, and Hso to the 

database; and sends Eko and H5o to the vendor. 
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Express Mail No. ET808754613US Docket No.: IN920050028US 1 

Declaration and Power of Attorney for Patent Application 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name, I believe 
I am the original, first and sole inventor (if only one name is listed below) or an original, first 
and joint inventor (if plural names are listed below) of the subject matter which is claimed and 
for which a patent is sought on the invention entitled: 

SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES RECEIVED 
FROM SOFTWARE 

the specification of which ( check one) 

X is attached hereto. 

___ was filed on ______ as Application Serial No. ______ and was 
amended on 

-------'-

I hereby state that I have reviewed and understand the contents of the above- identified 
specification, including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose information which is material to the patentability of this 
application in accordance with Title 37, Code of Federal Regulations, §1.56, including for 
continuation-in-part applications, material information which became available between the 
filing date of the prior application and the national or PCT international filing date of the 
continuation-in-part application. 

I hereby claim foreign priority benefits under Title 35, United States Code, §119(a)-(d) or (f), or 
365(b) of any foreign application(s) for patent, or plant breeder's rights certificate(s), or 356(a) 
of any PCT International application which designated at least one country other than the United 
States of America, listed below and have also identified below, any foreign application for 
patent, inventor's or plant breeder's rights certificate(s), or any PCT international application 
having a filing date before that of the application on which priority is claimed. 

Prior Foreign Application(s): 

Number Country Day/Month/Year Priority Claimed 
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hereby claim the benefit under Title 35, United States Code, §l 19(e) of any United States 
provisional application(s) listed below: 

Application Serial No.: Filing Date 

I hereby claim the benefit under Title 35, United States Code, §120 of any United States 
application(s), or Section 365(c) of any PCT International application designating the United 
States, listed below and, insofar as the subject matter of each of the claims of this application is 
not disclosed in the prior United States or PCT International application in the manner provided 
by the first paragraph of Title 35, United States Code, §112, I acknowledge the duty to disclose 
to the United States Patent and Trademark Office all information known to me to be material to 
patentability as defined in Title 37, Code of Federal Regulations, §1.56 which became available 
between the filing date of the prior application and the national or PCT International filing date 
of this application: 

Prior U.S. Applications: 

Serial No. Filing Date Status 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may jeopardize the validity of the application or any 
patent issued thereon. 

POWER OF ATTORNEY: As a named inventor, I hereby appoint the following attorneys 
and/or agents to prosecute this application and transact all business in the Patent and Trademark 
Office connected therewith: 

All Attorneys/ Agents associated with Customer No. 30449 

Send all correspondence to: Customer No. 30449 

Direct Telephone Calls to: Jack P. Friedman- (518) 220-1850 
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(1) Inventor: 

Signature: 

Residence: 

Citizenship: 

Post Office 
Address: 

Docket No.: IN920050028US1 

Executed by Inventor 1 of 1 

Vijil Enara Chenthamarakshan 

£.C. vf..i~ • 
• Date 

Enara, Muthalamada PO, Palghat, Kerala - 678507, India 

Indian 

Same as Residence 
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Express Mail: ET808754613US 

INFORMATION DISCLOSURE STATEMENT PURSUANT TO 
37 C.F.R. §§1.97-1.99 

PA TENT APPL/CAT/ON 

Applicant(s): Vijil Enara Chenthamarakshan Docket No.: IN920050028US1 

FOR: SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES RECEIVED FROM 
SOFTWARE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

In accordance with the duty of disclosure under 37 C.F.R. §1.56 and pursuant .to 37 C.F.R. 

§§1.97-1.99, Applicant(s) hereby notifies the U.S. Patent and Trademark Office of the documents 

listed on the attached Form PTO-1449. Applicant respectfully submits that all pending claims are 

patentable over the foregoing references, alone or in combination. The Examiner is requested to 

initial the enclosed Form PTO-1449 and return a copy thereof to the undersigned. 

The submission of the listed documents is not intended as an admission that any such 

document constitutes prior art against the claims of the present application. Applicant reserves the 

right to dispute any of the listed documents as prior art during examination. Further, Applicant does 

not waive any right to take any action that would be appropriate to antedate or otherwise remove any 

listed document as a competent reference against the claims of the present application. 

Furthermore, the submission of this Information Disclosure Statement is not to be construed as a 

representation that a search has been made or that no other material information may exist. This 

Information Disclosure Statement is being filed within three months of the filing date of the captioned 

patent application, and therefore no certification under 37 C.F.R. §1.97(e) or fee under 37 C.F.R. 

§1.17(p) is required. 

Dated: \1,,/QJ /1,ooS 

Enclosures: PTO-1449 

Respectfully submitted, 

By~ e,?~ 
Ja kP.Friedman 
Reg. No. 44,688 
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FILING DATE I GROUP ART UNIT 

U.S. PATENT DOCUMENTS 

"EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 
IF APPROPRIATE 

INITIAL 

6,901,347 05/31/2005 Murray, et a/. 

6,842,752 01/11/2005 ltabashi, et al. 

U.S. PATENT APPLICATION PUBLICATIONS 

'EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 

INITIAL 
IF APPROPRIATE 

2004/0210458 10/21/2004 Evans, et al. 

2004/0167859 08/26/2004 Mirabella 

2004/0139315 07/15/2004 Tokutani, et al 

2004/0034794 02/19/2004 Mayer, eta/. 

FOREIGN PATENT DOCUMENTS 

DOCUMENT NUMBER DATE COUNTRY CLASS SUBCLASS 
TRANSLATION 
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OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 

EXAMINER DATE CONSIDERED 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 
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FILING I GROUP ART 

U.S. PATENT DOCUMENTS 

'EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 

INITIAL IF APPROPRIATE 

U.S. PATENT APPLICATION PUBLICATIONS 

"EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 

INITIAL IF APPROPRIATE 

2003/0133464 07/17/2003 Marejka, et al. 

FOREIGN PATENT DOCUMENTS 

DOCUMENT NUMBER DATE COUNTRY CLASS SUBCLASS TRANSLATION 

YES NO 

OTHER DOCUMENTS (Including Author, Title, Date, Pert.inent Pages, Etc.) 

EXAMINER DATE CONSIDERED 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 
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Express MaH. Label No. ET808754613US 

Docket No. 
UTILITY PATENT APPLICATION TRANSMITTAL 

(Large Entity) 
IN920050028US1 

(Only for new nonprovisional applications under 37 CFR 1.53(b)) 
Total Pages in this Submission 

4 

COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, VA 22313-1450 

Transmitted herewith for filing under 35 U.S.C. 111 (a) and 37 C.F .R. 1.53(b) is a new utility patent application for an 
invention entitled: 

and invented by: 
111 nara ent amara an 
ssignee Name: International Business Machines Corporation 
ssignee Address: New Orchard Road 
rmonk, NY 10504 

If a CONTINUATION APPLICATION, check appropriate box and supply the requisite information: 

□ Continuation □ Divisional □ Continuation-in-part (CIP) of prior application No.: 

Which is a: 

□ Continuation □ Divisional □ Continuation-in-part (CIP) of prior application No.: 

Which is a: 

□ Continuation □ Divisional □ Continuation-in-part (CIP) of prior application No.: 

Enclosed are: 
Application Elements 

1. ~ Filing fee as calculated and transmitted as described below 

2. ~ Specification having 33 pages and including the following: 

a. ~ 

b. □ 

C. □ 

d. □ 

e. ~ 

f. ~ 

g. ~ 

h. ~ 

i. ~ 

j. ~ 

---------
Descriptive Title of the Invention 

Cross References to Related Applications (if applicable) 

Statement Regarding Federally-sponsored Research/Development (if applicable) 

Reference to Sequence Listing, a Table, or a Computer Program Listing Appendix 

Background of the Invention 

Brief Summary of the Invention 

Brief Description of the Drawings (if filed) 

Detailed Description 

Claim(s) as Classified Below 

Abstract of the Disclosure 
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UTILITY PATENT APPLICATION TRANSMITTAL 
(Large Entity) 

(Only for new nonprovisional applications under 37 CFR 1.53(b)) 

Docket No. 
IN920050028US1 

Total Pages in this Submission 
4 

Application Elements (Continued) 

3. l&l Drawing(s) (when necessary as prescribed by 35 USC 113) 

a. l8I Formal Number of Sheets 12 

b. 0 Informal Number of Sheets 

4. l&l Oath or Declaration 

a. l8I 

b. 0 

C. [81 

d. 0 

Newly executed (original or copy) □ Unexecuted 

Copy from a prior application (37 CFR 1.63(d)) (for continuation/divisional application only) 

With Power of Attorney O Without Power of Attorney 

DELETION OF INVENTOR($) 
Signed statement attached deleting inventor(s) named in the prior application, 
see 37 C.F.R. 1.63(d)(2) and 1.33(b). 

5. O Incorporation By Reference (usable if Box 4b is checked) 
The entire disclosure of the prior application, from which a copy of the oath or declaration is supplied under 
Box 4b, is considered as being part of the disclosure of the accompanying application and is hereby 
incorporated by reference therein. 

6. □ CD ROM or CD-R in duplicate, large table or Computer Program (Appendix) 

7. □ Application Data Sheet (See 37 CFR 1.76) 

8. 0 Nucleotide and/or Amino Acid Sequence Submission (if applicable, all must be included) 

9. 

10. 

11. 

12. 

13. 

14. 

15. 

16. 

a. 0 Computer Readable Form (CRF) 

b. 0 Specification Sequence Listing on: 

i. □ CD-ROM or CD-R (2 copies); or 

ii. 0 Paper 

c. 0 Statement(s) Verifying Identical Paper and Computer Readable Copy 

□ 

□ 

□ 

I&) 

□ 

l&l 

□ 

l&l 

Accompanying Application Parts 

Assignment Papers (cover sheet & document(s)) 

37 CFR 3.73(8) Statement (when there is an assignee) 

English Translation Document (if applicable) 

Information Disclosure StatemenVPTO-1449 0 Copies of IDS Citations 

Preliminary Amendment 

Return Receipt Postcard (MPEP 503) (Should be specifically itemized) (tJ} 

Certified Copy of Priority Document(s) (if foreign priority is claimed) 

Certificate of Mailing 

□ First Class 181 Express Mail (Specify Label No.): ET808754613US 
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UTILITY PATENT APPLICATION TRANSMITTAL 
(Large Entity) 

(Only for new nonprovisional applications under 37 CFR 1.53(b)) 

Accompanying Application Parts (Continued) 

17. 0 Additional Enclosures (please identify below): 

Docket No. 
IN920050028US1 

Total Pages in this Submission 
4 

Request That Application Not Be Published Pursuant To 35 U.S.C. 122(b)(2) 

18. O Pursuant to 35 U.S.C. 122(b )(2), Applicant hereby requests that this patent application not be 
published pursuant to 35 U.S.C. 122(b)(1). Applicant hereby certifies that the invention disclosed in 
this application has not and will not be the subject of an application filed in another country, or under 
a multilateral international agreement, that requires publication of applications 18 months after filing 
of the application. 

Warning 

An applicant who makes a request not to publish, but who subsequently files in a foreign 
country or under a multilateral international agreement specified in 35 U.S.C. 122(b)(2)(B)(i), 
must notify the Director of such filing not later than 45 days aner the date of the filing of 
such foreign or international application. A failure of the applicant to provide such notice 
within the prescribed period shall result in the application being regarded as abandoned, 
unless it is shown to the satisfaction of the Director that the delay in submitting the notice 
was unintentional. 

19. O Other: 
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Docket No. 
UTILITY PATENT APPLICATION TRANSMITTAL 

(Large Entity) 
IN920050028US1 

(Only for new nonprovisional applications under 37 CFR 1.53(b)) 
Total Pages in this Submission 

4 

Fee Calculation and Transmittal 

CLAIMS AS FILED 

For #Filed #Allowed #Extra Rate Fee 

Total Claims 35 - 20 = 15 x $50.00 

lndep. Claims 3 - 3 = 0 x $200.00 

Multiple Dependent Claims (check if applicable) □ 

Total # of Pages in Specification 33 I Total # of Drawing Sheets I 12 

Total # of Sheets I 45 Application Size Fee 

Basic Fee 

Search Fee 

Examination Fee 

OTHER FEE (specify purpose) 

TOTAL FILING FEE 

D A check in the amount of to cover the filing fee is enclosed. 

181 The Director is hereby authorized to charge and credit Deposit Account No. 09-0457(IBM) 
as described below. 

181 Charge the amount of $1,750.00 as filing fee. 

181 Credit any overpayment. 

181 Charge any additional filing fees required under 37 C.F.R. 1.16 and 1.17. 

□ Charge the issue fee set in 37 C.F.R. 1.18 at the mailing of the Notice of Allowance, 

pursuantto37C.F.R.1.311{b). 

□ Payment by credit card. Form PTO-2038 is attached. 
WARNING: Information on this form may become public. Credit card information should not be 

Included on this form. Provide credit card Information an~;.z ~%~/ 
I 

/}: //J / William H. Stein:erg Signature / 

Dated: / }j (/ 6 Reg. No. 28,540 
IBM Corporation 

Customer Number: 30449 IP Law Dept. 
IQOA/040-3 
1701 North St. 

cc: Endicott, NY 13760 

$750.00 

$0.00 

$0.00 

$0.00 

$300.00 

$500.00 

$200.00 

$0.00 

$1,750.00 
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CERTIFICATE OF MAILING BY "EXPRESS MAIL" (37 CFR 1.10) 
Applicant(s): Vijil Enara Chenthamarakshan 

Docket No. 

Application No. Filing Date Examiner 

IN920050028US1 

Customer No. 

30449 

Group Art Unit 

Invention: SYSTEM AND METHOD FOR PROCESSING FEEDBACK ENTRIES RECEIVED FROM SOFTWARE 

I hereby certify that the following correspondence: 

Patent application and corresponding paperwork and IDS 

(Identify type of correspondence) 

is being deposited with the United States Postal Service "Express Mail Post Office to Addressee" service under 37 

CFR 1.10 in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on 

1/05/06 
(Date) 

Colleen Bulman 
(Typed or Printed Name of Person Mailing Correspondence) 

(Signature of Person Mailing Correspondence) 

ET808754613US 
("Express Mail" Mailing Label Number) 

Note: Each paper must have Its own certificate of mailing; 
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