






[04081 In one suitable approach, the secure data 

parser of : the p̀resent invention may he integrated into 

a RAID controller (as either hardware or software). 

This allows for the. ;secure storage of data to multiple 

drives while maintaining -fault to..:eranc:e in date Of. 

drive failure. 

('04091 Tae secure data pars.r of the p.re:sent~. 

Imterition .may .tie :integrated into 'a da:t base 11.11. 

to, for e.,amp e, protect sensitive table informatIon. 

For example, :ih one. sultabl:d app roach data a4soc ated 

V. h: par.t i.-Cs la cells of a database table ( e : g. ,: 

individual cells, one or more particular columns, one 

6.r ::tore pawtio..ular rows, acv 00mb ration thereof, or an 

ent~are database table) may be parsed and separated 

15 according to the presents. invention (e.g., sYhere: the 

di: ferent portions are stored on one or mare .storage. 

devices at. one or more locations or on a single storage 

dery lce) . Access to recd .ne the portions in order to 

view the original data may ::tae. granted by tr •adltio al. 

20 authe.nu3 cation methods (e,, g. , nsername. and .password 

query) a 

t04101 she, .secure parser of the present invention 

may be integrated in any suitable system that involve--, 

data .in motion ti . e, , transfer of data from, one. 

,25 location to another) ... Such systems include, for 

example, ema 1, streamizis data broadcasts, and wireless 

te..g.>.; WiF.i) co-mmuna eat.ions. Fqjth:. respect 1to email, 1, in 

one suitable approach, t,.he secure parser .may be used to 

parse outgoing messages containing text, binary  

30 data., or :bath (:e:g., 1els attached to an email 

message)). and sending the different: portions of the 

parsed data along different paths thus Creating 

multiple streams of data. -I.f any one of these streans 
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of data is compromised, the original message remains 

secure, because. the system ma_v rec•tx? re t:ha", ii re than 

one of the portions be combined, in accordance with. the 

present: 127vent ion, in order to ge-aerate the drisfinal 

5 data: In another suitable agproachl the different 

portion.- of data may be communicated nciate along Gene pat 

8.eque t ally so: that if one portion is obt.aine'd, it May. 

not .be sufti.C.I. t to generate the origiiial datwar The 

di-fferexitM po ti on.s ar'r.ive at the nt:ended reciipent:. 14 

10. locatiq.n and ray be combined to generate the original 

dat* ill, acco'rdan e with the .prepent inVen.tio . 

Ct34113 FIGURES 2$ and. 29 are illustrative blocck. 

diagrams of Slash ertiall systema, FIGURE 28 sho:GIs a. 

sender system 2700,  which akay include any suit-able. 

is hardware, such as .a computer terminal, personal 

,computer, handheld de..vic.e {e.g,, PDA Bla.ckbe rryY 

cellular telephone, computer network, any other 

su ,tab'le ha-rdware, or any combination thereof sender 

system 2760 is used to generate and/or store a mes sage 

2 0 270.4, whicb may be, or. example, an emai I message, a 

binary data file (e.g graphics, voice, video,, etc.')., 

or:: both.:Message 2704 .is parsed and split by secure 

data parser 2102 in accordance wii_t,11 the present 

invention.. The resultant data portions may be. 

5 communicated across one or Tmore separate "l.omt€mnica t,, i Mans~ 

paths 2706 over network 27:x& (e- g., the Internet., an 

in.tranet, a. LAN', WiF .. Bluetoothl an- other suitable. 

hard-wired or wireless communications means, or awj 

combination thereof) to recipient system 2710. The 

30 data portylons may be communicated parallel :in time or 

alternatively, accordi.ng two any suitable time delay 

between n the communication of the di-fferent data. 

portions Recipient ent system x`710 may ;be any suitable 
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hardware as. described above with respect  to sander 

system 2"700 The separate data port-ions carried along 

communications paths -2706 are recombined at recipient. 

ste 2<10 to generate the original Message or data :in 

5 zccordi3inc' e: it.h. the. presenk invention. 

[041.21 FIGURE 29 shows a sender system 2.800, which 

'may include any suitable hardware, such, as a: c'cmputer 

t6rminh i ::,. personal cot cater, handhele. device • O—  q: , 

.FDA t: :c61 U1a'r telephone, computer new5korki arrf 'other 

10 . unable hardware., or .any comb l ation thereof. Sender 

system, z-800 is used to generate and/or store a. message 

Z,RQ4, whcih. ma use, for example, an email message, a 

binary' ' data i e ( e- g,, graphics r vai ce f video, etc,) , 

or, both. Message 2804 is parsed and split by secure 

IS data parser 280.2 i.+. al=ordance with the present 

nven•ion. The .resultant data portions may 'be. 

communicated across a single cOmrunications paths X806 

over network 2808 (e.g.., the Internet, an intranet, a 

W7, Wi,Fi, Bluetooth, any other auitable communications. 

2:0 means, or any coiWA-nation thereof) to reclip ert system 

810 Th'e data, portions may be c0mrnixnii••ated serially 

across com-munications path 2808 with respect to one 

another. Aec i.plent, :system 2810 m4ty :be a_my suitable 

hardware as described above with respect to sender 

5 system 2800.. Th:e separate data portionA ca-skied along 

commun cations path 2806 ,are -recombiried at: recipient 

system. 2810 to generate 4he original message or data in 

accordance with the present invention. 

[04 1.31 It will be understood t hat. the arrangement of 

30 FIGURES 28 and 29 are merely illustrative. Any other 

suitable arrangement may he used , rod example, in 

another suitable ; approach, the ` eatures of the systems 

of FIGURES  28 and 29 :may be combined whereby the multi 
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path approach of ,KGURE 28 is used and in. which one :or 

more of communications paths 2706 are u red to carry 

more than one portion. of. data as conmunicat.i n ., path: 

2806. does in"" the context of FIGURE :29. 

F t04143 The secure data parser Twy be integrated ; at 

any suitable :tevei of a data--in motion ayste a. For 

example, in. the Context of an email system, thie 'secure 

parser may be: int egra' ted at the user- interface' level 

the M c.rosoft(D Outlook) , in ,vfhich case t.he, user 

10 may have control over the use of the secure data parser 

features "Athen using email. k tern tively, the secure 

parser, may be implemented in a back-end component such 

as at:: the exchange sIerver,. in which case messages may 

l •by+aey•a.Yut'ocm a., t «ca.•. • y parsed.,, •sp•ivpw••€,  and. •w'c••cymmuniicay .yte d' along 

ths in  with  

invention without any. user Intervention. 

(04151 Similarly, in the case: of streaming 

broadcasts of data (e.g, , audio, video) , the outgoing 

data rtziay be parsed and separated into. m•i tipl.e atrea ms 

20 each ccnt.ai.ninq a portion of the parsed data> The 

me It iple streams may be. transmitted along one or more 

paths and; regctibined at 't~he : reei.pi.en.t. , s location in 

acccrdante. with 'the present .inzrent:ion. One of the 

belne its of this 'Api6roach is that: it Avoids the 

S relatively 1'afye y r ae a d ciated 'with traditional onal 

encryption of data followed , by triazz'smission of the 

encrypted data over a single comm n ica.t ens channel, 

The secure parser of the --present. invention allows data. 

i.r. motion to be sent in. multi p.1s :parallel streams, 

0 increasing speed and of f ciency. . 

[04161 xt wil-I be understand that the secure data 

parser may be i te.grated for prj:•,:tec:tion of and fault. 

tolerui e of any type of data ..JLh . tot i ran through any 
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transport medium,including:, :for example, wired, 

Wireless, or physical... For example, voice over 

Internet protocol ..( I p applications may make use of 

the sec L re data parser Of the. present, in utention . 

Wireless  wired Qata t:ra:s ort{} t' 

s-4-t-able personal digital assistant {PDA) de-,rl :es such. 

as Blackberries and Sma--tPh€ nes may be secured US.1.ng 

the secuke data parser of: the present - nV'eritioti. 

COMM' unic:ations ' using'. wireli6at 802.11 'protocols f 6r peer 

1.0 to peer and hub baser Wi eles.s networks.. satelli-te 

c mumn IcatLJ'oh,s, point to point wireless coi33Rlunic:e'3.tInos" 

Internet: c!h.ent/server communications., or any other 

suitable comm'uaicat:: ons may involve the data in motion 

capabilities of. the secure data parser -in accordance. 

IS with thy. pre ent: invention., Data comma. nicaticn between 

computer peripheral device e'.g.0 printer, ,scanner, 

monitor; .keyboard, : netr+or,Ic router -, bion. e .ric 

authentication device ( e.g,, fingerprint scanner) , or 

any other. a iit.'able. peripheral, €device) between a 

0 :computer and a .c:omputer peripheral device, between a. 

compute: peri hera:l device and any other suita:j:>I,e 

device, or: any combination thereof may, make use of the 

data. in mot-:on features of the present invention., 

[.041" 1 The data _in motion features of the present. 

2..S invention may also apply to ,physical transportation of 

secure shares us.ng.for example, separate routes, 

-vehicles, methods, any other suitable physical 

trans Port at ion, or any ca:n.bin.ation thereof. Fear 

examp:te, physical transport;at'.on of data may take place; 

30 on dig-Ita:l /macuiet c tapes, floppy dieks { optical disks, 

physical, tokens, USB drives, xemovab e hard drives. 

consumer electronic: devices vith 1.1ash memory te.g r 

tipple IPOI3s or other- VIP3 ,players) , flash memory,. any 
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other: suitable medium used for transport ng data, or 

any' combination thereof. 

(0418] The: secure data parser of ..the present 

.ihventlon may provide security .with the ability for 

disaster recovery, According to L---he present invent'lon, 

sewer, than all; port Ons of the separated data generated. 

by. the sengvrre data par sex may be necessary .in order to 

rear .e""e :the. original. da. That Isi out of M portions 

stored" -ri ni a, be. the minimum nuMber of these m portions 

J. necessary to retrieve the original data:,. where n <=: m 

For example, If each of; four portions is .stored in a 

different physical location relative to. the other three. 

portions, them:; if n=2 in this example., two € f .the: 

.locations may be compromised whe eby data is desLroy d 

is or Inaccessible, and the original data may stall be. 

1e.tr'i..eved from the portions in the other two locations. 

Any suitable e value for _n or m may be Lased'.. 

10419..) in addition, the n of m feature. of the 

present inventi.on may be used to, create a " two man 

2, ru'l,e!, ;thereby in order to avoid entrusting a: single 

individual: or any other entity with ffull. access to teat: 

may be sensitive data two or more distinct entities. 

each with a port no I af:the separated data par'se'd b the 

secure parser of the present invention may need to 

w agree to pmt their* port ions together In iordear to. 

retrieve the Original al: data. 

(04203 The: 'secure data parser of the present 

inventi.o.n may be used to. provide a group of entities 

with a group.- wide key that allows the: group members to 

1:0. access particular information authorized to be accessed 

by that particular :group. The group :key may he .cane of 

the data portions generated by the secure parsex in 

accordance with the present Invention that: may he 

UTUST F t TI : i EET (RU E 26.) 

EX1024, Page 2198



required to be combined with ;another portion centrally 

stored, for example in order to retrieve the 

,in.formation sought. This feature allows for, for 

pp l ied i e amp e> dedi.ca.ted networks, virtual.. 

P? ate :networks., intraneta, Or . any other suitable 

network. 

[04211 Spec itc applications of th t; use of the 

Secure  parser include, for example, cpalltwo•n 

.Q information Thai ink; n wih' ch, for ex mple', :' Ultiwx 

national friendly government feces are given the 

capabi'l.1ty •? cmmunicate €ap•:rat:ioxial and o her w ee 

sensitive  data on a. security level authorized to each 

respective country over a single network or a. dual. 

is network (i . e,. , as compared to the many networks 

involving .relatively substantial manual processes 

currently used) This capability :is also applicable 

or companieo or other organizations .in. which 

informatlon needed to be known by one or more, specific 

20 irldividual,s (wit.hi:a the organs z:a.tion or without) may be. 

communicated over a Singl e: netwokr without the need to 

wort.y about unauthorized tndi viduals viewing  the 

.information , 

[04221 Another specific application includes a 

25 ult.i:-.level, security h.ietarchy for Sovernnient systems., 

That is, the secure parser of the present-Ilwn enta,On sifa 

provide for the ability to operate: a government system 

at different leve a of class f.i:ed information [ e.g. , 

unc.la si i=ied, classified: secret, :top secret): using a. 

3:0 i;ng"Le network, if desired, more networks may be used 

(e.g., a separate network for trip secret) .,. :.blut the 

present invention allows for substantially fewer than 
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current arrangement -in whiiqha separate network is used 

for each level of class i:fieation.. 
[042 31 It will be understood that any co i..natlon :of 

the above described applications. of the secure 1. .r 

o the present. : nvention may be used:. For example,: the 

group, :key application car, be used tgoether wl.th the 

data in motion security appli cation 'ti > e_, „ whl ereb' data 

that is cottimhni.ca<ted over a network can only be 

accesses ..by a member of the ;respec t,ive I group and. Where, 

l while .t he data: Is i.n mot ion:, i t i • spl:i t . a:m6ng 'I.Inu ? p l e 

pathk fear sent- In .sequential portions) In accd-kdan e 

with the present, invention) < 

[0424) The secure data parser of the .present: 

i nvent,i.cn. r ay be integrated into aa.y Midd eware. 

IS application, to. enable applications € o securely ,stone 

data to different database products or to dif ereht 

devices without modification to either' the auplicati§? # 

or the database. Middleware is a. general term .for any 

product that allows two separate and already' exilsting 

20 programs to communicate, For exwmple, its one suitable 

approach, middleware having the secure data parser 

integ rateti, 11 a,j, be used to al low ,progr aT,s written for a 

particular database to communicate with ether databases 

,ritbout:.. custom coding , 

5tx zeur t parser of.the greet 

invention -may be implemented having airy combination of 

any suitable capabilities,,. such as those discussed 

herei.n. In. some embodiments of the present invention, 

for example,. the secure :data parser may be implemented 

30 having only certain capabilities whereas other 

capabi' i,ti.es r:ay be obtained through the use of 

extLernal software, hardware, or both interfaced either 

di ectly .ox indirectly with he secure data. parser.. 
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t04263 FIGURE 30, for :example, shows an illustrative 

implmeentation of the secure data :parser as secure data 

Parser 300 0 ,  Secure data parser 3000  may be 

implemented with very few. built-iij c:apabil tiea.. As 

5 illustrated, secure data parser 3000 :may Include built- 

,a xi aj•)ab lilies for par zing and splitting data 7into 
pqr. ,ion-s (al.sb iaf erred do herein ass a.r es) of data 

u:aincj Todu.le 3002 in a.ceordaxxde with the present 

invent c"n-. Secure data parser 3000 may Ialso :include 

1.0 b iiIt I n C'a•abi'•.•.:tie for •• r.f•xrc€ zx• r•d•••an•y in 

order to be able to implem,ent, for example, the m of n 
feature, described above recreating the original 

data using :fewer than all shares of parsed a"I'd SDI-it 

data) using module ::3.040. Secure data. parser 000 may 

15 elso include share distribution eapabJ:11ties us:Laq. 

module 3006 for plating the shaxes of dat4 a..r1to buffers 

from which they are seat for comnunicatlan ba a x:emo.te 

location, for .storage, etc, In accordance. with the 

present :anvent on- It will-'be understood than. any. 

20 other suitable capabilities maybe built into tecur 

data. parser 3Q100. 

[04273 Assembled data buffer 300 may .be any. 

suitable memory used t,::) store the original data 

4although  not. necessarily In .its or. m na.l .form.) that 

25 will be parsed and split: by secure data parser 3000. 

in a splitting operation, assembled data buffer 3008 

provides input to secure data parser 3008, Ira ,a. 

restore operation, assembled da.ta buffer 3018 may be 

used to store the output of secure data parser 

30 (04 28) sp flit sha-.-es buffers 3010 may be one or more 

memory modules. es. that may be used to store the multiple 

snares of data that resulted from the parsing and 

splitting of o-rig-inal data., In a :sp i.ttin opera, ••n:f. 
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aplalt :shares buffers 3010 hold the. eta :put::Of the secure 

.data pab sG"r-:. J.:}.-- a -r.e..•?'•Lore operation, .split :s.,. -'aa.w.es. 

buffers hold the input to secure  data :parser 3000 .-

(04291 It Will be understood that any other suitable 

3 arrangement of ca abilities: may be bui.l.t in for decure 

data. pwider uoo y additional features may b e 

bt•:.7.t_.i••, and any of the .featiree .i].?<:•trated may be. 

removed# made inure. x0bust, made less r bl'st , or I-nay 

otherwise die modified.  in any suitable wdy.o Buff ee's; 

'3 3d a a likewise merely mu's ral-1ve and may 

-be and f..l:+r,emd, added w _n any suitable i:.:. 

104301 Any suitable modules implemented..in software., 

hardware lox both may be. called by or may calf.. ' to $ecu e. 

data parser 3.00.04 If -desired, even capab` l ties that: 

IS are built. into zecure data parser 3060 MAY be replaced 

by one or more, external modules. As illus•rated; some 

external modules include random :number generator X0.1.2;' 

cipher feedback key generator 301#, hash. algorithm 

3.0.6, any one or more types of , encryption 018 and Key 

20 management X0.20, It will be understood that t1hese are 

merely illustrative external. -mo,du es. 'Any other 

suitable mdui e .stay be used in addition to or in glace 

of those illustrated, 

(04311 C ipkher feedback key generator 3.014 may, 
2 externally to secure data parser generate for 

each secure data parser operation.., a: unicp4e key, or 

random number; (usitag, for example, random, number 

generator 3012) , to be used as a seed "tray ae for an 

operation that :extends an car ginal session key size 

30 a value of 128, 25c31 :5.121 ur 1.024 .bits) "in.t :.a 

value equal to the length cif <the data to be parsed  and 

split. .Any suitable algorithm may be used for the 
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cipher feedback .key generation, i ncludin''., 1qr .example, 

the AVES cipher feedback key generation algorithm.. 

[04321 In. order to facil tate of secure 

data .parser 3000 and its `external modules 6, ;. #etdt* 

data. parser Layer 3 26} into an application eyes 3024 

em Li.l app li atioh., database application, et_, ) ; 

a wrapping .1:ayer that may mike use ef, for example, APB 

f-Lun t o : call gay be used. An j other suitable 

arr.angement for faciiltating integration of .secures data. 

10 parser layer 3026 ii-ItO •loplication layer 3024 may be 

used. 

(04331 FIGURE 31 illustratively shows how the 

arrangement of FIGURE 30 may be used when a. write 

(<e.g. , to a storage device) , ,insert (e.g. ; in a. 

15 database field r or transmit (e.g., across a network) 

command is :sued in application on layer 3024 .. At strap. 

3100 ,data: to be secured is a:denti fted and a call is 

made: to the secure data parser. The call is passed 

through wrapper layer 3022 There at step 31(3:2, Wrappe 

20 layer: 112 streams the input data identified ied at .step 

3100 in:t.o aszembl.e:d data buffer :3€ 08 Alan at step 

3102, any suit.a.bl.e. share informat on, filenames, any 

other sui able . fix' fortiia don, car any c:ombiaat•.ien: 'they e•f 

may 'be stored ( e . g, , as in,, - mat er 31.06  at wrapper 

25 Ieye.' 3022)- Secure data processor 3000 then parses 

as-id splits the data it takes as .input fro .assembled 

data buffer 3008 in accordance with the present 

invention, it outputs the data shares -into split 

shares buffers 3010. At step 3104, wrapper layer 3022 

30 obtains from stared information 3106 any suitable share 

info=Estlon ..:e•. stared by.vrapper. 3022 at step 3102). 

and snare location(a.). from one or more 

con r - r 'layer 3022 then writes configuration i on filed Wr ap 
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the output. shares (.obtained from >split shares buffers 

3.0101 .apprr:p 1ateIly written to. one or more 

storage devices, "communicated onto :a: network, etc..) . 

L 10434:1 {F, FIGURE ,3--rr_YY2--••++•••i>>llus trat:y,,,vel sho••ys :Taw the 
5 C"l'i`". •' angeme t, :of V'I Vi•.+RE -3 0 •.-may be used wh en a read 

from a storage device) select (e. g , fro1. a database 

field.? 1, or receive ( e.g.., from a network.) occurs iAt 

step 3200., data to be restored is ide.ritif iJed and a call 

to s°•C'; re data paxaei 3000 •• ;•tade from ••• ,: aw.ion 
10 layer 3014.. Pt step : 202; from wrapper layer 302 2.::i.:any 

su:ita l.e share information is obtained and share 

l.ocat sash is determined. w1rap r laver . 3 0 k 2 .Loads the 

portions of data. i.denti.f,ied. at step 32,0. into split: 
shares buffers 3010. Secure data. parser 30.00 when 

1.5 processes these shares 111 accordance with the present: 
invention ( e.g., if only three of four shares are 

azraila le, then the redundancy capabilities of, secure, 

data parser 30.00 may he used to restore the original 

data using only the three shares) The restored, data. 

10- s' then . stored in are e tdkz u f er 30 08. 'At step 

3204 appl•c r- at.ion layer 30252:converts :the data stored 

in asse-mbled data buffer 300.8 into 1,ts original data 

format (if. necessary) and provides the original, data. in. 

its original, forzmtat to application layer 3024, 

[04351 It w l:l •:e uncle r•tc d that the parsing adn 

splitting of original. data ill.ustrat d in r''T­GURE 31 and 

the restoring of portions of data into on inal. data 

illustrated in FIGURE 32 is merely illustrative-:. Any 

other suitable processes, CoxngcTIent-S., or both may be. 

30 used in addition to or in place of those illustrated.. 

[04361 FIGURE 33 is a block diagram of an 

illustrative process flow fox parsing and splitting 

original data into two :or pore portions of e'#at'a in 

tABSIT t TI : ' EET (RU E 26.) 

EX1024, Page 2204



e caw Banc ri HY embodiment  f the present 

i.nVtnt on As . illustra ted., the original. data desire 

be parsed. a: d split in plain text 3306 (4:.e,., the 

word rrS MMI:Tlk is used as an example) It will be 

5 understood. that: any other type, of data may be parsed 

and split . in.. accordance with the' present invention, A 

se qi on key 33 00 is :generated. it the, length of. 

se s ion key 3300 is not compatible with the 11•ngth of 

origlpa.l data. 33.016, then- cip1her feedback session. key 
:10 3304. may „be. g'ener•Lt:ed . 

[6073 I1 one suitable approach, original data 330 

may be encrypted prior to parsing, spl i ttinnq, or both. 

For example, as FIGURE 33 w11:ustratfez<, original data.. 

336 6! may be XORed with any suitable value with 

15 cipher feedback session key 3304 , or with awi othe 
suitable value) , It will be understood that any other 

suit-able encr-yTti.on technique may :be used in place of 

or in addition- to the XOR tecbn.ique 'illustrate. It 

. ill ivartlhe.r be understood that althol ugh FIGURE '33 IS 

2:0 iliast:•xat.ed in terms of byte by .byte operations , the 

operation, may take :place ace at. the :bit level or at. any 

other suitable level, it will further: be understood 

that, if desired, there: need: not be any encryption 

whatsoever .off. original data 3:3,06 . 

5 [04381 The resulltwit encrjTted .data for original 

data if no e,ncry st:iori took place) is then hashed :to 

determine how to split the encrypted (or original) data 

among the output. buckets (e.g., of which... there are four 

in the illustrated e ample,I..<. In the illustrated 

ith example, the hashing takes place 4y bytes and is a 

function: of cipher feedback session key 3304, It wi ll 

be understood that this is Merely: 11.ustrative.. The 

:gashing may be perfor ied .at the bit level, if desired. 
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16} 

The hashing may he a function of any other suitable 

aloe ': -sides cipher feedback sessian ,key 3.:304. In 

another suitable opproa h, hashing need no'. . be used.. 

Rather..,, any other suitable teoh.nicfae for splitting data 

5 may be em loved. 

,f,04391 FIG M-1 34 is h :block. diagram of an 

1.1--ust.rative process floes? for restoring original data. 

3306 fr9m niq 6.x more parsed and split p rtibhs of 

or.i 'i.na ata 3306 -n accordance with one 7ernbodiment: o 

10 the. present InventioO.. The process involves hashing 

the j oft.ions -in reverse {.7 .•''• , •o the procsM•+.•z of FIGU• 

3 ) as a. Irun.ction of. •Ipher feedback session, key 3304 

to restore--the encrypted o igina.l..data (or original 

data if there was no encryption prior to the pa.rsiz:g 

15 and spl t' jng) . The encryption key may then be used: to 

re- tore the. original data ( i.e., in the 

eXample., cipher feedback s ession key 33{34 is used to 

decrypt the :MGR encryption by XOP.ing it. with the 

ai••••({ encrypted data) , This the restores o•• yi. gina2 data 330's. 

20:: .t0440 1 A'.3.GLYI CE 35 shows' .•.oi•1 F.. r•.4'",.•ip.•:•Ln tv'.2.'ng ma-

implemented in r.be example of, FIGUU'S ,33 and 3 :.,. A,, 

hash way he used fie. gY , as a function of the p-l"P er 

f•edback session key, as a function, of any other 

suitable -value.) to determine a bit value, alt which to 

5 split each byte of dat a:. it ill be understood that 

this is merely one illustrative gray in which to 

implement splitting at the bit bevel.. Any other 

suitable technique may be used. 

[04411 It will be understood , that any reference to 

30. hash functionality made herein may he made with —respect 

to any siAtable hash algorithm These include for 

exam,ple,, MD5 and :SHE -- 1. Different : sah ,algorithms may 
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,b e .LRe .: at dif f exent tim es and. MAY di.L._ f erent WVE iii-po a fit-s 

of the present invention. 

[04421 After ;a split point has been determined in> 

accordance: with the above 1u-st:rat~:ive xocedu.re or. 

through .Any other procedure -or algorithm, a 

determination ma l; be gads with :regard to which: data 
pa t' iozi5 to ap.pea d, each of the deft and right : egrents , 

°y siji-table a2.gor:a.t h:m may be used for making this 

. ,termi.hat"don 4; For examr.le; .:L.n one suitable approach, 

10 a. table of all possiblee dirt ri,butions (e> g, f ice. the 

form of pairings of' dest ina,tiotz.s :toIr the left segment 

and for the r ight segment) may be. created, whereby a 

destination share value for each of the left a.nd..r x.g'ht 

v_e meat. may be determined by using arIT suitable hash:. 

15 function. On Corresponding data in the. session :fey; 

Cipher feedback session key, or any ether . suitable. 

random or pseudo-random value, which maybe b generated., 

and extended to the size o• the original data. For 

example, a :sash i un.ct i on of a corresponding hype ii the. 

20 random or. pseudo-:random value may be made, The output. 

of the hash f.un'cti.on is used to dete≥r:mine which: pairing 

of destinations {• .: > s one -for the left segment and one 

for the sight se * enw) Lo: select frotts t`rhe -tab e of alb 

the destination combinat Iona. Based on this result:, 

25 each regr e t of the , split data unit 1s appe- n ed to the 

respective two. ;shares indicated tai:ed by the, table value 

selected as a result of the hash fancti:on. 

[0443.1 Redundancy inofrma€M-ion may be. appended to the 

data portions in accordance with the presentlnventioZll 

30 to allow for the z_estoration of the original data .using 

fewer than, all the data portions. For example, if two 

out of : four por t:ion.a are desired to be suf f is ent for 

restorat-ion of data, then additional data fxc:,  -tJ e 
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shares may be accordingly appended to each sure In, 

for exa ple., a round-robin manner here the si -ze 

of the: original ; data is 4MB, then share 3 germs its oomr 

shares as well as those of sharer 2 And 3 share I gets 

is oven share as well-1 a's those of shares 3. and ,4 f share 

gets -its own share as well as those af share.s 4 And. 
1:, and shire 4 ge.t:s its own shares as well as those f 

.hares I an,,-! 2). Any such suitable redundahcy rear be 

kised in accordance with the preIsent invention. 

10 [04.44] it will he -understood that :ahy other'sVi.tabl.e 

parsing and s li:tt:i.aq approach may be used. to generate 

portions of. data from an original datia set.:In ' 

accordance with. the present invention, Por, example,, 

parsing and splittIng may be randoml.r or pe u _ 

15 randomly :Processed on a bit by. bit basis.. A random or 

pseudo-random value may be used session :key:, 

cipher t:eedback session .key. etc,) whereby for each bit. 

in the; original data, the result of a hash. function on 

c orre pond ing data in the random or pseudo-  r and.dm ua.lue 

20 may inda .cat^,^.: to whi ch share to append the respectiNre 

3.t..., In 6?Y^e suitable. approach the s:ai3dom, or pseudo-

random value [may be generated a:s, or extended to, f3: 

times the size of t-he orig•Lnal data so that the hash. 

function may be performed on. a correFpondi.n byte of-

25 the random or pseudo-random value: with Xespect to each 

bit of: the original data. Any other suitable algorithm 

-sir parsi ing and splitting data. on a hit by bit level 

may be used .in accordance with the. present: invention. 

it. will -Curther be appreciated that redundancy data may 

30 be appended to the data shares siAch: as, for example, in 

the manner described immediately above in accordance. 

=pith. the present_ invent.ion . 
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[0445] in one suitable apgroacn, parsing and 

splaft-ting need not be random or pseui o-rando . Rather, 

any suit able deterministic algorithm for pa.rsl.ng and 

Splitting data may be used. For example, breaking up 

the original data into sequential shares may be 

employed ae a parsing and a••.≥A.tt ug algor :thm. no'h.er 

example' is to parse and split the cox i inal data bit by 

:bit:, appending each respective bit to the data shares 

eegdert :all in A. round-•Xobin manner it will further 

10 be app;tediated tt•at redundancy data may be appended Ito 

the data share, such as., for example, i.h the runner 

described .above in accordance with the present 

invention 

[04461 In. one embodiment ox the present Lnventli.on,. 

15. after the secure data ..parser genera I es a .numbe.r of 

portions of original data, in order to restore the. 

original data:, certain one or more of, the generated 

portions may be mandatory. For example, if one of t:he. 

portions .is used as an authentication share ('e . g . , 

20 saved on a physical token device) , and i :. the f;_xult 

tolerance feast-Pre of ,the secure data parser is being 

used. ( i.e., where ,:ewer than all portions are necessary 

to rePt- re. the original sal data), then eve;i tl ough the 

se.care data parser n3ay have access to a sufficient 

25 number of portions of the original nal data in order to. 

restore the originaI data, it may require the 

authett; cation share stored on the physical token 

device beige; it: :restores the original data. `t will 

be understood that any number and types of particular 

3, shares may be required based on, ;-for :exampLe, 

application, type of data, inert any other suitab]'.et 

factors, or any combination ;thereof. 
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144471 Ira one Suitable approach., the .secure data 

parser or some external component. to the secure data 

parser may en-crypt. one or more portions of the ori. inal 

data. The en rypted. portions may be required to be: 

5 provided and decx) t-ed in order to restore the original 

"tat:. The different encrypted portions may be 

dx pt With t • •?:1;'•ent encryption ceys:. For idxAmple,, 

this feature may. be. used to im-dement a more secure 

"two: .ia.n rule whereby a :f first user would need to .have 

14 a p4rt.icu ar 8,•are :encrypted using a first Ieri:oryption 

and a second. user would geed to have a. particular share. 

encr silted using a aecond encryption. key < in order to, 

access the. oraginal data, both users would need to have 

their, respective encryption .keys and prqv•i e their. 

is respective, portions of the original data. Iii one 

suitable approach, a public ,:key may be used to encrypt 

,one or more date::. portions that may .be .a mandatory share 

required to restore the original. data, A private key 

may then be. used to decrypt the share in, order to be 

:20 used to restore to the original data. 

(04461 Awf such: suitable paradiTi may be ,-used that. 

makes use of manciat ory sha-res- . ahexe fewer than all 

shares are needed to restore.or ginal dare.. 

(.4449) in ode: suitable ,embodiment off the.. present 

25 invention, i stribut l:on ,of data into a finite nuri,ber of 

shares of data, may be: _processed randomly or pseudo-

randomly such that from a statistical perspective, the 

probability  that any particular share of data receives 

a particular un Lt of data: Ax equal to the probability. 

30 that any one of the remain ng .shares will rece ye. the 

unit- of data.. ks a re u t = each share' of data will 

have an approximately- equal amount af data bits 
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104501 According to another embodiment of the 

present invention.—each of the: firiwe number of Shares 

of ;data need not have an eta". probab.i pity of r•eceiving: 

units of data. from the parsing and splitting of the 

5 oricti. I data. Rather certain one or more shares -may 

have a higher or lower probability thaln the 3'ema i nign 

shares - .ks a result., certain shares May be larger o 
atrEaller in. terms of bit :size relative.to Ether spar O. 

For; example:j i." a two-.share cenIario., 6ne .share ' a.Y: 

lC) Ve a :. %- probability of receiv.ing a unit of data. 

whereas One. second share has a I99t probabllity, It 

shhind follow, therefore that once the data units have 

been distributed by the secure data parser among the 

two share, the first share should have approximately 1 W 

IS of the data and the second shsr.e :99t:< Any suitable 

Probabilities may be used in accordanc. with the 

present invention. 

(04513 It will be understood that the secure da.:ta. 

passer may use. programmed to distribute Iatla to share. 

20 according to an exact (or near exact:) percentage as 

well. For example, the secure data passer may .be 

programmed to.:distribute F30s of data to a first share 

and the remaining 2Q%- o data to, 4 second share 

(045:21 According vp anoti her embodime t: of tie 

25 present Invention, the secure data parses may genera 

data shares, one or more of wAiich have predefined 

si es . For example, :the secure data parser may split 

orilginal data into data portions there one of the 

portions is exactly :256 hits::. In one suitable 

10: approach., It it i not possible ,.to generate: a. data 

portion having the r e sat-e ,a ez,f they the secure data 

parser may .pad the portion to- make it:: the correct size... 

.uny suitable 811.0 May be used, 

e 
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0.4531 In. .one suitable approach, Che size of a data 

portion may he the size ;of an encrypt :pan key, a 

splitting keyi and; other suitable key, or any.. other. 

su: ,table data: element... 

X04541 :As nrevIOUS—  ly discussed, the secure data 

parser may U.S.e keys in she paring and splitting itt.ing of 

data,: IFOX .puropses of clarity and .hreir. ty, these keys. 

SUAII he, referred to herein as 11 splitting kevs : fE For 

e•ianl le, the sess.iork Master. Key, previousl.y introduced, 

10 is one type o spi ttlxig .key. Al.sj as previously 

dizcussed:, spl..-I sting .keys may be secured with h .hares 

of data. generated .by the secure data parser, Any 

suitable algorithms. for securing splitting keys may be 

used.' to secure them among the share,$ of data, ftt 

IS example, the Shamir algorithm may be used to secure, the 

splitting keys whereby information tbat. :gay be Used to 

reconstruct. a splitting key .is generated and appended 

to the shares of data. Any other such suitable 
algorithm may be used in accordance with the 'present 

20 invention. 

(0455.3 Similarly, any suitable encryption keys m4y 

be secured within one or more shapes of data according 
to any suitable algorithir, such as the Shatrdr algorithm, 

or example, elicr.ypt on keys *.used t:o en.cr pt a data set 

25 prior to parsing and: splitting, encrypt on. used to 

encrypt a data. potions .a:fter- parsing -and splitting, or 

both may lie>..secured using, tor example, the Shamir 

algorithm. or any other suitable al-gorithm, 

(04561 According. to one eioodi ent..:o f the present.. 

30 invention, an. All or Nothing Transform: {AoU.) , such as 

a. Full Package Transform, may be used to further secure 

data by transforming  splitting ng. keys, encryption keys, 

any other suitable data elements, or any combination: 
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thereof, For example, :an encrypt lon key used to 

encrypt A; data >set Prior to: .prim and s la".t:ting in. 

accordance with the present invention may be 

trans formed, by an Ao.N'r algorithm. The transformed 

ner pt.iz r• • the be <distributed among the data 

shares according to.:s, for example, the Shamir algorithm. 

at any other sbitable algorithm; In. order 'to 

reconstruct ruct the encryption ke7; the enckypted data se:t 

must.: be regtored (e:..gl , not :neoeasa..rIly u:smg all the 

:10 da ;a Sharez if redunda'nCy wa_ . used in: accordance with.. 

th-e present invention) in order to access the necessary 

reformation regarding the transformation in accordance 

with ko s as is well .known by one skilled. in the art>. 

When the original na encryption key is, re ira e verd f it M\&" 

I be used to decrypt the encrypted data. Meth to retrieve 

the or..:Lg na i. data set. It will be understood, that the 

fa .lt tolerance features of the present invention may 

be used in conjunction with the Acs.NT featu:r .. Namely:,.: 

redundancy data may be :included in the data po t dohs' 

0 such, that fewer than all data portions are necessary :to 

restore the encrypted data set. 

[.04571 Imo. will be underwCc{od that the %oNT may. be 

applied to eacn..Ttian keys used to encrypt the data 

portions following parsing and sp.d.ittting :either, .fin 

plate of : in, add * - on to the encryption and AoNT of 

t e respective encryption key corresponding to the data 

sets prior to parsing and splitting, L i kewi.se, Oc may 

be a olied to splitting keys. 

[04581 in one emb.od'I.Ment: of the present, invention, 

30 encryption keys, spl itting keys, or both as used. x 

accordance with the present invention may be -further. 

encrypted using-, for example, a workgroup key in; .o des 
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to provide au extra level of security :to a. secured data 

set: 

[# 45:91 in one embodiment of the :present invention, 

an audit module may be provided that tracks whenever 

the secure  da ' a ,:parser is in-txoked to .split data., 

[04603 FIGURE ' 36 illustrates poaswble ,opt=ions 3600 

for'using the eompone:•ts of the secure 'data parser in 
accordance with the :invention. Each Combina.t:ion of 

options is outl:ihed below and labeled ,41th the 

10: appropriate step ;ntumbers from FIGURE .fib , The secure 

data parer may be modular in hature, alloWi.; g tsar an 

knc, algorithm thm to be used within i.n each of: the function  

blocks sown in FIGURE 36: For exAmlple:, other key 

spl.itt_i.ng (e,g, secret sharing) a:lgo.rithm;s .such as 

IS. Blakely may be used, in .palace of Shamir, tit the AEw. 

eb ryp ion could be replaced by other kz omw encryption 

algorithms such as Triple DES. , The labels sho,4m .in. the 

example of FIGURE 36 merely depict one possible 

comb na.t~, on. of algorithms ;for use in or4a embodiment cif 

the :i:nvention, I:t should be understood that any. 

suitable... algc.ri thm or combinat.ion of a _gorit.hms ma be 

used in place of the labeled algorithms. 

t04611 1) 36 . 0, 36.1 7, 36144 3615, 36.14, 3: 1 , :3618, 

3619 

{'6) sig presr7lsy -ez ,`pted data. at step 3'10, 

the data may be eventually split: into a :predefi_ned. 

number of shares. it the split algor.i.thim requires a 

key, a split. encryption key may be generated .at ,step. 

3612 using a cryptographically secure pseudo- ranl!ao • 

30 Number generator. The split encryption key may 

optionally e transformed using ,an All or Nothing 

Transform: (AoNT) into a: transform split key at. step 

3.6.1.4 before being key split -to the predefined :numbed df 
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share wi.,.h faii1t tolerance at fit p 361S... The data may 

then be split. into the predefined number of shares a t 

Step 3610. A fault tolerant- scheme may be -used at step 

3617 to allow for regeneration of t-he data ,from less 

than the total _numebr cif. shares. one the shares are 

created; authentication/ integrity informatdo.,n may be 

embedded into the s a-res at step .3.618. Eahc r>nare may 

be opt io ally post-encrypted At step 3: 1:' ; 

[04631: 2} 3.11.1; 3612, 3614 ; 3,615) ._16x.6, . 167, 361.8,,. 

10 3619 . 

[04641 In some embodiments, the igput data may be. 

encxypted u z . n. x: Lion key prov;xdeez us € •: 

an external system. The external key is provided at 

step 3611, For example, the key may be provided. from 

15 an external key store.. If the split :algorithm. requiret 

a boy:, the split encryption key may be generated. u8'ing 

a crypt ographically secure pseudo- random number 

generator at, step 3612 The split Bey may optionally 

be transformed using an All or Nothing Transform (AQ1 

0 into a t,r nstorm split encryption, key.at step 3614 

before being key split. to the predef .need number of 

shares with. fault tolerance at step 3caw .. The data is 
then split to a pr defined. nu&ber of shares at : step 

3616. A fault olerant scheme may be used at step .•:617 

25 to allow for regelnerat on of. the data from :less than 

the total,. number of !Ohara .. Once the shares are 

created, autnenticatioz /integr4t;.- information may e 

embedded into the sharer at step 3618, Each share may 

be optionally hest-encrypted at step 3619.-

30 [0465-3 31 3512.i 367:3. :3614, 3615, 3612, 361:, B 61,5 

361614 :3 17,.. 3618 F. x:63"9 

(04661 In some embodimen z:r an encryption. grey may be 

generat.w..d u9J'-ng .a. qryptagra.pi itlaIV t•ecure pseudo 
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random number generator at step 45-12. to transform the 

data:, Encryption of the data using the genera tee 

WlCryption, Bey may occur .at step 3.413. The encryption 

:fey may optionally be transrdr iad using an Allor 
Nothiniq Transform (AbNT) into :a transform encrypt .dn 

key at step 361.4 The transform encrypt ion. key and/.t 

en'eraLted encryption key may then be ..split: .ihtb the 

Predefined nui Ttlliber of shares with fault tolerance at 

:step 36151; if the spIl : algorithm .requirL•s a key, 

10 enerat ion.:o:t the split: encl-WI t ido key ugi g a 

er, y;Ptogranhically secure psetado random, .number generator 

may occur. at :step 36 . 2. The. split .fey may Ioptionally. 

into  a transform oplIt en.eryptIon key at .step 36'.14 

.,before being key split to the predefined number of 

shares with., fault tolerance at step 3615. :The data may, 

then be split into .a. predefined number of shares at 

step 3`62.6 A fault tolerant scheme may be: -used at step 

:;"617 to al.lo for regeneration of' the data from. .less 

•O than the total number of shares. once the -are 

created, authenticat ion/ integri tyinformation will b 

embedded .into rbe shares at step 3,61.8. Each share may 

'€Mhen be optionally „post~ encrypted step 

[04671 ) 3612, 3614, .361.5:5 U116:1 36i74 36"iav 3619 

25 (04681 In some embodiments., the data may be sp1 it. 

into a. predefined number of shares, 'if the spl it 

algorithm requires a heir, generation of the split 

e',=ryption key using a erypto rsphically secure pseudo- 

random iwmber :generator may occur at step 3612. The 

34 spay t: key may optionally ;be trans ox ed usi.nq -an All o 

I:oth:ing Transform JAoNT_) into -a transformed split key 

.at step 3614 before being hey split into the: predefined 

number of e.hares with fault tolerance at step 
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Thle data may then be splft at step 16169 - fault 

oltrant scheme maybe used at €3tep 3617 to allow for 

regeneration of the: data from less than the total. 

number of. shares; : Once the shares are 'created, 

5 a*ath xitica :.ion. int grity anfoxination ma embedded. 

into.: the shares at step 3618 Each :share may :be 

opw•.b xa1I po`•t -en•≥..r i•ted at step 3:6.19. 

104651 Although t the above four c Wbinatl' ons o 

6 Lions are. pr e.ferably used .n some embodiments of the. 

10 3 vehtion, .an•r <other suitable c•ambwi•at ions ' oaf fea'tures,. 

ste3as, apt .cry may be used with the secure data 

parser In , at,be.r embodiments 

00410) The secure data. parser may offer ,flexible. 
data prow ectioa by facilitating p4ysical separation. 

15 Data may be. first encrypted, then split' into .shares 

with I'm of n" fault tolerance; This allows for 

regeneration a the original informa liozx wben less than 

the total number of shares is available, For exa.mple 

some shares may .be lost .or corrupted in >t ansllliss.f:o 

The lost or c rTa pted shares May be recreated from 

fault tolerance or integri.ty • rft+••ma.t, o appended to 

the shares, as .discussed .in more detail belawv 

[04 711 rn order to create the shares,, a number of 

keys are optionally utilized by- the secure data parser. 

25 These keys may include one or more,. of the following , 

[04721 Pre-encryption key.-. When p. a. - enc option of 

the shares is selected, an ex ernal. key may be passed 

to t:h e secure data parser;. This key play be generated 

and v:to,"ed. ext.ernal.ly in a key store (or other 

30 locat-Lon) and may be used to optionall_,V 'encrypt data 

prior to data splitting, 

t04731 splitt encryption key: This key may be 

gene: ated internally and used by the secure. data. parser 
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t: encrypt the data prix to splitting-, This key may 

t.1aen be stored securely vithin the shares ua rig a :key 

split: algorithm. 

[04741 split sees on keys his key is not, used -with. 

5 an encnTt:-T' C)n algorithm rather, it may be used. to key 

the data ' a tition .nq algorittims when randoar. split'tiTi 

is elected: when a random slit is used:, a split 

session :fey may be .generated internally and used by the 

secure data peirser to parC-' tion the data into 'shares. 

10 This. key ray .be stored securely within the.. ''shar'es using 

a. key sp i:tt ng alq rithm., 

104753 Post encryption key, When post encr, tion o 

the, ha.xes. is selected, an external 'key may be ..passed. 

to the. secure data parser and. used to post: encrvrt, the 

15, individual shares This key -:ay .be generated and. 

stored externally in a key store or other suitable. 
location. 

(04'7'61 ;:L some embodiments, when data a s secured 

t n • r in this way, the us 3.n.9, ,,:••e secure data pa..se•. • ,. 

fig, information may` only be reassembled provli ded that all 

d t he xequlrea shares and ext:erna:1 en.,ryption ke s are 

present 

f04771 Fl ,uR 3.,7 shows il ust-ative overview process. 

37 0 0 for its ing the secure. data par serf .of t:he present 

5 i vent,io a . in sonme embodiments. As, described above, two 

well- suited functions for secure data parser -376 may 

include encryption 3'702 and backup 3,04. As such, 

ecure data. parser 3706 may be integrated with a :RAID 

or back-up system or ..a hard-ware or softwa.re encrypt .qn. 

30 engine in some embodiments. 

034 81 The primary ke processes associated with 

secure data. parser 3 706 may include one. or more of re-

e. ca-ypt ion. process 3708, encrypt/trans form process 
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.371.0 $ key secure process 3712., parse)-1 distribute process 

3'x:2:4, fault tolerance process 3716, share 

authentication process 3716 , and post-encryption 

princess 3720:. These proceMses MaY be. executed: in 

several: suitable orders or combinations, as detailed in 

FI UR"& 36.. The combiration and order _cif processes. used 

may depend on the pa t:;icular application or use, the 

c?Ve 1,: of 'e' u , ks f d6sired, 'whet~+he:r o t.iiona.% pre-

encr ypt~ t!? ,• pest-encryption, or both., are desired, the 

iO redulida des1 ed< the capabilities' or pekf6rmance 'of. 

an undwrlyr ng. or integrate sus: mY or any other 

suitable. factor or combination of factors, 

(44791 The olt~put_ of illustrative process 3700 -may 

be two or more shares 3722. As described' above, da.t~'a 

'1.5 may be d..istributed, to each of these shares randomly (Or 

paeud6-randomly) in some embodiments.. In other . 

embodiments, a deterministic algorithm (pr some. 

suitable combination of random, paeudo-random, and 

de'termi,n1st w> algorithms) may be used:,. 

0. [04:8,0) to addition to the.. i.ndav :du•Ll prot—tz ction of 

i orm&ti.on assets, there is sometimes a requirement. t-6 

.share information among different groups of users Or 

communities of interest:. It may then be necessax-•y to 

either control access to the . indiv d.u.al -shares within 

25 that group of users or to share credentials among those 

users that would only allow  members of the group to: 

reassemble the aha:res. To this end, a wor group key 

may he deployed to group mer erk :in. some embodiments o 

the in-=e.nt io-n . The workgr'oup key should be protected 

30 and kept confidential, as compromise  of the workg_•oup 

key may potentially allow those outside the group 4.0 

.Access i.nformatlon> Some systems and methods for 

workgroup key deployment and -pr•oteectior, are discussed 

e r V' r: l- F € _•E 2 
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below 

(048 1) The workgroup key concept allows for enhanced 

.protect-1-era of information assets by encrypting key 

information ion stored v thi the thaw es . Once 

5 operation is performed, even if all required shares an . 

external kegs are discovered., an attacker has no helps 

of recreat. J_r9 the information:  without access to the, 

w•rkg_ opu key-

(04621 : FIGUR-21 38 shows i1-li strative block diagram, 

10 3s 6b for stOring key and data Compone is Wit..i:n the 

shares in the example. of diagram 3800 the c)ptional 

p :e»enc:r,smt and post-encrypt, steps are omitted, 

althovgh these step; may be,: included in ether 

embodiments 

•. 03483') Th s'napla:fled process to sprti the data 

includes encrypting the data using en.cryptio.h a80 

At encryption stage 3802. Portions of exncrrptoin Key.. 
X8104 ,may teen be split and stored within shares 3816 # 

a Lorda.nce w: tla the. present; invention. Po t:i.ons of 

20 split, en.c 'ption key 3806 may also be, stored within, 

shares :. Using t: e an ,t enc r xption .key, data 808 

is. teen spla.:t and. stored in shares 3,8110 

[04 41 _[:n order to restore the data, split 

encryption key 3B4O6 may be .rstr _eveel. and restored in 

25 accordance with the pre4Nert ;invention:. `rhe split 

operation may then be reversed to restore the 

c phertext. Encryptim.-i key; 3804 may alos be retrieved 

and restored, and the c:iphertext may then be decrypted 

using the encryption key, 

311.) [049.51 w2.en a workgroup key: is utilized, the above 

process may be changed slightly to protect the 

enaryrpt cn key gait the workgroup. key . The encryption 

key may, :'fle.i be encrypted with the -Work.-group key prior 
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to being stored within the snares The modified steps. 

are shown in i1llustrative block diag1ram 3900 of. 

FIGURE 39. 

[0486) The simplifted process to zpI it the data 
using a workgroup key includes first encx,-ypti:ng the 

data. using the e.hc yption key at sta9e 3902. The 

ncryptioil key may then be e:: crvpted with the wor'ka oup 

key at stage 3904. The encryption key efficrypted ith 

the wckp4p key may then be spll. nto•:ort ns and 

io seared wi ih. shares °3.91.2.. Split kely 3908 m' y also he 

' Iit and 6tored in s1hares 3912. Finally, poktions of 

data MO are split, and stored ih. shares 39'i2 using: 

split key 2,908, 

[0071 in order to restore the data., the split key.. 

ma,,r ,be retrieved and restored in accordance with the. 
present invention. T.he split operati.o'n may then be 

reversed to restore he ci.phertext in accordance w. th 

the present Invention. The encryption key: (Which t4as 

15 

encrypted 

20 restored. 

using 'tie 

wi th the wcrkgroup key) may be retrieved and 

:The encryption key may then be decryptled 

workgroup key . Finally., the c phe.r. ext may 

e decryp :ed using the encryption key, 

[0488J, There are several secure. methods. for deploying 

and protecting workgro ip keys. Tie selection of which 

25 method to se for a particular application depends on a. 

mimber of factors. These factors may include security 

bevel required, cost, Con-ve.nfence, and the number of 

users in the workgroup. 

used in some embod ritents 

some commonyl used techniques 

are. provided below-

30 [04_891 Hardtraare--based 'Key Storage  

l-'.ariware-based soluti.on.e Senerally provide the 

strongiest guarantees for the secarity o 

encryption., de.c x ti:on keys 'in an. -encrypt•i.o,  system. 
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Exarh-oles of hardware-based storage solutions include 

tamper.... resistant key token devices which store key$ in 

a portable device {•:..g.:.• smart.card/dangle) , or non-. 

o table key storage periphe?rals. These s .elr ces are 

.5 designed to prevent easy dtipl cat.iol of fey material .by 

unauthorized parties. Keys may :be- generated by a 

trusted authority and: distr bute;d. to 'user,se or 

gen r'ated within the hardware. Addi"Ciona lly,. many key 

siro.rage systiems prlov.i de for multi-factor 
10 aUthe. nti.(:.  ,on.- where use of the ..: eye re4iures access 

both ' hvs: i bJeCt (t ake• and: a, p_ zsphrase or 

bi ome t riq..: 

tD4901 Sot twaxe-heed  Key Stmraqe 

While dedicated .hardware-based storage may be desirable. 

15 for high- security deployments or applications, ether 

deployments may ele:ct to store keys directly on. local 

hardware. '( e_tom.,f disks , RM or non-volatile : '.RAM stores 

such as USB.. drives ) This provides a lower level of, 

protection against insider attacks, or in Instances 

20 where an attacker is able. to directly acceszs the 

encryption machine, 

04,911 To secure keys on disk, sditwa.reMbased ;key 

management often protects :keys  by storing therm in 

encr gpted form E der a key derived :from a. combination 

25 of other authentication -met-r es, includ ngi passwords 

and pas sghrases , presence of ;oth:e:r keys • e_ g. , from a 

hardware-based solution), biometrics, or any suitable 

combination of the. foregoing, They le- el of security 

provided by such techniques uay range .from the 

30. relatively weak > key protection. mechanisms provided by 

some operating systems 1tS W ndaws and Linux) a t-O 

more robust solutions -implemented using multi- factor 

Authentication. 
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t04921 The secure data parSer Of the present 

invention may be advantageously used in a number of. 

applications and technologies For example, email 

system,: RA ID sy st ems, video broadcasting systems, 

.S, database'S•ystem or any other suitable system nay have 

th secure data.: parser :in.tegxated at any suitable 

16vel , As previously discussed, it will be Understand 

that the secure da-ta parser may also be integ-rated for 

protection and fault to.3e.rance of any t•Te o; data in 

101 motion through: Any tx:at,isport medium, including., for 

examppde, wired, w relessi or pbyslcal transport. 

mediums.. As one example, voice aver Internet. protocol 

(VoIP) applications may make use Of the secure data. 

parser of the present insen.tlon to solve probleims 

is :relating to echoes and delays that are commonly found. 

in VoIP. The need for network retry ,on dropped packets 

may :he elimniated by using faint tolerance, Which 

guarantees packet delivery even faith the loss of a 

pred.etermine-4 number of shares. Packets of data (evg r , 

20 network tpackets) may also be efficiently spI it and 

restored , on—'Che-fl  with. minimal delay and bulffering, 

resulting in a. coippLe ens ve solution 'tor variouLs types 

of data in molk: ion . The secure d'ata parser may act. on 

network data packets, network voice packets, file. 

25 system, , data blocks, or . airy other suitable unit of 

information, In addition to being integrated wit  a 

%o2P application, the secure data parser may be 

:integrated with e file-Sharing application (e.g., a 

weer-to-peer file-sharing applica ion) , a viedo 

30 broadcasting appli. anon, an electroalc voting €fir 

.polling application (Which may inclement ail electronic 

voting protocol and; bid signatures, such as the 

Se:nsu. prct c 1:.: an email application., or any votber 
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network application that may rE'qElire. -or desire ,secvt 3. e 

com; un.i.oation, 

L04933 in some enbod menu... support for network data 

in motion. may be pro,,rlded by the secure data parse' of 

5 the present invention in two distinct phases - - a 

header  4eneration phase alld a data part it.ionin phase . 

Simplified header generation. process .4000 and 

s3;mp ific-A data par-ULi.3ning process 4010 are sho'w"n in 

FIEGURES 40A  and 4OB, respect.ixiel.y. One car both of 

1.0 t4epe piroc sses may be performed on net`w6rk packets, 

file system blocks, or any other sL tab'l.e information, 

[04941 In some embodiments, header generation 

prowess 4000 may be performed one time at the 

i.n:it,ia.tibn of a network packet- stream. At step 4002, a 

15' random ( ors pseudo-random) split encrypt:i:on key, K., may 

be generated. The split encryption key, X,, may t..he.n :he 

optionally encrypted (e: g. , using the viorkgro p key 

described above) at .ARS key wrap 8t p 4,'004 Althoi-igh. 

an ES key wrap may be used. in some embodiments, any 

0 suitable. key encryption or. .key wrap algorithm may be 
used. in other embodiments. AES key wrap step 400 Rla.y 

operate on the entire split. encrypt gn key., •, or tl-ie 

split 'encry.pt on key may :be parsed into several blocky 

(e.,g 64-..bit blocks) . AES :key wrap step 4004 may then 

5 operate on blocks: of the split encryption key, if 

desired. 

104951 At step 4006, a secret sharing al.cTorithm 

(e . g. , Shamir) may be used to splil:t :the splay 

encryption key, K. in-to :key shares. Each key share may 

30 then be embedded into one of the output- shares ( e.g., 

in.. the share headers) Finally, a share ir.te r.lty. 

blcok and (optionally) a pros t-- authent :oat.i,on tag to . g ". 

Y'AC.? nay be appended to the header bolck of each. share. 
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