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LISTING OF CLAIMS

Claim 1

[1Pre] A method for securing a data set, the method steps implemented by a
programmed computer system, the method steps comprising:

[1A] creating integrity information using the data set;

[1B] encrypting the data set based on an encryption key to produce an
encrypted data set;

[1C] generating data splitting information, wherein the data splitting
information is usable to determine into which of a plurality of shares of data a unit
of data of the encrypted data set will be placed;

[1D] separating the encrypted data set into the plurality of shares based on the
data splitting information;

[1E] including in the plurality of shares data indicative of (a) the encryption
key and (b) the integrity information; and

[1F] causing the plurality of shares to be stored in respective separate storage
locations;

[1G] wherein the data set is restorable by accessing less than all, but at least

a threshold number of, the plurality of shares.

viii



Petition forinter PartesReview of U.S. Patent No. 8,271,802
Claims 227

Claim 2

[2] The method otlaim 1, wherein the step of separating the encrypted data
set comprises using a deterministic technique.
Claim 3

[3] The method o€laim 1, wherein the step of separating the encrypted data
set comprises using a substantially random technique.
Claim 4

[4] The method o€laim 1, further comprising causing a plurality of data units
in each of the shares to be rearranged relative to one another after the separating step.
Claim 5

[5] The method otlaim 1, wherein the step of separating the encrypted data
into the plurality of shares comprises causing the plurality of shares to have a
substantially randomly distribution of the encrypted data set.
Claim 6

[6] The method otlaim 1, wherein the data indicative of the encryption key
comprises data created using a Shamir algorithm.
Claim 7

[7] The method o€laim 1, wherein the step of including data indicative of the
encryption key comprises:

[7A] encrypting the encryption key with a second key; and
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[7B] including in the plurality of shares data indicative of the encrypted
encryption key.
Claim 8

[8] The method o€laim 7further comprising the method step of storing the
second key outside of the plurality of shares, wherein the data set is restorable by
accessing less than all, but at least a threshold number of, the plurality of shares, and
the secod key.
Claim 9

[9] The method o€laim 1, wherein the step of storing the shares in respective
separate storage locations comprises storing the shares on at least two separate
storage devices.
Claim 10

[10Pre] A nontransitory computer readable medium storing computer
executable instructions that, when executed by at least one processor, cause a
computer system to carry out a method for securing a data set, the method
comprising the steps of:

[LOA] creating integrity information using the data set;

[10B] encrypting the data set based on an encryption key to produce an

encrypted data set
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[10C] generating data splitting information, wherein the data splitting
information is usable to determine into which of a plurality of shares of data a unit
of data of the encrypted data set will be placed

[10D] separating the encrypted data set into the plurality of shares based on
the data splitting informatign

[10E] including in the plurality of shares data indicative of (a) the encryption
key and (b) the integrity information; and

[10F] causing the plurality of shares to be stored in respective separate storage
locations

[1L0G] wherein the data set is restorable by accessing less than all, but at least
a threshold number of, the plurality of shares
Claim 11

[11] The nontransitory computer readable mediumctim 10,wherein the
step of separating the encrypted data set comprises using a deterministic technique
Claim 12

[12] The nontransitory computer readable mediumct#im 10,wherein the
step of separating the encrypted data set comprises using a substantially random

technique

Xi
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Claim 13

[13] The nontransitory computer readable mediumct&#im 10, wherein the
method further comprises causing a plurality of data units of the encrypted data set
to be rearranged relative to one another after the separating step.
Claim 14

[14] The nontransitory computer readable mediunct#im 10, whereirthe
step of separating the encrypted data into the plurality of shares comprises causing
the plurality of shares to have a substantially randomly distribution of the encrypted
data set
Claim 15

[15] The nontransitory computer readable mediumct&#im 10, wherein the
data indicative of the encryption key comprises data created using a Shamir
algorithm.
Claim 16

[16] The nontransitory computer readable mediumct#im 10, wherein the
step of including data indicative of the encryption key comprises:

[16A] encrypting the encryption key with a second;kayd

[16B] including in the plurality of shares data indicative of the encrypted

encryption key

Xil
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Claim 17

[17] The nontransitory computer readable mediumcta@im 16wherein the
method further comprisestoring the second key outside of the plurality of shares,
wherein the data set is restorable by accessing less than all, but at least a threshold
number of, the plurality of shares, and the second key
Claim 18

[18] The nontransitory computer readable mediunct#im 10, wherein the
step of storing the shares in respective separate storage locations comprises storing
the shares on at least two separate storage devices.

Claim 19

[19Pre] A computer system for securing a data set, the system comprising:

[19A] at least one processor;

[19B] a nontransitory computer readable medium storing computer
executable instructions that, when executed by the at least one processor, cause the
computer system to carry out a method for securing a data set, the method
comprising the steps of:

[19C] creating integrity information using the data; set

[19D] encrypting the data set based on an encryption key to produce an

encrypted data set

Xiii
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[19E] generating data splitting information, wherein the data splitting
information is usable to determine into which of a plurality of shares of data a unit
of data of the encrypted data set will be placed

[19F] separating the encrypted data set into the plurality of shares based on
the data splitting informatign

[19G] including in the plurality of shares data indicative of (a) the encryption
key and (b) the integrity informatioand

[19H] causing the plurality of shares to be stored in respective separate storage
locations

[191] wherein the data set is restorable by accessing less than all, but at least
a threshold number of, the plurality of shares
Claim 20

[20] The system o€laim 19, wherein the step of separating the encrypted data
set comprises using a deterministic technique.

Claim 21
[21] The system oflaim 19, wherein the step séparating the encrypted data

set comprises using a substantially random technique

Xiv
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Claim 22

[22] The system oflaim 19, wherein the method further comprises causing a
plurality of data units of the encrypted data set to be rearranged relative to one
another after the separating step.
Claim 23

[23] The system o€laim 19, wherein the step séparating the encrypted data
into the plurality of shares comprises causing the plurality of shares to have a
substantially randomly distribution of the encrypted data set
Claim 24

[24] The system o€laim 19, wherein data indicative of the encryption key
comprises data that was created using a Shamir algorithm.
Claim 25

[25] The system oflaim 19, wherein the step of including data indicative of
the encryption key comprises:

[25A] encrypting the encryption key with a second key; and

[25B] including in the plurality of shares data indicative of the encrypted
encryption key
Claim 26

[26] The system oflaim 25wherein the method further compristsring the

second key outside of the plurality of shares, wherein the data set is restorable by

XV
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accessing less than all, but at least a threshold number of, the plurality of shares, and
the second key
Claim 27

[27] The system oflaim 19, wherein the separate storage locations are

located on at least two separate storage devices.

XVi
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l. Introduction

Petitionerrespectfully requests cancellation of all claims in U.S. Patent No.
8,271,802 (A6802 Patento).

I. Mandatory Notices
A. Real Party-In-Interest (37 C.F.R. 842.8(b)(1))

Petitionerl nt er nati onal Busi n dBV®© )iddtitel i n e s

itselfasarealpartin-i nt erest (ARPI 0) .

B. Related Matters(37 C.F.R. 842.8(b)(2))

T h 6802 Patent is currently asserted against PetitidnePatent Owner
(Security First Innovation4,LC) in Security First Innovations, LLC v. International
Business Machines CarfNo. 1:25cv-00514EDVA) (A Li ti gathasno) .
filed or plans to filepetitions forinter partesreview of U.S. Patent No8,904,194
and9,135,456 each of which is being asserted against Petitioner in the Litigation.

C. LeadAnd Back-up Counsel (37 C.F.R. 842.8(b)(3))

Petitioneris filing a Power of Attorney appointing the practitioners associated
with Customer Number 132,593. Petitioner designates the following lead anrd back

up counsel:
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Lead Counsel First Back-up Counsel
Taeg Sang Cho (Reg. No. 69,618) | Benjamin RoddReg. N0.79,159
Desmarais LLP Desmarais LLP
230 Park Ave 230 Park Ave
New York, NY 10169 New York, NY 10169
Telephone: (212) 353400 Telephone: (212) 353400
Email: tcho@desmaraislip.com Email: brodd@desmaraisllip.com
Back-up Counsel Back-up Counsel
Lindsey Miller Laura Avena (Reg. No. 78,920)
(pro hac vicdorthcoming) Desmarais LLP
Desmarais LLP 230 Park Ave
230 Park Ave New York, NY 10169
New York, NY 10169 Telephone: (212) 353400
Telephone: (212) 353400 Email: lavena@desmaraisllp.com
Email: Imiller@desmaraislip.com

D. Service Information (37 C.F.R. 842.8(b)(4))

Post and hand deliverfpesmarais LLP
230 Park Ave, New York, NY 10169
Telephone: 212-351-3400
Email: IBM-SFHPR-Service@desmaraisllp.com
Please address all correspondence to counsel identified alitetéioner
consents to electronic service by email at
tcho@desmaraisllp.com
brodd@desmaraisllp.com
Imiller@desmaraisllip.com
lavena@desmaraisllp.corand

IBM-SFHPR-Service@desmaraisllp.com
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II. Fees

Petitioner isconcurrently electronically submitting the required fees for this

Petiti on. The Board i s authorized
50-6822, for any fee deficiency.

IV. Certification Of Grounds For Standing

Petitioner certifies that thi02Patenis available fointer partesreview and
that Petitioner is not barred or estopped from requestteg partesreview.

V.  Overview Of ChallengeAnd Relief Requested

Under 37 C.F.R. 882.22(a)(1)and 42.104(b)(1}J2), Petitioner requests
cancellation otlaims1-27( A Chal | enged @@Paentms 0) of

A. Prior Art References

This Petition applies prélA provisions of 35 U.S.C. 88 10203 The

following references are pertinent to the grounds of unpatentability:

Pat. Pub. No. or Title | Publication/Priority Date | Prior Art Under At
Least(35 U.S.C.)

US 2003/0065656 published April 3, 2003 | 102(b)

( AT o (EXIHEB)
US2003/0028493 published February 6, 200 102(b)
(ATaj((EXDG0Y))
US 2004/0030921 published February 12, |102(a)
(A Al drEX4095 | 2004

fSecret Sharing Made| publishedas early as 102(b)
Shorb (AKrawczykd) | January 4, 1994
(EX1006)

US 2003/0200176 publishedOctober 23, 200 102(b)
(Fosteb ) ( X1

0]

t

C

h €
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Pat. Pub. No. or Title | Publication/Priority Date | Prior Art Under At
Least(35 U.S.C.)

US 2004/0049687 published March 11, 2004 102(a)

( A Or 4BEXMH00Y) )

B.  Public Accessibilityof Krawczyk

Krawczykwas publicly available at least sindanuary 4, 193 more than
one year before the ear I802°Paent (Qrtokers2b,b| e
2004). EX1021, 14451.

For instanceas explained by Dr. Sylvia HalEllis, Krawczyk was part of
volume 773 of thelLecture Notes in Computer Scien¢eENCS) series, titled
Advances in Cryptology: CRYPT@3, found atthelLinda Hall Library of Science,
Engineering & Technologywhich wagipublicly available as of January 4, 1994.
EX1021,746. Indeed, the print version ofithbookihad been received, cataloged,
and indexed at théibrary of Congress, made part of the OCLC bibliographic
database, and received the Linda Hall Library of Science, Engineering &
Technology fion or shortly after January 4, 1984&X1021,750. See als@X1021,
1146-49. Krawczykis also available online from the publist@pringerVerlag and
in the Association for Computing Machinery (ACM) Digital Library, which
indicates that th&rawczykreference published okugust 22, 1993EX1021, 145

C. Grounds For Challenge

Petitioner requests cancellation@gaims 1-27 o f  80R Raterdt under 35
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U.S.C.8103based on the following Grounds.
Grounds Claims Prior Art References

I 1-3, 5,912, 14, 1821, 23, 27 Torre, Tajima

[l 4,13, 22 Torre, Tajima, Aldridge

1l 6, 15, 24 Torre, Tajima, Krawczyk
\Y% 7-8, 1617, 2526 Torre, Tajima, Foster

\ 1-5, 914, 1823, 27 Orsini, Torre

VI 6, 15, 24 Orsini, Torre, Krawczyk
VII 7-8, 1617, 2526 Orsini, Torre, Foster

This Petition demonstrates that there is a reasonable likelihood that Petitioner
would prevail with respect to at least one of the challenged claBasU.S.C.
§314(a)
VI. T h €802Batent

The 6802 iPaetcetnetd itso a Asecure data pa
splits the data into multiple portions
EX1001, AbstractRe | evant t o t h e, Figuge@Rbelénart sehretwo[s c |
the steps of the process performed by the secure data parser on data to store the
session master key with the parsed gata E X 1 0223. For &xampFigure
21 discloses (1) generating a fAsmagestxy n mas
encryptinga data setusing the session master key (shownlitne greer); (3)
Al s] eparati ng t he[set]istafaulshares ay podions af parséde d d
datao (shown in blue); (4) similarly s

sharee( shown in red); and [Shargbtorthe premgpted | n g

5
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( smagemgrio farnmdata shares.g EX1081n 58:2

39. The data shares with key data further processed asired in storage devise

EX1001, 58:133, 58:5562. EX1002, 1148149,

Data to be
parsed

Encrygt
/|
RC4 .
Generate 1 Session
session > vﬁl?:: iﬁ;;’& key to be
master key Master key E secured
Access oot Access Split Session
session acscg:'td?r?gtdto Parser key according
master session key Master fo Parser
key key Master key
Parse
Encrypted
Ené:rj;ap{ed . dgg
aia Encrypied :
et da%g share 3
share 2
A
Generate Generate Generate Generate

share 1 key

share Z key, share 3 key share n kay

Encrypt
Pieces
A 4 Y h A
Encrypt share Encrypt share Enerypt share Encrypt share
1 data with 2 data with 3 data with n data with
share share share share
1 key 2 key 3 key n key
A 4 A4
Encrypted Key n Encrypted
share 1 {data / share 3 (data /
session key) session key)
Encrypted Encrypied share
Obfuscate share 2 (data / Koy 1 n (data / session
session key}
FIG. 21

EX1001, Figure 21.

The

cryptographic

0802

P ahe pracess admitfingtr se t datta i nt o

spl i t52:40ek yltg trypogpllt procegss O

6

s h
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A p r o[s] sufficeent redundancy in the shares such that only a subset of the shares
are needed to reassemble or restore the
53:15-19. See alsd&X1001, 5328-54:40. EX1002, 1150151

A. Prosecution History

The 6802 Patent originali3@d,36i(r3@&@m U. S
App.0 ) , Februbre 1, 2012which is a continuation of U.S. Application No.
11/258,839 BI®App.0 ) , Ofkctoberd 2005vhich, in turnclaims priority to
Provisional Applications 60/622,14filed October 25, 2004) and 60/718,185 (filed
September 16, 2005EX1009, 249, EX1010. EX1002, 152

Thed 8 0 2 0OPsa t cabsdad after one round of Office Actianthout any
amendment The Examiner issued a NeRinal Office Action rejecting the
originally-filed claims EX1009, 324-328 In responseApplicantarguedwithout
any amendmenhatt he c¢ | ai msporifherppar ahbog including, in a
plurality of shares, data indicative of
EX100, 561. Subsequentlythe Examiner allowed the claimsinamended
EX1009, 569576. EX1002, 1153154

VII. Level Of Ordinary Skill In The Art

Aperson of ordinary skil/ i n the rel
earl i est «cl ai me802Pateni wouldihdvg hadBemtcdr ed fo rtOlse d@&

in Computer Science, Computer Engineeririgjectrical Engineering, or an
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equivalent field, an@bout 23 years of experience in thields of data storagand
security Lessprofessional experience can be substituted by additional education,
and vice versaEX1002, 155

VIIl. Claim Construction

Petitioner submits thato terms require constructidor the purposes of this
IPR! EX1002, 1157-159

IX. Specific GroundsFor Challenge

A. Grounds | : Torre And Tajima Render Obvious Claims 1-3, 5, 9
12, 14, 1821, 23, 27

1. Torre

Torredisclossin [ a] system and met hod [dat&ar s hr
€ tstore and retrievdthe] data while emphasizing considerations such as
redundancy, I nt &x¥y1003,[0049]. Specifically, Boorataadhdsy . 0
transforming the input dat a n(EX®0@, s mal
[0051) and Awriting t he [ingrultigled stoeade unita p u t
(EX1003, [0052]). iiShredding is done in a mann#érat adds redundancy to the
shreds so that the input data can be recovered from a fewer number of shreds than

the total number sEX&00Z 963 0 EX1003, [ 005

! Petitioner reserves all rights to raise claim construction arguments in other forums.
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Torre expl ai ns t Imputdatausinga sériesoprocatgsingr 0 s |
steps as shown in Figure £X1003, [0063] See als&X1003, [0055][0057]. For
example, whenthe shreddereceives input dat(step 122)it iper f or ms f
transformations (step 138 EX1003, [0061]. The shreddethenfial | ocat es
transformed by the first transformations into various different blocks of(dep
1330 c al | e-dhred8]p (EX1003, [0061] [008(Q) by Asplit[tin
[transformed]d at a0 ( E X 1 0 DoBre suljsépwehtipdriorms a second
transformatior(step 134pndin f ur t her spl i ts the units o
of data and generates additional redundant data (step 135) so that fewer pieces of
storeddat a are necessary to restoreThe he st
shredder thenompletes the shredding procesgpbyforming a third transformation

(step 136) EX1003, [0061][0062]. EX1002, 1164 168.
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/"IJU

START

| RECEVE DATA [T

FIRST 132
TRANSFORMATIONS

|

ALLOCATE DATA

SECOND 134
TRANSFORMATIONS

133

REDUNDANCY [ 135
GENERATION

1

THIRD —136
TRANSFORMATIONS

126

-
YES_— SHRED
~~._ MORE ?

| SEND TO STORAGE |-128

Fie. 4

EX1003, Figure 4.

Asthe shreddeprocessemputdatausing various stepthe shreddeappends
Atagso to the processed data Ato keep t
l nput data 139 as the pieces of the 1 np
[0078]. Alnformation[in the tagsjdescribing how the shreds were creasatsed to
reassemble the shreds through processes

EX1003, [0053].EX1002, 1169170

10



Petition forinter PartesReview of U.S. Patent No. 8,271,802
Claims 227

Torre provides one implementationa$hreddein Figure 34 Therethe first
transformeld74i u s e s -1aignatitédgeneration function to generate a signature
associated with the received data to generate-shpesl 466 containing the received
data and a tag of the SHAsignature (EX1003, P131); the allocatol76i s p | i t s
the preshred 466 into three data blocks 494, which are sent on to three redundancy
generatord180/]468 each located in three of the sectied components 164
(EX1003, [0135]) andthe redundancy generatdB0 generats six redundanpre-

shredA70from each data block 494&X1002, 9171

11
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SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION
INPUT |19 =
DATA X — (.
e FLE | g
SHREDDER | .-~ —
3 1 T U -
174 FRST | }—160
64— TR?ES;‘ET}'ER e DATA —466
A ;’ _______________________ SHA-1 Signalure
176—- ALLOCATOR 266 286 286
P (494 | 494
492—
15 [[Bwock o ¥ [Caeck 1 | [ Block 2 -
495 495 495
180—-| REDUNDANCY ! !
GENERATOR NODE 2
468 ((4.6) RS)
o
“ PIPIPIPIPIP | g
LI~ THIRD =
82 IRANSFORMER \
472 (CRC32) 1-E
PIFEHE) &
_ clicllcle =
{27 L ,:?J
496
SHREDDED |_— 752
INPUT
DATA 476
r=- A %7 ~— Ny !
148--— :
476 —| — - 1
i Server Server Server Server Server Server |
: 1 STORAGE POOL !
Fig. 34 NN, L A j

EX1003, Figure 34.

Torre explains thahefirst transformer antheredundancy generatoan be
implemented in a variety of ways-or examplethefirst transformer can perform
digital signature generatiaandencryption,and appena tagfor both the signature
generatiorand encryptiorsteps EX1003, Figure 11 (Rule 9), [009[092. Also,

theredundancy generatormageii [ a] redundancy Copydésf or m

12
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simply

ma k e

mul tiple

exact

copi es

The followingfigure illustratesuch variations tthe first transformer and the

redundancy generatan Figure 34,which is pertinent to the invalidity of the

challenged claimsThisvariationis referred herein as thi@orre Systemo EX1002,

173174

174
46°

160 REDUNDANCY

468~ (Copy-N(2))

SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

WPUT |19 T
DATA X

SHREDDER

-

FIRST 160

TRANSFORMER| ~g90 -~
(SHA-1+Encrypt) .-~~~

:| ALLOCATOR

st

Encrypted Data

SHA-1 Signature

466

~

+ Encryption Metadata

| GENERATOR

THIRD
TRANSFORMER

EX1003, Figure 34modified).

(crez2) || |

86 // 286 286
// 494 | 494 494
Bi.OCK(ZIJ [ BLOCK 1 |/ [ BLOCK 2 |/
4}95 495 495
NODE 0 [ wooET NODE 2
470
[PIIP} P][P] RIS
'i
=
CliC =

=
frga
*

476

Server Server Server Server Server Server |
i

STORAGE POOL

1
e -
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2. Tajima

Tajima discloses fia personal I nf or me
improve the security of personal information that is registered with areas that are
connectible to t he;[0048 &Speafiedly,Tajima téaghtsd 0 4 ,
Adi vid[ing] [] personal I nf @ r a@rdhgthen | nt
data portions itrhadi fafrer eunntd eg e r[vseerpsariat e
[0046]. EX1002, 175176

Tajima disclosesseverali met hod|[ s ] of di vi diong p
EX1004, [A0Q, [0106]. For exampleTajimateachesin connection with Figure
10 (below)t h a't Aper sonal information é is f
portions each of different arbitrary length 0 EX100ABe¢ca@auadé] tt
personal information is divided into data portions of different arbitrary lengths in
this casethe arbitrary lengths, which is information relating to the method of
dividing and method of arrangingmust be attached to daof data fragments X

and Y. o EXEXAMZ 1741081 0 7

14
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Fig. 10

arl:!trary fevtf
r ,

1T 1]
| 7o
X Y

information relaffng to the metﬂo&( of cffw‘c{fhj and the
method af‘z'"’“?""c? the personal information

EX1004, Figure 10.

The method of Figure 10 can lepplied toencrypteddataas well For
example, as illustrated Figure 11 iper sonal éi hof mast oancr
theencrypted personal informatioandinformation regarding the keyhat is used
i n the encryption are then divided into
length as shownig F 1 G. 10. 0 ECalmiB8®IT ajimg expdlath®that
theii nf or mati on r egar éncrgpied kegused to engrgghema y b

personal informationEX1004, Claim 8 EX1002, 1179-180.

15
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-‘nfuma-uon

N\

\\

/

X

Y

information mfat-'nj to the method of divid ing arol the
methoo ofarrmgmy d.zPersouaf information

EX1004, Figure 11.

3.

Torre In Combination With Taj i ma (ATorr e/ Taj.i

Torre System In View Of A Tag That Includes An
Encryption Key, As Taught By Tajima

In Torre, whera shreddés first transformeprocesses input data using a first

transform functionit generatea tagdescribinghatfunction and appersdhetagto

the

to form apre-shred as shown in Figure 1ébelow). EX1003,

[0078], [0102]. Thetagis laterused bythe de-shredder to undo thest transform

function and reconstruct the input data. EX1003, [0078}. F o r I n§ft ance

encryption[] was done bythe first] transformer of the shredder 160, thign

decryption[] would be performed by the inverse transformer of the deshredder 390

corresponding to thiirstft r ans f or mer

111.85-187.

16

BXTL003, [0X23].EX1002,d d e r .
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ALLOCATOR TRANSFORMATION AND TAGGING
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INPUT
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FIRST TIER TRANSFOMS A 270
174 272 ’(’6
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TRANSFORMED
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FIRST A

TRANSFORMER
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EX1003, Figure 14.
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— i
o 1
Q |
> i
ey H
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1
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1
1
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I BLOCK N E—\

- 286

ms 127

If the first transformerencrypts the input datdhe tagmay contain an

17

fidentifie] ]oan encryption function. EX1003,[00781Ea c h o

the deshredder as taught by Torre. EX1003, [0123K1002, 1.88.

f t he

also containdentifiers of the particular functionsperformed by the shredder 160
é For example, aencryption functioné . )0 A POSITA would have understood
that the tag identifying an encryption function is indicative of an encryption key

because otherwise, it would not be possiblartdothe encryption operation using

t ac

-
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At a minimum, it would have been obvious to modify Tawencludethe
encryption keyn thetagbecause that was well knowRor exampleTajima teaches,
in connection with Figure 11, encrypting input data with ecryption key
appending the with the encryption key and splitting the
collectionof the andtheencryption keyinto data fragmenisas

shown below.EX1004, [0109-[0110], Claim 8 EX1002, €189-190.

Fig. 11

Y

—
’—-—"/
information relating 4 the methoo of dividing andl the
methool ofarmng;ng the personal information
EX1004, Figure 11.
It would have been obvious to combine Torre with Tajima so that when
T o r rfiestotrensformerperforms an encryption function, theg includes the

encryption key This specific combination is referred to ash &orrdiTajima

Systeml1.0 EX1002, 1191-192.

18
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Torre/Tajima System-1

SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

NPUT 199
DATA X — 460
] SVA )
SHREDDER | .-~ —

1
1?44-‘_ FIRST 160 T
| TRANSFORMER | —4¢90 -~ Encrypted Data — 466 ‘

4" (SHA-1+Encrypt) -
. _)_,,4—" ISHA-I Signature l+ Encryption KEVI
176+ ALLOCATOR 286 p h 266
492-] 494 494 494
i e | BLOCK 1 BLOCK 2
495 495 4}?5
| GENERATOR NODE 0

180t REDUNDANCY | |
| NODE 1 NODE 2

468— (Copy-N(2)) [
ey
I Pl [l!] PIlPl
-

] THIRD
16z :‘ TRANSFORMER

]
\
472 " (cRe2 ] =
(ches2) 1) . B PiF| (2
< _')'_/, I R Che ?’J
/
496
1

v

DATA id

Server Server Server Server Server Server
STORAGE POOL

A POSITA would have been motivated to combine Torre with Tajima as
shown in Torre/Tajima Systeth First, both Torre and Tajima are directed to
solving a substantially similar problem in a substantially similar wgth Torre
and Tajima are directed to securely storing data in multiple storage devices. EX1003,
[0049] EX1004,[0044], [0048] And both Torre and Tajima teach a substantially

similar method to achieve that goalEX1003, [0051}[0052], [0061}[0062];

19
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EX1004, [0109]. Accor di ngl vy, a POSITA woul d ha\y
teachingsare eadi | 'y ap p | shredddrEXa002, $1937199r r e 0 s

Seconda POSITA would have been motivated to incltitke encryption key
in the tagso that the dshredder carmse it laterto decrypt the encrypted data
(EX1003,[0078], [0123]). In Torre,thetag generated by thast transformerns
used bythe de-shredder to undo the operations previously perforaretheinput
data to reconstruct the input data. EX1003, [00[(&]23]. Thus, wen thefirst
transformere ncr ypt s data using an encryptior
Encryption Standard (DES)o (EX1003, [ OC
that thedeshreddewill need the encryption key to decrypt tleacryped data
because the DES B symmetric encryption process that ues same key for
encryption and decryptionEX1023, 12:4458. EX1002, 200-201

Thiscombination would have been particularly obvibesausé& would have
merely amounted tasing a known techniqu@ a j | tachrdgsiefor appending
encryption key to encrypted data improve a similar devic@lorre Systemin the
same way oproviding the encryption key as a tag appended to the encrypted data
so that the deshredder can iige decrypt the encrypted dateX1002, 02

Third, Torre expl acars hHéatemr dsagntied as
include the transformation steps taken, [amgbjut parameters used O EX1003

[0056]. Thus,when the first transformer perfornemcryption a POSITA would

20
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have sought to include, in the tag, input parameters associated with the encryption
function, such as an encryption kejind Tajima teachebow to do soincluding
the encryption key as a tag to the encrypted data. EX1004, Figure 11, [0109].
EX1002, ®03.

A POSITA would have had a reasonable expectation of succpssviding
an encryption keyas part of a tag First, Torre uses the tag
functions should be performed in [the first transformer stage] of reconstructing the
input datd] from the shredded inputddla 6 EX1003WhenOOo®8] eds
transformer performs encryption, the tag for the first transformer would indicate how
the input data was encrypted so that the first transformer in the deshredder can
decrypt the encryptedata. EX1003[0078], [0123]. In fact, Tajimaappends the
encryption key tdhe encrypted datso that during the data reconstruction process,
t he method can use the encrynptadctimgijustk ey t
like the tagin Torre. EX1004, [0110] EX1002, 1204206, 208

SecondTorre explains that At hée caebeb o di m
equi valently 1 mpl e ooeputergprbgraansumEng onroeeorn r Mo
more computers. o EX1003, [0141]. Acco
in TorreSystemwould have merely involved writing program code. Thataswell
within the skill of a POSITA. EX1003, [0141Keynetik, Inc. v. Samsung Elecs.

Co., Ltd, No. 20221127, 2023 WL 2003932, at *2 (Fed. Cir. Feb. 15, 2023)

21
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(ANor mal | vy, once the function to be pe
writing code to achieve thatEXIOQNRT i on |

ii. Torre/Tajima Systeml In View Of Taj i ma o s Dat
Remapping And Splitting Method

Torreds s hr eatlodatorthati p a I t1 d erseocaehisvland hdea t a
A s Ppsjoi dtpartitioned datanto data blocks. EX10Q30099] [0102] Figure 34
As shown inFigures 15 and 17heallocator includes @ p e r muftha]teor 2 8:
maps the ordering of the transformeeceivedld at a 274 usD102)0 ( EX
forexamplei c hunki ng [ anEX]L003, [A10X)rThecalocatonayso  (
includesa Asplitter 28Mmappbdat daspl insotdat
EX1003, [0102].TorreTajima SysterLlusesT or r e 6s partiti oning
chunking and interleaving, to splihe encrypted datanto multiple data blocks

EX1002, ®09.
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ALLOCATION BY CHUNKING 272
272 ALLOCATION BY INTERLEAVING

| e 4
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[ { N

274

v a
' |
\
{ | ALLOCATOR N | f 1 } dok 0
} — | [ o TAG
} 1 TAG : : Bytes Input[4#i] VAN
| ‘ Block 0 A | |
‘ ! ~ ! I Block 1
| ; 4G : 5 - I‘ Bytes Inpuf[4%i+1] TAG
Dl N Block 1 A TRANSFORMED | | | = =N
TRANSFORMED | || = =1l DATA - & Block 2
e E El g o
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L A
286 268
282 284
282 284 26 288
Fig. 15 fig. 17

EX1003, Figures 15, 17.

Torre also teachehat the allocator may remap the received data using any
suitabl e method fAdependent uponSupharti c
flexible remapping methods were well knowrkor example Tajima teachesn
connection with Figure 1(elow) (1) receivingnformation to be secured, such as
theencrypted data arthiefie ncr y pt i on k ey u §psdlittingthe t he ¢
receiveddataintGa pl ur al i ty of arbitragy lepgthastshoem s e a
iné F 1 G.;arld@)Yarranging the plurality of data portions imuultiple data
fragmentsX, Y. EX1004, [0109] [0156] Claim 8 SeeSectionlX.A.2 [Tajimal.

EX1002, 1210-211
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key .‘nfvhm-uo n
I-—'"""_-'\

O

N
| XW/

fnjcormt-'oﬂ. relat-‘nj To t/le Metftoa( of g/:‘w'c/:ng am( tﬁe
pethod afarmngmj dﬂ}:ersonal ih:ﬁ)rmata‘nh

EX1004, Figure 11.

Thus, t would have been obvious tarther modify TorreTajima Systeml

to implement the in Torre/Tajima SysteAl t o

perform Taj

thereceived datto generatelata fragmentg.e.,

presshreds 287n Torre/Tajima Systerl), as inTaj i mads. EX1@4r e

[0109]. EX1002, P12

In this combinatiod referred to agiTorre/Tajima Syster200 the

determinefiar bi t r [8]ragcording to @ fuhction of, for example, random

numbers, time, or file capacjyand usethe determined arbitrary lengths to divide

the collection of the and theencryption keyinto data portions

having the respective arbitrary lengthiEX1004, [0106] [0109] The can

thenassign eacllata portionto one of thepreshreds asi n

24

Taji maods

11



Petition forinter PartesReview of U.S. Patent No. 8,271,802
Claims 227

EX1004, [0108 [0109], [0156] Torre/Tajima Syster2 is illustrated below

EX1002, 1213215

Torre/Tajima System-2

SHREDDED
INPUT
DATA

) B C
Server Ser:ter Server Server Server Server :
STORAGE POOL '

L mcerssre s T ——— - —————————-—— -
- NS BN B EEE BN SN EEE BN SN BN BEE NN BN BEE EEE e

Torre, Figure 34 (modified)

I |
INPUT |19 |
| DATA X -
I swReooer| .- |
I [ T A - I
Tajima, Figure 11 174 FIRST | 160 I
ajima, rFigure LT mansrorer| —~g00 - Encrypted Data 466
) HA-1+Encrypt) -~ I
= SHA-1 Signature l+ Encryption Keyl I
|
286 286 286
494 494 o |
e I BLOCK 1 BLOCK 2 I
4!95 495 495 |
NODE 0 [ NoE1 NODE 2 |
' |
|
PJ[F] I
|
i eiel |
C CLC__ﬁ I
'
|
|
|
|
|
|
|
|

A POSITA would have been motivated ¢combineTorreTajima Systerrl

wi t h Taj i atéedsbecanse bdthddrre and Tajima are directesbtaing
a substantially similar problem in a substantially similar wa&ectionIX.A.3.i

[Torre/Tajima Systenri]. EX1002, 1216-217.
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Furthermore,a POSITA would have beespecifically motivated touse
T aj | mmeth6dn Torre/Tajima Systerl becausd orre expresslymotivates that
combination. Torréaeachesthat he fAscheme of remappingo
thetransformed data and the tags caribe e ma psmg ahysuitable methadkat
Ndepend]|[ s] up o n.o EX1O03,[000]l Azaordirgly,ta P@QSITIAO n s
would have been motivatdd seeksuitablemethod for remappingand splitting
receiveddata and would have understood that Tajima teaches such m#tabd
takes i nto consider &Xooo04ipaotDeéel andst
length according to a function of, for example, random numbers, time, or file
capacity ) EX1002, 1218219

A POSITA would havealso understood thal aj i ma 6 simprowes h o d
security becausiey assigningdata portioso f fiar bi [6]0 atry d ielnfge he |
shredsn roundrobin (as shown in Tajim®Figure 11, below)t would be harder
for a thirdparty to reconstruct thedata from the preshreds Accordingly,
| mpl ementing Torrebds allocator using T
using a known technique of rearranging and splitting received inform{atiom ] i ma 6 s
Figure 1) to improve a similar device (Torfeagjimab s al | ocat or ) i n
(increasingarbitrarinessn pre-shreds/data fragments generated by the allocator).

EX1002,9220.
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Fig. 11

information relating to the methoo of ,,/;v;cl;n7 ard the
method ofwmnginy anersom/ ihﬁ‘rh\at;oh

EX1004, Figure 11.

A POSITA would have had a reasonable expectation of success in
implementing Torrflajima Systerld6 s al | ocat or usikrg, Taj i
there is nothing unexpected about the combination. As explained above,
Torre/Tajima Systeri usedts allocator to remap and splitetransformed datand
the tag. EX1003,[0099],[0102] Taj i madés met hod, t oo, r
transformed data (e.g., encrypted data) thedag (e.g., encryption keyEX1004,

[0109]; [0156] Claim 8 Accordingly, a POSITA would have readily understood

that the combination amounts & simple substitution of one knowechnique
(Tordam@d | ocati on techni gqumgthodft@ obtam not h «
predictable results @éarranging and splitting the receiwaata andts tagaccording

to Taj i maBEX$002ym214222d
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SecondTorre explains that Athe embodi m
I n part, can be equivalently i mpl ement
running on one Or more computers. o E X1
Taji mads met ho dstembh wolild maveanerghavolvedaritingay
program code. Thawaswell within the skill of a POSITA. EX1003, [0141];
Keynetik,2023 WL 2003932, at *2EX1002, 223

Third, bothTorre/Tajima Systerl Gallocatorand Taj i m@atess met h
a substantially similatype of information(in Torred the transformedencrypted)
data and its tagincluding encryptiorkey), andin Tajimad the encrypted data and
its encryption keyand produce substantially similar type of outpudré-shredsn
Torre anddata fragments in Tajima). Accordingly, a POSITA would have
understoodthat aj i madés met hod wo ulexstingallacdtiod v r e
methodto perform the same function (splitting the received data) predictable
manner (by assigning data portions of arbitrary lengths tshmeds as taught by
Tajima). EX1002, 1224225

At a minimum, it would have been obvioustoinaj i maés met hod o
and rearranging dataAs Torre itself recognizethen s c he me of r emappi
|l i mited, 0 and the transformed data and
met hod that ndepend[s] wupon .pPatheteiwasul ar

adesignneedtoimplememt r e mappi ng scheme that adap

28
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There would have beemnfinite number opredictablesolutions for such remapping
schemessuch as (1) hybrid combinations ofhunking and interleavin(EX1003,
[0100]);(2)Aadi vi d[ i1 ng] [ t haelurality of dataperttbns eéach od |
equalarbitrary length and f ar rtahreg [diatbgajesipeds(BEX1004n s
[0108]); and(3) it d i v i [the received datdhto a plurality of data portions each
of different arbitrary lengih and Aarrang[ i ng] oshrédh e
(EX1004,[0106]). Each ofthe identified solutions would havead a reasonable
expectation of success fthrereasons provided abov&X1002, 1226-227.
* * *
Torre/Tajima Systerl and Torre/Tajima Syste@ are identical except for

the specific implementation of the allocatorhus,in the fathcoming sections

when the analysis does not implicate the specific operation of an allocator, the

analysis refers to Torre/Tajima Systdnand Torre/Tajima Syste@collectively as
fiTorre/Tajima System. EX1002, 1228229
4. Clam1
Torre/Tajima Systemenders claim 1 obvioug&X1002, 230.
i. [1Pre] A method for securing a data set, the method

steps implemented by a programmed computer
system, the method steps comprising:

Torre discloses [1Pre[EX1002,1231, 238

29
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First, Torre disclosesiia] method for securingfinput data]. ® Torre
describedi [ a ] system and met hod €& tostoresand edd i
retrieve datawhile emphasizing considerations such as redundancy, integrity, and
security of data 0 EX100Bar Med@AOdJddi ng sy&isem an
envisioned to be used with any other encryption method that provitkssrad level
ofsecurityd e pendent wupon such other factors ¢
[0085]. See alsd&X1003, [0095][0096], [0109]. EX1002, 232233

Second theinput datastoredby Torre (and hence Torre/Tajima Systein)
theidataset d orre expl ai ns t h a tfiledr priothenferndi np u t
andcanbegeneratédoy r ecei ving or recowdegaorg dat
audio orvideob r 0 a d ¢ a s tEX10@3y[@30M$wus,the input datanay bea
videocomprisinga set of video frame€£X1016 (Microsoft Computer Dictionary),

350 (.mpeg MPEG2). The set of video framesatisfiesthe claimedidata seb

because it is a set of ddfeames) EX1024 (Rangan), 2Indeedi n Pat ent Owr

litigation againstGoogle Patent Owneibroadly construedidata seb to mean

Acoll ection of i nfor B1&EKLOGRMR3H286 st orage.
Third, Torre disclosest h atlhe méthod steps [are] implemented by a

programmed computer systend OTscerarceni ngs may be i mpl e

2 The quoted claim language is identified usimipoldeditalics.
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morecomputer programs running on one or more computergEX1003, [0141]
[0142]. EX1002, R37.
ii. [1A] creating using the data set;

Torre discloses [1A]EX1002, 239,244

A n the process of shredding, input dgdata sef is generally transformed
i nto many small er pieces of Adpattafthe al | e
transformatios, ifia f i r st transfor mer 174 per fo
function®on the input dataEX1003,[0073,[0062]("d at a tr ansf or med
t r ans f o) Figaré 34 cOmes example of the first transformation functiom
f generatiortd EX1003, [0084] For instanceTorredisclosedhat
the first transformer46& ecei ves t he i np BHA-ldsgratare 1 39 &
generation functionto generate a associated with the received dat@
generate areshred466 containing the received data and a tag ofShe

,0as shown belowEX1003, [0131].EX1002, 1240-241.
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T h eligiidl signaturéshowsthefintegrity information @ orreexplains that

a digital signaturé@ such as SHALd i s

information reconstructed from trehr e d s .

used

EX1003,

t data mtegeitpbf the o r A

[ 0086 ]

usingsignaturegeneration allows fordata integritychecking ©[0088] Torre®s

teaching is consistent with h e

0 8 OwhichRasdstatestthafiie]xamplesof
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integrity information may include digital signature informationo EX1001,
64:3035. EX1002, 242243

jii. [1B] the data set based on an encryption
key to produce an ]

Torre discloses [1B]EX1002, §245,252.

First, Torret e a cclnesindihedataseté t o pr odrwe®@daan
set @As explained in SectiohX.A.1 [Torre], the first transformecanencryptthe
input data(idata sed) after creating a digital signaturgifitegrity informatioro .)
For exampleT o r rFigubesll(below)s hows f[ a] table of all/l
c o mb i n dor ihefinsstiansformerand the subsequendecond transformer.
EX1003, [0091] Figure 11 The tableincludea A Fpr e col umn [t ha
which functions are performed by the first transformer [iddyellow] and the
second transformer 178 green] 0 EX1003n, t[hCi0s9 1t]Ja.bl e, ¢
the : and 0S06 represents the sig
EX1003, [0091]. Accordingly, ro of Figure 1B outlined in blué showsthat
the first transformer can creatdigital signature, and subsequerily the input

datato produce an 1 See alsd&X1003, [0092] EX1002, 11246-248
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1st Transformer- 2nd Transformer
T Advantages
RULE | ¥ 112/ 3[4]5[6] 7] 8] 9[ 10[11]12
E| 7|8
215
3 |A 2
4 ¢ 3
5 | € 2 78
6 |E 6/7]8
715 2 12
g S 7.8
10| A[G 213 11
11| AlE 2 (4 [ |71 |9
n 12| AlS 2 6| 10|
5 13 |¢c 2|3 |5
=& 14| ¢ 3 78
zs 15 | ¢ HEEEG
=9 16 | E 2 6/7'8
83 17 |E 1z 6[78 12
== 18 |S 1]2|3 1] 12
s 19 ]S 2] (4] [ 7] {9 12
a2 20 |5 12[3]°[5 12
=
=8 2 |s 1|3 78
Eo 2 |S 12 7[8 12
o 23 | Ale 2[3[a] [ (7] [ _[11
E= | 24 | AO 23] | [6 10/ 11
S 25 | AlE 2| |&| [6]7] [s[10
=g 26 | AlS 23] | |6 i
b L 27 | AlS 2| (4] [6[7] 9]0
WS 8 | C 203185 7] |9
@ 29 |¢C 23] |5]6 10
= 0 (¢ 2(3[ [s] [7]8
3¢ 3 | [e[7]8
2)¢ 2[3] [5[6 12
3¢ HENGEE
34 | S 12|34 70 |9 11{12
3/ |S 1[2[3]45] [7] |9 12
36_|S 23 s (7le] [ | |12
37| Al 2|34] [s]7] |9]10]11
36| Al 2|3]4] [6]7] [a|10]11
39 | Alg 2|3[4] [6]7] [9[10]11
0 ¢ 2[3[4[5]6]7] [9[10
41 | C 2|3(4|5(6]|7 10
2 ¢ 23| |5[6|7]8] [10
Fi $3c 2[3[ [5[6[7]8 12
Hc 2[3]4[5(6[7] |9 12
1 1 45 C 2[3] [516{7]8 12
EX1003, Figure 11.
The operation of the first transformeand the corresponding

encrypted datareillustrated below EX1002, 249.
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Torre/Tajima System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION
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L STORAGE POOL
Second Torre further teaches that thi: stepencrypts the input data

fibased on an encryptionkeyi | mpl ement ati ons of encrypt
useblock ciphers 6 s u c hData Encryptioh $tandard (DES) 0 EX1003
[ 0085] . 't was wel | &nmethodof ebcty@ting data ifi b | o «

blocks using an encryption key, and that DE&ngxample of a block cipher that
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encrypts the input data using a symmetric encryption kKE)X1023 12:44-58.
EX1002, 1250251
iv. [1C] generatingdata splitting information , wherein the
data splitting information is usable to determine into

which of a plurality of shares of dataa unit of data of
the will be placed,;

a. Torre/Tajima System-1

Torre/Tajima Systenl satisfies[1C] because Torre disclose&s renders
obvious[1C]. EX1002, 253,267.

First, Torre disclosesor at a minimunrenders obviousigenerating data
splitting information 0 As explained in SectionX.A.3 [Torre/Tajima], the
Aper mut anthe alloc2tdra-mdps the ordering of the transformed data 274
usi ng vari ous partitioning mehtunkimgd s 0 (
interleaving andhybrid combinationsof thesetwotypes ( EX1003and [ 010
the Asplitter QpBsAhefemappbe dGdt @acabhbo] dat
(EX1003, [0102). Seealso EX1003, [0099]. Torre explains thafispecific
remapping isdependent uporparticular situations 0 EX10O0BEX100Z, 010 1]
M1R54-255

A POSITA would have understood thEdrre adaptsthe remappingto such
Aparti cul aby seecigubaettiwenesndo fivari ous part.i

(EX1003, [0102]), and such selection would entailegenerang selection
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information ( data splitting information .) Without suchselection informationit

would nothave beerpossible to switch between remappmg he mes fAdeper
upon particul ar Si t u&X1016,n83 (case statémeyit 0 0 3 ,
EX1002, 1256-258.

To the extent Patent Owner argues that Torre does not teach generating such
selection informationa a minimum, it would have been obvious to generate such
selection informatiorto switch betweerii v ar i ous par dbhasedonmni ng
Aparti cul.adX1083;[@1004 [0102). nls was well known that mode
switching may be performda generatingelection informationEX1016, 87(case
statement | ndeed, Torre al r gidanyatioh descobmegthe N g e n
all ocator 0s] processing, o0 which woul d
remapping schemeEX1003, [0103]. Thus, the modification would have merely
amountedtd i r st nAgenerat[ing] i nformation de
l.e., selection informatiopand using it teselect the remapping schemiEX1003,

[0103]. EX1002, 1259-260.

Torre itself motivates thdescribedmodificationbecause Torre teach#sat
the allocator wouldparse and split received dafalependent onparticular
situati ons. Q[0IPH EXI0C2,R6] 010 1]

A POSITA would have had a reasonable expectation of succgsaanating

andusing the selection information Torre/Tajima Systerl becausé would have
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merely amounted to executing one remapping scheme over another based on the
selection information EX1002, 262-263

Second Torreteaches thatuchselection informatioriis usable to determine
into which of aplurality of shares of data unit of data of the
will be placed dOnce the first transformer 174 performs its transformations to form
apreshred 466, N [ spliisthe preahiret 466 iatthee datd Bl ks
494. 0 E X 1 8@ alsd&cX10031[B061] As part of the splitting process,
the allocatomuses theselection informationio choose the partitioning methdiuht
would determindnow a unit of data of the s assigneda one of
thedata blocks EX1003,[0100}[0102]. EX1002, ®64

By allocating a unit of data of tha to one of thelata blocks
t he al | odetermimefd][using thesdection informatiohinto which of a
plurality of shares of data unit of data of the will be placed 0
EX1002, ®65.

For exampleas shown belowgncethe allocator provides thiata blocksthe
redundancy generator 180 generates, under the-R@E)yredundancy schemigyo
copies of each unit of dafilom the receivedata blockand provides thevo copies
to the third transformeas illustrated in the diagram belowX1003, [0113].Each

copyi ncl udes fiex aunit of datagl theereceivedl=fia bibdx See

EX1003, [0113] (AA r edun d\acandgusedbysonef or Ir
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implementations to simply makeultiple exact copies of existing datao ) .

The

transformer then processesch unit of datdo form a shred as shown below.

EX1003, [0132]. Eachshredthusincludes aunit of datafrom the corresponding

data block EX1002, 1265-266.

Accordingly, the allocator uses theelection information( data splitting

informatiord )

Torre/Tajima System-1

SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

INPUT 139
DATA X e
SHREDDER | .~
[l I —_— —————
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!
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-
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182 TRANSFORMER \
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t
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d et er daiamleck(@nathus, whidshres) la unit of

L SHREC
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~—r

o
w0~
>

Server Server Server Server Server Server |
|

39

STORAGE POOL



Petition forinter PartesReview of U.S. Patent No. 8,271,802
Claims 227

data of the 4 6 6encfypted data setwill be placed EX1002,
1267.

b. Torre/Tajima System-2

Torre/Tajima Systenr2 satisfies [1C] because Torre in view of Tajiteaches
[1C]. EX1002, %268 273

First, Torrein view of Tajima teachefyeneratingdata splitting informatioro
As explained in SectianlX.A.2 [Tajima] andIX.A.3.ii [Torre/Tajima], Tajima
fdivide[s]ofithe and information regarding the kggncryption key
éeinto a plurality abitrad/éenghaposhownsi paéel
10. 0 E X 1;0Chim 8 (clarif/ihglttaffinformation regarding the keyis
fiencryption key). A[T]he arbitrary lengthoisii nf or mati on r el atir
of dividing and method oérrangingd (EX1004, [0107])and is thugidata splitting

informationo EX1002, 69

Fig. 10 Fig. 11
kemmt.'on
wéﬁ;«z;,r!ﬂytf [ IJ [ T ’L—\"\L\ﬂ
T e
P oo\ —

Y
%H——_’ information mfatu‘h‘? to the method of J;v.‘d‘:nﬁ arel the

n‘u)p[ a"ungi onal | ratie;
information m,’a-émg- s the metfwaf of a’ilria'n‘nﬁ and the et Df "7 the pers / "ﬁ wien
nethod P]tkrmngfﬂj the ,persnnnl'infwmcian

EX1004, Figure 10-11.
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Tajima further teaches that thebitrary lengthinformationis figenerat[ed]o
In Tajima,data isidivided into a plurality of data portions each of differarititrary
length according to a functionof, for example,random numberstime, or file
capacity 0 E X 1 0 O Thys, tHe a@rhittaky [ength informationdepends on
parameters thatare determined at the time of executing the method of
splitting/arranging such as random numbers or tim&hus, thearbitrary length
informationis generatedvhenthe methods executed EX1002, 270.

Such understanding consistentwith other teachings in TajimaTajima
differentiatesbetweensplitting data intop or t i ons havi nog afinadr b i
splittingdataintgo or t i o n predaternainedi ¢ x @ d EXL1004, {Oh01]0
[0106]. Accordingly, the fiar bi t;itsgenerdtedatgt ho
the time ofexecution EX1002, 71

Second Torre/Tajima System2 teacheghat thearbitrary length information
fis usable to determine into which ophkurality of shares of data unit of data of
the will be place® for the reasonthat theselection information
in Torre/Tajima System meets this portion of the limitation.See Section
IX.A.4.iv.a. By allocating a unit of data of the to one of thedata
blocks t he al determiag/dfjusinghhaasbitrary length informatigninto
which of aplurality of shares of data unit of data of the will be

placedo as shown belowEX1002, 72
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Torre/Tajima System-2

SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION
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V. [1D] separating the encrypted data setinto the

plurality of shares based on the data splitting
information ;

a. Torre/Tajima System-1

Torre discloses or renders obvious [1E]X1002, 274,276.
As explained in SectionX.A.4.iv.a [1C, Torre/Tajima Systert], Torre
discloses or renders obviousingselection informatiorio separate thencrypted

data seinto data blockswhich are then furthgorovided asshreds( iurality of
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share® ) See als&&X1003,[0100Hf 01 02] (AThe splitter 28

splitstheremapped data i nto EXE022R7H| ocks 286 ¢

Torre/Tajima System-1

SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

INPUT 799
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U —— -

b. Torre/Tajima System-2

Torre in view of TajimaeacheglD]. EX1002, 277,279
As explained in SectiohX.A.4.iv.b [1C, Torre/Tajima Syster@], Tor r e 6 s

allocator usesthe generatedarbitrary length information( data splitting
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informatiord Yo separate thencrypted data sdnto data blockswhich are then
further provided asmultiple shreds( @lurality of shares ) as illustrated below.

EX1003,[0131]-[0136], Figure 34 EX1004,[0106}[0107], Figure 11 EX1002,

Torre/Tajima System-2
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION
INPUT  |-—139 e ‘
DATA X
SHREDDER| .-~
[ -
174 FIRST | 160
4% TRANSFORMER| =490 = Encrypted Data | ——466
r ————————————— (SHA-1 + Encrypt) "’,.’
.- _'D‘ SHA-1 Signalure |+ Encryption Ke
176 ALLOCATOR 286 - 286 286
197 - 494 494 494
s | BLOCK 0 BLOCK 1 BLOCK 2
495 495 495
/30— REDUNDANCY ) !
GENERATOR [ NODE 1 NODE 2
466— (Copy-N(2)) -
R
P][P] PPl | s
L[ THIRD =
182" TRANSFORMER \
4721 (cRe32) R
A L JEs
496

SHREDDED |~ 752

DAk 776
148- r
4761
i Server Server Server Server Server Server
vi. [1E] including in the plurality of shares data indicative

of (a) the encryption key and (b) the integrity
nformation ; and

Torre in view of TajimaeacheglE]. EX1002,11280,285.
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In Torre/Tajima Systenthe first transformeprovides are-shred outputhat
includes (1) the ;zand (2) atag comprisingthe
( yandtheencryption keyasillustrated below SeeSectionX.A.3.i
[Torre/Tajima] EX1003, Figure 11 (Rule 9), [0091]0131], [0134], Figure 34;
EX1004,[0078], [0085],[0123]. Subsequently, as explained in Sectigm.4.iv
[1C], the allocatoin Torre/Tajima Systerdividesand arranggthe pre-shred output
into multiple preshreds (EX1003, [0135] EX1004, [0106], [0109] and the
redundancy generator and the third transformer fugheeesses thewultiple pre
shredsnto aplurality of shred{EX1003,[0131}[0132], [0135). EX1002, 1281-

282
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Torre/Tajima System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION
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Because thérst transformed pre-shred outpd which includeghe SHA-1
signatureand theencryption ked is rearranged ansplitinto theshredstheshreds

includefndata indicative of (a) thencryption keyand (b) thentegrity information 0

EX1002, 1283-284.
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vii. [1F] causing the plurality of shares to be stored in
respective separate storage locations

Torre discloses [1LF]EX1002, 1%286,288

Torre teaches thathe shredsare storedin storage deviceprovided in
firespectiveseparate physical locatiortsIn the context of the Torr€ajima System
N[ e] acthreecdfita Mobke 4Xesults in[two] shredsl56 being stored on the
[respective two| serverd 76 0 i n a storage pool 148,
[ 0 1 3 Bdr higher ieliability, thestorage unit§such as theservers 476n the
storage pool 148] could bphysically located separately from one anotheo
EX1003, [0069].See alsdX1003, [0052] Accordingly, the Torre/Tajim&ystem
causes thelurality of shareto be stored imespective servetsh at ar e Aphy

located separately from one anotber E X 1 0 0 3 EX100D, &9 | .
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Torre/Tajima System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION
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viii. [1G] wherein the data set is restorable by accessing less

than all, but at least a threshold number of, the
plurality of shares.

Torre discloses [1G]EX1002, 1289,294.
Torr e e x pslheddingis done B a manner that adds redundancy to

the shredsso that thenput datacan be recovered fromfawer number of shreds

than the total numbeX10821R90 ed. 0O EX1003,
For exampleTorre discloses a deshredderégonstruct the input data from

shreds EX1003, [012]. As an initial step ofh e deshredding pra
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deshredder obtains a regeneratsuset of shred456 (step 411) beingnough
shreds156 from the shredded input data 152 be able to reconstruct the input data

139 0 EX1d.0ftheo HtOalizded shreds are valid,
functions inverse to those functions p¢
input data. EX1003, [0121]See alsdX1003, [0125][0126]. Accordingly, Torre

t eaches t hatdatdshbe) rastosable by d @ d¢ @ subpsetgpshacdsii

156 (step 411) beingnoughshreds156 from the shredded input data 1%@ be

able to reconstruct [ O%2 a&dpepsing léssithan all, 1 3 9
but at least a threshold number, @he plurality of shareé.) See alsd=X1003,

[0128]. In Torre/Tajima Systenshown below the input data is restorable by

accessing 5 of the€hreds EX1002, 1291-293
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Torre/Tajima System
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5. Claim 2
i. [2] The method ofclaim 1, wherein the step of

separating the encrypted data setcomprises using a
deterministic technique.

a. Torre/Tajima System-1

Torre discloses the additional limitation of [2X1002, 295,301
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Theallocator in Torre/Tajima SystethusesT or r e 6s par ttoti oni
split thepreshrednto multiple data blocks EX1003, [0099[0102]. SeeSections
IX.A.3.i andIX.A.3.ii. EX1002, ®95.

Onesuch patrtitioning method is chunkinforred &igure 15 below) shows
Ala]l]n exemplary depiction of chunking &
through remap, which sequentially grabs blocks of data and passes the sequential
bl ocks of data through the permutator
EX1003 [0104]. SeealsoEX1003, [0105], Figure 16&X1002, 1296-297.

Anothersuchpartitioning method is interleavinglorred Eigure I7 (below)
showsii [ma]exempl ary depiction of I NnR8r | eav
uses an interleaving 4@ap, which in some implementations is rouontin
di stributing of the data at the bit or

EX1002, 98
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| [Bytes Inpu{#4i+3] | A\
I
TAG
] |
Lr Block 3 A 22 284 286 288
— (
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Fie. 15

EX1003, Figures 15, 17.

The chunking and | mateeniniste éeghniques] mfed th o d
separating thencrypted dat{ éncrypted data set)nto data blocksbecause they
assign a unit of data in tlheicrypted datto one of thelata blockdn a predetermined
manner Indeed,t h e 0 8 0 fuggd3tathatechunking and interleavingare
exampl es of a id.eEXLO0ir26b7rA84 iIEX10G2) 1839r i t hm
300

b. Torre/Tajima System-2

Torrein view of Tajima teacheghe additional limitation of [2]. EX1002,

11802,305
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As explained in SectiomX.A.3.ii, the in Torre/Tajima Systenr2
determinesiar bi t r ar y | sdhe detetmjned]arbitbary éengths to diviele
thecollectionof thetransformed datf éncrypted data setand the encryption key
into a plurality of data portions. EX1004, [0106], [0109]. The then assigns
each data portion to one of theta blockdn around-robin manner, as shown in
T aj i1 Foaré E1.Accordingly, Torre/Tajima Syster2 separates theansformed
data( éncrypted dataset) usi nmgolai m ocansi gn me nusingo f

a deterministic technique) EX1002, 1803304.

Fig. 11

X VUL Y

fn'formtt'pﬂ J"Bi'ﬂ.t-'hj o the method of a’f'v-‘c{:nj( andl the
method ofammgmjl t}.a,versmf information

EX1004, Figure 11.
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6. Claims3,5
i. [3] The method of claim 1, wherein the step of
separating the comprises using a

substantially random technique.

[5] The method of claim 1, wherein the step of
separating the 3 into the plurality of
shares comprises causing theplurality of shares to
have a substantially randomly distribution of the

Torre/Tajima Systen2 satisfieg3] and [S]because Torran view of Tajima
discloses the additional limitatisiof [3] and [5] EX1002, 806,310,314
As explained in SectiomX.A.3.ii, the in Torre/Tajima Syster
d e t e r mrbitnagy dength[s] according to a function of, for exampl&ndom
numbers aises the determined arbitrary lengths to divide th&lection of the
¢ éncrypted data set pnd the encryption key into a plurality of
data portionsand assigns the data portions intaia blocks EX1004, [0106],

[0109]. EX1002, B08

The teecrypteddata | acks antecedent basi s. F
Peti ti on eencryptedidater ptroe tnse ain Aiencrypted dat

1307.
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Accordingly, the separates thg ( éncrypted data
seb ) damat béocksusing a fisubstantially random technigadhat relies on
Ar ando m osatisfyingtmesdditional limitation of [3JEX1002, B09.
The also satisfies the additional limitation of [SRecauseahesizes
of the data portiosd the arbitrary lengtkd ared et er mi ned based ¢
n u mb eeack bittofthe collection (including the )ais randomly
assignedto one of thedata portionswhich arethenassigned to thelata blocks
EX1002, B11
Suchrandom assignmesibf each bit ofthe collectionto data portions, and
the subsequent assignment of tieta portions tolata blockaare illustrated below
Here each block identifie®ne of 32bits in the collectior; blocks with the same
color correspond to a data portiof an arbitrary length andthe data portions are
added todata blocksin a roundrobin mannepper Taj i maodMmdasi gur e
explained in SectiotX.A.4.iv [1C], thedata blockare therprocessethto multiple

shredqnot shown) EX1002, B12

Arbitrary
Lengths
. 1111 111(1(2 2|21212(2|2
Bit |1(2)31415 SIS {E1E glolo|1 als|6|7|89
Data Block O Data Block 1 Data Block 2
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Because each bit of theollection (including the )ais
randomlyassociated with one of the data porti@nshich aretheninterleaved into

multiple data blockand subsequently into multiptéredq @iurality of shares g

the shredsh a vasubBtantially randomly distribution of thee ©
EX1002, 813
7. Clam?9
i. [9] The method of claim 1, wherein the step of storing

the shares in respective separate storage locations
comprises storing theshareson at least twoseparate
storage devices

Torre discloses the additional limitation of [X1002,718315, 318

As explained in SectiofX.A.4.vii [1F], themultiple shredare storedn their
respective storage devicesh a t may b eseppratophysidaklacatioms i
And asshown below Torre/ Tajima System stores tlséiredy share® ) on at
two separatservers EX1003, [0135]. SeealsoEX1003, [0052] EX1002, %316

317.
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Torre/Tajima System

SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

INPUT |39 _
DATA X T
SHREDDER | .-~
o] [
174 FIRST ——160
46" TRANSFORMER| ——490 e Encrypted Data | — 466
(SHA-1 +Encrypt) -
,_t;{v“’" SHA-1 Signature |+ Encryption Ke
176— ALLOCATOR 286
492
s | BLock o
v.{ REDUNDANCY
T80 T CENERATOR
468— (Copy-N(2))
e
]
Ll THIRD =
821" TRANSFORMER \
472~ (CRC32) &
- =
- ,}—-"" ”}
496
SHREDDED | _— 52
DATA
148---
475,
8. Claim 10

Claim 10isidentical to claim 1 excefor the preamble [10PreT orre/Tajima

System satisfied10A]-[10G] for the reasons provided above for [AA{G],

respectively EX1002, 1319321
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i [10Pre] A non-transitory computer readable medium
storing computer executable instructions that, when
executed by at least one processor, cause a computer
system to carry out a method for securing a data set,
the method comprising the steps of

Torre discloseflOPre]. EX1002, 1822,326.

As explained in Sectio IX.A.4.i [1Pre], Torre disclosesfia method for
securing a data set&X1002, 823

Torre states that its teachingc an be i époly é wodtwateed
EX1003, [0141]. Torre explains that its softwares | mpl ement ed a
( domputer executable instructiangEX1003, [0141]))andthat h e s owhénwa r e
executed by at least one processor, cplse computer systetn t o pgher f or n
method EX1003, [0141] éxplaining that it4eachings aremplementedias one or
more computer programsunning onone or more computeré8 , as one oOf
programsrunning onone or more processodg [0142], [0064] Torre also teaches
that the software codsstoredni s i gnal bear ifinfgl onpepdyi adoi sskust
di sk drives, CD ROMs, di g( 06 pdnjransagoye , an
computer readable medium) EX1003, [0141][0064] EX1002, 11824-325.

0. Claim 19

Claim 19 is identical to claim 1 except fothe preamble [@Pre] and
limitations [19A}[19B]. Torre/Tajima System satisfies [19{1]91] for the reasons

provided above for [1A[1G]. EX1002, 1827-329.
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i [19Pre] A computer system for securing a data set, the
system comprising:

[19A] at least one processor;

Torre disclosefl9Pre}[19A]. EX1002, 1330 332 334

As explained in SectionX.A.4.i [1Pre], Torre discloses method for
fisecuring a data set @X1002, B30.

Torre teaches that its method is perforrhgad ficomputer systetrhavingfiat
least one processar EX1003, [0141](explaining its teachings are implemenéd
ficomputer programs running @me or more computerg programs running on
one or more processorsp[(142]; [0064]. EX1002, %331, 333

ii. [19B] a nontransitory computer readable medium
storing computer executable instructions that, when
executed by the at least one processor, cause the
computer system to carry out a method for securing a
data set, the method comprising the steps of:

Torre/Tajima System satisfies [19B] for the reasons provided above for
[10Pre]. SeeSectionlX.A.8.i [10Pre]. EX1002, B35
10. Claims 11-12, 14, 182021, 23 27

1 Torre/Tajima Syeemsatisfesthe additional limitation of claims 11 and
20 asprovidedin SectionlX.A.5 [Claim 2];

1 Torre/Tajima Syster2 satisfesthe additional limitation of claims 12
14,21, and 23or the reasons provided BectionlX.A.6 [Claims 3, 5];

and
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1 Torre/Tajima Syeemsatisfesthe additional limitation of claims 18 and
27 for the reasons provided 8ectionlX.A.7 [Claim 9].

EX1002, B37.
B. Ground Il: Torre, Tajima, And Aldridge Render Obvious Claims
4,13,22.
1. Aldridge

Al dr i dge i sstorabe and trangfed of lame datasets with high
security across existing network® EX1005, [ 0013] . Al
A [ esurity is achieved through two steg&X1005, [0013]), as illustrated in Figure
2 (EX1005, [0049]). Firstioriginal data source 1 comprised of files and
subdirectories Z0  airsep | i t 0 finbosskegmengsdob fjxed length-B3.0
EX1006, [0056]. Secondjfia]djacent segments may be then grouped in multiples
of n (n=3 in the example in FIG.2a n dt]hefidata in each group of n adjacent
segments may then lies ¢ r a melsultiegdndosegments ¥ of equal length o

EX1006, [0057]. EX1002, 1841-342
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00544b0599812245 02c336a217ic78a6e 047bd7d81 Te1Vestn

6085820128150

0140172002 0000 010112002 00:00 010172002 00:00 010112002 00:00 0110172002 0000 00172002 00:00

Fig. 2

EX1005, Figure 2.

Aldridge explainghatn fis less than or equal to the total numbesedments
(EX1005, [ 0057]) , and themantber osegments oviere n e f |
which the data from a file is distributegi.e.,n)s o tif thaftles d@re to be held in
obscured format on the recipient's deyice ]itéreduces the time required to
reconstruct a file from the scrambled data by reducing the amount of data that must
be accessed. EX1005A PgSOA waulp have understood thatis

beneficially small and can ke or at a minimum, would have found it obvious to
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make n=1, thenumdemosegmenteovei which the data from a file is
distributed . © EX10BX002 B48059] .

2. TorrelTajima In Combination With Aldridge
(ATorre/ Taji mal/ Al dri dgeod)

It would have been obvious to augment the Torre/Tajima System with

Al dr i datg scambling technique improvesecurity Specifically, it would

have been obviousiomp | ement Al dri dgeds scamnkde scr a

individual shredsas shown belowEX1002, 844346
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Torre/Tajima/Aldridge System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

INPUT |19 o
DATA X r/ — )
|
SHREDDER | .-~~~ —
: 1

]7;_,-1 FIRST | 160 =
oy TRANSFORMER| 490 e e }Encrypted Data — 466 ‘

(SHA-1+Encrypt) .-~~~

ol SHA-1 Signature |+ Encryption Ke1
176— ALLOCATOR 286 286
92" 494 494
13 BLOCK 2

180~/ REDUNDANCY
| GENERATOR
468~ (Copy-N(2))

-

L THiRD
e jmusromcn
4721 (CRC32) !

(_1_'}7. e §
L_Scrambler

SHREDDED
weur [~ "
DATA

A POSITA would have been motivated tomp | e ment Al dr i dq
scrambling techniqui Torre/Tajima SystemEX1002, B47.

Aldridge explains thathes c r a mb | e d dsabseuredie gwagthat i
makes it very difficult to reconstruct without using the correct protocolas nd t h a
I mpr oves. oiseEXT( GSseEX1D0S,(0303],)[0013],[0031] And

Aldridge specificallyteaches scramblingata withina portionof input dat® like a
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shredin Torre/Tajima Systefhto improve security. EX1005, [0056][0057],
[0059] SectionIX.B.1 [Aldridge]. Accordingly, a POSITA would have been
motivated to implemend known techniqueAl dr i dgeds scn@mbl i n
improve security ofa known device Torre/Tajima System)n the same way
(scrambling data withima shred(EX1005, [0059]))to obtain predictable results of
ma k i nvgry difficult fo reconstruc 0 t h e IEX1P02,t18483b2 a .

A POSITA would have had a reasonable expectation of success in
I mpl ementing Al dri dgeds data scrambl in
Aldridge teaches thafi [her¢ is much prior art which may be described as
0scr ambh ndg 6 wilbbé ob¥idud td alperson skilled in the.amd EX1005
[0055]. Indeed,iidslc r amb|l i ngd may i nv oldsoures datmy ©pr
including but not limited to encryptiorbyte shuffling, byte and/or bit rotation
(EX1005, [0057), which would have merely entailedarranging data units within
each shredsing either hardware or softwarEX1002, 1853355

3. Claim 4

i. [4] The method ofclaim 1, further comprising causing
a plurality of data units in each of thesharesto be
rearranged relative to one another after the separating
step.

Torre/Tajima in combination witildridge renders obvious the additional

limitation of [4]. As explained in SectiohX.B.2 [Torre/Tajima/Aldridge],the
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Torre/ Taji mal/ Al dridge System causes by
shreds( A s h aa bersabranged relative to one anotheras s hown i n A
Figure 2. EX1 005, G ®dOrhambl(ifin g & bytashuffingylwte | v e

and/or bitrotationo ) EX1002, 1356, 358

Fig. 2

EX1005, Figure 2.

In this combination, thecrambling step is performed after #eparating step

that forms theshredsas discussed in Sectitk.A.4.v [1D]. EX1002, B57.
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Torre/Tajima/Aldridge System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

INPUT |19 s
DATA X

SHREDDER

(SHA-1+Encrypt) .-~

S— 1
mm{ FIRST | 160 o
. TRANSFORMER| 490 P Fnctypted Data — 466 ‘

SHA-1 Signature |+ Encryption Keyl

176— ALLOCATOR 286 286 286

|/ b 494 494 494
492 a3
s | BLock 0 | Block 1 BLOCK 2

| 495 495 495

180~ REDUNDANCY
| GENERATOR NODE 0
468 (Copy-N(2))

4] D

L THiRD
e jmusromcs
4721 (CRC32)

{2~ F
L_Scrambler

SHREDDED |_— 52
INPUT
DATA a

148---

~~[SHRED; 156

rg
N

4. Claims13and 22
The additional limitationn claims 13 and 22is identical tothe additional
limitation in claim 4 exceptthat | ai m 4 causng a pluraktysof data units
ineach oftheshares 0 be r ear r dang &@3cand@2cquhed c@aa s i n g
a plurality of data unitef the encrypted data s&t be rearranged &s explainedn

SectionIX.A.4.iv [1C], eachshred( share )ncludesdata unitsof the encrypted

66



Petition forinter PartesReview of U.S. Patent No. 8,271,802
Claims 227

466. Accordingly, by causing data units in each of the shares to be
rearrangeds explained above SectionlX.B.3 [Claim 4], Torre/Tajima/Aldridge
teaches causing plurality of data unitef the encrypted data s¢&b be rearranged
EX1002, 1859362

C. Ground lll : Torre, Tajima, And Krawczyk Render Obvious
Claims 6, 15, 24

1. Krawc zyk

Krawczyk is directed toa fisecret sharinytechniquethat combinesii a n
information dispersal scheme with a secure encryption scheme and a perfect (e.g.
Shamirdéds) secret s8axHKHrawgeykss hteeneh i g EEX 1
as below:

1. AiChoose a r and o fjand¢[ejcrypythet seceettbusing vy K

the encryption key Ko form an encrypted secret E

2. Use annformation dispersadchemeo split the encryptedecretE into n

fragment s: E1, ¢é En.

3.Useifia perf-setrén, shmari ng stcheimgerfer. @

n shares for the keyd: K1, €& Kn.
4. Send, to each of n participis, the correspondinghare Si = (Ei, Ki).

EX1006,13. EX1002, N366-367.
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2. Torre/Tajima In Combination  With Krawczyk
(ATorre/ Taji mal/ Krawczyko)

In Torre/Tajima Systenw h e n  Tfiost trarsforsmeperformsencryption
it providesthe encryption keyand SHA1 signatureas a tagas shown belowSee
SectionlX.A.3.i [Torre/Tajima] And it further parses and splits the encrypted data
and the tag to provide shreds that inclddéa indicative othe encryption keyand
SHA-1 signature, as explained Sectiors IX.A.4.iv [1C] and IX.A.4.vi [1E].

EX1002, 1$68-369.
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Torre/Tajima System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

INPUT 199
DATA X e
SHREDDER | -~
[ - T [ —
174 FIRST ——160
46" TRANSFORMER| —490 -~ Encrypted Data — 466
(SHA-1+Encrypt) -~
,_tjv“" 1 SHA-1 Signature |+ Encryption Ke
176— ALLOCATOR 286
92—t 1
T BLOCK 0

v.‘_ REDUNDANCY
180 GENERATOR
468— (Copy-N(2))

-

56

[ THIRD
82T TRANSFORMER
472 (CRC32)

SHRED =1

t SHRE

T
~—]

496
SHREDDED
Neur | 2

DATA utd

Krawczykteaches anothetata splittingmethodfor providingthetagin the
shreds Krawczyk teachesusing fia perfect (n, mpecret sharing scheme (e.g.
S h a mi to @racgsothe tageparately from theansformed datand appending
the outputs of the secret sharing schem#heshreds EX1006,12. SeeSection

IX.C.1 [Krawczyk]. A POSITA would have found it obviouso modify
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Torre/TajimaSystemto separately process the t@gcluding theencryption key
using S h a mesecrét ssharing schenas taught by Krawczykand append the
processedag (or, to be more precisés portions)to the shares as shown below
This way,information indicative of the encryption key provided tothe shreds

EX1002, 1870371

Torre/Tajima/ Krawczyk System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

INPUT |19
DATA X

SHREDDER

174 -—-‘ FIRST =160
. | | TRANSFORMER | =490

46 _ Encrypted Data —466
(SHA-1 +Encrypt) -

(I < | I SHA-1 Signature l+ Encryption Keyl
176 ALLOCATOR | 286 P 286 286 "‘-: Krawczyk
192+ 494 494 494

5 || BLOCK 0 I BLOCK 1 BLOCK 2

495 495 495 .

180 REDUNDANCY Shamir’s Secret

GENERATOR o . .
468~ (Copy-N(2) - Sharing Algorithm

L[ THIRD
TRANSFORMER
472~ (CRC32)

Pl B MU I

SHREDDED
weur | "2
DATA

A POSITA would have been motivated to combine Torre/Tajima with

Krawczyk to improve security. A POSITA would haveunderstood that it is
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important to keep theagd particularly theencryption keg secureso that a third
party cannot decrypt the encrypted datacordingly, a POSITA would have been
motivated to improve theeairity of thetag stored in theshreds And Krawczyk
teacheghatfiaperfect(n,m)s ecr et shar i ng soemayebmesed( e. g .
to createin shares for the keydthat canthenbe appended to n sharesotrypted
data. EX1006,13. See alsd&X1006,13( it hi s i s essenti al T
provide perfect semecyd.) Thus, a POSITA would have been motivatedusa
Shamirds s ecr tturther begureithe tad=x160R, 72373

Indeed, the combination would have merely amountedsing a known
techniqgue (Shamiros algorithm) to i mpr
for securely storing input data) the same wayapplyingSh ami r 6 stothe gor i t
tag to creata sharesand appending the shares of tag to n shares of encrypted data
as taught by Krawczykio yield predictable results (improving the security of the
tag. EX1002, B74.

A POSITA would have had a reasonable expectation of success in combining
Torre/Tajima withKrawczyk. First, Torre/Tajima and Krawczyk at®oth directed
to the same technical problem of distributing information securely, and to
substantially similar solutionghat split encrypted information tshares and
distributing the split encrypted informatiatong withinformation on the encryption

key. SeeEX1003, [0049][0052], [0061}[0062]; EX1004, P044] [0048], [0109]
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EX1006 13. Further, mth Torre/Tajima and Krawczykmploy redundancy to
recover the original secret information from less than all shd&&4.003, [0051]
EX1006,12-13. Thus,the combination would have merely amountedpplyinga
known techniquea p pl yi ng Shamirds secret sharin
encryption key) and appending the outcome of the secret sharing scheme to shares,
as taught by Krawczykjo a known device(Torre/Tajima System)yeady for
improvement (for improved security of the tat) yield predictable results
(improvingthet a g 6 s SEXI002r (iBZ5878, 380

Seconda POSITA would have understood tiraplementingS h a msecréi s
sharing schemeén Torre/Tajima Systenwould have merely entailed writing
program code Thatwaswell within the skill of a POSITA. EX1003, [0141]
Keynetik 2023 WL 2003932, at *2EX1002, B79.

3. Claim 6

i. [6] The method of claim 1, wherein the data indicative
of the encryption key comprises data created using a
Shamir algorithm.

Torre/Tajima in view of Krawczyk teaches the additional limitatiorjejf
Torre/Tajima/KrawczykSystemusesii a p e r f -secrét sh@ring stherpe (e.qg.
Sham) ¢ precess the tag (including tlencryptionkey) and appending the

portions of the processed tag to the shardsX1006, 13; Section IX.C.2.
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Accordingly, theshares includéhe data indicative of the encryption kdgreated
using a Shamir algorithd EX1006,13. EX1002, 1881-382
4.  Claims 15 and 24
In claims 15 and 24the additional limitations materially the same as the
additional limitation of claim 6.Thus, Torre/Tajima/Krawczyk renders claims 15
and 24 obviou$or the reasons provided for claim EX1002, 883

D. Ground IV: Torre, Tajima, And Foster Render Obvious Claims/-
8,16-17, 2526.

1. Foster

Foster d i snethod ane systdim| far] attaching a title ke
encryption key}o encrypted contento E X 1 0 0 7iSpeciAchlly, etitleskeyt .
used to encrypt contentitself encryptedandattached to the encrypted contieso
that both can be synchronously transmitted to a recipientE X1 0 0 7 ,For[ 000 2
example, Figure 8f Foster showthat

content 22 is encrypted with title key 24 to yield encrypted content
26. Then, title key 24 is itself encrypted with key encrypting key
28. The encrypted title key 30 can then be transmitted along with
the encrypted content 26 to a recipient.

EX1007, [0053].EX1002, B87.
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ORIGINAL KEY ENCRYPTION 26
}
[}
DATA E"[i']'ﬁ’]';“" ORIGINAL CONTENT ENCRYPTION
{
22 ORIGINAL KEY ENCRYPTION
24 30
KEY.-
ENCRYPTING
KEY
FIG. 3 28

EX1007, Figure 3.

To recover th@riginal data, the recipiemtecryps the encrypted datay: (1)
recovering the title kelpy decrypting the encrypted k&p using the key encrypting
key, and (2) decrypting the encrypted data using thke key. EX1007, [0055]
[0061] EX1002, 1888-389.

2. Torre/Tajima In Combination With Foster
(ATorre/ Taji ma/ Foster 0)

It would have been obvious to combine Torre/Tajima with Foster to encrypt
Tor r e/ Teagyptionakéysl si ng a ik ey befarecstogngtitei o n

encryption key EX1007, [0053], Fgure 3.Specifically it would have been obvious

to implementthd i r st tr ansf or me rFigues3i(belgw}o: )n par

encrypt the encryption key using:a vand (2) store thencrypted

encryptiorkeyinstead of the encryption key itseEX1007, [0053].EX1002, B90.
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ORIGINAL KEY ENCRYPTION 26
[
’ DATA E"“n"ﬂ‘l"l'm ORIGINAL CONTENT ENCRYPTION
1
22 ORIGINAL KEY ENCRYPTION
24 30
VA A
ENCRYPTING
N\ &/
FIG. 3 28

EX1007, Figure 3.

The resulting combination is illustrated belo#&X1002, 891.
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Torre/Tajima/Foster System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

INPUT ~ |—192
DATA X

SHREDDER| .-~

I?#-ﬂ FIRST —160
. | | TRANSFORMER| +——490

46" (SHA-1+Encrypt)

Foster

Encrypted Data — 466
by

176 —— ALLOCATOR ‘

492" )
S
u_( REDUNDANCY
78011 "GeNERATOR
468— (Copy-N(2))
R
) BB | 5
[ THIRD T
62" TRANSFORMER \
472—1  (CRC32) -t
=
&,
IS ! ) iy

~
~eq

SHREDDED
e
DATA

In this combination, the deshreda=mn obtain the input data by reversing the
operation performed by the shredder described above, including decrypting the
encrypted encryption keysing the 28. SeeEX1003, [0078]

[0123] EX1007, [0055], [0061].The deshreddérwhich operates like eecipient
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in Fosted can cach¢he 28 in memoryas taught b¥foster.See
EX1007, [0058] EX1002, 1892-393

A POSITA would have been motivated to combine Torre/Tajima Rdtster
to improve the security of the encryption key. A POSITA would have understood
that it is important to keep the encryption ksgcureso that a third party cannot
decrypt the encrypted data. Accordingly, a POSITA would have been motivated to
encryptthe encryption keybefore storing itasin Foster. EX1007, [0053]. The
combination would have merely amounte@pplyinga known t echni que
key encryption schemeto a known device(Torre/Tajima Systeinready for
improvement (for improved security of the stored encryption kgyto vyield
predictable results (improving the&tored encryption kédys s e cEXA00Z, vy ) .
11894-397.

A POSITA would have had a reasonable expectation of success in combining
Torre/TajimaSystem withFoster First, Torre/Tajima androsterare both directed
to the same technical problem of distributing secret information securely, and to
substantially similar solutions that split encrypted information to sheaelsetsand
distributing the split encrypted information along with information on the encryption
key. SeeEX1003, [0049][0052], [0061}[0062]; EX1004, P044]} [0048], [0109]

EX1007, [0053] And the modificationwould have merelyentailedinserting an
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additional encryption step to encrypt the encryption key bgfae@ngit in the tag,

asin Fosteb s F i. X0002, 188400, 402

ORIGINAL KEY ENCRYPTION 26
/
[

ENCRYPTED

DATA

ORIGINAL CONTENT ENCRYPTION

22 ORIGINAL KEY ENGRYPTION
24 30
KEY-
ENCRYPTING
KEY
FIG. 3 3%

EX1007, Figure 3.

Second a POSITA would have understood that implemenkng st er 0 s
encryption schema Torre/Tajima System would have merely entailed writing
program code. Thatwas well within the skill of a POSITA. EX1003, [0141]
Keynetik 2023 WL 2003932, at *2EX1002, %01

3. Claim 7

i [7A] The method of claim 1, wherein the step of
including data indicative of the encryption key
comprises: encrypting the encryption key with a
second key; and

ii. [7B] including in the plurality of shares data indicative
of the encrypted encryption key.

Torre/TajimdFoster teaches the additional limitasoof [7A]-[7B]. In

Torre/Tajima/Foster Systerthe first transformeencrypsthe encryption keyusing
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a yandprovidesthe encrypted keyas part of the tag EX1007,

[0053]. SeeSectionlX.D.2 [Torre/Tajima/Foster][EX1002, 403 405.

Torre/Tajima/Foster System
SHREDDING BY FIRST AND THIRD TRANSFORMERS WITH ALLOCATION

NpUT 739
DATA X T

SHREDDER | .-~

174~ﬂ FIRST ——160
.| | TRANSFORMER| i—490

Foster

46 _ Encrypted Data — 466
(SHA-1+Encrypt) -

s
176 ALLOCATOR | 286 P
492t

ap BLOCK 0

495

180—| REDUNDANCY ]

GENERATOR
468~ (Copy-N(2))

56

4 THIRD
18z TRANSFORMER

472—  (CRC32)

0}‘-—"

{SHRE

,”’
I

~
~—

SHREDDED
weur | 12
DATA

Thenit parses and splits thz andtagd including theencrypted
encryption ked into shreds as explainedin Section IX.A.4.vi [1E]. Thus,

Torre/Tajima/Fostemcludes in theshreds( furality of sharee Yortions of the
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encrypted encryption key data indicative of thesncrypted encryption kéy) .

EX1002, 904
4. Claim 8
i [8] The method of claim 7 further comprising the
method step of storing the outside of the

plurality of shares, wherein the data set is restorable
by accessing less than allbut at least a threshold
number of, the plurality of shares, and the second key.

Torre/TajimdFoster teaches the additional limitation&jf. EX1002,11406,
411

First, Torre/Tajim#dF o st er stoeng thd=ccsnd Ac\outside of the
plurality of shares &n Torre/Tajima/Fostethe deshredderseshe

to decrypt the encrypteehcryption key EX1007,[0055], [0061]. That
is cachal in memory EX1007, [0058]/{A] receiver mayachee
the corresponding key encrypting key$ in memoryd). Accordingly,
Torre/Tajima/Foster storebe ( gecondkeyo )outside of the
shredq giurality of shared ) EX1002, 907.

Second Torre/Tajima/Foster teachéhe data set is restorable by accessing
less than all, but at least a threshold number of plheality of sharese as explained
in SectionlX.A.4.viii [1G]. EX1002, %08

Third, Torre/Tajima/Foster teach@gcessing andsing

(gecondkeyY o r est or e dataseb.) In poud/TajihaRoster, (hé
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deshredderrecovers the input data fromhredsby reversing the operations
performed by the shredderSeeSectionIX.D.2 [Torre/Tajima/Foster];EX1003,
[0078], [0123] For instancethe deshredddirst recoversthe and
the tag (including thencrypted encryption kgyfrom the shreds SectionlX.D.2
[Torre/Tajima/Foster]EX1003, [0136].And thedeshredder recovers thgput data
( data sed ) b yaccesging Jhe 2 8 setoid key ) stored
locally at the deshredder, (@¢crypting thesncrypted encryption kaysing the

28 ( second keay Yo recover the key 24and (3) decrypting the

using the key 24EX1007, [0055], [0058], [0061]EX1002, 1909
410

5. Claims 1617,25-26

In claims B and 25, the additional limitation is materially the same as the
additional limitation of claim 7in claims 17 and 26, the additional limitation is
materially the same as the additional Ilimitation of claim 8hus,
Torre/TajimaFosterrenders claim4.6-17, 2526 obvious for the reasons provided
above for clans 7 and 8 EX1002, 19412-413

E. Ground V: Orsini And Torre Render Obvious Claimsl-5, 914, 18
23, 27

1. Orsini

Orsini isa patent publicationaming as inventors, three of the four inventors

of the O68B8rd® &Pmteddi,ti onal person not na
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Orsini was published before the earlipsssiblep r i or i ty date of t
Thus, Orsini is prior art under at least 35 U.ST02(a)
Orsiniincludessubstantiallydenticaldisclosuresot he 06 8 O0lafad®at en't
Orsinid &igures 125 and the associated descripti@ne substantiallyidenticalto
t h@g02d Pat en t2b and thd agsodated destriptios<1012 (showing
redlines betwee@®r s i ni and tspeeificaioB)0BRe cPaau seen t 00&0 2 P
Figures 125 and the associated descriptions provide written description support for
most of the | i mitat i dnmsitoomprovidesinvaidatng P a't
di sclosures for most of t heEX100M{Yl7at i on s
418
For examplej u st | i ke Fi gur e Figuie 2bdf Orsiie 06 8
Il lustrates a secure data p,arfsehdw|eil reg]e
steps of the process performed by the parser software suite on data to store the
session master key with the parsed dada B [0294].G5eeSectionVI; EX1008,

[0295}[0298], [0346}[0357], [0363}[0367] EX1002, 1919-421
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0802 Patent, Orsini, Figure 21

Orsini also teaches that tipeocess of parsindatacan be performed using
Al a] cryptogr apbiEX1008, gordi, whiclt may fiptoddep | i t )
sufficient redundancy in the shares such that only a subset of the sharesdwe
to reassembl e @EX1008e[3283).rSee alsda>1008| [@284, 0
[0288]-[0293] EX1002, 22

Or sini 6s Fi g usuehre@uidanicrgppospkt mrecess ©rsini
e X pl ai n Bepdrserasoftwaie] suitfpf the present inventiog perforn|s]
acryptographic splitor parsing of the encrypted file iné four or more sharés

(EX1008, [0292])land Or si ni f u rntedample osoheaetmlizodimenth a t
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