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LISTING OF CLAIMS  

Claim 1 

[1Pre] A method for securing a data set, the method steps implemented by a 

programmed computer system, the method steps comprising: 

[1A]  creating integrity information using the data set; 

[1B] encrypting the data set based on an encryption key to produce an 

encrypted data set; 

[1C] generating data splitting information, wherein the data splitting 

information is usable to determine into which of a plurality of shares of data a unit 

of data of the encrypted data set will be placed; 

[1D] separating the encrypted data set into the plurality of shares based on the 

data splitting information; 

[1E] including in the plurality of shares data indicative of (a) the encryption 

key and (b) the integrity information; and 

[1F] causing the plurality of shares to be stored in respective separate storage 

locations; 

[1G] wherein the data set is restorable by accessing less than all, but at least 

a threshold number of, the plurality of shares. 
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Claim 2 

[2] The method of claim 1, wherein the step of separating the encrypted data 

set comprises using a deterministic technique. 

Claim 3 

[3] The method of claim 1, wherein the step of separating the encrypted data 

set comprises using a substantially random technique. 

Claim 4 

[4] The method of claim 1, further comprising causing a plurality of data units 

in each of the shares to be rearranged relative to one another after the separating step. 

Claim 5 

[5] The method of claim 1, wherein the step of separating the encrypted data 

into the plurality of shares comprises causing the plurality of shares to have a 

substantially randomly distribution of the encrypted data set. 

Claim 6 

[6] The method of claim 1, wherein the data indicative of the encryption key 

comprises data created using a Shamir algorithm. 

Claim 7 

[7] The method of claim 1, wherein the step of including data indicative of the 

encryption key comprises: 

[7A]  encrypting the encryption key with a second key; and 
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[7B] including in the plurality of shares data indicative of the encrypted 

encryption key. 

Claim 8 

[8] The method of claim 7 further comprising the method step of storing the 

second key outside of the plurality of shares, wherein the data set is restorable by 

accessing less than all, but at least a threshold number of, the plurality of shares, and 

the second key. 

Claim 9 

[9] The method of claim 1, wherein the step of storing the shares in respective 

separate storage locations comprises storing the shares on at least two separate 

storage devices. 

Claim 10 

[10Pre] A non-transitory computer readable medium storing computer 

executable instructions that, when executed by at least one processor, cause a 

computer system to carry out a method for securing a data set, the method 

comprising the steps of: 

[10A] creating integrity information using the data set; 

[10B] encrypting the data set based on an encryption key to produce an 

encrypted data set; 
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[10C] generating data splitting information, wherein the data splitting 

information is usable to determine into which of a plurality of shares of data a unit 

of data of the encrypted data set will be placed; 

[10D] separating the encrypted data set into the plurality of shares based on 

the data splitting information; 

[10E] including in the plurality of shares data indicative of (a) the encryption 

key and (b) the integrity information; and 

[10F] causing the plurality of shares to be stored in respective separate storage 

locations; 

[10G] wherein the data set is restorable by accessing less than all, but at least 

a threshold number of, the plurality of shares. 

Claim 11 

[11] The non-transitory computer readable medium of claim 10, wherein the 

step of separating the encrypted data set comprises using a deterministic technique. 

Claim 12 

[12] The non-transitory computer readable medium of claim 10, wherein the 

step of separating the encrypted data set comprises using a substantially random 

technique. 
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Claim 13 

[13] The non-transitory computer readable medium of claim 10, wherein the 

method further comprises causing a plurality of data units of the encrypted data set 

to be rearranged relative to one another after the separating step. 

Claim 14 

[14] The non-transitory computer readable medium of claim 10, wherein the 

step of separating the encrypted data into the plurality of shares comprises causing 

the plurality of shares to have a substantially randomly distribution of the encrypted 

data set. 

Claim 15 

[15] The non-transitory computer readable medium of claim 10, wherein the 

data indicative of the encryption key comprises data created using a Shamir 

algorithm. 

Claim 16 

[16] The non-transitory computer readable medium of claim 10, wherein the 

step of including data indicative of the encryption key comprises: 

[16A] encrypting the encryption key with a second key; and 

[16B] including in the plurality of shares data indicative of the encrypted 

encryption key. 
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Claim 17 

[17] The non-transitory computer readable medium of claim 16 wherein the 

method further comprises storing the second key outside of the plurality of shares, 

wherein the data set is restorable by accessing less than all, but at least a threshold 

number of, the plurality of shares, and the second key. 

Claim 18 

[18] The non-transitory computer readable medium of claim 10, wherein the 

step of storing the shares in respective separate storage locations comprises storing 

the shares on at least two separate storage devices. 

Claim 19 

[19Pre] A computer system for securing a data set, the system comprising: 

[19A] at least one processor; 

[19B] a non-transitory computer readable medium storing computer 

executable instructions that, when executed by the at least one processor, cause the 

computer system to carry out a method for securing a data set, the method 

comprising the steps of: 

[19C] creating integrity information using the data set; 

[19D] encrypting the data set based on an encryption key to produce an 

encrypted data set; 
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[19E] generating data splitting information, wherein the data splitting 

information is usable to determine into which of a plurality of shares of data a unit 

of data of the encrypted data set will be placed; 

[19F] separating the encrypted data set into the plurality of shares based on 

the data splitting information; 

[19G] including in the plurality of shares data indicative of (a) the encryption 

key and (b) the integrity information; and 

[19H] causing the plurality of shares to be stored in respective separate storage 

locations; 

[19I ] wherein the data set is restorable by accessing less than all, but at least 

a threshold number of, the plurality of shares. 

Claim 20 

[20] The system of claim 19, wherein the step of separating the encrypted data 

set comprises using a deterministic technique. 

Claim 21 

[21] The system of claim 19, wherein the step of separating the encrypted data 

set comprises using a substantially random technique. 
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Claim 22 

[22] The system of claim 19, wherein the method further comprises causing a 

plurality of data units of the encrypted data set to be rearranged relative to one 

another after the separating step. 

Claim 23 

[23] The system of claim 19, wherein the step of separating the encrypted data 

into the plurality of shares comprises causing the plurality of shares to have a 

substantially randomly distribution of the encrypted data set. 

Claim 24 

[24] The system of claim 19, wherein data indicative of the encryption key 

comprises data that was created using a Shamir algorithm. 

Claim 25 

[25] The system of claim 19, wherein the step of including data indicative of 

the encryption key comprises: 

[25A] encrypting the encryption key with a second key; and 

[25B] including in the plurality of shares data indicative of the encrypted 

encryption key. 

Claim 26 

[26] The system of claim 25 wherein the method further comprises storing the 

second key outside of the plurality of shares, wherein the data set is restorable by 
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accessing less than all, but at least a threshold number of, the plurality of shares, and 

the second key. 

Claim 27 

[27] The system of claim 19, wherein the separate storage locations are 

located on at least two separate storage devices. 
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I. Introduction  

Petitioner respectfully requests cancellation of all claims in U.S. Patent No. 

8,271,802 (ñô802 Patentò).  

II.  Mandatory Notices 

A. Real Party-In-Interest (37 C.F.R. §42.8(b)(1)) 

Petitioner, International Business Machines Corporation (ñIBMò), identifies 

itself as a real party-in-interest (ñRPIò). 

B. Related Matters (37 C.F.R. §42.8(b)(2)) 

The ô802 Patent is currently asserted against Petitioner by Patent Owner 

(Security First Innovations, LLC) in Security First Innovations, LLC v. International 

Business Machines Corp., No. 1:25-cv-00514 (EDVA) (ñLitigationò).  Petitioner has 

filed or plans to file petitions for inter partes review of U.S. Patent Nos. 8,904,194 

and 9,135,456, each of which is being asserted against Petitioner in the Litigation. 

C. Lead And Back-up Counsel (37 C.F.R. §42.8(b)(3)) 

Petitioner is filing a Power of Attorney appointing the practitioners associated 

with Customer Number 132,593.  Petitioner designates the following lead and back-

up counsel: 
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Lead Counsel First Back-up Counsel 

Taeg Sang Cho (Reg. No. 69,618) 

Desmarais LLP 

230 Park Ave 

New York, NY 10169 

Telephone: (212) 351-3400 

Email: tcho@desmaraisllp.com 

Benjamin Rodd (Reg. No. 79,158) 

Desmarais LLP 

230 Park Ave 

New York, NY 10169 

Telephone: (212) 351-3400 

Email: brodd@desmaraisllp.com 

Back-up Counsel Back-up Counsel 

Lindsey Miller  

(pro hac vice forthcoming) 

Desmarais LLP 

230 Park Ave 

New York, NY 10169 

Telephone: (212) 351-3400 

Email: lmiller@desmaraisllp.com 

Laura Avena (Reg. No. 78,920)  

Desmarais LLP 

230 Park Ave 

New York, NY 10169 

Telephone: (212) 351-3400 

Email: lavena@desmaraisllp.com 

 

D. Service Information (37 C.F.R. §42.8(b)(4)) 

Post and hand delivery:  Desmarais LLP 

   230 Park Ave, New York, NY 10169 

Telephone:   212-351-3400 

Email:  IBM-SFI-IPR-Service@desmaraisllp.com  

Please address all correspondence to counsel identified above.  Petitioner 

consents to electronic service by email at: 

tcho@desmaraisllp.com 

brodd@desmaraisllp.com 

lmiller@desmaraisllp.com; 

lavena@desmaraisllp.com; and 

IBM-SFI-IPR-Service@desmaraisllp.com 



Petition for Inter Partes Review of U.S. Patent No. 8,271,802 

Claims 1-27 

  

3 

III.  Fees 

Petitioner is concurrently electronically submitting the required fees for this 

Petition.  The Board is authorized to charge Desmarais LLPôs deposit account, No. 

50-6822, for any fee deficiency. 

IV.  Certification Of Grounds For Standing 

Petitioner certifies that the ô802 Patent is available for inter partes review and 

that Petitioner is not barred or estopped from requesting inter partes review. 

V. Overview Of Challenge And Relief Requested 

Under 37 C.F.R. §§42.22(a)(1) and 42.104(b)(1)-(2), Petitioner requests 

cancellation of claims 1-27 (ñChallenged Claimsò) of the ô802 Patent. 

A. Prior Art References 

This Petition applies pre-AIA provisions of 35 U.S.C. §§ 102, 103.  The 

following references are pertinent to the grounds of unpatentability: 

Pat. Pub. No. or Title Publication/Priority Date  Prior Art Under  At 

Least (35 U.S.C.) 

US 2003/0065656 

(ñTorreò) (EX1003) 

published April 3, 2003 102(b) 

US 2003/0028493 

(ñTajimaò) (EX1004) 

published February 6, 2003 102(b) 

US 2004/0030921 

(ñAldridgeò) (EX1005) 

published February 12, 

2004 

102(a) 

ñSecret Sharing Made 

Shortò (ñKrawczykò) 

(EX1006) 

published as early as 

January 4, 1994 

102(b) 

US 2003/0200176 

(ñFosterò) (EX1007) 

published October 23, 2003 102(b) 
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Pat. Pub. No. or Title Publication/Priority Date  Prior Art Under  At 

Least (35 U.S.C.) 

US 2004/0049687 

(ñOrsiniò) (EX1008) 

published March 11, 2004 102(a) 

 

B. Public Accessibility of Krawczyk  

Krawczyk was publicly available at least since January 4, 1994ðmore than 

one year before the earliest possible priority date of the ô802 Patent (October 25, 

2004).  EX1021, ¶¶44-51. 

For instance, as explained by Dr. Sylvia Hall-Ellis, Krawczyk was part of 

volume 773 of the Lecture Notes in Computer Science (LNCS) series, titled 

Advances in Cryptology: CRYPTO ô93, found at the Linda Hall Library of Science, 

Engineering & Technology, which was ñpublicly available é as of January 4, 1994.ò  

EX1021, ¶46.  Indeed, the print version of this book ñhad been received, cataloged, 

and indexed at the Library of Congress, made part of the OCLC bibliographic 

database, and received in the Linda Hall Library of Science, Engineering & 

Technologyò ñon or shortly after January 4, 1994.ò  EX1021, ¶50.  See also EX1021, 

¶¶46-49.  Krawczyk is also available online from the publisher Springer-Verlag and 

in the Association for Computing Machinery (ACM) Digital Library, which 

indicates that the Krawczyk reference published on August 22, 1993.  EX1021, ¶45.   

C. Grounds For Challenge 

Petitioner requests cancellation of Claims 1-27 of the ô802 Patent under 35 
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U.S.C. §103 based on the following Grounds.   

Grounds Claims Prior Art References 

I 1-3, 5, 9-12, 14, 18-21, 23, 27 Torre, Tajima 

II  4, 13, 22 Torre, Tajima, Aldridge 

III  6, 15, 24 Torre, Tajima, Krawczyk 

IV 7-8, 16-17, 25-26 Torre, Tajima, Foster 

V 1-5, 9-14, 18-23, 27 Orsini, Torre 

VI  6, 15, 24 Orsini, Torre, Krawczyk 

VII  7-8, 16-17, 25-26 Orsini, Torre, Foster 

 

This Petition demonstrates that there is a reasonable likelihood that Petitioner 

would prevail with respect to at least one of the challenged claims.  35 U.S.C. 

§314(a).   

VI.  The ô802 Patent 

The ô802 Patent is directed to a ñsecure data parserò that ñparses data and then 

splits the data into multiple portions that are stored or communicated distinctly.ò  

EX1001, Abstract.  Relevant to the ô802 Patentôs claims, Figure 21 (below) ñshow[s] 

the steps of the process performed by the secure data parser on data to store the 

session master key with the parsed data.ò  EX1001, 55:22-25.  For example, Figure 

21 discloses:  (1) generating a ñsession master keyò (shown in magenta); (2) 

encrypting a data set using the session master key (shown in lime green); (3) 

ñ[s]eparating the resulting encrypted data [set] into four shares or portions of parsed 

dataò (shown in blue); (4) similarly separating the session master key into ñkey 

sharesò (shown in red); and (5) ñappending the key data [shares] to the encrypted 
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parsed dataò (shown in orange and magenta) to form data shares.  EX1001, 55:22-

39.  The data shares with key data are further processed and stored in storage devices.  

EX1001, 58:13-43, 58:55-62.  EX1002, ¶¶148-149. 

 

EX1001, Figure 21.  

The ô802 Patent refers to the process of splitting the data into shares as ñ[a] 

cryptographic split (cryptosplit).ò  EX1001, 52:40-41.  Its cryptosplit process 
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ñprovide[s] sufficient redundancy in the shares such that only a subset of the shares 

are needed to reassemble or restore the data to its original or useable form.ò  EX1001, 

53:15-19.  See also EX1001, 53:28-54:40.   EX1002, ¶¶150-151. 

A. Prosecution History  

The ô802 Patent originated from U.S. Application No. 13/371,361 (ñô361 

App.ò), filed February 10, 2012, which is a continuation of U.S. Application No. 

11/258,839 (ñô839 App.ò), filed October 25, 2005, which, in turn, claims priority to 

Provisional Applications 60/622,146 (filed October 25, 2004) and 60/718,185 (filed 

September 16, 2005).  EX1009, 249; EX1010.  EX1002, ¶152. 

The ô802 Patentôs claims issued after one round of Office Action without any 

amendment.  The Examiner issued a Non-Final Office Action rejecting the 

originally-filed claims.  EX1009, 324-328.  In response, Applicant argued without 

any amendment that the claims ñimprove[]  upon [the prior art] by including, in a 

plurality of shares, data indicative of integrity information created from a data set.ò  

EX1009, 561.  Subsequently, the Examiner allowed the claims unamended.  

EX1009, 569-576.  EX1002, ¶¶153-154. 

VII.  Level Of Ordinary Skill In The Art  

A person of ordinary skill in the relevant field or art (ñPOSITAò) as of the 

earliest claimed priority date of the ô802 Patent would have had a Bachelorôs degree 

in Computer Science, Computer Engineering, Electrical Engineering, or an 
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equivalent field, and about 2-3 years of experience in the fields of data storage and 

security.  Less professional experience can be substituted by additional education, 

and vice versa.  EX1002, ¶155. 

VIII.  Claim Construction 

Petitioner submits that no terms require construction for the purposes of this 

IPR.1  EX1002, ¶¶157-159. 

IX.  Specific Grounds For Challenge 

A. Grounds I : Torre And Tajima Render Obvious Claims 1-3, 5, 9-

12, 14, 18-21, 23, 27. 

1. Torre   

Torre discloses ñ[a] system and method for shredding and deshredding [data] 

é to store and retrieve [the] data while emphasizing considerations such as 

redundancy, integrity, and security.ò  EX1003, [0049].  Specifically, Torre teaches 

transforming the input data ñinto smaller pieces of data called shredsò (EX1003, 

[0051]) and ñwriting the shredded input data é [in] multiple storage unitsò 

(EX1003, [0052]).  ñShredding is done in a manner that adds redundancy to the 

shreds so that the input data can be recovered from a fewer number of shreds than 

the total number stored.ò  EX1003, [0051].  EX1002, ¶163. 

 
1 Petitioner reserves all rights to raise claim construction arguments in other forums. 
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Torre explains that its ñshredderò shreds input data using a series of processing 

steps, as shown in Figure 4.  EX1003, [0063].  See also EX1003, [0055]-[0057].  For 

example, when the shredder receives input data (step 122), it ñperforms first 

transformations (step 132).ò EX1003, [0061].  The shredder then ñallocates data 

transformed by the first transformations into various different blocks of data (step 

133)ò called ñpre-shred[s]ò (EX1003, [0061], [0080]) by ñsplit[ting] up the 

[transformed] dataò (EX1003, [0062]).  Torre subsequently performs a second 

transformation (step 134) and ñfurther splits the units of data into smaller sized units 

of data and generates additional redundant data (step 135) so that fewer pieces of 

stored data are necessary to restore the stored input data.ò  EX1003, [0061].  The 

shredder then completes the shredding process by performing a third transformation 

(step 136).  EX1003, [0061]-[0062].  EX1002, ¶¶164-168. 
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EX1003, Figure 4. 

As the shredder processes input data using various steps, the shredder appends 

ñtagsò to the processed data ñto keep track of what is been done to the pieces of the 

input data 139 as the pieces of the input data move through the shredder.ò  EX1003, 

[0078].  ñInformation [in the tags] describing how the shreds were created is used to 

reassemble the shreds through processes inverse to those used to create the shreds.ò  

EX1003, [0053].  EX1002, ¶¶169-170. 
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Torre provides one implementation of a shredder in Figure 34.  There, the first 

transformer 174 ñuses a SHA-1 signature generation function to generate a signature 

associated with the received data to generate a pre-shred 466 containing the received 

data and a tag of the SHA-1 signatureò (EX1003, [0131]); the allocator 176 ñsplits 

the pre-shred 466 into three data blocks 494, which are sent on to three redundancy 

generators [180/]468 each located in three of the second-tier components 164ò 

(EX1003, [0135]); and the redundancy generator 180 generates six redundant pre-

shreds 470 from each data block 494.  EX1002, ¶171. 
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EX1003, Figure 34. 

Torre explains that the first transformer and the redundancy generator can be 

implemented in a variety of ways.  For example, the first transformer can perform 

digital signature generation and encryption, and append a tag for both the signature 

generation and encryption steps.  EX1003, Figure 11 (Rule 9), [0091]-[0092].  Also, 

the redundancy generator may use ñ[a] redundancy transformation called Copy-N é 
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to simply make multiple exact copies of existing data.ò  EX1003, [0111], [0113].  

EX1002, ¶172. 

The following figure illustrates such variations to the first transformer and the 

redundancy generator in Figure 34, which is pertinent to the invalidity of the 

challenged claims.  This variation is referred herein as the ñTorre System.ò EX1002, 

¶¶173-174. 

 

EX1003, Figure 34 (modified). 
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2. Tajima  

Tajima discloses ña personal information management method é that can 

improve the security of personal information that is registered with areas that are 

connectible to the Internet.ò  EX1004, [0044]; [0048].  Specifically, Tajima teaches 

ñdivid[ing] [] personal information into a plurality of data portions,ò and storing the 

data portions in different servers ñthat are under [separate] control.ò  EX1004, 

[0046].  EX1002, ¶¶175-176. 

Tajima discloses several ñmethod[s] of dividing personal information.ò   

EX1004, [0100], [0106].   For example, Tajima teaches, in connection with Figure 

10 (below), that ñpersonal information é is first divided into a plurality of data 

portions each of different arbitrary length.ò  EX1004, [0106].  ñBecause the 

personal information is divided into data portions of different arbitrary lengths in 

this case, the arbitrary lengths, which is information relating to the method of 

dividing and method of arranging, must be attached to each of data fragments X 

and Y.ò  EX1004, [0107].  EX1002, ¶¶177-178. 
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EX1004, Figure 10. 

The method of Figure 10 can be applied to encrypted data as well.  For 

example, as illustrated in Figure 11, ñpersonal information é is first encrypted, and 

the encrypted personal information and information regarding the key that is used 

in the encryption are then divided into a plurality of data portions each of é arbitrary 

length as shown in é FIG. 10.ò  EX1004, [0109].  Claim 8 of Tajima explains that 

the ñinformation regarding the keyò may be the ñencrypted keyò used to encrypt the 

personal information.  EX1004, Claim 8.  EX1002, ¶¶179-180. 
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EX1004, Figure 11. 

3. Torre In Combination With  Tajima (ñTorre/Tajimaò) 

 Torre System In View Of A Tag That Includes An 

Encryption Key, As Taught By Tajima 

In Torre, when a shredderôs first transformer processes input data using a first 

transform function, it generates a tag describing that function and appends the tag to 

the processed data to form a pre-shred, as shown in Figure 14 (below).  EX1003, 

[0078], [0102].  The tag is later used by the de-shredder to undo the first transform 

function and reconstruct the input data.  EX1003, [0078].  ñFor instance, if []  

encryption []  was done by [the first] transformer of the shredder 160, then []  

decryption []  would be performed by the inverse transformer of the deshredder 390 

corresponding to the [first]  transformer of the shredder.ò EX1003, [0123].  EX1002, 

¶¶185-187. 
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EX1003, Figure 14. 

If  the first transformer encrypts the input data, the tag may contain an 

ñidentifier[]ò of an encryption function.  EX1003, [0079] (ñEach of the tags 110 can 

also contain identifiers of the particular functions performed by the shredder 160 

é For example, an encryption function é.ò).  A POSITA would have understood 

that the tag identifying an encryption function is indicative of an encryption key 

because otherwise, it would not be possible to undo the encryption operation using 

the de-shredder as taught by Torre.  EX1003, [0123].  EX1002, ¶188. 
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At a minimum, it would have been obvious to modify Torre to include the 

encryption key in the tag because that was well known.  For example, Tajima teaches, 

in connection with Figure 11, encrypting input data with an encryption key; 

appending the encrypted input data with the encryption key; and splitting the 

collection of the encrypted input data and the encryption key into data fragments, as 

shown below.  EX1004, [0109]-[0110]; Claim 8.  EX1002, ¶¶189-190. 

 

EX1004, Figure 11.  

It would have been obvious to combine Torre with Tajima so that when 

Torreôs first transformer performs an encryption function, the tag includes the 

encryption key.  This specific combination is referred to as the ñTorre/Tajima 

System-1.ò  EX1002, ¶¶191-192. 
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A POSITA would have been motivated to combine Torre with Tajima as 

shown in Torre/Tajima System-1.  First, both Torre and Tajima are directed to 

solving a substantially similar problem in a substantially similar way.  Both Torre 

and Tajima are directed to securely storing data in multiple storage devices. EX1003, 

[0049];  EX1004, [0044], [0048].  And both Torre and Tajima teach a substantially 

similar method to achieve that goal.  EX1003, [0051]-[0052], [0061]-[0062]; 
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EX1004, [0109].  Accordingly, a POSITA would have understood that Tajimaôs 

teachings are readily applicable to Torreôs shredder.  EX1002, ¶¶193-199. 

Second, a POSITA would have been motivated to include the encryption key 

in the tag so that the de-shredder can use it later to decrypt the encrypted data 

(EX1003, [0078], [0123]).  In Torre, the tag generated by the first transformer is 

used by the de-shredder to undo the operations previously performed on the input 

data to reconstruct the input data.  EX1003, [0078], [0123].  Thus, when the first 

transformer encrypts data using an encryption key of, for example, ñthe Data 

Encryption Standard (DES)ò (EX1003, [0085]), a POSITA would have understood 

that the deshredder will need the encryption key to decrypt the encrypted data 

because the DES is a symmetric encryption process that uses the same key for 

encryption and decryption.  EX1023, 12:44-58.   EX1002, ¶¶200-201.  

This combination would have been particularly obvious because it would have 

merely amounted to using a known technique (Tajimaôs technique for appending 

encryption key to encrypted data) to improve a similar device (Torre System) in the 

same way of providing the encryption key as a tag appended to the encrypted data 

so that the deshredder can use it to decrypt the encrypted data.  EX1002, ¶202. 

Third, Torre explains that a tag ñcan be represented as metadataò and ñcan 

include the transformation steps taken, [and] input parameters used.ò  EX1003, 

[0056].  Thus, when the first transformer performs encryption, a POSITA would 
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have sought to include, in the tag, input parameters associated with the encryption 

function, such as an encryption key.  And Tajima teaches how to do so: including 

the encryption key as a tag to the encrypted data.  EX1004, Figure 11, [0109].  

EX1002, ¶203. 

A POSITA would have had a reasonable expectation of success in providing 

an encryption key as part of a tag.  First, Torre uses the tag to ñindicate which 

functions should be performed in [the first transformer stage] of reconstructing the 

input data []  from the shredded input data [].ò EX1003, [0078].  When Torreôs first 

transformer performs encryption, the tag for the first transformer would indicate how 

the input data was encrypted so that the first transformer in the deshredder can 

decrypt the encrypted data.  EX1003, [0078]; [0123].  In fact, Tajima appends the 

encryption key to the encrypted data so that during the data reconstruction process, 

the method can use the encryption key to ñdecrypt the encrypted [data],ò acting just 

like the tag in Torre.  EX1004, [0110].  EX1002, ¶¶204-206, 208. 

Second, Torre explains that ñthe embodiments disclosed herein é can be 

equivalently implemented é as one or more computer programs running on one or 

more computers.ò  EX1003, [0141].  Accordingly, implementing Tajimaôs teachings 

in Torre System would have merely involved writing a program code.  That was well 

within the skill of a POSITA.  EX1003, [0141]; Keynetik, Inc. v. Samsung Elecs. 

Co., Ltd., No. 2022-1127, 2023 WL 2003932, at *2 (Fed. Cir. Feb. 15, 2023) 
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(ñNormally, once the function to be performed by software has been identified, 

writing code to achieve that function is within the skill of the art.ò).  EX1002, ¶207. 

 Torre/Tajima System-1 In View Of  Tajimaôs Data 

Remapping And Splitting Method 

Torreôs shredder includes an allocator that ñpartition[s] the received dataò and 

ñsplit[s]ò the partitioned data into data blocks.  EX1003, [0099], [0102], Figure 34.  

As shown in Figures 15 and 17, the allocator includes a ñpermutator 282 [that] re-

maps the ordering of the transformed [received] data 274 usingò (EX1003, [0102]), 

for example, ñchunking [and] interleavingò (EX1003, [0100]).  The allocator also 

includes a ñsplitter 284 [that] splits the re-mapped data into data blocks 286.ò  

EX1003, [0102].  Torre/Tajima System-1 uses Torreôs partitioning methods, such as 

chunking and interleaving, to split the encrypted data into multiple data blocks.  

EX1002, ¶209. 
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EX1003, Figures 15, 17. 

Torre also teaches that the allocator may remap the received data using any 

suitable method ñdependent upon particular situations.ò  EX1003, [0101].  Such 

flexible remapping methods were well known.  For example, Tajima teaches in 

connection with Figure 11 (below): (1) receiving information to be secured, such as 

the encrypted data and the ñencryption key used in the encryptionò; (2) splitting the 

received data into ña plurality of data portions each of é arbitrary length as shown 

in é FIG. 10ò; and (3) arranging the plurality of data portions into multiple data 

fragments X, Y.  EX1004, [0109]; [0156]; Claim 8.  See Section IX.A.2 [Tajima].  

EX1002, ¶¶210-211. 
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EX1004, Figure 11. 

 Thus, it would have been obvious to further modify Torre/Tajima System-1 

to implement the allocator 176 in Torre/Tajima System-1 to perform Tajimaôs 

method of dividing and arranging the received data to generate data fragments (i.e., 

pre-shreds 287 in Torre/Tajima System-1), as in Tajimaôs Figure 11.  EX1004, 

[0109].  EX1002, ¶212. 

In this combinationðreferred to as ñTorre/Tajima System-2òðthe allocator 

determines ñarbitrary length[s] according to a function of, for example, random 

numbers, time, or file capacity,ò and uses the determined arbitrary lengths to divide 

the collection of the transformed data and the encryption key into data portions 

having the respective arbitrary lengths.  EX1004, [0106], [0109].  The allocator can 

then assign each data portion to one of the pre-shreds, as in Tajimaôs Figure 11.  



Petition for Inter Partes Review of U.S. Patent No. 8,271,802 

Claims 1-27 

  

25 

EX1004, [0106], [0109], [0156].  Torre/Tajima System-2 is illustrated below.  

EX1002, ¶¶213-215. 

 

A POSITA would have been motivated to combine Torre/Tajima System-1 

with Tajimaôs method at least because both Torre and Tajima are directed to solving 

a substantially similar problem in a substantially similar way.  Section IX.A.3.i 

[Torre/Tajima System-1].  EX1002, ¶¶216-217. 



Petition for Inter Partes Review of U.S. Patent No. 8,271,802 

Claims 1-27 

  

26 

Furthermore, a POSITA would have been specifically motivated to use 

Tajimaôs method in Torre/Tajima System-1 because Torre expressly motivates that 

combination.  Torre teaches that the ñscheme of remappingò is ñnot limited,ò and 

the transformed data and the tags can be ñremappedò using any suitable method that 

ñdepend[s] upon particular situations.ò  EX1003, [0101].  Accordingly, a POSITA 

would have been motivated to seek suitable methods for remapping and splitting 

received data, and would have understood that Tajima teaches such method that 

takes into consideration ñparticular situations.ò  EX1004, [0106] (ñdifferent arbitrary 

length according to a function of, for example, random numbers, time, or file 

capacityò).  EX1002, ¶¶218-219. 

A POSITA would have also understood that Tajimaôs method improves 

security because by assigning data portions of ñarbitrary length[s]ò to different pre-

shreds in round-robin (as shown in Tajimaôs Figure 11, below), it would be harder 

for a third-party to reconstruct the data from the pre-shreds. Accordingly, 

implementing Torreôs allocator using Tajimaôs method would have amounted to 

using a known technique of rearranging and splitting received information (Tajimaôs 

Figure 11) to improve a similar device (Torre/Tajimaôs allocator) in the same way 

(increasing arbitrariness in pre-shreds/data fragments generated by the allocator). 

EX1002, ¶220. 
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EX1004, Figure 11. 

A POSITA would have had a reasonable expectation of success in 

implementing Torre/Tajima System-1ôs allocator using Tajimaôs method.   First, 

there is nothing unexpected about the combination.  As explained above, 

Torre/Tajima System-1 uses its allocator to remap and split the transformed data and 

the tag.  EX1003, [0099], [0102].  Tajimaôs method, too, remaps and splits the 

transformed data (e.g., encrypted data) and the tag (e.g., encryption key).  EX1004, 

[0109]; [0156]; Claim 8.  Accordingly, a POSITA would have readily understood 

that the combination amounts to a simple substitution of one known technique 

(Torreôs data allocation technique) for another (Tajimaôs method) to obtain 

predictable results of rearranging and splitting the received data and its tag according 

to Tajimaôs method.  EX1002, ¶¶221-222.  
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Second, Torre explains that ñthe embodiments disclosed herein, in whole or 

in part, can be equivalently implemented é as one or more computer programs 

running on one or more computers.ò  EX1003, [0141].  Accordingly, implementing 

Tajimaôs method in Torre/Tajima System-1 would have merely involved writing a 

program code.  That was well within the skill of a POSITA.  EX1003, [0141]; 

Keynetik, 2023 WL 2003932, at *2.  EX1002, ¶223. 

Third, both Torre/Tajima System-1ôs allocator and Tajimaôs method process 

a substantially similar type of information (in Torreðthe transformed (encrypted) 

data and its tag (including encryption key), and in Tajimaðthe encrypted data and 

its encryption key) and produce a substantially similar type of output (pre-shreds in 

Torre and data fragments in Tajima).  Accordingly, a POSITA would have 

understood that Tajimaôs method would readily replace Torreôs existing allocation 

method to perform the same function (splitting the received data) in a predictable 

manner (by assigning data portions of arbitrary lengths to pre-shreds as taught by 

Tajima).  EX1002, ¶¶224-225. 

At a minimum, it would have been obvious to try Tajimaôs method of dividing 

and rearranging data.  As Torre itself recognizes, the ñscheme of remappingò is ñnot 

limited,ò and the transformed data and the tags can be ñremappedò using any suitable 

method that ñdepend[s] upon particular situations.ò  EX1003, [0101].  So, there was 

a design need to implement a remapping scheme that adapts to ñparticular situations.ò  
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There would have been a finite number of predictable solutions for such remapping 

schemes, such as:  (1) hybrid combinations of chunking and interleaving (EX1003, 

[0100]); (2) ñdivid[ing] [the received data] into a plurality of data portions each of 

equal arbitrary lengthò and ñarrang[ing]ò the data portions to pre-shreds (EX1004, 

[0103]); and (3) ñdivid[ing] [the received data] into a plurality of data portions each 

of different arbitrary lengthò and ñarrang[ing]ò the data portions to pre-shreds 

(EX1004, [0106]).  Each of the identified solutions would have had a reasonable 

expectation of success for the reasons provided above.  EX1002, ¶¶226-227. 

*   *   *  

Torre/Tajima System-1 and Torre/Tajima System-2 are identical except for 

the specific implementation of the allocator.  Thus, in the forthcoming sections, 

when the analysis does not implicate the specific operation of an allocator, the 

analysis refers to Torre/Tajima System-1 and Torre/Tajima System-2 collectively as 

ñTorre/Tajima System.ò  EX1002, ¶¶228-229. 

4. Claim 1  

Torre/Tajima System renders claim 1 obvious. EX1002, ¶230. 

 [1Pre] A method for securing a data set, the method 

steps implemented by a programmed computer 

system, the method steps comprising: 

Torre discloses [1Pre].  EX1002, ¶¶231, 238. 
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First, Torre discloses ñ[a] method for securing [input data].ò2   Torre 

describes ñ[a] system and method for shredding and deshredding é to store and 

retrieve data while emphasizing considerations such as redundancy, integrity, and 

security of data.ò  EX1003, [0049].  Torreôs ñshredding system and method é is 

envisioned to be used with any other encryption method that provides a desired level 

of security dependent upon such other factors as proper key management.ò  EX1003, 

[0085].  See also EX1003, [0095]-[0096], [0109].  EX1002, ¶¶232-233. 

Second, the input data stored by Torre (and hence Torre/Tajima System) is 

the ñdata set.ò  Torre explains that ñ[t]he input data can be a file or another formò 

and can be generated ñby receiving or recording data such as live audio or video, or 

audio or video broadcast streams.ò  EX1003, [0050].  Thus, the input data may be a 

video comprising a set of video frames.  EX1016 (Microsoft Computer Dictionary), 

350 (.mpeg, MPEG-2).   The set of video frames satisfies the claimed ñdata setò 

because it is a set of data (frames).  EX1024 (Rangan), 2.  Indeed, in Patent Ownerôs 

litigation against Google, Patent Owner broadly construed ñdata setò to mean 

ñcollection of information for storage.ò  EX1013, 8.  EX1002, ¶¶234-236. 

Third, Torre discloses that ñthe method steps [are] implemented by a 

programmed computer system.ò  Torreôs teachings may be implemented ñas one or 

 
2 The quoted claim language is identified using unbolded italics. 



Petition for Inter Partes Review of U.S. Patent No. 8,271,802 

Claims 1-27 

  

31 

more computer programs running on one or more computers.ò  EX1003, [0141]; 

[0142].  EX1002, ¶237. 

 [1A] creating integrity information  using the data set; 

Torre discloses [1A].  EX1002, ¶¶239, 244. 

ñIn the process of shredding, input data [data set] is generally transformed 

into many smaller pieces of data called shreds.ò  EX1003, [0051].  As part of the 

transformations, ña first transformer 174 perform[s] the first transformation 

functionsò on the input data.  EX1003, [0073], [0062] (ñdata transformed by the first 

transformationsò), Figure 34.  One example of the first transformation functions is 

ñdigital signature generation.ò  EX1003, [0084].  For instance, Torre discloses that 

the first transformer 464 ñreceives the input data 139 é and uses a SHA-1 signature 

generation function to generate a signature associated with the received data to 

generate a pre-shred 466 containing the received data and a tag of the SHA-1 

signature,ò as shown below.  EX1003, [0131].  EX1002, ¶¶240-241. 
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The ñdigital signatureò shows the ñintegrity information.ò  Torre explains that 

a digital signatureðsuch as SHA-1ðis used to check for ñdata integrityò of the 

information reconstructed from the shreds.  EX1003, [0086] (ñImplementations 

using signature generation allows for data integrity checking.ò), [0088].  Torreôs 

teaching is consistent with the ô802 Patent which also states that ñ[e]xamples of 
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integrity information may include é digital signature information.ò  EX1001, 

64:30-35.  EX1002, ¶¶242-243. 

 [1B] encrypting the data set based on an encryption 

key to produce an encrypted data set; 

Torre discloses [1B].  EX1002, ¶¶245, 252. 

First, Torre teaches ñencrypting the data set é to produce an encrypted data 

set.ò  As explained in Section IX.A.1 [Torre], the first transformer can encrypt the 

input data (ñdata setò) after creating a digital signature (ñintegrity informationò).  

For example, Torreôs Figure 11 (below) shows ñ[a] table of allowed transformation 

combinationsò for the first transformer and the subsequent second transformer.  

EX1003, [0091], Figure 11.  The table includes a ñFpre column [that] é identifies 

which functions are performed by the first transformer 174 [in yellow] and the 

second transformer 178 [in green].ò  EX1003, [0091].  In this table, ñóEô represents 

the encryption functions, and óSô represents the signature generation functions.ò  

EX1003, [0091].  Accordingly, row 9 of Figure 11ðoutlined in blueðshows that 

the first transformer can create a digital signature, and subsequently encrypt the input 

data to produce an encrypted data.  See also EX1003, [0092].  EX1002, ¶¶246-248. 
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EX1003, Figure 11.   

The encryption operation of the first transformer and the corresponding 

encrypted data are illustrated below.  EX1002, ¶249. 
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Second, Torre further teaches that the encryption step encrypts the input data 

ñbased on an encryption key.ò  ñImplementations of encryption include é those that 

use block ciphers,ò such as ñthe Data Encryption Standard (DES).ò  EX1003, 

[0085].  It was well known that a ñblock cipherò is a method of encrypting data in 

blocks using an encryption key, and that DES is an example of a block cipher that 
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encrypts the input data using a symmetric encryption key.  EX1023, 12:44-58.   

EX1002, ¶¶250-251. 

 [1C] generating data splitting information , wherein the 

data splitting information  is usable to determine into 

which of a plurality of shares of data a unit of data of 

the encrypted data set will be placed; 

a. Torre/Tajima System-1 

Torre/Tajima System-1 satisfies [1C] because Torre discloses or renders 

obvious [1C].  EX1002, ¶¶253, 267. 

First, Torre discloses, or at a minimum renders obvious, ñgenerating data 

splitting information.ò  As explained in Section IX.A.3 [Torre/Tajima], the 

ñpermutator 282 [in the allocator] re-maps the ordering of the transformed data 274 

using various partitioning methodsò (EX1003, [0102]), such as ñchunking, 

interleaving, and hybrid combinations of these two typesò (EX1003, [0100]), and 

the ñsplitter 284 [in the allocator] splits the re-mapped data into data blocks 286ò 

(EX1003, [0102]).  See also EX1003, [0099].  Torre explains that ñspecific 

remapping is dependent upon particular situations.ò  EX1003, [0101].  EX1002, 

¶¶254-255. 

A POSITA would have understood that Torre adapts the remapping to such 

ñparticular situationsò by selecting between ñvarious partitioning methodsò 

(EX1003, [0102]), and such selection would entailed generating selection 
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information (ñdata splitting informationò).  Without such selection information, it 

would not have been possible to switch between remapping schemes ñdependent 

upon particular situations.ò  EX1003, [0101].  EX1016, 87 (case statement).  

EX1002, ¶¶256-258. 

To the extent Patent Owner argues that Torre does not teach generating such 

selection information, at a minimum, it would have been obvious to generate such 

selection information to switch between ñvarious partitioning methodsò based on 

ñparticular situations.ò EX1003, [0100], [0102].  It was well known that mode 

switching may be performed by generating selection information.  EX1016, 87 (case 

statement).  Indeed, Torre already teaches ñgenerat[ing] information describing [the 

allocatorôs] processing,ò which would have included information on the selected 

remapping scheme.  EX1003, [0103].  Thus, the modification would have merely 

amounted to first ñgenerat[ing] information describing [the allocatorôs] processing,ò 

i.e., selection information, and using it to select the remapping scheme.  EX1003, 

[0103].  EX1002, ¶¶259-260. 

Torre itself motivates the described modification because Torre teaches that 

the allocator would parse and split received data ñdependent on particular 

situations.ò EX1003, [0101], [0109].  EX1002, ¶261. 

A POSITA would have had a reasonable expectation of success in generating 

and using the selection information in Torre/Tajima System-1 because it would have 
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merely amounted to executing one remapping scheme over another based on the 

selection information.  EX1002, ¶¶262-263.   

Second, Torre teaches that such selection information ñis usable to determine 

into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed.ò   Once the first transformer 174 performs its transformations to form 

a pre-shred 466, ñ[t]he allocator 492 splits the pre-shred 466 into three data blocks 

494.ò  EX1003, [0135].  See also EX1003, [0061].  As part of the splitting process, 

the allocator uses the selection information to choose the partitioning method that 

would determine how a unit of data of the encrypted data set is assigned to one of 

the data blocks.  EX1003, [0100]-[0102].   EX1002, ¶264. 

By allocating a unit of data of the encrypted data set to one of the data blocks, 

the allocator has ñdetermine[d] [using the selection information]  into which of a 

plurality of shares of data a unit of data of the encrypted data set will be placed.ò  

EX1002, ¶265. 

For example, as shown below, once the allocator provides the data blocks, the 

redundancy generator 180 generates, under the Copy-N(2) redundancy scheme, two 

copies of each unit of data from the received data block, and provides the two copies 

to the third transformer, as illustrated in the diagram below.  EX1003, [0113].  Each 

copy includes ñexact copiesò of the unit of data of the received data block.  See 

EX1003, [0113] (ñA redundancy transformation called Copy-N can be used by some 
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implementations to simply make multiple exact copies of existing data.ò).  The third 

transformer then processes each unit of data to form a shred, as shown below.  

EX1003, [0132].  Each shred thus includes a unit of data from the corresponding 

data block.  EX1002, ¶¶265-266. 

 

Accordingly, the allocator uses the selection information (ñdata splitting 

informationò) to determine into which data block (and thus, which shred) a unit of 
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data of the encrypted data set 466 (ñencrypted data setò) will be placed. EX1002, 

¶267. 

b. Torre/Tajima System-2 

Torre/Tajima System-2 satisfies [1C] because Torre in view of Tajima teaches 

[1C].  EX1002, ¶¶268, 273. 

First, Torre in view of Tajima teaches ñgenerating data splitting information.ò  

As explained in Sections IX.A.2 [Tajima] and IX.A.3.ii  [Torre/Tajima], Tajima 

ñdivide[s]ò ñthe encrypted [data] and information regarding the key [encryption key] 

é into a plurality of data portions each of é arbitrary length as shown in é FIG. 

10.ò  EX1004, [0109]; Claim 8 (clarifying that ñinformation regarding the keyò is 

ñencryption keyò).  ñ[T]he arbitrary lengthò is ñinformation relating to the method 

of dividing and method of arrangingò (EX1004, [0107]), and is thus ñdata splitting 

information.ò  EX1002, ¶269. 

 
 

EX1004, Figures 10-11. 
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Tajima further teaches that the arbitrary length information is ñgenerat[ed].ò  

In Tajima, data is ñdivided into a plurality of data portions each of different arbitrary 

length according to a function of, for example, random numbers, time, or file 

capacity.ò  EX1004, [0106].  Thus, the arbitrary length information depends on 

parameters that are determined at the time of executing the method of 

splitting/arranging, such as random numbers or time.  Thus, the arbitrary length 

information is generated when the method is executed.  EX1002, ¶270. 

Such understanding is consistent with other teachings in Tajima.  Tajima 

differentiates between splitting data into portions having ñarbitrary lengthò and 

splitting data into portions having ñpredetermined fixed length.ò  EX1004, [0101], 

[0106].  Accordingly, the ñarbitrary lengthò is not predetermined; it is generated at 

the time of execution.  EX1002, ¶271. 

Second, Torre/Tajima System-2 teaches that the arbitrary length information 

ñis usable to determine into which of a plurality of shares of data a unit of data of 

the encrypted data set will be placedò for the reasons that the selection information 

in Torre/Tajima System-1 meets this portion of the limitation.  See Section 

IX.A.4.iv.a.  By allocating a unit of data of the encrypted data set to one of the data 

blocks, the allocator has ñdetermine[d] [using the arbitrary length information] into 

which of a plurality of shares of data a unit of data of the encrypted data set will be 

placed,ò as shown below.  EX1002, ¶272. 
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 [1D] separating the encrypted data set into the 

plurality of shares based on the data splitting 

information ; 

a. Torre/Tajima System-1 

Torre discloses or renders obvious [1D].  EX1002, ¶¶274, 276. 

As explained in Section IX.A.4.iv.a [1C, Torre/Tajima System-1], Torre 

discloses or renders obvious using selection information to separate the encrypted 

data set into data blocks, which are then further provided as shreds (ñplurality of 
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sharesò).  See also EX1003, [0100]-[0102] (ñThe splitter 284 [in the allocator] then 

splits the re-mapped data into data blocks 286 é.ò).  EX1002, ¶275. 

 

b. Torre/Tajima System-2 

Torre in view of Tajima teaches [1D].  EX1002, ¶¶277, 279. 

As explained in Section IX.A.4.iv.b [1C, Torre/Tajima System-2], Torreôs 

allocator uses the generated arbitrary length information (ñdata splitting 
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informationò) to separate the encrypted data set into data blocks, which are then 

further provided as multiple shreds (ñplurality of sharesò), as illustrated below.  

EX1003, [0131]-[0136], Figure 34; EX1004, [0106]-[0107], Figure 11.  EX1002, 

¶278. 

 

 [1E] including in the plurality of shares data indicative 

of (a) the encryption key and (b) the integrity 

information ; and 

Torre in view of Tajima teaches [1E].  EX1002, ¶¶280, 285. 
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In Torre/Tajima System, the first transformer provides a pre-shred output that 

includes: (1) the encrypted data; and (2) a tag comprising the integrity information 

(SHA-1 signature) and the encryption key, as illustrated below.  See Section IX.A.3.i 

[Torre/Tajima]; EX1003, Figure 11 (Rule 9), [0091], [0131], [0134], Figure 34; 

EX1004, [0078], [0085], [0123].  Subsequently, as explained in Section IX.A.4.iv 

[1C], the allocator in Torre/Tajima System divides and arranges the pre-shred output 

into multiple pre-shreds (EX1003, [0135]; EX1004, [0106], [0109]), and the 

redundancy generator and the third transformer further processes the multiple pre-

shreds into a plurality of shreds (EX1003, [0131]-[0132], [0135]).  EX1002, ¶¶281-

282. 
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Because the first transformerôs pre-shred outputðwhich includes the SHA-1 

signature and the encryption keyðis rearranged and split into the shreds, the shreds  

include ñdata indicative of (a) the encryption key and (b) the integrity information.ò  

EX1002, ¶¶283-284. 
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 [1F] causing the plurality of shares to be stored in 

respective separate storage locations; 

Torre discloses [1F].  EX1002, ¶¶286, 288. 

Torre teaches that the shreds are stored in storage devices provided in 

ñrespective separate physical locations.ò  In the context of the Torre/Tajima System, 

ñ[e]ach of the three data blocks 494 results in [two] shreds 156 being stored on the 

[respective two] servers 476ò in a storage pool 148, as shown below.  EX1003, 

[0135].  ñFor higher reliability, the storage units [such as the servers 476 in the 

storage pool 148] could be physically located separately from one another.ò  

EX1003, [0069].  See also EX1003, [0052].  Accordingly, the Torre/Tajima System 

causes the plurality of shares to be stored in respective servers that are ñphysically 

located separately from one another.ò EX1003, [0069].  EX1002, ¶287. 
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 [1G] wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the 

plurality of shares. 

Torre discloses [1G].  EX1002, ¶¶289, 294. 

Torre explains that ñ[s]hredding is done in a manner that adds redundancy to 

the shreds so that the input data can be recovered from a fewer number of shreds 

than the total number stored.ò  EX1003, [0051]. EX1002, ¶290. 

For example, Torre discloses a deshredder to reconstruct the input data from 

shreds.  EX1003, [0121].  As an initial step of the deshredding process, ñ[t]he 
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deshredder obtains a regeneration subset of shreds 156 (step 411) being enough 

shreds 156 from the shredded input data 152 to be able to reconstruct the input data 

139.ò  EX1003, [0124].  If the obtained shreds are valid, ñthe deshredder é performs 

functions inverse to those functions performed by the shredderò to reconstruct the 

input data.  EX1003, [0121].  See also EX1003, [0125]-[0126].  Accordingly, Torre 

teaches that the input data (ñdata setò) is restorable by accessing a ñsubset of shreds 

156 (step 411) being enough shreds 156 from the shredded input data 152 to be 

able to reconstruct the input data 139ò (EX1003, [0124]) (ñaccessing less than all, 

but at least a threshold number of, the plurality of sharesò).  See also EX1003, 

[0128].  In Torre/Tajima System shown below, the input data is restorable by 

accessing 5 of the 6 shreds.  EX1002, ¶¶291-293. 
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5. Claim 2 

 [2] The method of claim 1, wherein the step of 

separating the encrypted data set comprises using a 

deterministic technique. 

a. Torre/Tajima System-1 

Torre discloses the additional limitation of [2].  EX1002, ¶¶295, 301. 
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The allocator in Torre/Tajima System-1 uses Torreôs partitioning methods to 

split the preshred into multiple data blocks.  EX1003, [0099]-[0102]. See Sections 

IX.A.3.i and IX.A.3.ii . EX1002, ¶295. 

One such partitioning method is chunking. Torreôs Figure 15 (below) shows 

ñ[a]n exemplary depiction of chunking é in which the permutator 282 uses a pass-

through re-map, which sequentially grabs blocks of data and passes the sequential 

blocks of data through the permutator without altering the order of the data.ò  

EX1003, [0104].  See also EX1003, [0105], Figure 16. EX1002, ¶¶296-297. 

Another such partitioning method is interleaving.  Torreôs Figure 17 (below) 

shows ñ[a]n exemplary depiction of interleaving é in which the permutator 282 

uses an interleaving re-map, which in some implementations is round-robin 

distributing of the data at the bit or byte level into blocks of data.ò  EX1003, [0107].  

EX1002, ¶298. 
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EX1003, Figures 15, 17. 

The chunking and interleaving methods are ñdeterministic technique[s]ò for 

separating the encrypted data (ñencrypted data setò) into data blocks because they 

assign a unit of data in the encrypted data to one of the data blocks in a predetermined 

manner.  Indeed, the ô802 Patent suggests that chunking and interleaving are 

examples of a ñdeterministic algorithm.ò  EX1001, 72:65-73:4.  EX1002, ¶¶299-

300. 

b. Torre/Tajima System-2 

Torre in view of Tajima teaches the additional limitation of [2].  EX1002, 

¶¶302, 305. 
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As explained in Section IX.A.3.ii , the allocator in Torre/Tajima System-2 

determines ñarbitrary length[s],ò and uses the determined arbitrary lengths to divide 

the collection of the transformed data (ñencrypted data setò) and the encryption key 

into a plurality of data portions.  EX1004, [0106], [0109].  The allocator then assigns 

each data portion to one of the data blocks in a round-robin manner, as shown in 

Tajimaôs Figure 11.  Accordingly, Torre/Tajima System-2 separates the transformed 

data (ñencrypted data setò) using a round-robin assignment of data portions (ñusing 

a deterministic techniqueò).  EX1002, ¶¶303-304. 

 

EX1004, Figure 11. 
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6. Claims 3, 5  

 [3] The method of claim 1, wherein the step of 

separating the encrypted data set comprises using a 

substantially random technique. 

[5] The method of claim 1, wherein the step of 

separating the encrypted data3 into the plurality of 

shares comprises causing the plurality of shares to 

have a substantially randomly distribution of the 

encrypted data set. 

Torre/Tajima System-2 satisfies [3] and [5] because Torre in view of Tajima 

discloses the additional limitations of [3] and [5].  EX1002, ¶¶306, 310, 314. 

As explained in Section IX.A.3.ii , the allocator in Torre/Tajima System-2 

determines ñarbitrary length[s] according to a function of, for example, random 

numbers,ò uses the determined arbitrary lengths to divide the collection of the 

transformed data (ñencrypted data setò) and the encryption key into a plurality of 

data portions, and assigns the data portions into data blocks.  EX1004, [0106], 

[0109].  EX1002, ¶308. 

 
3 The term ñencrypted dataò lacks antecedent basis.  For purposes of this IPR only, 

Petitioner interprets ñencrypted dataò to mean ñencrypted data set.ò  EX1002, 

¶307.   
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Accordingly, the allocator separates the transformed data (ñencrypted data 

setò) into data blocks using a ñsubstantially random techniqueò that relies on 

ñrandom numbers,ò satisfying the additional limitation of [3].  EX1002, ¶309. 

The allocator also satisfies the additional limitation of [5].  Because the sizes 

of the data portionsðthe arbitrary lengthsðare determined based on ñrandom 

numbers,ò each bit of the collection (including the transformed data) is randomly 

assigned to one of the data portions, which are then assigned to the data blocks.  

EX1002, ¶311. 

Such random assignments of each bit of the collection to data portions, and 

the subsequent assignment of the data portions to data blocks are illustrated below.  

Here, each block identifies one of 32 bits in the collection; blocks with the same 

color correspond to a data portion of an arbitrary length; and the data portions are 

added to data blocks in a round-robin manner per Tajimaôs Figure 11.  And as 

explained in Section IX.A.4.iv [1C], the data blocks are then processed into multiple 

shreds (not shown).  EX1002, ¶312. 
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Because each bit of the collection (including the transformed data) is 

randomly associated with one of the data portionsðwhich are then interleaved into 

multiple data blocks and subsequently into multiple shreds (ñplurality of sharesò)ð

the shreds have ña substantially randomly distribution of the encrypted data set.ò  

EX1002, ¶313. 

7. Claim 9 

 [9] The method of claim 1, wherein the step of storing 

the shares in respective separate storage locations 

comprises storing the shares on at least two separate 

storage devices. 

Torre discloses the additional limitation of [9].  EX1002, ¶¶315, 318. 

As explained in Section IX.A.4.vii  [1F], the multiple shreds are stored in their 

respective storage devices that may be provided in ñseparate physical locations.ò  

And as shown below, Torre/ Tajima System stores the shreds (ñsharesò) on at least 

two separate servers.  EX1003, [0135].  See also EX1003, [0052].  EX1002, ¶¶316-

317. 
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8. Claim 10 

Claim 10 is identical to claim 1 except for the preamble [10Pre].  Torre/Tajima 

System satisfies [10A]-[10G] for the reasons provided above for [1A]-[1G], 

respectively.  EX1002, ¶¶319-321. 
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 [10Pre] A non-transitory computer readable medium 

storing computer executable instructions that, when 

executed by at least one processor, cause a computer 

system to carry out a method for securing a data set, 

the method comprising the steps of 

Torre discloses [10Pre].  EX1002, ¶¶322, 326. 

As explained in Section IX.A.4.i  [1Pre], Torre discloses ña method for 

securing a data set.ò  EX1002, ¶323. 

Torre states that its teachings ñcan be implemented é by é software.ò 

EX1003, [0141].  Torre explains that its software is implemented as ñcodeò 

(ñcomputer executable instructionsò) (EX1003, [0141]), and that the software ñwhen 

executed by at least one processor, cause[s]  a computer systemò to perform the 

method.  EX1003, [0141] (explaining that its teachings are implemented ñas one or 

more computer programs running on one or more computers é, as one or more 

programs running on one or more processorsò); [0142]; [0064].  Torre also teaches 

that the software code is stored in ñsignal bearing mediaò such as ñfloppy disks, hard 

disk drives, CD ROMs, digital tape, and computer memoryò (ñ[a] non-transitory 

computer readable mediumò).  EX1003, [0141]; [0064].  EX1002, ¶¶324-325. 

9. Claim 19 

Claim 19 is identical to claim 1 except for the preamble [19Pre] and 

limitations [19A]-[19B].  Torre/Tajima System satisfies [19C]-[19I] for the reasons 

provided above for [1A]-[1G].  EX1002, ¶¶327-329. 
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 [19Pre] A computer system for securing a data set, the 

system comprising: 

[19A] at least one processor; 

Torre discloses [19Pre]-[19A].  EX1002, ¶¶330, 332, 334. 

As explained in Section IX.A.4.i  [1Pre], Torre discloses a method for 

ñsecuring a data set.ò  EX1002, ¶330. 

Torre teaches that its method is performed by a ñcomputer systemò having ñat 

least one processor.ò  EX1003, [0141]  (explaining its teachings are implemented as 

ñcomputer programs running on one or more computers é programs running on 

one or more processors.ò); [0142]; [0064].  EX1002, ¶¶331, 333. 

 [19B] a non-transitory computer readable medium 

storing computer executable instructions that, when 

executed by the at least one processor, cause the 

computer system to carry out a method for securing a 

data set, the method comprising the steps of: 

Torre/Tajima System satisfies [19B] for the reasons provided above for 

[10Pre].  See Section IX.A.8.i [10Pre].  EX1002, ¶335. 

10. Claims 11-12, 14, 18, 20-21, 23, 27 

¶ Torre/Tajima System satisfies the additional limitation of claims 11 and 

20 as provided in Section IX.A.5 [Claim 2];  

¶ Torre/Tajima System-2 satisfies the additional limitation of claims 12, 

14, 21, and 23 for the reasons provided in Section IX.A.6 [Claims 3, 5]; 

and 
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¶ Torre/Tajima System satisfies the additional limitation of claims 18 and 

27 for the reasons provided in Section IX.A.7 [Claim 9]. 

EX1002, ¶337. 

B. Ground II : Torre, Tajima, And Aldridge Render Obvious Claims 

4, 13, 22. 

1. Aldridge 

Aldridge is directed to ñstorage and transfer of large datasets with high 

security across existing networks.ò  EX1005, [0013].  Aldridge explains that 

ñ[s]ecurity is achieved through two stepsò (EX1005, [0013]), as illustrated in Figure 

2 (EX1005, [0049]).  First, ñoriginal data source 1 comprised of files and 

subdirectories 2-7ò are ñsplit (óslicedô)ò ñinto segments of fixed length 8-13.ò  

EX1005, [0056].  Second, ñ[a]djacent segments may be then grouped in multiples 

of n (n=3 in the example in FIG. 2)ò and ñ[t]he data in each group of n adjacent 

segments may then be óscrambledô resulting in segments 14-19 of equal length.ò  

EX1005, [0057].  EX1002, ¶¶341-342. 
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EX1005, Figure 2. 

Aldridge explains that n ñis less than or equal to the total number of segmentsò 

(EX1005, [0057]), and that it is beneficial to reduce ñthe number of segments over 

which the data from a file is distributedò (i.e., n) so that ñif the files are to be held in 

obscured format on the recipient's device[,]é it reduces the time required to 

reconstruct a file from the scrambled data by reducing the amount of data that must 

be accessed.ò  EX1005, [0059].  A POSITA would have understood that n is 

beneficially small and can be 1, or at a minimum, would have found it obvious to 
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make n=1, to minimize ñthe number of segments over which the data from a file is 

distributed.ò  EX1005, [0059].  EX1002, ¶343. 

2. Torre/Tajima In Combination With Aldridge 

(ñTorre/Tajima/Aldridgeò) 

It would have been obvious to augment the Torre/Tajima System with 

Aldridgeôs data scrambling technique to improve security.  Specifically, it would 

have been obvious to implement Aldridgeôs data scrambling technique to scramble 

individual shreds as shown below.  EX1002, ¶¶344-346. 
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A POSITA would have been motivated to implement Aldridgeôs data 

scrambling technique in Torre/Tajima System.  EX1002, ¶347. 

Aldridge explains that the scrambled data segment ñis obscured in a way that 

makes it very difficult to reconstruct without using the correct protocolsò and that 

improves ñsecurity.ò  EX1005, [0032].  See EX1005, [0005], [0013], [0031].  And 

Aldridge specifically teaches scrambling data within a portion of input dataðlike a 
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shred in Torre/Tajima Systemðto improve security.  EX1005, [0056]-[0057], 

[0059]; Section IX.B.1 [Aldridge].  Accordingly, a POSITA would have been 

motivated to implement a known technique (Aldridgeôs scrambling technique) to 

improve security of a known device (Torre/Tajima System) in the same way 

(scrambling data within a shred (EX1005, [0059])) to obtain predictable results of 

making it ñvery difficult to reconstructò the input data.  EX1002, ¶¶348-352. 

A POSITA would have had a reasonable expectation of success in 

implementing Aldridgeôs data scrambling technique in Torre/Tajima System.  

Aldridge teaches that ñ[t]here is much prior art which may be described as 

óscramblingôò and that ñ[t]his will be obvious to a person skilled in the art.ò  EX1005, 

[0055].  Indeed, ñó[s]cramblingô may involve any process which obscures data, 

including but not limited to encryption, byte shuffling, byte and/or bit rotationò  

(EX1005, [0057]), which would have merely entailed rearranging data units within 

each shred using either hardware or software.  EX1002, ¶¶353-355. 

3. Claim 4 

 [4] The method of claim 1, further comprising causing 

a plurality of data units in each of the shares to be 

rearranged relative to one another after the separating 

step. 

Torre/Tajima in combination with Aldridge renders obvious the additional 

limitation of [4].  As explained in Section IX.B.2 [Torre/Tajima/Aldridge], the 
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Torre/Tajima/Aldridge System causes bytes or bits (ñdata unitsò) in each of the 

shreds (ñsharesò) to be rearranged relative to one another, as shown in Aldridgeôs 

Figure 2.  EX1005, [0057] (ñóScramblingô may involve é byte shuffling, byte 

and/or bit rotation.ò).  EX1002, ¶¶356, 358.  

 

EX1005, Figure 2. 

In this combination, the scrambling step is performed after the separating step 

that forms the shreds, as discussed in Section IX.A.4.v [1D].  EX1002, ¶357. 
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4. Claims 13 and 22 

The additional limitation in claims 13 and 22 is identical to the additional 

limitation in claim 4, except that claim 4 requires ñcausing a plurality of data units 

in each of the shares to be rearranged,ò whereas claims 13 and 22 require ñcausing 

a plurality of data units of the encrypted data set to be rearranged.ò  As explained in 

Section IX.A.4.iv [1C], each shred (ñshareò) includes data units of the encrypted 
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data set 466.  Accordingly, by causing data units in each of the shares to be 

rearranged as explained above in Section IX.B.3 [Claim 4], Torre/Tajima/Aldridge 

teaches causing a plurality of data units of the encrypted data set to be rearranged. 

EX1002, ¶¶359-362. 

C. Ground III : Torre, Tajima, And Krawczyk Render Obvious 

Claims 6, 15, 24. 

1. Krawczyk 

Krawczyk is directed to a ñsecret sharingò technique that combines ñan 

information dispersal scheme with a secure encryption scheme and a perfect (e.g. 

Shamirôs) secret sharing scheme.ò  EX1006, 8, 12.  Krawczykôs technique proceeds 

as below: 

1. ñChoose a random encryption key K [and] [e]ncrypt the secret Sò using 

the encryption key K to form an encrypted secret E. 

2. Use an information dispersal scheme to split the encrypted secret E into n 

fragments: E1, é En. 

3. Use ña perfect (n, m)-secret sharing scheme (e.g. Shamirôs)ò to ñgenerate 

n shares for the key Kò: K1, é Kn. 

4. Send, to each of n participants, the corresponding share Si = (Ei, Ki). 

EX1006, 13.  EX1002, ¶¶366-367. 
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2. Torre/Tajima In Combination With  Krawczyk 

(ñTorre/Tajima/Krawczykò) 

In Torre/Tajima System, when Torreôs first transformer performs encryption, 

it provides the encryption key and SHA-1 signature as a tag, as shown below.  See 

Section IX.A.3.i  [Torre/Tajima]. And it further parses and splits the encrypted data 

and the tag to provide shreds that include data indicative of the encryption key and 

SHA-1 signature, as explained in Sections IX.A.4.iv [1C] and IX.A.4.vi [1E].  

EX1002, ¶¶368-369. 
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Krawczyk teaches another data splitting method for providing the tag in the 

shreds:  Krawczyk teaches using ña perfect (n, m)-secret sharing scheme (e.g. 

Shamirôs)ò to process the tag separately from the transformed data and appending 

the outputs of the secret sharing scheme to the shreds.  EX1006, 12.  See Section 

IX.C.1 [Krawczyk].  A POSITA would have found it obvious to modify 
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Torre/Tajima System to separately process the tag (including the encryption key) 

using Shamirôs secret sharing scheme as taught by Krawczyk, and append the 

processed tag (or, to be more precise, its portions) to the shares as shown below.  

This way, information indicative of the encryption key is provided to the shreds.  

EX1002, ¶¶370-371. 

 

A POSITA would have been motivated to combine Torre/Tajima with 

Krawczyk to improve security.  A POSITA would have understood that it is 
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important to keep the tagðparticularly the encryption keyðsecure so that a third 

party cannot decrypt the encrypted data.  Accordingly, a POSITA would have been 

motivated to improve the security of the tag stored in the shreds.  And Krawczyk 

teaches that ña perfect (n, m)-secret sharing scheme (e.g. Shamirôs)ò may be used 

to create ñn shares for the key Kò that can then be appended to n shares of encrypted 

data.  EX1006, 13.  See also EX1006, 13 (ñthis is essential in Shamirôs scheme to 

provide perfect secrecyò).  Thus, a POSITA would have been motivated to use 

Shamirôs secret sharing scheme to further secure the tag.  EX1002, ¶¶372-373. 

Indeed, the combination would have merely amounted to using a known 

technique (Shamirôs algorithm) to improve a similar device (Torre/Tajima System 

for securely storing input data) in the same way (applying Shamirôs algorithm to the 

tag to create n shares and appending the n shares of tag to n shares of encrypted data 

as taught by Krawczyk) to yield predictable results (improving the security of the 

tag).  EX1002, ¶374. 

A POSITA would have had a reasonable expectation of success in combining 

Torre/Tajima with Krawczyk.  First, Torre/Tajima and Krawczyk are both directed 

to the same technical problem of distributing information securely, and to 

substantially similar solutions that split encrypted information to shares and 

distributing the split encrypted information along with information on the encryption 

key.  See EX1003, [0049]-[0052], [0061]-[0062]; EX1004, [0044], [0048], [0109]; 
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EX1006, 13. Further, both Torre/Tajima and Krawczyk employ redundancy to 

recover the original secret information from less than all shares.  EX1003, [0051]; 

EX1006, 12-13.  Thus, the combination would have merely amounted to applying a 

known technique (applying Shamirôs secret sharing scheme to the tag (including the 

encryption key) and appending the outcome of the secret sharing scheme to shares, 

as taught by Krawczyk) to a known device (Torre/Tajima System) ready for 

improvement (for improved security of the tag) to yield predictable results 

(improving the tagôs security).  EX1002, ¶¶375-378, 380. 

Second, a POSITA would have understood that implementing Shamirôs secret 

sharing scheme in Torre/Tajima System would have merely entailed writing a 

program code.  That was well within the skill of a POSITA.  EX1003, [0141]; 

Keynetik, 2023 WL 2003932, at *2.  EX1002, ¶379.  

3. Claim 6 

 [6] The method of claim 1, wherein the data indicative 

of the encryption key comprises data created using a 

Shamir algorithm. 

Torre/Tajima in view of Krawczyk teaches the additional limitation of [6].  

Torre/Tajima/Krawczyk System uses ña perfect (n,m )-secret sharing scheme (e.g. 

Shamirôs)ò to process the tag (including the encryption key) and appending the 

portions of the processed tag to the shares.  EX1006, 13; Section IX.C.2.  
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Accordingly, the shares include ñthe data indicative of the encryption keyò ñcreated 

using a Shamir algorithm.ò  EX1006, 13.  EX1002, ¶¶381-382. 

4. Claims 15 and 24 

In claims 15 and 24, the additional limitation is materially the same as the 

additional limitation of claim 6.  Thus, Torre/Tajima/Krawczyk renders claims 15 

and 24 obvious for the reasons provided for claim 6.  EX1002, ¶383. 

D. Ground IV : Torre, Tajima, And Foster Render Obvious Claims 7-

8, 16-17, 25-26. 

1. Foster  

Foster discloses ñ[a] method and system for attaching a title key [an 

encryption key] to encrypted content.ò  EX1007, Abstract.  ñSpecifically, a title key 

used to encrypt content is itself encrypted, and attached to the encrypted content so 

that both can be synchronously transmitted to a recipient.ò EX1007, [0002].  For 

example, Figure 3 of Foster shows that:  

content 22 is encrypted with title key 24 to yield encrypted content 

26. Then, title key 24 is itself encrypted with key encrypting key 

28. The encrypted title key 30 can then be transmitted along with 

the encrypted content 26 to a recipient. 

EX1007, [0053].  EX1002, ¶387. 
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EX1007, Figure 3.   

To recover the original data, the recipient decrypts the encrypted data by: (1) 

recovering the title key by decrypting the encrypted key 30 using the key encrypting 

key; and (2) decrypting the encrypted data using the title key.  EX1007, [0055], 

[0061].  EX1002, ¶¶388-389. 

2. Torre/Tajima In Combination With Foster 

(ñTorre/Tajima/Fosterò) 

It would have been obvious to combine Torre/Tajima with Foster to encrypt 

Torre/Tajimaôs encryption key using a ñkey encryption keyò before storing the 

encryption key.  EX1007, [0053], Figure 3.  Specifically, it would have been obvious 

to implement the first transformer using, in part, Fosterôs Figure 3 (below) to: (1) 

encrypt the encryption key using a key encrypting key, and (2) store the encrypted 

encryption key instead of the encryption key itself.  EX1007, [0053].  EX1002, ¶390. 
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EX1007, Figure 3. 

The resulting combination is illustrated below.  EX1002, ¶391. 
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In this combination, the deshredder can obtain the input data by reversing the 

operation performed by the shredder described above, including decrypting the 

encrypted encryption key using the key-encrypting key 28.  See EX1003, [0078], 

[0123]; EX1007, [0055], [0061].  The deshredderðwhich operates like a recipient 
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in Fosterðcan cache the key-encrypting key 28 in memory, as taught by Foster.  See 

EX1007, [0058].  EX1002, ¶¶392-393. 

A POSITA would have been motivated to combine Torre/Tajima with Foster 

to improve the security of the encryption key.  A POSITA would have understood 

that it is important to keep the encryption key secure so that a third party cannot 

decrypt the encrypted data.  Accordingly, a POSITA would have been motivated to 

encrypt the encryption key before storing it, as in Foster.  EX1007, [0053].  The 

combination would have merely amounted to applying a known technique (Fosterôs 

key encryption scheme) to a known device (Torre/Tajima System) ready for 

improvement (for improved security of the stored encryption key) to yield 

predictable results (improving the stored encryption keyôs security).  EX1002, 

¶¶394-397. 

A POSITA would have had a reasonable expectation of success in combining 

Torre/Tajima System with Foster.  First, Torre/Tajima and Foster are both directed 

to the same technical problem of distributing secret information securely, and to 

substantially similar solutions that split encrypted information to shares/packets and 

distributing the split encrypted information along with information on the encryption 

key.  See EX1003, [0049]-[0052], [0061]-[0062]; EX1004, [0044], [0048], [0109]; 

EX1007, [0053].  And the modification would have merely entailed inserting an 
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additional encryption step to encrypt the encryption key before placing it in the tag, 

as in Fosterôs Figure 3.  EX1002, ¶¶398-400, 402. 

 

EX1007, Figure 3.   

Second, a POSITA would have understood that implementing Fosterôs key 

encryption scheme in Torre/Tajima System would have merely entailed writing a 

program code.  That was well within the skill of a POSITA.  EX1003, [0141].   

Keynetik, 2023 WL 2003932, at *2.  EX1002, ¶401.  

3. Claim 7 

 [7A] The method of claim 1, wherein the step of 

including data indicative of the encryption key 

comprises: encrypting the encryption key with a 

second key; and 

 [7B] including in the plurality of shares data indicative 

of the encrypted encryption key. 

Torre/Tajima/Foster teaches the additional limitations of [7A]-[7B].  In 

Torre/Tajima/Foster System, the first transformer encrypts the encryption key using 
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a key encrypting key; and provides the encrypted key as part of the tag.  EX1007, 

[0053].  See Section IX.D.2 [Torre/Tajima/Foster]. EX1002, ¶¶403, 405. 

 

Then it parses and splits the encrypted data and tagðincluding the encrypted 

encryption keyðinto shreds, as explained in Section IX.A.4.vi [1E]. Thus, 

Torre/Tajima/Foster includes in the shreds (ñplurality of sharesò) portions of the 
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encrypted encryption key (ñdata indicative of the encrypted encryption keyò). 

EX1002, ¶404. 

4. Claim 8 

 [8] The method of claim 7 further comprising the 

method step of storing the second key outside of the 

plurality of shares, wherein the data set is restorable 

by accessing less than all, but at least a threshold 

number of, the plurality of shares, and the second key. 

Torre/Tajima/Foster teaches the additional limitation of [8].  EX1002, ¶¶406, 

411. 

First, Torre/Tajima/Foster teaches ñstoring the second key outside of the 

plurality of shares.ò  In Torre/Tajima/Foster, the deshredder uses the key-encrypting 

key to decrypt the encrypted encryption key.  EX1007, [0055], [0061].  That key-

encrypting key is cached in memory.  EX1007, [0058] (ñ[A]  receiver may cache é 

the corresponding key encrypting keys[]  in memory.ò). Accordingly, 

Torre/Tajima/Foster stores the key-encrypting key (ñsecond keyò) outside of the 

shreds (ñplurality of shares ò).  EX1002, ¶407. 

Second, Torre/Tajima/Foster teaches ñthe data set is restorable by accessing 

less than all, but at least a threshold number of, the plurality of sharesò as explained 

in Section IX.A.4.viii  [1G].  EX1002, ¶408. 

Third, Torre/Tajima/Foster teaches accessing and using key-encrypting key  

(ñsecond keyò) to restore the input data (ñdata setò).  In Torre/Tajima/Foster, the 
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deshredder recovers the input data from shreds by reversing the operations 

performed by the shredder.  See Section IX.D.2 [Torre/Tajima/Foster]; EX1003, 

[0078], [0123].  For instance, the deshredder first recovers the encrypted data and 

the tag (including the encrypted encryption key) from the shreds.  Section IX.D.2 

[Torre/Tajima/Foster]; EX1003, [0136].  And the deshredder recovers the input data 

(ñdata setò) by: (1) accessing the key-encrypting key 28 (ñsecond keyò) stored 

locally at the deshredder, (2) decrypting the encrypted encryption key using the key-

encrypting key 28 (ñsecond keyò) to recover the key 24; and (3) decrypting the 

encrypted data using the key 24.  EX1007, [0055], [0058], [0061].  EX1002, ¶¶409-

410. 

5. Claims 16-17, 25-26 

In claims 16 and 25, the additional limitation is materially the same as the 

additional limitation of claim 7; in claims 17 and 26, the additional limitation is 

materially the same as the additional limitation of claim 8. Thus, 

Torre/Tajima/Foster renders claims 16-17, 25-26 obvious for the reasons provided 

above for claims 7 and 8.  EX1002, ¶¶412-413. 

E. Ground V: Orsini  And Torre Render Obvious Claims 1-5, 9-14, 18-

23, 27. 

1. Orsini  

Orsini is a patent publication naming, as inventors, three of the four inventors 

of the ô802 Patent, and an additional person not named in the ô802 Patent.  Further, 
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Orsini was published before the earliest possible priority date of the ô802 Patent.  

Thus, Orsini is prior art under at least 35 U.S.C. § 102(a).  

Orsini includes substantially identical disclosures to the ô802 Patent.  In fact, 

Orsiniôs Figures 1-25 and the associated descriptions are substantially identical to 

the ô802 Patentôs Figures 1-25 and the associated descriptions.  EX1012 (showing 

redlines between Orsini and the ô802 Patentôs specification).  Because ô802 Patentôs 

Figures 1-25 and the associated descriptions provide written description support for 

most of the limitations in the ô802 Patentôs claims, Orsini, too, provides invalidating 

disclosures for most of the limitations in the ô802 Patentôs claims.  EX1002, ¶¶417-

418. 

For example, just like Figure 21 of the ô802 Patent, Figure 21 of Orsini 

illustrates a secure data parser relevant to the ô802 Patentôs claims, ñshow[ing] the 

steps of the process performed by the parser software suite on data to store the 

session master key with the parsed data.ò  EX1008, [0294].  See Section VI ; EX1008, 

[0295]-[0298], [0346]-[0357], [0363]-[0367].  EX1002, ¶¶419-421. 
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ô802 Patent, Figure 21 Orsini, Figure 21 

 
 

 

Orsini also teaches that the process of parsing data can be performed using 

ñ[a] cryptographic split (cryptosplit)ò (EX1008, [0281]), which may ñprovide 

sufficient redundancy in the shares such that only a subset of the shares are needed 

to reassemble or restore the dataò (EX1008, [0283]).  See also EX1008, [0284], 

[0288]-[0293].   EX1002, ¶422. 

Orsiniôs Figure 21 implements such redundant cryptosplit process.  Orsini 

explains that ñ[t]he parser software suite of the present invention é perform[s] 

a cryptographic split or parsing of the encrypted file into é four or more sharesò 

(EX1008, [0292]) and Orsini further states that ñ[a]n example of one embodiment 






















































