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obfuscating, by the computing device, the second set of obfuscated encoded data slices using at
least one other encoded auxiliary data slice of the second set of encoded auxiliary data slices to

produce a second set of further obfuscated encoded data slices.

3. The method of claim 1, wherein the auxiliary data comprises one or more of’

null data;

authentication information;

a next pseudo random output sequencing order;

a pseudo random output sequencing order identifier;

a next outputting threshold;

a random number generator output;

an encryption key;

a starting point for the pseudo random output sequencing order;
a device identifier;
a data identifier;

a data type;

a data size indictor;
a priority indicator;

a security indicator; and

a performance indicator.

4. The method of claim 1 further comprises:

encrypting, by the computing device, the plurality of data segments to produce a plurality of

encrypted data segments; and

dispersed storage error encoding, by the computing device, the plurality of encrypted data

segments to produce the plurality of sets of encoded data slices.
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5. The method of claim 4 further comprises:

encrypting, by the computing device, the auxiliary data to produce encrypted auxiliary data; and

dispersed storage error encoding, by the computing device, the encrypted auxiliary data to produce

the set of encoded auxiliary data slices.

6. The method of claim 5, wherein the auxiliary data is encrypted via an encryption
methodology used to encrypt the plurality of data segments to produce the encrypted auxiliary
data.

7. The method of claim 5, wherein the auxiliary data is encrypted via an all or nothing
transformation to produce the encrypted auxiliary data and the plurality of data segments is

encrypted via an all or nothing transformation to produce the plurality of encrypted data segments.

8. The method of claim 1, wherein the obfuscating the first set of encoded data slices

comprises:

interspersing, by the computing device, the at least one encoded auxiliary data slices within the
first set of encoded data slices in accordance with a pseudo random output sequencing order to

produce the first set of obfuscated encoded data slices.
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9. A computing device of a dispersed storage network (DSN), the computing device

comprises:

an interface;

memory; and

a processing module operably coupled to the memory and the interface, wherein the processing
module is operable to:
dispersed storage error encode a plurality of data segments to produce a plurality of sets of
encoded data slices;
dispersed storage error encode auxiliary data to produce a set of encoded auxiliary data
slices;
obfuscate a first set of encoded data slices of the plurality of sets of encoded data slices
using at least one encoded auxiliary data slices of the set of encoded auxiliary data slices
to produce a first set of obfuscated encoded data slices;
obfuscate a second set of encoded data slices of the plurality of sets of encoded data slices
using at least one other encoded auxiliary data slice of the set of encoded auxiliary data
slices to produce a second set of obfuscated encoded data slices; and

output the first and second sets of obfuscated encoded data slices for storage.

10. The computing device of claim 9, wherein the processing module is further operable to:

dispersed storage error encode the auxiliary data to produce a second set of encoded auxiliary data

slices;

obfuscate the first set of obfuscated encoded data slices using at least one encoded auxiliary data
slices of the second set of encoded auxiliary data slices to produce a first set of further obfuscated

encoded data slices; and
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obfuscate the second set of obfuscated encoded data slices using at least one other encoded
auxiliary data slice of the second set of encoded auxiliary data slices to produce a second set of

further obfuscated encoded data slices.

11.  The computing device of claim 9, wherein the auxiliary data comprises one or more of:

null data;

authentication information;

a next pseudo random output sequencing order;

a pseudo random output sequencing order identifier;

a next outputting threshold;

a random number generator output;

an encryption key;

a starting point for the pseudo random output sequencing order;
a device identifier;
a data identifier;

a data type;

a data size indictor;
a priority indicator;

a security indicator; and

a performance indicator.

12. The computing device of claim 9, wherein the processing module is further operable to:

encrypt the plurality of data segments to produce a plurality of encrypted data segments; and

dispersed storage error encode the plurality of encrypted data segments to produce the plurality of

sets of encoded data slices.
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13. The computing device of claim 12, wherein the processing module is further operable to:

encrypt the auxiliary data to produce encrypted auxiliary data; and

dispersed storage error encode the encrypted auxiliary data to produce the set of encoded auxiliary

data slices.

14. The computing device of claim 13, wherein the processing module is further operable to:

encrypt the auxiliary data an encryption methodology used to encrypt the plurality of data

segments to produce the encrypted auxiliary data.

15. The computing device of claim 13, wherein the processing module is further operable to:

encrypt the auxiliary data via an all or nothing transformation to produce the encrypted auxiliary
data and encrypt the plurality of data segments via an all or nothing transformation to produce the

plurality of encrypted data segments.

16. The computing device of claim 9, wherein the processing module is further operable to

obfuscate the first set of encoded data slices by:

interspersing the at least one encoded auxiliary data slices within the first set of encoded data slices
in accordance with a pseudo random output sequencing order to produce the first set of obfuscated

encoded data slices.
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TITLE OF APPLICATION
SECURE DATA TRANSMISSION UTILIZING DISTRIBUTED STORAGE

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority pursuant to 35 U.S.C. § 120 as a continuation-in-part
of U.S. Utility Application No. 14/452,182, entitled “DISTRIBUTED STORAGE WITH
AUXILIARY DATA INTERSPERSAL AND METHOD FOR USE THEREWITH,” filed
08/05/2014, which claims priority pursuant to 35 U.S.C. § 120 as a continuation of U.S. Utility
Application No. 12/954,880, entitled “DE-SEQUENCING ENCODED DATA SLICES,” filed
11/28/2010, issued as U.S. Patent No. 8,959,366 on 02/17/2015, which claims priority pursuant to
35 US.C. § 119(e) to U.S. Provisional Application No. 61/299,245, entitled “SECURE DATA
TRANSMISSION UTILIZING DISTRIBUTED STORAGE,” filed 01/28/2010, all of which are
hereby incorporated herein by reference in their entirety and made part of the present U.S. Utility

Patent Application for all purposes.

STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR
DEVELOPMENT
[0002] Not Applicable.

INCORPORATION-BY-REFERENCE OF MATERIAL SUBMITTED ON A COMPACT
DISC
[0003] Not Applicable.

BACKGROUND OF THE INVENTION
TECHNICAL FIELD OF THE INVENTION
[0004] This invention relates generally to computer networks and more particularly to

dispersing error encoded data.

DESCRIPTION OF RELATED ART

[0005] Computing devices are known to communicate data, process data, and/or store data.
Such computing devices range from wireless smart phones, laptops, tablets, personal computers
(PC), work stations, and video game devices, to data centers that support millions of web searches,

stock trades, or on-line purchases every day. In general, a computing device includes a central
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processing unit (CPU), a memory system, user input/output interfaces, peripheral device
interfaces, and an interconnecting bus structure.

[0006] As is further known, a computer may effectively extend its CPU by using “cloud
computing” to perform one or more computing functions (e.g., a service, an application, an
algorithm, an arithmetic logic function, etc.) on behalf of the computer. Further, for large services,
applications, and/or functions, cloud computing may be performed by multiple cloud computing
resources in a distributed manner to improve the response time for completion of the service,
application, and/or function. For example, Hadoop is an open source software framework that
supports distributed applications enabling application execution by thousands of computers.
[0007] In addition to cloud computing, a computer may use “cloud storage” as part of its
memory system. As is known, cloud storage enables a user, via its computer, to store files,
applications, etc. on an Internet storage system. The Internet storage system may include a RAID
(redundant array of independent disks) system and/or a dispersed storage system that uses an error
correction scheme to encode data for storage.

[0008] Additional layers of security may be required when dispersed storage error encoding

data for distributed storage depending on the type of data and/or user.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S)

[0009] Figure 1 is a schematic block diagram of an embodiment of a computing system in
accordance with the invention;

[0010] Figure 2 is a schematic block diagram of an embodiment of a computing core in
accordance with the invention;

[0011] Figure 3 is a schematic block diagram of an embodiment of a distributed storage
processing unit in accordance with the invention;

[0012] Figure 4 is a schematic block diagram of an embodiment of a grid module in accordance
with the invention;

[0013] Figure 5 is a diagram of an example embodiment of error coded data slice creation in
accordance with the invention;

[0014] Figure 6 is another schematic block diagram of another embodiment of a computing

system in accordance with the invention;
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[0015] Figure 7 is another schematic block diagram of an embodiment of a dispersed storage
(DS) processing module in accordance with the invention;

[0016] Figure 8A is a schematic block diagram of an embodiment of a storage module in
accordance with the invention;

[0017] Figures 8B-8E are diagrams illustrating examples of sequencing and selecting encoded
data slices in accordance with the invention;

[0018] Figure 9 is a flowchart illustrating an example of encoding data to produce encoded
data slices in accordance with the invention;

[0019] Figure 10 is a flowchart illustrating an example of decoding encoded data slices to
produce data in accordance with the invention;

[0020] Figure 11 is a flowchart illustrating another example of encoding data to produce
encoded data slices in accordance with the invention;

[0021] Figure 12 is a flowchart illustrating another example of decoding encoded data slices
to produce data in accordance with the invention;

[0022] Figure 13 is a flowchart illustrating another example of encoding data to produce
encoded data slices in accordance with the invention;

[0023] Figure 14 is a flowchart illustrating another example of decoding encoded data slices
to produce data in accordance with the invention;

[0024] Figure 15 is a flowchart illustrating another example of encoding data to produce
encoded data slices in accordance with the invention;

[0025] Figure 16 is a flowchart illustrating another example of decoding encoded data slices
to produce data in accordance with the invention;

[0026] Figure 17 is a flowchart illustrating another example of encoding data to produce
encoded data slices in accordance with the invention;

[0027] Figure 18 is a flowchart illustrating another example of decoding encoded data slices
to produce data in accordance with the invention;

[0028] Figure 19 is a flowchart illustrating another example of encoding data to produce
encoded data slices in accordance with the invention;

[0029] Figure 20 is a flowchart illustrating another example of decoding encoded data slices

to produce data in accordance with the invention;
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[0030] Figure 21 is a flowchart illustrating another example of encoding data to produce
encoded data slices in accordance with the invention;

[0031] Figure 22 is a flowchart illustrating another example of decoding encoded data slices
to produce data in accordance with the invention;

[0032] Figure 23 is a flowchart illustrating another example of encoding data to produce
encoded data slices in accordance with the invention;

[0033] Figure 24 is a flowchart illustrating another example of decoding encoded data slices
to produce data in accordance with the invention;

[0034] Figure 25 is a flowchart illustrating another example of encoding data to produce
encoded data slices in accordance with the invention;

[0035] Figure 26 is a flowchart illustrating another example of decoding encoded data slices
to produce data in accordance with the invention; and

[0036] Figure 27 is a schematic block diagram of an embodiment of a computing device of the
distributed or dispersed storage network (DSN) in accordance with the invention; and

[0037] Figure 28 is a flowchart illustrating an example of secure data transmission utilizing

distributed storage in accordance with the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0038] Figure 1 is a schematic block diagram of a computing system 10 that includes one or
more of a first type of user devices 12, one or more of a second type of user devices 14, at least
one distributed storage (DS) processing unit 16, at least one DS managing unit 18, at least one
storage integrity processing unit 20, and a distributed storage network (DSN) memory 22 coupled
via a network 24. The network 24 may include one or more wireless and/or wire lined
communication systems; one or more private intranet systems and/or public internet systems;
and/or one or more local area networks (LAN) and/or wide area networks (WAN).

[0039] The DSN memory 22 includes a plurality of distributed storage (DS) units 36 for
storing data of the system. Each of the DS units 36 includes a processing module and memory and
may be located at a geographically different site than the other DS units (e.g., one in Chicago, one
in Milwaukee, etc.). The processing module may be a single processing device or a plurality of
processing devices. Such a processing device may be a microprocessor, micro-controller, digital

signal processor, microcomputer, central processing unit, field programmable gate array,
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programmable logic device, state machine, logic circuitry, analog circuitry, digital circuitry, and/or
any device that manipulates signals (analog and/or digital) based on hard coding of the circuitry
and/or operational instructions. The processing module may have an associated memory and/or
memory element, which may be a single memory device, a plurality of memory devices, and/or
embedded circuitry of the processing module. Such a memory device may be a read-only memory,
random access memory, volatile memory, non-volatile memory, static memory, dynamic memory,
flash memory, cache memory, and/or any device that stores digital information. Note that if the
processing module includes more than one processing device, the processing devices may be
centrally located (e.g., directly coupled together via a wired and/or wireless bus structure) or may
be distributedly located (e.g., cloud computing via indirect coupling via a local area network and/or
a wide area network). Further note that when the processing module implements one or more of
its functions via a state machine, analog circuitry, digital circuitry, and/or logic circuitry, the
memory and/or memory element storing the corresponding operational instructions may be
embedded within, or external to, the circuitry comprising the state machine, analog circuitry,
digital circuitry, and/or logic circuitry. Still further note that, the memory element stores, and the
processing module executes, hard coded and/or operational instructions corresponding to at least
some of the steps and/or functions illustrated in Figures 1-26.

[0040] Each of the user devices 12 — 14, the DS processing unit 16, the DS managing unit 18,
and the storage integrity processing unit 20 may be a portable computing device (e.g., a social
networking device, a gaming device, a cell phone, a smart phone, a personal digital assistant, a
digital music player, a digital video player, a laptop computer, a handheld computer, a video game
controller, and/or any other portable device that includes a computing core) and/or a fixed
computing device (e.g., a personal computer, a computer server, a cable set-top box, a satellite
receiver, a television set, a printer, a fax machine, home entertainment equipment, a video game
console, and/or any type of home or office computing equipment). Such a portable or fixed
computing device includes a computing core 26 and one or more interfaces 30, 32, and/or 33. An
embodiment of the computing core 26 will be described with reference to Figure 2.

[0041] With respect to the interfaces, each of the interfaces 30, 32, and 33 includes software
and/or hardware to support one or more communication links via the network 24 and/or directly.
For example, interfaces 30 support a communication link (wired, wireless, direct, via a LAN, via

the network 24, etc.) between the first type of user device 14 and the DS processing unit 16. As
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another example, DSN interface 32 supports a plurality of communication links via the network
24 between the DSN memory 22 and the DS processing unit 16, the first type of user device 12,
and/or the storage integrity processing unit 20. As yet another example, interface 33 supports a
communication link between the DS managing unit 18 and any one of the other devices and/or
units 12, 14, 16, 20, and/or 22 via the network 24.

[0042] In general and with respect to data storage, the system 10 supports three primary
functions: distributed network data storage management, distributed data storage and retrieval, and
data storage integrity verification. In accordance with these three primary functions, data can be
distributedly stored in a plurality of physically different locations and subsequently retrieved in a
reliable and secure manner regardless of failures of individual storage devices, failures of network
equipment, the duration of storage, the amount of data being stored, attempts at hacking the data,
etc.

[0043] The DS managing unit 18 performs distributed network data storage management
functions, which include establishing distributed data storage parameters, performing network
operations, performing network administration, and/or performing network maintenance. The DS
managing unit 18 establishes the distributed data storage parameters (e.g., allocation of virtual
DSN memory space, distributed storage parameters, security parameters, billing information, user
profile information, etc.) for one or more of the user devices 12-14 (e.g., established for individual
devices, established for a user group of devices, established for public access by the user devices,
etc.). For example, the DS managing unit 18 coordinates the creation of a vault (e.g., a virtual
memory block) within the DSN memory 22 for a user device (for a group of devices, or for public
access). The DS managing unit 18 also determines the distributed data storage parameters for the
vault. In particular, the DS managing unit 18 determines a number of slices (e.g., the number that
a data segment of a data file and/or data block is partitioned into for distributed storage) and a read
threshold value (e.g., the minimum number of slices required to reconstruct the data segment).
[0044] As another example, the DS managing module 18 creates and stores, locally or within
the DSN memory 22, user profile information. The user profile information includes one or more
of authentication information, permissions, and/or the security parameters. The security
parameters may include one or more of encryption/decryption scheme, one or more encryption

keys, key generation scheme, and data encoding/decoding scheme.
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[0045] As yet another example, the DS managing unit 18 creates billing information for a
particular user, user group, vault access, public vault access, etc. For instance, the DS managing
unit 18 tracks the number of times user accesses a private vault and/or public vaults, which can be
used to generate a per-access bill. In another instance, the DS managing unit 18 tracks the amount
of data stored and/or retrieved by a user device and/or a user group, which can be used to generate
a per-data-amount bill.

[0046] The DS managing unit 18 also performs network operations, network administration,
and/or network maintenance. As at least part of performing the network operations and/or
administration, the DS managing unit 18 monitors performance of the devices and/or units of the
system 10 for potential failures, determines the devices’ and/or units’ activation status, determines
the devices’ and/or units’ loading, and any other system level operation that affects the
performance level of the system 10. For example, the DS managing unit 18 receives and
aggregates network management alarms, alerts, errors, status information, performance
information, and messages from the devices 12-14 and/or the units 16, 20, 22. For example, the
DS managing unit 18 receives a simple network management protocol (SNMP) message regarding
the status of the DS processing unit 16.

[0047] The DS managing unit 18 performs the network maintenance by identifying equipment
within the system 10 that needs replacing, upgrading, repairing, and/or expanding. For example,
the DS managing unit 18 determines that the DSN memory 22 needs more DS units 36 or that one
or more of the DS units 36 needs updating.

[0048] The second primary function (i.e., distributed data storage and retrieval) begins and
ends with a user device 12 - 14. For instance, if a second type of user device 14 has a data file 38
and/or data block 40 to store in the DSN memory 22, it sends the data file 38 and/or data block 40
to the DS processing unit 16 via its interface 30. As will be described in greater detail with
reference to Figure 2, the interface 30 functions to mimic a conventional operating system (OS)
file system interface (e.g., network file system (NFS), flash file system (FFS), disk file system
(DFS), file transfer protocol (FTP), web-based distributed authoring and versioning (WebDAYV),
etc.) and/or a block memory interface (e.g., small computer system interface (SCSI), internet small
computer system interface (iSCSI), etc.). In addition, the interface 30 may attach a user

identification code (ID) to the data file 38 and/or data block 40.
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[0049] The DS processing unit 16 receives the data file 38 and/or data block 40 via its interface
30 and performs a distributed storage (DS) process thereon (e.g., an error coding dispersal storage
function). The DS processing 34 begins by partitioning the data file 38 and/or data block 40 into
one or more data segments, which is represented as Y data segments. For example, the DS
processing 34 may partition the data file 38 and/or data block 40 into a fixed byte size segment
(e.g., 2! to 2" bytes, where n =>2) or a variable byte size (e.g., change byte size from segment to
segment, or from groups of segments to groups of segments, etc.).

[0050] For each of the Y data segments, the DS processing 34 error encodes (e.g., forward
error correction (FEC), information dispersal algorithm, or error correction coding) and slices (or
slices then error encodes) the data segment into a plurality of error coded (EC) data slices 42 - 48,
which is represented as X slices per data segment. The number of slices (X) per segment, which
corresponds to a number of pillars n, is set in accordance with the distributed data storage
parameters and the error coding scheme. For example, if a Reed-Solomon (or other FEC scheme)
is used in an n/k system, then a data segment is divided into n slices, where k number of slices is
needed to reconstruct the original data (i.e., k is the threshold). As a few specific examples, the
n/k factor may be 5/3; 6/4; 8/6; 8/5; 16/10.

[0051] For each slice 42 — 48, the DS processing unit 16 creates a unique slice name and
appends it to the corresponding slice 42 - 48. The slice name includes universal DSN memory
addressing routing information (e.g., virtual memory addresses in the DSN memory 22) and user-
specific information (e.g., user ID, file name, data block identifier, etc.).

[0052] The DS processing unit 16 transmits the plurality of EC slices 42 — 48 to a plurality of
DS units 36 of the DSN memory 22 via the DSN interface 32 and the network 24. The DSN
interface 32 formats each of the slices for transmission via the network 24. For example, the DSN
interface 32 may utilize an internet protocol (e.g., TCP/IP, etc.) to packetize the slices 42 — 48 for
transmission via the network 24.

[0053] The number of DS units 36 receiving the slices 42 — 48 is dependent on the distributed
data storage parameters established by the DS managing unit 18. For example, the DS managing
unit 18 may indicate that each slice is to be stored in a different DS unit 36. As another example,
the DS managing unit 18 may indicate that like slice numbers of different data segments are to be
stored in the same DS unit 36. For example, the first slice of each of the data segments is to be

stored in a first DS unit 36, the second slice of each of the data segments is to be stored in a second
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DS unit 36, etc. In this manner, the data is encoded and distributedly stored at physically diverse
locations to improve data storage integrity and security. Further examples of encoding the data
segments will be provided with reference to one or more of Figures 2 — 26.

[0054] Each DS unit 36 that receives a slice 42 — 48 for storage translates the virtual DSN
memory address of the slice into a local physical address for storage. Accordingly, each DS unit
36 maintains a virtual to physical memory mapping to assist in the storage and retrieval of data.
[0055] The first type of user device 12 performs a similar function to store data in the DSN
memory 22 with the exception that it includes the DS processing. As such, the device 12 encodes
and slices the data file and/or data block it has to store. The device then transmits the slices 11 to
the DSN memory via its DSN interface 32 and the network 24.

[0056] For a second type of user device 14 to retrieve a data file or data block from memory,
itissues a read command via its interface 30 to the DS processing unit 16. The DS processing unit
16 performs the DS processing 34 to identify the DS units 36 storing the slices of the data file
and/or data block based on the read command. The DS processing unit 16 may also communicate
with the DS managing unit 18 to verify that the user device 14 is authorized to access the requested
data.

[0057] Assuming that the user device is authorized to access the requested data, the DS
processing unit 16 issues slice read commands to at least a threshold number of the DS units 36
storing the requested data (e.g., to at least 10 DS units for a 16/10 error coding scheme). Each of
the DS units 36 receiving the slice read command, verifies the command, accesses its virtual to
physical memory mapping, retrieves the requested slice, or slices, and transmits it to the DS
processing unit 16.

[0058] Once the DS processing unit 16 has received a read threshold number of slices for a
data segment, it performs an error decoding function and de-slicing to reconstruct the data
segment. When Y number of data segments has been reconstructed, the DS processing unit 16
provides the data file 38 and/or data block 40 to the user device 14. Note that the first type of user
device 12 performs a similar process to retrieve a data file and/or data block.

[0059] The storage integrity processing unit 20 performs the third primary function of data
storage integrity verification. In general, the storage integrity processing unit 20 periodically

retrieves slices 45, and/or slice names, of a data file or data block of a user device to verify that
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one or more slices have not been corrupted or lost (e.g., the DS unit failed). The retrieval process
mimics the read process previously described.

[0060] If the storage integrity processing unit 20 determines that one or more slices is
corrupted or lost, it rebuilds the corrupted or lost slice(s) in accordance with the error coding
scheme. The storage integrity processing unit 20 stores the rebuild slice, or slices, in the
appropriate DS unit(s) 36 in a manner that mimics the write process previously described.

[0061] Figure 2 is a schematic block diagram of an embodiment of a computing core 26 that
includes a processing module 50, a memory controller 52, main memory 54, a video graphics
processing unit 55, an input/output (IO) controller 56, a peripheral component interconnect (PCI)
interface 58, an IO interface 60, at least one 10 device interface module 62, a read only memory
(ROM) basic input output system (BIOS) 64, and one or more memory interface modules. The
memory interface module(s) includes one or more of a universal serial bus (USB) interface module
66, a host bus adapter (HBA) interface module 68, a network interface module 70, a flash interface
module 72, a hard drive interface module 74, and a DSN interface module 76. Note the DSN
interface module 76 and/or the network interface module 70 may function as the interface 30 of
the user device 14 of Figure 1. Further note that the IO device interface module 62 and/or the
memory interface modules may be collectively or individually referred to as 10 ports.

[0062] The processing module 50 may be a single processing device or a plurality of
processing devices. Such a processing device may be a microprocessor, micro-controller, digital
signal processor, microcomputer, central processing unit, field programmable gate array,
programmable logic device, state machine, logic circuitry, analog circuitry, digital circuitry, and/or
any device that manipulates signals (analog and/or digital) based on hard coding of the circuitry
and/or operational instructions. The processing module 50 may have an associated memory and/or
memory element, which may be a single memory device, a plurality of memory devices, and/or
embedded circuitry of the processing module 50. Such a memory device may be a read-only
memory, random access memory, volatile memory, non-volatile memory, static memory, dynamic
memory, flash memory, cache memory, and/or any device that stores digital information. Note
that if the processing module 50 includes more than one processing device, the processing devices
may be centrally located (e.g., directly coupled together via a wired and/or wireless bus structure)
or may be distributedly located (e.g., cloud computing via indirect coupling via a local area

network and/or a wide area network). Further note that when the processing module 50
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implements one or more of its functions via a state machine, analog circuitry, digital circuitry,
and/or logic circuitry, the memory and/or memory element storing the corresponding operational
instructions may be embedded within, or external to, the circuitry comprising the state machine,
analog circuitry, digital circuitry, and/or logic circuitry. Still further note that, the memory element
stores, and the processing module 50 executes, hard coded and/or operational instructions
corresponding to at least some of the steps and/or functions illustrated in Figures 1- 26.

[0063] Figure 3 is a schematic block diagram of an embodiment of a dispersed storage (DS)
processing module 34 of user device 12 and/or of the DS processing unit 16. The DS processing
module 34 includes a gateway module 78, an access module 80, a grid module 82, and a storage
module 84. The DS processing module 34 may also include an interface 30 and the DSnet interface
32 or the interfaces 68 and/or 70 may be part of user device 12 or of the DS processing unit 16.
The DS processing module 34 may further include a bypass/feedback path between the storage
module 84 to the gateway module 78. Note that the modules 78-84 of the DS processing module
34 may be in a single unit or distributed across multiple units.

[0064] In an example of storing data, the gateway module 78 receives an incoming data object
that includes a user ID field 86, an object name field 88, and the data object field 40 and may also
receive corresponding information that includes a process identifier (e.g, an internal
process/application ID), metadata, a file system directory, a block number, a transaction message,
a user device identity (ID), a data object identifier, a source name, and/or user information. The
gateway module 78 authenticates the user associated with the data object by verifying the user ID
86 with the managing unit 18 and/or another authenticating unit.

[0065] When the user is authenticated, the gateway module 78 obtains user information from
the management unit 18, the user device, and/or the other authenticating unit. The user information
includes a vault identifier, operational parameters, and user attributes (e.g., user data, billing
information, etc.). A vault identifier identifies a vault, which is a virtual memory space that maps
to a set of DS storage units 36. For example, vault 1 (i.e., user 1’s DSN memory space) includes
eight DS storage units (X=8 wide) and vault 2 (i.e., user 2’s DSN memory space) includes sixteen
DS storage units (X=16 wide). The operational parameters may include an error coding algorithm,
the width n (number of pillars X or slices per segment for this vault), a read threshold T, a write

threshold, an encryption algorithm, a slicing parameter, a compression algorithm, an integrity

CS00403_END920165769US09 11
Security First Innovations, LLC, Exhibit 2012
Page 2012 - 177
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



check method, caching settings, parallelism settings, and/or other parameters that may be used to
access the DSN memory layer.

[0066] The gateway module 78 uses the user information to assign a source name 35 to the
data. For instance, the gateway module 78 determines the source name 35 of the data object 40
based on the vault identifier and the data object. For example, the source name may contain a file
identifier (ID), a vault generation number, a reserved field, and a vault identifier (ID). As another
example, the gateway module 78 may generate the file ID based on a hash function of the data
object 40. Note that the gateway module 78 may also perform message conversion, protocol
conversion, electrical conversion, optical conversion, access control, user identification, user
information retrieval, traffic monitoring, statistics generation, configuration, management, and/or
source name determination.

[0067] The access module 80 receives the data object 40 and creates a series of data segments
1 through Y 90-92 in accordance with a data storage protocol (e.g., file storage system, a block
storage system, and/or an aggregated block storage system). The number of segments Y may be
chosen or randomly assigned based on a selected segment size and the size of the data object. For
example, if the number of segments is chosen to be a fixed number, then the size of the segments
varies as a function of the size of the data object. For instance, if the data object is an image file
of 4,194,304 eight bit bytes (e.g., 33,554,432 bits) and the number of segments Y = 131,072, then
each segment is 256 bits or 32 bytes. As another example, if segment sized is fixed, then the
number of segments Y varies based on the size of data object. For instance, if the data object is
an image file of 4,194,304 bytes and the fixed size of each segment is 4,096 bytes, the then number
of segments Y = 1,024. Note that each segment is associated with the same source name.

[0068] The grid module 82 receives the data segments and may manipulate (e.g., compression,
encryption, cyclic redundancy check (CRC), etc.) each of the data segments before performing an
error coding function of the error coding dispersal storage function to produce a pre-manipulated
data segment. After manipulating a data segment, if applicable, the grid module 82 error encodes
(e.g., Reed-Solomon, Convolution encoding, Trellis encoding, etc.) the data segment or
manipulated data segment into X error coded data slices 42-44.

[0069] The value X, or the number of pillars (e.g., X = 16), is chosen as a parameter of the
error coding dispersal storage function. Other parameters of the error coding dispersal function

include a read threshold T, a write threshold W, etc. The read threshold (e.g., T = 10, when X =

CS00403_END920165769US09 12
Security First Innovations, LLC, Exhibit 2012
Page 2012 - 178
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



16) corresponds to the minimum number of error-free error coded data slices required to
reconstruct the data segment. In other words, the DS processing module 34 can compensate for
X-T (e.g., 16-10 = 6) missing error coded data slices per data segment. The write threshold W
corresponds to a minimum number of DS storage units that acknowledge proper storage of their
respective data slices before the DS processing module indicates proper storage of the encoded
data segment. Note that the write threshold is greater than or equal to the read threshold for a
given number of pillars (X).

[0070] For each data slice of a data segment, the grid module 82 generates a unique slice name
37 and attaches it thereto. The slice name 37 includes a universal routing information field and a
vault specific field and may be 48 bytes (e.g., 24 bytes for each of the universal routing information
field and the vault specific field). As illustrated, the universal routing information field includes a
slice index, a vault ID, a vault generation, and a reserved field. The slice index is based on the
pillar number and the vault ID and, as such, is unique for each pillar (e.g., slices of the same pillar
for the same vault for any segment will share the same slice index). The vault specific field
includes a data name, which includes a file ID and a segment number (e.g., a sequential numbering
of data segments 1-Y of a simple data object or a data block number).

[0071] Prior to outputting the error coded data slices of a data segment, the grid module may
perform post-slice manipulation on the slices. If enabled, the manipulation includes slice level
compression, encryption, CRC, addressing, tagging, and/or other manipulation to improve the
effectiveness of the computing system.

[0072] When the error coded data slices of a data segment are ready to be outputted, the grid
module 82 determines which of the DS storage units 36 will store the EC data slices based on a
dispersed storage memory mapping associated with the user’s vault and/or DS storage unit
attributes. The DS storage unit attributes may include availability, self-selection, performance
history, link speed, link latency, ownership, available DSN memory, domain, cost, a prioritization
scheme, a centralized selection message from another source, a lookup table, data ownership,
and/or any other factor to optimize the operation of the computing system. Note that the number
of DS storage units 36 is equal to or greater than the number of pillars (e.g., X) so that no more
than one error coded data slice of the same data segment is stored on the same DS storage unit 36.

Further note that EC data slices of the same pillar number but of different segments (e.g., EC data
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slice 1 of data segment 1 and EC data slice 1 of data segment 2) may be stored on the same or
different DS storage units 36.

[0073] The storage module 84 performs an integrity check on the outbound encoded data slices
and, when successful, identifies a plurality of DS storage units based on information provided by
the grid module 82. The storage module 84 then outputs the encoded data slices 1 through X of
each segment 1 through Y to the DS storage units 36. Each of the DS storage units 36 stores its
EC data slice(s) and maintains a local virtual DSN address to physical location table to convert the
virtual DSN address of the EC data slice(s) into physical storage addresses.

[0074] In an example of a read operation, the user device 12 and/or 14 sends a read request to
the DS processing unit 16, which authenticates the request. When the request is authentic, the DS
processing unit 16 sends a read message to each of the DS storage units 36 storing slices of the
data object being read. The slices are received via the DSnet interface 32 and processed by the
storage module 84, which performs a parity check and provides the slices to the grid module 82
when the parity check was successful. The grid module 82 decodes the slices in accordance with
the error coding dispersal storage function to reconstruct the data segment. The access module 80
reconstructs the data object from the data segments and the gateway module 78 formats the data
object for transmission to the user device.

[0075] Figure 4 is a schematic block diagram of an embodiment of a grid module 82 that
includes a control unit 73, a pre-slice manipulator 75, an encoder 77, a slicer 79, a post-slice
manipulator 81, a pre-slice de-manipulator 83, a decoder 85, a de-slicer 87, and/or a post-slice de-
manipulator 89. Note that the control unit 73 may be partially or completely external to the grid
module 82. For example, the control unit 73 may be part of the computing core at a remote
location, part of a user device, part of the DS managing unit 18, or distributed amongst one or more
DS storage units.

[0076] In an example of write operation, the pre-slice manipulator 75 receives a data segment
90-92 and a write instruction from an authorized user device. The pre-slice manipulator 75
determines if pre-manipulation of the data segment 90-92 is required and, if so, what type. The
pre-slice manipulator 75 may make the determination independently or based on instructions from
the control unit 73, where the determination is based on a computing system-wide

predetermination, a table lookup, vault parameters associated with the user identification, the type
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of data, security requirements, available DSN memory, performance requirements, and/or other
metadata.

[0077] Once a positive determination is made, the pre-slice manipulator 75 manipulates the
data segment 90-92 in accordance with the type of manipulation. For example, the type of
manipulation may be compression (e.g., Lempel-Ziv-Welch, Huffman, Golomb, fractal, wavelet,
etc.), signatures (e.g., Digital Signature Algorithm (DSA), Elliptic Curve DSA, Secure Hash
Algorithm, etc.), watermarking, tagging, encryption (e.g., Data Encryption Standard, Advanced
Encryption Standard, etc.), adding metadata (e.g., time/date stamping, user information, file type,
etc.), cyclic redundancy check (e.g., CRC32), and/or other data manipulations to produce the pre-
manipulated data segment.

[0078] The encoder 77 encodes the pre-manipulated data segment 92 using a forward error
correction (FEC) encoder (and/or other type of erasure coding and/or error coding) to produce an
encoded data segment 94. The encoder 77 determines which forward error correction algorithm
to use based on a predetermination associated with the user’s vault, a time based algorithm, user
direction, DS managing unit direction, control unit direction, as a function of the data type, as a
function of the data segment 92 metadata, and/or any other factor to determine algorithm type. The
forward error correction algorithm may be Golay, Multidimensional parity, Reed-Solomon,
Hamming, Bose Ray Chauduri Hocquenghem (BCH), Cauchy-Reed-Solomon, or any other FEC
encoder. Note that the encoder 77 may use a different encoding algorithm for each data segment
92, the same encoding algorithm for the data segments 92 of a data object, or a combination
thereof.

[0079] The encoded data segment 94 is of greater size than the data segment 92 by the
overhead rate of the encoding algorithm by a factor of X/T, where X is the width or number of
slices, and T is the read threshold. In this regard, the corresponding decoding process can
accommodate at most X-T missing EC data slices and still recreate the data segment 92. For
example, if X=16 and T=10, then the data segment 92 will be recoverable as long as 10 or more
EC data slices per segment are not corrupted.

[0080] The slicer 79 transforms the encoded data segment 94 into EC data slices in accordance
with the slicing parameter from the vault for this user and/or data segment 92. For example, if
the slicing parameter is X = 16, then the slicer 79 slices each encoded data segment 94 into 16

encoded slices.
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[0081] The post-slice manipulator 81 performs, if enabled, post-manipulation on the encoded
slices to produce the EC data slices. If enabled, the post-slice manipulator 81 determines the type
of post-manipulation, which may be based on a computing system-wide predetermination,
parameters in the vault for this user, a table lookup, the user identification, the type of data, security
requirements, available DSN memory, performance requirements, control unit directed, and/or
other metadata. Note that the type of post-slice manipulation may include slice level compression,
signatures, encryption, CRC, addressing, watermarking, tagging, adding metadata, and/or other
manipulation to improve the effectiveness of the computing system.

[0082] In an example of a read operation, the post-slice de-manipulator 89 receives at least a
read threshold number of EC data slices and performs the inverse function of the post-slice
manipulator 81 to produce a plurality of encoded slices. The de-slicer 87 de-slices the encoded
slices to produce an encoded data segment 94. The decoder 85 performs the inverse function of
the encoder 77 to recapture the data segment 90-92. The pre-slice de-manipulator 83 performs the
inverse function of the pre-slice manipulator 75 to recapture the data segment 90-92.

[0083] Figure 5 is a diagram of an example of slicing an encoded data segment 94 by the slicer
79. In this example, the encoded data segment 94 includes thirty-two bits, but may include more
or less bits. The slicer 79 disperses the bits of the encoded data segment 94 across the EC data
slices in a pattern as shown. As such, each EC data slice does not include consecutive bits of the
data segment 94 reducing the impact of consecutive bit failures on data recovery. For example, if
EC data slice 2 (which includes bits 1, 5, 9, 13, 17, 25, and 29) is unavailable (e.g., lost,
inaccessible, or corrupted), the data segment can be reconstructed from the other EC data slices
(e.g., 1, 3 and 4 for a read threshold of 3 and a width of 4).

[0084] Figure 6 is a schematic block diagram of another embodiment of a computing system
that includes a source user device 12, a plurality of destination user devices 1-D 12, a plurality of
wireless modules 102-108, a dispersed storage (DS) processing unit 16, and a dispersed storage
network (DSN) memory 22. Each of user devices 12 includes a computing core 26 and a DSN
interface 32, wherein the computing core 26 includes a DS processing 34. Each of the wireless
modules 102-108 may be portable devices (e.g., cell phone, tablet computer, radio, etc.) or fixed
devices (e.g., access point, cellular base station, a radio site, etc.) and each includes a radio
frequency transceiver and baseband processing circuitry. The wireless modules 102-108 operate

in accordance with one or more wireless industry standards including, but not limited to, universal
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mobile telecommunications system (UMTS), global system for mobile communications (GSM),
long term evolution (LTE), wideband code division multiplexing (WCDMA), IEEE 802.11, IEEE
802.16.

[0085] Note that a wireless broadcast service is provided by the wireless module 102 by way
of a common wireless resource including but not limited to a common frequency division
multiplexing frequency (e.g., channel), a common time division multiplexing slot, a common code
division multiplexing code, and/or a common frequency hopping sequence. In an example, all
slice pillars produced from a common data object are transmitted as wireless signals of a common
wireless resource. In another example, each slice pillar produced from the same data object is
transmitted as wireless signals via two or more wireless resources (e.g., two or more frequencies).
[0086] In an example of operation, the source user device 12 is contained in a mobile vehicle
(e.g., an aircraft, a ship, a truck, etc.) and is operable to securely transmit audio/video (A/V) data
(e.g., alive video stream, an image file, a video file, an audio file, a text file, a text communication,
etc.) to one or more of the destination user devices and/or to the DSN memory 22. In this example,
the source user device 12 receives the audio/video data from an A/V source (e.g., one or more
digital cameras, one or more microphones, etc.) and the DS processing module 34 encrypts the
A/V data. The DS processing module 34 then partitions the encrypted data into data segments and
encodes each of the data segments using a dispersed storage error encoding function to produce a
plurality of sets of encoded data slices. Note that a set of encoded data slices corresponds to a data
segment of the encrypted data.

[0087] As the DS processing module 34 is producing sets of encoded data slices, it stores them
until a threshold number of encoded data slices are stored. Once a threshold number of encoded
data slices are stored, the DS processing module 34 outputs encoded data slices to the DSN
interface in accordance with a pseudo-random sequencing order. The pseudo-random sequencing
order ensures that the encoded data slices of a set of encoded data slices are not outputted
sequentially, but are outputted in a random order with encoded data slices of other sets to add
further security to the transmission of the A/V data. For example, the pseudo-random sequencing
order randomly orders the data segments prior to dispersal storage error encoding and then
randomly orders the encoded data slices. As another example, the pseudo-random sequencing

order randomly orders the encoded data slices.
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[0088] The wireless module 102 converts the randomly ordered encoded data slices into
outbound RF signals in accordance with one or more standardized wireless communication
protocols or a proprietary wireless communication protocol. For example, the baseband circuitry
of the wireless module 102 converts an encoded data slice (a portion or an encoded data slice or
multiple encoded data slices) into an outbound symbol stream. The RF transceiver of the wireless
module converts the outbound symbol stream into an outbound RF signal.

[0089] At least one of the other wireless modules 104-108 receives the outbound RF signals
of wireless module 102 and determines whether it is a destination. For example, the RF signals
include destination address information, which the receiving wireless modules interpret to
determine whether they are destinations. As another example, the RF signals include source
address information, which the receiving wireless modules interpret to determine whether they are
destinations for the source.

[0090] When a wireless module 104-108 is a destination, it converts the RF signals into the
encoded data slices 110 and provides them to the corresponding DS unit (e.g., user device 12 or
DS processing unit 16). The corresponding DS unit uses a pseudo-random de-sequencing order to
re-order the received encoded data slices into sets of encoded data slices. The corresponding DS
unit then decodes the set of encoded data slices using a dispersal storage error decoding function
to produce the data segments, which are decrypted to re-produce the A/V data. To ensure security
of the A/V data transmission, the pseudo-random sequencing/de-sequencing order and the
dispersal storage error encoding/decoding function is securely communicated between the source
user device 12 and the corresponding destination unit(s) (e.g., destination user devices and/or the
DS processing unit).

[0091] Figure 7 is a schematic block diagram of another embodiment of a dispersed storage
(DS) processing module 34 coupled to the DSnet interface 32 and the processing module 50. The
processing module 50 is coupled to one or more data sources (e.g., camera, microphone, text
messaging input, etc.) and the DSnet interface 32 is coupled to a wireless module 102. The DS
processing module includes a storage module 138, a plurality of interfaces 114-118, a plurality of
gateway modules 78, a plurality of access modules 80, and a plurality of grid modules 82. The
interface modules 114-118, the gateway modules 78, the access modules 89, and the grid modules
82 are arranged in sets for processing different data (e.g., data 140 — 144), which includes A/V

data from one or more data sources (e.g., cameras, computer, microphones, etc.) and/or auxiliary
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data 144 (e.g., null data, authentication information, a next pseudo random output sequencing
order, a pseudo random output sequencing order identifier, a next outputting threshold, a random
number generator output, an encryption key, a starting point for the pseudo random output
sequencing order, a device identifier, a data identifier, a data type, a data size indictor, a priority
indicator, a security indicator, and/or a performance indicator).

[0092] In a first example of operation, one or more of the data sources provides data to the
processing module 50 and/or directly to the DS processing module 34. For example, a first digital
camera provides a stream of video directly to interface 114 of the DS processing module 50 and a
second camera provides A/V data to the processing module 50 for A/V processing (e.g., video
encoding, video decoding, compression, aspect ratio conversion, etc.). The processing module 50
provides the processed A/V data to interface 116 of the DS processing module 34. The processing
module, or an auxiliary data source, may also generate auxiliary data 144, which is provided to
interface 118 of the DS processing module 34.

[0093] Each set of gateway, access, and grid modules 78, 80, and 82 perform their
corresponding functions on the data 140, 142, or auxiliary data 144, to produce one or more sets
of slices 146-150. For instance and as discussed with reference to one or more of Figures 1-5, the
gateway module 78 accommodates a file system of a data source (e.g., a computing core) by
translating a computer file system to a virtual dispersed storage network (DSN) addressing (e.g., a
source name). The access module 80 converts the data 140 — 144 into sequential data segments
(e.g., segment 1, segment 2, segment 3, etc.). Alternatively, the access module 80 converts the
data 140-144 into non-sequential data segments (e.g., segment 4, segment 1, segment 3, etc.) in
accordance with a segment sequence sequencing/de-sequencing order. The grid module 82
encrypts and dispersal storage error encodes a data segment into a set of encoded data slices in a
sequential order (e.g., pillar O slice 1, pillar O slice 2 etc., pillar 1 slice 1, pillar 1 slice 2 etc.).
Alternatively, the grid module 82 encrypts and dispersal storage error encodes data segments into
sets of encoded data slices and outputs the encoded data slices in accordance with the pseudo
random sequencing/de-sequencing order (e.g., pillar 4 slice 8, pillar 2 slice 3 etc., pillar 5 slice 4,
pillar O slice 2 etc.).

[0094] The storage module 138 receives the sets of encoded data slices 146-150 and outputs
encoded data slices in accordance with the pseudo random sequencing/de-sequencing order. The

random outputting of encoded data slices may be done in combination with the segment
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sequencing performed by the access module 80, in combination with encoded data slice output
randomize sequencing performed by the grid module 82, done without the sequencing performed
by the access module or grid module, and/or a combination thereof.

[0095] As an example of the pseudo random sequencing/de-sequencing order, the storage
module selects ten slices from set 1 (e.g., a set from the sets 146) followed by five slices from set
2 (e.g., a set from sets 148) followed by one slice from set 3 (e.g., a set from sets 150) etc. The
storage module 138 may determine the random sequence and the starting point for the random
sequence via a selection sequence generator and a seed. The seed and/or the identity of the random
sequence may be included in the auxiliary data, may be embedded in the data 140, 142, and/or
may be communicated using another secure mechanism.

[0096] In a second example of operation, the storage module 138 receives randomly ordered
encoded data slices 110 and outputs sets of encoded data slices in accordance with the pseudo
random sequencing/de-sequencing order. The grid module 82 decodes the set of encoded data
slices 146-150 in accordance with a dispersal storage error decoding function to produce encrypted
data segments, which it decrypts to produce data segments. Alternatively, the grid module 82 may
re-order the sets of slices in accordance with the pseudo random sequencing/de-sequencing order
prior to dispersal storage error decoding.

[0097] The access module 80 converts the data segments into the data 140-144. Alternatively,
the access module 80 reorders the data segments in accordance with a segment sequence
sequencing/de-sequencing order and then produces the data. The gateway module 78 translates
the virtual dispersed storage network (DSN) addressing (e.g., a source name) into a computer file
system name. The processing module 50 receives the data 140-144, processes it, and/or provides
it to a data destination (e.g., a video monitor, a speaker, DSN memory, etc.).

[0098] Figure 8A is a schematic block diagram of an embodiment of a storage module 138
that includes a plurality of sequencers 160-164, a plurality of sequence generators 166-170, a
plurality of de-sequencers 172-176, a plurality of de-sequence generators 178-182, a selector 184,
a selection sequence generator 188, a de-selector 186, and a de-selection de-sequence generator
190.

[0099] In an example of operation, the storage module 138 receives sets of encoded data slices
192-196 from the plurality of grid modules 82. Each sequencer 160-162 converts its sets of

encoded data slices into randomly ordered sets of encoded data slices accordance with a pseudo
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random segment and/or slice sequence generated by the corresponding sequence generators 166-
170. For instance, the sequence generators generate a random sequence based on a seed that
reorders the corresponding sets of encoded data slices, reorders slices within a set of slices, and/or
reorders slices and sets of slices. Alternatively, the sequence generator generates a null sequence
such that the sequencer outputs the encoded data slices in the order they were received (i.e., first
in, first out).

[0100] The selector 184 selects slices from sequencers 160-164 in accordance with a selection
sequence. The selection sequence generator 188 generates the selection sequence in accordance
with the pseudo random sequencing/de-sequencing order. As a specific example, the select
sequence generator 188 generates a selection sequence that causes the selector 184 to select ten
slices from sequencer 160, then five slices from sequencer 162, and then three slices from
sequencer 164, which are subsequently outputted as output sequenced slices 204.

[0101] In another example of operation, the de-selector 186 receives input sequenced slices
206 and provides them to the de-sequencers 172-176 in accordance with a de-sequence order. The
de-selection de-sequence generator 190 generates the de-sequence order in accordance with the
pseudo random sequencing/de-sequencing order. As a specific example, the de-selection de-
sequence generator 190 generates the de-sequence order such that the de-selector 186 sends ten
slices of the input sequenced slices 206 to de-sequencer 172, the five slices to de-sequencer 174,
and then three slices to de-sequencer 176.

[0102] Each of the de-sequencers 172-176 produces sets of encoded data slices as ordered
output slices 198-202 in accordance with a slice and/or segment de-sequence order that is
generated by a corresponding de-sequence generator 178-182. For instance, the de-sequence
generators generate a random sequence based on a seed that reorders the received slices into sets
of encoded data slices. Alternatively, the de-sequence generator generates a null sequence such
that the de-sequencer outputs the encoded data slices in the order they were received (i.e., first in,
first out).

[0103] The segment and/or slice sequence/de-sequence order may be part of the pseudo
random sequencing/de-sequencing order. In addition, each pair of sequence generators and de-
sequence generators may generate the same sequence/de-sequence order or different sequence/de-
sequence orders. Further, the pseudo random sequencing/de-sequencing order includes one or

more of one or more slice sequence/de-sequence orders, a selection sequence/de-sequence, a
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sequence/de-sequence seed determination, one or more sequence/de-sequence seeds. Still further,
the pseudo random sequencing/de-sequencing order may be determined based on one or more of
a performance indicator, a security indicator, a security indicator, sequence information, a key, a
user device identifier (ID), a lookup, a list, a command, a predetermination, a message, an
algorithm, a data object, a data object ID, a data type, a data size, and a hash of the data. Even
further, the pseudo random sequencing/de-sequencing order may be generated by any one of a
variety of pseudo random number generation techniques that may be implemented in software,
programmable logic, and/or a state machine.

[0104] Figure 8B is a diagram illustrating an example of pseudo random sequencing/de-
sequencing of encoded data slices within the storage module 138 for two different data streams
(e.g., data 1 and data 2). In this example, an encrypted data segment is dispersal storage error
encoded into five encoded data slices. For instance, data segment 1 of data 1 is encoded into five
encoded data slices (e.g., data 1, segment 1, slice 1, through data 1, segment 1, slice 5).

[0105] For pseudo random sequencing, the storage module 138 receives the encoded data
slices of data 1 and data 2, stores them, and when a threshold number (e.g., X times the pillar
width, which, for this example is 6 times 5 = 30) applies the pseudo random sequencing order to
randomize the outputting of the encoded data slices. In this example, the pseudo random
sequencing/de-sequencing order randomized encoded data slices are sequenced and selected to
produce slices in order of data 2, segment 2, slice 3 followed by data 1, segment 1, slice 3, followed
by data 1, segment 2, slice 1, followed by data 2, segment 3, slice 2, followed by data 2, segment
1, slice 4, etc.

[0106] For pseudo random de-sequencing, the storage module 138 receives the randomized
encoded data slices 209, stores them until a threshold number are stored, and then applies the
pseudo random de-sequencing order to reproduce the encoded data slices 205 of data 1 and the
encoded data slices 207 of data 2. The storage module 138 may output the de-sequenced encoded
data slices are they are de-sequenced or store a data segment’s worth of slices and then send the
set of encoded data slices.

[0107] Figure 8C is a diagram illustrating an example of pseudo random sequencing/de-
sequencing of encoded data slices within the storage module 138 for two different data streams
(e.g., data 1 and data 2, which may be auxiliary data). In this example, the access module 80 of

the DS processing module 34 randomized the data segments prior to the grid module 82 dispersal
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storage error encoding the data segments. The randomizing of the data segments may be different
for each data path or it may be the same.

[0108] In the present example, the data segments of the first data path are randomized using a
first segment sequence to produce, for three data segments, a randomized data segment order of 3,
1, 2. The data segments of the second data path are randomized using a second segment sequence
to produce, for three data segments, a randomized data segment order of 2, 1, 3. The storage
module 138 randomizes and de-randomizes the encoded data slices of the randomized data
segments using the pseudo random sequencing/de-sequencing order as previously discussed.
[0109] Figure 8D is a diagram illustrating an example of pseudo random sequencing/de-
sequencing of encoded data slices within the storage module 138 for two different data streams
(e.g., data 1 and data 2). In this example, the grid module 82 of the DS processing module 80
randomized the encoded data slices for each data segment it dispersal storage error encodes. The
randomizing of the encoded data slices may be different for each data path or it may be the same.
The randomizing of the encoded data slices may also be the same or different for each data
segment.

[0110] In the present example, each of the data segments of the first and second data paths are
randomized using the same sequence to produce, for five encoded data slices per data segment, a
randomized encoded data segment order of 2, 1, 5, 4, 3. The storage module 138 randomizes and
de-randomizes the randomized encoded data slices using the pseudo random sequencing/de-
sequencing order as previously discussed.

[0111] Figure 8E is a diagram illustrating an example of pseudo random sequencing/de-
sequencing of encoded data slices within the storage module 138 for two different data streams
(e.g., data 1 and data 2). In this example, an encrypted data segment is dispersal storage error
encoded into five encoded data slices, but, for at least some of the data segments, less than all of
the encoded data slices will be outputted. For instance, the first encoded data slice of data segment
1 of data 1 will not be outputted; the fourth encoded data slice of data segment 2 of data 1 will not
be outputted; the second and fifth encoded data slices of data segment 3 of data 1 will not be
outputted; the second encoded data slice of data segment 1 of data 2 will not be outputted; and the
third encoded data slice of data segment 2 of data 2 will not be outputted.

[0112] For pseudo random sequencing, the storage module 138 receives the encoded data

slices of data 1 and data 2, stores them, and a threshold number applies the pseudo random
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sequencing order to randomize the outputting of the encoded data slices. When the storage module
138 reaches one of the encoded data slices that is not to be outputted, it outputs a null data slice or
repeats one of the other encoded data slices.

[0113] For pseudo random de-sequencing, the storage module 138 receives the randomized
encoded data slices 209, stores them until a threshold number are stored, and then applies the
pseudo random de-sequencing order to reproduce the encoded data slices 205 of data 1 and the
encoded data slices 207 of data 2, less the omitted encoded data slices. When the storage module
138 outputs a set of encoded data slices that includes one or more omitted encoded data slices, it
may output the set without the omitted encoded data slice(s) or it may output a null data slice in
the place of the omitted encoded data slice.

[0114] The examples of Figures 8B — 8E are equally applicable for data from a single source.
In this instance, the pseudo random sequencing/de-sequencing order is applied to sets of encoded
data slices of data segments of data from a single source.

[0115] Figure 9 is a flowchart illustrating an example of encoding data to produce encoded
data slices. The method begins with step 210 where a processing module receives a store data
object message from one or more of a computing core, a user device, a dispersed storage (DS)
processing unit, a storage integrity processing unit, a DS managing unit, a DS unit, and a process
or function of a user device. The store data object message includes a requester identifier (ID)
(e.g., a source user device ID), a target ID (e.g., a destination user device ID), a data object name,
data, a data stream (e.g., a video stream), sequence information, a key (e.g., an encryption key), a
priority indicator, a security indicator, and/or a performance indicator.

[0116] The method continues at step 212 where the processing module determines one or more
sets of error coding dispersal storage function parameters regarding the data of the data object
message and for auxiliary data. For example, one set of error coding dispersal storage function
parameters may be determined for the data and another set may be determined for the auxiliary
data. As another example, the same error coding dispersal storage function parameters are
determined for both the data and the auxiliary data.

[0117] The method continues at step 214 where the processing module segments the data in
accordance with the error coding dispersal storage function parameters. The processing module
segments the data into data segments, which may be outputted in a variety of ways. For example,

the processing module outputs the data segments in the order in which they were created (i.e.,
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sequentially). As another example, the processing module outputs the data segments in accordance
with a segment sequencing order (i.e., pseudo randomly non-sequential).

[0118] The method continues at step 216 where the processing module dispersed storage error
encodes the data segments to produce sets of encoded data slices (e.g., one set per data segment).
The processing module may output the sets of encoded data slices in a variety of ways. For
example, the processing module outputs the encoded data slices of a set in the order in which they
were created (i.e., sequentially). As another example, the processing module outputs the encoded
data slices of a set in accordance with a segment sequencing order (i.e., pseudo randomly non-
sequential). As yet another example, the processing module outputs a threshold number of a set
of encoded data slices (e.g., a read threshold, a write threshold, a decode threshold, etc.). As a
further example, the processing module buffers a set of encoded data slices in two buffers: the first
including a threshold number of encoded data slices and the second including the remaining
encoded data slices. In this example, the processing module outputs the encoded data slices of the
first buffer and outputs zero to all of the encoded data slices of the second buffer.

[0119] At step 216, the processing module may also generate a slice name for each encoded
data slice of a set. The processing module determines slice information for a set of encoded data
slices and encrypts the slice information to produce the slice name, which may be buftered.
[0120] The method continues at step 218 where the processing module determines a pseudo-
random sequencing order and/or sequence information. For example, the processing module
determines a pseudo-random sequencing order associated with algorithm 3AC (e.g. a pseudo
random number generation algorithm), a sequence seed of 1F46D8EA39B based on a calculating
a hash over requester ID SF02D77B, and a key of 34D8AB90, which was embedded in the
sequencing information.

[0121] The method continues at step 220 where the processing module sequences the
outputting of encoded data slices in accordance with the pseudo-random sequencing order. For
example, the processing module buffers encoded data slices of the sets until a threshold number
have been buffered. When a threshold number of slices have been buftered, the processing module
outputs the encoded data slices based on the pseudo-random sequencing order; example of which
were discussed with reference to Figures 8B - 8E.

[0122] The method continues at step 222 where the processing module dispersal storage error

encodes auxiliary data using the parameters determined at step 212 to produce one or more sets of
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encoded auxiliary data slices. The auxiliary data, which may be encrypted using one or more the
encrypting functions discussed herein prior to dispersal storage error encoding, includes null data,
authentication information, a next pseudo random output sequencing order, a pseudo random
output sequencing order identifier, a next outputting threshold, a random number generator output,
an encryption key, a starting point for the pseudo random output sequencing order, a device
identifier, a data identifier, a data type, a data size indictor, a priority indicator, a security indicator,
and/or a performance indicator. For example, a video stream is the data of steps 214 & 216 and a
next pseudo random output sequencing order is the auxiliary data.

[0123] The method continues at step 224 where the processing module determines auxiliary
data sequence information (i.e., a pseudo-random sequencing order). The method continues at
step 226 where the processing module sequences outputting of the encoded auxiliary data slices,
which may be similar to sequencing the outputting of the encoded data slices.

[0124] The method continues at step 228 where the processing module determines selection
information, which includes a pseudo random output sequencing order, a selection algorithm ID,
a de-selection algorithm ID, a seed generation algorithm ID, a key, an ID, a hash algorithm, and/or
a sequence seed. The method continues at step 230 where the processing module selects encoded
data slices and encoded auxiliary data slices to produce output sequenced slices in accordance with
the selection information. The method continues at step 232 where processing module transmits
the output sequenced slices to one or more destinations via a wired and/or wireless network.
[0125] In addition, at step 232, the processing module may compare an ingress number of
encoded data slices being buffered to an egress number of encoded data slices being outputted
within a given time interval when a number of buffered encoded data slices compares favorably to
the threshold. Next, the processing module adjusts the dispersed storage error encoding of the data
segment such that the comparing of the ingress number to the egress number is favorable with
respect to an underflow threshold when the comparing of the ingress number to the egress number
is unfavorable with respect to the underflow threshold. Alternatively, the processing module may
adjust the dispersed storage error encoding of the data segment such that the comparing of the
ingress number to the egress number is favorable with respect to an overflow threshold when the

comparing of the ingress number to the egress number is unfavorable with respect to the overflow

threshold.
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[0126] Figure 10 is a flowchart illustrating an example of decoding encoded data slices to
produce data. The method begins with step 234 where a processing module receives a retrieve
data object message from one or more of a computing core, a user device, a dispersed storage (DS)
processing unit, a storage integrity processing unit, a DS managing unit, a DS unit, and a process
or function of a user device). The retrieve data object message includes one or more of a requester
identifier (ID) (e.g., a source user device ID), a target ID (e.g., a destination user device ID), a data
object name, a data object, sequence information, a key (e.g., an encryption key), a priority
indicator, a security indicator, and a performance indicator.

[0127] The method continues at step 236 where the processing module determines error coding
dispersal stored function parameters as previously discussed. The method continues at step 238
where the processing module obtains at least an ordering threshold number of encoded data slices
to produce obtained encoded data slices from a user device, from DSN memory, etc.

[0128] The method continues at step 240 where the processing module determines de-selection
information, which is the compliment to the selection information and is determined in a similar
fashion. The method continues at step 242 where the processing module de-selects input
sequenced slices (e.g., the received randomized encoded data slices) in accordance with the de-
selection information. For example, this separates randomized encoded data slices from the
randomized encoded auxiliary data slices.

[0129] The method continues at step 244 where the processing module determines auxiliary
data de-sequence information, which is complimentary to the auxiliary data sequence information.
The method continues at step 246 where the processing module de-sequences the sequenced (i.e.,
randomized) encoded auxiliary data slices to produce de-sequenced encoded auxiliary data slices.
The method continues at step 248 where the processing module recreates the auxiliary data from
the de-sequenced encoded auxiliary data slices in accordance with the auxiliary error coding
dispersal storage function parameters. If the auxiliary data was encrypted, this step further includes
decrypting the auxiliary data.

[0130] The method continues at step 250 where the processing module processes the auxiliary
data in accordance with one or more of the auxiliary error coding dispersal storage function
parameters, a flag, a command, a lookup, and the de-sequence information. For example, the
processing module discards at least some of the auxiliary data when the de-sequence information

indicates that the auxiliary data contains random numbers. In another example, the processing
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module subsequently de-sequences sequenced encoded data slices of a sequence seed contained
within the auxiliary data when the de-sequence information indicates that the auxiliary data
contains the sequence seed. In another example, the processing module subsequently de-
sequences sequenced encoded data slices of desired data utilizing de-sequence information
contained within the auxiliary data when the de-sequence information indicates that the auxiliary
data contains the de-sequence information.

[0131] The method continues at step 252 where the processing module determines data de-
sequence information, which is complimentary to the data sequence information. The method
continues at step 254 where the processing module orders (e.g., de-sequences) the randomized
encoded data slices based on the pseudo-random de-sequencing order to produce a plurality of sets
of encoded data slices. The method continues at step 256 where the processing module dispersed
storage error decodes the plurality of sets of encoded data slices to produce a plurality of data
segments in accordance with the error coding dispersal storage function parameters.

[0132] The method continues at step 258 where the processing module aggregates the plurality
of data segments to produce the data (e.g., a data stream or one or more data objects). The
processing module may aggregate the plurality of data segments by ordering them in accordance
with a data segment order of the pseudo-random de-sequencing order. The method continues at
step 260 where the processing module sends the data to a requester.

[0133] Figure 11 is another flowchart illustrating another example of encoding data to produce
encoded data slices, which includes many similar steps to Figure 9. The method begins with steps
210 —214 of Figure 9 and then continues with step 268 where, in order of receiving data segments,
the processing module encrypts a data segment to produce an encrypted data segment. The
processing module may encrypt the data segment using one or more encrypting functions, which
include an all or nothing transformation (AONT), a stored encryption key and an encryption
algorithm, a random encryption and an encryption algorithm, an encryption key associated with at
least one recipient and an encryption algorithm, an obfuscating method, and/or a null encryption
method.

[0134] As a specific example, the processing module encrypts the data segment utilizing an all
or nothing transformation (AONT) to produce an encrypted data segment. The processing module
then calculates a hash of the encrypted data segment utilizing a hash function (e.g., secure hash

function SHA-256, SHA-512 etc.), which may use a secret key. The processing module truncates
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the encrypted data hash to match the number of bits of the secret key, or other key. The processing
module calculates an exclusive OR (XOR) of the key and the (truncated) encrypted data hash to
produce a masked key. The processing module appends the masked key to the encrypted data
segment, which is subsequently dispersal storage error encoded.

[0135] The method continues at step 270 where the processing module dispersed storage error
encodes the encrypted data segments to sets of encoded data slices. The method concludes with
steps 218 — 232 of Figure 9.

[0136] Figure 12 is another flowchart illustrating another example of decoding encoded data
slices to produce data, which includes similar steps to the flowchart of Figure 10. The method
begins with steps 234-256 of Figure 10 and then continues with step 312 where the processing
module decrypts the encrypted data segments of step 256 to produce a plurality of data segments.
The decrypting includes the complement of the encrypting function used to encrypt the data
segments.

[0137] For example, if the data segments were encrypted using the AONT encryption method,
the processing module utilizes the AONT method to decrypt the encrypted data segment packages.
As a more specific example, the processing module uses the AONT method and a key (e.g., a
random key) to decrypt each encrypted data segment based on the random key used to decrypt at
least one encrypted auxiliary data segment associated with the auxiliary data. The method
concludes with steps 258 — 260 of Figure 10.

[0138] Figure 13 is another flowchart illustrating another example of encoding data to produce
encoded data slices, which includes many similar steps to Figure 9. The method begins with steps
210 — 214 of Figure 9 and then continues with step 324 where the processing module determines
a data segment type (e.g., content) of a data segment. The data segment type includes one or more
of a file header, a video header, routing information, addressing information, compression
information, source information, destination information, video, text, music, speech, audio,
telemetry, control information, a command, a request, status information, a random number, a
sequence seed, a key, a private key, a shared key, a secret key, a public key, and an image. Such
a determination may be based on one or more of the data segment, a data segment type
determination algorithm, the error coding dispersal storage function parameters, a requester

identifier (ID), a vault lookup, a data object name, a data object, a data stream, sequence
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information, a key, a priority indicator, a security indicator, a command, a predetermination, a
message, a performance indicator, and information received in the store data object message.
[0139] The method continues at step 326, where, in order of receiving the data segments, the
processing module selects an encryption method based on the data type (e.g., data segment type)
and encrypts the data segment using the selected encryption method to produce an encrypted data
segment. Such a selection of the encryption method may be based on one or more of the data
segment type, the data segment, an encryption method determination algorithm, the error coding
dispersal storage function parameters, a requester ID, a vault lookup, a data object name, a data
object, a data stream, sequence information, a key, a priority indicator, a security indicator, a
command, a predetermination, a message, the performance indicator, and information received in
the store data object message.

[0140] For example, the processing module encrypts the data segment utilizing an all or
nothing transformation (AONT) encryption method when the data segment type indicates that the
type is a video header and the security indicator indicates to encrypt video headers. In another
example, the processing module determines not to encrypt the data segment when the data segment
type indicates that the type is routine status information and the security indicator indicates to not
encrypt routine status information. In another example, the processing module selects the
encryption method to include encrypting the data segment utilizing a key based on a calculation
of a hash value (e.g., secure hash function SHA-256, SHA-512 etc.) over a key of the day, a source
user ID, and a current time value. The method concludes with steps 218 — 232 of Figure 10.
[0141] Figure 14 is another flowchart illustrating another example of decoding encoded data
slices to produce data, which includes similar steps to the flowchart of Figure 10. The method
begins with steps 234-256 of Figure 10 and then continues with step 370 where the processing
module determines a data segment type of a data segment. The processing module may determine
the data segment type based on one or more of the data segment type extracted from the auxiliary
data, from the sets of encoded data slices, from the encrypted data segments, the encrypted data
segment, a data segment type determination algorithm, the error coding dispersal storage function
parameters, a requester ID, a vault lookup, a data object name, a data object, a data stream,
sequence information, a key, a priority indicator, a security indicator, a command, a
predetermination, a message, a performance indicator, and information received in the store data

object message.
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[0142] The method continues at step 372 where the processing module selects a decryption
method based on the data segment type and decrypts the encrypted data segments utilizing the
decryption method to produce the plurality of data segments. Note that the decryption method
may vary from encrypted data segment to encrypted data segment. The method concludes with
steps 258 and 260 of Figure 10.

[0143] Figure 15 is another flowchart illustrating another example of encoding data to produce
encoded data slices, which includes similar steps from the flowcharts of Figures 9 and 11. The
method begins with steps 210-214 of Figure 9, step 268 of Figure 11, and steps 216-220 of Figure
9. The method continues at step 392 where the processing module scrambles auxiliary data
segments to produce scrambled auxiliary data segments utilizing a low processing utilization
scrambling algorithm. The low processing utilization scrambling algorithm may include one or
more of rearranging auxiliary data segment bits in accordance with a predetermined bit rearranging
method, inverting all of the auxiliary data segment bits, inverting a portion of the auxiliary data
segment bits in accordance with a predetermined method, and rearranging a portion of the auxiliary
data segment bits in accordance with the predetermined bit rearranging method and inverting a
portion of the auxiliary data segment bits in accordance with a predetermined bit inversion method.
The processing module then dispersed storage error encodes the scrambled auxiliary data segments
to produce encoded auxiliary data slices in accordance with auxiliary error coding dispersal storage
function parameters as previously discussed. The method concludes with steps 224 — 232 of Figure
9.

[0144] Figure 16 is another flowchart illustrating another example of decoding encoded data
slices to produce data, which includes similar steps from the flowcharts of Figures 10 and 12. The
method begins with steps 234 -246 of Figure 10 and continues with step 418 where the processing
module dispersed storage error decodes the de-sequenced encoded auxiliary data slices to produce
scrambled auxiliary data segments. The processing module de-scrambles (e.g., the compliment of
the scrambling) the scrambled auxiliary data segments to produce auxiliary data segments in
accordance with a de-scrambling algorithm. The processing module aggregates the auxiliary data
segments to produce the auxiliary data. The method concludes with steps 250-256 of Figure 10,
step 312 of Figure 12, and steps 258 — 260 of Figure 10.

[0145] Figure 17 is another flowchart illustrating another example of encoding data to produce

encoded data slices, which includes similar steps from the flowcharts of Figures 9 and 11. The
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method begins with steps 210-214 of Figure 9 and continues at step 440 where the processing
module determines an obfuscating method based on one or more of the error coding dispersal
storage functions parameters, a requester identifier (ID), a vault lookup, a data object name, a data
object, a data stream, sequence information, a key, a priority indicator, a security indicator, a
command, a predetermination, a message, information in the store data object message, and a
performance indicator. The obfuscating method may include one or more of adding random bits
(e.g., creation of a new data segment that contains all of the bits of at least one receive data segment
of the received data segments and new random bits), inverting bits of the received data segment,
and replacing a portion of the bits of the received data segment with bits produced from a
obfuscation calculation based on the portion of bits of the received data segment (e.g., a logical
XOR of the data segment bits with a key). The method concludes with step 268 of Figure 11 and
sets 216 — 232 of Figure 9.

[0146] Figure 18 is another flowchart illustrating another example of decoding encoded data
slices to produce data, which includes similar steps from the flowcharts of Figures 10 and 12. The
method begins with steps 234 -256 of Figure 10 and step 312 of Figure 12. The method continues
at step 488 where the processing module determines a de-obfuscating method (e.g., the
compliment of the obfuscating method). The processing module may determine the de-
obfuscating method may be based on one or more of the error coding dispersal storage function
parameters, a requester identifier (ID), a vault lookup, a data object name, a data object, a data
stream, sequence information, a key, a priority indicator, a security indicator, a command, a
predetermination, a message, information in the store data object message, and a performance
indicator. The method concludes with steps 258 — 260 of Figure 10.

[0147] Figure 19 is another flowchart illustrating another example of encoding data to produce
encoded data slices, which includes similar steps from the flowcharts of Figures 9 and 11. The
method begins with steps 210-214 of Figure 9 and continues at step 500 where the processing
module determines a secret key. Such a determination may be based on one or more of retrieval
from a memory, a list, a lookup, a command, a message, a predetermination, and a calculation.
Note that the processing module may determine a secret key for each data segment of the received
data segments. In an example, the processing module calculates the secret key by hashing a key

of the day, a user device identifier (ID), and a current date value.
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[0148] The processing module encrypts the data segment in accordance with encryption
algorithm utilizing the secret key to produce an encrypted data segment as a data segment of the
received data segments. The processing module may determine a second key based on one or
more of retrieval from a memory, a list, a lookup, a command, a message, a predetermination, and
a calculation. For example, the processing module determines the second key as a public key from
alookup subsequent to receiving the public key and storing it in a memory. The processing module
encrypts the secret key in accordance with the error coding dispersal storage option parameters
utilizing the second key to produce an encrypted secret key and appends the encrypted secret key
to an associated encrypted data segment and/or to one or more encoded data slices of the associated
encrypted data segment. The method concludes with step 268 of Figure 11 and steps 216 — 232 of
Figure 9.

[0149] Figure 20 is another flowchart illustrating another example of decoding encoded data
slices to produce data, which includes similar steps from the flowcharts of Figures 10 and 12. The
method begins with steps 234 -256 of Figure 10 and step 312 of Figure 12. The method continues
at step 548 where the processing module extracts an encrypted secret key from the encrypted data
segment and/or from at least one of the encoded data slices of the encrypted data segment. The
processing module determines a second key based on one or more of a retrieval from a memory, a
list, a lookup, a command, a message, a predetermination, and a calculation.

[0150] The processing module decrypts the encrypted secret key in accordance with the error
coding dispersal storage function parameters (e.g., a specified decryption algorithm) utilizing the
second key to produce a received secret key. The processing module determines a secret key based
on one or more of the received secret key, retrieval from a memory, a list, a lookup, a command,
a message, a predetermination, and a calculation. The processing module decrypts each of the
further encrypted data segment (e.g., after the AONT method) in accordance with the error coding
dispersal storage function parameters (e.g., a decryption algorithm) utilizing the corresponding
secret key. The method concludes with steps 258 — 260 of Figure 10.

[0151] Figure 21 is another flowchart illustrating another example of encoding data to produce
encoded data slices, which includes similar steps from the flowcharts of Figures 9 and 11. The
method begins with steps 210-214 of Figure 9, step 268 of Figure 11, and steps 216 — 218 of Figure
9. The method continues at step 566 where the processing module determines a sequence seed

based on one or more of the sequence information, a seed generation algorithm, a hash function, a
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received key, a stored key, a calculated key, a data type (e.g., video, audio, telemetry, commands,
status information, etc.), a requester identifier (ID), a vault lookup, a data object name, a data
object, a data stream, received sequence information (e.g., part of the request message), the error
coding dispersal storage function parameters, information received in the store data object request
message, a calculation, a priority indicator, a security indicator, a list, a command, a
predetermination, a message, a previous seed, a last seed, a previous seed, and a performance
indicator. For example, the processing module determines the sequence seed to include a
calculated (e.g., hash) value of 1F46DS8EA39B based on a hash over a source user device
5F02D77B, a key 34D8AB90, a sequence algorithm 3AC, and a video data type. The method
concludes with steps 220 — 234 of Figure 9.

[0152] Figure 22 is another flowchart illustrating another example of decoding encoded data
slices to produce data, which includes similar steps from the flowcharts of Figures 10 and 12. The
method begins with steps 234 -252 of Figure 10 and continues at step 602 where the processing
module determines a de-sequence seed based on one or more of the de-sequence information, a
seed generation algorithm, a hash function, a received key, a stored key, a calculated key, a data
type (e.g., video, audio, telemetry, commands, status information, etc.), a requester identifier (ID),
a vault lookup, a data object name, auxiliary data, a received sequence information (e.g., part of
the request message), the error coding dispersal storage function parameters, information received
in the retrieve data object request message, a calculation, a priority indicator, a security indicator,
a list, a command, a predetermination, a message, a previous seed, a last seed, and a performance
indicator. For example, the processing module determines the de-sequence seed to include a
calculated (e.g., hash) value of 1F46DS8EA39B based on a hash over a source user device
5F02D77B, a key 34D8AB90, a sequence algorithm 3AC, and a video data type.

[0153] The method continues at step 254 where the processing module orders the encoded data
slices based on a pseudo-random de-sequencing order using the de-sequence seed. The method
concludes with step 256 of Figure 10, 312 of Figure 12 and steps 258 — 260 of Figure 10.

[0154] Figure 23 is another flowchart illustrating another example of encoding data to produce
encoded data slices, which includes similar steps from the flowcharts of Figures 9 and 11. The
method begins with steps 210-214 of Figure 9, step 268 of Figure 11, and steps 216 — 218 of Figure
9. The method continues at step 626 where the processing module determines a sequence seed, an

encryption key or seed, which it appends to one or more data segments. In this step, the processing
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module encrypts the sequence seed utilizing the encryption key to produce an encrypted sequence
seed. Note that the encryption key may be varied from data segment to data segment.
Alternatively, or in addition to, the processing module may include the sequence seed as data of
the auxiliary data. The method concludes with steps 220 — 232 of Figure 9.

[0155] Figure 24 is another flowchart illustrating another example of decoding encoded data
slices to produce data, which includes similar steps from the flowcharts of Figures 10 and 12. The
method begins with steps 234 -252 of Figure 10 and continues at step 662 where the processing
module extracts an appended encrypted sequence seed from one or more of an auxiliary data
segment, and encoded auxiliary data slice, and an encoded and sliced to produce an encrypted de-
sequence seed. The processing module decrypts the encrypted de-sequence seed in accordance
utilizing a private key (e.g., of a public/private key pair of an associated destination user device)
to produce a decrypted de-sequence seed. In an example, the processing module determines the
de-sequence seed to include a value of 1F46D8EA39B based on the decrypted de-sequence seed.
In another example, the processing module determines the de-sequence seed to include a calculated
(e.g., hash) value of 1F46D8EA39B based on a hash over a source user device SF02D77B, a key
34D8AB90, a sequence algorithm 3AC, and a video data type.

[0156] The method continues at step 254 where the processing module orders the encoded data
slices based on a pseudo-random de-sequencing order utilizing the de-sequence seed. The method
concludes with step 256 of Figure 10, step 312 of Figure 12, and steps 258-260 of Figure 10.
[0157] Figure 25 is another flowchart illustrating another example of encoding data to produce
encoded data slices, which includes similar steps from the flowcharts of Figures 9, 11, and 21. The
method begins with steps 210-214 of Figure 9, step 268 of Figure 11, steps 216 — 218 of Figure 9,
step 566 of Figure 21, and steps 220-230 of Figure 9. The method continues at step 700 where
processing module sends the output sequenced slices to a dispersed storage (DS) processing unit
(e.g., that may have requested slices and that may have provided a sequence seed and other
information) for storage in at least one dispersed storage network (DSN) memory. In an example,
the processing module sends first buffered encoded data slices and, at most, some second buffered
encoded data slices of second buffered encoded data slices to the DSN memory for storage therein.
Note that the output sequenced slices may be communicated from the source user device to the DS

processing unit via one or more wireless modules utilizing wireless signals.

CS00403_END920165769US09 35
Security First Innovations, LLC, Exhibit 2012
Page 2012 - 201
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



[0158] Figure 26 is another flowchart illustrating another example of decoding encoded data
slices to produce data, which includes similar steps from the flowcharts of Figures 10, 12, and 22.
The method begins with steps 234 -252 of Figure 10, step 602 of Figure 22, steps 254 — 256 of
Figure 9, and step 312 of Figure 12. The method continues at step 730 where the processing
module aggregates the plurality of data segments to produce a data stream or data object and
determines second error coding dispersal storage function parameters based on one or more of
information in the retrieve data object message, a user device ID, a DS processing unit ID, a vault
lookup, a predetermination, a command, and a message. The processing module dispersed storage
error and codes the data stream or data object to produce a plurality of sets of re-encoded data
slices in accordance with the second error coding dispersal storage parameters. The method
continues at step 732 where the processing module sends slices to the DSN memory for storage
therein in accordance with the slice storage format. For example, the processing module sends the
obtained encoded data slices to the DSN memory for storage therein when the processing module
determines that the slice storage format includes storing information in the format of the obtained
encoded data slices (e.g., path A). In another example, the processing module sends the plurality
of sets of encoded data slices to the DSN memory for storage therein when the processing module
determines that the slice storage format includes storing information in the format of the plurality
of the encoded data slices (e.g., path C). In another example, the processing module dispersed
storage error encodes the plurality of data segments to produce the plurality of sets of re-encoded
data slices and sends the plurality of sets of re-encoded data slices to the DSN memory for storage
therein when the processing module determines that the slice storage format includes storing
information in the format of re-encoded data slices.

[0159] It is noted that terminologies as may be used herein such as bit stream, stream, signal
sequence, etc. (or their equivalents) have been used interchangeably to describe digital information
whose content corresponds to any of a number of desired types (e.g., data, video, speech, text,
graphics, audio, etc. any of which may generally be referred to as ‘data’).

[0160] As may be used herein, the terms “substantially” and “approximately” provides an
industry-accepted tolerance for its corresponding term and/or relativity between items. For some
industries, an industry-accepted tolerance is less than one percent and, for other industries, the
industry-accepted tolerance is 10 percent or more. Other examples of industry-accepted tolerance

range from less than one percent to fifty percent. Industry-accepted tolerances correspond to, but

CS00403_END920165769US09 36
Security First Innovations, LLC, Exhibit 2012
Page 2012 - 202
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



are not limited to, component values, integrated circuit process variations, temperature variations,
rise and fall times, thermal noise, dimensions, signaling errors, dropped packets, temperatures,
pressures, material compositions, and/or performance metrics. Within an industry, tolerance
variances of accepted tolerances may be more or less than a percentage level (e.g., dimension
tolerance of less than +/- 1%). Some relativity between items may range from a difference of less
than a percentage level to a few percent. Other relativity between items may range from a
difference of a few percent to magnitude of differences.

[0161] Figure 27 is a schematic block diagram of an embodiment of a computing device (e.g.,
user device 12 or DS processing unit 16) of the distributed or dispersed storage network (DSN).
When a computing device 734 has data to store it disperse storage error encodes the data in
accordance with a dispersed storage error encoding process based on dispersed storage error
encoding parameters. The dispersed storage error encoding parameters include an encoding
function (e.g., information dispersal algorithm, Reed-Solomon, Cauchy Reed-Solomon,
systematic encoding, non-systematic encoding, on-line codes, etc.), a data segmenting protocol
(e.g., data segment size, fixed, variable, etc.), and per data segment encoding values. The per data
segment encoding values include a total, or pillar width, number (T) of encoded data slices per
encoding of a data segment i.e., in a set of encoded data slices); a decode threshold number (D) of
encoded data slices of a set of encoded data slices that are needed to recover the data segment; a
read threshold number (R) of encoded data slices to indicate a number of encoded data slices per
set to be read from storage for decoding of the data segment; and/or a write threshold number (W)
to indicate a number of encoded data slices per set that must be accurately stored before the
encoded data segment is deemed to have been properly stored. The dispersed storage error
encoding parameters may further include slicing information (e.g., the number of encoded data
slices that will be created for each data segment) and/or slice security information (e.g., per
encoded data slice encryption, compression, integrity checksum, etc.).

[0162] In the present example, Cauchy Reed-Solomon has been selected as the encoding
function; the data segmenting protocol is to divide the data object into fixed sized data segments;
and the per data segment encoding values include: a pillar width of 5, a decode threshold of 3, a
read threshold of 4, and a write threshold of 4. In accordance with the data segmenting protocol,
the computing device 734 divides the data (e.g., a file (e.g., text, video, audio, etc.), a data object,

or other data arrangement) into a plurality of fixed sized data segments (e.g., 1 through Y of a fixed
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size in range of Kilo-bytes to Tera-bytes or more). The number of data segments created is
dependent of the size of the data and the data segmenting protocol.

[0163] The computing device 734 then disperse storage error encodes the plurality of data
segments using the selected encoding function (e.g., Cauchy Reed-Solomon) to produce a plurality
of sets of encoded data slices (EDSs). The computing device 734 may encrypt one or more of the
plurality of data segments using one or more encrypting functions, which include an all or nothing
transformation (AONT), a stored encryption key and an encryption algorithm, a random
encryption and an encryption algorithm, an encryption key associated with at least one recipient
and an encryption algorithm, an obfuscating method, and/or a null encryption method.

[0164] Computing device 734 dispersed storage error encodes an auxiliary data segment 738
of auxiliary data 736 (e.g., null data, authentication information, a next pseudo random output
sequencing order, a pseudo random output sequencing order identifier, a next outputting threshold,
a random number generator output, an encryption key, a starting point for the pseudo random
output sequencing order, a device identifier, a data identifier, a data type, a data size indictor, a
priority indicator, a security indicator, and/or a performance indicator) to produce a set of encoded
auxiliary data slices (EADSs 1 _1 through 5 _1).

[0165] The computing device 734 may encrypt the auxiliary data 736 using one or more
encrypting functions, which include an all or nothing transformation (AONT), a stored encryption
key and an encryption algorithm, a random encryption and an encryption algorithm, an encryption
key associated with at least one recipient and an encryption algorithm, an obfuscating method,
and/or a null encryption method. The auxiliary data may be encrypted via an encryption
methodology used to encrypt the plurality of encrypted data segments.

[0166] The computing device 734 obfuscates a first set of encoded data slices of the plurality
of sets of encoded data slices using at least one encoded auxiliary data slices of the set of encoded
auxiliary data slices to produce a first set of obfuscated encoded data slices. The obfuscating the
first set of encoded data slices may include interspersing the at least one encoded auxiliary data
slices within the first set of encoded data slices in accordance with a pseudo random output
sequencing order. In this example, encoded auxiliary data slices EADS 1 1 and EADS 3 1 of the
first set of encoded auxiliary data slices are interspersed within the first set of encoded data slices

to create the first set of obfuscated encoded data slices (EDSs).
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[0167] The computing device 734 obfuscates a second set of encoded data slices of the
plurality of sets of encoded data slices using at least one other encoded auxiliary data slices of the
set of encoded auxiliary data slices to produce a second set of obfuscated encoded data slices. The
obfuscating the second set of encoded data slices may include interspersing the at least one other
encoded auxiliary data slices within the second set of encoded data slices in accordance with a
pseudo random output sequencing order. In this example, encoded auxiliary data slices EADS 2 1
and EADS 4 1 of the first set of encoded auxiliary data slices are interspersed within the second
set of encoded data slices to create the second set of obfuscated encoded data slices (EDSs).
[0168] Computing device 734 may further dispersed storage error encode the auxiliary data
736 to produce a second set of encoded auxiliary data slices. The computing device 734 obfuscates
the first set of obfuscated encoded data slices using at least one encoded auxiliary data slices of
the second set of encoded auxiliary data slices to produce a first set of further obfuscated encoded
data slices. The computing device 734 may also obfuscate the second set of obfuscated encoded
data slices using at least one other encoded auxiliary data slice of the second set of encoded
auxiliary data slices to produce a second set of further obfuscated encoded data slices.

[0169] Computing device 734 outputs the first and second sets of obfuscated (and/or further
obfuscated) encoded data slices for storage.

[0170] Figure 28 is a flowchart illustrating an example of secure data transmission utilizing
distributed storage. The method begins with step 740 where a computing device (e.g., user device
12 or DS processing unit 16) of the DSN disperse storage error encodes a plurality of data segments
to produce a plurality of sets of encoded data slices (EDSs). The computing device may encrypt
one or more of the plurality of data segments using one or more encrypting functions, which
include an all or nothing transformation (AONT), a stored encryption key and an encryption
algorithm, a random encryption and an encryption algorithm, an encryption key associated with at
least one recipient and an encryption algorithm, an obfuscating method, and/or a null encryption
method.

[0171] The method continues with step 742 where the computing device dispersed storage
error encodes an auxiliary data segment of auxiliary data (e.g, null data, authentication
information, a next pseudo random output sequencing order, a pseudo random output sequencing
order identifier, a next outputting threshold, a random number generator output, an encryption key,

a starting point for the pseudo random output sequencing order, a device identifier, a data identifier,
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a data type, a data size indictor, a priority indicator, a security indicator, and/or a performance
indicator) to produce a set of encoded auxiliary data slices (EADSSs).

[0172] The computing device may encrypt the auxiliary data using one or more encrypting
functions, which include an all or nothing transformation (AONT), a stored encryption key and an
encryption algorithm, a random encryption and an encryption algorithm, an encryption key
associated with at least one recipient and an encryption algorithm, an obfuscating method, and/or
a null encryption method. The auxiliary data may be encrypted via an encryption methodology
used to encrypt the plurality of encrypted data segments.

[0173] The method continues with step 744 where the computing device obfuscates a first set
of encoded data slices of the plurality of sets of encoded data slices using at least one encoded
auxiliary data slices of the set of encoded auxiliary data slices to produce a first set of obfuscated
encoded data slices. The obfuscating the first set of encoded data slices may include interspersing
the at least one encoded auxiliary data slices within the first set of encoded data slices in
accordance with a pseudo random output sequencing order.

[0174] The method continues with step 746 where the computing device obfuscates a second
set of encoded data slices of the plurality of sets of encoded data slices using at least one other
encoded auxiliary data slices of the set of encoded auxiliary data slices to produce a second set of
obfuscated encoded data slices. The obfuscating the second set of encoded data slices may include
interspersing the at least one other encoded auxiliary data slices within the second set of encoded
data slices in accordance with a pseudo random output sequencing order.

[0175] The computing device may further dispersed storage error encode the auxiliary data to
produce a second set of encoded auxiliary data slices. The computing device obfuscates the first
set of obfuscated encoded data slices using at least one encoded auxiliary data slices of the second
set of encoded auxiliary data slices to produce a first set of further obfuscated encoded data slices.
The computing device may also obfuscate the second set of obfuscated encoded data slices using
at least one other encoded auxiliary data slice of the second set of encoded auxiliary data slices to
produce a second set of further obfuscated encoded data slices.

[0176] The method continues with step 748 where the computing device outputs the first and
second sets of obfuscated (and/or further obfuscated) encoded data slices for storage.

[0177] As may also be used herein, the term(s) “configured to”, “operably coupled to”,

“coupled to”, and/or “coupling” includes direct coupling between items and/or indirect coupling
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between items via an intervening item (e.g., an item includes, but is not limited to, a component,
an element, a circuit, and/or a module) where, for an example of indirect coupling, the intervening
item does not modify the information of a signal but may adjust its current level, voltage level,
and/or power level. As may further be used herein, inferred coupling (i.e., where one element is
coupled to another element by inference) includes direct and indirect coupling between two items
in the same manner as “coupled to”.

[0178] As may even further be used herein, the term “configured to”, “operable to”, “coupled
to”, or “operably coupled to” indicates that an item includes one or more of power connections,
input(s), output(s), etc., to perform, when activated, one or more its corresponding functions and
may further include inferred coupling to one or more other items. As may still further be used
herein, the term “associated with”, includes direct and/or indirect coupling of separate items and/or
one item being embedded within another item.

[0179] As may be used herein, the term “compares favorably”, indicates that a comparison
between two or more items, signals, etc., provides a desired relationship. For example, when the
desired relationship is that signal 1 has a greater magnitude than signal 2, a favorable comparison
may be achieved when the magnitude of signal 1 is greater than that of signal 2 or when the
magnitude of signal 2 is less than that of signal 1. As may be used herein, the term “compares
unfavorably”, indicates that a comparison between two or more items, signals, etc., fails to provide
the desired relationship.

[0180] As may be used herein, one or more claims may include, in a specific form of this
generic form, the phrase “at least one of a, b, and ¢” or of this generic form “at least one of a, b, or
¢”, with more or less elements than “a”, “b”, and “c”. In either phrasing, the phrases are to be
interpreted identically. In particular, “at least one of a, b, and ¢” is equivalent to “at least one of
a, b, or ¢” and shall mean a, b, and/or ¢. As an example, it means: “a” only, “b” only, “c” only,
“a” and “b”, “a” and “c”, “b” and “c”, and/or “a”, “b”, and “c”.

29 (13
2

[0181] As may also be used herein, the terms “processing module”, “processing circuit”,

“processor”, “processing circuitry”, and/or “processing unit” may be a single processing device or
a plurality of processing devices. Such a processing device may be a microprocessor, micro-
controller, digital signal processor, microcomputer, central processing unit, field programmable
gate array, programmable logic device, state machine, logic circuitry, analog circuitry, digital

circuitry, and/or any device that manipulates signals (analog and/or digital) based on hard coding
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of the circuitry and/or operational instructions. The processing module, module, processing
circuit, processing circuitry, and/or processing unit may be, or further include, memory and/or an
integrated memory element, which may be a single memory device, a plurality of memory devices,
and/or embedded circuitry of another processing module, module, processing circuit, processing
circuitry, and/or processing unit. Such a memory device may be a read-only memory, random
access memory, volatile memory, non-volatile memory, static memory, dynamic memory, flash
memory, cache memory, and/or any device that stores digital information. Note that if the
processing module, module, processing circuit, processing circuitry, and/or processing unit
includes more than one processing device, the processing devices may be centrally located (e.g.,
directly coupled together via a wired and/or wireless bus structure) or may be distributedly located
(e.g., cloud computing via indirect coupling via a local area network and/or a wide area network).
Further note that if the processing module, module, processing circuit, processing circuitry and/or
processing unit implements one or more of its functions via a state machine, analog circuitry,
digital circuitry, and/or logic circuitry, the memory and/or memory element storing the
corresponding operational instructions may be embedded within, or external to, the circuitry
comprising the state machine, analog circuitry, digital circuitry, and/or logic circuitry. Still further
note that, the memory element may store, and the processing module, module, processing circuit,
processing circuitry and/or processing unit executes, hard coded and/or operational instructions
corresponding to at least some of the steps and/or functions illustrated in one or more of the
Figures. Such a memory device or memory element can be included in an article of manufacture.
[0182] One or more embodiments have been described above with the aid of method steps
illustrating the performance of specified functions and relationships thereof. The boundaries and
sequence of these functional building blocks and method steps have been arbitrarily defined herein
for convenience of description. Alternate boundaries and sequences can be defined so long as the
specified functions and relationships are appropriately performed. Any such alternate boundaries
or sequences are thus within the scope and spirit of the claims. Further, the boundaries of these
functional building blocks have been arbitrarily defined for convenience of description. Alternate
boundaries could be defined as long as the certain significant functions are appropriately
performed. Similarly, flow diagram blocks may also have been arbitrarily defined herein to

illustrate certain significant functionality.
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[0183] To the extent used, the flow diagram block boundaries and sequence could have been
defined otherwise and still perform the certain significant functionality. Such alternate definitions
of both functional building blocks and flow diagram blocks and sequences are thus within the
scope and spirit of the claims. One of average skill in the art will also recognize that the functional
building blocks, and other illustrative blocks, modules and components herein, can be
implemented as illustrated or by discrete components, application specific integrated circuits,
processors executing appropriate software and the like or any combination thereof.

[0184] In addition, a flow diagram may include a “start” and/or “continue” indication. The
“start” and “continue” indications reflect that the steps presented can optionally be incorporated in
or otherwise used in conjunction with one or more other routines. In addition, a flow diagram may
include an “end” and/or “continue” indication. The “end” and/or “continue” indications reflect
that the steps presented can end as described and shown or optionally be incorporated in or
otherwise used in conjunction with one or more other routines. In this context, “start” indicates
the beginning of the first step presented and may be preceded by other activities not specifically
shown. Further, the “continue” indication reflects that the steps presented may be performed
multiple times and/or may be succeeded by other activities not specifically shown. Further, while
a flow diagram indicates a particular ordering of steps, other orderings are likewise possible
provided that the principles of causality are maintained.

[0185] The one or more embodiments are used herein to illustrate one or more aspects, one or
more features, one or more concepts, and/or one or more examples. A physical embodiment of an
apparatus, an article of manufacture, a machine, and/or of a process may include one or more of
the aspects, features, concepts, examples, etc. described with reference to one or more of the
embodiments discussed herein. Further, from figure to figure, the embodiments may incorporate
the same or similarly named functions, steps, modules, etc. that may use the same or different
reference numbers and, as such, the functions, steps, modules, etc. may be the same or similar
functions, steps, modules, etc. or different ones.

[0186] While the transistors in the above described figure(s) is/are shown as field effect
transistors (FETs), as one of ordinary skill in the art will appreciate, the transistors may be
implemented using any type of transistor structure including, but not limited to, bipolar, metal
oxide semiconductor field effect transistors (MOSFET), N-well transistors, P-well transistors,

enhancement mode, depletion mode, and zero voltage threshold (VT) transistors.
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[0187] Unless specifically stated to the contra, signals to, from, and/or between elements in a
figure of any of the figures presented herein may be analog or digital, continuous time or discrete
time, and single-ended or differential. For instance, if a signal path is shown as a single-ended
path, it also represents a differential signal path. Similarly, if a signal path is shown as a differential
path, it also represents a single-ended signal path. While one or more particular architectures are
described herein, other architectures can likewise be implemented that use one or more data buses
not expressly shown, direct connectivity between elements, and/or indirect coupling between other
elements as recognized by one of average skill in the art.

[0188] The term “module” is used in the description of one or more of the embodiments. A
module implements one or more functions via a device such as a processor or other processing
device or other hardware that may include or operate in association with a memory that stores
operational instructions. A module may operate independently and/or in conjunction with software
and/or firmware. As also used herein, a module may contain one or more sub-modules, each of
which may be one or more modules.

[0189] As may further be used herein, a computer readable memory includes one or more
memory elements. A memory element may be a separate memory device, multiple memory
devices, or a set of memory locations within a memory device. Such a memory device may be a
read-only memory, random access memory, volatile memory, non-volatile memory, static
memory, dynamic memory, flash memory, cache memory, and/or any device that stores digital
information. The memory device may be in a form a solid-state memory, a hard drive memory,
cloud memory, thumb drive, server memory, computing device memory, and/or other physical
medium for storing digital information.

[0190] While particular combinations of various functions and features of the one or more
embodiments have been expressly described herein, other combinations of these features and
functions are likewise possible. The present disclosure is not limited by the particular examples

disclosed herein and expressly incorporates these other combinations.

CS00403_END920165769US09 44
Security First Innovations, LLC, Exhibit 2012
Page 2012 - 210
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
1/31

QTWSISAS bupndwod

0z 1un Buisseood
fubajui abelols

_
— _ — —
AOE] _ 9¢ Jun sd o ° 9¢ Jun SQ 57 o100
_lllll).lllllllllll).lllL Bunndwod
8% XA 901 03 9% |~ A 80lIs O3 ¥
— (YY) (YY) ¢S 99eLduUI NS
8l Jun —— —

BuiBeUEw SQ 7 X} 99118 O3 2v 1) 9918 O3 A A
— eeoo
0z 2109

funndwod

& & S99l
€€ QoepRI |«
BV X A®0SO] |eee | OF | A0S O3
° ° tpseos —— -
® ®
° °
X 19s07 |eee | gy L1 80s O3 ooe
— (Y X —
] 921A3p Jasn (€ 90BUBIUINS(d
Y Y A
0F d%epdul <€ —>> (€ e%eusjul ¢€ 90BHRUINSd é
ﬂ“oo é é ¢ Buissaooud
BunNdwoo € buissaosonud S Sa
0g 9109 Bunndwoo 9z 9109 Bunndwod
Opdooiqeep |
10/93¢€ 9|1 elep 9} Jun Buissaosoud Sg 2 991A3p Jasn

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 211

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09

2/31

¢Old
[——— - - - - - F - - - - = — — — — = q
I
9/ 9|npowl ¥7 9|npowl 2] 8npow soepisul 07 8|npow 89 99 ajnpow
soeMs)UI NSO soepsul OH usey S0BLISIUI YIoM)U 8|npoL soepSUI YaH soeuIUI gSN

A

A

{

1

Wy VW

29 ainpou

90IA9p O

8G adeps)ul [0d 9
SOIg NOY
9 RN 09 aoep3)ul s
19]104u03 O Ol
] S > 0 Sinpow
Aiowsw urew 19]|03u02 Alowsw Buissasoid

GG Jun Buissadoud
soydesh oapia

_
_
_
_
_
_
_
_
_
_
_
_
_
_
Qo Ig)ul _
_
_
_
_
_
_
_
_
_
_
_
_
_

9z 2109 Bupndwoo

_——,————_——_— —_—- .- —- —--1 .- —_— —- .—- —_—- .- —_—- .- —_—- .- —_—- —_—- _—- —_—_——_——— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_——_——

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 212

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
3/31

87 XA 99I|S BJep popo9 JoLe € 9Old O |~ A 90IIS EJep papo9 Jouie
aweu a91S aweu 9IS
° S& °
P4 ¢€ 90EUTIUI IBUS( 4
o o
77 X 991|s Ejep pepoo Jod 2 || 99IS Blep papoo Joie
~—— (X Y |_—
SUIEU OIS /4/ \A\ aweu 9IS
87 XA ®9lIs coe o LA 9IS
BJep papo9 JoLd BJep papo9 JoLd 78 a|npow abeI0)s
aweu 31| ° aweu 31|
°
— J— . — — ™
vy X | 3JUS coe AR
BJep papo9 JoLd BJep papo9 JoLd
aweu 31| aweu 31|
28 snpow pub
aweueyeq | Asas | uabynepn | qiynepn | xepuiaos
a199dg Jnep uonew.ou| Bugnoy [esteaiun
/€ dWeu 991|S 0% 100lqo
ejep
26 A Juswbas ejep
Y 08 9|NpowW SS9 88 suieu
199(40
06 | Juswbes ejep
Ge 98 al
GE aweu 821n0g 108N
0% 109lqo eje 8|l <« >
Oy 1390 1EP 8Z anpow Aemajed |4 £ €e——>
GC aweu 821n0g 2
di s Asal | usBynep | @linen
GC aweu 821n0S 7€ ainpow Buissasoid

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 213

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09

4/31

X 8Jl[s Bjep 07

| ®9|Is Efep 07

poouserepd3 | g | “a|“q | ®a[*q | "a | ‘g | *q ¢ ol
gooserepd3 | %q [ %q | “q|®q|"q| %] %q | “q
6/ 1991|S <
¢doserpdl | “q[“q || q|®q| % | | 'q
Looserpd3 | *q [ g [ % | % | “q | % | g | %
g |leee | %q | “q |eee| g | eee g |ee®]| 'q | tq [@e@®]| g
76 Juswbas eyep papoous Jo Siq Z§
Old
e @mempowpss “
53 Joje|ndivew T 180156 o 190006 £g Joieindivew _
-9p 99115-)s0d <> £8 1891)5-9p <> 58 19pod9p J > -9p 99I|s-a.1d m_w
_ _
_ _
£7 1un [04u09 pungas | _
_ _
_ _
18 Jojendivew 57 10018 77 19p00U3 G/ Joyendiuew |
39l[s-)sod <> : 99l|s-a1d < | >
_
6 uawbas ejep papoous ¢6-06 Juawbas ejep

Page 2012 - 214

Security First Innovations, LLC, Exhibit 2012
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
5/31

¢¢ Mowsw NSQ

[  92IASp Jasn uoneunsap

0 e

g | T
Buissaooid 3@ O | ssoum
$92I|S
CE OBUSIUINSO |[€T—>> 901
orr | einpow
H sools | SSolRIM
¢ Buissaooud
Sa
g 2109 Bupndwod
°
°
°
ZcooepoiNSd Jef—>] 70
orr | enpow
», sools | SSolRIm

Y

¢ Buissaooud
Sa

¢ 92409 Bunndwoo

[ | 80IA9p JaSN UONeUNSap

ainpow | 37T
SsepRIM | saois

Z11 Sleubis
SSojaIM

>

¢€ 9%ealuINSa

A

¥

¢ Buissaooud
Sa

Z 9109 Bunndwo?

[ 80IA8P Jasn 82In0S

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 215

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
6/31

€ 9inpow Buissasoud

sd

0G anpow
Buissasoid

Js9p
elep

90In0S
Elep

158p
elep

JAE|
JapJo Buouanbas __ Jopio Buiousnbss

-ap/Burousnbas wopues opnasd _ap/Butouanbas juswibes

r—-—-———-—r-—-— - - - - - - - -----{1=------------ A

_ _

| ) ~ ® |

| = o D = = |

_ 3 o 2o = o 2 _
| > = | [e> mwA|+mwA|VMA|_V

k=] © O 30 )
_ 5 S © e = _
_ — — |
0G1 S92I|s 4O S18S TTT BIRD XN

3T seos _ vyl eep _

paJap.o Ajwopuel | o _

_ o _

°

_ —_ _

_ 8¢l _

80720} 43 | | emnpow @ s | © |

anpow [ oepcul [P abelois .m @ W; ~ - _
SSa[aUIM _uUSa _ > £ | [ mm ni g EEL naa bl nrmag

. _ = S ° S8 5 _

_ o = [

% _ qp ] SO9IIS JO SI8S 5T elep _

_ _

<

| E 2 Blled | 2N df !

| 3 S 8 o So Q _

_ =4 € > g £ _

_ —_ _ _

_ 9yl S92IIS 4O S18S 5% T eep _

_ _

_

90In0S
Elep

Page 2012 - 216

Security First Innovations, LLC, Exhibit 2012
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09

7131

061 Jojesouab
aouanhas
-3p UO}09|9s-9p

¥

8¢ ainpow abelo)s

98l
> J0}09|8s -ap
90z s99IIs
paouanbas
ndul
397 Jojesauab
aouanbas
uonoses
Aﬁ S90S
paouanbas é
ndino

73] 10109j8S

_
. o
_
_
_
3] Jojesauab _
aouanbas-ap _ .
v 01 _ ¢0C
Jojesauab sguanbaes | mﬂo__m
= Indjno
9ouaNnbss-9 | _
97} 430U p ¥ _ >
FOT J00uaNbas || 2INPOUI PLD
| 961
u | S0l
03] Jojesouab ® | ndul .
9ouanbas-ap o °
v 897 | 002 ¢
Jojesousb asuanbas | sao1s
T | ndjn
U - —
< >| {7 J9ouanbas-ap + _ oV -
< 707 Joouanbos | — 9Inpow pub
877 Jojelouab | saois
aouanbas-ap — _ ndu
861
é lojessuab sousnbas _ S90IIS
> 7/} J9ouanbas-ap + _SQSoY -
_
< 00T Joousnbes || 2INPOW PUO
| (6l
| $9IIS

ndul

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 217

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09

8/31

| ®J0S
¢ bas
| Blep

¢3S
| Bas
[4

¥ 3IS
| Bas

¢ Eep

G 3oIs
¢ bas
| Blep

g 9IS
| Bas
¢ Elep

g 9JlIs
| bas
| Elep

¢ IS
| Bas
| ElEp

¥ 99I|S G 901S

| Bas
¢ Elep

¢ 9IS
¢ bas
| Blep

p 29lIs
| Bas

¢3S
¢ bas
| Blep

& 90ls
| Bas
| Elep

60¢ S991|S pazIWwopue.

JapJo Buiouanbas
-gp/Burouanbas
wiopues opnasd

G 3oys
| Bas
¢ Elep

¥ 3IS
| Bas
¢ Elep

102 S99IIS Z elep

g 9IS
| Bas
¢ Elep

¢3S
| Bas
¢ Elep

| @S
| Bas
¢ Elep

G aoIs
¢ bas
| Blep

7 93IS
¢ bas
| Blep

g 9IS
¢ bas
| Blep

¢3S
¢ bas
| Blep

| @S
¢ bas
| Blep

G 90lS
| Bas
| ElEp

¥ @Jls
| Bas
| ElEp

£ 2dlIs
| Bas
| Elep

¢ 9IS
| Bas
| Elep

| 9IIs
| Bas
| Elep

G0¢ S9J1s | Elep

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 218

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09

9/31

g 9IS G 9dlfs | 9IS ¢ s
| Bos | bas ¢ Bas | Bos
¢ eep | Elep | ejep | BlEp

£ 9IS ¥ 991IS

| 83lis
| bas
| Blep

G 3oIs
¢ bas
| Blep

Loors IEESE s oors ¢ 991l
| Bas | Bas ¢ bos
¢ Elep ¢ Elep | elep

7 991S o {7 80lis Z 991IS
¢ bas o | Bas | Bas
| Blep | lEgEp ¢ Eep

602 S99I|S pazIwopue.

JapJo Buiouanbas
-gp/Burouanbas
wiopues opnasd

G 20lIs

| Bas
¢ Elep

7 3IS
| Bas
¢ Elep

g 9IS
| Bas
¢ Elep

Z0C S991Is ¢ ejep
10 Sjuswibas paziwopuel

¢3S
| Bas
¢ Elep

| @S
| Bas
¢ Elep

G 2JUs ¥ 295 £ 298 ¢ s | 9Jlis
| bas | bas | Bas | Bas | Bas
| BlEp | EJep | EJep | Blep | ElEp
G 3oIs 7 93IS ¢ 9IS ¢3S | ®J0S
¢ bas ¢ bas ¢ bas ¢ bas ¢ bas
| Blep | Blep | Blep | Blep | Blep

GOZ S9IIS | eyep

10 Sjuawbes paziwopuel

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 219

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
10/31

G 3oIs
¢ bas
| Blep

g ools g 9IS
| Bas | Bas

| Elep ¢ Bep

G 3oys 7 93IS
| Bas ¢ bas

¢ Eep | Ejep

| 99

¥ 9918
| Bas

| EJEp

24

| ®J0S
¢ bas
| Blep

¢ S
| Bas
| EJep

¢3S
| Bas
¢ Elep

901

¢ 9IS
¢ bas
| Blep

| 20lIs

¢3S
¢ bas
| Blep

60¢ S991|S pazIWwopue.

g oS
| Bas

| Elep

JapJo Buiouanbas
-gp/Burouanbas
wiopues opnasd

g 9IS
| Bas
¢ Elep

¥ 3IS
| Bas
¢ Elep

G 3oys
| Bas
¢ Elep

| @S
| Bas
¢ Elep

702 S99I|S PazIWopue Z ejep

¢3S
| Bas
¢ Elep

g 9IS
¢ bas
| Blep

7 93IS
¢ bas
| Blep

G aoIs
¢ bas
| Blep

| @S
¢ bas
| Blep

¢3S
¢ bas
| Blep

£ 90ls
| Bas
| ElEp

¥ @Jls
| Bas
| ElEp

G 2JlIs
| Bas
| Elep

| 29l|s
| Bas
| Elep

¢ 99ls
| Bas
| Elep

Gz S99I|S PSzZIWOpUEl | ejep

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 220

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09

11/31

[Inu

10 Jeadal

| ®J0S g 9IS g 9JlIs
¢ bas | Bas | bas
| Blep ¢ Eep | Elep

7 93IS
¢ bas

G 3oys
| Bas

| Ejep ¢ Eep

{inu
joeadal

p 29lIs
| Bas
| Ejep

¢ IS
| Bas

| BlED

| @S ¢ 9IS
¢ bas

| Ejep

¥ 3IS
| Bas
¢ Elep

60¢ S991|S pazIWwopue.

G 3JlIs
| Bas
¢ BlEp
JapJo Buiouanbas
-gp/Burouanbas

¥ 3IS
| Bas
¢ Elep

g 9IS
| Bas
¢ Elep

10 S89IIs Z elep

| @S
| Bas
¢ Elep

wopueJ opnasd / -

7 93IS g 9IS
¢ bas ¢ bas
| Blep | Blep

| @S
¢ bas
| Blep

G 90lS
| Bas
| ElEp

¥ @Jls £ 2dlIs ¢ 9IS
| Bas | Bas | Bas
| ElEp | Elep | Elep

G0Z Sa91ls | Ejep

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 221

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
12/31

$991|S paouanbas Jndino puss

4

N

$991|S paouanbas ndno aonpoud
0} ejep Aleljixne Jo/pue ejep JO $a9I|S }09|9S

(el
N

UONBULIOJUI UONOS|SS BuILLIS)ap

[eo]
N

$92I|S
elep AJeljixne Jo sjuswbas B $891|s aouanbas

©
N

uonewLoul 8ouanbas aulwglep

S90I|S eJep Aleljixne 8)ealo

N
N
N

A

BJep Jo sjuswbas B $9I|s 8ouanbas

(e
N

uonewLoul 8ouanbas aulwglep

O
~—
N

S99I[S elep
99npo.d 0} syuswbas elep a0l|s pue apodus

©
—
N

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

sieloweled jeuonelado aulwis)ep

N
~—
N

abessaw 193(q0 elep 810)s anigdal

O
—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 222

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
13/31

Jaysenbal 0} 198lq0 elep puss

(e
N

Jo9[qo
elep aonpold o) sjuswbas ejep sjehaibbe

[co]
N

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

©
N

Blep Jo sjuawbas B $a9l|s aouanbas-ap

<
N

uonewLouI 8ouanhas-ap aulwIglep

(9}
N

elep Aseljixne ssaooid

(el
LO)|
N

elep Aeljixne ajesln-al

87 A

$39I|S elep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap
3174
uonew.ojul 8ouanbas-ap sullIB)ep
774

ejep AJRIIXne Jo/pue ejep Jo $aol|s
2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap

¢

N

UONBULIOJUI UONO3|3S-p BuILIS)ap

$991|S paouanbas ndul uleyqo

[eo/
N

sieloweled jeuonelado aulwis)ep

O
N

abessaw 199[00 Blep ansL)8l SAIB8l

<
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 223

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
14/31

$991|S paouanbas Jndino puss

4

N

$991|S paouanbas ndno aonpoud
0} ejep Aleljixne Jo/pue ejep JO $a9I|S }09|9S

(el
N

UONBULIOJUI UONOS|SS BuILLIS)ap

[eo]
N

$92I|S
elep AJeljixne Jo sjuswbas B $891|s aouanbas

©
N

uonewLoul 8ouanbas aulwglep

S90I|S eJep Aleljixne 8)ealo

N
N
N

A

BJep Jo sjuswbas B $9I|s 8ouanbas

(e
N

uonewLoul 8ouanbas aulwglep

O
~—
N

S99I[S elep
99npo.d 0} syuswbas elep a0l|s pue apodus

012 A

(e

LINOY Buizian yuawbas eyep 1dAious

4

(o]

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

sieloweled jeuonelado aulwis)ep

N
~—
N

abessaw 193(q0 elep 810)s anigdal

N
~—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 224

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
15/31

elep Aeljixne ajesln-al

Jaysenbal 0} 198lq0 elep puss

i 74

(e
N

Jo9[qo
elep aonpold o) sjuswbas ejep sjehaibbe

$39I|S elep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap

)74

[co/
N

LNOY Burzian syuswbas eyep 1dA1oap

uonewLouI 8ouanhas-ap aulwIglep

N
~—
o

1444

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

ejep AJRIIXne Jo/pue ejep Jo $aol|s
2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap

e
UOHBULIOUI UOROS9S-9p SUILIS)Op
74
$991|S paouanbas ndul uleyqo
154
sieloweled jeuonelado aulwis)ep
9¢C

96¢
Blep Jo sjuawbas B $a9l|s aouanbas-ap
aC
uoneuLIou 83uanbas-ap aulwIs)ep
274
elep Aseljixne ssaooid
05 A

abessaw 199[00 Blep ansL)8l SAIB8l

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 225

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
16/31

BJep Jo sjuswbas B $9I|s 8ouanbas

$991|S paouanbas Jndino puss

4

N

$991|S paouanbas ndno aonpoud
0} ejep Aleljixne Jo/pue ejep JO $a9I|S }09|9S

[
N

UONBULIOJUI UONOS|SS BuILLIS)ap

[eo]
N

$92I|S
elep AJeljixne Jo sjuswbas B $891|s aouanbas

0¢¢
uonewLojul aduanbas aulwIs)op
81c
S90I|S ejep
99npo.d 0} sjuswbas ejep a0I|S pue apodud
gce
adA) uo paseq juswbhas ejep 1dAIous
92¢ A
adAy Juswbas ejep sulwis}ep
1743

4

©

uonewLoul 8ouanbas aulwglep

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

<
N

sieloweled jeuonelado aulwis)ep

S90I|S eJep Aleljixne 8)ealo

N
~—
N

4 A

N
N

abessaw 193(q0 elep 810)s anigdal

O
—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 226

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
17/31

Jaysenbal 0} 198lq0 elep puss

elep Aeljixne ajesln-al

i 74

$39I|S elep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap

)74

uonewLouI 8ouanhas-ap aulwIglep

1444

09¢
Jo9[qo
elep aonpold o) sjuswbas ejep sjehaibbe
14
adA} uo paseq sjuswbas eep 1dA1oap
L3 A
adA} sjuswbas elep aulwiB)ep
0L€

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

ejep AJRIIXne Jo/pue ejep Jo $aol|s
2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap

96¢
Blep Jo sjuawbas B $a9l|s aouanbas-ap
T4
uoneuLIou 83uanbas-ap aulwIs)ep
274
elep Aseljixne ssaooid
05 A

e

UOHBULIOUI UOROS9S-9p SUILIS)Op
74

$991|S paouanbas ndul uleyqo

154

sieloweled jeuonelado aulwis)ep
9¢C

abessaw 199[00 Blep ansL)8l SAIB8l

4

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 227

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
18/31

$991|S paouanbas Jndino puss

4

N

$991|S paouanbas ndno aonpoud

0} eJep AJeljIXne Jo/pue Blep JO S8i|s 109]9S

[
N

UONBULIOJUI UONOS|SS BuILLIS)ap

[eo]
N

S90I|S

elep AJeljixne Jo sjuswbas B $891|s aouanbas

4

©

uonewLoul 8ouanbas aulwglep

<
N

S90I[S eJep AJeljIXne pajquieIos 8)jeald

N
o

A

BJep Jo sjuswbas B $9I|s 8ouanbas

0cc
uonewLojul aduanbas aulwIs)op
81c
S90I|S ejep
99npo.d 0} sjuswbas ejep a0I|S pue apodud

¥4 A

LINOY Buizian yuawbas eyep 1dAious
89¢

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

sieloweled jeuonelado aulwis)ep

N
~—
N

abessaw 193(q0 elep 810)s anigdal

O
—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 228

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09

19/31

Jaysenbal 0} 198lq0 elep puss

(e
N

Jo9[qo
elep aonpold o) sjuswbas ejep sjehaibbe

357 A

[co/

LNOY Burzian syuswbas eyep 1dA1oap

N
~—
o

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

96¢
Blep Jo sjuawbas B $a9l|s aouanbas-ap
T4
uoneuLIou 83uanbas-ap aulwIs)ep
274
elep Aseljixne ssaooid
05 A

ejep AJejjixne sjeasd-al
8ly
S90I|S ejep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap
U174
uoneuLIou 83uanbas-ap aulwIs)ep
e
ejep AJeljixne Jo/pue ejep Jo 9IS
2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap
e
UOHBULIOUI UOROS9S-9p SUILIS)Op
74
$991|S paouanbas ndul uleyqo
154
sieloweled jeuonelado aulwis)ep
9¢C
abessaw 199[00 Blep ansL)8l SAIB8l
4

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 229

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
20/31

$991|S paouanbas Jndino puss

4

N

$991|S paouanbas ndno aonpoud
0} ejep Aleljixne Jo/pue ejep JO $a9I|S }09|9S

(el
N

UONBULIOJUI UONOS|SS BuILLIS)ap

BJep Jo sjuswbas B $9I|s 8ouanbas

0cc
uonewLojul aduanbas aulwIs)op
¥4
S90I|S ejep
99npo.d 0} sjuswbas ejep a0I|S pue apodud

¥4

LINOY Buizian yuawbas eyep 1dAious
89¢

[eo]
N

$92I|S
elep AJeljixne Jo sjuswbas B $891|s aouanbas

sjuswBas eyep 91easnyqo
pUB PoyJaWl UoNeISNjqo Juswihas sulwislep

77

4

[{e]

uonewLoul 8ouanbas aulwglep

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

sieloweled jeuonelado aulwis)ep

S90I|S eJep Aleljixne 8)ealo

N
~—
N

N
N
N

A

abessaw 193(q0 elep 810)s anigdal

(e
—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 230

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
21/31

Jaysenbal 0} 198lq0 elep puss

(e

09 A

elep Aeljixne ajesln-al

Jo9[qo
elep aonpold o) sjuswbas ejep sjehaibbe

357 A

[co/

sjuswbas ejep 8)easnyqo-ap
pUB POoyJaW UOIRISN)qo-ap Juswihas sulwalep

3oy A

O

LNOY Burzian syuswbas eyep 1dA1oap

8¢
$39I|S elep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap
U174
uonew.ojul 8ouanbas-ap sullIB)ep
174

N
~—
o

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

ejep AJeljixne Jo/pue ejep Jo Sa9I|s

2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap

4

©

Blep Jo sjuawbas B $a9l|s aouanbas-ap

<
N

uonewLouI 8ouanhas-ap aulwIglep

(9}
N

elep Aseljixne ssaooid

A

(el
LO)|
N

e

UOHBULIOUI UOROS9S-9p SUILIS)Op
74

$991|S paouanbas ndul uleyqo

154

sieloweled jeuonelado aulwis)ep
9¢C

abessaw 199[00 Blep ansL)8l SAIB8l

4

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 231

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
22/31

BJep Jo sjuswbas B $9I|s 8ouanbas

(e
N

$991|S paouanbas Jndino puss

uonewLoul 8ouanbas aulwglep

4

N

O
~—
N

$991|S paouanbas ndno aonpoud
0} ejep Aleljixne Jo/pue ejep JO $a9I|S }09|9S

S99I[S elep
99npo.d 0} syuswbas elep a0l|s pue apodus

©
—
N

A

(el
N

LINOY Buizian yuawbas eyep 1dAious

UONBULIOJUI UONOS|SS BuILLIS)ap

[co/
N

[eo]
N

$92I|S
elep AJeljixne Jo sjuswbas B $891|s aouanbas

Aoy 101085 paydAious puadde Aay 18199s
1dA10us A8y 18.199s ypm sjuswbas eyep JdAious

09

(e

4

[{e]

uonewLoul 8ouanbas aulwglep

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

sieloweled jeuonelado aulwis)ep

S90I|S eJep Aleljixne 8)ealo

N
~—
N

N
N
N

A

abessaw 193(q0 elep 810)s anigdal

(e
—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 232

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
23/31

Jaysenbal 0} 198lq0 elep puss

elep Aeljixne ajesln-al

(e

09 A

Jo9[qo
elep aonpold o) sjuswbas ejep sjehaibbe

357 A

[co]

Aoy 101095 Buizijnn eyep 1dAioap “Aay
121995 JdA108p Aoy 101098s pajdAIous suiwisap

%5 A

LNOY Burzian syuswbas eyep 1dA1oap

] 74
$39I|S elep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap
3174
uonew.ojul 8ouanbas-ap sullIB)ep
774

N
~—
o

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

ejep AJRIIXne Jo/pue ejep Jo $aol|s
2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap

96¢
Blep Jo sjuawbas B $a9l|s aouanbas-ap
aC
uoneuLIou 83uanbas-ap aulwIs)ep
494
elep Aseljixne ssaooid
0% A

e

UOHBULIOUI UOROS9S-9p SUILIS)Op
74

$991|S paouanbas ndul uleyqo

154

sieloweled jeuonelado aulwis)ep
9¢cC

abessaw 199[00 Blep ansL)8l SAIB8l

1794

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 233

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
24/31

$991|S paouanbas Jndino puss

1294

$991|S paouanbas ndno aonpoud
0} ejep Aleljixne Jo/pue ejep JO $a9I|S }09|9S

[
N

UONBULIOJUI UONOS|SS BuILLIS)ap

O
N

$92I|S
elep AJeljixne Jo sjuswbas B $891|s aouanbas

BJep Jo sjuswbas B $9I|s 8ouanbas

0cc
Paas 9ouanbas auluwLsiep
09
uonewLojul aduanbas aulwIs)op
81c
S90I|S ejep
99npo.d 0} sjuswbas ejep a0I|S pue apodud

¥4 A

LINOY Buizian yuawbas eyep 1dAious
89¢

4

[{e]

uonewLoul 8ouanbas aulwglep

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

sieloweled jeuonelado aulwis)ep

S90I|S eJep Aleljixne 8)ealo

N
~—
N

(e
N
N

A

abessaw 193(q0 elep 810)s anigdal

(e
—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 234

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
25/31

Jaysenbal 0} 198lq0 elep puss

elep Aeljixne ajesln-al

(el
N

Jo9[qo
elep aonpold o) sjuswbas ejep sjehaibbe

i 74

[co]
N

$39I|S elep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap

LNOY Burzian syuswbas eyep 1dA1oap

)74

A

N
~—
o

uonewLouI 8ouanhas-ap aulwIglep

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

1444

©
N

ejep AJRIIXne Jo/pue ejep Jo $aol|s
2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap

Blep Jo sjuawbas B $a9l|s aouanbas-ap

1214
Paas aouanbas-ap aulwsiep
¢09
uoneuLIou 83uanbas-ap aulwIs)ep
274
elep Aseljixne ssaooid
05 A

e

UOHBULIOUI UOROS9S-9p SUILIS)Op
74

$991|S paouanbas ndul uleyqo

154

sieloweled jeuonelado aulwis)ep
9¢C

abessaw 199[00 Blep ansL)8l SAIB8l

4

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 235

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
26/31

BJep Jo sjuswbas B $9I|s 8ouanbas

(e
N

$991|S paouanbas Jndino puss

pass pajdAious puadde
‘paas 1dAIoud ‘Paas aouanbas sulwis)ap

4

N

$991|S paouanbas ndno aonpoud
0} ejep Aleljixne Jo/pue ejep JO $a9I|S }09|9S

(el
N

UONBULIOJUI UONOS|SS BuILLIS)ap

[eo]
N

$92I|S
elep AJeljixne Jo sjuswbas B $891|s aouanbas

9¢9
uonewLojul aduanbas aulwIs)op
81c
S90I|S ejep
99npo.d 0} sjuswbas ejep a0I|S pue apodud
¥4 A
LINOY Buizian yuawbas eyep 1dAious
89¢

4

[{e]

uonewLoul 8ouanbas aulwglep

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

sieloweled jeuonelado aulwis)ep

S90I|S eJep Aleljixne 8)ealo

N
~—
N

N
N
N

A

abessaw 193(q0 elep 810)s anigdal

O
—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 236

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
27131

Jaysenbal 0} 198lq0 elep puss

elep Aeljixne ajesln-al

(e
N

Jo9[qo
elep aonpold o) sjuswbas ejep sjehaibbe

[co/
N

LNOY Burzian syuswbas eyep 1dA1oap

N
~—
o

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

] 74
$39I|S elep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap
3174
uonew.ojul 8ouanbas-ap sullIB)ep
774

4

©

Blep Jo sjuawbas B $a9l|s aouanbas-ap

ejep AJRIIXne Jo/pue ejep Jo $aol|s
2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap

<
N

paas aonpoud 0} pass JdA1osp
‘paas asuanbas-ap pajdAious auiusiep

N
©

uonewLouI 8ouanhas-ap aulwIglep

N
N

elep Aseljixne ssaooid

A

(e
LO)|
N

e

UOHBULIOUI UOROS9S-9p SUILIS)Op
74

$991|S paouanbas ndul uleyqo

154

sieloweled jeuonelado aulwis)ep
9¢cC

abessaw 199[00 Blep ansL)8l SAIB8l

1794

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 237

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
28/31

Aiowsw NS@ ul 8bel0)s 1oy Jiun
Buissaooid S 0} S8911S pasuanbas Indino puss

0.

(el

$991|S paouanbas ndno aonpoud
0} ejep Aleljixne Jo/pue ejep JO $a9I|S }09|9S

(el
N

UONBULIOJUI UONOS|SS BuILLIS)ap

[eo]
N

$92I|S
elep AJeljixne Jo sjuswbas B $891|s aouanbas

BJep Jo sjuswbas B $9I|s 8ouanbas

0cc
Paas 9ouanbas auluwLsiep
09
uonewLojul aduanbas aulwIs)op
81c
S90I|S ejep
99npo.d 0} sjuswbas ejep a0I|S pue apodud

¥4 A

LINOY Buizian yuawbas eyep 1dAious
89¢

4

[{e]

uonewLoul 8ouanbas aulwglep

sawbas eyep aonpo.d 0} 108lqo ejep Juswbas

<
—
N

sieloweled jeuonelado aulwis)ep

S90I|S eJep Aleljixne 8)ealo

N
~—
N

N
N
N

A

abessaw 193(q0 elep 810)s anigdal

(e
—
N

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 238

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
29/31

abeJo)s Joy Aiowsw NS 03 S891|S puss

¢l A A- _
siojowe.led
[euonelado abelols yym asuepiosoe
ul sjuswiBas ejep Jo $a01|S Mau 8)eald
£ A
LNOY Burzian syuswbas eyep 1dA1oap
I A

suawbhas ejep
29onpo.d 0} $92I[S BIRP 9POIBP puR BII|S-9p

©
N

| 1|||_
? 9

Blep Jo sjuawbas B $a9l|s aouanbas-ap

1214
poas asuanbas-ap sulwIs}ap
09
uonew.ojul 8ouanbas-ap sullIB)ep
¢ie ? v
elep Aseljixne ssaooid
0% A

elep Aeljixne ajesln-al

i 74

$39I|S elep
Aseijixne Jo sjuswbas g $a01js asusnbas-ap

)74

uonewLouI 8ouanhas-ap aulwIglep

1444

ejep AJRIIXne Jo/pue ejep Jo $aol|s
2onpoud 0} $821|s pasusnbas Jndui Jos|9s-ap

e

UOHBULIOUI UOROS9S-9p SUILIS)Op
74

$991|S paouanbas ndul uleyqo

154

sieloweled jeuonelado aulwis)ep
9¢C

abessaw 199[00 Blep ansL)8l SAIB8l

4

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 239

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



¢ 9Ol
26Sa3 | Vvsava | 7 ¥saa | zesa3a | zegsaa | 1 ¢gsava | ¢ L sad
$S(3 PaJeISNyqO JO 18S pug
17683 | 1'¥Sa3 |1 esava | L esaa | vzsaa |1 Lsava | 11 sa3d
SS{d3 peoledsniqo JoJes is|
: i
(@]
()]
-]
()]
«©
N~
L0
©
O — —
q o _ _ _ _ _ 8¢ Juawbas 0¢/ elep
2 w | GSavy | ¥Sav3 | €Savd | ¢Savd | 1 Sav3 A|_ ejep Aejjixne AH_ Aeyjixne
0
3_
o
<
o
(@]
o)
O
A Wuawbas
AS 503 A v Sa3 A€ Sa3 A 2Sa3 A} Sa3 GEp
[ )
. . . . . AH_ g M__ elep
176 Sa3 | ¥ Sa3 |7¢ Sa3 ANE 171 Sa3 | uawbes
elep
¥/ 901nap Bunndwoo

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 240

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



CS00403_END920165769US09
31/31

8¢ 9l

abeuo)s 10} SSa3
PoJRISNIQO JO S}8S PU0IBS pue JSJi 3y} INdno

Z T

sSad
PBIBISN)GO JO 18S pu09as e 9onpo.d 0} SSay3

1019S 9y} J0 SOy J8y1o auo 1ses| 1e Buisn
S90I|S BJep PSpooUs JO 189S PUOISS B 8JeIsnjqo

R

$S3 PaleIsniqo 4o 18s ISl e aonpoud

0} $SAV3 J0 195 3Y} JO ST U0 Jses) Je Buisn
S90IS BJEp PaPOIUS JO 19S ISl B 8)8ISN)qo

2 f

SSQYy3 40 18s e donpoud 0}
elep Aleljixne alpoousd J0LId abelo)s pastadsip

Z i

ssad
10 5185 Jo Aljean|d e aonpoud 0} sjuswbas eep
10 Ayean|d e apoous Jouid abelo)s pasiadsip

vz

Security First Innovations, LLC, Exhibit 2012

Page 2012 - 241

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



Discket Mo, £800401 ENDI20163765LISN9

DECLARATION (37 C.F.1. § 163} FOR UTILITY PATENT APPLICATION USING AN
" APPLICATION DATA SHEET (37 C.ER. § 1.76) AND ASSIGNMENT

Tide of Tnveéntion: SECURE DATA TRANSMISSION UTILIZING DISTRIBUTED
STORAGE

As a below named and undersigned fnventor, T hereby declare that:

‘This declaration is directed to the attached spplication, or (3

[F United States applicatio
on : .

follawing box iy checked)

Cor POT intersational application number Ailed

The sbove-identified application swas made or autherived to bemade by me.

1 belisve that T am the original inventor or an odginal joint inventor of # claimed invention in the
appiigation,

1 bave reviewed and enderstand the contentz of the ag&gﬁic&ﬁ@n&:i’fa.c'mxiiﬁgjthﬁ: slatms,

Whereus,
{hwmx e

w aek Ow} :‘iwﬁ f
e h:m 1ra ”{‘e;ged ’m ﬁw ;

NI _}z, ﬁs mcmswr” E; gai I.ﬁ.pl‘ﬁbu’ﬁ& fves, and asstgos
L mts(m the above-»zdcntiﬁcd Umimi

gn m}s&mmes ;m_d.
i renewals,
reml’{} fig,

may m
Ass' g,nme b

Inven

Py

Security First Innovations, LLC, Exhibit 2012
Page 2012 - 242
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC




Drosoket Nu CSB0403_ ENDIRO165TESLIS09

my i‘igms hers

0 decmmm

oo

clavation s punishable
ears, o hoth,

ful falsy staterment muds o this {i
01 by Fing or imprisonment of not marg than five (§

’~4-'§

{1} Legal Nameof Inovenior: Jasom K. Resch

P

Stgnature;

{2y Legad Name of Tiventor: 8. Christopber Gladwin

Signatuee: ¢ i Dae

(33 Legal Nameof Inventor: Thomas F. Shitley, Jr.

i ;2/]\ X A P Jl\M b Date 19 Moy | %

#)  Legal Nawe of vventors Gary W, Grube

PN U L T
WA TG T RS o

Bignatueer 4 0™ L { Bt

Security First Innovations, LLC, Exhibit 2012
Page 2012 - 243
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



Docket No, C800403_ENDIZ0165 7690500

representatives, gnd assigns, whenever reguested by the ASSIONEE, its successors, legal

"031 Gf tins :\s*ugnment
w York, and aty disputes
York,

(1)  Legal Nameof Inventor: Jason K. Resch

Signature: £ b Dae

(2).  Legal Name ofInventor: 8. Christopher Gladwin

/. e 12 Nov Zo1g

Sigmtum N

@)  LezalMameofInventor: Gary W. Grube

1 Datey Y0N122018

Security First Innovations, LLC, Exhibit 2012

Scanned withhCamB8canner

IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC



DocCode — SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 16197275 Document Date: 11/20/2018

The presence of this form in the IFW record indicates that the following document type was received
in electronic format on the date identified above. This content is stored in the SCORE database.

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW
record were created from the original documents that are stored in SCORE.

Drawing

At the time of document entry (noted above):
e USPTO employees may access SCORE content via eDAN using the Supplemental Content
tab, or via the SCORE web page.
e External customers may access SCORE content via PAIR using the Supplemental Content
tab.

Form Revision Date: August 26, 2013

Security First Innovations, LLC, Exhibit 2012
Page 2012 - 245
IPR2025-01200, Intl. Bus. Machs. Corp. v. Security First Innovations, LLC





