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(57) ABSTRACT
The invention relates to secure delivery of data over com­
munications networks, and in particular to the secure deliv­
ery of large datasets.

One aspect of the invention is the preparation of a dataset (1) 
for secure transmission comprising the steps of scrambling 
the data set according to a first key (22) splitting the dataset 
into blocks (14-19) and ordering the blocks according to a 
second key (23). The dataset can then be split and stored 
between a plurality of servers on the network.

Another aspect of the invention is the secure download of 
blocks of data over a communications network comprising 
the steps of downloading blocks to a client device in an 
apparently random order according to a download key or 
keys, independently sending the key or keys to the client 
device and reordering the blocks in accordance with the key 
or keys.
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SECURE DATA DELIVERY

BACKGROUND TO THE INVENTION

[0001] Transferring large datasets across IP networks can 
be fraught with problems: It can prevent normal network 
traffic reaching its destination on time, it can tie up a user’s 
PC and prevent him or her from working, it can even halt the 
network so that it requires engineer intervention. Alternately, 
the transfer can simply fail part way through. If data are 
sensitive or confidential, transfer cannot be in the open, and 
it is also desirable for data to remain locked before and/or 
after delivery to prevent unauthorised access. For this rea­
son, leased lines are often set up at high cost to transfer data 
between two points as the public internet is considered too 
insecure.

[0002] On-the other hand, the unauthorised distribution of 
copyright material across the internet is a major problem in 
a number of industries including the software and music 
industries where billions of dollars in revenue are lost each 
year through piracy. Digital Rights Management solutions 
are needed that prevent unauthorised access and copying of 
media.

[0003] Delivery of data across electronic networks and 
particularly the internet remains attractive because when it 
works properly it is much faster, cheaper and more conve­
nient than distribution of physical media. More and more 
data will migrate to internet delivery with time.

[0004] This invention provides a low cost and highly 
effective solution to the problems of reliable transfer of large 
datasets across networks. For example, it enables broadcast 
quality video to be delivered over the internet at a fraction 
of the cost of streaming per megabyte. The invention also 
provides a delivery method that can be incorporated into a 
solution to the problems of ensuring data security and digital 
rights protection and management.

SUMMARY OF THE INVENTION

[0005] According to a first aspect of the present invention, 
a method of preparing a dataset for secure transmission over 
a communications network comprises the steps of scram­
bling the dataset according to a first key, splitting the dataset 
into a plurality of blocks and ordering the blocks according 
to a second key.

[0006] According a second aspect of the invention, a 
computer program product comprises computer program 
code means adapted to perform all of the steps of the method 
of the first aspect.

[0007] According to a third aspect of the invention, a 
system for preparing a dataset for secure transmission over 
a communications network, comprises means for scrambling 
the dataset according to a first key, means for splitting the 
dataset into a plurality of blocks and means for uploading the 
blocks in a different order according to a second key.

[0008] According to a fourth aspect of the invention, a 
method of transferring a dataset, comprising a plurality of 
blocks of data, across a communications network from one 
or more servers to a client device, comprises the steps of 
downloading the blocks to the client device in an order 
according to a download key or keys, independently sending 

the download key or keys to the client device and reordering 
the blocks in accordance with the key or keys.

[0009] Preferably, the dataset is prepared according to the 
method of the first aspect of the invention, further compris­
ing the step of unscrambling the data in accordance with the 
first and second keys.

[0010] According to a fifth aspect of the present invention, 
a computer program product comprises computer program 
code means adapted to perform all of the steps of the method 
of the fifth aspect of the invention when said program is run 
on a computer network.

[0011] According to a sixth aspect of the present inven­
tion, a system for transferring a dataset, comprising a 
plurality of blocks of data across a communications network 
from one or more servers to a client device, comprises 
means for downloading the blocks to the client device in an 
order according to a download key or keys, means for 
independently sending the download key or keys to the 
client device and means for reordering the blocks in accor­
dance with the key or keys.

[0012] According to a seventh aspect of the present inven­
tion, an encrypted dataset derived from an original dataset 
comprises a plurality of blocks of data ordered according to 
a second key, wherein each block contains data from the 
original dataset in accordance with a first key.

[0013] The present invention enables storage and transfer 
of large datasets with high security across existing networks, 
including the public internet. Security is achieved through 
two steps. In the first aspect, data to be transferred are 
obscured by scrambling the datasets, and then splitting them 
into virtually unidentifiable file segments of uniform size 
and characteristics. Segment files for the datasets can then be 
placed on the network, such as the public internet. Each file 
segment is virtually indistinguishable from the next. The 
problem this poses to the unauthorised person aiming to gain 
access to the data is analogous to searching for a needle in 
a haystack.

[0014] In a further aspect, the recipient collects data 
segments that make up a data set, The recipient scrambles or 
encrypts the data as it is collected according to instructions 
or key received from a system manager. Each recipient can 
encrypt the data uniquely because each recipient may be 
provided with a different set of instructions to other recipi­
ents. Thus, all recipients can have unique copies of the data. 
Access to the data is provided using key technology, where 
keys can be linked to distinctive features of the recipient’s 
hardware or user identification information. Thus, media can 
be locked to the hardware device on which its playing is 
authorised.

[0015] The data transfer process is self-managed and need 
not interfere with other network traffic or other work the user 
is doing on the recipient device, rather it allows time periods 
when the network is slack to be exploited. It also enables 
mechanisms for managing digital rights.

[0016] In many applications the invention solves the prob­
lem of the last mile, for example, it enables delivery of TV 
programmes with broadcast quality video over 56K modem, 
and it will work well over low quality networks suffering 
repeated disconnections.
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[0017] The invention will work with standard IP systems, 
and much existing infrastructure, keeping the investment 
required for its implementation to a minimum.

[0018] There are many applications for the present inven­
tion.

[0019] E-mails with large attachments will simply not 
transmit in many circumstances, and may even cause the 
mail server to crash. The invention provides a convenient 
and secure solution, making it possible to send confidential 
e-mails with attachments whose size is only limited by the 
capacity of the recipient’s hard drive. The invention 
described here may be used in conjunction with the method 
described in Patent Application No. PCT/GB01/04239 for 
large attachment e-mails.

[0020] The invention also has applications in marketing 
and corporate communications. It enables compelling mate­
rial of any file type, which can include broadcast quality 
video, to be transferred with high security to the computers 
of customers, leads, prospects, investors, staff, collaborators, 
press, distributors and agents, partners or other third parties. 
This material will launch and run instantly—access is even 
faster than from CD, let alone across the internet. These 
communications are kept up to date by invisibly transferring 
updates as they occur from the publisher’s master to all user 
copies to ensure data are synchronised.

[0021] The invention may be used as a fulfilment method 
for orders that are placed using the method described in 
patent application number GB0113698.5. This application 
describes a product and techniques for associating a unique 
product or service key with a product or advertisement that 
can be captured by various means (e.g. a mobile computing 
device or mobile phone) and transmitted on to a central 
agency for fulfilment of the information request or order.

[0022] Software piracy is a major problem, reducing the 
earnings of software manufacturers by up to 50%. The 
invention provides digital rights management (DRM) solu­
tions that not only protect copyright, they also increase profit 
margins by providing a mechanism for direct distribution of 
software from producer to customer over the internet. Each 
user receives their software in a unique format that will 
neither install nor execute other than on the right hardware 
device and/or in the presence of the correct security keys.

[0023] The invention provides a low cost solution requir­
ing minimal investment for distribution of media using the 
public internet. It enables direct distribution by media own­
ers, and makes it economical to exploit media in small 
volumes. It is an ideal solution for exploiting archive mate­
rial.

[0024] Broadcast quality video and other media can be 
delivered across IP networks with protection of digital 
rights. Each user receives a different version of the media 
that can only be played on the correct hardware device using 
a special player and is never revealed in native format. 
Access to media can be controlled to ensure payment is 
received, or to restrict number of times the content may be 
played or the duration of availability. The invention may be 
used as the delivery system needed to implement the inven­
tions described in patent applications numbers 
GB0031663.8 and GB0119427.3.

[0025] The invention enables large volumes of data to be 
transferred with high security across any IP connection, 

including the public internet. It is indifferent to file type, and 
preserves data structure. Updates and deletions are sup­
ported; for updates only the difference between the old and 
new versions is transferred.

[0026] The invention also provides a digital rights man­
agement (DRM) method for media distributed on CD or 
other physical digital storage device.

[0027] The present invention makes transferring large 
datasets as easy and convenient as possible for the user. 
Transfers happen in the background and require no super­
vision. The mechanism is designed to be low priority and to 
suspend transfer if either the network or the PC becomes 
busy, so that it does not interfere with normal use of either, 
alternately, it can be set to high priority in which case 
transfer will take place at the maximum rate possible given 
the network and sender and recipient devices.

[0028] If the connection is poor and suffers from repeated 
interruptions, few data are lost. The system will automati­
cally reconnect and continue to transfer data—again no user 
intervention is required.

[0029] If the transfer system is implemented on an IP 
network using standard HTTP protocols it can be made to 
work across most firewalls that the user is authorised to cross 
for browsing without intervention from IT personnel.

[0030] If the user has multiple datasets to transfer, he or 
she can specify the order in which they are passed.

[0031] The invention provides a highly secure data trans­
fer mechanism that can be used on the public internet 
without revealing the data. The security is due to several 
factors some of which are preferred features of the inven­
tion:

[0032] Data placed on the network is obscured in a 
way that makes it very difficult to reconstruct with­
out using the correct protocols. This makes it pos­
sible to use the public internet without compromis­
ing security in applications where leased line would 
be considered the only option.

[0033] Each time a dataset is transferred to a different 
user it may have a unique format.

[0034] Each unique delivery may be locked to the 
individual recipient and/or to the hardware device to 
which it is sent.

[0035] Datasets can be split across multiple servers 
so no one server contains all the data required to 
reconstruct the dataset.

[0036] A full audit trail can be generated, both on the 
server and on the individual Client Devices.

[0037] Once on the end-user’s PC, the data may be 
stored in obscured format so that it is not accessible 
to unauthorised users.

[0038] User authentication and key handling can be 
implemented with up to world class technology 
according to the specific security requirements. The 
core technology has been designed in a modular 
format so that varying levels of security may be 
implemented and to allow the purchaser to build in 
custom functions for, say, user authentication.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0039] Examples of the present invention will now be 
described with reference to the accompanying illustrations 
in which:

[0040] FIG. 1 is a block diagram illustrating a typical 
network configuration;

[0041] FIG. 2 illustrates a method for obscuring data;

[0042] FIG. 3 illustrates a method for publishing obscured 
data; and,

[0043] FIG. 4 illustrates a method by which a recipi­
ent collects data.

DETAILED DESCRIPTION

[0044] FIG. 1 is a block diagram showing a typical 
network configuration. Each device is connected to a net­
work 107 which may be the internet or another IP network 
or other network. Each end-user or Client Device, 103,104, 
105, 106 which may be a personal computer (IBM compat­
ible or otherwise), mobile phone or other mobile device or 
other device capable of being attached to the network, has a 
software application, called the Client Software, running 
that may be configured either to send data, publish data or 
receive data or any combination of these three. The Client 
Software may provide user and/or device authentication 
functions either through communication with a management 
server or standalone. Another function that the Client Soft­
ware may perform is to profile the Client Device on which 
it is running to provide data that either uniquely identifies the 
Client Device or that has a reasonable statistical probability 
of uniqueness. This may be performed directly by, for 
example, reporting the serial number of a hard drive or 
network card. Alternately, an algorithm may be run against 
some unique identification data to produce a result that is 
also reasonably unique to the device, and this result is then 
used as the identifier, because running the algorithm on the 
same device will yield the same result, but a different result 
if run on another device. A further function which the Client 
Software may perform is to collaborate with the manage­
ment server(s) 101 to create full audit logs both on the Client 
Device and on the Management Server. Audit logs enable 
recipient, sender and network manager to maintain relevant 
records about all data that is transferred using this invention. 
The implementation of the above will be obvious to a person 
skilled in the art.

[0045] Although four Client Devices are shown connected 
to the network, there is no limit imposed by the invention on 
the number of Client Devices which may be connected to the 
network.

[0046] Content is served from one or more content serv­
ers, shown as a single server 102 in FIG. 1. In the imple­
mentation instance described here in which the network is an 
IP network supporting HTTP protocols, content servers are 
standard web servers and need only have the functionality of 
serving web pages. This has the benefit that data may be 
served at very low cost. Although only one content server is 
shown, content may be split across multiple content servers 
and each data element may also be backed up on additional 
servers. FIG. 3 illustrates a network of content servers 
where 102 is comprised of servers 401 to 412.

[0047] System management functions are executed on the 
management server 101 and include user and/or device 
validation and authorisation, version management, key han­
dling, user management, content management and network 
management. Although the management server 101 has been 
represented as a single machine, these functions may be split 
across multiple servers for security or consolidated on one 
server. For example, key management may be performed by 
a specialised high security key server. All server functions 
represented on servers 101 and 102 may also be replicated 
across multiple servers and networks for resilience. More­
over, content may be served from the management server in 
small systems, so the whole invention may be implemented 
using a single server. This will be obvious to a person skilled 
in the art.
[0048] The content being transferred may be directory 
structures and/or files of any type or format including for 
example documents, e-mails, images, video, audio, soft­
ware. The Client Software may also be programmed to 
provide feedback from the recipient of the information 
showing, for example, which parts of a document have been 
read and how long was spent reading each page or the results 
of a test.
[0049] FIG. 2 illustrates how data may be prepared for 
secure transmission through an obscuring process that pro­
vides security. This process may be undertaken by a user 
device or a server, depending upon the configuration of the 
system. For example, end-user Client Devices 103, 104, 
105, 106 which are directly connected to the internet may 
run this process locally so that data are obscured and 
therefore secure at the earliest possible step in the process. 
Within a corporate network, the data may be transferred 
from the device where it originated to a nominated server 
(101 in FIG. 1) or other device where the process is 
undertaken. In this instance, there may be less need to secure 
data while it is still within the relatively secure environment 
of the corporate network.
[0050] A source directory 1 is comprised of elements, 
which may be files or subdirectories, 2, 3, 4, 5, 6 and 7.
[0051] Initially, the source directory 1 is characterised to 
produce a full description 20 from which the directory 
structure may be fully reconstructed. This description, which 
may be in XML as illustrated in FIG. 2, includes at least the 
following information: each directory is described to detail 
all files and directories within it such that the source direc­
tory structure is defined adequately to enable the construc­
tion of a new empty directory with the same structure. 
Additionally for each file, the description may include any 
additional details about each file, including but not limited 
to audit information such as creation and modification dates, 
author. The implementation of this aspect of the illustration 
will be obvious to a person skilled in the art.
[0052] The individual files 2-7 are then placed end on end 
in a large data-block. The order of the files in the data-block 
may be any order. This data-block may have had additional 
data added to it at any place or places at either end or in the 
middle of the data-block. The positions of added data may 
or may not be determined by the positions of the files within 
the data-block. The description of the source directory 1 is 
augmented so that the description of each file includes 
information that unambiguously describes how to extract it 
from the resulting data-block. An example of a description 
of a source directory is shown in Appendix 1.

EX1005, Page 8



US 2004/0030921 Al Feb. 12, 2004
4

[0053] The data-block may be scrambled according to an 
algorithm which may be defined mathematically and/or 
security key(s) 22. The key(s) 22 may be defined on the 
device performing the scrambling or transferred from a 
management server 101 which may be a specialised high 
security key server. If the key is transferred from a remote 
device it may be transferred using HTTPS protocols or other 
secure protocols which may involve encryption.

[0054] The scrambling algorithm may require the data to 
be split into blocks of equal, possibly predetermined, length 
prior to scrambling. If the data are not split into segments 
before or during the scrambling process, the data may be 
split into multiple segments of equal length at the end of the 
scrambling process.

[0055] There is much prior art which may be described as 
‘scrambling’. Likewise, there is much prior art in key 
handling. This invention may be used with any appropriate 
mechanism for data scrambling and key handling. This will 
be obvious to a person skilled in the art.

[0056] In the instance shown in the illustration in FIG. 2, 
the data-block is split (‘sliced’) into segments of equal 
length. Where the last segment of a data-block is shorter than 
the other segments, data may be taken at random from other 
files to make the last segment up to the same length as the 
other segments. The resulting segments are illustrated as 
components 8, 9, 10, 11,12 and 13. The diagram illustrates 
how this process could convert the original data source 1 
comprised of files and subdirectories 2-7 into segments of 
fixed length 8-13. The last segment 13 includes ‘packing 
data’ to make it up to the same size as the other segments. 
This packing data may include data already in segment 13, 
data from other segments, data from other files not included 
in the data source 1, randomly generated data or other data. 
At this point, the description of the data set 20 is augmented 
to include information that defines how each file may be 
extracted from the dataset.

[0057] Adjacent segments may be then grouped in mul­
tiples of n (n=3 in the example in FIG. 2) where n is less 
than or equal to the total number of segments. In case the 
number of segments is not an integer multiple of n, segments 
may be replicated at either end of or within the data-blocks 
to ensure that the number of segments is an integer multiple 
of n. Alternately, new data segments may be created using 
data either included or not included in the dataset or both. 
The data in each group of n adjacent segments may then be 
‘scrambled’ resulting in segments 14-19 of equal length, 
which may be the same length as the original segments. Thus 
segments 14, 15 and 16 are the result of scrambling seg­
ments 8, 9 and 10, and segments 17,18 and 19 are the result 
of scrambling segments 11,12, and 13. Each one of the new 
segments 14, 15 and 16 includes data from all of the 
segments 8, 9 and 10 in a way that ensures that it is not 
obvious how to recreate the original data set. ‘Scrambling’ 
may involve any process which obscures data, including but 
not limited to encryption, byte shuffling, byte and/or bit 
rotation.
[0058] It may be advantageous to set the length of seg­
ments 14-19 at a power of 2. This may result in best 
efficiency in storing data on the recipient’s storage device as 
common storage units store data in binary format.
[0059] The advantage of this method of scrambling seg­
ments with their n-1 neighbours is that it limits the number 

of segments over which the data from a file is distributed, 
and this has advantage if the files are to be held in obscured 
format on the recipient’s device as it reduces the time 
required to reconstruct a file from the scrambled data by 
reducing the amount of data that must be accessed. Also if 
only one file need be transferred across the network from a 
source directory, this reduces the number of segments that 
need be transferred to obtain the complete file.

[0060] Each segment 14-19 is then given a filename and 
wrapped to make it look like a file.

[0061] Ideally the process that produces the filename uses 
an algorithm that results in a filename which is derived from 
the contents of the individual segment, so that any change in 
the contents of the segment in transfer will result in a 
changed filename if the algorithm is rerun. This provides a 
useful check that may be run at any point in the data transfer 
process to confirm data integrity.

[0062] Ideally, the process that wraps the segment and 
makes it look like a file produces a file that can be transferred 
using standard network protocols and will transfer easily 
across firewalls.

[0063] Ideally the process that produces the filename 
results in a filename that is difficult to distinguish from the 
filenames of other segments and that provides no clue or 
information that could assist unauthorised recreation of the 
original files or subdirectories 2-7 from the segments 14-19.

[0064] Ideally the process that makes the segment look 
like a file gives it a time and date of creation that is either 
identical to that of all other segment files, or provides no clue 
or information that could assist unauthorised recreation of 
the original files 2-7 from the segments 14-19.

[0065] In the example in FIG. 2, the filename is generated 
using an MD5 process on the contents of the segment that 
produces a string of fixed length that may appear random 
unless there is prior knowledge of the process used. The 
value of the string will depend on the contents of the 
segment, so that if the contents are altered, running the MD5 
algorithm will produce a string of a different value. Thus the 
MD5 provides a useful check that may be run at any point 
in the data transfer process to ensure that the contents of the 
segment are unaltered.

[0066] In the example in FIG. 2, the segment is wrapped 
to make it look like an HTML file, with time and date of 
creation automatically set to some time and date chosen at 
random that is the same for all segments. FIG. 2 shows the 
MD5 filename and time and date data for each segment 
14-19.

[0067] Wrapping the segment in an HTML wrapper has 
the advantage that it can be transferred using standard HTTP 
protocols, which are supported by the majority of browsers 
in common use and by IP networks, and the sender, pub­
lisher and recipient software can be set to transfer segments 
across most firewalls. In certain circumstances where for 
example NT security is used, browsing across firewalls or 
through proxy servers is only allowed if the browser is able 
to demonstrate proof of identity. In these circumstances, the 
Client Software may use components of other software on 
the Client Device such as Internet Explorer to provide proof 
of identity and enable the Client Software to communicate. 
The implementation of this will be obvious to a person 
skilled in the-art.
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[0068] The segments 14-19 are then uploaded using stan­
dard methods that will be obvious to a person skilled in the 
art in apparently random order to the content server(s) 102 
either directly or via the management server(s) 101. The 
order of the upload is defined by key(s) 23. The key(s) may 
be generated on the device that has created the uploaded 
segments from the original source directory, on another 
device local to this device, or on the management server or 
a key server associated with the management server. In FIG. 
2, segments are shown uploaded in order 14,19,18, 16. 
Appendix 2 shows a sample list of segment titles which 
illustrates the process differently. Specifically it shows a list 
of segment files in random order, which illustrates the 
difficulty of working out how to place those files back into 
the correct order.

[0069] Keys are ideally transferred between devices in the 
network 107 using secure protocols e.g. HTTPS. Prior to 
upload, the user and/or sending device may be authenticated 
by the management server. Optimal security will be pro­
vided by authenticating both user and device. There is much 
prior art in authentication, and the invention described here 
may be used with any appropriate form of authentication.

[0070] Ideally the order of the upload provides no infor­
mation that may assist unauthorised recreation of the origi­
nal files 2-7 from the uploaded files 14-19.

[0071] At some point, either before, during or after the 
upload process, the authorised recipients who may receive 
the data are identified.

[0072] FIG. 3 illustrates the process whereby the segment 
files 14-19 in drawing 2 are placed onto content servers. This 
process is under control of the management servers(s). Each 
segment may be placed onto multiple servers. The segments 
may be split across multiple servers. Ideally, no one server 
contains all the information required to recreate a single 
dataset.

[0073] In the illustration in FIG. 3, servers are configured 
in three groups, A, B and C. Each segment is placed on, one 
server and then replicated on all the other servers in the same 
group for resilience and/or increased capacity. With refer­
ence to the illustration in drawing 2, when segments were 
‘scrambled in groups of n, such that n=3 in the particular 
illustration, a method of obtaining higher security is to 
ensure that there are n groups of servers, such that each 
segment in a group of n is placed on a different group of 
servers. Thus without accessing a server from each different 
group it is impossible to collect all of the segments com­
prising a dataset.

[0074] To explain further and with reference to FIGS. 2 
and 3, suppose 14 is the first segment file of a group of n 
segments such that n=3.14 is placed on a content server with 
the token A, such as 401, it will also be placed onto servers 
405, 406 and 410 which all also have the token A. Likewise 
the second segment file in a group, say 15, could be placed 
onto servers 401, 403, 407 and 411 all having the token B, 
and the third segment file in the group, say 16, could be 
placed onto servers 404, 408, 409 and 412 all having the 
token C.

[0075] If lower security is required, all the segments may 
be placed on the same server, and alternate methods for 
distributing the segments across content servers may be 
utilised.

[0076] If the same identification method is used for all 
segments for all datasets distributed in this way, the result 
will be the obscuring of the dataset on the public internet, i.e. 
all segments for all datasets on the content servers have 
apparently random filenames such as MD5 names and are 
set to the same size and to the same time and date of creation. 
They are all equally available on the public internet, and no 
mechanism is provided in this instance enabling them to be 
sorted. Thus it will be very difficult for an unauthorised 
person or computer program to select the segments that 
belong to a particular dataset from just this information.

[0077] The distribution of data is under control of the 
management server(s).

[0078] In FIG. 4, the process whereby the recipient col­
lects information is illustrated.

[0079] The user device 103 is connected via connection 
415 to the network 107 which may be an IP network. Within 
the network 107 are located content server(s) 102 and 
management server(s) 101.

[0080] The management server functions may be split 
across multiple devices, in this example, 417 is a dedicated 
key server and 418 performs the other functions of the 
management servers. There is much prior art in key handling 
and secure management of user and other data. This inven­
tion may be used with any appropriate technology which can 
perform the required functions.

[0081] The Client Device 103 communicates with the 
management server(s) 101 to authenticate either its user, the 
Client Device 103 or both. The management server 101 
holds management information and knows which datasets 
are to be delivered to the Client Device 103, either because 
the data is specifically intended for that device or because it 
is the nominated device of the intended recipient user. For 
each dataset, the management server delivers a ‘pick list’420 
and a content server list 421. The management server may 
also deliver the directory structure file (20 in FIG. 2).

[0082] The pick list 420 is a list of the filenames for the 
segment files required to recreate a dataset. For each seg­
ment file in the list, the list specifies either the address(es) of 
one or more servers holding the segment files or a server 
token. In the illustration in FIG. 4, a segment file located 
and replicated on servers 402, 405, 406 and 410 could have 
the token A.

[0083] The order of the segment filenames in the pick list 
appears random and is unique to the user. This order is 
determined by one or more keys. These keys may be 
generated by the sender’s device running the sending Client 
Software, by the management servers in which case they 
may be generated by a specialised key server, or they may 
be generated by the recipient Client Device 103. The keys 
may be fully or partially derived from data identifying the 
user or the Client Device hardware 103. The keys used for 
one dataset may be generated by more than one device or 
software program. This invention may be used with propri­
etary key handling technology, for which there is much prior 
art.

[0084] If server tokens are used in the pick list 420 they 
may be defined in a separate document, the content server 
list 421 or in the pick list. For each server token the 
addresses of servers holding the segment files with that 
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token are listed. In the example illustrated in FIG. 4, the 
content server list would point the user to servers 402, 405, 
406 and 410 to find a segment file with token A, 403,407, 
411 and 401 to find a segment file with token B, 404, 408, 
409 and 412 to find a segment file with token C.

[0085] On or after receipt of the pick list 420 and content 
server list 421 the Client Software on the user device 103 
starts to collect the segment files in the order in the pick list 
420. It will be obvious to a person skilled in the art that the 
data collection method illustrated here is simply one of 
requesting web pages.

[0086] If a content server list 421 is used, if the Client 
Software is unable to locate a segment file on one of the 
indicated servers in the Content Server list 421, or if the 
servers are unavailable or busy, the Client Software can 
request a new content server list 421 from the management 
server(s) 101. Through this mechanism the content serving 
system can be easily expanded and adapted to deal with 
failure or rapid changes in demand for data. The mechanism 
in the event of either is to replicate the data on a content 
server across to another new server. This server is then 
included in content server lists in place of the server that has 
either failed or is congested when new content server lists 
are issued.

[0087] In the event that the Client Software on the Client 
Device 103 has multiple data sets to collect, the user may 
specify the collection order, or the sender/publisher may 
override the user specification in certain circumstances. 
Such a circumstance may arrive if for example a sales 
manager wishes to put his dataset to the top of the list of 
datasets awaiting delivery to the PC of his field sales person.

[0088] To initiate the whole process, a user on a user 
device will request information by clicking on an HTTP link 
in a web site, or in an e-mail or other document. This will 
initiate a process by which the Client Software is down­
loaded to the user device, and the Client Software will be 
pre-configured to communicate with the correct manage­
ment server for the dataset. Alternately, the Client Software 
may be transferred to the user device via CD or other similar 
mechanism such as normal internet download, DVD or 
floppy disc or other such method.

[0089] Subsequently, the Client Software on the Client 
Device may be configured so that it regularly checks (say 
every two hours, or once every day at 2.00 am) with the 
management server to check if there is new information for 
it to collect. There will be new information, for example, if 
there is an update to information the Client has already 
collected, or if the publisher or sender has inserted a dataset 
into the Client’s order list held on the management server or 
if the Client has ordered an additional data set by sending a 
message to the management server across the network. The 
implementation of this will be obvious to a person skilled in 
the art.

[0090] The Client Software must be instructed to check 
with the appropriate management server

[0091] A Client Device may have the Client Software 
configured to enable it to communicate with multiple inde­
pendent management servers. In this event, the Client Soft­
ware under user control and in collaboration with the 
relevant management servers will determine the order and 
timing of data collection.

[0092] The data collection method provides resilience in 
the event of other types of fault situation. In particular, if the 
network connection is broken for whatever reason, although 
the segment file that is in the process of collection may be 
lost no other data already collected will be lost, if this file 
segment is small relative to the size of the total dataset, the 
resulting data loss will be insignificant, and the Client 
Software can simply resume connection and continue with 
the data collection starting at the segment file during which 
collection failed. Thus the data collection process can be 
made robust and able to transfer large amounts of data over 
networks that are either prone to disconnects or where the 
failure rate of the network is such that there is a reasonable 
statistical probability that a disconnection will occur during 
transfer of a dataset of the size of the dataset in question.
[0093] Moreover, the Client Software can be set to a low 
priority on the Client Device such that it halts data transfer 
whenever either the Client Device or the network to which 
it is connected is busy. Data transfer can subsequently be 
resumed when the Client Device and/or network are no 
longer busy. If data transfer is halted at the end of transfer­
ring a data segment no data will be lost and there will be 
almost no increase in total data transfer time (although of 
course the elapsed transfer time will be increased). If data 
transfer is halted during the transfer of a segment file then 
the transfer of that segment file will fail, and there will be a 
certain loss of data and increase in total transfer time. If the 
size of the segment files is sufficiently small relative to the 
size of the total data set then the increase in data to be 
transferred and in time taken will be statistically irrelevant.
[0094] Moreover, the Client Software may be set to collect 
data at a particular time either under control of the manage­
ment server or under control of the user or the local Client 
Software. For example the Client Software may profile 
activity on its Client Device and set transfer to a time when 
the Device is never normally in use. This mechanism also 
allows the management server to manage load on the 
networks to which the management and content servers are 
connected through controlling when clients connect to col­
lect data.
[0095] If file segments are wrapped using HTTP protocols, 
then file segments below a certain size will be cached by 
network and proxy caches located on the network between 
the content server from which data is collected and the 
Client Device Thus if multiple Client Devices connect to a 
content server via the same caches, then within a certain 
period of time set on the cache after the first Client Device 
has collected a segment file, that segment file may be 
collected from this cache rather than from the content server 
by other Client Devices which also have this segment file in 
their pick lists. This feature also results in a significant cost 
saving and is another reason, besides the use of standard web 
servers for serving data, why the implementation illustrated 
here provides a very low cost method for delivering large 
datasets across the public internet.
[0096] When the Client Software on the user device 103 
has collected all of the segment files that comprise a dataset, 
there are several possible outcomes including but not limited 
to the following illustrations. At this point the data are 
obscured as a list of segment files in the memory of the user 
device 103 in apparently random order.
[0097] If a dataset comprises a single file the key or keys 
may be provided using a range of techniques of varying 
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security including but not limited to those in common 
practice to enable the file to be reconstructed from the 
segment files by reversing the process that created them.

[0098] If a directory containing multiple files or subdirec­
tories constitutes the dataset, then the directory description 
file is required. Using the same transfer mechanism as 
described above, or using HTTPS or other secure or non­
secure transfer protocol, the directory description file may be 
transferred to the user device.

[0099] On receipt of the description file and keys and after 
its conversion from obscured format to original format if 
necessary, or after it has been read in obscured format 
through keys and on receipt of necessary keys, the whole 
dataset may be converted to its original format. The Soft­
ware Client that reversed the obscuring process then 
accesses the description file to reconstruct the dataset as a 
directory with the correct subdirectories and files. How the 
data may be reconstructed from the file segments using the 
keys will be obvious to a person skilled in the art.

[0100] Alternately, on receipt of the description file and 
after its conversion from obscured format and on receipt of 
the necessary keys, individual files from the dataset may be 
converted to their original format while the remainder of the 
dataset remains obscured in the memory of the user device 
103. If the files so revealed are not saved in their original 
format after viewing or access but cleared from memory 
then the data can remain in secure state on the user device, 
so that unauthorised access is prevented.

[0101] This invention may be extended to provide a 
method for digital rights management (DRM) that ensures 
that media on the Client Device may only be accessed given 
authorisation by the Copyright owner or other duly autho­
rised body or person.

[0102] In this method, a custom player is used which can 
play the media file(s) directly from the segment files (as 
illustrated by items 14-19 in FIG. 1) stored in pick list order 
on the Client Device using the key(s). This method may be 
implemented so that the original media file need never be 
revealed in native format. The keys may be linked to 
characteristics of the Client Device which are either unique 
or which enable it to be differentiated with reasonable 
statistical confidence from other Devices using the network 
and which are read either before the media is played or while 
it is played. In this case, the copyright of the media is 
protected as it is unlikely that the data on the Client Device 
can be played on another User Device. In this case, the 
receipt of keys may be tied to payment, user and/or device 
authentication or other requirement placed on the end-user. 
Similarly, access to the data may also be restricted to a 
certain time window or to a number of plays.

[0103] In a further extension of this invention, a dataset 1 
may be converted into segment files 14-19. These segment 
files may be shuffled into an order defined by a key. Some 
segment files may be removed from set of segment files and 
the remainder are then stored on a CD in the shuffled order. 
The CD may be replicated. When a CD is run by the Client 
Device, the file segments are transferred to read/write 
memory on the Client Device and the Client Software or a 
specialised player communicates with the management serv­
ers) 101. The management server(s) provide the missing 
segment files using the inventive data transfer techniques 

with instructions indicating how these additional segment 
files are to be inserted among the segment files delivered on 
CD. The particular insertion instructions are unique to each 
recipient of the data, and thus this method ensures that each 
recipient has a unique copy of the original dataset. The 
resulting dataset may then be accessed using any of the 
methods described above.

[0104] In a further extension of this invention, software 
may be delivered securely either on CD or across the 
network as described above. With the software still in secure 
format, a custom installer will on receipt of the correct keys, 
which may be tied to the user or Client Device, install the 
majority of the software components onto the Client Device 
without revealing the installation files in native format and 
perform registration functions.

[0105] In a further extension of the application of the 
invention to software delivery, some core components of the 
software are not delivered in the standard format which is 
common to all deliveries, but are recompiled for each Client 
Device. Prior to compilation the Client Software profiles the 
Client Device and provides the compiling software on the 
compilation server with information that enables the Client 
Device to be uniquely identified or identified within a 
reasonable statistical probability of uniqueness. This infor­
mation is used in compiling the core components for the 
Client Device such that these components will not run or 
will not with reasonable statistical probability run on any 
device onto which they are placed other than the correct 
Client Device.

[0106] Likewise for media delivery with DRM, the cus­
tom media player may be compiled for each Client Device 
such that it will only work on the correct Client Device.

[0107] In a further extension of the invention, it may 
enable a copy of a dataset to be kept in synchronisation with 
the master copy of the dataset as it is upgraded. When a new 
version of the dataset is released or published, the files that 
have been changed or added are transferred as a dataset to 
the Client Device using the mechanism described above. 
The description file shown in Appendix 1 for the upgrade 
dataset indicates exactly where in the data structure the files 
in the upgrade belong in the original data structure, and in 
particular indicates where existing files are superseded by 
files in the upgrade. A separate Deletion List (which may be 
appended to the description file) indicates which files have 
been deleted from the original dataset in the master copy.

[0108] If the original dataset has been converted to native 
format from obscured format on the Client Device, then the 
upgrade may be executed using the following mechanism. 
New files are inserted in the correct place in the existing data 
structure. Existing files are overwritten where appropriate 
new versions have been delivered. Files indicated for dele­
tion in the Deletion List are removed from the Client copy 
of the dataset.

[0109] If the original dataset has been kept in obscured 
format on the Client Device, the Client copy of the descrip­
tion file is modified using the information from the descrip­
tion file for the upgrade dataset and the Deletion List so that 
it describes the new version of the data. It will include 
information defining where to find the obscured data for 
each subdirectory and file in the new version of the dataset, 
and will in a way that is apparently seamless to the user pull 
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information from both the original and upgrade datasets to 
display the new version of the data when provided with the 
necessary keys. Both the original version of the data and the 
upgrade may require different keys. The Client Software 
may run a utility on the deletion list that removes segment 
files which are no longer required as they contain only data 
from files which are in the deletion list.

[0110] This method may be extended to further subsequent 
upgrades of the original dataset, with no limit on the number 
of upgrades inherent in the mechanism described here.

APPENDIX 1

<?xml version=“1.0” ?>
- <Folder247>

- cease_ notes>
- cpolice_ filo

- <F>
<n>mugshot.jpg</n >
<b>l</b>
<i>l</i>
<s>18045</s>

</F>
- <F>

<n>scene of crime.gif</n>
<b>l</b>
<i>18046</i>
<s>527</s>

</F>
- <F>

<n>time.doc</n>
<b>l</b>
<i>18573</i>
<s>1327</s>

</F>
- <F>

<n>5b8b92733a407b5b5932e66c48dl43ef.htm</n>
<b>819</b>
<i>24738</i>
<s>20046</s>

</F>
- <F>

<n>5b910537cbbbb43e62ce3cc6ea8dl259.htm</n>
<b>820</b>
<i>12016</i>
<s>20711</s>

</F>
- <F>

<n>5ba52079915164134824b206celal0e9.htm</n>
<b>820</b>
<i>32727</i>
<s>20958</S>

</F>
- <F>

<n>5bc7ca412e7e03e3cdda209b534bc537.htm</n>
<b>821</b>
<i>20917</i>

[0111]

APPENDIX 2

5b8b92733a407b5b5932e66c48dl43ef 
5b910537cbbbb43e62ce3cc6ea8dl259 
5ba52079915164134824b206celal0e9 
5bc7ca412e7e83e3cdda209b534bc537 
5bcbb0236e2d6a74d767a391662cb31e 
5bd7b26e3048c9afa6e7200c8d2ae338
6820639c8a09976d95b36a791fbe9b3a 
682adfcee5374ac£9220bc325£91259c 
683573aa5530b77d727e32ee9ef5946b

1. Amethod of preparing a dataset for secure transmission 
over a communications network, comprising the steps of:

scrambling the dataset according to a first key;

splitting the dataset into a plurality of blocks; and

ordering the blocks according to a second key.
2. Amethod according to claim 1, wherein the dataset is 

split into the plurality of blocks before or after the scram­
bling process.

3. Amethod according to claim 1, wherein the dataset is 
split into the plurality of blocks during the scrambling 
process.

4. Amethod according to claim 3, wherein the scrambling 
process comprises the steps of:

splitting the dataset into a plurality of segments;

grouping sets of segments; and,

forming blocks corresponding to the groups of segments, 
wherein each block includes data from every segment 
in the corresponding group.

5. A method according to any preceding claim, wherein 
the dataset includes a plurality of files, further comprising 
the step of augmenting the dataset to include information 
that defines how each file may be extracted from the dataset.

6. A method according to any preceding claim, wherein 
the dataset is a directory, further comprising the step of 
generating a description of the directory structure prior to 
scrambling.

7. A method according to any preceding claim, further 
comprising the step of configuring each block of data 
according to a protocol to make it look like a file.

8. A method according to claim 7, wherein each block of 
data is configured such that it can be served by a standard 
web server.

9. A method according to any preceding claim, further 
comprising the step of labelling each block with an identical 
time and date of creation.

10. A method according to any preceding claim, further 
comprising the step of giving each block a file name derived 
partially or fully from the contents of the block.

11. Amethod according to any preceding claim, wherein 
the blocks are uploaded to a plurality of servers such that no 
one server contains the entire dataset.

12. A computer program product comprising computer 
program code means adapted to perform all of the steps of 
any of the preceding claims when said program is run on a 
computer.

13. A computer program according to claim 12 embodied 
on a computer readable medium.

14. A system for preparing a dataset for secure transmis­
sion over a communications network, comprising:

means for scrambling the dataset according to a first key;

means for splitting the dataset into a plurality of blocks; 
and

means for uploading the blocks in a different order 
according to a second key.

15. A system according to claim 14, wherein the dataset 
comprises a plurality of files, further comprising means for 
augmenting the dataset to include information that defines 
how each file may be extracted from the dataset.
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16. A system according to claim 14 or 15, wherein the 
dataset is a directory, further comprising means for gener­
ating a description of the directory structure prior to scram­
bling.

17. A system according to claim 14, 15 or 16, further 
comprising means for wrapping each block of data in an 
alternative protocol to make it look like a file.

18. A system according to any one of claims 14 to 17, 
further comprising means to give each block a file name 
derived partially or fully from the contents of the block.

19. A system according to any one of claims 14 to 18, 
further comprising means for uploading the blocks to a 
plurality of servers such that no one server contains the 
entire dataset.

20. A method of transferring a dataset, comprising a 
plurality of blocks of data across a communications network 
from one or more servers to a client device, comprising the 
steps of:

downloading the blocks to the client device in an order 
according to a download key or keys;

independently sending the download key or keys to the 
client device; and,

reordering the blocks in accordance with the key or keys.
21. A method according to claim 20, wherein at least one 

download key is unique to the client device or a user of the 
client device.

22. A method according to claim 21, wherein the down­
load key is fully or partially derived from data identifying 
the client device hardware.

23. A method according to claim 20,21 or 22, wherein the 
dataset is scrambled according to a further key or keys, and 
the further key or keys are independently sent to the client 
device.

24. A method according to claim 23, wherein the dataset 
is prepared according to any one of claims 1-10, further 
comprising the step of unscrambling the data set in accor­
dance with the first and second keys.

25. A method according to claim 24, wherein the dataset 
is stored on the client device in scrambled form and is 
unscrambled when accessed by a user with the first key.

26. A method according to claim 25, wherein portions of 
the dataset may be unscrambled whilst the remainder of the 
dataset remains scrambled.

27. A method according to any one of claims 20-26, 
wherein the data is software.

28. A method according to any one of claims 20-27, 
wherein the dataset is formed from a plurality of portions of 
a larger dataset, and wherein the method further includes the 
step of recombining the dataset with the remainder of the 
larger dataset on the client device.

29. A method according to any one of claims 20-27, 
wherein the dataset is an update to an existing client dataset, 
and wherein a description file is provided which indicates 
where the updates fit into the existing dataset.

30. A computer program product comprising computer 
program code means adapted to perform all of the steps of 
any one of claims 20-29 when said program is run on a 
computer network.

31. A computer program according to claim 30 embodied 
on a computer readable medium.

32. A system for transferring a dataset, comprising a 
plurality of blocks of data across a communications network 
from one or more servers to a client device, comprising:

means for downloading the blocks to the client device in 
an order according to a download key or keys;

means for independently sending the download key or 
keys to the client device; and,

means for reordering the blocks in accordance with the 
key or keys.

33. A system according to claim 32, wherein at least one 
download key is unique to the client device or a user of the 
client device.

34. A system according to claim 32 or 33, further com­
prising the features of any one of claims 14-19.

35. An encrypted dataset derived from an original dataset, 
comprising a plurality of blocks of data ordered according to 
a second key, wherein each block contains data from the 
original dataset in accordance with a first key.
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