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INTERNATIONAL SEARCH REPORT International application No. 

PCT/US 08/10677 

A. CLASSIFICATION 

IPC(8) - 

USPC - 
According to classification and IPC 

OF SUBJECT MA I I ER 

H04L 9/00 (2008.04) 

713/171, 726/5 
International Patent Classification (IPC) or to both national 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
USPC: 713/171, 726/5 

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
USPC: 713/150, 168, 171; 726/2, 3, 4, 5, 26; 705150, 76, 72, 64 

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 
PubWEST(USPT,PGPB,EPAB,JPAB); DialogPRO; WIPO, EPO, CITESEER, Google patents, Google scholar Search Terms Used: 
cryptographic key, first interface format, first format, common interface format, common format, second interface format, second format, 
format, cryptographic key management, managing cryptographic Key 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. 

Y 

Y 

A 

US 200310058274 Al (HILL et al.) 27 March 2003 (27.03.2003) entire document especially 
abstract, para [0002], para [0004]-[00081, para [00161-[0020], para [00251, para [0067]-[0069]. 

US 2007/0160198 Al (ORSINI et al.) 12 July 2007 (12.07.2007) entire document especially 
abstract, para [0151], para [0201], para [0424]-[0425], para [0501], para [0521]. 

US 200210091640 Al (GUPTA) 11 July 2002 (11.07.2002) entire document 

1.15 

1-15 

1-15 

Further documents are listed in the continuation of Box C. ❑ 

* Special categories of cited documents: "T" later document published after the international filing date or priority 
"A" document defining the general state ofthe art which is not considered date and not in conflict with the application but cited to understand 

to be of particular relevance the principle or theory underlying the invention 

"E" earlier app] ication or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be 
filing date considered novel or cannot be considered to involve an inventive 

"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone 
cited to establish the publication date of another citation or other ••r. document of particular relevance; the claimed invention cannot be 
special reason (as specified) considered to involve an inventive step when the document is 

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination 
means being obvious to a person skilled in the art 

"P" document published prior to the international filing date but later than --&- document member of the same patent family 
the priority date claimed 

Date of the actual completion of the international search 

11 November 2008 ( 11.11.2008) 

Date of mailing of the international search repo rt 

21 NOV 'ZVUu 

Name and mailing address of the ISA/US 

Mail Stop POT, Attn: ISA/US, Commissioner for Patents 
P.O. Box 1450, Alexandria, Virginia 22313-1450 

Facsimile No. 571-273-3201 

Authorized officer: 

Lee W. Young 

PCT HeIDOesk: 571-272.4300 l• j,( 
PCT osP: 571-272-7774 6 

Form PCT(ISA/210 (second sheet) (April 2007) 
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PATENTS 

SFC-2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

PATENT APPLICATION 

Applicants Rick L. Orsini et al. 

Application No. 11/258,839 Confirmation No. 2420 

Filed October 25, 2005 

For SECURE DATA PARSER METHOD AND SYSTEM 

Art Unit 2432 

Examiner Samson B. Lemma 

New York, NY 10036 

June 22, 2009 

Commissioner for Patents 

P.O. Box 1450 

Alexandria, Virginia 22313-1450 

SECOND SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

Sir. 

Pursuant to 37 C.F.R. §§ 1.56 and 1.97, applicants 

hereby make the documents listed on the accompanying Form 

PTO/SB/08A of record in the above-identified patent 

application. Pursuant to 37 C.F.R. § 1.98(a)(2)(ii) no copies 

of the " U.S. Patent Documents" and "U.S. Patent Publications" 

are provided. Copies of the "Foreign" and "Non-Patent 

Literature" documents are submitted herewith. Applicants 

respectfully request that these documents be printed on any 

patent which may issue on this application. Applicants 

request that a copy of Form PTO/SB/08A, as considered and 
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initialed by the Examiner, be returned with the next 

communication. 

Pursuant to 37 C.F.R. §1.97(b)(3), this Supplemental 

Information Disclosure Statement is filed before the mailing 

of a first Office action on the merits. Accordingly, no fee 

is believed to be due in connection with this submission. 

However, if for any reason a fee is due, the Director is 

hereby authorized to charge payment of any fee required in 

connection with this Statement to Deposit Account No. 06-1075. 

Consideration of the foregoing in relation to this patent 

application is respectfully requested. 

Applicants reserve the right to establish the 

patentability of the claimed invention over any of the 

information provided herewith, and/or to prove that this 

information may not be prior art, and/or to prove that this 

information may not be enabling for the teachings purportedly 

offered. 

Respectfully submitted, 

/Brian E. Mack/ 

Brian E. Mack 

Registration No. 57,189 

Attorney for Applicants 

Customer No. 1473 

(212) 596-9000 
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Receipt date: 99/30/2©©8 11258839  - GAU e 2432 
PTO/SB/08a (01-08) 

Approved for use through 07/31/2008. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995 no Persons are reauired to respond to a collection of information unless it contains a valid OMR control number. 

Substitute for form 1449A/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 11/258,839 (Conf. 2420) 

Filing Date October 25, 2005 

First Named Inventor Rick L. Orsini 
2452 Art Unit 2132 

Examiner Name Cilbcrto Darron, Jr. Samson L 
Sheet 1 of 7 Attorney Docket Number SFC-2 

U. S. PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear Number-Kind Code  (ifkn-) 

/ . L./ 4,453,074 06-05-1984 Weinstein 

4,924,513 05-08-1990 Herbison et al. 

4,932,057 06-05-1990 Kolbert 

5,010,572 04-23-1991 Bathrick et al. 

5,016,274 05-14-1991 Micali et al. 

5,051,745 09-24-1991 Katz 

0 5,268,963 12-07-1993 _Monroe et al. 

5,375,244 

_ 

12-20-1994 McNair 

_ 

5,386,104 01-31-1995 Sime 

5,485,474 01-16-1996 Rabin 

5,524,073 
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06-04-1996 Stambler 

5,615,269 03-25-1997 Micali 

5,642,508 06-24-1997 Miyazawa 

5,666,414 09-09-1997 Micali 

5,666,416 09-09-1997 Micali 

5,682,425 10-28-1997 Enari 

5,703,907 12-30-1997 James 

5,717,758 02-10-1998 Micali 

5,748,735 05-05-1998 Ganesan 

5,761,306 06-02-1998 Lewis 

5,768,382 06-16-1998 Schneier et al. 

5,768,519 06-16-1998 Swift et al. 

5,790,677 08-04-1998 Fox et al. 

5,823,948 10-20-1998 Ross et al. 

5,903,882 05-11-1999 Asay et al. 

5,903,652 05-11-1999 Mital 

5,910,987 06-08-1999 Ginter et al. 

/S.L/ 5,940,507 08-17-1999 Cane et al. 

Examiner Lemma/ Date 12/20/2008 
Signature /Samson Considered 

1l[m a 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609 Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 'Applicants unique cita ion designation number (optional). 2See Kinds Codes of 
USPTO Patent Documents at vwfw.uspto.gov or MPEP 901.04. 3Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). °For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5Kind of document by 
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6Appiicant is to place a check mark here if English language 
Translation is attached. 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent 
and Trademark Office, P.O. Box 1450 I•Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 

TO: Commis t!E.!f •l i• ,'a<• >.; I t 5 CEPTWHERE LI EDTHROU R. / . L 
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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Receipt date: 99/30/2©©8 11258839  - GAU e 2432 
PTO/SB/08a (01-08) 

Approved for use through 07/31/2008. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995 no Persons are reauired to respond to a collection of information unless it contains a valid OMR control number. 

Substitute for form 1449A/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 
Application Number 11/258,839 (Conf. 2420) 
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Sheet 2 of 7 Attorney Docket Number SFC-2 

U. S. PATENT DOCUMENTS 
Examiner 
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Cite 
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Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear Number-Kind Code  (ifkn-) 

/Sl.,/ 5,960,083 09-28-1999 Micali 

5,966,448 10-12-1999 Namba et al. 

5,966,444 10-12-1999 Yuan et al. 

5,991,414 11-23-1999 Garay et al. 

6,009,177 12-28-1999 Sudia 

6,023,508 02-08-2000 Bombard et al. 

6,026,163 02-15-2000 _Micali 

6,073,237 
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06-06-2000 Ellison 

_ 

6,092,201 07-18-2000 Turnbull et al. 

6,094,485 07-25-2000 Weinstein et al. 

6,134,550 

_ 

10-17-2000 Van Oorschot et al. 

6,229,894 05-08-2001 Van Oorschot et al. 

6,240,187 05-29-2001 Lewis 

6,240,183 B1 05-29-2001 Marchant 

v 6,289,509 

_ 

09-11-2001 Kryloff 

6,301,659 B1 10-09-2001 Micali 

6,314,409 11-06-2001 Schneck et al. 

6,324,650 11-27-2001 Ogilvie 

6,336,186 01-01-2002 Dyksterhouse et al. 

6,345,314 02-05-2002 Cole et al. 

6,345,101 02-05-2002 Shukla 

6,356,941 03-12-2002 Cohen 

6,363,425 03-26-2002 Hook et al. 

6,386,451 05-14-2002 Sehr 

6,424,718 07-23-2002 Holloway 

6,438,690 08-20-2002 Petal et al. 

6,449,730 09-10-2002 Mann et al. 

/3.L/ 6,483,921 B1 11-19-2002 Harkins 

Examiner 
Signature /SamsonLem ma/ '.• • 

Date 
Considered 

12/20/2008 /2008 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609 Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 'Applicants unique cita ion designation number (optional). 2See Kinds Codes of 
USPTO Patent Documents at vwfw.uspto.gov or MPEP 901.04. 3Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). °For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5Kind of document by 
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6Appiicant is to place a check mark here if English language 
Translation is attached. 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent 
and Trademark Office, P.O. Box 1450 I•Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 

TO: Commis t!E.!f •l i• ,'a<• >.; I t 5 CEPTWHERE LI EDTHROU R. / . L 
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

EX1024, Page 1938



Receipt date: 99/30/2©©8 11258839  - GAU e 2432 
PTO/SB/08a (01-08) 

Approved for use through 07/31/2008. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995 no Persons are reauired to respond to a collection of information unless it contains a valid OMR control number. 

Substitute for form 1449A/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 
Application Number 11/258,839 (Conf. 2420) 

Filing Date October 25, 2005 

First Named Inventor Rick L. Orsini 

Art Unit 2132 

Examiner Name Gilberto Barron, Jr. 

Sheet 3 of 7 Attorney Docket Number SFC-2 
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Examiner 
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Cite 
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Document Number Publication Date 
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2003/0051054 Al 03-13-2003 Redlich et al. 
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FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
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Foreign Patent Document Publication Date 
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Name of Patentee or 
Applicant of Cited Document 
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Where Relevant 
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Country Code3 " Number° "Kind Codes (ifknown) 
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International Business 
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/,L,/ GB 2237670 05-08-1991 Midland Bank PLC 
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USPTO Patent Documents at vwfw.uspto.gov or MPEP 901.04. 3Enter Once that issued the document, by the two-letter code (WIPO Standard ST.3). °For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5Kind of document by 
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6Appiicant is to place a check mark here if English language 
Translation is attached. 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 
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and Trademark Office, P.O. Box 1450 I•Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 

To: Commis t!E.!f •l i• ,'a<• >.; I t 5 CEPTWHERE LI EDTHROU R. / . L 
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

EX1024, Page 1939



Receipt date: 09/30/2008 11258839  - GAU e 2432 
PTO/SB/08a (01-08) 

Approved for use through 07/31/2008. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995 no Persons are reauired to respond to a collection of information unless it contains a valid OMR control number. 

Substitute for form 1449A/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 
Application Number 11/258,839 (Conf. 2420) 

Filing Date October 25, 2005 

First Named Inventor Rick L. Orsini 

Art Unit 2132 

Examiner Name Gilberto Barron, Jr. 

Sheet 4 of 7 Attorney Docket Number SFC-2 

IS. L./ EP 0485090 05-13-1992 
Visa International 
Service Association 

JP 04297157 10-21-1992 
Mitsubishi Electric 
Corporation 

i - • L EP 636259 B1 02-01-1995 
Secure Computing 
Corporation 

/S.LJ EP 793367 A2 09-03-1997 
Oki Electric Industry 
Co., Ltd. 

/•L•/ EP 0821504 A2 01-28-1998 
Nippon Telegraph and 
Telephone Corporation 

/3,L•/ EP 0862301 A2 09-02-1998 Fujitsu Limited 

IS. Ld RU 2124814 C1 01-10-1999 A.A. Moldovjan 

IS.Ld EP 1011222 Al 06-21-2000 Fujitsu Limited 

/S.L./ EP 1239384 09-11-2002 PKWARE Inc. 

FOREIGN PATENT PUBLICATIONS 

/Sld WO 98/47091 10-22-1998 
Transactor Networks, 
Inc. 

WO 99/19845 04-24-1999 David P. Maher 

WO 99/46720 09-16-1999 
Cha! Technologies 
Services, Inc. 

WO 99/65207 12-16-1999 Goertzel et al. 

WO 00/79367 12-28-2000 The Brodia Group 
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Application No. 

11/258,839 

Applicant(s) 

ORSINI ET AL. 

Office Action Summary Examiner 

Samson B. Lemma 

Art Unit 

2432 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE I MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)® Responsive to communication(s) filed on 25 October 2005. 

2a)❑ This action is FINAL. 2b)❑ This action is non-final. 

3)❑ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)® Claim(s) 1-85 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5)❑ Claim(s) 

6)❑ Claim(s) 

7)❑ Claim(s) is/are objected to. 

8)® Claim(s) 1-85 are subject to restriction and/or election requirement. 

is/are allowed. 

is/are rejected. 

Application Papers 

9)❑ The specification is objected to by the Examiner. 

10)❑ The drawing(s) filed on is/are: a)❑ accepted or b)❑ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

11)❑ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)❑ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)❑ All b)❑ Some * c)❑ None of: 

1.❑ Certified copies of the priority documents have been received. 

2. F1 Certified copies of the priority documents have been received in Application No. 

3. F1 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) ❑ Notice of References Cited (PTO-892) 

2) ❑ Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) ® Information Disclosure Statement(s) (PTO/S13/08) 
Paper No(s)/Mail Date 

4) ❑ Interview Summary (PTO-413) 
Paper No(s)/Mail Date. 

5) ❑ Notice of Informal Patent Application 

6) ❑ Other: 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 12282009 

EX1024, Page 1952



Application/Control Number: 11/258,839 Page 2 

Art Unit: 2432 

DETAILED ACTION 

1. This action is in reply to an amendment filed on 09/03/2009. Claims 1-

5, 23-24, 36-43 and 45 are canceled. Thus claims 6-22, 25-35, 44, 46-49 

are pending. 

Election/Restrictions 

2. Restriction to one of the following inventions is required under 

35 U.S.C. 121: 

I. Claims 1-36, 41-54 and 69-85  are drawn to a method for 

securing communication of a data set from a first location to a second 

location, the method comprising: generating at the first location at least 

two portions of data from the data set, wherein each of the at least two 

portions of data respectively contains a substantially random 

distribution of a respective subset of the data set; communicating from 

the first location to the second location the at least two portions of data 

over at least one communications path, wherein the at least two portions 

of data are communicated separately from each other; and restoring at 

the second location the data set from at least a subset of the at least two 

portions of data, classified in class 380 subclass 33; 

II. Claims 37-40 and 55-66 are drawn to a method for securing a 

data set, the method comprising: encrypting the data set using an 

encryption key; transforming the encryption key using an All or 
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Nothing Transform into a transformed encryption key; generating at 

least two portions of data from the encrypted data set, wherein each 

of the at least two portions of data respectively contains a substantially 

random distribution of a respective subset of the encrypted data set; 

generating transformed encryption key information that is capable 

of being used to generate the transformed encryption key, wherein 

the transformed encryption key information is distributed among 

the at least two portions of data; storing each of the at least two portions 

of data separately; and restoring the encrypted data set from at least a 

subset of the at least two portions of data, classified in class 380, 

subclass 268. 

III. Claims 67-68 are drawn to a method for securing a data set, the 

method comprising: determining a number of portions of data into 

which to distribute the data set; sequentially distributing the data 

set, one bit at a time, into each of the data portions, respectively, in 

a round-robin manner until all bits of the data set have been 

distributed; appending redundancy data to each of the portions of 

data; storing each of the data portions separately; and restoring the data 

set from a subset of the data portions classified in class 380, subclass 

286. 

3. The inventions are distinct, each from the other because of the following 

reasons: 
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Art Unit: 2432 

The inventions in Group I, II and III, are distinct from each other, since 

Group I is mainly directed to a method of securing communication 

of the data by transmitting or communicating two portion of the data 

communicated separately or over different communications links. 

However Group II is directed to are drawn to a method for securing a 

data set by encrypting the data set using an encryption key; 

transforming the encryption key using an All or Nothing Transform into a 

transformed encryption key and finally Group III is mainly directed to a 

method for securing a data set and restoring the data set from a subset 

of the data portions. 

Note: Group I is drawn to the specific way of securing communication 

of a data set from a first location to a second location while the limitation 

recited in (Group II) specifically contains a specific way securing a data 

set by encrypting the data set using an encryption key; transforming the 

encryption key using an All or Nothing Transform into a transformed 

encryption key; and finally the specific method recited in Group III focus 

on a method for securing a data set and restoring the data set from a 

subset of the data portions. The specific sequence of steps used in Group 

I, II and III is therefore distinct from one another. 

4. Because these inventions are distinct for the reasons given above and 

have acquired a separate status in the art as shown by their different 
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classification, restriction for examination purposes as indicated is 

proper. 

5. Applicants are advised that the replay to this requirement to be 

completed must include an election of the invention to be examined even 

though the requirement be traversed (37 CFR 1.143). 

6. Applicants is reminded that upon the cancellation of the claims to a 

non-elected invention, the inventorship must be amended in compliance 

with 37 CFR 1.48(b) if one or more of the currently named inventors is no 

longer an inventor of at least one claim remaining in the application. Any 

amendment of inventorship must be accompanied by a petition under 37 

CR 1.48(b) and by the fee required under 37 CFR 1.17(i). 

CONTACT INFORMATION 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Samson B Lemma whose 
telephone number is 571-272-3806. The examiner can normally be 
reached on Monday-Friday (8:00 am---4: 30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, BARRON JR GILBERTO can be reached on 571-
272-3799. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either 
Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more 
information about the PAIR system, see http://pair-direct.uspto.gov. 
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Should you have questions on access to the Private PAIR system, contact 
the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/Samson B Lemma/ 
Examiner, Art Unit 2432 

/Jung Kim/ 

Primary Examiner, AU 2432 
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Application No. 11/258,839 
Office Action: January 7, 2010 
Response to Restriction Requirement: February 8, 2010 

REMARKS 

Summary of Office Action  

Claims 1-85 are pending in the above-identified 

patent application. * 

The Examiner has found that there are allegedly three 

distinct inventions in the above-identified patent application 

and required restriction to one of those inventions, as 

follows: 

Group I: Claims 1-36, 41-54, and 69-85; 

Group II: Claims 37-40 and 55-66; and 

Group III: Claims 67 and 68 

Applicants' Election  

Applicants hereby elect without traverse, for 

examination in this application, the invention of Group I 

(claims 1-36, 41-54, and 69-85). Applicants hereby expressly 

reserve the right to pursue the nonelected inventions in one or 

more divisional applications. 

* Page 2 of the Office Action mistakenly states that this Office 
Action is responsive to an amendment filed on September 3, 2009 
and that claims 1-5, 23, 24, 36-43, and 45 have been cancelled. 
No amendments have been filed in this application and no claims 
have been cancelled. Originally filed claims 1-85 are all 
still pending in this application. The Office Action includes 
all of the originally filed claims in the restriction 
requirement, therefore applicants assume that this statement is 
an error. 

2 
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Application No. 11/258,839 

Office Action: January 7, 2010 
Response to Restriction Requirement: February 8, 2010 

An early and favorable action is respectfully 

requested. 

Respectfully submitted, 

/Michael J. Chasan/ 

Michael J. Chasan 
Registration No. 54,026 

Attorney for Applicants 
ROPES & GRAY LLP 
Customer No. 1473 

3 
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PATENTS 
SFC-2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

PATENT APPLICATION 

Applicants Rick L. Orsini et al. 

Application No. 11/258,839 Confirmation No. 2420 

Filed October 25, 2005 

For SECURE DATA PARSER METHOD AND SYSTEM 

Art Unit 2432 

Examiner Samson B. Lemma 

New York, NY 10036 
February 8, 2010 

Mail Stop Amendment 
Commissioner for Patents 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 

RESPONSE TO RESTRICTION REQUIREMENT  

Sir. 

Applicants hereby reply to the Office Action dated 

January 7, 2010, which did not address the merits of the 

above- identified patent application, but required restriction 

of the application. 

Remarks begin on page 2 of this Reply to Office 

Action. 
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Application/Control Number: 11/258,839 Page 2 

Art Unit: 2432 

DETAILED ACTION 

1. This is in reply to election to restriction filed on 02/08/2010. Applicants' 

election of Group I (claims 1-36, 41-54, and 69-85) without traverse is 

acknowledged. 

2. Claims 1, 18, 22, 26, 30, 31, 34, 35, 41, 47 and 69 are independent 

claims. 

Priority 

3. This application claims priority from provisional application 60/622,146 

filed on 10/25/2004. Therefore, the effective filling date for the subject 

matter defined in the pending claims of this application is October 25, 

2004. 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, 
manufacture, or composition of matter, or any new and useful 
improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

5. Claims 1, 18, 20-36, 41-54 are rejected under 35 U.S.C. 101 because 

the claimed invention is directed to non-statutory subject matter. 

6. Claims 1, 18, 20-36, 41-54 are rejected under 35 U.S.C. 101. Based on 

Supreme Court precedent and recent Federal Circuit decisions, a 35 

U.S.0 § 101 process must ( 1) be tied to a particular machine or (2) 

transform underlying subject matter (such as an article or materials) to a 

different state or thing. In re Bilski et al, 88 USPQ 2d 1385 CAFC 
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(2008); Diamond v. Diehr, 450 U.S. 175, 184 ( 1981); Parker v. Flook, 437 

U.S. 584, 588 n.9 ( 1978); Gottschalk v. Benson, 409 U.S. 63, 70 ( 1972); 

Cochrane v. Deener, 94 U.S. 780,787-88 ( 1876). 

An example of a method claim that would not qualify as a statutory 

process would be a claim that recited purely mental steps. Thus, to 

qualify as a § 101 statutory process, the claim should positively recite 

the particular machine to which it is tied, for example by identifying the 

apparatus that accomplishes the method steps, or positively recite the 

subject matter that is being transformed, for example by identifying the 

material that is being changed to a different state. 

Here, applicant's method steps: recited in either independent claims 

1, 22, 26, 30, 31, 34-35, 41 and 47 or even independent claim 22, 

are broad enough that the steps could be done or completely 

performed mentally, verbally or without a machine nor is any 

transformation apparent. Thus, the claims are non-statutory. 

For instance independent claims 1, 22, 26, 30, 31, 34-35, 41 and 47, 

either recite communicating or storing steps which does not necessarily 

tied the claims to the hardware/machine/device/microprocessor. 

Furthermore independent claim 18 further recites a "storing portion of 

data in depositories" however this does not necessarily tied the claims to 

the hardware/machine/device/microprocessor either, since the 

depositories could be "software depositories". 

Claim Rejections - 35 USC § 102 
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7. The following is a quotation of the appropriate paragraphs of 35 

U.S.C. 102 that form the basis for the rejections under this section made 

in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or 
patented or described in a printed publication in this or a foreign 
country, before the invention thereof by the applicant for a patent. 

8. Claims 1-36, 41-54, and 69-85 „are rejected under 35 U.S.C. 102(a) as 

being anticipated by Orsini et al (hereinafter referred as Orsini) (US 

Patent Publication 2004/0049687 Al) (Date of Publication 03/11/2004) 

9. As per independent claim 1, Orsini discloses,  a method for securing 

communication of a data set from a first location to a second 

location, the method comprising: generating at the first location at 

least two portions of data from the data set [paragraph 0110] (On 

paragraph 0110, the following has been disclosed, "For example, 

according to one embodiment, the authentication engine 215 and the 

cryptographic engine 220 may advantageously employ their respective 

data splitting modules to divide sensitive data into undecipherable 

portions, and then transmit one or more undecipherable portions of the 

sensitive data to a particular data storage facility.), wherein each of the 

at least two portions of data respectively contains a substantially 

random distribution of a respective subset of the data set [paragraph 

0113-0114, "FIG. 8 illustrates a flowchart of a data splitting process 800 
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performed by the data splitting module according to aspects of an 

embodiment of the invention. As shown in FIG. 8, the data splitting process 

800 begins at step 805 when sensitive data "S" is received by the data 

splitting module of the authentication engine 215 or the cryptographic 

engine 220. Preferably, in step 810, the data splitting module then 

generates a substantially random number, value, or string or set of bits, 

"A." For example, the random number  may be generated in a wide 

number of varying conventional techniques available to one of ordinary 

skill in the art, for producing high quality random numbers suitable for use 

in cryptographic applications. In addition, according to one embodiment, 

the random number  comprises a bit length which may be any suitable 

length, such as shorter, longer or equal to the bit length of the sensitive 

data, S. Furthermore on paragraph 0114, the following has been 

disclosed.ln addition, in step 820 the data splitting process 800 generates 

another statistically random number "C."According to the preferred 

embodiment, the generation of the statistically random numbers A and C 

may advantageously be done in parallel); 

communicating from the first location to the second location the at 

least two portions of data over at least one communications path, 

wherein the at least two portions of data are communicated 

separately from each other [See paragraph 0114 see for instance the 

following which is disclosed on paragraph 0114, "According to one 

embodiment, each of the foregoing pairings is distributed to one of the 

depositories DI through D4 of FIG. 7. According to another embodiment, 

EX1024, Page 1977



Application/Control Number: 11/258,839 Page 6 

Art Unit: 2432 

each of the foregoing pairings is randomly distributed to one of the 

depositories DI through D4".], and restoring at the second location the 

data set from at least a subset of the at least two portions of data 

[See at least paragraph 0117, "Thus, the data assembling module 525 

may assemble the sensitive data S, when, for example, it receives data 

portions from at least the first two of the data storage facilities DI through 

D4 to respond to an assemble request by the trust engine 110. ") . 

10. As uer independent claims 18, 22, 26, 30, 31, 34, 35, 41, 47 and 69, 

independent claims 18, 22, 26, 30, 31, 34, 35, 41, 47 and 69 are 

rejected for the same reasons as that of the independent claim 1. 

Additional features which are added in some of the above 

independent claims are also disclosed by Orsini. See for instance, 

[paragraph 1 10 paragraph 117, paragraph 78, paragraph 1 10 paragraph 

117, paragraph 160, 166, 189 and see finally paragraph 278- paragraph 

423] 

11. As per dependent claims 2-17, 19-21, 23-25, 27-29. 32-33. 36, 42-

46. 48-54 and 70-85. Orsini discloses,  a method as applied to claims 

above. Furthermore Orsini discloses the method wherein the 

communicating comprises communicating the at least two portions 

of data on separate communications paths in parallel. [Seepage 11, 

left side column line 3 and also see page 10, paragraph 110 page 11, 
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paragraph 117 and see also paragraph 78, paragraph 160, 166, 189 and 

see finally paragraph 278- paragraph 423] 

Conclusion 

Any inquiry concerning this communication or earlier communications from 

the examiner should be directed to Samson B Lemma whose telephone 

number is 571-272-3806. The examiner can normally be reached on 

Monday-Friday (8:00 am---4: 30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the 

examiner's supervisor, BARRON JR GILBERTO can be reached on 571-272-

3799. The fax phone number for the organization where this application or 

proceeding is assigned is 703-873-8300. 

Information regarding the status of an application may be obtained from 

the Patent Application Information Retrieval (PAIR) system. Status 

information for published applications may be obtained from either Private 

PAIR or Public PAIR. Status information for unpublished applications is 

available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic Business Center 

(EBC) at 866-217-9197 (toll-free). 

/Samson B Lemma/ 
Examiner, Art Unit 2432 

/Jung Kim/ 
Primary Examiner, AU 2432 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: ( 1) the general authority for the collection of this 
information is 35 U.S.C. 2(b)(2), (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information:, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine ;uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy .Act (5 U.S.0 552a), Records 
from this system of records may be disclosed to the department of Justice to determine 
whether disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures 
to opposing counsel in the course of settlement negotiations, 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving ar, individual, to whom the record pertains, when 
the individual has requested assistance from the /Member with respect to the subject matter 
of the record. 

4. A record in this system of records may be disclosed, as a routine .use, to a contractor of the 
Agency having need for the information: in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to a U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed; as a routine use, to the International Bureau of 
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in: this system of records may be disclosed, as a routine use, to another federal 
agency 'for purposes of National Security review (35 U.S.C. 131) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this systern of records may be disclosed, as a routine use, to the 
Administrator, General Services, or his/her designee, during an inspection of records 
conducted by GSA as part of that agency's responsibility to recommend improvements in 
records rnanagement practices and programs, under authority of 44 U.S.C. 2904 and 2906. 
Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Conirnerce) 
directive. Such disclosure shall not be used to make determinations about individuals. 

3. A record from this system of records may be disclosed; as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 
37 CFR 1.14, as a routine use, to the priblic if the record was fled in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed; as a routine use, to a Federal, 
State, or local law enforcement agency, if the USPTO becomes aware of a violation or 
potential violation of law or regulation. 
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35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s). 
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X $ 
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PATENTS 
sF-Z' 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

PATENT APPLICATION 

Applicants Ric}- Orsini et_ all. 

Application No. 11/258,839 Confirmation No. . 2420 

Filed October 25, % 005 

For SECURE DATA PARSER METHOD AND SYSTEM 

Art Unit. 24-32 

Examiner Samson B. Lemma 

New York, New York 10036 
October 26, 2010 

Mail Stop Amendment-
Commissioner for Patents 
P.J. Box 1450 
Alexandria, Virginia, 22313-1450 

REPLY TO OFFICE ACTION 

Sir. 

In reply to thy: Office Action dated May 26,  2010, 

ap p'_ica.Il.ts h,er`+. by at-Rend the above- identified, patent 

application as follows 

Amendments to the Claims are reflected in the 

:J_ _• ti •.g begini.•.ing on page 2 of tha_s Rep"i.•r to C)ffice Actiori.. 

Remarks begin on page 18 of this Reply to Office 

Action. 

25054026_1 
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REMARKS 

Summary of Office .Action  

;-'laims 1--36, 41-54, and 69--85 were ending in the 

above- identified patent application. t -Laims 37-4 and. 55-68 

were withdrawn in resvonse to the Restriction RegUirelTisent.E 

mailed January 7, 2310. 

The Examiner rejected claims 1, 18, 20--36, and 4154 

under' 35 U.S.C. § 101. as being d.l.rected to n.on-s 1_atu1Co.ry 

sub,ect matter. 

The Examiner rejected claims 1-36, 41-54, and 69-85 

under 35 J. S . C:. § 102(a) as being anticipG.:ed by Orsini et al. 

U.S. Patent Pub-ication 2004/ 004=968; (hereinafter " Orsini") . 

Summary of Applicants' Reply 

Applicants have amended claims 1-3, 6-13, 17, 18, 

22, 26, 30, 31, 34, 35, 41, 47, and 69--•71 in order 'to more 

particua.a.r'l.y define th.e invention. These amendments add no 

new matter and are fully supported by applicants , originally 

filed specification. Support- for these claim amendments can 

be found, for example, within paragraphs ( 04091 and [ 04271 and 

FIGS. .37. and. 32. Applicants have carlue ll.ed w i"L h.drawtjn 

claims 37-43 and 55-68, without prejudice. .Applicants have 

amended independent claim 41 to incorporate the subject- matter 

of dependent claim 42 and have cancelled claim.. 42, without 

px•ej xi.d.ice . 

18 
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Applicants' Reply to the 
35 U.S.C. 5 1.01 Rejections  

Claims 1, 18, 20-36, and 41-54 were rejected under 

35 U.S.C. § 101 as being directed to non- statutory subject 

matter. In the interest of expediting the prosecution of the 

present application, and without conceding the issue of 

patentability, applicants have emended independent claims 1, 

1.8, 22, 26, 30, 31., 34, 35, 4:1, and 47 to more clearly recite 

particular apparatus, elements that accomplish the claimed 

method steps. Applicant: respectfully submit that the amended 

independent claims positively recite "processing circuitry'' 

that: accomplishes the claimed method steps and respectfully 

submit that the amended independent falls under one of the 

statutory categories, of invention. Accordingly, applicants 

respectfully request that the rejection under 35 U.S.C. § 10"1 

of claims 1, 18, 20--36, and 41-54 be withdrawn. 

Applicants' Reply to the 
Prior Art Rejections  

Claims 1--;36, 41-54, and 69--85 are rejected under 

35 U.S.C. § 102(a) as being anticipated by Orsini. 

I Claims 1-1'7 and 69-85 

Applicants have amended independent claims 1 and 69 

to specify app lic:ants ° claimed approach for securing streaming 

of a data set from: a first location to a second location. In 

particular, applicants' amended clams recite: "streaming from 

the first location to the second location the at least two 

portions of data over at least one communications path," and 

"restoring at the second location data from at least a subset 

of the at least portions of data, wherein the data is restored 

19 
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as the at least two streaming portions of data are being 

received at the second location." (emphasis added) 

Applicants' amended claims represent a patentable 

improvement over Orsini. In particular, streams of data 

(e.g., audio ; 

into multiple 

_Location to a 

;,video , etc. ) may be secured by splitting them 

portions that may be streamed from a first 

second. location. If any one of these multiple 

streams of data is compromised, ;,he original data may remain 

secure. The system may require that more than one of the 

streaming portions be combined in order to restore the 

original data. Disclosure cannot be found in Orsini for this 

claimed feature of securing streams of data.. Disclosure also 

cannot be found in Orsini for restoring data as the at least 

two streaming portions of data are received at the second. 

location. For at least this reason, applicants submit that 

amended independent claims I and 69 and dependent claims 2-1.7 

and 7©-85 are not anticipated by Orsini. 

II. Claims 18-21  

Applicants , independent claim 1.8 is directed to a. 

:Method for securing a data: set by generating at least two 

portions of data from the data set. In particular, 

independent claim 18 recites "using at least one of the at 

least two portions of data . . . as an authentication key 

stored in an authentication depository in order to restore the 

data. set." (emphasis added) This feature of applicants ° 

independent claim 18 represents a patentable improvement over 

Orsini. in particular, disclosure cannot be found in Orsini_ 

for using a portion of data " as an authentication key stored 

in an authentication depository." Furthermore, the Examiner 

has not pointed to any portion of Orsini as allegedly showing 

20 
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this feature. For at least this reason, applicants submit 

that independent claim 18 and dependent. claim; 19-21 are not 

anticipated by Ot:-sini . 

III. Maims 22-25 

Applicants' independent claim 22 is directed to a 

method for securing a data set by generating at least-- two 

portions} of data from the data set. In particular, 

independent c:a.aim 22 recites " generating respective integrity 

information for each of the at Least two portions of data," 

and " writing the respective integrity information to each of 

the at '- east two portions of data. 11 (emphasis added) These 

features of applicants' independent claim 22 represent a 

patentable improvement over Orsini. In particular ; disclosure 

cannot be found in Orsini for generating integrity, information 

:For' the portions of data and/or writing the integrity 

information to the portions of data.. Furthermore, the 

Examiner has not pointed to any portion of Orsini as allegedly 

showing 'this feature. For at lea this reason, applicants 

submit that independent claim 22 and, dependent claims 23-25 

are not anticipated by Orsini. 

Iv'. ; laims 2F--29 

Applicants' independent claim 26 is directed. to a 

method for securing a data set by generating at least two 

portions of data from the data set. In particular, 

independent claim 26 recites " wherein at least one particular 

portion of data is .required in order to restore the data set.. °, 

iemVhasis added) . These features of applicants` independent 

claim 226 represent a patentable improvement over Orsini. In 

particular, disclosure cannot be found in Orsini for requiring 

21 
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at least one particular portion of data to restore the data. 

se t. Furthermore, the Examiner has not pointed to any portion 

of Oi:sini as al.1_.egedly showing this feature. For at !_ east 

this reason, applicants submit that independent claim 26 and 

dependent claims 2'-2 are not anticipated by Orsini. 

V Claim 30  

Applicants}' independent claim 30 is directed to a 

method for :securing a data set by generating at least two 

portions of data from the data: sat. In particular, 

independent claim 30 recites "wherein the ,probability that 

data from the data set .is distributed to at least one of the 

at least two portions of data is .less than the probability 

that data from the data set is distributed to a remainder of 

the at least two portions of data." (emphasis added). 'This 

feat-ure of app'licants' independent c:La i.rr: 30 represents a 

patentable improvrement. over Orsini. In particular, disclosure 

cannot be found in Orsini for probabilities  of distributing 

date. 'to particular portions of data. Furthermore, the 

Examiner has not pointed. to any po.-ti.on of Orsin-1. as al:l.eged,'1y 

showing this feature. For at least this: reason, applicants 

submit that independent claim 30 is not anticipated by Orsini.. 

VI. C'Laims 31.-33  

.Applicants' independent claim 31 is directed to a 

method for securing a data set by generating at least two 

portion; of data from the data set. In particular, 

independent claim 31 recites "wherein at -.east one of the at 

least two portions of data has a predetermined size." 

(emphasis' added). This feature of applicant.'" independent 

C laim 31 represents a patentable improvemen't. over Orsini. In 
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particular ; disclosure cannot be found in Orsini for a portion 

of data having a predetermined size. Furthermore, the 

Examiner has not pointed to any portion of Orsini as allegedly 

showing this feature. For at least this reason, applicants 

submit that independent claim 31 and dependent claims 32 and 

33 are not anticipated by Orsini. 

VII. Claim 34  

Applicants , independent claim 34 is directed to a 

method for securing a data set by generating at least two 

portions of data from the data set. In particular, 

independent: claim 34 recites "wherein the probability that 

data from the data .set is distributed to each of the at least 

two portions of data is substantially equal." (emphasis 

added). This feature of applicants° independent claim 34 

represents a patentable isprovement over Orsini. In 

particular, disclosure cannot be found in Orsini for 

probabilities of distributing data to particular portions of 

data. Furthermore, the Examiner has not:. pointed to any 

portion of Orsini as allegedly showing this feature. For at 

least this reason, applicants submit that independent, claim 34 

is not anticipated by Orsini. 

VIII. Claims 35 and 36  

.Applicants , independent claim 35 is directed to a 

method for securing a data set by generating at least two 

portions of data from the data set. In particular, 

independent: claim 35 recites " generating, according to a 

Shamir algorithm, splitting key information that is capable of 

being used to generate the splitting key, wherein the 

splitting key information is distributed among the at least: 
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two portions of data." ( emphasis added) . This feature of 

applicants , independent claim 35 represents a patentable 

improvement over Orsini. In particular, disclosure cannot be 

found in Orsini for generating splitting het,; information 

according to a Shamir algorithm. Furthermor=e, the Examiner 

has not pointed to any portion of Orsini as allegedly showing 

this feature. For at .least this reason, applicants submit 

that independent claim, 35 and dependent claim 36 are not 

anticipated by Orsini. 

IX. Claims 41 and 43--46  

Applicants' amended independent claim 41 is directed 

to a method for securing a data set by determining into which 

of the portions of data to distribute each unit of data from 

the data set based on corresponding data from a substantially 

random number and distributing accordingly. In particular, 

amended independent claim 41 recites " wherein the determining 

into which of the portions of data to distribute each unit of 

data: from the data set comprises determining into which of the 

portions of data to distribute each unit of data from the data 

set based on a hash function of corresponding data from the 

substantially random number." (emphasis added) . This feature 

of app licants ° amended independent:. claim 41 represents a 

patentable improvement over Orsini. In particular, disclosure 

cannot be found in Orsini for determining into which of the 

portions of data to distribute each unit of data bas=ed on a 

hash function. Furthermore, the Examiner has not: pointed to 

any portion of Orsini as allegedly showing this feature. For 

at least this reason, applicants submit that amended 

independent claim 41 and dependent claims 43-46 are not 

anticipated by Orsini. 
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X . (-'l aims 47-5 4 

A , lican.ts' -independent claim 47 is di1:•ecterd to a 

method for securing a data set by distributing data from the 

data set into portions of data. In particular, independent 

claim 47 recites "for each 11nit- of data of the data set, 

splitting the unit of data into a left segment and a right 

segment by determining, based can corresponding data from the 

substantially random number, a splitting location wherein bisC, 

to the left of the splitting location represent the left 

segment and bit: -to .:he right of the splitting location 

represent the right segment, 'F and " determining into which of 

the portions of data to dJ-st.i-:J. •-te each of the . eft segment 

and the right segment of each unit of data from the data set 

based on corresponding data from the substantially, random 

number and. distributing accol:,d.ingly. tt ;ermphasis added) These 

feature, of applicants' independent claim 31 represent a 

patentable improvement over Orsini. In particular, disclosure 

Cannot be found in Orsini for splitting units of data into 

_Left and, right segments and determining -into which portions of 

data to distribute each of the ;segments Furthermore, the 

Examiner has not point=ed to any portion of Orsini as allegedly 

showing this feat-ure. For at least this reason, app li:;ants 

sublrxt that lndeperlden.t claim 4:7 and deuendent c.1 a1.1T:s 4:%-54: 

are not anticipated by Orsini. 

%onclusion 

For at least the reasons set forth above, apps ican;.s 

respectfully submit that this application, as amended, is 

patentable. Reconsideration and prompt. allowance of this 

application are respectfully requested. 
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Respectfully submitted, 

Michael J. Chasan;' 

Michael J. Chasan 
Reg, No. 54,026 
.Attorney for .Applicants 
ROPES & GRAY LZP 
Customer No. 1473 
Tel.: ( 212) 596-9000 
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Amendments to the Claims  

The following listing of claims will replace all 

prior versions, and listings, of claims in the above-

identified patent application. 

Listing of Claims 

1. (Currently Amended) A method for securing 

streaming of a data set from a first location to 

a second location, the method comprising: 

generating, using processing circuitry at the 

first location, at least two portions of data from the data 

set, wherein each of the at least two portions of data 

respectively contains a substantially random distribution of a 

respective subset of the data set; 

communicating streaming from the first location 

to the second location the at least two portions of data over 

at least one communications path, wherein the at least two 

portions of data are communicated separately from each other; 

and 

restoring, using processing circuitry at the 

second location, tie data cct from at least a subset of the at 

least two portions of data, wherein the data is restored as  

the at least two streaming portions of data are being received 

at the second location. 

2. ( Currently Amended) The method of claim 1 

wherein the communicating streaming comprises communicati 

streaming the at least two portions of data on separate 

communications paths in parallel. 
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3. ( Currently Amended) The method of claim 1 

wherein the communicating streaming comprises communicating 

streaming that at least two portions of data on a single 

communications path in a serial transmission. 

4. (Original) The method of claim 1 wherein the 

generating is accomplished using an email application. 

5. (Original) The method of claim 1 wherein the 

generating is accomplished using a video broadcasting 

application. 

6. ( Currently Amended) The method of claim 1 

wherein the communz ating streaming over the at least one 

communications path comprises 

wireless communications path. 

 Ling streaming over a 

7. ( Currently Amended) The method of claim 6, 

wherein the communicating streaming over the wireless 

communications path comprises communi ating streaming over the 

wireless communications path using an 802.11 protocol. 

8. ( Currently Amended) The method of claim 6, 

wherein the communicating streaming over the wireless 

communications path comprises communicating streaming over the 

wireless communications path using Bluetooth. 

9. (Currently Amended) The method of claim 6, 

wherein the communicating streaming over the wireless 
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communications path comprises corfifflia icating streaming over a 

wireless LAN. 

10. ( Currently Amended) The method of claim 6, 

wherein the communicating streaming over the wireless 

communications path comprises communicating streaming over a 

cellular network. 

11. ( Currently Amended) The method of claim 6, 

wherein the communicating streaming over the wireless 

communications path comprises 

peer to peer wireless network. 

streaming over a 

12. ( Currently Amended) The method of claim 6, 

wherein the communicating streaming over the wireless 

communications path comprises communicating streaming over a 

hub based wireless network. 

13. ( Currently Amended) The method of claim 6, 

wherein the communicating streaming over the wireless 

communications path comprises communicating streaming over a 

satellite transmission. 

14. ( Original) The method of claim 1 wherein at 

least one of the first location and the second location is a 

computer peripheral device. 

15. ( Original) The method of claim 1 wherein at 

least one of the first location and the second location is a 

PDA device. 
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16. ( Original) The method of claim 1 wherein at 

least one of the first location and the second location is a 

storage device. 

17. ( Currently Amended) The method of claim 1 

wherein the communicating streaming over the at least one 

communications path comprises 

wired communications path. 

ing streaming over a 

18. ( Currently Amended) A method for securing a 

data set, the method comprising: 

generating, using processing circuitry, at 

least two portions of data from the data set, wherein each of 

the at least two portions of data respectively contains a 

substantially random distribution of a respective subset of 

the data set; 

storing the at least two portions of data on at 

least two data depositories, wherein the at least two data 

depositories are physically separate from each other; and 

using at least one of the at least two portions 

of data stored on at least one of the at least two data 

depositories as an authentication key stored in an 

authentication depository in order to restore the data set. 

19. ( Original) The method of claim 18 wherein the 

authentication depository is a physical token device. 

20. ( Original) The method of claim 18 further 

comprising restoring the data set when the authentication 

depository is coupled to at least a subset of the at least two 

data depositories. 
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21. ( Original) The method of claim 20 further 

comprising removing access to the data set when the 

authentication depository is no longer coupled to the at least 

a subset of the at least two data depositories. 

22. ( Currently Amended) A method for securing a 

data set, the method comprising: 

generating, using processing circuitry, at 

least two portions of data from the data set, wherein each of 

the at least two portions of data respectively contains a 

substantially random distribution of a respective subset of 

the data set; 

generating respective integrity information for 

each of the at least two portions of data; 

writing the respective integrity information to 

each of the at least two portions of data; 

storing each of the at least two portions of 

data separately; and 

restoring the data set from at least a subset 

of the at least two portions of data when the respective 

integrity information of the at least a subset of the at least 

two portions of data has been verified. 

23. ( Original) The method of claim 22, wherein the 

integrity information is generated using a hash algorithm. 

24. (Original) The method of claim 22, wherein the 

integrity information is generated using a MAC signature. 
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25. ( Original) The method of claim 22, wherein the 

integrity information is generated using a digital signature. 

26. ( Currently Amended) A method for securing a 

data set, the method comprising: 

generating, using processing circuitry, at 

least two portions of data from the data set, wherein each of 

the at least two portions of data respectively contains a 

substantially random distribution of a respective subset of 

the data set; 

storing each of the at least two portions of 

data separately; and 

restoring the data set from at least a subset 

of the at least two portions of data, wherein at least one 

particular portion of data is required in order to restore the 

data set. 

27. (Original) The method of claim 26 further 

comprising encrypting at least one of the at least two 

portions of data, the at least one of the at least two 

portions of data comprising the at least one particular 

portion of data. 

28. (Original) The method of claim 27 wherein the 

encrypting comprises encrypting at least one of the at least 

two portions of data according to a first encryption key and 

at least one other of the at two least portions of data 

according to a second encryption key. 

29. (Original) The method of claim 27 wherein the 

encrypting comprises encrypting at least one of the at least 
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two portion of data using a public key that may be decrypted 

using a private key. 

30. ( Currently Amended) A method for securing a 

data set, the method comprising: 

generating, using processing circuitry, at 

least two portions of data from the data set, wherein each of 

the at least two portions of data respectively contains a 

substantially random distribution of a respective subset of 

the data set, and wherein the probability that data from the 

data set is distributed to at least one of the at least two 

portions of data is less than the probability that' data from 

the data set is distributed to a remainder of the at least two 

portions of data; 

storing each of the at least two portions of 

data separately; and 

restoring the data set from at least a subset 

of the at least two portions of data. 

31. ( Currently Amended) A method for securing a 

data set, the method comprising: 

generating, using processing circuitry, at 

least two portions of data from the data set, wherein each of 

the at least two portions of data respectively contains a 

substantially random distribution of a respective subset of 

the data set, and wherein at least one of the at least two 

portions of data has a predetermined size; 

storing each of the at least two portions of 

data separately; and 

restoring the data set from at least a subset 

of the at least two portions of data. 
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32. ( Original) The method of claim 31 wherein the 

generating the at least two portions of data comprises using a 

splitting key having a splitting key size and wherein the 

predetermined size is the splitting key size. 

33. (Original) The method of claim 31 further 

comprising encrypting the,data set with an encryption key 

having an encryption key size prior to the generating the at 

least two portions of data and wherein the predetermined size 

is the encryption key size. 

34. (Currently Amended) A method for securing a 

data set, the method comprising: 

generating, using processing circuitry, at 

least two portions of data from the data set, wherein each of 

the at least two,portions of data respectively contains a 

substantially random distribution of a respective subset of 

the data set, and wherein the probability that data from the 

data set is distributed to each of the at least two portions 

of data is substantially equal; 

storing each of the at least two portions of 

data separately; and 

restoring the data set from at least a subset 

of the at least two portions of data. 

35. ( Currently Amended) A method for securing a 

data set, the method comprising: 

generating, using processing circuitry, 

according to a splitting key, at least two portions of data 

from the data set, wherein each of the at least two portions 
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of data respectively contains a substantially random 

distribution of a respective subset of the data set; 

generating, according to a Shamir algorithm, 

splitting key information that is capable of being used to 

generate the splitting key, wherein the splitting key 

information is distributed among the at least two portions of 

data; 

storing each of the at least two portions of 

data separately; and 

restoring the data set from at least a subset 

of the at least two portions of data. 

36. ( Original) The method of claim 35 wherein 

restoring the data set comprises restoring the splitting key 

from the splitting key information from at least a'subset of 

the at least two portions of data. 

37-40. ( Cancelled) 

41. ( Currently Amended) A method for securing a 

data set, the method comprising: 

determining a number of portions of data into 

which to distribute the data set; 

generating a substantially random number; 

determining, using processing circuitry, into 

which of the portions of data to distribute each unit of data 

from the data set based on corresponding data from the 

substantially random number and distributing accordingly; 

storing the portions of data separately; and 

restoring the data set from at least a subset 

of the portions of data, wherein the determining into which of  
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the portions of data to distribute each unit of data from the 

data set comprises determining into which of the portions of  

data to distribute each unit of data from the data set based 

on a hash function of corresponding data from the  

substantially random number. 

42. (Cancelled) 

43. (Original) The method of claim 41 wherein the 

unit of data is a bit. 

44. (Original) The method of claim 41 wherein the 

size of the substantially random number is a multiple, M, of 

the size of the data set and wherein the determining into 

which of the portions of data to distribute each unit of data 

from the data set comprises determining into which of the 

portions of data to distribute each unit of data from the data 

set based on a hash function of a corresponding M bits from 

the substantially random number. 

45. (Original) The method of claim 44 wherein the 

multiple, M, is 8 and wherein the determining into which of 

the portions of data to distribute each unit of data from the 

data set based on a hash function of a corresponding M bits 

from the substantially random number comprises determining 

into which of the portions of data to distribute each bit of 

data from the data set based on a hash function of a 

corresponding byte from the substantially random number. 
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46. (Original) The method of claim 41 further 

comprising appending redundancy data to each of the portions 

of data. 

47. (Currently Amended) A method for securing a 

data set, the method comprising: 

determining a number of portions of data into 

which to distribute the data set; 

generating a substantially random number; 

for each unit of data of the data set, 

splitting the unit of data into a left segment and a right 

segment by determining, based on corresponding data from the 

substantially random number, a splitting location wherein bits 

to the left of the splitting location represent the left 

segment and bits to the right of the splitting location 

represent the right segment; 

determining, using processing circuitry, into 

which of the portions of data to distribute each of the left 

segment and the right segment of each unit of data from the 

data set based on corresponding data from the substantially 

random number and distributing accordingly; 

storing the portions of data separately; and 

restoring the data set from at least a subset 

of the portions of data. 

48. (Original) The method of claim 47 wherein the 

splitting the unit of data into the left segment and the right 

segment comprises splitting the unit of data into the left 

segment and the right segment based on a hash function of a 

corresponding data from the substantially random number. 

12 
25054026_1 

EX1024, Page 2012



49. ( Original) The method of claim 47 wherein the 

unit of data is a byte. 

50. ( Original) The method of claim 47 wherein 

generating the substantially random number comprises 

generating the substantially random number of size equal to 

the- size of the data set. 

51. ( Original) The method of claim 50 wherein the 

unit of data is a byte and wherein the splitting the unit of 

data into the left segment and the right segment comprises 

splitting the unit of data into the left segment and the right 

segment based on a hash function of a corresponding unit of 

,data from the substantially random number. 

52. ( Original) The method of claim 47 wherein the 

determining into which of the portions of data to distribute 

each of the left segment and the right segment comprises 

determining into which of the portions of data to distribute 

each of the left segment and the right segment of each unit of 

data from the data set based on corresponding data from the 

substantially random number and based on a table containing an 

array of all possible distributions of the right segment and 

the left. 

53. ( Original) The method of 47 wherein the 

determining into which of the portions of data to distribute 

each of the left segment and the right segment comprises 

determining into which of the portions of data to distribute 

each of the left segment and the right segment of each unit of 

data from the data set based on a hash function of 
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corresponding data from the substantially random number and 

based on a table containing an array of all possible 

distributions of the right segment and the left segment, 

wherein the hash function of the corresponding data from the 

substantially random number indicates which entry in the table 

to use, the entry indicating a destination portion for the 

left segment and a destination portion for the right segment. 

54. (original) The method of claim 53 wherein: 

generating the substantially random number 

comprises generating the substantially random number of size 

equal to the size of the data set; 

the unit of data is a byte; and 

the corresponding data is a corresponding unit 

of data. 

55-68. ( Cancelled) 

69. ( Currently Amended) A system for securing 

communication streaming of a data set from a first location to 

a second location, the system comprising: 

a first processor for generating at the first 

location at least two portions of data from the data set, 

wherein each of the at least two portions of data respectively 

contains a substantially random distribution of a respective 

subset of the data set; 

at least one communications path over which are 

communic,atcd streamed the at least two portions of data from 

the first location to the second location, wherein the at 

least two portions of data are communicated separately from 

each other; and 
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a second processor for restoring at the second 

location the data oct from at least a subset of the at least 

two streaming portions of data, wherein the data is restored 

as the at least two streaming portions of data are being  

received at the second location. 

70. ( Currently Amended) The system of claim 69 

wherein the at least two streaming portions of data are 

communicatcd streamed on separate communications paths in 

parallel. 

71. ( Currently Amended) The system of claim 69 

wherein the at least two streaming portions of data are 

communi atcd streamed on a single communications path in a 

serial transmission. 

72. ( Original) The system of claim 69 wherein the 

first processor is used in conjunction with an email 

application. 

73. ( Original) The system of claim 69 wherein the 

first processor is used in conjunction with a video 

broadcasting application. 

74. ( Original) The system of claim 69 wherein the 

at least one communications path comprises a wireless 

communications path. 
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75. (Original) The system of claim 74, wherein the 

wireless communications path comprises an 802.11 protocol 

communications path. -

76. ( Original) The system of claim 74, wherein the 

wireless communications path comprises a Bluetooth 

communications path. 

77. (Original) The system of claim 74, wherein the 

wireless communications path comprises a wireless LAN. 

78. (Original) The system of claim 74, wherein the 

wireless communications path comprises a cellular network. 

79. ( Original) The system of claim 74, wherein the 

wireless communications path comprises a peer to peer wireless 

network. 

80. (Original) The system of claim 74, wherein the 

wireless communications path comprises a hub based wireless 

network. 

81. ( Original) The system of claim 74, wherein 

wireless communications path comprises a satellite 

communications path. 

82. (Original) The system of claim 69 wherein at 

least one of the first location and the second location is a 

computer peripheral device. 
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83. ( Original) The system of .claim 69 wherein at 

least one of the first location and the second location is a 

PDA device. 

84. ( Original) The system of claim 69 wherein at 

least one of the first location and the second location is a 

storage device. 

85. ( Original) The system of claim 69 wherein the 

at least one communications path comprises a wired 

communications path. 
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DETAILED ACTION 

1. This office action is in reply to an amendment filed on October 26, 2010. Claims 

37-40, 42 and 55-68 are canceled. Thus claims 1-36, 41, 43-54 and 69-85 are 

pending of which claims 1, 18, 22, 26, 30, 31, 34, 35, 41, 47 and 69 are 

independent. Claims 1-3, 6-13, 17, 18, 22, 26, 30, 31, 34, 35, 41, 47 and 69-71 

are amended. 

2. The amendment made to independent claims 1, 18, 22, 26, 30, 31, 34, 35, 41 

and 47 overcomes the 101 rejection set forth in the previous office action. Thus 

this particular 101 rejection is withdrawn. 

Priority 

3. This application claims priority from provisional application 60/622,146 filed 

on 10/25/2004. Therefore, the effective filling date for the subject matter 

defined in the pending claims of this application is October 25, 2004. 

Response to Arguments 

4. Applicant's arguments filed on 10/26/2010 have been fully considered but are 

moot in view of the new ground(s) of rejection. 

Double Patenting 

5. The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to 
prevent the unjustified or improper timewise extension of the "right to exclude" 
granted by a patent and to prevent possible harassment by multiple assignees. 
See In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re 
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Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 
USPQ 619 (CCPA 1970);and, In re Thorington, 418 F.2d 528, 163 USPQ 644 
(CCPA 1969). 
A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may be 
used to overcome an actual or provisional rejection based on a nonstatutory 
double patenting ground provided the conflicting application or patent is shown 
to be commonly owned with this application. See 37 CFR 1.130(b). 
Effective January 1, 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully 
comply with 37 CFR 3.73(b). 

6. Claims 1-36, 41, 43-54 and 69-85 are provisionally rejected under the 

judicially created doctrine of obviousness-type double patenting as being 

unpatentable over claims 36-46 of the copending Application No. 12/148,365 

(hereinafter refereed as 3̀65 application). Although the conflicting claims are 

not identical, they are not patentably distinct from each other. 

This is a provisional  obviousness-type double patenting rejection because the 

conflicting claims have not in fact been patented 

• As per claims 1-36, 41, 43-54 and 69-85, claims 1-36, 41, 43-54 and 

69-85 of the instant application and claims 36-46, of `365 application are not 

patentably distinct from each other because not only the difference between 

the two set of claims merely is rephrasing of the claim languages, but also 

all elements/ limitations of the instant claims 1-36, 41, 43-54 and 69-85 are 

recited by the elements/limitations of the claims 36-46 of the `365 
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application. Thus claims 1-36, 41, 43-54 and 69-85 of the instant 

application would have been obvious over at least claims 36-46 of the `365 

application because all elements/ limitation of claims 1-36, 41, 43-54 and  

69-85 of the instant application is anticipated by the claims 36-46 of the 

`365 application. 

7. Claims 1-36, 41 1 43-54 and 69-85 are also rejected under the judicially created 

doctrine of obviousness-type double patenting as being unpatentable over 

claims 50-57 of the patent, 7,391,865 (hereinafter refereed as 8̀65 patent). 

Although the conflicting claims are not identical, they are not patentably 

distinct from each other. 

• As per claims 1-36. 41. 43-54 and 69-85, claims 1-36. 41. 43-54 and 

69-85 of the instant application and claims 50-57, of `865 patent are not 

patentably distinct from each other because not only the difference between 

the two set of claims merely is rephrasing of the claim languages, but also 

all elements/ limitations of the instant claims 1-36, 41, 43-54 and 69-85 are 

recited by the elements/ limitations of the claims 50-57 of the `865 patent. 

Thus claims 1-36, 41, 43-54 and 69-85 of the instant application would 

have been obvious over at least claims 50-57 of the `865 application because 

all elements/ limitation of claims 1-36, 41, 43-54 and 69-85 of the instant 

application is anticipated by the claims 50-57 of the `865 patent. 
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Claim Objections 

8. Independent claim 1 is objected to because of the following informalities: 

On line 12, the claim recites the following limitation,... portions of the data are 

"communicated". It is not clear whether or not this is trying to indicate the 

feature of the amended limitation recited as "streaming" on line 9. Thus in order 

to avoid this ambiguity examiner suggests replacing the limitation, 

"communicated" recited on line 12 with the limitation "streamed" 

Appropriate correction is required. 

Claim Rejections - 35 USC § 112 

9. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing 
out and distinctly claiming the subject matter which the applicant regards as 
his invention. 

10. Independent claim 1 on [line 17], just before the last line, recites the following 

limitation, "the at least two streaming portions of data". There is insufficient 

antecedent basis for this limitation in the claim. Furthermore, it is not only 

ambiguous but also not clear whether or not this limitation is referring to or is 
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one and the same with the limitation, "data from at least a subset of the at least 

two portions of the data" recited on line 15-16. 

Appropriate correction is required. 

11. Dependent claims 2-17 fully incorporating the deficiencies of the above 

independent claim 1 are likewise rejected. 

12. Independent claim 69 on lines 15-16, recites the following limitation, a subset 

of "the at least two streaming portions of data". There is insufficient antecedent 

basis for this limitation in the claim. 

Appropriate correction is required. 

13. Dependent claims 70-85 fully incorporating the deficiencies of the above 

independent claim 69 are likewise rejected. 

Conclusion 

14. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. (See PTO-Form 892). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samson B Lemma whose telephone number is 571-
272-3806. The examiner can normally be reached on Monday-Friday (8:00 am---4: 
30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, BARRON JR GILBERTO can be reached on 571-272-3799. The fax 
phone number for the organization where this application or proceeding is assigned 
is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. 
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Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/Samson B Lemma/ 

Examiner, Art Unit 2432 
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REMARKS 

Summary of Office Action  

Claims 1-36, 41, 43-54 and 69-85 are pending in the 

above-identified patent application. 

In the Office Action of January 6, 2011, claims 1-36, 41, 

43-54 and 69-85 were provisionally rejected for obviousness-type 

double patenting in view of co-pending U.S. Patent Application No. 

12/148,365. Claims 1-36, 41, 43-54 and 69-85 were rejected for 

obviousness-type double patenting in view of U.S. Patent 7,391,865. 

Claim 1 was objected to because of informalities. Claims 1-17 and 

69-85 were rejected under 35 U.S.C. § 112, second paragraph, as 

lacking sufficient antecedent basis. 

Applicants respectfully traverse these rejections. 

Summary of Applicants' Reply  

Applicants have amended claims 1, 3, and 69. No new 

matter is added. 

Response to Double Patenting Rejections  

Applicants submit herewith two Terminal Disclaimers under 

37 C.F.R. § 1.321(b,c), disclaiming the terminal part of the term of 

any patent issued from the above-identified, present patent 

application that would extend beyond the expiration date of either 

U.S. Patent No. 7,391,865 ( currently September 20, 2020) or any 

patent to issue from U.S. Patent Application No. 12/148,365, and 

requiring that any patent to issue from the present patent 

. It is Applicants' and Assignee's intention that if any change in the 

patent statutes delays the expiration date of U.S. Patent No. 7,391,865 or 

any patent to issue from U.S. Patent Application No. 12/148,365, or if any 

of these patents is hereafter awarded patent term adjustment under 

35 U.S.C. § 154(b), then the date beyond which the term of any patent to 

issue on this application is disclaimed shall change along with the 

expiration date of the patent whose term was adjusted. 

16 
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application remain commonly-owned with U.S. Patent No. 7,391,865 and 

any patent to issue from U.S. Patent Application No. 12/148,365. 

Accordingly, Applicants respectfully request that the double-

patenting rejections be withdrawn. 

Response to Objection and Rejection under 35 U.S.C. § 112  

Applicants believe that the present amendments address 

the Examiner's formalities objection and rejections under 35 U.S.C. 

§ 112, and respectfully request withdrawal of the objection and 

rejections. 

Conclusion 

Applicants respectfully submit that this application, as 

amended, is in condition for allowance. Reconsideration and prompt 

allowance of this application are respectfully requested. 

Respectfully submitted, 

/Laura Zager/ 

Laura Zager 

Reg. No. 64,813 
Attorney for Applicants 
ROPES & GRAY LLP 

Customer No. 1473 
Tel.: ( 617) 951-7069 
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PATENTS 

SFC-2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

PATENT APPLICATION 

Applicants Rick Orsini et al. 

Application No. 11/258,839 Confirmation No. 2420 

Filed October 25, 2005 

For SECURE DATA PARSER METHOD AND SYSTEM 

Art Unit 2432 

Examiner Samson B. Lemma 

Boston, Massachusetts 

June 30, 2011 

Mail Stop Amendment 

Commissioner for Patents 

P.O. Box 1450 

Alexandria, Virginia 22313-1450 

REPLY TO OFFICE ACTION 

Sir. 

In reply to the Office Action dated January 6, 2011, 

Applicants hereby amend the above-identified patent application as 

follows. The time for response is extended to July 6, 2011, by the 

accompanying petition for a three-month extension of time. 

Amendments to the Claims are reflected in the listing 

beginning on page 2 of this Reply. 

Remarks begin on page 16 of this Reply. 

27077263_1 
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SECURE JDA TA PAIRS ER METHOD A SYSTEM 

[00011 TI.14.a. a -t Claims the benefit. of U.S. 

PryV !Sional.. application No., GO 7341 f led on 

November 18, 2005, which is hereby incorpora:t.ed by 

tekerence :herein. a.n i mss: entirety>. 

F weld of the Xnvent ion 

00021 The present invention , relates in. general to a 

system for ecuring da.ta. from, u# authoriz d access or: 

use. 

5 

Background of the Invention 

NMI I In today's socitey, rld ividual s and. 

,Ws.inesses conduct an e-vrer- increas nq amount of. 

activities on and over computer sys₹ eims. These computer. 

0 systema,, including proprietary and, non-proprietary 

computer networks, are. often wtar?ng, a,rcttiv-ln f and 

transmwtting a.11 types of sensiti've information.. `l:€pus, 

an eve L- - increas.i:ng reed exists for ensuring data stored 

and tra.nst' teed oven these w'stems cannot be read or 

othea onxe. coiTip oaths d. 

(00041 One :conuon solution for securing €.amp.uter 

systems is to provide login and password funct l-Lonal it : 

However, password management as proven to , be cu :Ge 

eo tly wit-h a -large percentage of )Ielp desk calls 

SUBS-FrFUITE SHIEET (RULE, 26): 

EX1024, Page 2040



re'atln -ta password issues Moreover, passwords 

provide little security in -that> :hey are generally 

s,tored l:r a file susceptible to n ppr priat.e access, 

through, for example, .brute force attacks 

5 [00051 Another solution- for securing computer 
systems is to provide c:ry'ptbgraph.ic infrastructu.res i. 

Cryptography,  in gen eral, refers to protect i ng data by 

transform nq, or ehcrypting4 it into an Uhreadable 

form-at,;, Only those who possess the 3se' ( s) to the 

10 e.ncnTt,:Lorf, can decrypt the data. .into z:' usI&A ale formdt. 

:C, ypt6grapby is used to ide of r 1-iaeks • e . t. 

a:uthen 1. a:tion, to allow access priVil:eges., e,g. , 

author' at.Jo.n, to create digital certificates adn 

sl5natures, and the like . One ,popular crypt*...Rgvaph.y 

l~5 syste m is a l pub ic: key system that uses two keys, a 

public .key known to everyone and a pr•va.te hey:known 

only  to: the individual or business owner thereof 

G,eneral.ly, the data encrypted with one key la decrypted 

with she gather and neither key .is recrea.table from the 

20 other. 

to.0061 Unfortunately.,. even the fcaregaing t•Tica.l 

pub is-key cr-yTtl ograpphic sy telts are ati l highly: 

re l ..anw o. n. the user for. security, :for example,. 

cryptographic systems issue the private  key to, the 

25 user, for example, through the user's browser, 

'Unsophisticated users then generally Stare the private 

key on a hard, drive ac:cess.ible to others through an 

open computer system, such as, far exaMpy'e, the 

Internet, On the other. hand, -users may choose poor 

3:0. names for Eiles containing their private key, such as, 

for example, llkey.,-4 the result of the -Foregoing and 

other acts is to allow the key :or keys to be 
susceptible to compromise, 

UTUST F t TI : ' EET ( € LE 26.) 
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C 0€•0 1: In .a:~xiit on, to the foregoing oo€ripromi6es, a 

user may save his or her private key on a computer 

system 4onf-figured with an archivi.rg or backup system, 

potentially resulting fi : c pies af.:the private key. 

gaveling` through. m•l.tiple computer storage'derviceis or 

other systems. This sec :rity breach is often referred 

to as 11 Yaey mi.g.ratidn. 11 Similar to :key migration, many 

applic-'ati6ns provide access to a user's private key 

.raugh., .at most F :s mph e ldgi...n. and Password access AS 

l : s :tioned in the foregoing, 'l~og:'s:r and .password, access 

often ten does not Provide:' adequate aecur' ty , 

NQW one solution for increasing the security 044 

the forego ng cryptographic systems .is to :include 

biometrics as part of. the authenti:ceition o 

l5' authorization, Biometrics generally include measurable 

phi si.s~al obaracteristics, such as for example., finger 

prints. or speech that can :be checked :by an .automated 
system, such as, for exainipl:e pattern matching or 
recognition. of finger print pat:t;erns o.r: sveec Z. 

pAt•erns, in.. such systems, a user's biometric wid/or 
keys may he stored on mobile computing devices, such 

as, for example., a sma.x:t.caz:d, laptqp personal digital 

assistant, ear mobile:fak•c•e:, •••reby • •.lcs•rin t;h•. 

biomietr ac or k-ey,, to be usable, in art ob l:e erl"dronme t.. 

2.6 [0010,91 The foregoiag mobi:le b. ometr'ic Cryptographic 

systems stilII .suffers from, a variety of drawbacks.; For. 

e trample, the mobile user may lose or break the 

sma.rtcard or portable computing device, thereby. hav i ng 

his or her access to potentiallyimportant- data 

30 entirely cut-off,. Alternatively, a miali-c o -as person 

may. :«.teal the mobile user's smartcard or por able 

computing device and use it to effec.t.ively a t-_ea 1. the 

mobile user • s :digi.tal credehtial,-a n the other hand. 

UTUST F t TI : i EET (RU E 26.) 
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the portable- computi g device may be o -Ma ctc—:d to an 

open eye-tem, such as the Internet:., and, like passwords.3 

the :tile where the blometric as :stored may be. 

susceptible to ompromise thro.ugb user inattentiveness 

5 try sec ri ty or malicious intruders, 

SumMary of the :IAn'vent.ion. 

10010) : Based or', the foregoing, a. _need _ejxJ_sts to. 

provide a crypt- oraph c  system whose >recur t' 'is 

.10 user- independent while still supporting Twobii le users. 

[0011.1 Accordingly, one aspect of the present 

invention is to .provide a method for securing virtually 

any type of data from unauthorized c'3cces5 or. use, The 

method' comprises one or more steps of parsingt 

Is. SiDlitti..g and/or separating the data to ' e secured into. 

ss :or mop e parts or part•.o's . The method s 

comprises enc • rvpt ng the data to use savoured. 

Encr,m. Lion of the da-ta may be per.Mrmed prier to or. 
after the: t:i.r.st parsing, splitting and/or separating o.- . 

0 the data. In. add ton, the en.cv,rptsg'1g step may b 

:repeated far.:one or more portions of the: dFtita. 

try,, the .parsing: split azd`or speraing 

steps may be. repeated for ore oz more Portions of the 

data.. `the method also Opta:onal1v comprises storing the 

25 parsed, split. end/or separated data that has been 

ericr rpted in ovre location or n n,l,It pie locations. 

'This Method also o.ptaeanal; y comp reconstituting or 

re-assembling the sec-ure data Anto its original form 

for authorized access or kse. This -method may be 

3:tprat.d i into theperat•.onM of any computer,. 

serer, engine or the Lik,e:  .that iz capable of 

•xetw ut.: rr the des .red. steps of the method. 

UTUST F t TI : ' EET (RU E 26.) 
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[00121 Another- aspect of the, present invant on 

provides a system. for _secs.;ring virtually any type of 

data from, unauthorized access or use. This system 

comprises a data Splitting nodule, a cryptographic 

5 handling module'.j and, optionally., a data assetizbly 

module'. The system. may, 1_n one embodiment, further 

con1prise rune W more data storage facilities Where 

secure, daU4: may be stored., 

[001:31 Accordingly, one aspect. of the inVention is 

+t. ' to provi e a secure servre, or tzu6t en4ine, :havin- 

server-centric .keys, or in other Words:, . toting 

Oryptographic keys and. uses authentication data on a 

server.. According to this embodiment', a :user accesses. 

the t-rust engine gin. order to perform authentication and. 

15 crypttograpa iic functions, such as, but not lxm>ited to,. 

for example, authentication, asi.thorizat on ., digital 

saI gnaing and generation, storage., and retrieval of. 

certifica ea, encryption, notary- like and 

power- of -:a It tar-ney- like actiona, and the like., 

20 (0014:3 Another aspect of the inventi.cn, is to pxovi>de. 

reliable., or trusted, au.the ti a ilol process 

Moreover, subsequent equent to a tru twert y peo s;itive 

authentication,. .a wide num1ber of difBering actions :•a-Y: 

be takerz, from providing cryptographic technology, 

25 system or device: authorization dad acc ess:, to 

permitting use or contro -l- of one or a wide nt:imber of 

electronic devices. 

tools] Another aspect of the Lnventi.on is to provide 

cryptographic keys and authentication data in an 

3:0 ew ixo ,merit where they are not lost., -at-Olen, or 

compromised, thereby adua.ntAgeous-ly avoiding a need to. 

continually. reissue and manage new keys and 

aut:he:ntioation data. According to another aspect of 
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the invent. 04 the trust engine allows a user to lase 

one key pai x -tor € u i pl activities, vendors, and/or 

authentication requests. According to yet another 

aspect of the invention, the trust_ nqi ne performs, at 

5 "'east One step of cryptographic processing, such as, 

but not limited try ;- erit rypt:.i ng, authenticating, ar 

signing, on the serer side, thereb allowing client# 

or users to ppssess only mini{gal computittg :xesour_ e :. 

`[00161 Acc-'6rding to yet noth6-r aspect 'of the. 

10 invention, the trust engine includes one Io r. IIt•I'ltii le 

depositor les for storing portions of each, crypt.ogra hid 

kev and e"₹ut:henticz tion data, The Portions are created. 

t.hrough' a data splitti:.ng process at prohibits 

recon truction writhout a. predetermined portion from 

15 more than one location in one. depository :or. . from 

mtlti;ple 4.eposiLora es . ,according to another 

embodiment, the mul ip.le depositories may be: 

geographically remote such that a ogue. employee or 

other ise compromised system at one depository will net. 

20 provide ac e a. to a user's key or authentication date.:, 

0017) According to yet, another .embodimt ent, the 

authentication process advantageously allows, the trust 

engine. to process multiple at;thenti;c.at? on at`.ti vzi flies i r, 

paral le:l,.. Arco di nc( to yet another embodiment, t , the 

25 gust engine may advantageously t acX wiled access 

attempts and thereby limit. -the number of, times 

malicious intruders may attempt .to subvert the system. 

tOO181 According to yet another embcdi'ment, the . 

trust engine may Include multiple instantiations where 

0 :each trust engine may predict: and share processing 

loads with the others, According to yet .another 

embodiment, the trust engi e M47 engine a redundancy 

module for pol'li.n.5, .a plurality .o.f authentication 

UTUSTHLITI : SHEET ( UIE 26.) 

EX1024, Page 2045



results to ensure that -more than one system 

adtheTlticates the user. . 

[01091 Therefore, one aspect- tit the invent.-Lori 

includes a secure cnptographic system., L hKi-1h. rmwy be 

remotely accessiibl'e for storing data: of any type, 

I.nc . Liditag, but not llmited tof a. plurality of pri-Vatwe. 

r %pt raphic. keys to be associated psi t:h 'A , plurality of 

users::  The cryptographic syst~e assn iAtd eic , of the 

plum ,:-it' of users with one or mare different keys from 

10 vw— plurality of private cry hi c key and 

Performs Cryptographic fundtIons for each U,'•;er Usi.ng 

the; associated. one or more different keys without 

releasing the. pliarality of private cr pwogwapph.i:c keys. 

to the users. The cryptographic system cwi rises a 
depository y system having at; least one ser,•rex which 

stores the data to be secured, such as a plurality of: 

private cryptographic .keys and a plurality of 

enrollment authentication data. Each enrollment 

atz 4enti.cat:: ,on data identifies one of mj: lltiple users 

20 and each. of the multiple users is associated wlth one.. 

or more d:ifIerent keys from the pluraliyt. of , pfive:tre 

cryptographic. keys.. The gxy'ptographi;c ; yptem also may 

comprise an authentication engine •>hieh compares 

authentication data received by prie of the multiple, 

2 5 users; to enrollmen aut;he^t_ication data corresponding 

to the one of multiple users .and received from the 

depository systeim, thereby producing an authentication 

result .. The cryptographic system also comer wse :a 

ry"x-'t og:raphic engine which, ••.rhen the authentication 

3 111 e ull t i xdicatee proper: ;i dent i fi cation of. t -te on of 

the multiple users, perform.s cryptographic  functions on 

behalf of the one of the multip w users  ua laq the 

associated one or more different. keys received :from the 
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depository gystem. The cx t ographic system also Tva.y 

comprise a transaction engine connected to route e data 

from the multiple users to: the depository server 

system, the a--rruth• ei—ffpicatio i ten5ine, and he, 

[00203 re1not her aspect of the invention includes a 

secure. crypt ogr aph- c sv st situ that is optionally remotely 

accessible> The ci, togfaphic system comp YP rises es a 

d po,si tory ayst;em hav-ing at ;.laest one serV6r which 

iii sto.res at least. one private key and any other data, 

such as., but not 1.*;.mit ed to., a plurality of enrollment 

authentication da-t j wberein each enrollment 

authentication data identifies one of possibly multiple 

users,  The cryptographic system. may 4144 Opt:ional"ll y 
15 comprise an authentication engine which compares 

authentication data received by users to enrollment. 

authentication on data corresponding to the user :and 

received from the depository system. thereby prodv:c*O 

an authent. .cats on result • The cryptographic system 

20 also comp #yes a cryptographic engine why c I wen the 

authenticat.ia  indicates proper i.:dcnti.fication,. 

of: the ta:eer ,a performs  cr tographicc . unctr l oisi on behalf 

of the user usin'S at least as .d private, keys which ,may 

be received  .from the depository system , The 

25 cryptographic: system stay also optiona11y comprise .a 

transaction engine connected to .route data from the 

users to other engines or systems such., as, but not 

I ' mi ted to, the depository server system, the 

aut'.nenticat ion engi:net, and the cxyptpgra. hic engine. 

30 100211 another aspect of t.he -invention. inclu •e a 

method, of: facilitating cryptographic functions. The 

method comprises associating a user from mulitple users. 

with. one or more keys from a PluralitY off Private 
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ryptog-raphic keys stored can a secure location, such as 

a secure server. The method awso campr ses rel-eiv.ing' 

authenticaiCO—ion data from the user, and cem ar•ilg the 

a tahe'nticat-ion data o authen .wc'ation data 

corresponding to the user-, thereby verifying 'she. 

identity ity of the user. The method also ' comer ices 

ut liz.inj the one, :or more keys. to per  orm cryptographic 

functions i,iithou.t releasing the Wine, or more keys to the 

user,. 

:1.0 [0Q 21 An6ther aspect of the invent i.on. includes an: 

authentica,tion, syste-m for uniquely ident.tfyin , user. 

through secure storage of the user* s enrollment 

authentication data, The authentication system 

comprises one or more data atorage fac lities., wherei 

IS each data. storage. facility includes a computer 

accessible storage. medilllm whieb stares at least one of 

portions o• enrol meet autbenticat.ion data. The. 

authentication system a.Iso coo rises an authentication 

eng.',e ••rh ch cmmura Cate with the data storage 

O faci.li.ty or fai ci hies, The authl entica- t o engine 

comprises a date. spli tt ng module which operates on 

enrollment. a:uthenticatien data to create, portions, 

data ass ? ng 'module which processes the portio 

from at. least: one of the data storage facilities to 

25 assemble the enrollment. au•hent icat.i.en data, auld a. data 

comparator module which ;re-ceives current , a,tAthenticat io,n 

data front a user and compares the current 

authentication data with. the assembled enrollment 

authentication data. to. determine whether the user has 

30 been uniquely . ident t wed... 

[02013 Another ;aspect of the :invention includes a 

cryptzgraphi to i. The c: t gz ? jx: s.Y'stem 

comprises one or more data : torage faciliteies, :wherein 
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each data storage fac llit. includes a computer 

Accessible  storage medium which :stores at least one 

portion of one ors. more cry-ptographic keys. The 

cry tograohi.c cyst -t also comori ses. a Cryptographiv 

5. engi:ritw >hi h commianica r h >h a storage 

aci.l.: tie-: The cryptographic engine also &ompr ises a 
data. s 111tting moriiale whi.c• .. operate on the 

Ct =p  ogwaphi.c. keys to create vortoins  a data. 

asserblin module i. • a rdce :ses the port;idn: from A 

leaetr one of the data storage faciliti.ea to azs:em lel 

the ryptograph.io keys, and a cryptographic handling 

module. which receives the assembled cryptographic keys 

and per.formts cryptographic functions there•=lth,. 

00241 Another aspect" of the Invention, includes a 

15 method of storing any t,'Te of data, including., but z110 

limited to, authentication data in geog-ap.hicalwy. 

remote: secure data storage facilities thereby 

protecting the data against composition of ray 

tdlvidaal data storage i ac-i' i.t y. The met hod. compris.e.s 

20 receiVing data at a trust engine, combining at the 

trust engine the data with a first sobstaxi t.i:ally random 

value to fort a first combined value, and. combining .:the 

data with a second substantially random :Val xe to form a 

second cowbl,ned value:, The. method comprises creating inch a 

25 first pairi..rt.g of the first substantially random value 

with the second combined values, ;orsat.inq a. secon- 

pairing of the first  slabs ta..ntia:l l y ran dom value: with 

the second. substantially random ;value, and storing the 

first pairing In a first secure data storage facility. 

30 The tt: thud comprises storing the second pairing in a 

second secure data storage facilitw remote. from the 

first secure data storage facility... 
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[00251 :mother aspect of the I• ent:a:on includes a 

metbod. of: st'o_inU. any type of data, Including, but not. 

limited to., atItbentication data coitpr'Lsing race v. In : 
data, combiving the data with .a. first :set; o bits. to 

5 corm a second set of .bits, and 

a third set of bits to fConn a fb nth ::set Of'bits, Tht 

method also -comprises :creating a: first pairing of the 

first: set. of bibs with-: the third set of bits:. The: 

method also comprises creating a second pa ring of the 

10 fir st exet of bits with the .f.ourth s t Of bits., and. 

A.6-ring t e of :the first and seed id pairi-ags in a.. first 

comout Or access ible sto,'.,• .ge medium. The metrhdd al-so 

comprises, storing the other of the first and .secotxd. 

pairings in a second computer accessible storage 

15 med.-Lum. 

[00261 Another :aspect: of.: the . inventior. includes 

method, of. storing cry-ptographic data in, geographically' 

remote secure; •: atYa, storage fa.ci.l t es thereby 

protecting the cryptograpIhic data againist Comprise, of 

20 any individual data storage; fac-i lity. The method 

Comprises :eyei-v ng cr.yptographic. data at: a t rest 

en5ine, co'Ibining at the trust engine the cr,,Ttcagraphic 

data :with a first, siibstanti.ailv random vWt1ve to .fair a. 

first combined value, and cob tsng .the. cryptographic 

25 data with .a second substant.i.ally rando€:t yalue to foam .a 

sec6nd combined value The method al-SO Comprises 

^reating a first pairing of :the first substanti.ally 
random value with the second combined v-aloe, creat.. ng a 

second pa -ring of the first substantially random. value 

30 with the second substa tially- random value, and storing 

the first pairing • a first secure data storage 

facility. `rhe method also comprises storing the second 
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