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partitioning algorithm which was used during the data split process. De-partitioning
algorithms are specified in the appendix. '

The recovery process should reconstruct the ciphertext (To | C), and recover the meta-
data block indicatingfile size, key length, encryption mode and use of the package
transform.

Step 4- Inverse Package Transform

If the meta-data associated with the shares indicates that the package transform was used
during the split process, the inverse process must be applied to the value K. The package
transform process can be inverted using the same algorithm used to apply the original
transform:

1. Treat the ciphertext C as n |K|-bit blocks (C;, ..., Cq).
2. Compute the new value of Kas K=C,; @ .. ® C, ® K.
Step 5- Data Decryption

Next, decrypt the ciphertext C under the recovered key K using AES-CTR or AES- CBC
as indicated by the meta data included in the shares, using the Initialization Vector (Initial
Counter) value To. This recovers the plaintext M. Discard the encryptlon padding
(recognizable as a 1 followed by a series of 0s).

Output M as the result of the data recovery process.
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5.4 Signing and Share Integrity

It is important to protect against share tampering, which might occur if an attacker gains
control of a storage channel. Without adequate protections, tampering may allow a
sophisticated attacker to modify the shares so that the re-constructed file is incorrect.

The Share Integrity mechanism (described above) does not by itself guarantee the
authenticity of file shares. However, provided that any one share is known to be
authentic, the integrity-checking mechanism can detect unauthorized modifications any
of the other shares.

The recommended mechanism for ensuring authenticity/integrity is to sign the Integrity
segment of one or more file shares using a secure digital signature algorithm. The
authenticity of this data can be verified against the corresponding verification key, and
the remaining shares can be verified from the Integrity segment itself.

Share signing in the SecureParser is achieved using either the EC-DSA signing algorithm
using 384/512-bit curves as defined in FIPS 186-2, or the standard DSA algorithm using
a modulus of size 512-1024 bits. Signing keys must be generated using the appropriate
algorithm, and should be stored securely in compliance with FIPS-140 standards.
Verification keys should also be certified according to those standards, and should be
signed by some trusted authority.

20
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6 SecureParser Data Partitionin'gAAIgorithms

6.1 “BlockSplit” .

When a file is processed using the optional Package Transform, the resulting ciphertext
must be partitioned divided into shares such that following properties hold over the
resultant shares. We say that a set of shares is legitimate if it is allowed to reconstruct the
data, and that it is illegitimate if it is not allowed to reconstruct the data. ‘ '

1. Any set of shares which contains some portion of every output block (T, Ci, s
C,) is legitimate.
2. Every legitimate set of shares contains all of every output block.

Provided that the above requirements are met, this split may be accomplished using any
technique that supports the desired policy. The “BlockSplit” algorithm is one such
technique, and is defined below:

Notation. In the description of this algorithxh, we standardize a number of definitions. .

e A block refers to a consecutive group of bits whose size equals the [K| (i.e., either
128, 192, or 256). (This should not be confused with the AES block size, which
is always 128 bits.) ' ‘

e A segment is an abstraction consisting of groups of blocks; an entire file will be
divided into segments for the splitting and joining processes.

e [r] indicates the greatest integer not exceeding r

e C (n)k) denote the binomial coefficient “n choose k,” the number of k-element
subsets of a set of n elements, equal to n//(k!(n-k)/).

e Note also that all counting, whether of blocks, segments, or shares, is zero-
indexed.

Assigning Segments. A splittable file must contain at least L+C(N, M-1) segments; any

smaller number of segments will allow the file to be recovered with fewer than L+M
shares. Each segment must contain at least one complete block.

The blocks are then divided up into segments as follows. Let F be the number of blocks
in the given file, and define:

g e i

: +
M-1) \N-M+1 M-1 \M-1

Then the i segment (counting from zero) contains blocks (a * i) through (a (#+1)-1),
inclusive, if i < C(N,M-1); otherwise, the remaining L segments are partitioned evenly
from the end of the file and contain blocks b + [(F — b) * (i — C(N,M-1)) / L] through b +
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[(F - b) * ((i+1) - C(N,M-1)) / L] - 1, inclusive. These formulae result in the final output
shares being equally distributed in size.

Assigning segments to shares. The last L segments of the file are assigned in order to
the L mandatory shares, with one segment per share. To assign the first C(N, M-1)
segments to the N non-mandatory shares, we first enumerate all C(V, M-1) of the (M-1)-
element subsets of {0, 1, ..., N-1} in lexicographical order. If (and only if) the i™ such
subset does not contain the element j, then the jlh non-mandatory share will contain
segment i. This ensures that every possible collection of M-1 non-mandatory shares is
missing at least one of the C(N, M-1) segments, while every collection of M non-
mandatory shares has all of them, and this assignment is optimal.

Writing out the shares. The i™ non-mandatory share will have the following preamble,
where each line is terminated by a single carriage return (“\n”):

e Line 1. Six space-separated integers: i, L, M, N, C(N-1, M-1), and the size of a
block in bits.

e Line 1+i (i < C(V-1, M-1)). Three space-separated integers: the segment number,
the number of the first block it contains, and the number of the last block it
contains.

If the share is a mandatory one, then the preamble is exactly the same except that it only
contains two lines. Immediately following the preamble, a share contains each of its
segments in exactly the order listed by the preamble, with no padding. If the second line
of the preamble contained “2 105 108\n”, for example, the data immediately following
the preamble would be blocks 105 through 108, inclusive, of the original encrypted file,
followed immediately by the next segment listed in the preamble.

Joining the shares. Given a number of shares, we first parse the preamble to ensure that

all L+C(N, M-1) segments are present in the provided shares and to find offsets within the -

shares to each segment. Joining then requires two passes: on the first pass, we scan
through all blocks to obtain the key K, and on the second pass we use K and Ty to
decrypt the file. Writing stops when the number of bytes specified in the file size block

has been written out.“BitSegment”

Closely related to the “BlockSegment” technique above, “BitSegment” assigns bits to
shares according to the technique described below.

Notation. In the description of this algorithm, we standardize a number of definitions.

e A segmentis an abstraction consisting of groups of bits. An entire file will be
divided into segments for the splitting and joining processes. When there are 4
total segments, then segment i consists of bits (i | 4 + i | (2*4) +i | (3%4) +i )
[r] indicates the greatest integer not exceeding

C(n,k) denote the binomial coefficient “n choose k,” the number of k-element

subsets of a set of n elements, equal to n//Ak!(n-k)!).
e Note also that all counting, whether of bits, segments, or shares, is zero-indexed.
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Assigning Segments. A splittable file must contain at least C(N+L, M-1) segments; any
smaller number of segments will allow the file to be recovered with fewer than L+M
shares. The file to be split will be padded later with D bits of meta-data, so if it contains
fewer than L+C(N, M-1)-D bits, then it is padded at the end with randomly—generated bits
until reaching this size. The prefix will have a block only the original file size stored in
the big-endian order.

The bits are then divided up into segments as follows:

Let F be the number of bits in the given file, and define:

Rl AR

Let S = C(N,M-1). For i=0 to C(V,M-1) — 1, the ' " segment () contains bits (i | S+ |
2S+i, ..., aS+i). The remaining L mandatory shares are computed from the end of the
file, by d1v1d1ng the remaining (b*L) bits in a similar manner: mandatory share j contains
bits ((a+1)S +j | (a+1)S+ L +j | (a+1)S + 2L +j | ... | (a+1)S + bL + j). These formulae
will result in the final output shares being equally distributed in size.

Assigning segments to shares. To assign the C(N, M-1) segments to the N non-
mandatory shares, we first enumerate all C(N, M-1) of the (M-1)-element subsets of {0, 1,

., N-1} in lexicographical order. We assign the remaining L segments to the mandatory '

shares.

Bits are distributed sequentially: each chunk of C(N, M-1) bits contains one bit belonging
to each individual segment. These chunks are parsed sequentially one bit at a time, and
each bit is written to the shares assigned to that segment.

Writing out the shares. The i™ non-mandatory share will have the follewing preamble, |

where each line is terminated by a single carriage return (“\n”):

e Line 1. Six space-separated integers: i, L, M, N, C(N-1, M-1).
e Line 1+i (i < C(N-1, M-1)). Three space-separated integers: the segment number
the number of the first bit it contains, and the number of total bits it contains.

If the share is a mandatory one, then the preamble is exactly the same except that it only
contains two lines. Immediately following the preamble, a share contains each of its
segments in exactly the order listed by the preamble, with no padding.

Joining the shares. Given a number of shares, we first parse the preamble to ensure that

all L+C(N, M-1) segments are present in the provided shares and to find offsets within the
shares to each segment. Writing stops when the number of bytes specified in the file size
block has been written out.
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6.3 “BitS(;atter”

The bit scattering algorithm (refer to Figures 2 and 3) is used to separate a stream of input
bytes into separate output streams by bit.” As such:

1. We first require a plain text P, a master key K and a session key K.

2. Perform an “m of n” key expansion (see Figure 2 to create SKj...SKy, which is
equal in length to P * 8). We allocate arrays So...Sy of the maximum length from
all the SKo,..SKM.

3. We iterate through each SK one integer at a time and read y. y represents the
original position of the bit from P.

4. We read P at bit y and append the bit to the current share S which we are iterating
through.

Bit Scatter Parse -

Input
Sessicn Nay 3 byte P

Master Key

Share 1

0 Denotes a single bit copy to share operation based on key integer value

Figure 2: Bit Scatter Parse
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Bit Scatter Restore

Share 1

Session Key 1

Master Key

ey
Expansion

. Denotes a single bit copy to share operation based on key integer value

Figure 3: Bit Scatter Restore

6.3.1 M of N Key Expansion

The parser currently utilizes two external algorithms for key expansion, ANSI X9.82
(Draft July 2004) as a PRNG and an RC4 type algorithm for randomizing the order.
Other key expansion algorithms may be integrated as external calls from the
SecureParser.
An initial master key MK seeds the X9.82 running in AES-OFB mode, which produces k.
The returned k blocks shall be of length len + 4 of plain text P, padding for AES.

Kien = Pien += 4

k = aes_ofb( MK, aes_pad_length (K ))

len = aes_pad_length{ Py, )

We instantiate an array of integers S which represent the order of the bits in the plain text
up to 2'®. The array is initialized from Sy, Sy, ..., Sien. We also use a counters i, j, and x.
The key len & is assumed to be equal to the array length of S. We then perform:
i=3=x=0;
for( i ... len )
j = (J + kg + S;) mod len
swap( S{i], S[3] )

X++;

This effectively randomizes the order of S, which we will use as a seed for our session
keys SKy..SK,,. Assuming we want to have a minimum of n shares out of m, we calculate

25
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the percentage of key material from S which is required to reproduce P. llustration 1
below shows an example of a 2 of 4 key split.

ratio =1 - (1 / m) * (n-1)
Now we copy the S material using the ratio as the length to create our SKy ... Skm. Each
successive copy starts at the byte following the end of the last byte on the S key, looping
back to the beginning at the end of the key array. Illustration 1 below shows an example
of a 2 of 4 key split.

Bit Scatter Key Distribution for 2 of 4

Illustration 1: Only the areas in red are copied from the yellow S key.

This ensures that the key material can correctly reproduce the plain text P. Finally, we
iterate through each key re-randomize the SK with a random nonce:

for( SK, ... Ska )
i=3=x=0;
for( i ... len )
j = (3 +n, + S;) mod len
swap( S[i], sI[3jl )
. x = (x+1) mod keylen;
6.4 “BitSplit”

The bit splitting algorithm is used. to partition a single input stream byte of data into
separate output streams at the bit level. Figure 4 below is provided to aid in
understanding the BitSplit process.

26
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SecureParser BitSplit Processflow

Figure 4: Secure Parser BitSplit Process flow

To split the data, the following takes place. We first require an input stream P, a optional
Master Key K and a random session key SK:

1. The session key SK is XOR'ed w1th master session key K to create a session key
XK.
The XK key is N of M key expanded (see “BitScatter’”) using to a. length of Plen
We right shift by 5 the XK byte to produce a split point SP.
We optionally XOR the P byte with the XK byte.
We create a mask 0,, with the bits set to 1 from the right using the SP. For -
instance, if the split point were 2, then the mask M value would initially be
00000011. The mask is simply used to separate the plain text byte into separate
portions.
6. We AND operate the mask M with the P byte, to create IVR the right output split.
IVR = P & M
7. We look ahead in the master session key 4 bytes in XK as a key feedback F and
we AND operate the mask M with it to create the feedback value FR.
FR = F & M |
- 8. Next, we XOR the mask M with 11111111 to invert the bits (in our example, our
output would be - 11111100)
M =M XOR 1111111111 ‘
9. We AND operate the mask M with P, to create IVL, the right output split.
IVL = P & M

kW
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10.  We AND operate F with the mask M with it to create the feedback value
FL. v :
FL = F & M
11. FL is XOR operated with IVL, and FR is XOR operated with IVR, with
the results stored in SVL and SVR respectively.
SVL = FL ' XOR IVL

SVR = FR XOR IVR »

12. The SVL and SVR chunks are appended to the shares determined by Dk; by
ANDing each bit position which corresponds to an output share. For instance, DK
contains 0011 would correspond to share 1 and 2, as bits 1 and 2 are set.

6.4.1 Key and Output Share Storage

SecureParser BitSplit Distribution

XK

DK

ooy
100
‘oior

1010

Share 1 Share 2 Share3  Shared

Figure 5: SecureParser BitSplit Distribution

Storing the shares (see Figure 5) is simply a matter of avoiding keys which were matched -
with shares, or dividing the key into multiple pieces across numerous shares. For a 4 of 4
restore fileset, the following are output from the SecureParser.

Session Key 1: Output share 1,2,3, & 4 .

These can be stored into 4 separate files: (This would be 4 of 4 splitting)  First, the
session key is divided into 4 parts. la, 1b, lc, and 1d. Then we store them into 4 files,
along with the share output generated by the SecureParser.

; Share 1
E Share 2

28
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1b

Share 3

Share 4

7 Conclusion

This document outlines an architecture and proposed algorithms for efficient data
splitting with strong security guarantees. These solutions are among several approaches
to the problem of securely splitting data. The algorithms enclosed within this document
do not preclude the development of additional algorithms and security features in future

versions of the SecureParser.
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This Page is Inserted by IFW Indexing and Scanning
Operations and is not part of the Official Record

BEST AVAILABLE IMAGES

Defective images within this document are accurate representations of the original
documents submitted by the applicant.

Defects in the images include but are not limited to the items checked:

U BLACK BORDERS |
0O IMAGE CUT OFF AT TOP, BOTTOM OR SIDES
jﬁ{ FADED TEXT OR DRAWING
0 BLURRED OR ILLEGIBLE TEXT OR DRAWING
'] SKEWED/SLANTED IMAGES
0 COLOR OR BLACK AND WHITE PHOTOGRAPHS
U GRAY SCALE DOCUMENTS
@LINES OR MARKS ON ORIGINAL DOCUMENT
U REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY

U OTHER:

IMAGES ARE BEST AVAILABLE COPY.

As rescanning these documents will not correct the image
problems checked, please do not report these problems to
the IFW Image Problem Mailbox.
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PATENT APPLICATION SERIAL NO

09/21/2005 FHEfEKIl_ 00000117 061075 60716185

01°FC:2005°  100.00 DA
0 FC:2085 . 750.00 DA

PTO-1556
(5/87) :

“U.8° Goverrymend Prvang Ofos: 002 e0e-267/00033

_U.S. DEPARTMENT OF COMMERCE
" 'PATENT - AND TRADEMARK OFFICE
FEE RECORD' SHEET
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INVENTOR INFORMATION

Inventor One Given Name:: Rick
Family Name:: Orsini

Postal Address Line One:: 2100 KIngs Forest Lane
City:: Flower Mound

State or Province:: TX

Country:: United States

Postal or Zip Code:: 75028

City of Residence:: Flower Mound
State or Province of Residence:: TX
Country of Residence:: United States
Citizenship Country:: United States
Inventor Two Given Name:: Mark S
Family Name:: O'Hare

Postal Address Line One:: 8 Kennedy Court
City:: Coto De Caza '

State or Province:: CA

Country:: United States

Postal or Zip Code:: 92679 .

City of Residence:: Coto De Caza
State or Province of Residence:: CA
Country of Residence:: United States

Citizenship Country:: United States

Inventor Three Given Name:: Roger
Family Name:: Davenport

Postal Address Line One:: 3204 CR 4119
City:: Campbell :

State or Province:: TX

Country:: United States

Postal or Zip Code:: 75422

City of Residence:: Campbell

State or Province of Residence:: TX
Country of Residence:: United States
Citizenship Country:: 75422
Inventor. Four Given Name:: Paras

- Family Name:: Traganos

Postal Address Line One:: 21 Ewell Avenue
City:: Lexington o
State or Province:: MA

Country:: United States

Postal or Zip Code:: 02421

City of Residence:: Lexington

State or Province of Residence:: MA
Country of Residence:: United States
Citizenship Country:: United States
Inventor Five Given Name:: Steve

Family Name:: Winick _

Postal Address Line One:: 3 Expressway Plaza -
City:: Roslyn Heights
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State or Province:: NY

Country:: United States

Postal or Zip Code:: 11577

City of Residence:: Roslyn Heights

" State or Province of Residence:: NY

Country of Residence:: United States
Citizenship Country:: United States
CORRESPONDENCE INFORMATION
Correspondence Customer Number:: 1473
Fax One:: 2125969090 '

Electronic Mail One:: ashvarts@fishneave.com

APPLICATION INFORMATION

Title Line One:: SECURE DATA PARSER METHOD AND SYSTEM

Total Drawing Sheets:: 36

Formal Drawings?:: No

Application Type:: Provisional
Docket Number:: SEC-3 Prov

Secrecy Order in Parent Appl.?:: No

REPRESENTATIVE INFORMATION
Represenfative Customer Number:: 1473

Registration Number One:: 47943
Registration Number Two:: 31069

‘Source:: PrintEFS Version 1.0.1
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