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57) ABSTRACT

The present invention is directed to systems and methods of
creating and deploying electronic forms for collecting infor-
mation from a user using a browser, where the browser may
be one of a plurality of browser platforms. Characteristics of
forms are entered by a human designer using a form designer
by using drag-and-drop operations, and stored in XML
template files. The form may be previewed by the designer.
When a user on the Internet (or an intranet) requests a form
by a browser, the characteristics of the browser are sensed
and a form appropriate for the browser is deployed to the
browser by a form server. Information is then captured from
the user. The form may also be saved or printed.
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METHOD AND SYSTEM FOR CROSS-PLATFORM
FORM CREATION AND DEPLOYMENT

RELATED APPLICATIONS

[0001] The present application is related to and claims the
benefit under 35 USC §119(e) of priority from U.S. provi-
sional application Ser. No. 60/284,746 filed Apr. 18, 2001,
U.S. provisional application Ser. No. 60/335,791, filed Dec.
5, 2001, and Canadian Patent Application No. 2,344,074,
filed Apr. 17, 2001, the disclosure of all of which is hereby
incorporated by reference.

FIET.D OF THE INVENTION

[0002] The present invention is directed to systems and
methods of electronic forms. More specifically, it assists in
the creation and deployment of electronic forms for collect-
ing information using a browser, where the browser may be
onc of a plurality of browscr platforms.

BACKGROUND OF THE INVENTION

[0003] Organizations are looking to the Internet to help
them cut costs and improve service, two typically opposing
objectives. In this document, the term Internet is used
generically to refer to any network which supports http
protocol for browsing, such as an intranct or cxtranct. By
electronically connecting departments and offering custom-
ers convenient online access to electronic forms, organiza-
tions can, however, cut overhead and deliver the service
improvements that their constituents and clients desire.

[0004] Inthis document leveraging the Internet in this way
is referred to as e-business, a revolution driven by both
customer expectation and government legislation. In fact,
the U.S. federal government has mandated that, by 2003, all
agencies offer their forms electronically as well as in paper.
Known as the Government Paperwork Elimination Act
(GPEA), this legislation responds to the public’s demands
for more efficient and cost-conscious government.

[0005] The Internet allows businesses that are using the
Web as a tool to reap its rewards. There is little reason to
make a user stand in line for 45 minutes to complete a
transaction that the person could perform in two minutes
online. Service-oriented firms are capitalizing on the Web to
cater to time-pressed customers, serving them when and
where they want—at home, at a grocery store kiosk, in the
office or even on their mobile devices. Companies are
building customer loyalty as the lecading c-busincsscs raisc
the bar against their competition offering improved access
and service.

[0006] The Internet is also generating an explosion in B2B
(business-to-business) transactions. Forrester Research Inc.
predicts that by 2004, U.S. B2B activity will be worth $2.7
trillion, growth fueled by tremendous expansion in the
e-marketplace and e-processes. Companies that learn to
operate efficiently in this new digital economy will gain a
substantial edge.

[0007] This invention, by making it easy for people to
access and submit forms online using the Internet, solves the
issue of reaching all customers and citizens via their Web
browsers—on a large variety of platforms and devices—
without requiring them to download any proprietary soft-
ware or plug-ins.
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[0008] Organizations have typically dealt with this incom-
patibility in one of three ways, each of which has pro-
nounced drawbacks.

[0009] A common approach is to create a single HTML
form that operates with early versions of different browsers.
Two problems exist with this “lowest common denomina-
tor” solution. First, anyone with an even earlier browser
version will not be able to read the form. For example, if an
organization creates an HIML form that can be read by, say,
version 2.0 of different browsers, people running version 1.0
will not be able to access the form. Governments and
businesses want to avoid this type of technological discrimi-
nation.

[0010] The second shortcoming of this single HTML form
solution is that people will not be able to take advantage of
the increased intelligence and capabilities of advanced
browser versions. Consider this hypothetical example:
someconc applics to rencw a driver’s license online six
months after her license expired. But, because the license
has expired, she needs to submit additional information with
her renewal. An advanced browser would potentially allow
the license-issuing organization to automatically present the
applicant with another online form required to capture the
extra data. A basic HITML form may not have the intelli-
gence to accommodate this type of interactivity, thereby
causing delays in renewing the license and effectively dis-
criminating against those without the new browser.

[0011] A second solution—and an awkward one at that—
is to design and maintain separate versions of HITML forms
to ensure that the Web form appears properly regardless of
the user’s platform or browser. But this approach involves
keeping three or four different versions of the same elec-
tronic form current, a costly, risky and inconvenient restric-
tion. Should a form change, a Web programmer has to
re-design all underlying versions and make sure that the
change appears uniformly in each one. The more balls in the
air, however, the more likely that one will drop, and citizens
or customers could casily wind up with two substantially
different versions of what should be the same form.

[0012] In such a situation, two customers may well pay
two different prices for the same merchandise or two hunting
license applicants might pay different fees. Making the
change once and knowing that it will appear properly
regardless of the users’ computer types or browsers would
be much simpler, less costly and potentially less discrimi-
natory.

[0013] The third traditional solution requires that citizens
and customers first download a proprietary plug-in onto their
computers. Once they complete this step, they can download
and read forms that require this proprietary plug-in.

[0014] The problem with this approach, aside from having
to find and wait for the plug-in to download and install, is
that citizens and customers must also download the forms,
a process that can burden them with lengthy waits. People do
not appreciate waiting several minutes—or longer—for
forms to finally appear.

[0015] The present invention overcomes the drawbacks of
these traditional solutions. Not only does it avoid the pitfalls
of conventional approaches, it introduces a host of value-
added conveniences that make designing and distributing
e-forms on the Web easier.
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SUMMARY OF THE INVENTION

[0016] The present invention is directed to a method for
assisting a designer to create a form definition template for
collecting information from a uscr on a browscr platform
using an electronic form, by receiving from the designer the
characteristics of the electronic form, storing the character-
istics of the electronic form in the form definition template,
the form definition template being in Extensible Markup
Language (XML) and the form definition template adapted
to be deployable on any one of a plurality of browser
platforms.

[0017] In accordance with another particular aspect of this
invention, this invention is directed to a method for collect-
ing information from a user on a browser platform using an
clectronic form, the characteristics ol the electronic [orm
being stored in a form definition template, including sensing
the characteristics of the browser platform, retrieving the
form definition template, the form definition template com-
prising an electronic document in Extensible Markup Lan-
guage (XML), and the form definition template adapted to
be deployable on a plurality of browser platforms, gencrat-
ing the electronic form in a format suitable for presentation
on the browser platform from the form definition template;
and capturing information input from the user.

[0018] In accordancc with onc particular aspcet of this
invention, this invention is directed to a system for collect-
ing information from a user using an electronic form, a
browser platform for capturing information from the user; a
web server in communication with the browser platform, for
sensing the characteristics of the browser platform; a com-
puter storage for storing the characteristics of the electronic
form stored in a form definition template, and a Server in
communication with the web server, for retrieving the form
definition template from the computer storage, and for
generating the electronic form in a format suitable for
presentation on the browser platform from the form defini-
tion template, wherein the form definition template com-
prises an electronic document in Extensible Markup Lan-
guage (XML), and the form definition template is adapted to
be deployable on a plurality of browser platforms.

[0019] In accordance with a further particular aspect of
this invention, this invention is directed to system for
collecting information from a user using an electronic form.
The system includes a browser platform for capturing infor-
mation from the uscr, a web server for scnsing the charac-
teristics of the browser platform, a computer storage for
storing the characteristics of the electronic form stored in a
form definition template, and a Server for retrieving the form
definition template from the computer storage and for gen-
erating the electronic form in a format suitable for presen-
tation on the browser platform from the form definition
template, where the form definition template includes an
electronic document in Extensible Markup Language
(XML) and the form definition template is adapted to be
deployable on a plurality of browser platforms.

[0020] In a [lurther variation, this inventlion concerns a
method for remote collection of information from a user on
a browser platform using an electronic form, comprising
sensing the characteristics of the browser platform; retriev-
ing the characteristics of the electronic form stored in a form
definition template; building a form package for (1) present-
ing the electronic form to the user using the browser
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platform at a remote system, and (2) saving form informa-
tion collected from the user onto storage at the remote
system; and delivering the form package to a system acces-
sible to the user.

[0021] This invention is also directed to a method for
remotely collecting information from a user on a browser
platform using an electronic form, comprising receiving a
form package from a Server; and generating browser code
from the form package for presenting the electronic form to
the user using the browser platform and saving form infor-
mation collected from the user onto storage; saving the
browser code; collecting the information from the user using
the browser code; and transmitting the information to the
Server.

[0022] This invention is further directed to a method for
remotely collecting information from a user on a browser
platform of a remote system using an electronic form, the
clectronic form having at least onc page, comprising the
steps of sensing the characteristics of the browser platform
being browser platform characteristics; retrieving the char-
acteristics of the electronic form being electronic form
characteristics stored in a form definition template at a
computer storage; delivering a form package from a form
server electronically connected to the computer storage to
the remote system for capturing the information using the
electronic form including data, if any data, in a format
suitable for presentation on the browser platform using the
browser platform characteristics; generaling browser code at
the remote system from the form package; saving the
browser code at the remote system; and capturing the
information from the user on the browser platform using the
electronic form including data, if any data.

[0023]

In accordance with a further aspect, this invention

concerns a system for remotely collecting information from
a user on a browser platform of a remote system using an
electronic form, the electronic form having at least one page,

comprising:

a web server In communication with the

browscr platform, the characteristics of the browscr platform
being browser platform characteristics; a computer storage
for storing the characteristics of the electronic form being
electronic form characteristics in a form definition template;
and a form server in communication with the web server and
the computer storage for:

[0024] retrieving the form definition template from
the computer storage,

[0025] producing a form package using browser plat-
form characteristics for capturing the information at
the remote system using the electronic form in a
format suitable for presentation on the browser plat-
form, including data, if any data; and

[0026] transmitting the form package to the remote
system,;

[0027] wherein the remote system performs the functions

of:

[0028]

SCIvVer;

receiving the form package from the form

[0029] generating browser code from the form pack-
age;
[0030]

and

saving the browser code at the remote system;
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[0031] capturing the information from the user on the
browser platform using the electronic form.

[0032] These and other features, and advantages of the
present invention will become more apparent in view of the
following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] FIG. 1 illustrates an overall block diagram of the
system according to a preferred embodiment of the present
invention.

[0034] FIG. 2 shows a Designer window according to
another embodiment of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0035] The present invention will now be described
according to preferred embodiments of the present invention
and in connection with the accompanying Figures.

[0036]

[0037] A preferred embodiment of the present invention is
shown in FIG. 1. This embodiment incorporates the two
main components of the invention: the Designer and the
Scrver. The Designer allows a designer to design c-forms
and to preview forms while designing;, and the Server
enables the access of completed forms using a Web server
for public access. The Server may reside at the same
computer system as the Web server or a separate and
independent system.

1. Overview

[0038] A point and click application used to create intel-
ligent XML templates, the Designer provides a simple way
to create and maintain e-forms without involving third-party
tools. It creates templates (typically XML Forms Architec-
ture (“XFA”)) or structured XML user-interface “form”
definitions that render the data and the presentation specified
by the template in a format suitable for the user’s run-time
environment.

[0039] Employing the Designer’s WYSIWYG graphical
design tools for user interfaces, designers can quickly
include list boxes, drop down lists, command buttons, radio
buttons, check boxes, lines, circles, images and static text—
anything they need to create a form. The Designer can also
be used to incorporate database lookups, calculations, auto-
matic formatting, choice lists and even automatic error
checking to prevent respondents from cntering incorrcect data
and delaying the processing of their e-forms.

[0040] The second component, the Server, is a server that
takes a single form template created with the Designer and
delivers it in any of a number of browsers. Automatically
detecting the browser environment (browser platform char-
acteristics), the Server does a transformation and delivers the
user-interface form in the appropriate browser language. In
this document, the term “Server” is used to refer to this type
of server, referring to the computer code effecting the
functionality. Communication with the Server may refer to
a number of means, whether entirely in the same physical
system or by telecommunication means, or a combination of
such means.

[0041] The Server also allows, in a variation, a user to
enter data into a form while disconnected from the Internet,
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i.e. offline. The form may be single-paged or multi-paged. A
package, containing form information, is prepared by the
Server when invoked, typically by a programming interface;
the package is downloaded to a separate system of the user;
the user would then be able to use his or her browser to
access the content of the package and fill in the form while
disconnecied [rom the Internet. Subsequently, the user has
the option of going online to submit a completed form or
submit a partially submitted form for validation.

[0042] This latter aspect may be implemented as a stan-
dalone system or soltware; alternatively it may be a sub-
component of the Server. In other words, the Server would
be able to both perform (1) packaging of the form template
and then transmit the package to the local user system, and
(2) transform the form template and then deliver the browser
language file for display/rendering on the user system. It
may also only provide functionality to prepare a package of
the form template and then possibly transmit the package to
the local user system, without the more typical feature of
receiving form input from an online uscr.

[0043]

[0044] The form previewer functionality of the Designer
enables designers to see in real time how their forms will
appear in different browsers. Designers simply select the
desired preview format and the form appears immediately as
it would in the selected browser (wysiwig).

[0045] 'This convenient feature allows designers to cus-
tomize forms as they create these to produce the desired
appearance. Simplifying the design process, the form pre-
viewer allows people to generate forms faster and make
changes quicker, boosting their productivity and their effec-
tivencss.

[0046]

1.1 The Form Previewer

1.2 The Server

[0047] The second primary component of the invention,
the Server, takes a template (form definition template)
created with the Designer and delivers it in any of a number
of browsers. Templates are designed once and then deployed
to any number of users, allowing organizations to manage
their e-process and e-business initiatives without creating
and maintaining a user interface to accommodate each
browser type.

[0048] Automatically detecting the browser environment,
the Server delivers the user-interface form in the appropriate
language, for instance, DHTML, HTML or Java. (In this
document, the term “browser code” is used to refer to the
textual specification of the form, which could be in any
browser-based language or a mixture of which, e.g. HTML
and Java.) Identifying the particular hardware (e.g. PC,
PDA, Wireless device) or operating system (Windows, Mac
OS, or Linux) is not important provided the correct browser
environment is detected. 'The Server extracts the field infor-
mation, such as the type and the positioning, and the
boilerplate information, such as the lines and the static text,
from the template and converts it to a format that best suits
the target browser on the client desktop.

[0049] The Server also provides intelligent templates for
user interfaces. An enterprise can validate a user’s data entry
before processing by performing calculations, accessing
databases or enforcing business rules on field-level data.
‘Whenever data is submitted to the server, the Server merges
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the data it has received into the template and executes the
business logic contained in the template. The resulting data
is then returned to the browser.

[0050] Given that the business logic—the validity checks
and calculations—occur at the server, even HTML forms
can have intelligence without requiring Web-application
programming. However, provided that the user’s browser
has sufficient functionality, business logic may be delivered
with the form.

[0051] To allow end-users to print and save forms locally,
the Server can convert the template (typically XFA), with or
without the merged data, to another format suitable for
printing, such as PDF. Unlike with ordinary HTML forms
that print using the Web browser, enterprises can precisely
control the layout and pagination ol these [orms. Users can
therefore print their filled-out forms—Ilicense applications,
customer statements, invoices, order confirmations, con-
tracts, insurance policies, change of address forms and the
like—for their records. They can also sign them and mail
them to comply with laws, regulations or policies, where
required.

[0052] The Server is, typically but not exclusively, state-
less, and is therefore typically accessible via an Application
Programming Interface (“API”). This means that the Server
becomes active typically when it is requested (via the API)
to perform a function.

[0053] XML (extensible Markup Language) is used by the
present invention for its versatility. A system for defining,
validating and sharing document formats, XML has emerged
as the basis for B2ZB communications on the Internet, and it
will underpin an enterprise’s processes as well. However,
this invention is not nccessarily limited to the usc of XML
as a specification as is clear to a person skilled in the art.

[0054] XML Forms Architecture (“XFA”) is an open,
public specification that defines how a form will appear and
act in an XML environment. See http:/www.w3.0rg/1999/
05/XFA/xfta-template.html for details of XKFA. This open
architecture ensures that form solutions will expand with the
needs of the enterprise and integrate easily with products
from other vendors.

[0055] Separating its data elements from the details of its
graphic presentation, XFA assumes no proprietary data
schema, which means that an enterprise can use the system
for a broad range of e-process operations. Because XHFA
works with a large number of browsers or computer plat-
forms, an enterprise can confidently treat all users in the
electronic domain the same.

[0056]

[0057] In a preferred embodiment of this invention, end
users access the Server, by a browser or otherwise, to
retrieve an offline form package containing a form, typically
generated earlier using the Designer. The form may be single
or multi-paged, and may also be a form generated using the
Designer discussed above, though not restricted to such. The
Server transforms the form into an offline package. The
offline package contains all the pages in the form in the
appropriate language supported by the browser, any associ-
ated images and the supporting client-side script. The Server
determines the platform and browser prior to creating the
package and will send the package associated to their

1.3 Offline Form Completion
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platform/browser. Typically the end user saves this package
to his or her local system and can disconnect from the
Internet without affecting completion of the form. The
package may be saved to any system accessible to the user.

[0058] The end user can then open the offline package,
typically using a web browser, to access the form. The end
user can subsequently fill in the form and save the data
locally (or anywhere accessible to the user) while offline
(disconnected from the Internet). In addition, the user can
open previously saved form data to complete a form before
submitting it, typically back to the Server.

[0059] In a variation, the user may submit a partially
complete form to a Server and then complete the form
online, that is to say connected to the Internet and not saved
in a syslem separate [rom the Server.

[0060]

[0061] The Application Programming Interface is the
method used by applications to communicate with, and
access the services of, the Server. The API is used to
interface with the Server and integrate the Server function-
ality into Web applications. As mentioned earlier, the Server
is typically stateless, and is therefore typically accessible via
the API. This means that the Server typically becomes actlive
when it is requested (via the API) to perform a function.

1.4 Application Programming Interface

[0062] Offline form completion is another transformation
type for the Server, and has its own API’s.

[0063] 1.5 Wcb Application

[0064] The Web application provides the end user with
access to Web facilities. This can be done using HTML
pages, Application Server Pages (“ASP”s), ColdFusion™
pages and others. Using the API, the Web application gathers
information from the end user’s browser. From a single
template, the Server determines the browser type and then
transforms the form template, with or without data, into a
format that best suits that particular browser type.

[0065] 1.6 Browser Interface

[0066] Forms created can be accessed via the Internet (or
an intranet) from a wide range of Web browsers using a wide
range of devices (desktop, handheld or mobile).

[0067] 2. Designing a Form using the Designer

[0068] In one preferred embodiment of the invention, the
Designer window displays one or more of standard user
interface features such as a title bar, a menu bar, an array of
toolbars, and a status bar. See FIG. 2. The window also
provides features—an Object Toolbox, special toolbars, and
a Property Browscr.

[0069] The Object Toolbox provides a quick way to add
objects to the form. It contains two sets of tools: the drawing
objects and the utility objects. Click on the tabs to view one
or the other. By default and typically, the toolbox is docked
on the right when Designer is first opened. Hide or display
the Toolbox by clicking its toggle tool on the standard
toolbar.

[0070] Designer typically includes two specialized tool-
bars. The Standard toolbar contains several tools that are
probably familiar to a typical user of Windows software plus
a few tools that are specific to the application. The Layout
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toolbar provides convenient access to alignment and sizing
tools and to grouping functions. Position the pointer over the
tool to view its ToolTip.

[0071] The status bar is located at the bottom of the
window. The contents of the status bar change depending on
whether the mouse pointer is positioned over a menu item,
a toolbar button, or an object on the form.

[0072] One preferred embodiment of this invention allows
the specification of the size and orientation for each page of
the form and to display the page outline in the form window.
When a user starts a new form, there may not be paper size
specified. To change the settings, click File >Page Setup on
the menu. This invention displays the page sizes and orien-
tations available from the designer’s computer’s default
printer. Once the user has selected a page size the designer
may choose to view the page outline.

[0073] Form objects are the elements on the form that
provide users with information and allow them to enter data.
Designer contains two toolboxes that hold these objects.
One toolbox contains drawing objects, and the other con-
tains utility objccts.

[0074]

[0075] Drawing objects are the visible elements on a form.
They include field-type, and text and graphical drawing
objects.

[0076]

2.1 Drawing Objects

The field-type drawing objects include:

[0077] Fields provide the user with places to enter
data or to display data that is generated by a calcu-
lation, script, or database connection.

[0078] Mask Text Field objects allow the predefini-
tion of the format of a field. For example, a user can
standardize the appearance of a telephone number
and ensure that the user can only enter numeric data.

[0079] Radio buttons enable the user to select one of
several options in a group. When radio buttons have
the same value in the Group Name property, they are
mutually exclusive; only one of the buttons can be
selected at any time. For example, when selecting
from a group of radio buttons whosc group namec is
“Marital Status”, the user can select only one of the
options, such as “Married”, “Divorced”, “Single”, or
“Widowed.”

[0080] Check boxes provide the user with a conve-
nient way of selecting one or more options.

[0081] Drop-down list boxes and list boxes provide a
list from which the user can make a selection. The
list can be populated at design time or can be linked
to a database.

[0082] Bar codes appear as a graphic until the user
clicks on it or tabs to it, at which point it appears as
a field. The user can type a new bar code value in the
field. When the field is not active, the bar code field
reverts to a graphic.

[0083] Command buttons provide a mechanism for
the user to initiate Click events—actions such as
printing or moving to the next or previous page.
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‘When the user clicks the command button, the Click
event takes place. One must write the script to define
the desired Click event.

[0084] The HTTP Post object appears on the form as
a command button that the uscr clicks to scnd XML
data to a server. 'There is no need to script the Click
event to initiate the transfer of data because that
functionality is already built into the object. The
HTTP post object also enables the form to receive
data back from the server and either load it into a
form or present the next HIML page in the desired
sequence.

[0085] Text and graphical drawing objects include:

[0086] Text objects are used to create titles, to label
fields or other form objects, or to add static text to a
form.

[0087] Lines, rectangles, and circles or ellipses are
graphical objects that enhance the visual appearance
of the form.

[0088] Graphic objects enable one to place graphic
images, such as a logo, on the form. Use a path and
file name or a Universal Resource Locator (URL) to
specify the graphic file to use, or embed the graphic
in the form. One can place different types, including
the following three , of graphics on a form:

[0089] .bmp—Dbitmap format

[0090] jpg —Joint Photographic Lxperts Group
(JPEG)

[0091] .tif—[Ta]gged Image File Format (TIFF).

[0092] Date/Time objects provide end users with a
formatted date or time field.

[0093] The Verbal Eyes object “reads” forms to visu-
ally impaired users who use screen reader applica-
tions.

[0094] 2.2 Utility Objects

[0095] Utility objects provide a form with additional or
enhanced functionality, which include the following:

[0096] The signature object on a form enables users
to creale digital signatures on their (illed [orms. The
signature object provides an additional level of secu-
rity and informs users if the form or its data has been
modified by an unauthorized individual. The signa-
ture object interacts with a third-party component,
such as Entrust and CryptoAPI [Is this a third party
system, or internal to the Server???] our internal
system interacts with a third party system, that
provides security services.

[0097] Use the script object to store scripts shared
between form objects. The script level variables
defined in the script object are retained between uses
of the script. One can also call properties and meth-
ods between different Active Scripting languages.
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[0098] 2.3 Adding Objects to the Form

[0099] The typical steps for adding an object to a form
include the following:

[0100] 1. In the Drawing or Utility Object Toolbox,
click on the required form object.

[0101] 2. Move the mouse pointer onto the form. The
pointer changes to crosshairs.

[0102] 3. Position the crosshairs on the form where one
wants to draw the object.

[0103] 4. Press the left mouse button, and drag the
mouse to draw the form object.

[0104] 5. Release the mouse button when the object is
the required size.

[0105] One can also click the object in the Toolbox and
drag-and-drop it to the desired position on the form.

[0106] 2.4 Third-Party ActiveX Controls

[0107] Third-party ActiveX controls are objects that inter-
act in a standard way with COM-compatible software prod-
ucts. The Server, described later, does not transform third-
party ActiveX™ controls into II'TML for delivery to users.
However, ActiveX controls and other COM-based compo-
nents may be used to perform work as part of the script
processing executed by the Server. For example, the Server
can invoke the use of ADO objects or Custom Business
objects on behalf of the script contained on the form.

[0108]

[0109] In one preferred embodiment of the present inven-
tion, the Designer creates image files (JPG) for forms that
contain the static elements such as text, lines, rectangles,
circles, borders around some fields, and field labels. When
the browser displays the form, the Server places the data
entry elements ol the fields with any data, on top of the
image. The Server determines where to place the data entry
elements based on the capabilities and the default settings of
the target browser.

2.5 Realization of Images

[0110] Not all users will use the same browser features and
defaults as the person designing the torm. For example,
users may prefer larger fonts. Other users may turn off
backgrounds color, and font overrides. Browsers differ in
how they implement rendering of white space. Some brows-
ers give users the ability to manage the use of colors, fonts,
spacing, and othcr prescntation attributes.

[0111] 2.6 Print Version of the Form

[0112] For ease-of-use and efficiency, it may be preferable
to design two versions of a form: one for the Web and one
for printing. An online form is generally easier to use if it is
divided into a series of panels or pages that each fit on-
screen with little or no scrolling. One would likely also use
color and buttons to enhance the visual appearance and
functionality of the form. This design works well when
viewed online but not when printed. A [orm [or printing
would typically fit on a letter size or A4 page and would not
contain command buttons.

[0113] 2.7 Scripting, Methods and Events

[0114] In addition to the properties described in a previous
section, in preferred embodiments objects also have associ-
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ated methods and events. Scripting allows one to access and
use an object’s methods and events and thereby enables one
to add intelligence and power to the [orms and o improve
data integrity. Scripting an object’s methods and events also
enables one to automate data entry for a form, modify object
properties, and display or hide objects from an end user.

[0115] Methods are actions that change the state of an
object.

[0116] Scripts can invoke methods to perform calculations
and validations or to cause an action based on a specific
event. For example, one may use scripts to:

[0117] Calculate a sum of the values of fields and
automatically enter that value in a “Total” field

[0118] Return a specific value to a field

[0119] Employ a method to modify an object’s prop-
erties under specific circumstances

[0120] Go to another page of the form when the end
user clicks a command button

[0121] Events are responses to an external action, such as
a mouse click or a keystroke. An event can be the triggering
of a script or a calculation. For example, a purchase order
could contain a check box called “Discount” that is scripted
to deduct a preset discount from the total when the user
clicks in the check box on the client-side. The act of clicking
in the check box triggers the event—the calculating of the
discount.

[0122] One can generally write scripts to any of a form
object’s events. An event will take place at run time when
the user performs the specified action. Form objects and
controls may have different events, but typically not all
objects have events.

[0123] Some scripts can be executed in the browser in real
time under certain circumstances. This is known as “client-
side scripting”. Scripts that the browser is unable to execute
are managed by the Server. This is known as “server-side
scripting™.

[0124] With client-side scripting, the user’s browser soft-
warc cxccutes the scripts on a form. With onc preferred
embodiment of this invention, three conditions must be met
for this to occur in one preferred embodiment of this
invention:

[0125] The user must use at least Microsoft Internet
Explorer 5.x or Netscape Navigator 6.0, or Opera 5,
or higher.

[0126] The client-side scripts must be written with
JavaScript.

[0127] Scripts must be designated to run at the client.

[0128] With server-side scripting, the Server executes
scripts and returns the result to the browser. The Server is
called to execute a script typically when the user clicks a
specially designated command button, such as a SUBMIT
button, on a form.
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[0129] 2.8 Events and Methods Supported
[0130] 2.8.1 Events
[0131] In a preferred embodiment, the Server supports

several form, page, and form object events, which include
the following.

[0132]

[0133] OnFormReady, takes place typically once dur-
ing the initial display of the form

[0134] OnFormClosing, takes place when a SUBMIT
button is clicked, after OnCalculate, and after suc-
cessful validation of the form.

Form Events

[0135]

[0136] Oninitialize, takes place after all fields on the
page have initialized

[0137] OnCalculate, takes place after all ficlds on the
page have been calculated

[0138] OnValidate, takes place when NEXT, PREVI-
OUS, and SUBMIT buttons are clicked

[0139] OnEnter, takes place just before the page is to
be displayed after Onlnitialize, loading of data,
OnCalculate but before OnFormReady. It is typically
used to populate drop-down lists that are on that
page.

[0140] OnExit, takes place when the user clicks the
NEXT or PREVIOUS button.

Page Events

[0141]
[0142] Click for the command button
[0143] Click for the graphic object (client-side only)

Form Object Events

[0144] Onlnitialize, takes place the first time the form
is displayed

[0145] OnCalculate, takes place when all but the
NLEXT, PRLEVIOUS, and SUDMIT buttons are
clicked

[0146] OnValidate, takes place when the NEXT,
PREVIOUS, and SUBMIT buttons are clicked.

[0147] OnEnter, takes place when the cursor enters
the form object.

[0148] OnExit, takes place when the cursor exits the
form object.

[0149] 2.8.2 Methods

[0150] In a preferred embodiment, the Server supports the
following methods for form objects and pages. These are
known as “subform area container nodes” in the XFA
specification. 'They allow server side scripts, such as
VBScript and JScript, to work with multiple occurrence
fields.

[0151] Typical Methods Supported on the Drop-Down and
List Box Objects

[0152] Additem(“Item To Add”, index)—used to add
an item to a drop-down list and list box.

[0153] Clear( )—used to clear the contents of a
drop-down list or list box prior to initializing the list.
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[0154] Typical Methods Supported on a Field Object
[0155]
[0156]
[0157]
[0158]

[0159] Parent is the property of the field object that returns
the container or the page object.

[0160] Typical Methods in a Container or Page Object
[0161]

Parent.Find(“Name”, Occurrence)
Parent.Count(“Name”)
Parent.Calculate( )

Calculate( )

Find(*Name”, Occurrence)
[0162] Count(“Name”)
[0163] Calculate( )

[0164] For example, use Me.Find (with VBScript) and
This.Find (with JScript) when the page or form wants to find
a ficld it contains and Parcnt. Find when a ficld wants to find
another field on the same page. One can also use Page-
Name.Find, where PageName is equal to the name of the
page.

[0165] The following scripting example in VBScript dem-
onstrate the use of the Find method:

[0166] Click event of a button
[0167] ~

[0168] ‘Loop through all occurrences of all fields
named “AMOUNT”

[0169] ’and set the value to 5.0.

[0170]

[0171] ~This case uses parent because it is running in
the

[0172] ‘context of the button on the page

[0173] dim count

[0174] dim i

[0175] count=parent.count(* AMOUNT")

[0176] for i=1 to count

[0177] dim oField
[0178] set olbield =parent.Find(“ AMOUN17, 1)
[0179] oField.Value =5.0

[0180] next

[0181] The following is a scripting sample in JavaScript
that demonstrates the use of the Find and Count methods.
Specifically, it is an OnCalculate sample that calculates the
sum of values in all fields named TRANSPORT:

[0182] var nCount=Parent.Count(“TRANSPORT”);
[0183] wvar sum=0.0;

[0184] wvar 1;

[0185] for (i=1; i<=nCount; i++)

[0186] sum+=Parent.Find(“TRANSPORT”,
i). Valuc

[0187]

this.Value=sum
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[0188]

[018Y9] Preferred embodiments of this invention produce
and read form data in an XML format. This enables orga-
nizations to exchange data between form and non-form
applications using standard XML processing tools. As men-
tioned earlier, this invention is not limited to XML, but the
following serves as a description of how the invention could
be implemented using XML.

[0190]

[0191] The following sets out the relationship between the
XML form template file (.xft) and thec XML form data filc
(xfd).

[0192]

[0193] A form is the combination of at least the form
template and the form data presented to or entered by the
user in one document. The Form Control object renders a
form by reading the form template file (.xft) and then either
provides the user with an empty data set or previously
created one. The xft file is typically the form template
created in Designer and the data set represents the resulting
data stream after the form template has been filled.

[0194]

[0195] The template is typically the form layout informa-
tion created using Designer. The template generated by the
designer is typically (but not exclusively) an XML-based
document (typically XFA-XML Form Architecture) that
contains all information such as form object placement,
naming, display properties, validations, and calculations.
The [orm template (also known as form definition template)
is edited by a Designer and typically not changed by the user.
The template contains all of the information necessary to
display and manipulate the data displayed to the user.

[0196] Data

[0197] The form data represents typically the content
entered by the user and data generated by calculations
housed in the form template. The data can be saved in an
XML document. By default in a preferred embodiment, user
forms generate a XML document with an. xml extension.

[0198] The template typically contains all of the static
information such as object names, drop down lists, calcu-
lations, number formatting, etc. while the data file contains
the information entered by the user at runtime. The content
saved in the data file is structured o respect page, group, and
data record information.

[0199]

[0200] The structure of an XML file is similar to an HTML
file. XML uses tags that identify and qualify the information
that they surround. There are six distinct levels of tags within
an XML data stream for a preferred embodiment of this
invention:

2.9 XML Data Specifications

2.9.1 Forms, Templates, and Data

Forms

Templates

2.9.2 Structure of XMI. Data Specifications

[0201] Header

[0202] Resources
[0203] Data records
[0204] Template pages
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[0205] Object groups
[0206] Objects
[0207] Header

[0208] The XML data stream header contains information
about the XML data document, such as the version of XML
and the encoding of the content. A header is typically
included at the beginning of all XML data streams being
read into a form template. Otherwise, the data stream will
not be read and an empty form template will be presented to
the user. Changes to the header information may affect how
the XML data is read into the [orm template.

[0209] The Package Element

[0210] A package clement typically wraps the form tem-
plate and the data stream within the XML document. The
package is the wrapper around the template name informa-
tion and the data itself.

[0211] Resources

[0212] The XML data stream generally includes two dis-
tinct resource blocks: the form template file information and
the data stream itself. Preferred embodiments of this inven-
tion use this information to associate the template with the
data stream.

[0213] The next resource block is the data stream.
[0214] Data Records

[0215] The top level of data organization is the data
record. Each completed form template is typically stored
within the XML data stream as a data record. This allows the
user to complete multiple instances of the template and store
the information within an XML data file as a continuous
stream separated as data records.

[0216] Object Groups

[0217] Form objects may be part of a named object group.
These groupings must be identified within the XML data
stream. Objects groups are delimited by start and end tags
that surround the data for the objects that it contains.

[0218] Objects

[0219] Form templates contain fillable and non-fillable
objccts. Non-fillable objects arc clements such as buttons,
rectangles, and text. They are not used for data entry and do
not appear in the XML data file. Fillable objects are elements
such as text fields, drop-down list boxes, radio buttons, and
check boxes. These objects are used for data entry and are
typically mapped to the XML data file.

[0220] 2.10 Data Access

[0221] Forms can access and interact with data reposito-
ries. Scripting is one typical way to add data access func-
tionality to forms. The objects that one can use to have the
form interact with external data sources may include:

[0222] ActiveX Data Objects (ADO)

[0223] Remote Data Service (RDS)

[0224] Microsoft Transaction Server (MTS) Proxies
[0225] Simple Object Access Protocol Remote

Object Proxy Engine (SOAP ROPE)

[0226] XML Data Islands (e.g., in an HTML page
containing the form)
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[0227] Which data access objects one chooses depends on
the form and how one plans to deploy it. One should use the
seript object to access the database from the Server and
populate the form fields with the appropriate values.

[0228] Forms deployed to Web browsers are subject to the
browser’s security restrictions, which may prevent objects
from being created if they are not safe for scripting. One
must consider the deployment environment and its security
settings when choosing data access objects.

[0229] 2.11 Third-party ActiveX Controls

[0230] Third-party ActiveX controls enable the extenson
of the functionality of forms. These interact in a standard
way that makes them available to COM-compatible products
such as embodiments of the present invention. Examples of
standard third-party ActiveX controls are the Microsoft
Calendar control and the Microsoft Multi Media Player
control.

[0231] Note that the Server does not transform third-party
ActiveX controls into HTML for delivery to form users.
However, one can use ActiveX controls and other COM-
based components to perform work as part of the script
processing executed by the Server.

[0232] ActiveX controls or other COM components
should preferably not be used that will display on the user
interface and that will require user-initiated actions.

[0233] In Designer, third-party controls behave like native
objects. One can include them in a calculation, script, or
tabbing sequence on the form.

[0234]

[0235] Security features may be added to forms to verify
that form data has not been tampered with. Using the
signature object, one can protect the integrity of forms by
allowing end users to use certificates to digitally sign form
data. Once the data is signed, it cannot be altered on the
form. Verifying the signature guarantees that no one has
tampered with the data after it was submitted.

[0236]

[0237] When a user signs a form, a message digest of the
data to be signed is created and a mathematical computation
combines the users private key with the specified form data
and encrypts them together. The output is a digital signature.
This digital signature contains the locked form object values
and the certificate information of the person who signed the
form. When viewed as part of the submitted XML form data,
the encrypted data is unreadable.

2.12 Digital Signatures

2.12.1 Using Digital Signatures

[0238] When the Server’s cryptographic component veri-
fies the signature, it uses the public key to read the signed
data and compares the signed data to the unencrypted data
on the form. If the encrypted and unencrypted data do not
match, this means that the data has been tampered with since
it was signed and the verification fails.

[0239] 2.12.2 Working With the Signature Object

[0240] In preferred embodiments, the signature object
allows users to use a certificate to sign data that they enter
into specified objects on the form. To use the signature
object, one typically places FSSIGN and FSVERIFY
command buttons on the form. The name of the command
button links it to the signature object.
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[0241] When the user clicks the sign button, the fields
containing the data to be signed, as specified by the
SignedObjects property, become read-only and cannot be
modified. After the data is signed, anyone who opens the
form and data can click the verify button to verify that the
data has not been modified since it was signed.

[0242] One can place more than one signature object on a
form. For example, if the form is part of a workflow,
different users in the process may need to sign data in
different fields.

[0243] To use the signature object to sign form data,
typically an applet or plug-in must be installed on the
end-user’s system, such as Entrust/TruePass or SmartTrust
WebSigner.

[0244] 2.12.3 A First Example

[0245] One preferred embodiment of this invention uses a
system such as Entrust/TruePass™, which uses a Java applet
that is transparently downloaded and executed in the user’s
Web browser. The applet downloads the user’s private key
from an Entrust certificate database and uses it to sign the
data. To download a private key from the Entrust database,
the user must be authenticated by Lntrust server components
and associated with an Entrust profile.

[0246] When the user clicks the FSSIGN_button on a
form, the following actions occur:

[0247] 1. All calculations and validations run.

[0248] Any wvalidation errors must be corrected
before the data is signed.

[0249] 2. The data is posted to the Server, which creates
the message digest and returns an HTML frameset.

[0250] The frameset consists of two frames, one for
the form and data and the other to invoke TruePass
Java applet. The fields to be signed are made read-
only.

[0251] 2 If the user is not logged in to the Entrust server
or has timed-out then the TruePass applet opens a user
authentication page in the bottom frame to log in.

[0252] 3 When logged in, the user must then click the
Sign button that appears in the bottom frame, which
calls into the TruePass applet to create the digital
signature. The signature is included in the XML data
sent to the Server when the form is submitted.

[0253] To verify a signature on a form, the user clicks the
corresponding FSVERIFY _ button. The form is posted to
the Server, which uses its CryptoAPI component to verify
the signaturc against the form data. A message box informs
the user if the signature is verified.

[0254] 2.12.4 A Second Example

[0255] Another preferred embodiment of this invention
uses the SmartTrust WebSignerm the, component for which
is installed in the user’s browser as a plug-in. It can use any
certificate stored locally in the browser such Microsoft
Internet Explorer or on a smart card to sign form data.
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[0256] When a user clicks the FSSIGN_button on a form,
the following actions occur:

[0257] 1. All calculations and validations run.

[0258] Any wvalidation errors must be corrected
before the data is signed.

[0259] 2. The data is posted to the Server, which creates
the message digest and returns an HTML frameset.

[0260] The frameset consists of two frames, one for
the form and data and the other to invoke the
WebSigner plug-in. The fields to be signed are made
read-only.

[0261] 3. The user must then click the Sign button that
appears in the WebSigner frame at the bottom of the
screen.

[0262] 4. The WebSigner dialog appears. The user must
select the certificate to use for signing, enter a PIN, and
click OK.

[0263] 5. The WebSigner plug-in creales the digital
signature. The signature is included in the XML data
sent to the Server when the form is submitted.

[0264] To verify a signature on a form, the user clicks the
corresponding I'SVERII'Y _ button. The form is posted to
the Server, which uses its cryptographic API component to
verify the signature against the form data. A message box
informs the user if the signature is verified.

[0265]

[0266] The Server is a service that processes, transforms,
and delivers forms. It can do the following:

3. Collecting Information using the Server

[0267] Transform the form template into a presenta-
tion language (format) that matches the target
device;

[0268] Provide server-side execution of the intelli-
gencee in the form template; and

[0269] Generate a PDF document of the form tem-
plate and data

[0270] The Server supports a system where the presenta-
tion and data reside on the client computer and the form
intelligence resides on the Server. Users of forms gain access
to forms via any type of Web browser. The Server delivers
a form and renders it in the format that best matches the
presentation and form filling capabilities of the target
browser. The Server accomplishes this by extracting the field
information and the boilerplate information from the form
template (typically XFA-XFT). It then converts it to a
version of the browser language that best suits the target
browser. For example, the Server delivers the form template
in the appropriate language, such as DHTMI., HTMI,, or
Java by automatically detecting the browser and the end-
user environment, whether PC, Mac, UNIX, or Linux. This
can be done without the end user having to download and
install additional software.

[0271] The Server uses a set of transformation utilities to
merge data with a form template (typically XFA) to deliver
a form in at least the following formats:

[0272] HTML, including HTML 3.2, Microsoft®
DHTML, MSHTML 4, and Compact HTML
(“CHTML");
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[0273] Cascading Style Sheet;

[0274] Generic Java Applets;

[0275] Wireless Markup Language (“WML"); and
[0276] PDF format for local printing.

[0277] As part of the transformation, the Server can
execute the validations and calculations included on the
form and return the resulting data to the browser. Calcula-
tions and validations can also be executed on the client side
using a script language such as JavaScript.

[0278] As referred to earlier, the Server is stateless and as
such, is typically activated when a response to a specific
request is required (via the API). The Server exccutes the
request and then shuts down. Client-side calculations and
validations for a field occur immediately after the focus is
removed from that field.

[0279] 3.1 How Browscr Dctection May Work

[0280] Preferred embodiments of this invention uses the
HTTP header User-Agent to determine the type of client/
browser making a request for a form. The actual detection
may be performed at the web server or the form server.

[0281] A table is maintained of browser capabilities. Each
entry in the table has a number of properties that defines the
capabilities of that particular client/browser. One of the
maintained properties identifies the transformation ID that
the preferred embodiments use to render the [orm for that
particular client/browser. Adjustments are made to each
transformation depending on the properties defined in the
table entry for that particular client/browser.

[0282] The corresponding entry in the table is determined
by doing a regular expression match against the User-Agent
string. The regular expression that matches the most char-
acters in the User-Agent string determines the winning entry
in the browser capabilities table.

[0283] 3.2 How the Server Processes a Request

[0284] A user needs to understand how the Server pro-
cesses requests. Most intelligence on the form is typically
executed on the Server. For example, when a user clicks a
button on a form, the data is posted to the Server. The Server
then merges the received data into the form template and
executes any programming associated with the button that
was clicked. In some cases, client-side calculations and
validations are supported by the browser, allowing some
intelligence to be executed by the browser on the client side.
In one possible embodiment, the FormServer object uses the
following two methods to initiate and process a request
(method names are given as examples for explanatory
purposes):

[0285] The GetForm/GetFormEx method (gets a
requested form); and

[0286] The ProcessHTTPRequest/ProcessHTTPRe-
questEx method (processes the submitted data)

[0287] When end users request a form from the Server (or
click a button or image on a form), they initiate a series ol
specific processes and interactions between the Server, their
browser, and the Web application.

[0288] When a user requests a form, the Web application
initiates a method (the GetForm method) to request the form
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from the Server. The call to the Server includes the name of
the requested form and the form presentation. When the user
environment is unknown, the Server determines the format
in which to render the form based on the browser informa-
tion that is passed with the method call. The Server trans-
forms the form template, form image, and data into output
suitable [or the target browser.

[0289] The Server runs the form scripts in the sequence
described below, and then passes the HITML package or the
rendered form to the user via the API.

[0290] The typical script sequence:

[0291] Oninitialize event for all pages and for each
field

[0292] Data is loaded

[0293] OncCalculate event for all pages and for each
field

[0294] OnPageEnter event for the page that is dis-
played

[0295] OnFormRcady cvent for the entire form

[0296] The following summarizes a typical order of
actions in the applications and the Server when the user
requests a form in one embodiment.

Step User/client Application Server
1 Selects a
form from
a Web
page or
search
engine.
2 Creates a Server
(I'S) object and
calls the
GelForm( . . . )
method by asking
for a specific
XF1 form.
3 Opens the form and runs all

initialize scripts for the entire

form (all pages).

IF data is passed to the Server
4 (in the XMLData parameter of

the GetForm call) then the

Server merges the data into the

initialized template.

5 Runs all OnCalculate scripts for
the entire form.

6 Runs the OnPageEnter script for
the first page.

7 Runs thc OnFormRcady script.

8 Determines the browser

capabililies. Creales Lhe
appropriate transformation
snap-in component. Passes the
current template, in its
initialized/calculated state,

to the transformation snap-in
component.

9 The Server snap-in transforms
the initialized template into an
appropriate HTML page. The
page contains the required
data and intelligence that
permits the form to be filled out
by the end user and then sub-
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-continued

Step User/client Application Server

mitted to an application. The
particular application is
specifically named by the calling
application in the TargetURL
parameter of the GetForm call.
The application then relurns the
HTML back to the Server by
using HTML formatted as a
Unicode string.

10 Verifies that the Converts the HTML Unicode
Server did not return string into an appropriate multi-
an error and then byte character string (MBCS)
performs a for delivery to the client
BinaryWrite to the  browser. The Server uses the
browser with the CharSet property of the
HTML returned ApplicationContext object
from the Server. passed into the Server as a

parameter of the GetForm call to
determine the proper MBCS
format. The Server then returns
the MBCS string to the applica-
tion that initiatcd the call.

11 If a high-end browser (such as

Internet Explorer 5 or Netscape
Navigator 6) is used, the
browser does the following:
Runs each field initialization
marked to run at client
Runs the page initialization
marked to run at client
Runs each field calculation
marked to run at client
Runs the page calculations
marked to run at client

12 Browser

displays
the new
HTML
Web page
to the
user.

[0297] 3.3 Using Command Buttons

[0298] In order for the Server to process a form, the form
must provide the mechanism by which to send data to the
Server. 'This is typically accomplished through the use of
command buttons. Here is an example of how this might
work:

[0299] 1. An end user opens a form, fills in the first
page, and then clicks the button labelled NextPage.

[0300] 2. A call to the Server is initiated.

[0301] 3. The call prompts the Server to execute the
script or perform a function associated with the Nex-
tPage command button.

[0302] The function might include one of the following:

[0303] Performing field calculations

[0304] Validating data

[0305] Printing the form

[0306] Collecting the data from page one and merg-

ing it into page two

[0307] Presenting page two to the end user.
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[0308] The caption (text or image), displayed on a com-
mand button label, usually indicates the function of the
button. When an end user clicks on a command button, the
form-related processing is prompted by the scripting and
marking associated with the command buttons. The Name
property of a command button object is used by an appli-
cation o invoke specilic actions on the Server.

[0309] There are generally two types of command buttons:
special buttons and common buttons.

[0310] 3.3.1 Special Buttons

[0311] A special button is a button that requests the Server
to perform a specific action. Each of the special buttons has
a universal service function that is invoked when an end user
clicks on the corresponding command button.

[0312] When the application logic is created, a preferred
embodiment uses the following button property Names (as
cxamples to facilitate subscquent cxplanation) to specify
specific actions:

[0313] FSSUBMIT__
[0314] FSRESET _
[0315] FSPRINT__
[0316] FSPREVIOUS__
[0317] FSNEXT _
[0318] FSSIGN__
[0319] FSVERIFY__
[0320] 3.3.2 Common Buttons

[0321] A common button is a button that requests the
Server to execute a calculation operation. When a user clicks
a button scripted with the Name property value, for example
CALCULATE (or any value other than that of the special
buttons) the Web application typically issues a request call
(ProcessHTTPRequest) to the Server. Then the Server
executes the calculation operation (OnCalculate script) and
produces the returned data.

[0322] For certain types of browser platforms, such as
MS-DHTML and Java formats, the Server passes the data to
the open Web page and updates the display. For other
formats, the Server transforms the form and merges it with
the data, and passes a new HTML page to the Web browser.

[0323] The Server runs the scripts in the following
scquence:
[0324] Click event for the named button
[0325] OnCalculate event for all fields
nCalculate event for the page
[0326] OnCalcul for the pag
[0327] The following table summarizes the order of

generic actions in the application and the Server when the
end user clicks a common button in a preferred embodiment.

Step  User/client Application Server

1 On aForm
Server-generated
form, an end user
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12
-continued
Step  User/client Application Server

clicks a common
button. If
button is marked
“current-client™,
and if the button’s
click event is
marked “run at
the client
browser”, then no
submission to
Web server is
performed. The
script for the
click event is
executed at the
client browser.

2 Creates a Server
(FS) object and
calls the
GetForm( . . . )
method by asking
for a specific
XFT form.

3 Creates a
Server (FS)
object and
calls the
GetForm( .. . )
method by
asking for a
specific XFT
form.

4 Opens the XFT form and
looks for any previous state
data to use for base
initialization. Tf data is found,
the Server restores the form to
the previous state by merging
the data into the template.

5 The Server merges any new
data into the form template.
For multi-page forms, the
Server makes sure new dala
is merged into the appropriate
page in the template.

6 Runs the Click script in the
template, for the specific
button that was clicked.

7 Runs all the OnCalculate
scripts for the entire form.

8 Returns a ReturnStream value
to the calling application
based on the Browser
Capabilities, as follows:

If the browser is Microsoft
Internet Explorer 5, the Server
returns XML Data.

If the browser delivered an
Applet bascd on the original
GetForm call, the Server
relurns a slream ol Name/
Value pairs.

In all other cases, the Server
returns a new HITML page, or
the same page in a

Multi-page form, based on the
new state of the form.

The returned FSAction code
will be set to FSCalculate.

9 Verifies that

the Server did
not return an
error, that the
FS Action code
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-continued

Step  User/client Application Server

is FSCalculate,
and then
performs a
BinaryWrite
to the browser
with the HTML
returned from
the Server.
10 If a complete

HTML page is

returned, the

browser displays

the new Web

page. Otherwise,

intelligence in-

cluded in the

original page

(sent by the form

server) merges

the returned data

into the HTML

displayed in

the browser.

[0328] FSSUBMIT _ Buiton

[0329] When a button with the Name property set to
FSSUBMIT is clicked, the application is invoked to pass the
data to the Server and in turn, the Server is invoked to run
the scripts for the current form in the following typical
sequence:

[0330] Click event for the FSSUBMIT _ button
[0331] OnCalculatc cvents for all ficlds

[0332] OnCalculate event for the page

[0333] OnValidate event for all fields, including

checks for mandatory fields

[0334] OnValidate event for the page, provided that
all field validations were successful

[0335] OnFormClosing event, provided that the vali-
dations were successful.

[0336] When the SUBMIT button is clicked, all process-
ing for a form is typically terminated, unless:

[0337] The application determines that another action
is required

[0338] There are validation errors detected.

[0339] Validation includes checking values for fields with
the Mandatory property set to true. When there are field-
level validation errors, the Server responds with HTML or
data, which is returned to the Web application with a status
message indicating that the processing is not complete.
When no errors are detected, the Server returns the XML
data to the Web application, along with a status message to
indicate that the processing is complete [or the form. The
Web application then determines the next course of action.

[0340] FSRESET Button

[0341] When a button with the Name property set to
FSRESET _ is clicked, the button is transformed as an
HTML Reset button. When an end user clicks this button on
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a form, no Click, OnCalculate, or OnValidate events are
executed and no data is submitted to the Server. All fields on
the form are reset to their initial default values.

[0342] FSPRINT_ Button

[0343] When an end user clicks an FSPRINT_ button to
initiale a print request, the Server merges the form with any
form data and generates a file in PDF format. The Server
returns the PDF data, via the API, to the Web application.
When Adobe Acrobat® Reader resides on the end user’s
computer, the browser launches the Web application and
displays the output. The user can view, and print the form
using the functionality of the Acrobat Reader.

[0344] An FSPRINT_ button FSAction returns an FSPrint
(2). The application then uses the GetForm method to
request a PDF version of the form with the data.

[0345] FSNEXT_ and FSPREVIOUS_ Buttons

[0346] When a button with the Name property set to
FSPREVIOUS _or FSNEXT _is clicked, the action invoked
is the same as that invoked for FSSUBMIT. In addition,
calculations and validations are invoked. If errors are
detected, the Server responds by returning HTML or data to
the client. When there are no validation errors, the Server
creates a presentation for the next or previous page and
returns it to the browser. The page events involved are:

[0347] Click event for the FSNEXT_ or FSPREVI-
OUS_ button

[0348] OnCalculate events for all of the fields
[0349] OnCalculate event for the page

[0350] OnValidate event for all of the fields, includ-
ing checks for mandatory fields

[0351] OnValidate event for the page, provided that
all field validations were successful

[0352] OnExit event for the page that is closing
[0353] OnEnter cvent for the page that is opening.
[0354] FSSIGN_ Button

[0355] Preferred embodiments of this invention provides
digital signature processing. To support digital signature
processing, the developer has to integrate the Server with
software, such as iD2 Personal and Entrust TruePass, that
has components on the client (such as applets, plug-ins,
ActiveX controls, and so forth) and components on the Web
server (such as servlets, ASPs and so forth). The Server uses
a property on the ApplicationContext object called Securi-
tyProvider to select which technology to use for the Sign-
Nerify request. Sccurity providers that want to integrate with
the Server must provide a COM object that implements a
predefined interface named “ISecurityProvider”.

[0356] When a user clicks the FSSIGN_ button, the Server
runs the scripts for the current form.

[0357] Server receives a “Sign” request

[0358] Server instantiates the COM object for the
specific security provider

[0359] Server calls the “CreateSignatureHTML( )”
method, and passes the transformed form (with
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locked fields set as read-only), the ApplicationCon-
text object, and the message digest.

[0360] The HTML stream returned by “CreateSigna-
tureHTML( )”, is returned to the browser replacing
the current page.

[0361] At this point, the security provider COM object has
control of whatever content it wants to return.

[0362] FSVERIFY_ Button
[0363] When the user clicks the FSVERIFY_ button, the

Server verifies that the data signed using the corresponding
signature object has not been modified since the signature
was made. When the Server receives a request to “Verity”
the request does the following:

[0364] Instantiates the COM object for the specific
securily provider.

[0365] Calls the “CreateVerifySignatureHTML( )~
method

[0366] Passes the transformed form (with locked
fields set as read-only), ApplicationContext object,
the message digest and the base64 encoded signature
extracted from the form’s data.

[0367] Returns the HTML stream by “CreateVeri-
fySignatureHTML( )” to the browser and replaces
the current page. (The security provider COM object
has control of whatever content it wants to return.)

[0368] The FSVERIFY_ button verifies only the data
signed wusing the signature object specified after
FSVERIFY_ in the command button Name property.

[0369]

[0370] The following list explains how the Server handles
field level validations by scripting in a form.

Field Level Validations in the Server

[0371] Validation scripts are executed when the end
use presses a button on the HIML page with the
Name property FSSUBMIT_, FSPREVIOUS_,
FSNEXT , or FSPRINT_, or FSSIGN_.

[0372] Validations are run against all fields following
the field tabbing order. If there are any errors, they
are returned together in the browser window along
with the form. A link associated with each error
jumps directly to the appropriate field on the form.

[0373] A validation error for a field designated as
mandatory causes the Server to return an error status
along with the text string: Mandatory Field.

[0374] Page validation scripts are run when there are
no field validation errors. Since there is no Message
property for a page that would allow for custom error
text, the following message appears for an error:
Page validations failed.

[0375] 3.4 Using Forms as Embedded HTML

[0376] To allow more flexibility in presenting forms to the
users, preferred embodiments of the Server can render a
form in one of the following formats:

a page, complete with the

0377] As a full HTML 1 ith th
HTML, HEAD, and BODY tags: the form is dis-
played in the browser as is.
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[0378] As a block of HTML code wrapped in a DIV
tag: this DIV section can then be embedded into a
custom Web page to allow organizations to retain
their Web site look and feel while leveraging the
Server technology.

[0379] When the Server renders the form as embedded
IITML, the entire form is wrapped in a DIV section as
follows:

[0380] <DIV id=“fsFormBody”>
[0381]

[0382] transformation specific HTML
[0383]

[0384] </DIV>

[0385] This DIV section can be used anywhere in the page
body.

[0386] Embedded HTML 3.2 is typically not supported
because it uses the form’s image as a background and
overlays the form’s fields on top of it. Embedded PDF is also
not typically supported under this invention.

[0387] 3.5 Using the Server API

[0388] The API (the typical method used by applications
to communicate with, and access the services of, the Server)
is used to interface with the Server and integrate the Server
functionality into Web applications.

[0389] This section provides a description of the Server
external COM components and the Simple Object Access
Protocol (SOAP) service in preferred embodiments. This
invention is not restricted to such protocols.

[0390] The Server preferably runs on a server running
Microsoft Windows NT or Windows 2000, but is not limited
to such.

[0391] The presentation portion of an actual application
that will be seen by users includes a number of components,
namely forms, Web pages, and Active Server Pages (“ASP”)
that perform the server-side processing.

[0392] ASP contains a script executed on the Web server
that translates and generates HIML to pass back to the
calling browser. The browser typically only displays the
HTML pagcs. All processing occurs on the Web scrver. The
task of writing scripts is simplified because the scripts
always run in the predictable and contained environment of
the server. ASP scripts are also used to process data sent
back from the browser by a POST operation, such as a
confirmation.

[0393] For Web servers using non-Windows operating
systems, the application can be developed in any Web server
application programming environment, such as Perl, CGI
scripts, Java Serviets or JSPS. The SOAP toolkit may be
used to communicate with the Server running remotely on
an NT or Windows 2000 platform.

[0394] 3.5.1 Server External COM Components

[0395] This section provides information about the fol-
lowing four Server external COM components for preferred
embodiments of the invention, along with their objects,
methods and properties:
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[0396] FormServer object
[0397] ApplicationContext object
[0398] [Local FormRepository object
[0399] BrowserCapabilities object
[0400] T'he FormServer object provides an interface to the

Server. It can be used by any COM automation environment
to request Server services. The Server is enabled to deter-
mine the appropriate transformation and deliver the appro-
priate type of form to the client. The Server can be accessed
by applications, via COM interfaces, while allowing it to
function within the context of a Web environment.

[0401]

[0402] This object is used to provide an interface to the
Server. It may be created in ASP using Server.CreateOb-
ject(“FormServer.Server”) or in VBScript using CreateOb-
ject(“FormServer.Server”).

[0403] The FormServer object defines the following meth-
ods as an example of how the invention can be implemented:

[0404] GetForm: Gets the requested form (with or with-
out data), sets the content type of the requested form
(usually HTML content type), and returns it.

FormServer Object

[0405] GetFormEx: Gets the requested form (with or
without data), sets the content type of the requested
form (usually HTML content type), and returns it. The
provides the same functionality as the GetForm call;
however, it allows the Server to be called without
having to create a number of objects.

[0406] ProcessHTTPRequest: Processes the submitted
data depending on the type of action requested, which
include Submit, Print, Calculate, and Validate.

[0407] ProcessHTTPRequestEx: Processes the submit-
ted data depending on the type of request, sets the
content type of the requested form (for example, text/
html or text/xml) and returns it. This call provides the
samc functionality as the ProccssHTTPRcquest call
except it allows the FormServer to be called without
having to create a number of objects.

[0408] 3.5.2 SOAP Service

[0409] Non-Windows platforms using SOAP (Simple
Object Access Protocol) is supported in preferred ecmbodi-
ments of this invention, which is an open standard based on
XML-RPC (Remote Procedure Calls) over HTTP. SOAP
allows for remote communication between heterogeneous
machines using XML based RPCs. Using SOAP, the Server
is able to be called remote form both Microsoft Windows
and non-Microsoft Windows-based operating systems. For
Web servers using non-Windows operating systems, one can
develop the application in any Web server application pro-
gramming environment, such as Perl, CGI scripts or Java
Servlets.

[0410] The SOAP toolkit can be used o communicate
with the Server running remotely on an NT or Windows
2000 platform. This Server service program runs as a
Windows NT service. The windows NT Soap Service is a
multi-threaded HTTP SOAP server that executes the Server
COM components in response to SOAP request. The
response is sent to the SOAP clients via XML using the

15
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HTTP TCP/IP protocol. This Service listens for SOAP
requests, executes the requests using the Server components,
and then returns the results, via SOAP, to the caller.

[0411] Using SOAP allows the Server to be integrated into
Unix-based Web Servers. The Server runs as a ‘black box’
on a Microsoft Windows based platform and is called
remotely by programs executing on the Unix Based Web
Servers.

[0412] The Server SOAP protocol is stateless so a Server
Farm of Server SOAP Servers can be architected. With this
architecture, the load from a Web Server can be distributed
over many machines providing for greater scalability and
fault tolerance.

[0413] 4. Offline Form Entry

[0414] As mentioned earlier, in other embodiments of this
invention, end users may retrieve an offline form package
from the Server component typically via a web scrver (for
example, also running the Server in the same system)
containing a form (possibly multi-page and generated using
the Designer) and submitted to the Server. Typically, there is
a mechanism for the user to indicate that the offline package
is desired (e.g. the user clicks a particular link which is
coded on a web page to make a request for the offline
package via an API call, as opposed to the regular form
served up by the Server). The Server will then prepare the
contents of the package using a form definition template
retrieved [rom a computer storage aller detecting the device
type and environment of the user (e.g. browser type) as
referred to in an earlier section. In a variation, the user may
specify the particular target device type and environment,
which is different from the type and environment being used
by the user.

[0415] In circumstances where the device type and envi-
ronment can process XML directly, such as ormI'low99™
and PocketForm™ (PocketForm runs on a mobile device)
the web application will identify itself to the Server as
requiring the kind of transformation which basically passcs
the form definition template directly with no browser code
transformation. Otherwise, there is little difference in the
content of the form definition (including the range of form
features) or the supported environments (discussed below)
for a form delivered to the user via a Server transformation
and that through a Server packaging.

[0416] In the typical case, the Server transforms the form
into an offline package The offline package contains all the
pages in the form in the appropriate browser language
supported by the browser, any associated images and the
supporting client-side script. The Server determines the
platform and browser prior to creating the package and send
the package associated with the platform and browser. Once
the package arrives at the remote system, the remote system
may then be switched to operate in the offline mode, i.e.
disconnected from the Internet. Compression is preferably
used to reduce the size of the package to be transmitted. At
the remote site, the package is then decompressed and saved
to a remote system accessible to the user on the browser
platform while disconnected from the Internet (typically
local to the user).

[0417] The end user then opens the oftline package, typi-
cally using his or her local web browser, to access the form,
filling data into the form while navigating from one page to
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another of a multi-page form, if a multi-page form (resulting
in the form data information becoming captured). The form
is displayed in a representation on the local user system
identical or near identical to the representation which would
be displayed to the user when the form definition is deployed
on the browser platform using the Server. The user can then
save the [orm and data in the remote system. Typically, this
remote system would be the user’s local system. In addition,
the user can open previously saved form and data to com-
plete the form before submitting it back to the server with
further entered data.

[0418] The user may submit a completely filled in form or
a partially complete form and then complete the form online.
There would be indication in the information stream to the
Server to indicate the specific case.

[0419] Data gathered from a database may be collected in
the initialization code of the form since the Server will
typically execute this code prior to putting together the
package for the form. As expected, once offline there can be
typically no interactive database requests made since the
database is typically remote to the user’s local system.
Database validation may only be done online; all data
validation performed offline is for the purpose of ensuring
the correctness of data captured in local (typically XML)
datasets. The user may interact with the database typically
by going back on-line and requesting to re-calculate the
form. In this way database accesses can take place prior to
the user tormally submitting the data as a completed form.

[0420] If the user needs to go offline again then the web
application may be coded to allow this, in which case the
current gathered data would be typically saved and then the
request to Server needs to be made with code that indicates
to merge the existing data prior to creating the off-line
package.

[0421] Datasets (typically XML) at the user’s local system
provides the means to store data entered by the user (whether
saved locally or not) and collected from a database, whether
captured during the initialization stage or during recalcula-
tion subsequently, for later merger with the form.

[0422] A form may be multi-paged with more than one
page. Multi-page forms may be managed by allowing appli-
cation data to be stored in a hidden frame which is part of
each page of the multi-page browser code. This data and
state information is the mechanism which allows the man-
agement of the data across pages of the form. When the data
is saved locally, these reside in the data files (typically
XML) and when it is loaded back into the form it typically
resides in the hidden frame of each page until saved or
submitted.

[0423] A very small piece of code (for example a DLL, a
COM object, or a Java applet) may be installed on the local
user system to decode the package, save data locally and
merge data back into the multi-page form. The management
of the multi-page form (page navigation) may be done in
browser code defining the [orm and would be defined
typically by a form object model. Of course, the platforms
(for example, running Java and Internet Explorer 5 and
higher) must have the appropriate Operating System and
browser code to support the rendering of the browser code
and the execution of the installed component (for example,
a Java VM to run the Java code and Netscape 6 and higher
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to render the HTML, or support for HTA’s (HTML for
Applications) and the ability to run the code that is
installed).

[0424] The HTML environment supported would include
the following

[0425] HTML 3.2;

[0426] Microsoft DHTML for Microsoft Internet
Explorer 5.0;

[0427] MSHTML 4 for Microsoft Internet Explorer
4

[0428] CSS2; and
[0429] Netscape 6

[0430] Part of the transformation requires the package to
be encoded typically (but not necessarily) in base64 format
and compressed in preferably a single file for transmission
over the Internet. This would performed at the Server and the
package then uncompressed and decoded at the local user
system typically using the installed piece of code mentioned
earlier.

[0431] Examples of methods and properties of a typical
form object [or form manipulation are the [ollowing:

Methods Explanalion and Properties

AddField(sFullName, sValue, Adds the field name and value to the list
replace) of form [fields.
sFullName - (string) Fully qualified
name of field
sValue - (string) Value of field
replace - (boolean) Indicates if duplicate
fields should be replaced

GetDataFileName( ) Get the full path and name of the
current data file.
GetFieldValue(fullName) Get the value of the field specified by
fullName.
fullName - (string) Fully qualified field
name
getNextPageNum( ) Return the next page number
getPagePath(pageNumber) Returns the path of the page specified
by page num.

pageNumber - (integer) Number of page
to retrieve

getPreviousPageNum( ) Return the previous page number
getRootPath( ) Returns the root path (where the
package was installed from).
loadData( ) Parses the current XML data file and
extracts all field names and values.
saveData(appDatakield) ‘I'he current list of field names and

values are formatted as XML and saved
back to the current data file. All data
is also compressed and put in
appDataField for submission back to the
server.
appDataField - (string) Name of field to
place compressed data
setDataFileName(newFileName) Set the name of the data file.
newFileName - (string) Full path and
name of data file.
unpackage( ) Unpacks the compressed HTML files
and images creating required folders
as nceded.

[0432] 5. Architecture

[0433] A key consideration for implementation is the
system architecture chosen to be adopted. Depending on the
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volume of transactions expected the system to process, and
the type of servers one is using, one would typically choose
a two- or three-tier architecture. The following sections
provide an overview of some of the architecture options.

[0434] An embodiments of this invention comprises typi-
cally of three distinct layers:

[0435] Presentation: This layer is the user service layer
that gives the cnd uscr access to forms via a browscr.

[0436] Web Application: This layer is where the appli-
cation receives requests from the user and instructs the
Server how to fulfill the requests.

[0437] Databasc: This layer is the Scrver, which con-
tains the form repository and in most cases, executes
the form calculations and validations and generates
data.

[0438]

[0439] Ina two-tier implementation, the presentation layer
is the first tier and the Web application and database layers
form the second tier. This means that the Server is installed
in the second tier. One could select a two-tier architecture if
the Web servers are using Windows NT or Windows 2000
operating systems. It is important to note that this configu-
ration reduccs the granularity of scaling becausc the Web
application and Server are installed on the same machine.

[0440] There are at least two possible configurations.
Configuration 1 has a SOAP interface interposed between
the web application and the Server, with all three on the
same machine, the SOAP interface being used locally to
service web application requests. In configuration 2, the web
application makes direct requests of the Server.

[0441] Comparatively, requests running through the
SOAP service, as under configuration 1, are processed faster
than direct Server requests. In the event that such an
application must be migrated to a three-tier, the work related
to migration would be greatly simplified.

[0442]

[0443] In athree-tier architecture the presentation layer is
on the first tier, the second tier is devoted to security and
application services, and the third tier provides the database
storage and access. If one is working in a Windows oper-
ating system, one could use a two- or three-tier architecture,
with or without the SOAP Service. However, if one is
working in UNIX opcrating system, onc will have to usc a
three-tier architecture with the SOAP Service.

5.1 Two-Tier Implementation

5.2 Three-Tier Implementation

[0444] When a three-tier architecture is implemented, the
support for publishing a form becomes more complex than
when an embodiment is installed to adhere to a two-tier
architecture. The complexity results from having to install
and administer the extra machines involved in the third tier.
In this location of the third tier, the Server will perform to
its maximum capacity when servicing remote requests from
the Web application server. It typically behaves as a black
box, with no state, and therefore can be replicated as
transaction volume grows.

[0445] The number of needed servers is completely depen-
dent on the load the Web application has been sized to
support. The complication occurs when several Servers
operate at this tier. A new form (or revision of a form) must
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typically be forwarded to each Server in order for requests
to be made and for every Server to render exactly the same
transformation.

[0446] 5.4 Using SOAP

[0447] Various embodiments of this invention support
SOAP remote [unction calls, which means that the Form
Sever is flexible and can exist at either the second or third
tier within the architecture. This multi-threaded service
responds to the Server API requests and forwards them to the
actual Server components that carry out the work. If the
servers are remote, the publish request will be directed
through the remote server’s SOAP Service. Whether work-
ing in a two-tier or three-tier architecture, it is preferable to
access the SOAP service for maximum efficiency.

[0448] The invention has been described using primarily
method and software embodiments. This invention also
includes systems, devices, computer codes, computer pro-
gram products and data structures for implementing the
above to realize the functions described, as would be appar-
ent to persons skilled in the art.

[0449] The previous description of the preferred embodi-
ments is provided to enable any person skilled in the art to
make and use the present invention. The various modifica-
tions to these embodiments will be readily apparent to those
skilled in the art, and the generic principles defined herein
may be applied to other embodiments without the use of
inventive laculty. Thus, the present invention is not intended
to be limited to the embodiments shown herein but is to be
accorded the widest scope for methods, computer code,
computer program products, data structures, devices, and
systems consistent with the claims set forth below.

[0450] Allpatents, patent applications and other documen-
tation, whether available in printed or electronic format, are
incorporated in whole by reference.

‘What is claimed is:

1. A method for creating a form definition template for
collecting information from a user on a browscr platform
using an electronic form, comprising the steps of:

(a) receiving the characteristics of the electronic form
being the electronic form characteristics;

(b) storing electronic form characteristics in the form
definition template, the form definition template being
in Extensible Markup Language (XML) and the form
definition template adapted to be deployable on any one
of a plurality of browser platforms.

2. 'The method of claim 1, wherein the form definition

template complies with XML Forms Architecture (XFA).

3. The method of claim 1, wherein the electronic form
comprises at least two components, the components com-
prising a page and a form object.

4. The method of claim 3, wherein the electronic form
further comprises at least one script executable upon the
occurrence of an event.

5. The method of claim 4, wherein the script is executable
by a scripting engine that complies with the definition under
Microsoft OLE/COM of an active scripting engine with
parsing.

6. The method of claim 3, wherein the form object is one
selected from the group comprising a list box, a drop down
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list, a command button, a radio button, a check box, a line,
a circle, an image, static text, and a signature object.

7. The method of claim 4, wherein the script comprises an
instruction selected from the group comprising performing
validity checking of information entered by the user, a
calculation, a databasc acccss, enforcing a business rulc, and
automatic formatting of the form as presented to the user.

8. The method of claim 1, further comprising the step of
displaying the electronic form for a browser platform, com-
prising the following steps:

receiving an indication of the characteristics of the
browser platform being the browser platform charac-
teristics, and

displaying the electronic form in a wysiwyg representa-
tion for the browser platform, wherein the wysiwig
representation would be displayed to the user when the
electronic form is deployed on the browser platform.
9. The method of any of claims 1, wherein the plurality of
browser platforms comprise platforms for rendering at least
one of the following formats:

Hyper Text Markup Language (HTML);
Java applet;

Active-X controls;

Wireless Markup Language (WML); and

Cascading Style Sheet.

10. A method for collecting information from a user on a
browser platform using an electronic form, the characteris-
tics of the electronic form being electronic form character-
istics stored in a form definition template, comprising the
steps of:

a) sensing the characteristics of the browser platform
being browser platform characteristics;

b) retrieving the form definition template, the form defi-
nition template comprising an electronic document in
Extensible Markup Language (XML), and the form
definition template adapted to be deployable on a
plurality of browser platforms;

¢) generating the electronic form in a format suitable for
presentation on the browser platform from the form
definition template using browser platform character-
istics; and

d) capturing information input from the user.
11. The method of claim 10, wherein the step of capturing
information input from the user comprises:

rendering the electronic form on the browser platform;
and

accepting input from the user using the electronic form.
12. The method of claim 10, wherein:

the step of sensing the characteristics of the browser
platform is performed by either a web server or a form
server; and

the steps of retrieving the form definition template and
generating the electronic form are performed by the
form server in electronic communication with the web
server;
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wherein the web server acts as an electronic intermediary

between the browser platform and the form server

13. The method of claim 12, wherein the step of capturing
information input from the user further comprises the step of
storing information input from the user to a database.

14. The method of claim 12, the step of storing informa-
tion inpult [urther comprising [orwarding inlormation input
to a processing engine.

15. The method of claim 11, wherein the electronic form
comprises a script executable upon the occurrence of an
cvent.

16. The method of claim 15, wherein the script is executed
by a scripting engine residing on the form server.

17. The method of claim 10, further comprising the steps
of:

(a) receiving from the user an indication whether to print
or electronically save the form; and

(b) printing or clectronically saving the form in accor-

dance with the user’s indication.

18. The method of claim 17, the step of printing or saving
electronically the form comprises the step of first generating
an electronic representation of the electronic form which
conforms to Portable Document Format (“PDF”).

19. A system for creating a form definition template for
collecting information from a user on a browser platform
using an electronic form, the electronic form having elec-
tronic form characteristics, comprising:

a user interface for collecting electronic form character-
istics;
a computer processor in communication with the user

interface executing software for collecting electronic
form characteristics; and

a computer storage in communication with the computer
processor for storing electronic form characteristics in
a form definition template;

wherein the form definition template is in Extensible
Markup T.anguage (XMT) and the form definition
template is adapted to be deployable on any onc of a
plurality of browser platforms.
20. A system for collecting information from a user using
an electronic form having electronic form characteristics,
comprising:

a browser platform for capturing information from the
user, the browser platform having browser platform
characteristics;

a web server in communication with the browser plat-
form;

a computer storage for storing electronic form character-
istics in a form definition template; and

a form server in communication with the web server, for
retrieving the form definition template from the com-
puter storage, and for generating the electronic form in
a format suitable for presentation on the browser plat-
form from the form definition template using browser
platform characteristics;

wherein the form definition template comprises an elec-
tronic document in Extensible Markup Language
(XML), and the form definition template is adapted to
be deployable on a plurality of browser platforms.
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21. The system of claim 20, wherein the browser platform
is further for:

rendering the electronic form; and

accepting input from the user using the electronic form.

22.The system of any of claims 20 to 21, wherein browser
platform characteristics is sensed by either the web server or
the form server.

23. The system of claim 22, wherein the web server and
the form server comprise software programmes executing in
the same computer.

24. The system of claim 22, wherein the web server and
the form server comprise software programmes executing in
distinct and separate computers in a network of computers.

25. The system of claim 21, wherein

the browser is [urther for receiving [rom the user an
indication whether to print or electronically save the
form;

the form server is further for generating an electronic
representation ol the electronic form which conforms to
Portable Document Format (“PDF”) in order to print or
electronically save the form in accordance with the
user’s indication.

26. A method for remotely collecting information from a
user on a browser platform of a remote system using an
electronic form, the electronic form having at least one page,
comprising the steps of:

sensing the characteristics of the browser platform being
browser platform characteristics;

retrieving the characteristics of the electronic form being
electronic form characteristics stored in a form delini-
tion template at a computer storage;

delivering a form package from a form server electroni-
cally connected to the computer storage to the remote
system [or capturing the information using the elec-
tronic form including data, if any data, in a format
suitable for presentation on the browser platform using
the browser platform characteristics;

generating browser code at the remote system from the
form package;

saving the browser code at the remote system; and

capturing the information from the user on the browser
platform using the electronic form including data, if
any data.
27. The method of claim 26, wherein the step of deliv-
ering a form package comprises the steps of:

producing the form package at the form server including
data, if any data,

transmitting the form package to the remote system; and

receiving the form package at the remote system.
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28. The method of claim 27, wherein:

the step of transmitting the form package comprises the
step of compressing the form package; and

the step of receiving the form package comprises the step

of decompressing the form package.

29. The method of claim 27, wherein the electronic form
is a multi-page form.

30. The method of claim 26, wherein the step of capturing
the information from the user comprises the step of saving
information entered at the remote system while the remote
system is offline.

31. The method of claim 26, wherein the information is
saved in XML datasets at the remote system.

32. The method of claim 30, further the step of capturing
the information from the user further comprises the step of
displaying an electronic form with information already
captured from the user.

33. The method of claim 26, wherein the step of deliv-
ering a form package comprises storing the data, if any data,
in a hidden frame of the at least one page of the electronic
form.

34. The mcthod of claim 26, whercein the form definition
template is adapted to be deployable on any one of a
plurality of browser platforms.

35. A system for remotely collecting information from a
user on a browser platform of a remote system using an
electronic form, the electronic form having at least one page,
comprising:

a web server in communication with the browser plat-
form, the characteristics of the browser platform being
browser platform characteristics;

a computer storage for storing the characteristics of the
electronic form being electronic form characteristics in
a form definition template; and

a form server in communication with the web server and
the computer storage for:

retrieving the form definition template from the com-
puter storage,

producing a form package using browser platform
characteristics for capturing the information at the
remote system using the electronic form in a format
suitable for presentation on the browser platform,
including data, il any data; and

transmitting the form package to the remote system;

wherein the remote system performing the functions of:

receiving the form package from the form server;

generating browser code from the form package;

saving the browser code at the remote system; and

capturing the information from the user on the browser
platform using the electronic form.

& * * #* *
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