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SYSTEM AND METHOD FOR SECURED
ACCOUNT NUMBERS IN PROXIMITY DEVICES

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] This application claims priority to U.S. Provisional
Patent Application No. 60/714,635 filed Sept. 6, 2005
(Attorney Docket No. 16222U-022900U8S), entitled “Sys-
tem And Method Using Ghost Account Number”, which is
hereby incorporated by reference in its entirety.

BACKGROUND OF THE INVENTION

[0002] The present invention relates in general to portable
proximity consumer devices used in wireless payment trans-
actions, and in particular to various embodiments of portable
proximity consumer devices, such as credit and debit con-
tactless smart cards, that use secured account numbers for
wireless financial transactions.

[0003] Generally, portable proximity consumer devices
such as contactless smart cards are designed to provide the
consumer with a way to engage in purchase transactions by
wirelessly connecting the portable proximity consumer
devices directly with the merchant’s point of sales device,
for instance using radio frequency (RF) or infrared (IR)
signals. For example, contactless smart cards allow a con-
sumer to store and transmit financial data and other personal
data to a merchant device which uses it to effect a payment
during a purchase transaction.

[0004] Because portable proximity consumer devices
operate without requiring direct connection to the accepting
device, portable proximity consumer devices are expected to
gain popularity over other types of devices that require
physical contact and/or physical connections to communi-
cate with other devices and systems. Illustratively, contact-
less smart cards may be used to replace regular credit cards,
as they need not be in contact with a transaction terminal to
be operated. Regular credit cards having magnetic stripes
and contact smart cards must come in contact with a reader.

[0005] Portable proximity consumer devices may wire-
lessly exchange data with a proximity device reader from a
distance, as long as the user is in wireless range of the
proximity device reader. Unfortunately, due to the wireless
nature of the portable proximity consumer devices, it is
possible that proximity device reader may be used for
surreptitious interrogation of the portable proximity con-
sumer device by intercepting the portable proximity elec-
tronic device’s communications. In addition, it is conceiv-
able that a proximity accepting device may be developed or
modified to enhance its power and sensitivity and thereby
increase its ability to interrogate with and intercept signals
from the portable proximity consumer devices from a
greater distance than specified in standards used for portable
proximity consumer devices.

[0006] Theft of sensitive information using wireless inter-
rogation or interception of communications from portable
proximity consumer devices is a major concern for consum-
ers and businesses alike. Unfortunately, given the sophisti-
cation of the wireless interrogation equipment and the nature
of wireless signals, it is easy for wireless interrogation to
occur at virtually any time and place. Once the victim of the
wireless interrogation discovers that they had sensitive
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information stolen, it is often too late to discover where the
theft took place. The victim must then deal with the conse-
quences and hassle of correcting the unauthorized access
and possible uses of the information.

[0007] In response to such risk, many payment service
providers have instigated safeguards for protecting pur-
chases from fraudulent attacks, for example, by employing
encryption technologies to encrypt the primary account
number and other data associated with account transactions.
Encryption generally involves encrypting transaction data
on one end of a transmission with a key, and then regener-
ating the original transaction data by decrypting the
encrypted data received with the same key on the other end
of the transmission. While encryption technologies have
proven to be highly effective in preventing information theft,
implementing or upgrading to the latest encryption technol-
ogy often requires upgrades by the end user’s of payment
processing systems. Due to the cost, time, and risk of
potential business interruption (e.g., loss of sales), many
merchants, for example, resist making necessary upgrades to
their procedures and systems to implement such safeguards.
Therefore, such safeguards have had limited success as they
are generally expensive to implement, can be overcome, and
have not been fully accepted by the credit card industry,
merchants, payment processors, etc.

[0008] Therefore, what is needed is a cost effective device
and method that integrates easily with exiting payment
processing systems and prevents an unauthorized user from
using data wirelessly interrogated or intercepted from a
portable proximity consumer devices.

BRIEF SUMMARY OF THE INVENTION

[0009] Embodiments of the present invention provide an
apparatus and method for conducting financial transactions
using secured account numbers from portable proximity
consumer devices.

[0010] Embodiments of the invention include the use of
“secured account numbers”. These may include “ghost”
account numbers. A ghost account number can be one that
is related to a person’s real account number.

[0011] In one embodiment, the present invention provides
a method including receiving an authorization request mes-
sage which includes a secured account number. The secured
account number is associated with a real account number. In
this embodiment, the authorization request message origi-
nates from a transaction that results from a wireless based
interaction between a portable proximity consumer devices
including a wireless communication module and a memory
pre-loaded with the secured account number and a proximity
reader device including a second wireless communication
module. The secured account number is wirelessly trans-
mitted from the portable proximity consumer device to the
proximity reader device. The secured account number may
then be transmitted to a server computer operated by an
acquirer, payment processing system, and/or issuer. After the
secured account number is received by the server computer,
the real account number is determined. Once the real
account number is determined, the issuer, for example, may
proceed with its usual transaction authorization methods and
processes. The issuer may then send an authorization
response message back to the proximity reader device to
inform the consumer that the transaction is or is not autho-
rized.
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[0012] In another embodiment, the present invention pro-
vides a portable proximity consumer device for performing
contactless transactions. The portable proximity consumer
device includes a first antenna, a first memory including a
secured account number coupled to the first antenna, and a
second memory wherein the second memory comprising a
real account number, wherein the real account number is
associated with the secured account number.

[0013] In another embodiment, the present invention pro-
vides a system for performing payment transactions. The
system includes a payment processing system capable of
converting a secured account number to a user’s real account
number. In response to the payment processing system
receiving a transaction authorization request comprising the
secured account number, the payment processing system
determines the user’s real account number associated with
the secured account number, and verifies that the transaction
authorization request was associated with a wireless pay-
ment transaction.

[0014] These and other embodiments of the invention are
described in further detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1 is a high-level block diagram illustrating
one embodiment of a transaction processing system in
accordance with embodiments of the invention;

[0016] FIG. 2 is a high-level block diagram illustrating
one embodiment of a data processing circuit for a portable
proximity consumer device in accordance with embodi-
ments of the invention;

[0017] FIG. 3 is a high-level flow diagram illustrating one
embodiment of a method of performing a secured account
number transaction process in accordance with embodi-
ments of the invention; and

[0018] FIG. 4 is a high-level flow diagram illustrating one
embodiment of a method of performing a transaction pro-
cess involving a wireless based transmission of a secured
account number from a portable proximity consumer device
to a proximity device reader in accordance with embodi-
ments of the invention.

DETAILED DESCRIPTION

[0019] Embodiments of the invention are directed to the
use of a secured account number preloaded onto a portable
proximity consumer device. Portable proximity consumer
devices may be any portable consumer device such as a
contactless smart debit/credit card, contact chip enabled
debit/credit card, a PDA, mobile phone, and the like, capable
of wireless transmission of a secured account number, in lieu
of a user’s primary account number (PAN) or a user’s real
account number. As described herein, the term “proximate”
may be used interchangeably with terms such as contactless
relating to transactions wirelessly communicated between
devices proximate to one another.

[0020] Secured account numbers may include “ghost”
account numbers. In one embodiment, a ghost account
number can be one that is related to a person’s real account
number. The secured account number may be considered an
account number capable of resembling a user’s real account
number (e.g., a real PAN). For example, if a user’s real
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account number contains nineteen digits, the secured
account number may also contain nineteen digits. It is
contemplated that the secured account number may be of
any length as long as it resembles a real account number,
such as a credit card number, debit card number, gift card
number, and the like. For example, the secured account
number may resemble a gift card number that is twenty one
digits in length, when the user’s real account number is
nineteen digits long. The secured account number may also
be a static number. The term “static” means that the secured
account number does not have to change between transac-
tions, but may change when the user changes accounts, the
user’s real account number expires, the portable proximity
consumer device is lost or stolen, etc. The secured account
number may also be described using terms such as bogus,
fake, decoy, substitute, and the like, which signify an alpha-
numeric sequence that is used in place of a user’s real
account number to perform transactions.

[0021] In embodiments of the invention, the secured
account number may be preloaded into a first memory in a
portable proximity consumer device, while the user’s real
account number is stored in a second memory in the portable
proximity consumer device. The first and second memories
may use different data storage technologies. For example,
the first memory may include a memory chip, and the second
memory may be in the form of a magnetic stripe.

[0022] The portable proximity consumer device can oper-
ate in a variety of wireless transmission modes such as a
contactless mode or an infrared mode, RF mode (i.e., Radio
Frequency), and the like, and optionally may be operated in
a contact mode such as through a hardwired communication
interface. The secured account number is used in wireless
transactions. The user’s regular account number is used and
transmitted when the portable proximity consumer device is
used in a contact mode, or when the consumer performs a
direct entry transaction (e.g., entering a real account number
onto a Web form to purchase goods on the Internet).

[0023] Put another way, the secured account number is not
used for contact transactions or direct entry transactions. For
example, in a non-wireless transaction, when the secured
account number is entered onto a Web form via an Internet
merchant portal, the transaction will not be unauthorized.
This is useful if someone (e.g., a thief) surreptitiously
intercepts the secured account number during a contactless
purchase transaction and obtains the secured account num-
ber. Because the secured account number is configured to
resemble a real account number, it will deceive the unau-
thorized user into believing that it is an operable account
number. However, if the unauthorized user enters the
secured account number onto a Web form to conduct a
transaction, the transaction is not authorized by the issuer,
unless, for example, the issuer is using the transaction as a
means to catch the unauthorized user. Furthermore, the
secured account number is configured such that unautho-
rized users may not retrieve the real account number for use
in fraudulent transactions, without access to a database
configured to keep the real account number secret from
unauthorized access. As will be explained in further detail
below, this is advantageous as it can make it easier to detect
an unauthorized transaction and discover potential fraud. In
addition, the secured account number does not provide
sufficient information to route the transaction to the appro-
priate issuer since the secured account does not provide a
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valid transaction path number (e.g., bank identification
number). Thus, the present invention creates multiple chal-
lenges to prevent the transaction that the thief tries to
conduct from being authorized.

[0024] The portable proximity consumer devices accord-
ing to embodiments of the invention can be used with
authorized wireless interrogation devices (e.g., authorized
proximity reader devices) that can also have wireless com-
munication and transmission modules (e.g., receiver, trans-
ceiver, etc.). Such authorized interrogation devices may be
present at point-of-sale (POS) terminals, ATM (automatic
teller machines), and the like. Such interrogation devices are
well known in the art. The portable proximity consumer
devices according to embodiments of the invention may
operate with any number of such authorized wireless inter-
rogation devices using a variety of operating standards. For
example, such a standard may be the Europay-Mastercard-
Visa (EMV) standard started by a working group created in
1993 by the world’s three main payment organizations:
EUROPAY (EPI), MASTERCARD (MCI) and VISA.

[0025] As noted above and below, an exemplary portable
proximity consumer device may include a memory such as
a memory chip and/or a microprocessor. Either may be
operationally coupled to the communication and/or trans-
mission modules in the portable proximity consumer device.
The memory could be in the form of a memory chip or could
be wired logic. The information in the memory may include
information such as a user’s bank account information,
secured account number, credit or debit account number
information, account balance information, consumer infor-
mation, etc.

[0026] In some embodiments, during a process for autho-
rizing an electronic payment transaction, the secured
account number is wirelessly transmitted from a portable
proximity consumer device to the proximity reader device
performing the transaction, such as for instance, a contact-
less smart card transaction terminal. The secured account
number is then transmitted from the contactless smart card
transaction terminal at a merchant, to the merchant’s
acquirer, to a payment processing system, and then to the
issuer. In one embodiment, one or more computational
apparatuses at any one of these entities may be used to
convert the secured account number into the user’s real
account number so that the issuer can respond to a submitted
authorization request message.

[0027] In embodiments of the invention, an authorization
request message for a transaction is created after a consumer
purchases a good or service at a POS terminal using a
portable proximity consumer device such as a credit or debit
card. The authorization request message may be sent from
the POS terminal located at a merchant to the merchant’s
acquirer, to a payment processing system, and then to an
issuer.

[0028] A “merchant” in embodiments of the invention can
have any suitable characteristics. A merchant may include
entities such as corporations, sole proprietorships, non-profit
organizations, or a specific group of such entities. Examples
of merchants include restaurants, theaters, gasoline and fuel
stores, grocery stores, clothing retailers, department stores,
etc. The merchant has one or more POS terminals that can
interact with the portable proximity consumer devices. Any
suitable POS terminal may be used including card readers as
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described herein. The card readers may include any suitable
contact or proximity mode of operation. For example, exem-
plary card readers can include RF (radio frequency) anten-
nas, magnetic stripe readers, etc. to interact with the portable
proximity consumer devices.

[0029] An “acquirer” is typically a business entity, e.g., a
commercial bank that has a business relationship with a
particular merchant. An “issuer” is typically a business
entity (e.g., a bank) that issues a portable proximity con-
sumer device such as a credit or debit card to a consumer.
Some entities such as American Express perform both issuer
and acquirer functions. Embodiments of the invention
encompass such single entity issuer-acquirers.

[0030] An “authorization request message” can include a
request for authorization to conduct an electronic payment
transaction or some other type of activity. It may include one
or more of an account holder’s payment account number,
currency code, sale amount, merchant transaction stamp,
acceptor city, acceptor state/country, POS transaction num-
ber, POS transaction type, etc. Optionally, an authorization
request message may be protected using a secure encryption
method-e.g., 128-bit SSL or equivalent-in order to prevent
data from being compromised. In other embodiments, an
“authorization request message” may include a request for
permission to enter a predetermined location (e.g., as used
for wireless access badges).

[0031] Typically, an electronic payment transaction is
authorized if the consumer conducting the transaction has
sufficient funds or credit to conduct the transaction. Con-
versely, if there are insufficient funds or credit in the
consumer’s account, or if the consumer’s portable proximity
consumer device is on a blacklist (e.g., it is indicated as
stolen), then an electronic payment transaction may not be
authorized (e.g., declined).

[0032] FIG. 1 is a high-level block diagram illustrating
one embodiment of a transaction processing system 100.
The transaction processing system 100 includes a merchant
112, an acquirer 116, a payment processing system 120, and
an account number issuer 130.

[0033] The transaction processing system 100 also
includes a proximity reader device 110 capable of wirelessly
receiving secured account numbers, and an optional contact
reader 114, capable of receiving real account numbers from
a portable proximity consumer device 102 such as a credit
or debit smart card. The proximity reader device 110 and/or
the contact reader 114 can be located at the merchant 112, or
may be simply operated by the merchant 112.

[0034] The portable proximity consumer device 102
according to embodiments of the invention may be in any
suitable form. For example, the portable proximity con-
sumer device 102 can be hand-held and compact so that it
can fit into a consumer’s wallet and/or pocket (e.g., pocket-
sized). For example, the portable proximity consumer device
102 may include smart cards, ordinary credit or debit cards
(with a magnetic stripe and without a microprocessor), a
keychain device, key Fob, etc. Other examples of contact-
less portable proximity consumer devices 102 include cel-
Iular phones, personal digital assistants (PDAs), pagers,
payment cards, security cards, access cards, smart media,
transponders, and the like. Such portable proximity con-
sumer devices 102 can have one or more antennas 106
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coupled to wireless transmission devices that can transmit
and/or receive signals and data through a wireless commu-
nication medium.

[0035] The payment processing system 120 may include
data processing subsystems, networks, and operations used
to support and deliver authorization services, exception file
services, and clearing and settlement services. An exemplary
payment processing system 120 may include VisaNet™.
Payment processing systems such as VisaNet™ are able to
process credit card transactions, debit card transactions, and
other types of commercial transactions. VisaNet™, in par-
ticular, includes a single message system (SMS) that auto-
matically authorizes and provides enough information to
automatically clear and settle a financial transaction, and/or
a VIP system (Visa Integrated Payments system) which
processes authorization requests and a Base 11 system, which
performs clearing and settlement services.

[0036] The payment processing system 120 may include a
server computer. A server computer is typically a powerful
computer or cluster of computers. For example, the server
computer can be a large mainframe, a minicomputer cluster,
or a group of servers functioning as a unit. In one example,
the server computer may be a database server coupled to a
web server. The payment processing system 120 may use
any suitable wired or wireless network, including the Inter-
net.

[0037] In one embodiment, the proximity reader device
110 is capable of wirelessly receiving a secured account
number from a portable proximity consumer device 102. For
example, as illustrated in FIG. 1, the secured account
number “2468 0246 8024 1214” may be wirelessly trans-
mitted from an antenna 106 of the portable proximity
consumer device 102 to an antenna 109 coupled to a wireless
transceiver of the proximity reader device 110 during a
financial transaction by a consumer (e.g. user of a portable
proximity consumer device). As described above, the con-
tact reader 114 is capable of receiving a user’s real account
number from the portable proximity consumer device 102.
For example, for a credit/debit smart card, the contact reader
114 is capable of retrieving information from a magnetic
stripe, or by hand (e.g., by an operator of the contact reader
114). Hlustratively, the contact reader 114 is capable of
reading the user’s real account number “1234 5678 9012
1214” from the magnetic stripe 108, and/or an operator may
enter the user’s real account number “1234 5678 9012 1214”
into the contact reader 114 by hand.

[0038] The secured account number may be derived from
the user’s real account number using any suitable algorithm.
For example, one exemplary algorithm multiplies the first
twelve numbers of the user’s real card number by two and
then takes the last digit of the new number, e.g., 1234 5678
9012 1214, to convert the user’s real account number to a
secured account number, e.g. 2468 0246 8024 1214. In this
example, the algorithm may leave a single digit in each digit
location. As illustrated above, when the number five is
multiplied by two, the algorithm drops the resultant one of
the “10” to leave the zero. Of course, other algorithms may
be used. Any such algorithms preferably leave the last four
digits of the real account number unaltered. Typical credit
card receipts mask the first series of numbers of a user’s
account number, but exposes the last four digits. By not
altering the last four digits, the consumer does not know
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whether a secured account number or the real account
number is used in a particular transaction. This is advanta-
geous, as it avoids confusion on the part of the consumer and
may deter fraudulent activities related to the retrieval of
receipts.

[0039] The resultant secured account number may be
stored in a database along with the real account number in
a lookup table with other corresponding secured and real
account numbers. The database may be accessible to the
acquirer 116, payment processing system 120, and/or the
issuer 130. The database is preferably accessible to at least
one of the payment processing system 120 and/or the issuer
130, since the issuer 130 authorizes or does not authorize the
user’s transaction.

[0040] The secured account numbers may be preloaded
into the user’s portable proximity consumer device 102. The
one or more algorithms may be used at any time, e.g., prior
to manufacturing, during the manufacturing, or during pro-
cessing of the consumer portable proximity device 102, to
generate the secured account numbers. For example, the
algorithm may be used when generating real account num-
bers, during production of the portable proximity consumer
device 102, during account number activation, or when
preparing to preload the secured account numbers into the
portable proximity consumer devices 102, etc.

[0041] Tt is desirable to “preload” the secured account
number into a memory in the portable proximity consumer
device 102. As noted above, encryption techniques are
known. However, such encryption techniques require the
use of lengthy computer programs that need to be stored on
the portable proximity consumer device. Such lengthy com-
puter programs occupy valuable space in the memory of the
portable proximity consumer device 102. By using a pre-
loaded secured account number that resembles a real
account number, a relatively small amount of space is used
in the memory of the portable proximity consumer device
102. Additionally, the software and the hardware associated
with the proximity reader device 110 and/or the contact card
reader 114 need not be altered since the secured account
number has the same form as the real account number.

[0042] In one operational embodiment, during a consumer
purchase transaction, an authorization request message
including a secured account number is wirelessly transmit-
ted from the portable proximity consumer device 102 to the
proximity reader device 110. For example, a consumer can
purchase an article of clothing with a contactless smart card.
The authorization request message including the secured
account number and a POS transaction type identifier
(indicative that the transaction was a wireless type of
proximity transaction,) is received by the merchant 112 and
is transmitted to the acquirer 116. The acquirer 116 then
transmits, among other information, the authorization
request message including the secured account number, POS
transaction type identifier to the payment processing system
120 for processing thereof.

[0043] Inone embodiment, the POS transaction type iden-
tifier may be an alphanumeric indicator, symbol, and the
like. It may indicate that transaction that was conducted was
a proximity financial transaction, and was not a contact-type
transaction. For example, the POS transaction type identifier
may be a conventional number used in the credit card
industry such as “POS entry code 917, or could be a
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modified version of a standard indicator such as a modified
international standards organization (ISO) indicator. After a
server computer at the payment processing system 120
receives the authorization request message, the payment
processing system 120 identifies the transmitted account
number as a secured account number and uses the POS
transaction type identifier to identify the transaction as a
wireless transaction. If the secured account number is valid
and if the transaction is identified as a wireless transaction,
then the payment processing system 120 converts the
secured account number to the user’s real account number.
The real account number is then transmitted to the issuer 130
for payment authorization.

[0044] The real account number includes the real account
number’s BIN (bank identification number) so the transac-
tion processing system 120 knows which particular issuer is
supposed to receive the authorization request message. Gen-
erally, a BIN corresponds to the first six digits of the user’s
real account number (e.g., a credit or debit account number).
These first six digits identify which network the portable
proximity consumer device 102 is associated with as well as
which issuer 130 issued the portable proximity consumer
device 102. If the transaction is authorized by the issuer 130,
the payment processing system 120 transmits an authoriza-
tion response message along with the secured account
number (or real account number) back to the acquirer 116.
The acquirer 116 sends the authorization response message
to the merchant 112. A printer (not shown) at the merchant
112 may then print a receipt showing only the last four digits
of the secured account number, e.g., *¥#¥&#kLXEL1 D14 Ag
noted above, since the last four digits are the same for both
the secured account number and the user’s real account
number, the user is unaware of any account number differ-
ences between the secured account number and the user’s
real account number. While four digits are illustrated, one
skilled in the art will recognize that any alphanumeric
indicator, symbol, or indicia, common to both the secured
account number and the user’s real account number may be
used within the scope of the present invention. For example,
in some embodiments, the secured account number and the
real account number may have two or more common num-
bers.

[0045] Two software engines are illustrated in FIG. 1.
They include a secured account engine 122 and an optional
fraud detection engine 124. Various other software engines
may also be included in the system to perform the methods
according to embodiments of the invention. Although the
two software engines 122, 124 are shown as being directly
accessible to the payment processing system 120, they may
also or alternatively be directly accessible to the proximity
reader device 110, the merchant 112, the acquirer 116, and
the issuer 130. The secured account engine 122 is preferably
directly accessible or within the payment processing system
120. If the secured account number is converted at the
payment processing system 120, the payment processing
system 120 will be able to route the authorization request
message to the appropriate issuer 130. In addition, if the
software for converting the secured account number into the
real account number is at the payment processing system
120, expensive equipment upgrades need not occur at the
acquirer 116 or merchant 112.

[0046] When a secured account number is received by the
secured account engine 122, the secured account engine 122
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converts the secured account number to the user’s real
account number. In one embodiment, the secured account
engine 122 compares the secured account number to a
plurality of secured account numbers to find the user’s real
account number (e.g., in a lookup table). Alternatively, one
or more algorithms may be operated to convert the secured
account number to the user’s real account number. A suitable
algorithm may be the reverse program of the algorithm used
to convert the real account number to the secured account
number (as described above).

[0047] If the payment processing system 120 receives an
authorization request message including a secured account
number that does not have the transaction type identifier
(e.g., POS 91), or other indicator, indicating a proximity
transaction, then the optional fraud detection engine 124
may be capable of one or more proactive and non-proactive
responses. For example, one non-proactive response is sim-
ply to deny the transaction. An authorization response mes-
sage may be sent from the issuer 130 to the merchant 112
that indicates that the transaction is not authorized. One
example of a proactive response is to alert legal authorities
that a fraudulent activity is taking place. In one embodiment,
when the secured account number is received by the pay-
ment processing system 120 without the POS proximity
transaction indicator, then the issuer 130 is notified. The
issuer 130 checks the user’s real account for unusual activity
(e.g., large purchases when a consumer usually does not
make large purchases). If unusual activity is detected, then
the payment processing system 120 and/or the issuer 130
may suspend the secured account number until verification
is made that the secured account number was not stolen. In
this case, the use of the secured account number and/or the
real account number can be temporarily suspended pending
an investigation. If it is determined that the user’s secured
account number was obtained and used by an unauthorized
person, then the payment processing system 120 may reissue
a new portable proximity consumer device to the real user.
For example, similar to conventional procedures for lost or
stolen account numbers, part of the verification process may
be for the payment processing system 120 to issue an alert
to the merchant 112 to keep the portable proximity consumer
device 102, or to have the user contact the issuer 130 to
verify the unauthorized transaction.

[0048] FIG. 2 is a high-level block diagram illustrating
one embodiment of a data processing circuit 104 for use with
a portable proximity consumer device 102. The data pro-
cessing circuit 104 may be virtually any type of integrated
circuit and/or data processing system such as a micropro-
cessor, field programmable gate array (FPGA), application
specific integrated circuit (ASIC), and the like, that may be
configured to perform embodiments of the present invention
to advantage. In one embodiment, data processing circuit
104 includes a Central Processing Unit (CPU) 202, a wire-
less communication module or transceiver circuit 206, and
a first memory 210, and an optional second memory 220 in
communication therewith via a bus 208. CPU 202 may be
under the control of an operating system that may be
disposed in first memory 210. Virtually any operating sys-
tem or portion thereof supporting the configuration functions
disclosed herein may be used. In one embodiment, CPU 202
may be hardwired logic circuitry, and the like, adapted to
operate data processing circuit 104.
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[0049] The wireless communication module 206 may be
designed to receive wireless interrogation signals and trans-
mit communication signals to the proximity reader device
110 via the wireless transmission module 106. Any number
of wireless communication devices well known in the art
may be used to accomplish the reception and transmission of
data between the proximity reader device 110 and the
portable proximity consumer device 102. For example, the
wireless communication module 206 may be formed from a
wireless receiver in combination with a wireless transmitter.
The wireless communication module 206 may use any
viable communication link such as ISO 14443, Bluetooth,
802.11x, cellular network, RF, and the like. In other words,
virtually any wireless transceiver system that is sized
accordingly and capable of communicating with contactless
reader 110 may be used.

[0050] The first memory 210 can be a non-volatile or
volatile memory such as a random access memory that has
sufficient space to hold the necessary programming and data
structures of the invention. While first memory 210 is shown
as a single entity, it should be understood that first memory
210 may in fact comprise a plurality of modules, and that
first memory 210 may exist at multiple levels, from high
speed registers and caches to lower speed but larger direct
random access memory (DRAM) chips. In one embodiment,
first memory 210 may include a secured account program
212 and secured account number storage 214. The secured
account program 212 may use any one of a number of
different programming languages. For example, the program
code can be written in PLC code (e.g., ladder logic), a
higher-level language such as C, C++, Java, or a number of
other languages. While secured account program 212 may
be a standalone program, it is contemplated that secured
account program 212 may be combined with other pro-
grams.

[0051] The secured account program 212 when executed
on CPU 202, provides a secured account number to the
proximity reader device 110 from the secured account
number storage 214. In one embodiment, the secured
account program 212 is configured to retrieve a secured
account number from the secured account storage 214. The
secured account program 212 instructs the CPU 202 to
wirelessly transmit the secured account number, among
other data such as available credit, user data, and the like, to
the proximity reader device 110 via the wireless communi-
cation module 206.

[0052] In one embodiment, data processing circuit 104
may optionally include a second memory 220. The second
memory 220 is capable of storing the user’s real account
number in a real account number storage 222. Preferably, in
the case were data processing circuit 104 stores both the
secured account number and the user’s real account number,
the user’s real account number is accessible only via a
physical contact connection. For example, the user’s real
account number may be accessed via an electrical connec-
tion with data processing circuit 104. In an alternate embodi-
ment, similar to conventional credit/debit cards the user’s
real account number may be encoded onto the magnetic
stripe 108. In this configuration, the user’s real account
number is accessible using conventional contact readers 114
capable of reading magnetic stripes.

[0053] 1In preferred embodiments, the first and second
memories use different data storage technologies. For
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example, the first and second memories may be selected
from optical, magnetic, or electronic storage media, and may
be different. For example, the first memory may be use an
electronic storage medium (e.g., a memory chip), while the
second memory may use a magnetic storage medium (e.g.,
a magnetic stripe 108).

[0054] FIG. 3 is a high-level flow diagram illustrating one
embodiment of a method 300 of performing a secured
account number transaction process. The method 300 may
be entered into at step 301 when, for example, a proximity
reader device 110 wirelessly interrogates a portable prox-
imity consumer device 102. At step 302, a user initiates the
creation of an authorization request message to, for example,
purchase goods or services from a merchant 112 (e.g., the
user is attempting to purchase a piece of clothing using the
portable proximity consumer device 102), by passing the
portable proximity consumer device 102 close to the prox-
imity reader device 110. The proximity reader device 110
wirelessly interrogates the portable proximity consumer
device 102. At step 304, the portable proximity consumer
device 102 responds to valid interrogation protocols (e.g.,
fetch account number instructions, fetch user ID instruc-
tions, etc.) by wirelessly transmitting information to the
proximity reader device 110. The information may include a
secured account number along with other data, such as an
expiration date of the user’s account. The proximity reader
device 110 then creates an authorization request message
including the secured account number, merchant 1D, POS
transaction type identifier, and the purchase amount, and it
is transmitted from the merchant 112 to the acquirer 116 at
step 304. For example, the merchant 112 may transmit the
secured account number, the merchant ID, the POS trans-
action type, the user’s identification, the expiration date, and
the like to the acquirer 116. At step 306, the acquirer 116
transmits the information received from the acquirer 116 to
the payment processing system 120.

[0055] At step 308, the secured account number is con-
verted to the user’s real account number. For example, as
described above, when a secured account number is received
by the payment processing system 120, a secured account
engine 122 converts the secured account number to the
user’s real account number. In one embodiment, the secured
account engine 122 may search a database of secured
account numbers to find the user’s real account number.
Alternatively, a conversion algorithm may be used to con-
vert the secured account number to the user’s real account
number.

[0056] Ifthe real account number is not found, at step 309,
the method 300 proceeds to step 316 and, for example,
issues a transaction invalid protocol to the payment process-
ing system 120. For example, if the real account number is
not found, the payment processing system 120 may alert the
issuer 130, the acquirer 116, and/or the merchant 112 that the
transaction is not authorized. Conceivably, after attempting
to use the contactless authorization, the user, being unaware
of the secured account number, may reattempt the transac-
tion using the user’s real account number via entry by an
operator or by using a contact reader 114.

[0057] At step 310, if the secured account number is valid,
the authorization request message including the user’s real
account number, the merchant ID, the POS transaction type,
and the purchase amount along with other transaction data to
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the issuer 130. For example, the payment processing system
120 may transmit the user’s real account number, the
secured account number, and the POS transaction type,
along with other transaction data to the issuer 130. At step
312 if the transaction is not authorized, e.g. the user does not
have sufficient credit for the purchase, the method 300
proceeds to step 316. However, if the transaction is autho-
rized, e.g., the issuer 130 has authorized the transaction, the
method 300 proceeds to step 313. Then at step 313, an
authorization response message is sent to the merchant 112
informing the merchant 112 and the user whether or not the
transaction is authorized. At step 314, the transaction is
cleared and settled using conventional procedures. For
example, at the end of the day, a normal clearing and
settlement process can take place at step 314. At step 318 the
method 300 ends.

[0058] FIG. 4 is a high-level flow diagram illustrating one
embodiment of a method 400 of performing a financial
transaction involving a secured account number. The
method 400 may be entered into at step 401 when, for
example, when a merchant 112 transmits a purchase autho-
rization request to a payment processing system 120. At step
402, a secured account number is received. For example, a
payment processing system 120 receives a secured account
number and POS transaction type from an acquirer 116. At
step 404, the method 400 determines if the secured account
number was received from a portable proximity consumer
device 102 wirelessly communicating with a proximity
reader device 110. In one embodiment, the method 400 uses
a POS transaction type identifier to determine if the secured
account number was received either using a proximity
transaction, or was received via another means, such as an
Internet merchant portal, or by hand entry into terminal of a
proximity reader device 110 or a contact reader 114, and the
like. If the secured account number was not received via a
proximity reader device 110, then the method 400 proceeds
to step 406 and initiates a fraud protocol. For example, the
fraud protocol may be used for tracking the transaction by
authorities, instructing the payment processing system 120
to deny the transaction, and/or sending a status report to the
issuer indicative of the fact that the secured account number
has been acquired by unauthorized users. If at step 404 the
method 400 determines that the secured account number and
the POS transaction type are correct, the method 400 pro-
ceeds to step 408. The method 400 converts the secured
account number to the user’s real account number at step
408. For example, the payment processing system 120 may
perform algorithms to convert the secured account number
to the user’s real account number some of which are
described herein. At step 410 the user’s real account number
and other verification data such as expiration date and
customer identification are transmitted to an issuer 130 for
authorization. Optionally, at step 410 the secured account
number is also transmitted to the issuer 130. The method 400
ends at step 414.

[0059] The method shown in FIG. 4 may be combined
with any of the steps in the method shown in FIG. 3. The
method may also be conducted by the secured account
engine 122, the payment processing system 120, or any
other suitable entity.

[0060] Any of the above described steps may be embodied
as computer code on a computer readable medium. The
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computer readable medium may reside on one or more
computational apparatuses and may use any suitable data
storage technology.

[0061] The present invention can be implemented in the
form of control logic in software or hardware or a combi-
nation of both. The control logic may be stored in an
information storage medium as a plurality of instructions
adapted to direct an information processing device to per-
form a set of steps disclosed in embodiment of the present
invention. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will appreciate
other ways and/or methods to implement the present inven-
tion.

[0062] The above description is illustrative but not restric-
tive. Many variations of the invention will become apparent
to those skilled in the art upon review of the disclosure. The
scope of the invention should, therefore, be determined not
with reference to the above description, but instead should
be determined with reference to the pending claims along
with their full scope or equivalents.

[0063] A recitation of “a”, “an” or “the” is intended to
mean “one or more” unless specifically indicated to the
contrary.

[0064] All patents, patent applications, publications, and
descriptions mentioned above are herein incorporated by
reference in their entirety for all purposes. None is admitted
to be prior art.

What is claimed is:
1. A method comprising:

receiving an authorization request message, wherein the
authorization request message includes a secured
account number, wherein the authorization request
message originated from a wireless interaction between
a portable proximity consumer device including a real
account number, a wireless transmission module, and a
memory pre-loaded with the secured account number,
and a proximity reader device comprising a second
wireless transmission module, wherein the secured
account number is associated with the real account
number, and wherein the secured account number was
wirelessly transmitted from the first wireless transmis-
sion module in the portable proximity consumer device
to the second wireless transmission module in the
proximity reader device; and

determining the real account number using the secured
account number after receiving the authorization
request message including the secured account number.

2. The method of claim 1 wherein the secured account
number is only wirelessly transmitted to the proximity
reader device when there is a wireless financial transaction
and wherein the real account number is used for non-
wireless financial transactions.

3. The method of claim 1, further comprising sending an
authorization response message after the real account num-
ber is determined using the secured account number.

4. The method of claim 1, wherein the real account
number is a user’s credit card account number, bank account
number, or debit card account number.

5. The method of claim 1, wherein the authorization
request message comprises a wireless transaction type iden-
tifier.
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6. The method of claim 1, further wherein the authoriza-
tion request message was previously encrypted.

7. The method of claim 1, wherein the portable proximity
consumer device is in the form of a card, and wherein the
card has a magnetic stripe comprising the real account
number.

8. A computer readable medium comprising code for
performing the method of claim 1.

9. A server computer adapted to perform the method of
claim 1.

10. The method of claim 1, further comprising pre-
loading the secured account number into the memory and
pre-loading the real account number into a magnetic storage
medium in the portable proximity consumer device.

11. A portable proximity consumer device for performing
contactless transactions, the portable proximity consumer
device comprising:

a wireless transmission module;

a first memory comprising a secured account number
coupled to the first wireless transmission module; and

a second memory wherein the second memory comprising
a real account number, wherein the real account num-
ber is associated with the secured account number.

12. The portable proximity consumer device of claim 11,
wherein the first and second memories use different data
storage technologies.

13. The portable proximity consumer device of claim 11,
wherein the first memory comprises a memory chip and
wherein the second memory comprises a magnetic stripe,
and wherein the portable proximity consumer device is in
the form of a card.

14. The portable proximity consumer device of claim 11,
wherein the portable proximity consumer device is a finan-
cial transaction card.

15. The portable proximity consumer device of claim 11,
wherein the contactless transaction comprises a contactless
financial transaction.

16. A system for performing payment transactions, the
system comprising:

a payment processing system capable of converting a
secured account number to a user’s real account num-
ber, wherein in response to the payment processing
system receiving a transaction authorization request
comprising the secured account number, the payment
processing system determines the user’s real account
number associated with the secured account number,
and verifies that the transaction authorization request
was associated with a proximity type of wireless trans-
action.

17. The system of claim 16, wherein the wireless trans-

action comprises a proximity type of financial transaction.

18. The system of claim 16, wherein the wireless trans-
action is wirelessly received from a portable proximity
consumer device comprising the secured account number
and the user’s real account number.

19. The system of claim 16, wherein the payment pro-
cessing system comprises code to convert the secured
account number to the user’s real account number.

20. The system of claim 16, wherein the transaction
authorization request comprises a transaction indicator
indicative of whether the transaction authorization request
was received via the proximity type of wireless transaction.
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21. The system of claim 16, wherein the payment pro-
cessing system comprises code to issue an alert if the
secured account number was not received through a prox-
imity type of wireless transaction with a portable proximity
consumer device comprising the secured account number.

22. A method of conducting wireless financial transac-
tions, the method comprising:

receiving an authorization request message that includes
a secured account number and a transaction identifier,
wherein the authorization request message originated
from a portable consumer device comprising the
secured account number and a real account number;
and

determining the real account number using the secured
account number when the transaction identifier is
indicative that the secured account number originated
from a wireless transaction with the portable consumer
device.
23. The method of claim 22, wherein the real account
number is usable for non-wireless financial transactions.
24. The method of claim 22, further comprising generat-
ing an alert when the transaction identifier is indicative that
the secured account number originated from a non-wireless
transaction.
25. The method of claim 22, further comprising:

generating an alphanumeric output that includes a prede-
termined sequence of alphanumeric characters desig-
nated to be common to both the secured account
number and the real account number; and

masking or eliminating other alphanumeric characters of
the alphanumeric output not designated the predeter-
mined sequence.
26. The method of claim 22, wherein receiving an autho-
rization request message comprises;

transmitting the authorization request message to an
acquirer;

transmitting the authorization request message from the
acquirer to a payment processing system;

verifying with the payment processing system that the
secured account number is associated with a wireless
transaction;

when verified that the secured account number is associ-
ated with the wireless transaction, sending the autho-
rization request message along with the real account
number to an issuer for authorization; and

when the financial transaction is authorized, transmitting
an authorization message from the issuer to the pay-
ment processing system, acquirer, and merchant.

27. The method of claim 22, wherein determining the real
account number comprises querying a database of secured
account numbers, wherein each of the secured account
numbers is associated with a respective real account number.

28. The method of claim 22, wherein determining the real
account number comprises processing the secured account
number with an algorithm configured to convert the secured
account number to the real account number.
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