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Methods are described for performing a timely authorization
of digital credential data delivered from a mobile device that
is without access to a local persistently stored permanent
cryptographic key; through an interrogation with a point-of-
sale that behaves according to the direction of a card specifi-
cation; wherein the card specification expects the mobile
device to create a cryptogram that is calculated, at least in
part, using the permanent cryptographic key and, at least in
part, from unpredictable data delivered from the point-of-sale
to the mobile device during the interrogation.
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SYSTEMS AND METHODS FOR
AUTHORIZING A TRANSACTION WITH AN
UNEXPECTED CRYPTOGRAM

CROSS REFERENCES TO RELATED
APPLICATIONS

[0001] This application claims priority from and is related
to U.S. Provisional Patent Application Ser. No. 61/575,846
filed Aug. 30, 2011, entitled: “Remote Hosted Secure Ele-
ment Repository.” This application claims priority from and
is related to U.S. Provisional Patent Application Ser. No.
61/573,476 filed Sep. 6, 2011, entitled: “Remote Hosted
Secure Element Repository.” This application claims priority
from and is related to U.S. Provisional Patent Application Ser.
No. 61/685,863 filed Mar. 26, 2012, entitled: “Remote Hosted
Secure Element Repository.” This application claims a prior-
ity date of Aug. 30, 2011 which is the filing date of U.S.
Provisional Patent Application Ser. No. 61/575,846. Provi-
sional Patent Application Ser. Nos. 61/575,846 and 61/573,
476 and 61/685,863 are incorporated by reference in their
entirety herein.

FIELD

[0002] This disclosure relates to the field of payment and
authorization methods. More particularly this disclosure
relates to using a mobile computing device in combination
with a remotely hosted Secure Element representation to
make payments, authorizations or exchange information with
other devices.

BACKGROUND

[0003] In some payment technologies such as smartcard
payment, a microchip referred to as a “Secure Element” (SE)
is embedded into a payment card, a payment fob (medallion),
a cell phone, or other mobile devices that may be used for
making payments. For the purpose of simplifying language in
this document, a device that houses the SE will be referred to
as a “card” or “card device”. It is important to note that the
“card” or “card device” may not physically resemble the
shape or size of a typical payment card and may come in
various form factors such as embedded into a mobile phone or
embedded into a removable storage or removable device.
Also, it is important to note that the SE may be an emulated
software based SE and not strictly hardware based. For
example, virtually any electronic device with a digital
memory and processor or controller may be adapted to emu-
late and pretend to be an SE.

[0004] Inorderto extract information from the SE, an inter-
rogator, also referred to in this document as a “reader,” is
required to interact electrically with the SE. The reader typi-
cally follows standards set forth by the International Organi-
zation for Standardization (ISO) and the International Elec-
trotechnical Commission (IEC) and by application providers
(such as VISA and MASTERCARD).

[0005] Secure element systems typically require that the
user have physical possession of a card that matches the
authorization capabilities of a merchant’s system where a
purchase is made. In many instances this is inconvenient.
Therefore more flexible and convenient systems and methods
for authorizing financial transactions are needed.
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SUMMARY

[0006] Providedherein, in one embodiment, is a method for
acquiring digital credential data by a point-of-sale terminal
from a mobile device for authorization of a financial transac-
tion. This embodiment includes a step of using a remote
permanent cryptographic key to calculate an expected cryp-
togram that is expected to include at least a portion of the
digital credential data. In this embodiment the remote perma-
nent cryptographic key is persistently stored at a remote
source that is remote from the mobile device and the mobile
device does not store or access a duplicate local permanent
cryptographic key persistently stored locally to the mobile
device. This embodiment also includes a step of performing
an interrogation between the point-of-sale terminal and the
mobile device. This performing an interrogation step includes
sending through a communication channel at least one POS
command communication from the point-of-sale terminal to
the mobile device requesting the digital credential data. This
performing an interrogation step also includes sending
through the communication channel at least one device
response communication from the mobile device to the point-
of-sale terminal including the expected cryptogram as the at
least a portion of the digital credential data, such that the
financial transaction is authorized.

[0007] A further embodiment provides another method for
acquiring digital credential data by a point-of-sale terminal
from a mobile device for authorization of a financial transac-
tion. This embodiment includes a step of performing an inter-
rogation between the point-of-sale terminal and the mobile
device. This performing an interrogation step includes send-
ing through a communication channel at least one POS com-
mand communication from the point-of-sale terminal to the
mobile device, the at least one POS command communica-
tion that includes (a) a request for the digital credential data
that is expected to include an expected cryptogram that is
expected to be calculated, at least in part, from unpredictable
data, and, at least in part, from a permanent cryptographic key
and (b) the unpredictable data. This performing an interroga-
tion step further includes sending through the communication
channel at least one device response communication from the
mobile device to the point-of-sale terminal, with the at least
one device response communication including at least a por-
tion of the digital credential data that includes an unexpected
cryptogram, substituted in place of the expected cryptogram,
such that the financial transaction is authorized.

[0008] A further embodiment provides a method for
acquiring digital credential data by a point-of-sale terminal
from a secure mobile device for authorization of a financial
transaction. This embodiment includes a step of performing
an interrogation between the point-of-sale terminal and the
secure mobile device. In this embodiment the performing an
interrogation step includes sending through a communication
channel at least one POS command communication from the
point-of-sale terminal to the secure mobile device, the at least
one POS command communication comprising (a) a request
for the digital credential data that is expected to comprise an
expected cryptogram that is expected to be calculated, at least
in part, from unpredictable data, and, at least in part, from a
permanent cryptographic key and (b) the unpredictable data.
In this embodiment the performing an interrogation step also
includes sending through the communication channel at least
one device response communication from the secure mobile
device to the point-of-sale terminal, where the at least one
device response communication includes at least a portion of
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the digital credential data that includes the expected crypto-
gram. Then, in a step that follows the step of performing an
interrogation, a secure mobile device transmitting step is
provided, which includes sending over a second communica-
tion channel the unpredictable data from the secure mobile
device to a remote application system. Further in this embodi-
ment, in a step that follows the step of performing an inter-
rogation, a point-of-sale terminal transmitting step is pro-
vided, which includes sending over a third communication
channel an authorization request from the point of sale termi-
nal to the remote application system, where the authorization
request includes the expected cryptogram and the unpredict-
able data. Further, in a step that follows the secure mobile
device transmitting step and the point-of-sale terminal trans-
mitting step, a corroborative authorizing step is provided. The
corroborative authorizing step includes verifying a correct-
ness of the expected cryptogram by the application system
and verifying a correctness of the unpredictable data by the
application system by comparing the unpredictable data sent
over the second communication channel with the unpredict-
able data sent over the third communication channel. The
corroborative authorizing step further includes sending
through the third communication channel an authorization
response from the remote application system to the point-of-
sale terminal wherein data contained in the authorization
response is determined, at least in part, by the verifying of the
correctness of the unpredictable data and at least in part by the
verifying of the correctness of the expected cryptogram, such
that the financial transaction is authorized.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Various advantages are apparent by reference to the
detailed description in conjunction with the figures, wherein
elements are not to scale so as to more clearly show the
details, wherein like reference numbers indicate like elements
throughout the several views, and wherein:

[0010] FIG.1illustrates an embodiment of a command and
response APDU (Application Protocol Data Unit) flow
between a reader and an SE;

[0011] FIG. 2 illustrates an embodiment of a command and
response APDU flow between a reader and an SE with spe-
cific details about the MASTERCARD PayPass application
that may be installed on the SE;

[0012] FIG. 3 illustrates certain raw data related to an
embodiment of a transaction between a reader and an SE;
[0013] FIG. 4 illustrates an embodiment of a format for
which a reader may be required to deliver the results of a
previous interrogation;

[0014] FIG. 5 illustrates an embodiment of a diagram of a
mobile device that contains NFC capabilities;

[0015] FIG. 6 illustrates an embodiment of a diagram for
how a mobile device that contains NFC capabilities and how
that device may be used with an RFID POS reader;

[0016] FIG. 7 illustrates an embodiment of an interaction
flow between a typical RFID POS reader and a mobile device
with NFC or a contactless card;

[0017] FIG. 8 illustrates an embodiment of a repository that
uses hardware representations of secure elements;

[0018] FIG. 9 illustrates an embodiment of a somewhat
schematic representation of a repository that uses virtual
hardware representations of secure elements;

[0019] FIG. 10 illustrates an embodiment of a repository
that uses hardware representations of secure elements;
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[0020] FIG. 11 illustrates an embodiment of a diagram of'a
mobile device that contains NFC capabilities and how that
device may allow access to secure elements.

[0021] FIG. 12 illustrates an embodiment of a diagram of
an addressable array of remote hosted SEs;

[0022] FIG. 13 illustrates an embodiment of a User ID SE
address lookup table;

[0023] FIG. 14 illustrates an embodiment of an authoriza-
tion flow for using a remote hosted SE;

[0024] FIG. 15 illustrates an embodiment of a data flow
diagram including authorization between a mobile device and
a remote hosted SE;

[0025] FIG. 16 illustrates an embodiment of an example of
caching being used during a MASTERCARD PayPass trans-
action between a RFID POS and a remote SE;

[0026] FIG. 17 illustrates an embodiment of an example of
100% transaction caching being used during a VISA Pay-
Wave transaction;

[0027] FIG. 18 illustrates an embodiment of an example of
using a remote authorization server to deliver static T1/T2
data without the use of a Remote SE to a mobile handset;
[0028] FIG. 19 illustrates an embodiment of how a system
may be created to simulate a remote hosted bank of SEs;
[0029] FIG. 20 illustrates an embodiment of communica-
tions and communication channels between a point-of-sale
terminal, an electronic communication device, and a reposi-
tory;

[0030] FIG. 21 illustrates an example of an application
system that uses a hardware security module;

[0031] FIG. 22 illustrates an embodiment of data elements
from a sequence of transactions prior to the processing of the
transactions;

[0032] FIG. 23 illustrates an embodiment of a mobile
device acquiring transactional data to store in a mobile device
cache;

[0033] FIG. 24 illustrates an embodiment of an interroga-
tion between a point-of-sale and a mobile device;

[0034] FIG. 25 illustrates an embodiment of transactional
data flow from a mobile device and point-of-sale to an appli-
cation system after an interrogation;

[0035] FIG. 26 illustrates an embodiment of data elements
from a transaction during or after the processing of a trans-
action;

[0036] FIG. 27 illustrates an embodiment of a verifying
transactional data;

[0037] FIG. 28 illustrates an embodiment of an entire
authorization data flow between a mobile device and point-
of-sale;

[0038] FIG. 29 illustrates an embodiment of data elements
that may be used to form a digital credential; and

[0039] FIG. 30 illustrates an embodiment of a request on a
mobile device for card-holder validation of a transaction.

DETAILED DESCRIPTION

[0040] Inthe following detailed description of the preferred
and other embodiments, reference is made to the accompa-
nying drawings, which form a part hereof, and within which
are shown by way of illustration the practice of specific
embodiments of systems and methods for acquiring digital
credential data and for securing authorization for a financial
transaction. It is to be understood that other embodiments
may be utilized, and that structural changes may be made and
processes may vary in other embodiments.
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[0041] Prior to card issuance, an SE is typically injected
with personalization or “credential” data that is generated
from a “Hardware Security Module” (HSM). The HSM
securely contains the cryptographic keys and algorithms that
relate to a particular banking application and more specifi-
cally may contain a set of individual digital credentials. An
HSM typically is accessed in a secure environment and never
allows direct access to master keys which are used to create
diversified keys or to encrypt or decrypt input data that may be
provided to the HSM.

[0042] A significant advantage of extracting and delivering
data that are contained within an SE is provided by an ability
to know beyond reasonable doubt that the data string being
delivered indeed came from a particular SE or card. This
knowledge creates a more secure transaction with lower risk
to the merchant, card issuing bank, and card associations.
Traditionally the methods for extracting information from a
banking card involve swiping the magnetic stripe on a card
through a magnetic stripe reader, or extracting the informa-
tion with a separate contact or contactless reader connected to
a point-of-sale (POS) terminal. Because of inherent security
that is provided by these methods of extracting the informa-
tion on the card, a merchant may receive a lower transaction
fee for that particular transaction. On the other hand, reading
or entering account numbers, expiration dates, and card veri-
fication codes off of a card during a phone call or internet
shopping experience is less secure, and may result in a higher
transaction fee.

[0043] It is important to note that acquiring transactional
data from an SE (such as Track1/Track?2 data that are equiva-
lent to data located on a card magnetic stripe) is significantly
different than simply using a duplicate of transactional data
(such as a copy of Track1/Track2 data). A typical magnetic
stripe on a card is a static data set because it never changes
Track 1/Track2 data between transactions or “swipes”. For
this reason, the data on the stripe may simply be copied or
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grammed to a mobile device and may also be continuously
used to make transactions without a technical limitation.
[0044] In contrast to the acquisition of transactional
Trackl/Track2 data from a magnetic stripe on a card, the
acquisition of transactional Track1/Track2 data from a SE is
“singular”” In other words, those data have a life span of a
single transaction or a single “swipe” and then the data are no
longer valid. Moreover the Track1/Track2 data acquired dur-
ing normal usage of an SE cannot be created by any other
entity except the SE which has been programmed with at least
one secret key owned by the bank that loaded the key(s) and
their accessing system to that SE.

[0045] Knowing this difference, various embodiments dis-
closed herein are directed specifically to SE transactions
because the security of these types of transactions makes the
architecture much more credible and secure under current
industry banking and processing standards.

[0046] Cards containing an SE are typically presented to an
RFID (Radio Frequency Identification) reader device as the
interrogator that extracts the information from the card and
delivers the data to the POS terminal and then forwarded by
the POS terminal on to a card processor for authorization.
Mobile phones that contain NFC (Near Field Communica-
tion) functionality with embedded SEs have the ability to
pretend to be (or emulate) a card that contains an SE. In this
case the mobile phone may be presented to the RFID reader
justas a card would be presented, and the information may be
extracted from the SE that is on the mobile phone and deliv-
ered to POS, which then forwards the data on to a card
processor for authorization.

[0047] FIG. 1 describes a protocol level communication
between a reader and an SE. The protocol layer is a standard
protocol referred to as APDU. APDU stands for Application
Protocol Data Unit and typically the protocol is defined by
ISO/IEC specification 7816. This specification (commonly
referred to as “ISO 7816 is a broad specification with differ-
ent sections directed toward different “layers” of communi-
cation protocols, as seen in Table 1.

TABLE 1
ISO/IEC 7816 ISO/IEC 14443 OSL
(contact) (contact less) Layer
“Application commands [ ..., N
(APDUS) 7816-4 7
| 144434 | Transport- 4
Transport protocols - Al_jgr_o_t%sgl sm
> ticollision,
Activation, 78163 * > | 14443-3 Activation 2
Bit Transmission, | "} 0 0yt
Powersupply Poersupply,
~«—— | 14443-2 Bit 1
Transmission
Contacts 78162 | .- o .
..................... - 14443-1 yS. propetrties
Phys. properties 7816-1 et

duplicated for use without having physical access to the pay-
ment card. Simply copying the card digits printed on the front
and back of the card presents this same security risk. In other
words, the data on a magnetic stripe may be copied and even
programmed to another mobile device and used to make
transactions continuously from the copy with no technical
limitation. In the same way, card numbers that are simply
copied from the face or front or back of the card and pro-

Communications referred to herein as being according to
1S07816-4 correspond to Open Systems Interconnection
(OS]) layer 7. The OSI model is a product of the Open
Systems Interconnection effort at the ISO. OSI layer 7 is a
high-level software applications layer. The APDU section of
the 7816-4 specification describes two forms of APDU com-
munications abbreviated as C-APDU (“command APDU”)
and R-APDU (“response APDU”). “Commands™ are some-
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times referred to as “queries” because they originate from an
“interrogator,” which has a querying connotation.

[0048] The APDU data typically are transmitted over the air
on 13.56 MHz radio waves between the reader and the SE.
There is no hardware requirement limitation on this process;
the APDU commands are just data moving from one entity to
another. Various embodiments disclosed herein use the stan-
dard APDU commands to interact with the SE regardless of
whether the SE is the mobile device’s own embedded SE, or
is a remote SE embedded into a different mobile device or a
card. Communications 1, 2, 3 and 4 show the sequential
commands of a typical command and response between and
SE and a reader. Usually multiple steps are involved with
accessing a SE, which involves multiple APDU commands
and responses. FIG. 1 shows the general interrogation steps to
access digital credential data specifically for a MASTER-
CARD PayPass Mag Stripe application running on an SE,
according to “Mag Stripe.pdf” (Ver. 3.3) presently available
at http://www.PayPass.com/approved-products.html. The
term “digital credential data” as used herein refers to at least
a portion of all data, including any data that are required to
calculate the data, that are necessary to authorize approval of
a transaction at a POS terminal.

[0049] FIG. 2 describes the detailed commands and
responses expected when a reader interrogates a MASTER-
CARD PayPass Mag Stripe Ver. 3.3 application running on a
SE. This sequence is provided in the MASTERCARD Pay-
Pass card specification. Shown in FIG. 2 are communications
5, 6, 7, 8 and 9 with details including abbreviations and
acronyms explained subsequently herein.

[0050] FIG. 3 describes example transactions at the ISO/
IEC 7816-4 Application Protocol Data Unit (APDU) protocol
level between a reader and a card. The transaction processing
depicted in FIG. 3 is representative of the MASTERCARD
PayPass Mag Stripe application card specification v. 3.3. The
notation “>CARD” denotes commands to the card and the
notation “CARD>" denotes responses from the card. Com-
munication 9 defines some of the initial parameters used in
the transaction which include an unpredictable number issued
by the reader, a transaction counter maintained on the SE.
Communication 10 describes the command that the reader
issues to the SE to find out what applications exist on the SE.
This example shows that the MASTERCARD PayPass appli-
cation responds as an active one. Next, communication 11
shows how the reader commands the SE to properly select the
PayPass application for further processing. Communication
12 shows how the reader receives the type of processing
options that the PayPass application supports. Communica-
tion 13 shows how the reader commands and then receives the
PayPass application specific credential information about its
card holder including card account number, holder name,
expiration date, and more. Communication 14 shows how the
reader receives the dynamic aspects of the transaction that
will be inserted into the Track 1 and Track 2 data. This
command uses a shared key on the SE, the unpredictable
number from the reader, and the transaction counter on the SE
to determine a new number sequence for each transaction
called a cryptogram. After the SE calculates the cryptogram,
it sends it back to the reader in the response APDU. These data
are obtained through the MASTERCARD PayPass card
specification that was referenced earlier in this document. All
details including abbreviations and acronyms are explained in
detail through that card specification document.
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[0051] FIG. 4 describes how the reader 21 in FIG. 5 formats
the response data received from the SE into accepted Trackl
and Track2 data strings that are used in existing processing
systems. Communication 15 shows a Track2 data string built
from the card interrogation in FIG. 3. The CVC3 (Track2) UN
and ATC numbers will all vary with each transaction or inter-
rogation of the SE. Communication 16 shows a Trackl data
string built from the card interrogation in FIG. 3. CVC3
(Trackl), ATC, and UN numbers will all vary with each
transaction or interrogation of the SE. These data are obtained
through the MASTERCARD PayPass card specification that
was referenced earlier herein. All details including abbrevia-
tions and acronyms are explained in detail through the cited
MASTERCARD card specification document.

[0052] FIG. 5 describes the inner architecture of a mobile
device that supports NFC functionality. Examples of such
devices are described in U.S. Pat. No. 8,151,345 issued to C.
Douglas Yeager from U.S. patent application Ser. No. 12/019,
318. U.S. Pat. No. 8,151,345 and U.S. patent application Ser.
No. 12/019,318 are incorporated by reference in their entirety
herein. A base band processor 17 of a mobile device typically
runs an OS (Operating System) to control all aspects and
interfaces on the device including communication access to
the SIM, NFC controller, Secure IC 19. The NFC controller
acts as a router to determine where the communication is
routed. The baseband controller has the option:

[0053] a. To communicate through the NFC controller to
the reader and antenna 23 to communicate with an exter-
nal card or device 24 over 13.56 MHz radio 22. There are
2 modes of this:

[0054] 1. The external card or device is a passive tag.
This is reader mode

[0055] 1ii. The external card or device is a mobile
device in peer to peer mode.

[0056] b. To communicate through the NFC controller to
the embedded Secure IC

[0057] c. To configure the NFC controller into card emu-
lation mode in which case the NFC controller routes
information from the external antenna 23 directly to the
Secure IC 19 or a SIM 20.

Both options a. and b. could use APDU data to exchange
information between the baseband processor 17 and the
applications located in the internal SE 19 or to a remote SE. It
is important to note that the SIM 20 or Secure IC (SE 19) may
also be created with software and emulated within the base-
band processor 17. The interrogation example mapped out in
FIGS. 3 and 4 could easily be implemented on this system in
all three modes a., b., and c. above. This suggests that the
baseband processor 17 could perform the identical interroga-
tion on the internal secure element 19.

[0058] FIG. 6 describes a typical interaction between a
mobile device with NFC functionality and an RFID POS
reader. The mobile device 25 is set to NFC mode in which it
is emulating or pretending to be a card. The mobile device 25
is then presented to the RFID reader 27 and communication
begins over the 13.56 MHz baseband 26. The reader then
interrogates the card similar to FIG. 1 and FIG. 2, and FIG. 3
and compiles the standardized credential data into Track1 and
Track2 equivalent data like in FIG. 4. The term “equivalent”
is used in some industry documentation to refer to Trackl/
Track2 data that were not generated by a magnetic-head
reader from a magnetic stripe on a card, but instead are cre-
ated in a purely digital data form, such as by an RFID reader.
The term “Track Data” is used herein to refer to data com-
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prising all or portions of the Track 1 and/or Track 2 data as
defined in ISO7813. The data are then delivered to the con-
nected POS computer 29 that then routes the data properly to
the processor with other transactional information for autho-
rization. In some embodiments Track Data are delivered to a
field in a transaction authorization system using keyboard
emulation. Some software applications expect data to be
entered using a keyboard, and the application may check
features of the data entry process, such as cadence and
elapsed time, to verity that the data are entered via a keyboard.
“Keyboard emulation” refers to a process of delivering data
by a device or software representation of a device that is not
a physical keyboard in manner that tricks the operating sys-
tem into believing that a key has been pressed. Effectively the
keyboard emulation system provides an entry as if it were a
keystroke in a form field that correctly has the focus of the
Cursor.

[0059] FIG. 7 describes a typical transaction flow between
an NFC enabled mobile device 52 or a contactless card 53.
Step 54 describes setting up the mobile device to perform a
transaction with an RFID POS reader. Step 55 describes
presenting the mobile device within field range of the RFID
POS reader. Step 59 describes presenting a contactless pay-
ment card to an RFID POS reader. Step 56 describes the RFID
POS reader interrogating either the mobile device or the
contactless card over the 13.56 MHz radio. Step 57 describes
how the RFID POS reader constructs the Trackl/Track2 data
from the interrogation. Step 58 describes how the formatted
data are delivered to the POS and on to the processor for
authorization.

[0060] The systems and methods described herein above
may be extended to facilitate transactions at a point-of-sale
terminal where it is not necessary for the user (e.g., the pur-
chaser) to have physical possession of a card with a magnetic
stripe or possession of a secure element at the point-of-sale
terminal. Such systems typically employ a “Remote Hosted
Secure Element” (RHSE). An RHSE is a repository for a
plurality of “secure element representations” each of which is
provided for one or more mobile devices or mobile device
owners. The repository storing the plurality of secure element
representations is typically remote from the point-of-sale ter-
minal. As used herein the term “remote” refers to locations
that are geographically far apart. One indication of remote-
ness is that the two locations are not within a distances such
that most persons at one or the other of the remote locations
would consider walking to the other location, or at least would
not be able to do so within one day. This frame of reference is
provided merely to explain the meaning of the term “remote”
and does not imply that actually walking between remote
locations has anything to do with embodiments disclosed
herein. To further explain remoteness using as an example the
situation where many point-of-sale terminals are serviced by
one repository, it is entirely possible that one or more of the
point-of-sale terminals may be within walking distance of the
repository. However, when that is not the case for most of the
point-of-sale terminals having access to the repository, then
all of these point-of-sale terminals are considered to be
remote from the repository. As used herein the term “local”
refers to locations that are geographically proximate to each
other. One indication of a local relationship between two
locations would be the locations are separated by a distance of
less than one foot.

[0061] The plurality of secure element representations (or
the “array of secure element representations™) is typically
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hosted in a secure environment such that it is protected from
cyber attack. The secure element representations may be (a)
actual SE hardware (referred to herein as a “hardware repre-
sentation”), or may be (b) virtual hardware secure element
representations such as a computer model that simulates the
operation of a hardware SE element (referred to herein as a
“virtual hardware secure element representation”), or may be
(c) data in a database (typically a secure database), such as
static Track Data or data dynamically or statically generated
by an HSM (Hardware Security Module), where the data in
the database are elements of data that are typically stored in an
SE memory (referred to herein as a “database secure element
representation”). The term “software representation” is used
herein to refer to either (i) a virtual hardware secure element
representation or to (ii) a database secure element represen-
tation. As the terms are used herein, a “secure element,” a
“remote secure element,” an “SE,” or a “remote SE” may be
a hardware representation, or a virtual hardware secure ele-
ment representation, or a database secure element represen-
tation. Each form of representation, or a combination of just
two of these three forms of representation, may be advanta-
geously employed in certain embodiments such as described
in the context of various figures and descriptions provided
herein.

[0062] Inacase where an array of secure element represen-
tations are present as actual SE hardware, a repository may be
created with a network server that is connected to a wide-area
network (such as the internet) and one or more SE readers that
are each addressable by the network server. The one or more
SE readers receive ISO 7816 protocol commands for com-
munication to an SE using a communications protocol such as
TCP/UDP/IP data packets. The one or more SE readers are
each in communication with one or more SE’s. Software and
hardware that interacts with each card reader has the ability to
query (command) each SE at a particular network address that
corresponds to a particular remote mobile device. As a result
data that are to be passed to a particular SE from a remote
mobile device are translated (if necessary) and routed over a
TCP/UDP/IP network to the correct hardware SE reader and
hence to the SE. Responses from the SE are relayed to that
particular remote mobile device. These readers and SEs are
not limited to one particular form factor or any particular
communications protocol.

[0063] Inacase where an array of secure element represen-
tations are present as virtual hardware secure element repre-
sentations, the one or more SE readers may interact with the
virtual hardware secure element representations in substan-
tially the same manner as the one or more SE readers interact
with hardware representations (i.e., actual SE hardware). A
software representation allows a completely contained sys-
tem that gives the same remote mobile device functionality as
the previous completely hardware based case. An example of
a virtual hardware secure element representation is the jcop.
exe software that is presently sold and supplied by NXP
semiconductor within the JCOP tools suite. The jcop.exe
software provided is not a secure element, but rather a self-
contained smart card operating system contained within an
executable file that is meant to run on a host computer as a
process. When jcop.exe runs, it opens a communications port
that is accessible through the host computer operating system.
The communications port that jcop.exe opens up accepts and
responds to 7816-4 protocol and effectively simulates real SE
hardware. The JCOP tools suite that contains jcop.exe addi-
tionally is a development platform to develop Java Card appli-
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cations. JCOP tools give the user the ability to program and
test application-specific software. This is accomplished using
a combination of a virtual machine (the Java Card Virtual
Machine, one version of which is contain in the jcop.exe
referenced above) and a well-defined runtime library, which
largely abstracts the applet from differences between smart
cards. Using this technique one can run and debug both the
Java Card code for the application that will eventually be
embedded in a smart card, as well as a Java application that
will be in systems that will use the smart card, all working
jointly in the same environment.

[0064] In the case where the SEs in an array of SEs are
database secure element representations, a SE card reader is
not needed to interrogate the SE representations. In such
systems the data may be acquired by using an electronic
processor to translate the ISO 7816-4 protocol queries (com-
mands) from the remote device into standard database queries
and then translating the database responses into ISO 7816-4
responses for transmittal to the remote device. An array of
SEs may include combinations of one or more types of secure
element representations. That is, an array may include hard-
ware representations and/or virtual hardware representations
and/or database secure element representations.

[0065] The SE hardware implementation may be the pre-
ferred case by the financial transaction industry simply
because of the more secure nature of controlling the remov-
able SE that may be manufactured with secure data residing
on the SE chip in a secure facility and then shipped to the
remote system facility to be plugged in and activated and
verified.

[0066] FIG. 10 illustrates a repository 300 that employs
hardware representations of secure elements. The repository
300 includes at least one secure element reader 304, and in the
embodiment illustrated the repository 300 includes one
secure element reader 304 having four RFID antennas 308. In
the embodiment of FIG. 10, the secure element reader 304 is
a contactless (RFID) reader operating under ISO 14443 A or
B protocols. A repository (such as the repository 300) typi-
cally includes a plurality of secure element representations,
and in the embodiment of FIG. 10 the repository 300 includes
eleven secure element hardware representations 312 each of
which is integrated into one of eleven bank-issued transaction
cards. In the embodiment of FIG. 10 the secure element
reader 304 is disposed adjacent to the plurality of secure
element hardware representations 312. As used herein the
term “adjacent to” refers to a spatial condition where two
devices are very close to each other, such as being in the same
electronics cabinet, or at least in the same room. A data server
316 is provided to communicate with the plurality of secure
element representations 312 through the secure element
reader 304.

[0067] In typical embodiments a data server (e.g., the data
server 316) is a hardware/firmware device that includes a
multitasking processor, such as a multithreading processor, or
a parallel processor, or a time-shared processor, to commu-
nicate with a plurality of secure element representations (e.g.,
the secure element hardware representations 312) through a
secure element reader (e.g., the secure element reader 304).
Typically such communication is conducted according at
least one part (e.g., part 1, part 2, part 3 or part 4) of the
ISO7816 specification to extract at least a portion of the
digital credential data from a the paired secure element rep-
resentation. In some cases only the bus communication pro-
tocol of the ISO layer may be used, in other embodiments the
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data section (i.e., part —4) may be used, and in some cases
several or all of the sections (i.e., parts —1 through part -4) of
1SO7816 may be used. In the embodiment of FIG. 10 the
secure element reader 304 includes a multiplexor in order to
sequentially address the secure hardware element represen-
tations 312. Typically the multiplexor is part of the hardware
at the reader circuitry level. In other embodiments the multi-
plexor may be provided in software. The multiplexing func-
tion allows a single secure element reader to rotate through
multiple ports or antennas in order to address and communi-
cate with a plurality of secure element representations. Such
a configuration allows a data server (e.g., the data server 316)
to conduct a plurality of command/response time-wise over-
lapping sessions with the plurality of secure element repre-
sentations (e.g., the secure element hardware representations
312) without causing confusion about which card is being
interrogated and which card is responding. The data server
316 also includes a network interface processor that commu-
nicates with the internet over an internet connection 320. The
use a plurality of secure element hardware representations to
store multiple different secure elements in a common pro-
cessing environment in order to conduct a plurality of com-
mand/response time-wise overlapping sessions with the plu-
rality of secure element hardware representations provides
utility (as an SE repository) that is unexpected from the usual
application a secure hardware representation, such as a single
bank-issued card that is read by an SE reader at a point-of-sale
terminal.

[0068] FIG. 8 illustrates an embodiment of a repository 400
that employs a plurality of contact readers 404 operating
under ISO 7816. A separate dedicated reader is provided for
each of a plurality of secure element hardware representa-
tions 408. In the embodiment of FIG. 8 the secure element
hardware representations 408 are bank-issued cards contain-
ing a secure element chip that is accessible by a Universal
Serial Bus (USB) connector, and the contact readers 404 are
USB readers. A first portion 420 of a CPU 424 in a computer
428 is a multitasking data server to conduct a plurality of
command/response time-wise overlapping sessions with the
plurality of secure element hardware representations 408
through the plurality of contact readers 404. The USB stan-
dards typically limit the number of USB ports on a computer
to 127 ports. A different bus architecture may be used to
overcome that limitation, or a single USB reader may be
configured to address multiple cards through electronic or
even mechanical switching mechanisms. In the latter case the
switching mechanism acts as a portion of a multitasking data
server. In some embodiments (such as, for example, embodi-
ments that employ contact readers as illustrated in the FIG. 8)
aplurality of secure element representations may be disposed
proximate to a secure element reader. As used herein the
terms “proximate to” and “local” refers to a spatial condition
where two devices are close to each other, but may not be
adjacent to each other. For example, two devices that are in
the same building (but not the same room) are considered to
be proximate to each other. The term “proximate to” encom-
passes devices that are “adjacent to” each other.

[0069] Continuing with FIG. 8, a second portion 432 of the
CPU 424 is a network interface processor that communicates
with the internet over an internet connection 436. The internet
connection 436 to the second portion 432 of the CPU 524
provides addressability of the plurality of secure element
hardware representations 408 over the internet. The use a
plurality of secure element hardware representations to store
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multiple different secure elements in a common processing
environment in order to conduct a plurality of command/
response time-wise overlapping sessions with the plurality of
secure element hardware representations provides utility (as
an SE repository) that is unexpected from the usual applica-
tion a secure hardware representation, such as a bank-issued
card.
[0070] FIG. 9 illustrates a repository 500 that employs vir-
tual hardware secure element representations. A plurality of
instances of virtual hardware secure element representations
(shown symbolically as elements 504) is provided in a
memory 508 of a computer 512. These virtual hardware
secure element representations 508 may be multiple instances
of'the Java Card software previously described. Each instance
is programmed as if it were a different secure element. Typi-
cally each instance is a separately-running thread of a stan-
dard jcop.exe program. Each instance may be run from a DOS
command line such as:

[0071] jcop.exe-port S0000
Running that command opens up a TCP/IP PORT number
50000 and, presuming that the computer is on the internet
(such as per internet connection 516), the program listens for
telnet terminal type data on the telnet port, shown symboli-
cally as element 518. It is expecting ISO7816-4 data commu-
nications and will respond just like a real SE with response
1SO7816-4 data. Thus, when that program is running on the
computer 512, another DOS window may be opened on a
different computer to communicate with that instance of jcop.
exe by executing the following command line:
[0072] telnet 192.168.0.14 50000
where the 192.168.0.14 is the IP address of the computer 512
where the simulation program (jcop.exe) is running, and
where 50000 is the port number that it is running on. A local
1/0 bus 520 is controlled by a CPU 424 in the computer 512
so that when the telnet window on the second computer
connects to that IP address and port number on the first
computer 512, standard command/response communications
may be established by sending 7816-4 formatted data and
getting the response from the designated virtual hardware
secure element representation 504 back into the telnet win-
dow of the second computer.
[0073] In the embodiment of FIG. 9, a first portion 520 of
the CPU 524 operates as a secure element reader using a local
1/O bus 528 to communicate with the virtual hardware secure
element representations 504. The instances of virtual hard-
ware secure element representations 504 are a plurality of
secure element representations proximate to the secure ele-
ment reader (1/O bus 528). A second portion 532 of the CPU
524 is a data server to conduct a plurality of command/
response time-wise overlapping sessions with the plurality of
secure element representations (e.g., the virtual hardware
secure element representations 504) through the first portion
520 of the CPU 524 that is operating as the secure element
reader. The second portion 532 also includes a network inter-
face processor that communicates with the internet over the
internet connection 516. In the embodiment of FIG. 9 the
secure element reader (i.e., the first portion 520 of the CPU
524) is disposed adjacent to the plurality of virtual hardware
secure element representations 504. In other embodiments a
secure element reader may be disposed proximate to the
plurality of virtual hardware secure element representations.
The internet connection 516 to the second portion 532 of the
CPU 524 provides addressability of the plurality of secure
element representations (504) over the internet. The use of
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multiple instances of the JCOP environment to store multiple
different virtual hardware secure elements in a common pro-
cessing environment in order to conduct a plurality of com-
mand/response time-wise overlapping sessions with the plu-
rality of virtual hardware secure element representations
provides utility (as an SE repository) that is unexpected from
the usual application of the JCOP programming environment.
[0074] FIG. 11 describes an inner architecture of a mobile
device 626 that supports NFC functionality and how that
device may allow access to its attached secure elements as
well as access to a secure element where the mobile device is
remote from the secure element. A base band processor 17 is
provided in the mobile device and the baseband processor 17
typically runs an OS (Operating System) to control all aspects
and interfaces on the device including communication access
to the SIM 20, NFC controller 18, Secure IC 19, or data that
are eventually that are eventually sent to the internet 35. The
NFC controller 18 acts as a router to determine where the
communication is routed. When a mobile NFC device is
presented to an RFID POS, the mobile device may emulate a
card (pretend to be a payment card). When this happens the
NFC controller 18 which is controlled by the baseband pro-
cessor 17 in the mobile device may be configured to route
interrogation commands and responses (such as communica-
tions 1,2, 3,4, 5, 6,7, and 8 depicted in FIGS. 1 and 2) from
the reader (interrogator) 21 to a secure element for processing
and response. Thus an SE application that is used in a pay-
ment transaction may be configured to respond to interroga-
tion commands the same or similar to the sequences
described in FIG. 1 and FIG. 2. The commands and responses
illustrated in FIG. 1 and FIG. 2 are comprised of a string of
data that conforms to ISO/IEC 7816 specification. The base-
band controller may choose to route the commands from the
reader 21 to any secure element it chooses for processing.
Some of the options include:

[0075] a. Routing ISO/IEC 7816-4 data through the NFC
interface 18 to an embedded secure IC over its propri-
etary connected SE interface 625

[0076] b.Routing ISO/IEC 7816-4 data through the NFC
interface 18 through the baseband processor 17, to an
attached SIM card 20

[0077] c.Routing ISO/IEC 7816-4 data through the NFC
interface 18 through the baseband processor 17, to an
attached SD, miniSD, or microSD card that contains an
SE

[0078] d.Routing ISO/IEC 7816-4 data through the NFC
interface 18 through the baseband processor 17, over a
data connection 627, 628, 629, 636, 35, 630 to a remote
data server 632 using TCP/UDP/IP

[0079] All options a., b., c., and d. use APDU data to
exchange information between the RFID reader 21 and the
applications located in an SE located in the mobile device 626
or in a remote SE 634. It is important to note that the remote
SE 634 may also be created with software and emulated
within the remote system 631. The interrogation example
mapped out in FIGS. 3 and 4 may be implemented on this
system in all 4 modes a., b., and c., and d. above. Thus the
remote system SE 634 may perform the identical interroga-
tion on a remote secure element 634

[0080] It is important to note that at the ISO/IEC 7816-4
(APDU) level, an entire interrogation similar to those
described in FIG. 1, and FIG. 2 may be carried out from a
RFID POS reader 21 through an NFC enabled mobile device
626, through a data connection over the internet 35 to a
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remote system 631 that contains the actual SE 634. An
example of reader commands is illustrated in element 638 as
a PayPass reader. The PayPass reader 638 shows an exem-
plary sequence of ISO/IEC 7816-4 APDU commands and
responses that may be pushed through the reader 21 and end
up at the remote SE 634. Element 637 shows an example of
APDU commands that are received by the remote SE 634 and
the appropriate response that is issued as defined by the
7816-4 application for MASTERCARD PayPass. Elements
638 and 637 show how FIG. 2 may be broken up so that the
PayPass card may be hosted on a remote SE 634 on a remote
system 631 and show that the PayPass reader may be an RFID
POS 621.

[0081] The remote system 631 has a connection to the
internet 630 and connections to an array or plurality of SE
readers 633 that are each connected to an SE 634. A server or
set of servers 632 may be used for pairing the connections
originating at the mobile NFC device 626 to the correct SE
634 within the remote system 631. The server or set of servers
632 may, for example, be one or more computers each of
which has access to control one or more of the SE readers 633.

[0082] The data connection described in FIG. 11 (i.e., the
path 627, 628, 629, 636, 35, 630) is a TCP/UDP/IP connec-
tion that is offered by most cellular carriers over a cellular
network and cellular towers 629 using a cellular link 628. The
TCP/UDP/IP connection may run socket software that allows
for raw data to be transmitted from one end of the data
connection 626 and the other 631 and vice versa. The data
packets within the socket software may be configured to
exchange data that contains ISO/IEC 7816-4 data.

[0083] In alternate embodiments a stationary device may
be used in place of the mobile device 626 depicted in FIG. 11.

[0084] FIG. 12 describes a remote system 700 that is
capable of bridging a data (TCP/UDP/IP) connection through
the internet 35 to a single addressable SE reader 749 and SE
750. Communications 740 and 741 show how a data link
(TCP/UDP/IP) 740 may be used to pass ISO/IEC 7816-4
APDU data 741 to a remote server 742. In this example the
remote system is identified on the internet through the IP
address 743. The remote system is comprised of a remote
server 742 that routes the connection to an internet network of
attached SE Array Managers 746. The TCP/UDP/IP data 740
that enters this remote system and is routed to the internal SE
Array Manager 746 over TCP/UDP/IP 744 contains data that
uses the protocol for ISO/IEC 7816-4 APDU data 741 and
745. Each SE Array Manager 746 contains an internally
unique [P address 748 within a TCP/UDP/IP socket server
747. Each TCP/UDP/IP socket server 747 is responsible for
receiving ISO/IEC 7816-4 APDU data 745 and routing as it as
ISO/IEC 7816-4 APDU data 751 to the appropriate address-
able SE reader 749 and SE 750.

[0085] FIG. 12 further illustrates one method to create a
communication channel from the remote system to the
mobile device over TCP/UDP/IP using socket server and
client methods. Identification data from the mobile device
may be used to set up a socket connection all the way through
the remote server 742 to the TCP/UDP/IP socket server 747.
The data that are sent over the socket server and client may be
formatted to be ISO/IEC 7816-4 APDU data. The APDU
command may enter the socket server 747 and be routed to the
appropriate SE reader 749 and SE 750 and the response
APDU may be sent from the SE 750 and SE reader 749 back
to the remote mobile device through the SE Array Manager
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socket server 748, the remote system socket server 742, and
through the internet 35 and be received by the socket client on
the remote mobile device.

[0086] FIG. 12 also depicts a plurality of remote SEs that
are each addressable and may be accessed by a plurality of
remote mobile devices independently. The descriptions
herein above describe how a single remote mobile device may
connect to a remote system and specifically a single remote
SE to complete a transaction. This same process may occur
through this same system concurrently with different SE’s in
the system from different remote mobile devices.

[0087] FIG. 13 depicts a table in a database that may be
used to identify which remote SE within a remote system
described in FIG. 12 that a user and particular mobile device
may be attached to. Unique row identifiers 754 are provided
in the table. Each row contains related data. The other col-
umns of this table are the User ID 752 and the SE Address
753. The SE address is the unique address within the remote
system for a particular SE. The table of FIG. 13 further
illustrates a relationship 755 between two fields that form a
row in the database. This table in FIG. 13 may be used to
properly match a remote user or remote mobile device with
the address of a particular SE.

[0088] Inorder to connect to the remote system and create
the connection to the correct SE for that user or mobile device,
it is generally necessary that the mobile device must be vali-
dated by the remote system. At a minimum, validating a
mobile device by a repository involves pairing a particular
secure element or secure element representation to a specific
mobile device. Generally this involves establishing at the
repository a digital database that lists at least one secure
element representation identifier for each of a plurality of
mobile device identifications.

[0089] FIG. 14 describes one process flow for allowing a
data connection between a mobile device and remote hosted
secure element. Step 756 describes how a mobile device that
supports NFC is initiated and presented to a RFID POS reader
in order to make a payment transaction. The phone is placed
into a mode that is referred to as card emulation mode where
the NFC interface on the phone pretends to be contactless
RFID card. The phone has a bit more control to select which
card is presented to the POS. The subject of this patent
describes how the NFC mobile device has the ability to use a
SE for the transaction that is not physically located in the
mobile device. This may be done be creating a data connec-
tion to a remote SE for which is used for the payment trans-
action. In step 757, while the phone is being placed into card
emulation mode, the connection to the remote SE that will be
used for emulation is attempting to connect. As illustrated in
step 758 there is a chance that the connection is already open
in which case the flow in FIG. 14 will simply allow the
ISO/IEC 7816-4 APDU data to pass directly through the
connection to the remote SE and back 763 successfully com-
pleting the transaction 764. There is also a chance that the
connection to the remote SE does not exist and needs to be
created, as described subsequently in step 762.

[0090] Typically systems require that a mobile device
“authenticate” itself with a remote hosted secure element.
The method of authentication to the remote system that is
described in FIG. 14 may, for example, be initiated and com-
pleted using HTTPS/SSL (Hypertext Transfer Protocol
Secure/Secure Socket Layer (SSL) or Transport Layer Secu-
rity (TLS)) web services. Authentication may also be initiated
and completed using a telephone link, such as a cell-phone
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connection. In some embodiments authentication is facili-
tated through a remote system authorization server. As used
herein the term “remote authorization server” refers to an
electronic computer or set of computers configured for the
purpose of approving or disapproving access to a particular
secure element by a particular mobile device or stationary
device. In some embodiments a remote system authorization
server may be configured to access secure element represen-
tations that may be either proximate to the remote authoriza-
tion server or that may be proximate to the remote authoriza-
tion server, and in such embodiments the remote system
authorization server is considered to be a remote repository
having a plurality of secure element representations. The
mobile device connecting to the remote system is able to pass
various credentials to the remote system such as user 1D,
passwords, PIN, “gesture signal,” unique electronic commu-
nication device identity number, and so on securely to the
remote system for mobile device validation 759. In steps 760
and 761 the system attempts to match and verify the user
information in the remote system. Where a gesture signal is
used, the verification includes an assessment as to whether the
gesture signal is a valid gesture signal (i.e., a gesture signal
that is expected by the remote system). Upon a successful
match the remote system is said to “validate” the remote
device, and the remote system opens up a communication
channel (step 762) to the appropriate SE within the remote
system and creates a handle to that communication channel
that may be used to access it from the remote mobile device.
When a communication link is established between a mobile
device (or a stationary device) and a particular SE in a reposi-
tory, the device and the particular SE may be described as
being “paired” with each other. Once the mobile device is
paired with a particular SE the remote system (repository)
may securely pass back over HTTPS/SSL a shared encryption
key and handle to the communication channel that may be
used for continued communication over that communication
channel through a TCP/UDP/IP data socket 762. If the autho-
rization fails (step 765), the connection to the remote SE is not
opened, and the process ends. When the remote device
receives the shared encryption key and handle to the commu-
nication channel to a particular SE on the remote system, the
ISO/IEC 7816-4 APDU commands from the RFID POS may
be passed to this remote hosted SE through a socket connec-
tion and the data may be encrypted with the shared encryption
key. The remote system may decrypt the data and send it to the
correct SE within the remote system. The remote system may
then send the response APDU from the SE back to the remote
mobile device in a similar manner. The remote mobile device
may forward this response APDU back through the NFC
interface to the RFID POS reader.

[0091] Some electronic communication devices (such as a
mobile device) have memory for storing at least a portion of
digital credential data as cached data. Such electronic com-
munication devices are configured to send the cached data as
at least a portion of a device response communication. When
such an electronic communication device authenticates with
a secure element representation, cache data can be copied
from or extracted from data within a single secure element
representation that is specifically matched or “paired” to an
electronic communication device and may be provided to the
electronic communication device, such as in FIG. 17, element
801. In such embodiments the electronic communication
device may be paired with the single secure element repre-
sentation for the purpose of extracting or copying cache data
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and may not be paired for any subsequent command/response
communications. Such cache data are a “cached portion” of a
set of digital credential data, and in some embodiments this
cached portion is all of the digital credential data that are
needed to complete a transaction. In some embodiments the
cache data may include an ISO 7816-4 protocol response
communication. In some embodiments the cache data may
also include 1S07816-4 protocol command communication
for the purposes of matching or analyzing it against other
incoming IS07816-4 protocol command communication data
to determine which IS07816-4 protocol response communi-
cation from the cache to use.

[0092] FIG. 15 illustrates an authorization and communi-
cation process in more detail. The vertical line 766 represents
the RFID POS entity. The vertical line 767 represents the
mobile device. The vertical line 768 represents a remote
system authorization server, and the vertical line 769 repre-
sents the remote hosted SE. As shown in FIG. 15, the mobile
device 767 may interact with a remote authorization server
(e.g., remote authorization server 768) in order to facilitate
the access of digital credential data from a remote hosted SE
(e.g., remote SE 769).

[0093] In the example of FIG. 15, a communication chan-
nel is opened between the RFID POS 766 and the remote SE
769. Authorization over SSL is initiated where credentials
770 are sent to the remote authorization server 768. The
remote authorization server 768 verifies the credentials and
sends back a successful response 771 which contains a handle
to a communication channel and an encryption key. The
mobile device 767 may then open a channel to the remote SE
769. At that point APDU command and response APDUs may
be sent securely between the RFID POS reader 766 and the
remote SE 769 and back through the mobile device 767. An
APDU command 772 is sent from the RFID POS reader 766
to the mobile phone 767, which may encrypt that APDU as
command 773 and forwards an APDU command 773 on to the
remote system 768 and on to the remote SE 769 as APDU
command 774. In some embodiments the command commu-
nications 773 and 774 comprise at least a portion of the
command communication 772 from the RFID POS 766 to the
mobile device 767. In some embodiments the mobile device
767 may know ahead of time what the RFID POS 766 will
command the mobile device 767 in the APDU command 772
in advance of actually interacting with the RFID POS 766. In
such cases the command 773 may have been sent already sent
by the mobile device 767 before the command 772 was
received by the mobile device 767 from the RFID POS 766.
The return APDU response from the SE is delivered back to
the RFID POS through the communication channel using the
handle provided by the response 771, via communications
775, 776, and 777.

[0094] With some data networks that pass TCP/UDP/IP
information there are network delays and latencies that con-
tribute to delays for round trip information exchange with a
destination. With many embodiments disclosed herein, data
are intended to go round-trip from a mobile device to aremote
SE. Many payment applications that communicate with an SE
may require a plurality of commands and responses to the SE
for each transaction carried out by an interrogation from the
POS RFID reader. Each or some of these command and
responses to the SE may be subject to network delays and
latency. Prolonged delays during a transaction with the RFID
POS may cause an unsatisfactory user experience. Here is an
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example of a delay that was recorded during evaluation of an
embodiment described herein:

[0095] a. Card transaction with a MASTERCARD Pay-
Pass plastic card and a RFID POS reader was measured
to take ~200 ms

[0096] b. Card transaction with a remote SE pro-
grammed with the MASTERCARD PayPass applica-
tion over a 3G network managed by Verizon through a
mobile handset was measured to take ~600 ms

[0097] The remote SE took ~400 ms longer in the above
example due to network latency and delay during the SE
interrogation.

[0098] A local cache (a memory located in the mobile
device for data caching) may be implemented for use in some
embodiments. Many of the responses to a 7816-4 APDU
commands or queries are static and unchanging in a payment
application on a SE. For this reason, a cache system may be
configured to respond locally for these static information
requests with the known 7816-4 APDU data responses, and to
only generate real-time commands the remote SE in the event
that the response 7816-4 APDU data are dynamic or changing
with each transaction. This should limit the number of round
trip data requests to the remote SE. Because each round trip
request to the remote SE is subject to network delay and
latency, a relatively significant total transaction time savings
may be realized. The main advantages of implementing a
caching system in the current invention is to save over-all time
to perform a full transaction with a payment card application
between a RFID POS reader through a mobile device to a
remote SE.

[0099] FIG.16illustrates an example of caching being used
during a MASTERCARD PayPass transaction between a
RFID POS and a remote SE. The vertical line 778 represents
the RFID POS entity. The vertical line 779 represents the
mobile device. The vertical line 781 represents the remote
system authentication server, and the vertical line 782 repre-
sents the remote hosted SE. The vertical line 780 represents
the caching system in the mobile device.

[0100] The MASTERCARD PayPass card specification
indicates that the response to the Select PPSE APDU 83 will
always be the same:

[0101] a. APDU to the card for Select PPSE APDU:
[0102] 00A404000E325041592E 535953 2E 44

44 46 3031 00

[0103] b. APDU response from the card for Select PPSE
APDU is ALWAYS:

[0104] 6F23840E325041592E5359532E44 44
463031 A5 11 BF 0C OE 61 0C 4F 07 A0 00 00 00 04
101087 01 01 90 00

In some embodiments the fact that the APDU response from
the card for Select PPSE APDU is ALWAYS a prescribed
sequence is used to advantageously cache this response and
then the caching system 780 may respond to this APDU
without making a command all the way to the remote SE over
the data network.

[0105] The MASTERCARD PayPass card specification
indicates that the response to the Select PayPass AID APDU
84 always be the same:

[0106] a. APDU to the card for Select PayPass AID
APDU:

[0107] 00 A4 04 00 07 A0 00 00 00 04 10 10 00

[0108] b. APDU response from the card for Select AID
APDU is ALWAYS:
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[0109] 6F 178407 A000 000004 1010 A50C 500A
4D 61 7374 6572 43 61 72 64 90 00
This prescribed response to this APDU may also be cached
and the caching system 780 may respond to this APDU with-
out making a command all the way to the remote SE over the
data network.
[0110] Furthermore, the MASTERCARD PayPass card
specification indicates that the response to the GPO (Get
Processing Options) APDU 785 always be the same:
[0111] a. APDU to the card for GPO APDU:
[0112] 80 A8 00 00 02 83 00 00
[0113] b. APDU response from the card for GPO APDU

is ALWAYS:

[0114] 77 0A 82 02 00 00 94 04 08 01 01 00 90 00
This means that the response to this APDU may be cached and
the caching system 780 may also respond to this APDU
without making a command all the way to the remote SE over
the data network.
[0115] The MASTERCARD PayPass card specification
indicates that the response to the Read Record APDU 786 is
to always be the same for a particular card that has been
personalized, but will be different from personalized card to a
different personalized card:

[0116] a. APDU to the card for Read Record APDU:
[0117] 00 B2 01 0C 00
[0118] b.APDU response from the card for Read Record

APDU is ALWAYS for a specific card:

[0119] 707F OF 6C 020001 56 3E 423534313331
32333435363738343830305E 53 5550504C
49 45 44 2F 4E 4F 54 SE 3039 3036 31 30 31 33 33
3030303333333030303232323232303030
31313131 3009F 64 01 03 9F 62 06 00 00 00 38 00
00 9F 63 06 00 00 00 00 EO EO OF 65 02 00 OE 9F 66
02 0E 70 9F 6B 13 54 13 1234 56 78 48 00 D0 90 61
01 90 00 99 00 00 00 OF OF 67 01 03 90 00

This means that the response to this APDU may be cached and
the caching system 780 may respond to this APDU without
making a command all the way to the remote SE over the data
network, UNLESS the card on the SE has changed to a
different card, in which case the caching system should send
this command to the remote SE for processing.

[0120] The MASTERCARD PayPass card specification
indicates that the request and the response to the Compute
Cryptographic Checksum APDU 787 will always be different
for each transaction. This means that this APDU will always
need to be processed by the actual remote SE through the data
network. Communication 793 indicates the estimated or
example of network processing time for this single APDU
command and response 787. The over-all example in FIG. 16
illustrates how there is potentially only a single command and
response that need to happen in real time over the data net-
work 793 as a result of implementing a caching system.

[0121] Inthis specific example in FIG. 16, communications
788 illustrate one method to maintain the proper state of the
remote SE 882 when a caching system is used. It is important
that the remote SE 782 maintain the same processing state as
the system is expecting when introducing a caching system.
For this reason, it is important to actually issue the APDU
commands to the remote SE in order to bring that SE to the
appropriate system state. The dashed line illustrates how
these ghost commands may be issued by the remote system in
order for the SE to maintain an up-to-date state. The commu-
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nications 789, 790, 791, and 792 mirror the APDU commands
and responses 783, 784, 785, and 786 managed by the caching
system 780.

[0122] FIG. 17 illustrates a slightly different caching con-
cept using a VISA payWave transaction as an example. In this
figure, the entire transactional sequence with all APDU com-
mands and responses is cached at a separate time 802 prior to
the actual transaction. In this example illustrated in FIG. 17,
the RFID POS 794 does not initiate the initial request to the
remote authentication server 797. Instead, it is initiated by the
mobile device application at some prior time from the actual
RFID POS transaction. When the mobile device 795 makes a
request to the remote system authentication server 797, the
remote system authentication server 797 either retrieves
caching information from a database, or from making a
request to a HSM (Hardware Security Module) or other stor-
age system or, if needed, makes commands with a remote SE
799 as indicated by the dotted box in the figure with a read
record request 800 to the remote SE 799. The remote SE 799
may be a hardware representation of a secure element or a
software representation of a secure element. This example is
particularly pertinent in the event that the response to the read
record request 800 is dynamically changing data with each
individual transaction with the SE. When all known responses
to the remote SE transactional command(s) are gathered, the
entire set of caching information may be passed back to the
mobile device 795 as shown in communication 801. In com-
munication 801 the SE responses to Select PPSE, Select
PayPass, GPO, and Read Record APDU is passed back to the
mobile device all at once.

[0123] FIG. 17 illustrates an unspecified time delay 802
after communication 801 until the actual start of the RFID
POS transaction 803. During this time delay 802 the cached
APDU command and response data may be stored safely in
non-persistent memory or RAM in a cached format 796. An
alternative is to store this data safely through encryption
techniques in a persistent manner.

[0124] Communications 804, 805, 806, and 807 illustrate
the real time transaction with an RFID POS at a later time 802
than the previous interaction with the remote authentication
server 797. In this example each and every response APDU
command that the RFID POS requested was replied to locally
by the mobile device cache 796.

[0125] The configuration of FIG. 18 closely represents an
embodiment which employs secure element software repre-
sentations where the secure element software representations
are in the remote system authorization server 836. Much of
the transaction scenario in FIG. 18 is identical to FIG. 23
including the time delay 838 (802 in FIG. 23) prior to the
actual transaction 840 (803 in FIG. 23) and the delivery of the
transactional data from the server 836 (801 in FIG. 23). This
type of data substitution is possible with existing contactless
APDU commands as defined in the VISA payWave card
specification. That card specification allows for a transaction
with an RFID POS to be made using these commands:

[0126] a. Select AID: communication 11 FIG. 3

[0127] b. GPO: communication 12 FIG. 3

[0128] c. Read Record: communication 13 FIG. 3
[0129] The read record command for VISA payWave indi-

cates there may be 3 data elements with the tags:

[0130] a. Tag 57: Track 2 Equivalent Data
[0131] b. Tag 5F20: Cardholder Name
[0132] c. Tag 9F1F: Track 1 Discretionary Data
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[0133] Specifically Tag 57 is a required tag that presents
Track 2 Equivalent Data to the POS transaction. This format
of'the data is processed by the RFID POS and converted into
1SO7813 data format. An example of this data conversion is
this:
[0134] a. Raw Tag 57 data:
[0135] 1.5413123456784800D09061 01909499
89 92 50 3F
[0136] b. Converted to ISO 7813 format:
[0137] 1.
;5413123456784800=09061019094998992503?
[0138] Inthis instance the data conversion is almost a direct
conversion, just adding the start sentinel ;’, the end sentinel
°?” and substituting ‘=" the ‘D’ and removing the trailing
padding ‘F’ gives the ISO7813 equivalent data. ISO 7813 data
are used to send out for authentication processing for both
magnetic stripe cards and contactless cards. Because of this,
the actual data in Tag 57 may be gathered and populated from
a regular magnetic stripe card as described in FIG. 26 tasks in
the remote system auth server 836.
[0139] Extrapolating this concept displayed in FIG. 18 fur-
ther, it is possible to substitute any Track 2 data into tag 57 of
the read record APDU response. Some substitution examples
are:
[0140] a. Mastercard data: 54 13 1234 56 78 48 00 D0 90
61 01 90 94 99 89 92 50 3F
[0141] b. VISA data: 44 13 1234 56 78 48 00 D0 90 61
01 90 94 99 89 92 50 3F
[0142] c. AMEX data: 34 131234 56 78 48 00 D0 90 61
01 90 94 99 89 92 50 3F
[0143] d. Any propriety data format (McDonalds Arch
Card): 64 13 1234 56 78 48 00 D0 90 61 01 90 94 99 89
92 50 3F
[0144] FIG. 19 illustrates two embodiments of SE reposi-
tories, repository 156 and repository 157, to illustrate some
similarities between hardware representations of an SE 147
and a software representation of an SE 154. In both cases the
mobile device that is accessing the secure element represen-
tation is remote from repository 156/157, and the secure
element representation is accessed over an internet 152 or
other global network. In the hardware based SE side (i.e.,
repository 156 on the left side) of the figure, the hardware
representation of the SE 156 is a “chip” that may be mounted
to a circuit board or located in a physical plastic card or a SIM
module. Each such form factor has both power 145 and
ground 146 lines, and also includes a data line 150 that is
configured to be half duplex communication over various
serial data rates 149. The SE 147 is a fully functional proces-
sor chip that includes ROM, RAM, communications control-
ler, EEPROM or persistent memory and a processor. It is
addressable by and communicated with by a Network Server
148 provided the correct conversion hardware is in place to do
s0. Such conversion hardware is depicted in FIG. 12 where
the SE array manager 746 sits in between the network server
742 and the SE’s 750. One job performed by the SE array
manager 746 is to translate TCP/UDP/IP communication
packets from the network server 742 into 7816-4 data packets
for the SE’s and vice versa.
[0145] In FIG. 19, the Network Server 148 serves as a
communication server for communicating with the SEs and
as a network interface with the internet 152. The APDU data
communication (typically standard SE communication)
between the Network Server 148 and the SEs 147 is extended
to the Internet 152 over TCP/UDP/IP protocol. In FIG. 27, for
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clarity of illustration, details are depicted for only one hard-
ware representation of SE 147.

[0146] The right side of FIG. 19 shows a repository 157
where the function of the SE are handled as multiple software
representations 154 (SE Emulation Instances) in a single
computer or a bank of several computers. In this configura-
tion, there is no separate hardware that is the SE. In the
embodiment of FIG. 19. the functions of the SEs are provided
as software representations depicted as SE Emulation
Instances 154 that are established entirely in software and
contained inside a Network Server 153. The communication
format of APDU 7816-4 structure 155 may also be provided
by the software of the Network Server 153. A general purpose
computer or server typically has all the necessary compo-
nents (such as ROM, RAM, Persistent Memory, and a pro-
cessor) that are necessary to provide the SE software repre-
sentations. The software architecture within the Network
Server 153 may be arranged as such to divide and address
many different SE software representations 154 within a
single computer. In the same manner the hardware based SEs
147 are exposed to the Internet over TCP/UDP/IP, the soft-
ware representations of the SEs 154 are also be exposed to the
Internet.

[0147] FIG. 19 illustrates that either of the depicted archi-
tectures (i.e., the hardware representations 147 and the soft-
ware representations 154) are functionally interchangeable
and are interoperable from the external world over the Inter-
net. FIG. 19 also suggests that a repository (such as repository
157) using software representations of SEs may be more
easily scalable than a repository (such as repository 156)
using many hardware representations. The use of virtual
hardware representations may be a good compromise
between the security of hardware representations and port-
ability and scalability of database secure element representa-
tions.

[0148] FIG. 20 illustrates communications channels and
communications between a point-of-sale terminal and an
electronic communication device and a repository, according
to some embodiments. There is a first communication chan-
nel 904 between a point-of-sale terminal 908 and an elec-
tronic communication device 912. The first communication
channel may, for example, include a near field communica-
tion channel or an internet connection. The electronic com-
munication device 912 may be a mobile device or a stationary
device. There is a second communication channel 916
between the electronic communication device 912 and a
repository 920. The second communication channel 916 may
include, for example, a cell-phone connection or an internet
connection. A POS command communication 924 may be
sent over the first communication channel 904 and a device
command communication 928 may be sent over the second
communication channel 916. A repository response commu-
nication 932 may be sent over the second communication
channel 916 and a device response communication 936 may
be sent over the first communication channel.

[0149] FIG. 21 illustrates an arrangement of an application
system 201 (a variant of remote system auth server) that
contains a Hardware Security Module (HSM) 200. The appli-
cation system also includes a system of one or more comput-
ers that all may have access to the transaction table 205 and
the credential table 206 within the application system. The
application system contains data that should be kept in a
secure manner and as a result may have both network acces-
sibility and physical accessibility limitations built in to it. The
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application system can be further detailed as a “software
representation” of a plurality of secure element representa-
tions as the application system has access to all the informa-
tion used to create APDU responses for any particular SE
representation in its repository data. An added feature of the
application system that extend its capabilities beyond a “soft-
ware representation” of a plurality of secure element repre-
sentations is that because it has access to the HSM that stores
keys used to create the data in each SE representation, it can
be configured for authorizing or verifying the output data
(digital credential data) for any of the SEs contained in its
repository data as well. An HSM is a device commonly used
in the banking and processing industry. The HSM is respon-
sible for securely containing encryption keys 203 (crypto-
graphic keys) that are used to authorize card payments, or
create digital credential data for new cards. Encryption algo-
rithms 204 that use these keys are also contained on the HSM.
An example of an HSM used in the industry at the time of this
filing is currently distributed by SafeNet Inc. and is named the
Luna EFT Mark I1 Edition. An example, from the MasterCard
PayPass MSD v3.3 card specification document, of an
encryption key that may be stored on the HSM is called an
Issuer Master Key (IMK). The HSM can then, for example,
use the embedded algorithms 204 to create a “diversified key
for card verification code creation” (KDcvc3) from the IMK
that is used for each individual card that is issued based on a
certain algorithm that is also stored in the HSM. The HSM is
designed to protect individual encryption keys, and to use
embedded encryption algorithms to calculate encryption out-
put based on an encryption input request from an application
system. The encryption algorithm must be located within the
HSM because the algorithm must have direct access to the
protected encryption keys 203. The application system will
provide additional input data to be used in the encryption
algorithms to the HSM. The application system will also
expect output data from the encryption algorithms from the
HSM. The input data to the HSM may be stored in the trans-
action table 205 and the credential table 206. An HSM is
commonly a separate device within the application system
that is connected to other devices within the application sys-
tem through a communication channel. The communication
channel may be a network connection such as an RJ45 cable
or in some cases is a hardware bus connection such as a PCI
connector within a computer casing. An example of using this
arrangement may be that the application system contains:

[0150] a. Encrypted data (cryptogram)

[0151] ©b. Unpredictable number (UN)

[0152] c. Application Transaction Counter (ATC)
[0153] d. Transaction data such as a dollar amount
[0154] e. A key identifier (but the not key itself)

in its transaction table and credential table. The application
system would like to verify encrypted data (a) was created
from a particular encryption key (e), unpredictable number
(b), ATC (c), and transaction data (d). The application system
knows which key was used to create the cryptogram (a), but
opts, for security reasons, not to have access to the key itself.
The application system then uses the cryptogram (a), unpre-
dictable number (b), ATC (c), transaction data (d), and a key
identifier (e) as input for the HSM and sends the input to the
HSM. The HSM then uses the input data from the application
system and locates the proper encryption algorithm and
encryption key to use. The HSM then creates the output
response from the algorithm using the encryption key and
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sends the output to the application system. The output in this
example would be a simple “verified” or “not verified” mes-
sage.

[0155] The application system 201 is an embodiment of a
“software representation” of a repository of a plurality of
secure element representations and has access to all the infor-
mation that is used to create APDU responses generated by
any particular database SE representation in its repository
data. This repository data is represented in the credential
database table 206. This would include credential data such as
PAN, expiration date, card holder name, contactless applica-
tion type, automated transaction counter, card record, etc.
This gives the application system the ability to formulate
APDU responses to APDU commands that are issued from
the point-of-sale to an SE during an interrogation. So if a
mobile device requests a transaction cache for a particular SE
or card identified by a card id or PAN, for example, the
application system has the ability, using the data in the cre-
dential table, transaction table, and HSM, to formulate all the
responses that the mobile device may need at a later point in
time when the mobile device is being interrogated by the
point-of-sale. This set of responses could be in the format of
APDU responses and passed to the mobile device to be

13
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the data inside the response may change from one card id or
PAN to another because it is credential data that is stored in
the read record command response. Fortunately the applica-
tion system has access to all the credential data that comprises
the response to the read record command such as displayed, in
part in FIG. 2, element 7:
[0158] a. Track 1 and Track 2 data comprised of PAN,
Exp Date, card code, issuer discretionary data
[0159] b. Substitution bitmaps for Track 1 and Track 2
(PUNATC, PCVC(C3)
[0160] c.Number of ATC digits used in bitmaps (NATC)
[0161] d. Application Version Number

From this data, the application system can create the proper
APDU response to the read record command that is formatted
just like FIG. 3, element 13 and send it specifically for the
card credential the mobile device has requested to the mobile
device for caching over a communication channel. For a
MasterCard PayPass MSD v. 3.3 credential, table 2 shows a
technical breakdown of how the data in the read record
response is formulated from data in the application system in
proper APDU response BER-TLV format.

TABLE 2
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-Application Version Number

56 3E

OF
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62
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66
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2F 4E 4f 54
30 33 33 33
31 31 31 30
T1_NATC
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T1_PUNATC
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01 90 00

Track 1
Data

34 56 78 48 00 DO 90 61 99 00 Track?2

Data
T2_NATC

cached for use later. Alternatively, just the data required for
the mobile device to formulate the responses may be passed to
the mobile device cache. The application system also may
have access to the encryption key for creating cryptograms in
the HSM, in which case the keys themselves could be sent to
a mobile device to allow the mobile device to calculate a
cryptogram that may be requested by a point-of-sale.

[0156] Examples of SE responses are shown in FIG. 3 next
to the ‘CARD>:" prompt indicating data from the SE to the
point-of-sale. The application system may know the specific
responses based on a number of factors. In FIG. 3, the
responses are for a PayPass 3.3 MSD transaction, because the
application system knows the particular card id or PAN is
associated to this PayPass 3.3 MSD transaction, and the Pay-
Pass card specification for 3.3 MSD dictates specifically ele-
ments 10, 11, and 12 exactly as shown in FIG. 3, so the
response APDU data as shown in 10, 11, and 12 can be sent
verbatim over a communication channel to the mobile device
cache when requested by the mobile device.

[0157] FIG. 3, element 13 after the ‘CARD>:" prompt
shows the format of the read record command response, but

Application Version Number, Track 1 Data, T1_NATC,
T1_PCVC3, TI_PUNATC, T2_PCVC3, T2_PUNATC,
T2_NATC, and Track 2 Data are all accessible by the appli-
cation system in the credential table.

[0162] As used herein the term “cryptogram” refers to
encrypted data that may or may not be able to be un-en-
crypted. Encrypted data that cannot be un-encrypted is many
times called a “hash.” A cryptogram is typically calculated
from a series of input data that comprises some data and a
cryptographic key, where the cryptographic key is used to
encrypt some data. As used herein the term “cryptographic
key” refers to a key used, at least in part, to calculate a
cryptogram. A cryptogram is calculated based on an algo-
rithm or calculation formula. As use herein the term “calcu-
lation formula” refers to an algorithm or formula that is speci-
fied by a card specification as the method to calculate a
cryptogram. A calculation formula typically may be known
by any entity. The output result of the calculation formula that
uses the input data and a cryptographic key is a cryptogram.
Examples of cryptograms at the time of'this filing are defined
by the following card specifications in table 4.
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TABLE 4

Card specification Cryptogram Designator or Name

MasterCard PayPass MSD CVC3
Visa Contactless MSD dcvv
Discover ZIP MSD dcvv

EMYV, Visa QVSDC, VISA VSDC,
MasterCard MCHIP

AC, TC, AAC, ARQC

A “cryptogram” as used herein may be classified as
“dynamic” meaning that it is always changing from one inter-
rogation (transaction) to the next over the life a digital cre-
dential (SE representation). As used herein the term “life of”,
as in, the life of a digital credential, the life of a card, the life
of a SE, the life of a SE representation, refers to the life
beginning when it is used its first interrogation and ending
when it is used in its last interrogation. One indication of this
dynamic aspect of a cryptogram is to perform two sequential
independent interrogations between a mobile device and a
point-of-sale terminal where the same digital credential is
used on the mobile device, and the point-of-sale terminal
receives two sets of digital credential data with each including
a single cryptogram, one with each interrogation. If the cryp-
togram received by the point-of-sale terminal is different
from one interrogation to the next, it is dynamic.

[0163] The details of an interrogation between a point-of-
sale and a digital credential, card, SE representation, and
mobile device are defined in “card specifications” and imple-
mented in point-of-sale terminals. Examples of these card
specifications at the time of this filing are MasterCard Pay-
Pass—Mag Stripe v3.3, Contactless EMV, Discover Network
RF Contactless Specification—Supplement Guide For Func-
tional Support, AMEX ALIS v1.7, and Visa Contactless Pay-
ment Specification v2.0.2. Used herein the term “card speci-
fication” refers to a specification or reference within the
specification to other specifications and so on that a point-of-
sale terminal must adhere to in order to interrogate a card, SE,
mobile device as expected by that card specification. A point-
of-sale terminal, as the interrogator, controls the interroga-
tion. The card specification that defines the details of an
interrogation may also define the details of a cryptogram
request, calculation, and delivery from the card, SE, or mobile
device to the point-of-sale as part of the interrogation
sequence. Card specifications may include references to other
specifications and those other specifications to even more
specification wherein the card specification may be defined
by the card specification in conjunction with other supporting
documents sited within a card specification. Card specifica-
tions typically consist of an application layer that defines an
interrogation sequence and calculations that are to be per-
formed by both the card, SE, mobile device and also the
interrogator or point-of-sale. Both a mobile device and a
point-of-sale are expected to be operating under the direction
of a card specification during an interrogation.

[0164] The card specification may define a cryptogram to
be calculated by the card, SE or mobile device based, at least
in part, on unpredictable data sent from the point-of-sale
during the interrogation. In this context, it is said that the
cryptogram delivered by the mobile device is “expected”
because the card specification indicates it will be calculated,
at least in part, from the unpredictable data delivered by the
point-of-sale during the interrogation and that is what the card
specification expects.

14
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[0165] Also, the card specification may define a crypto-
gram to be calculated by the card, SE, or mobile device based,
at least in part, on a cryptographic key, where the crypto-
graphic key is a “permanent cryptographic key”. In this con-
text, it is said that the cryptogram delivered by the mobile
device is “expected” because the card specification indicates
it will be calculated, at least in part, from a permanent cryp-
tographic key and that is what the card specification expects.
Used herein the term “permanent cryptographic key” refers to
a cryptographic key that is unchanging (or static) throughout
the life of a card, SE, mobile device, or digital credential.

[0166] As used herein the term “temporary cryptographic
key” refers to a cryptographic key that changes (or is
dynamic) from one interrogation to the next over the life of a
digital credential (e.g., an SE representation). A temporary
cryptographic key may be selected or changed randomly from
its use in one interrogation to the next. It is unpredictable from
one interrogation to the next. A temporary cryptographic key
may be recorded or stored in assigned to an individual trans-
action (interrogation) as shown in the “TEMP KEY” column
380 in the transaction table 210. As used herein, if not other-
wise explicitly stated, the term “cryptographic key” means a
“permanent cryptographic key”. As used herein, if not other-
wise explicitly stated, the term “encryption key” means a
“permanent cryptographic key”.

[0167] Asusedherein the term “persistent” or “persistently
stored” refers to of data that are stored in a storage container
(such as non-volatile read-only-memory) where the data
“persists”, and is not erased in the event of a power failure or
outage to that storage container. Another example of a per-
sistent storage container is a hard drive, or flash memory.

[0168] Used herein the terms “transient,” “transiently
stored,” “non-persistent,” and “non-persistently stored”
refers to data that are stored in a storage container where the
are erased or otherwise rendered not accessible after a power
failure to the storage container. An example of a transient
storage container is RAM (Random Access Memory).

[0169] Cryptograms used herein may be “expected” to be
calculated, at least in part, from unpredictable data passed
from a point-of-sale to a mobile device during an interroga-
tion that is dictated by a card specification. Used herein the
term “predetermined cryptogram” refers to a cryptogram that
is formulated without the use of unpredictable data passed
from the point-of-sale terminal to a mobile device during an
interrogation; wherein the interrogation is defined by a card
specification; and the card specification indicates the crypto-
gram to be calculated, at least in part, by the unpredictable
data. This may include a predetermined cryptogram being
entirely made up of a string of random data. This may also
include a predetermined cryptogram being calculated based
on other unpredictable data instead of the unpredictable data
from the point-of-sale. As used herein “predetermined cryp-
togram” also refers to a type of unexpected cryptogram.

[0170] Cryptograms used herein are many times may be
“expected” to be calculated, at least in part, from a permanent
cryptographic key that during an interrogation between a
mobile device and a point-of-sale. Used As used herein the
term “unpredictable cryptogram” refers to a cryptogram cal-
culated, at least in part, from a temporary cryptographic key
for use in an interrogation between a mobile device and a
point-of-sale; wherein the interrogation is defined by a card
specification; and the card specification indicates a crypto-
gram to be calculated, at least in part, by a permanent cryp-
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tographic key. As used herein “unpredictable cryptogram”
also refers to a type of unexpected cryptogram.

[0171] Used herein the terms “unexpected cryptogram”,
“unexpected predetermined cryptogram”, and “unexpected
unpredictable cryptogram” refer to a cryptogram that is sent
from a mobile device to a point-of-sale during an interroga-
tion; wherein the interrogation is defined by a card specifica-
tion implemented on the point-of-sale; and the cryptogram is
calculated from a different calculation formula than is defined
in the card specification. For example, the “different calcula-
tion formula” includes a predetermined cryptogram. As used
herein the term “predetermined cryptogram” refers to a cryp-
togram that is calculated without the use of unpredictable data
passed from the point-of-sale terminal to a mobile device
during an interrogation; wherein the interrogation is defined
by a card specification; and the card specification indicates
the cryptogram to be calculated, at least in part, by the unpre-
dictable data. A predetermined cryptogram may be entirely
made up of a string of random data. A predetermined crypto-
gram may also be calculated based on other unpredictable
data instead of the unpredictable data from the point-of-sale.
As used herein “predetermined cryptogram™ is an example of
an unexpected cryptogram.

[0172] As afurther example, the “different calculation for-
mula” includes an unpredictable cryptogram. As used herein
the term “unpredictable cryptogram” refers to a cryptogram
calculated, at least in part, from a temporary cryptographic
key instead of a permanent cryptographic key for use in an
interrogation between a mobile device and a point-of-sale;
wherein the interrogation is defined by a card specification;
and the card specification indicates a cryptogram to be calcu-
lated, at least in part, by a permanent cryptographic key. As
used herein “unpredictable cryptogram” is an example of an
unexpected cryptogram. An unexpected cryptogram can also
be said to deviate from the card specification.

[0173] As afurther example, the “different calculation for-
mula” may include using a temporary cryptographic key in
place of a permanent cryptographic key in the case of an
“unexpected unpredictable cryptogram”, or may include
using a random value in place of the cryptogram in the case of
an “unexpected predetermined cryptogram”. As a controlled
consequence of the “different calculation formula”, the value
of'the unexpected cryptogram may be different than that of an
expected cryptogram; however, it is to be of the same general
data format as the expected cryptogram. For example, if the
expected cryptogram is 3 bytes long, then the unexpected
cryptogram will be 3 bytes long, however the data within the
respective cryptograms may not match.

[0174] The response for the compute cryptographic check-
sum command (FIG. 3, element 14), is created by a method
employed in FIGS. 22, 23, 24, 25,26, 27, 28,29 and 30 called
“Cryptogram Substitution” using a predetermined crypto-
gram or unpredictable cryptogram and in some embodiments
sent for each transaction to the mobile device cache over a
communication channel when requested by the mobile
device. In other embodiments cryptogram substitution is used
with unexpected cryptograms created on the mobile device
and sent to a remote application system. For a MasterCard
PayPass MSD v. 3.3 credential, table 3 shows a technical
breakdown of how the data in the read compute cryptographic
checksum response is formulated from data in the application
system in proper APDU response BER-TLV format.

Feb. 28,2013

TABLE 3
77 OF
T L \%
9F 61 02 B892 T2_CVC3
9F 60 02 FBC7 TI1_CVC3
9F 36 02 005E  ATC
90 00

The ATC is the automated transaction counter that increments
with every point-of-sale interrogation, and can be stored in
the transaction table or credential table and updated with each
interrogation by a mobile device. The CVC3 is cryptogram
that is expected to be calculated with this algorithm from the
MasterCard PayPass MSD v3.3 card specification:

First KDcvc3 is created:

Z,=DES3(IMK (5[ Y]

7 =DES3(IMK ¢pres)[Y
S(FF|'FF’||'FF°||'FP|*FF°|'FF°||'FF°|'FF)]

[0175] and define:

KD ey =(Z 1 Zz)-

[0176] KDcvc3 calculation may be preformed inside the
HSM because the HSM contains IMK. The application sys-
tem will pass Y, which is defined as the PAN and PAN
sequence number concatenated as an input to the HSM in
conjunction with the IMK id to use. The HSM will respond
back with the KDcvc3 as output. The KDcvc3 in this example
would be considered a permanent cryptographic key because
it will not change over the life of the digital credential, as none
of'the inputs to the calculation of KDcve3 change over the life
of the credential.

Next T2_IVCVC3 is created:

O:=PayPass—MagStripe(3.3) Annex B alg(KDcve3)[Track 2
Data]

The least two significant bytes of the output data are defined
to be T2_IVCVC3.

Finally, the CVC3 cryptogram for track 2 is calculated:

0:=DES3(KD e[ T2_IVeve3|[UNJJATC]

[0177] The least two significant bytes of the output data are
defined to be CVC3

CVC3 calculation may be preformed inside the HSM because
the HSM contains the IMK which is used to create KDcvc3,
which is used to create IVCVC and CVC3. So the application
system will pass UN and ATC as inputs in conjunction with
the IMK id to use. The HSM will respond back withthe CVC3
cryptogram as output. The CVC3 is a dynamic cryptogram as
the input to the calculation of the cryptogram change with
each interrogation. This is known because with each interro-
gation the digital credential is expected to increment the ATC
(Automated Transaction Counter) and also have different UN
value.

[0178] This card specification expects KDcve3 crypto-
graphic key to be a permanent cryptographic key. In the event
that an unpredictable cryptogram is to be calculated instead,
in this example, the permanent key of KDcve3 is not used and
is replaced by atemporary cryptographic key that may consist
of'a random value that changes, and may be erased or altered
after a single interrogation. The temporary cryptographic key
that is used can be recorded in the application system trans-
action table for future reference during cryptogram verifica-
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tion. Proceeding with the following formula using the tem-
porary cryptographic key instead of the permanent
cryptographic key will yield an unpredictable cryptogram.
[0179] The UN input value in this algorithm is intended
(expected) to be an unpredictable number from the point-of-
sale that was acquired during interrogation. In order to cal-
culate an unexpected predetermined cryptogram instead, in
one embodiment this UN number will be created randomly
and used as input to the cryptogram algorithm. The UN num-
ber used will be recorded in the application system transac-
tion table for future reference during cryptogram verification.
The predetermined cryptogram can now be used to formulate
a response to the “compute cryptographic checksum” request
without consulting the application system during the interro-
gation. In this embodiment, the mobile device may share
access to the predetermined cryptogram during the scope of
the authorization process.

[0180] In another embodiment of substituting a predeter-
mined cryptogram, random data could simply be used to
create the predetermined cryptogram. In this embodiment,
the mobile device may share access to the predetermined
cryptogram during the scope of the authorization process.
[0181] Inanother embodiment of substituting an unpredict-
able cryptogram, a temporary cryptographic key could be
used to allow the mobile device to calculate and create the
unpredictable cryptogram. The temporary cryptographic key
would be recorded in the application system transaction table
for future reference during cryptogram verification. In this
embodiment, the mobile device may share access to the tem-
porary cryptographic key with the application system during
the scope of the authorization process.

[0182] Alternatively, although less secure, in another
embodiment of the application system could deliver the per-
manent cryptographic key to the mobile device to be stored
transiently to allow the mobile device to calculate and create
an expected cryptogram that can be used to formulate the
“compute cryptographic checksum” response without con-
sulting the application system.

[0183] The concept of transaction (command/response)
caching is disclosed herein. A cache is a component that
transparently stores data so that future requests for that data
may be served faster. The data that are stored within a cache
may be values that have been computed earlier or duplicates
of original values that are stored elsewhere. If requested data
are contained in the cache (“cache hit™), this request may be
served by simply reading the local cache, which is compara-
tively faster that accessing the remote source. Otherwise
(“cache miss”™), the data have to be recomputed or fetched
from its original storage location, which is comparatively
slower. Hence, the more requests that may be served from the
local cache, the faster will be the overall system performance.
Caching implies that the cache values may be temporary and
the original values from the remote source can be easily
accessible time after time if needed in order to update, or
replace the cached values. Used herein the term “non-persis-
tent cache” and “transient cache” refers to the cached data to
be transient or non-persistent. Unless otherwise stated the
term “cache” also refers to the cached data to be transient or
non-persistent.

[0184] The mobile device cache is setup to hold the cached
data in preparation for the next interrogation from the point-
of-sale that will happen at a later time. It is important to note
that the data transmitted to the mobile device cache may hold
the literal APDU formatted data, or may simply hold the data
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required to formulate a correctly formatted APDU response.
The important aspect is that the cache holds all the data
required to properly create APDU responses to the APDU
commands.

[0185] Used herein the term “card data” or “credential
data” may refer to the data used to create a proper APDU
response to credential specific APDU commands such “read
record” 7, and data used in “compute cryptographic check-
sum” 8. It is common for an application system in a software
representation of a plurality of remote secure element reposi-
tory to have access to all the data to properly create a valid
APDU response.

[0186] FIG. 16 illustrates a caching system for each trans-
action or interrogation between a point-of-sale 778 and a
mobile device 779 for a MasterCard PayPass transaction. The
advantage of caching secure element responses is to lessen
the effect of network latency and speed up an interrogation. In
the example contained FIG. 16, network latency is reduced
from a potential 800 ms to a potential 200 ms because of the
caching technique applied. This is a significant effect in the
application of NFC or RFID because the as the total interro-
gation timeframe shrinks, the likelihood of a successful inter-
rogation sequence goes up because it is less likely the com-
munication channel between the point-of-sale and the mobile
device will be interrupted from the mobile device moving out
of'the field generated by the point-of-sale. Notice that not all
interrogation command and responses 787 and 793 in FIG. 16
are handled from the mobile device cache 780. The non-
cached command and response, lead to the 200 ms network
latency of the entire transaction in FIG. 16.

[0187] FIG. 17 illustrates a caching system for each trans-
action or interrogation between a point-of-sale 794 and a
mobile device 795 for a Visa PayWave transaction. In this
figure the concept of 100% transaction caching is employed.
It illustrates how all ofthe responses for an interrogation from
apoint-of-sale may be cached at some point of time ahead 802
of the actual mobile device and point-of-sale interrogation.
This causes network latency of the interrogation to be 0 ms
(zero) because no data is queried during the interrogation over
the network from the remote system auth server’s remote
repository. This is a tremendous advantage over the system in
FIG. 16, which in-turn had a tremendous advantage to the
system that does not employ transaction caching at all.
[0188] Depending on the interrogation sequence selected
by the point-of-sale, it may not always be possible to imple-
ment a system set forth in FIG. 17. Many point-of-sale inter-
rogation sequences carried out at the time of this filing are
based on card specifications such as:

[0189] a. MasterCard, PayPass, MChip
[0190] b. American Express, Express Pay
[0191] c. Discover Zip

[0192] d.Visa QVSDC,VSDC

[0193] e. Contactless EMV

Employ a method of creating an expected cryptogram by the
mobile device that is calculated, at least in part, from unpre-
dictable data generated on the point-of-sale and delivered to
the mobile device during the interrogation sequence. Because
creating an expected cryptogram requires a calculation to be
preformed that includes a permanent cryptographic key, the
secure element or system with access to this key must be used
to carry outthe expected cryptogram calculation. Because the
secure element representation is stored in a remote repository
and contains the permanent cryptographic key, this expected
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cryptogram calculation would incur network latency to per-
form the calculation during the interrogation, as shown in
FIG. 16, element 793.

[0194] During point-of-sale interrogation with a mobile
device, the point-of-sale may request a cryptogram and sup-
ply some data to be used in cryptogram calculation to the
mobile device in the same APDU command request. The
APDU response to this request by the mobile device, which is
also in the same interrogation sequence, is expected to con-
tain the cryptogram itself, calculated, atleast in part, using the
input data from the point-of-sale, and also other input data.
After receiving the cryptogram in the APDU response from
the mobile device, the point-of-sale then sends the crypto-
gram, the input data it used to request the cryptogram, and
possibly other information about the credential data from the
mobile device to a remote processor for an authorization
request. As part of the authorization request process, the
cryptogram is verified based on the input data that was used to
create it, some of which was generated by the point-of-sale.
[0195] Because many of these cryptograms referenced by
external card specifications use transaction data or unpredict-
able number data created by the point-of-sale as part of the
input during the calculation of the expected cryptogram, the
step of calculating the cryptogram requires the secure ele-
ment at the time of interrogation because the secure element
contains the permanent cryptographic key required to create
the cryptogram. If the secure element is contained in a remote
repository, network latency must be factored into the total
interrogation time in order for the secure element to calculate
the cryptogram using data from the point-of-sale.

[0196] If data created by the point-of-sale is not part of the
input to the creation of the expected cryptogram, such as in
Visa Contactless MSD cryptogram (dCVV), then the crypto-
gram can be calculated by the remote repository, transferred
to the mobile device, and cached for use at a later time during
point-of-sale interrogation. This scenario creates no network
latency and allows for one hundred percent transaction cach-
ing during the interrogation, because the secure element rep-
resentation need not be accessed during the actual interroga-
tion time. Used herein the term “one hundred percent (100%)
transaction caching” refers to the ability for the mobile device
to complete the interrogation with a point-of-sale terminal
without the requirement to contact the secure element during
the interrogation, and instead have all the data on hand local
to the mobile device to complete the interrogation.

[0197] Most cryptogram algorithms referenced by external
card specifications require input data from the point-of-sale
during the interrogation, so many of the following figures
address this problem and how it can be solved in the context
of one hundred percent transaction caching. The method of
“Cryptogram Substitution” and creating a pre-defined cryp-
togram are defined and described in the FIGS. 21, 22, 23, 24,
25,26,27,28,29, and 30 explain a solution to the problem of
creating a response to a cryptogram request the expected
cryptogram is calculated, at least in part, by unpredictable
data sent by the point-of-sale to the mobile device.

[0198] FIG. 22 illustrates how one embodiment of an appli-
cation system could create cryptograms using random, pre-
determined, or “made up” input data. A transaction table 210
is defined in which each row represents a transaction between
a mobile device and a point-of-sale. The state of the data in
this table currently shows transaction data that have been
delivered to a mobile device cache, but have not been verified
through a point-of-sale. In order to comply with the request of
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apoint-of-sale to a mobile device during an interrogation, the
mobile device must deliver cryptogram in the proper data
format that the point-of-sale expects. The data that is con-
tained in the actual cryptogram that is delivered to the point-
of-sale from the mobile device may not be accurately calcu-
lated with the input data from the point-of-sale, but it does not
matter at this point as the point-of-sale alone does not verify
the cryptogram, it simply receives the cryptogram and relays
it for verification to the application system, which has access
to the input data used to create the original pre-determined
cryptogram. This is why the predetermined cryptogram 218
can may be calculated based on randomly selected terminal
input data UN 213, and Transaction Data 215. The other
inputs to create the predetermined cryptogram are based on
credential data of each secure element such as the Application
Transaction Counter 214, the Issuer Master Key id 212, and
the account Personal Account Number 211. After gathering
all predetermined cryptogram input data, the application sys-
tem sends the input to the HSM and receives the predeter-
mined cryptogram as an output response. The application
system may optionally store the predetermined cryptogram
218 into the table 210, for use during verification later.
[0199] The actual unpredictable number 216 and transac-
tion data 217 sent by the point-of-sale terminal during inter-
rogation is not known at this point in time because the inter-
rogation has not actually happened yet. However, it is still
possible to create a predetermined cryptogram, in this man-
ner, to be delivered to a mobile device for use in a mobile
device cache to use during a point-of-sale interrogation that
includes a properly formatted predetermined cryptogram.
This predetermined cryptogram is formatted properly, but
will not be calculated based on the input data from the point-
of-sale interrogation. Because it is formatted properly, it will
still be accepted by the point-of-sale and sent to off for veri-
fication in an authorization request. Also note that there may
be multiple transactions in processing at a single point of
time, 219 shows two different rows representing two different
transactions currently being processed for the same PAN 211.
The application system has the ability to process each of the
transactions independently because there is a row in the table
to discern each one separately.

[0200] Note that because the same application system that
is creating the cryptogram will also be verifying the same
cryptogram, another embodiment of predetermined crypto-
gram creation is simply make up a predetermined cryptogram
from random data without performing a calculation from
input data at all. This embodiment requires the application
system to store the random predetermined cryptogram 218
into the table 210 for verification later. This embodiment also
does not require an HSM to create the cryptogram as it is
simply created randomly.

[0201] Note that in another embodiment, it is possible to
create a temporary cryptographic key for each transaction.
This key may be shared with the mobile device allowing the
mobile device to calculate an unpredictable cryptogram
using, at least in part, the unpredictable data received from the
point-of-sale during the interrogation. This embodiment
requires the application system to store the temporary key 380
into table 210 for use during unpredictable cryptogram veri-
fication later.

[0202] These methods of substituting a predetermined
cryptogram and of substituting an unpredictable cryptogram
are vital to the concept of 100% transaction caching with the
existing point-of-sale infrastructure. The existing point-of-
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sale infrastructure is pre-set for each interrogation sequence
and expects data to be formatted according to each interroga-
tion sequence that is programmed in the point-of-sale. Chang-
ing the interrogation sequence(s) is out of the control of the
mobile device, and so this method of creating a predeter-
mined cryptogram or unpredictable cryptogram as defined
using data, at least in part, from FIG. 22 may be required for
100% transaction caching which creates no network latency
during the interrogation between the point-of-sale and the
mobile device. Because the predetermined cryptogram is cre-
ated without input from the point-of-sale, the calculation time
to create a predetermined cryptogram may also removed from
the overall interrogation time. In the case of an unpredictable
cryptogram, this calculation time persists and cannot be
removed from the overall interrogation time.

[0203] FIG. 29 illustrates a representation of a table of
digital credentials 350 (digital credential data) that may be
stored inside the application system. This table, in conjunc-
tion with the transaction table, and in some embodiments the
HSM allows the application system to perform as a repository
of'a plurality of secure element software representations. The
credential data used to create data inside an SE and also allow
it to formulate its proper APDU responses is contained in this
table for a plurality of credentials (SEs). For a MasterCard
PayPass MSD v3.3 credential, the example shown in this
table, the columns of data list personal account number (PAN)
351, expiration date 352, name of card holder 353, card code
354, track 1 data 355, track 2 data 356, track 1 cvc3 bitmap
357, track 2 cve3 bitmap 358, track 1 UN and ATC bitmaps
359, track 2 UN and ATC bitmaps 360, track 1 number of ATC
digits 361, track 2 number of ATC digits 362, CVM list 363,
AC 364, application version number 365, and the master key
identifier 366.

[0204] FIG. 23 illustrates a method for a mobile device 220
to request a transaction cache 224 prior to being interrogated
by a point-of-sale. Used herein the term “transaction cache”
refers to data required to formulate proper mobile device
responses during an interrogation with a point-of-sale, which
may comprise digital credential data. As discussed in FIG. 17
and FIG. 18, FIG. 23 is very similar and describes a method
for a mobile device 220 to receive a cache of transaction data
(transaction cache) 227 over a communication channel to be
used during a point-of-sale interrogation at a later point in
time. Before an interrogation with a point-of-sale, the mobile
device will request a transaction cache to be used during the
point-of-sale interrogation from the application system 222
over a communication channel. This transaction cache data
may comprise the randomly generated unpredictable data
such as UN and transaction data from the application system,
the other credential based inputs 225 to cryptogram calcula-
tion and sends them to the HSM 223 over a communication
channel. The HSM then may calculate the predetermined
cryptogram 226 and return it to the application system. The
predetermined cryptogram may then be used to formulate the
cache response to a “request cryptogram” APDU command
from a point-of-sale. In a further embodiment, the application
system could avoid the step of contacting the HSM and sim-
ply make up a random sequence of bytes to be used as a
predetermined cryptogram to be used in place of the expected
cryptogram. This predetermined cryptogram is a sequence of
random data and is shared with the mobile device, so the
mobile device could have, just as well, created the random
bytes as the predetermined cryptogram and shared them with
the application system. In a further embodiment, the applica-
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tion system could avoid the step of contacting the HSM and
simply make up a temporary cryptographic key from a ran-
dom sequence of bytes to be shared with and used by the
mobile device while creating an unpredictable cryptogram to
be used in place of the expected cryptogram. This temporary
cryptographic key is a sequence of random data and is shared
with the mobile device, so the mobile device could have, just
as well, created the random bytes as the temporary crypto-
graphic key and shared them with the application system.
[0205] For an example, the MasterCard PayPass interroga-
tion from the point of sale incorporates an APDU command
request called “compute cryptographic checksum” 14 as seen
in FIG. 3. The command APDU follows a particular format
and may look like this:

[0206] 80 2A 8E 80 04 00000899 00

The digits 00 00 08 99 in the APDU command above from the
point-of-sale indicate the unpredictable number to be used as
an expected cryptogram calculation input. This unpredictable
number is a random sequence of numbers that changes with
each interrogation the point-of-sale initiates. The format of
this APDU command request is discussed in more detail
inside the MasterCard PayPass MSD v3.3 card specification.
The immediate APDU response from the mobile device is
expected to follow a particular format and may look like this:
[0207] 770F 9F 6102 B892 9F 6002 FB C79F 3602 00 5E
90 00 T

The digits B8 92 represent the cryptogram. It is identified by
the preceding BER-TLYV formatted tag 9F 61 (track 2 CVC3),
and length value of 02. It was expected to have been calcu-
lated from the unpredictable number issued by the preceding
point-of-sale APDU command request in combination with
other inputs such as the ATC. A correct expected cryptogram
must be calculated using the permanent cryptographic key
that is securely stored inside the SE. Because FIG. 23 imple-
ments 100% transaction caching, it is not impossible for the
expected cryptogram to be calculated after receiving the
unpredictable number from the point-of-sale, because in that
event, the mobile device would need to access the network to
contact the remote repository as in FIG. 16, elements 787 and
793 in order to perform the expected cryptogram calculation.
The method of substituting a predetermining a cryptogram, or
an unpredictable cryptogram in place of the expected crypto-
gram, in this case, needs to be applied in order to create this
response. With this method applied, the “compute crypto-
graphic checksum” response from the mobile device can be
successfully delivered interrogation with the point-of-sale
without contacting the remote SE representation during the
interrogation. In this case, the cached response may look like
this instead:

[0208] 77 OF 9F 61 02 A456 9F 60 02 FB C7 9F 36 02 00
5E 90 00 -

Where, in one embodiment, the digits A4 56 is the predeter-
mined cryptogram, and NOT calculated using, at least in part,
the expected unpredictable number from point-of-sale.
Where, in another embodiment, the digits A4 56 is the unpre-
dictable cryptogram, and NOT calculated, at least in part,
using the expected permanent cryptographic key rather using
a temporary cryptographic. This is an example of “Crypto-
gram Substitution” technique. The point-of-sale does not
have the means or keys to check the received cryptogram for
correctness, so it will accept the cryptogram answer because
it is of the proper format. The point-of-sale will rely on the
authorization request later to verify the correctness of the

cryptogram.
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[0209] In this manner, with some embodiments the entire
transaction cache data comprising elements that make up the
response to “compute cryptographic checksum” 227 may be
returned to the mobile device from the application system
over a communication channel prior to point-of-sale interro-
gation. The transaction cache can be used during interroga-
tion from a point-of-sale to successfully cache the responses
to 100% of the interrogation requests without requiring net-
work access to the remote repository and SE during the com-
plete interrogation time. Please also note that the data sup-
plied in the transaction cache response 227 may be literally
APDU formatted responses. [t may also simply contain all the
data required to formulate proper APDU responses without
requesting more information from the application system
during interrogation time. In this case the mobile device must
employ some logic to properly formulate the APDU
responses. This logic may also be delivered with transaction
cache data 227.

[0210] From time to time, such as during a contactless
EMV interrogation sequence from the point-of-sale, the
point-of-sale may request one of a plurality of cryptograms.
In this case, the response to more than one cryptogram type
request must be delivered in the transaction cache response
227 over a communication channel. In this case, the mobile
device must employ some logic as to which cryptogram
response is being requested and direct the mobile device
cache appropriately to deliver the correct cryptogram
response. This logic may also be delivered with transaction
cache data 227.

[0211] Also, from time to time, such as during a contactless
EMYV interrogation sequence, a response during the interro-
gation with the point-of-sale based on “card risk manage-
ment” decisions may be implemented. Card risk management
is described by the card having enough logic and information
about the transaction at the point-of-sale to approve or decline
the transaction without consulting an application system or
remote processing server. An example of performing card risk
management logic using unpredictable data is:

A point-of-sale interrogates a secure element or mobile
device and during the process, it indicates to the mobile
device it will not be forwarding credential data immediately
for authorization of a transaction. This is sometimes called an
“offline transaction”. At that point during the interrogation,
the point-of-sale sends the mobile device unpredictable data,
such as a transaction amount that is a portion of the unpre-
dictable data, and requests an approval cryptogram from the
SE or mobile device. The SE or mobile device has the ability
at that point to make “card risk management” decision as to
accept or decline the transaction based on the transaction
amount. If the transaction amount is above a “ceiling limit” it
may opt to decline the transaction.

The response from a mobile device to a point-of-sale that
indicates the decision it has made regarding the card risk
management logic is typically formulated with a cryptogram
wherein the cryptogram calculation formula is different
depending on the type of response to the point-of-sale. So
“declining” message from the mobile device may include a
different cryptogram that was calculated by a different calcu-
lation formula than the cryptogram that is designated for an
“approved” message. The card specification will define the
different calculation formulas

[0212] Element 227, in addition to delivering transaction
cache information, may also contain logic and data to make
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decisions regarding card risk management during the inter-
rogation with the point-of-sale.

[0213] Element 227, although it may be less secure, in
another embodiment could contain the permanent crypto-
graphic key that is used to create an expected cryptogram.

[0214] Element 227 in a further embodiment could contain
atemporary cryptographic key that is used to create an unpre-
dictable cryptogram.

[0215] Element 227 could also contain data required to be
used with the encryption key to create the cryptogram such as
ATC. This would allow the mobile device to create a crypto-
gram without consulting the application system and effec-
tively cache a response to a cryptogram request from a point-
of-sale during an interrogation. Sharing the permanent
cryptographic key with the mobile device would be an alter-
native to using a predetermined cryptogram to achieve a
similar system performance result with the context of 100%
transaction caching. Also sharing a temporary cryptographic
key with the mobile device wherein the mobile device calcu-
lates an unpredictable cryptogram would be an alternative to
using a predetermined cryptogram to achieve a similar system
performance result with the context of 100% transaction
caching. During an authorization step, the verification of
correctness method that pertains to the mobile device calcu-
lated cryptogram and unpredictable cryptogram compared to
a predetermined cryptogram may be different as the mobile
device may use the unpredictable data passed from the point-
of-sale in the cryptogram calculation. The mobile device may
store the transaction cache data and card risk management
logic securely in a mobile device cache 221 which can be
non-persistent memory or RAM, or possibly encrypted
memory.

[0216] FIG. 24 illustrates an interrogation between a point
of sale 230 and mobile device 231 sometime after the mobile
device has received the mobile device cache data 227 from the
application system 222. This interrogation may be carried out
over near field communication (NFC) on both the point-of-
sale and mobile device. The data protocol layer within this
interrogation may be configured for ISO7816-4 and follow
APDU command and response formats. FIG. 24 is very simi-
lar to the lower half of FIG. 16, with the exception of cryp-
togram request 239 and response 241 on FIGS. 24 and 787
and 792 of FIG. 16. The APDU response in FIG. 24, element
241 is formulated as a response from the mobile device using
the mobile device cache 232 and contains a predetermined
cryptogram or an unpredictable cryptogram. Both unpredict-
able number (UN) and transaction data from the point-of-sale
terminal passed to the mobile device 239 are not actively used
to create the predetermined cryptogram response 241, how-
ever, they are used to create an unpredictable cryptogram
response. They are both kept by the mobile device 240 to be
transmitted to the application system later over a communi-
cation channel. If there are card risk management tests to be
performed to determine which predetermined cryptogram or
unpredictable cryptogram response 241 is used, they are per-
formed by the mobile device at this time 242. Prior to the
cryptogram request 239, the interrogation sequence from the
point-of-sale may contain additional requests such as select
payment card application 233, which is followed by a
response 234 from the mobile device cache, GPO request
235, which is followed by a response 236 from the mobile
device cache, and read record request 237, which is followed
by a response 238 from the mobile device cache.
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[0217] FIG. 25 illustrates an authorization request after an
interrogation between a mobile device and a point-of-sale has
been preformed, such as in FIG. 24. Typically the point-of-
sale 255 will formulate an authorization request which may
be in the form of ISO8583 format. This format will contain
data that pertains to the interrogation such as the cryptogram
received from the mobile device, the unpredictable number
and transaction data passed to the mobile device for crypto-
gram calculation, and other credential data. The authorization
request will be passed to the application system 251 over a
communication channel 252. This communication channel
may not go directly to the application system, but may go first
to an acquiring gateway, then to an issuing processor, and
eventually to the application system 251. This communica-
tion channel may be referred to herein as “the interchange”.
The interchange is a private network that is used exclusively
by the payment card industry for the purpose of authorization
requests. After the authorization request is received by the
application system, the authorization request may be matched
to a particular transaction that is listed in the transaction table
210 based on the PAN 211 that is listed in the credential data
of the authorization request. The application system will
make the authorization decision for the authorization request.

[0218] The application system has access to the HSM 250
as well as the transaction table 253 that is also shown in FIG.
22, element 210. It may contain the original randomly created
UN 213 and transaction data 215 used to create the predeter-
mined cryptogram. It may contain the predetermined crypto-
gram. [t may also contain a temporary cryptographic key that
allows the mobile device to create an unpredictable crypto-
gram. The cryptogram that was received over the interchange
communication channel 252 may be a predetermined crypto-
gram that may have been originally delivered to the mobile
device in the response to a request for transaction cache data
(FIG. 23, element 227). The cryptogram that was received
over the interchange communication channel 252 may also be
an unpredictable cryptogram that was created by the mobile
device using a temporary cryptographic key.

[0219] In parallel to the data being sent from the point-of-
sale to the application system, the mobile device 256, after the
interrogation, sends the unpredictable number and transac-
tion data it received from the point-of-sale terminal, the
results from the card risk management tests over a separate
communication channel 254 to the application system. This
separate communication channel may be internet communi-
cation over a mobile network. This data from the mobile
device was acquired from the point-of-sale and kept by the
mobile device as shown in FIG. 24, elements 240 and 242, but
may not have been used in the calculation of the cryptogram
passed in FIG. 24 element 241. This data, which is sent to the
application system by the mobile device 254 may be used to
compare and corroboratively verify unpredictable number
and transaction data that was separately sent by the point-of-
sale 252. The unpredictable number and transaction data
reported from the point-of-sale should match the reported
unpredictable number and transaction data from the mobile
device. Using the term “corroboratively” herein refers to veri-
fying unpredictable data delivered by two separate commu-
nication channels.

[0220] An added security measure may be implemented
that pertains to the data sent from the mobile device to the
application system over the communication channel 254.
Prior to sending the data, if the data contains transactional
amount data for example: “$16.24 USD”, that data may be
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presented to the mobile device display screen 371 from for
card holder validation like this:

[0221] a.“Do you authorize this $16.24 USD purchase?”

The card holder may be asked to review and validate the
transaction amount by touching the screen 371 or pressing a
button 372 for approval. After this card holder approval pro-
cess, the mobile device may make a decision to send or not
send the transactional data, or simply send an “authorization
failure” message to the application system, if the transaction
amount is not validated on the mobile device by the card
holder.

[0222] FIG. 26 illustrates the transaction table 262 that is
also shown in FIG. 25, element 253 and F1G. 22, element 210.
The state of the transaction table in FIG. 26 represents that of
after a transaction interrogation has been preformed and after
the application system has received data from the mobile
device as in FIG. 25, element 254. The example of the data
received is shown for the unpredictable number from the
terminal 260 and the transaction data 261. Both of these
numbers may be used to verify an authorization request
shown in FIG. 25, element 252, as they could be compared
and match that of the authorization request. These numbers
also may be used as placeholders to identify that a system
authorization is complete.

[0223] FIG. 27 illustrates how the application system 270
may make an authorization decision regarding a particular
transaction such as that listed in FIG. 26. In one embodiment
shown in FIG. 27, a method of verifying a predetermined
cryptogram 278 is shown. The data from a row in the trans-
action list table 262 in FIG. 26, which matches element 272 in
FIG. 27, in addition to the cryptogram and PAN passed to the
application system 271 by the point-of-sale over a communi-
cation channel, may be used to create the input to the “verify
cryptogram” request 273. The HSM 275 may then use a
particular key that is kept securely inside it to calculate a
cryptogram based on the algorithm supplied by the applicable
card specification and see if it matches the one passed in 273.
Depending on the status of this match, a response is issued
back to the application system that indicates “approved” or
“denied”. Notice that the UN and transaction data from the
point-of-sale 276 is NOT used in cryptogram verification, and
instead is substituted with the UN 213 and transaction data
215 that was previously created and stored in the application
system. In a typical scenario, this is unexpected as the card
specification for creating the cryptogram expects the crypto-
gram to be calculated, at least in part, from the UN and
transaction data selected by the point-of-sale 276. Because
our application system, prior to the interrogation with the
point-of-sale, predetermined these values for unpredictable
number and transaction data in order to calculate a predeter-
mined cryptogram, the values in 276 can be ignored for the
cryptogram verification process and substituted with the
application system values. The emphasis about this figure and
how it relates to the verification of a cryptogram is that the
input data, at least in part, to the cryptogram verification is
NOT the unpredictable number and transaction data passed
from the point-of-sale 276 over a communication channel,
but instead the randomly generated values that were previ-
ously selected and stored in a transaction table are used 272.
The unpredictable number and transaction data that was gen-
erated by the point-of-sale terminal 276 is never actively used
to create or verify the cryptogram, but may be used to match
with a reported response from the mobile device 277 after the
interrogation as an additional verification method.
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[0224] Ina further embodiment that is not shown but relates
to FIG. 27, if a predetermined cryptogram is used that is
comprised of random data and not calculated using a crypto-
graphic key, the application system may verify a cryptogram
by simply comparing the cryptogram received from the point-
of-sale with a reference to a predetermined cryptogram that is
kept in the application system.

[0225] Ina further embodiment shownin FIG. 27, a method
of verifying an unpredictable cryptogram 279 is shown. For
the verification process 279, the application system would
verify the cryptogram from the point-of-sale using the tem-
porary cryptographic key that was assigned to the transaction
as seen in table 210, element 380. The temporary key was
used by the mobile device to create the unpredictable cryp-
togram that was sent from the point-of-sale. The inputs for the
calculation 391 comprise data from the application system
390 and inputs from the point-of-sale 393. The inputs from
the application system may comprise a temporary crypto-
graphic key, and an application transaction counter. The
inputs from the point-of-sale may comprise a cryptogram, a
PAN, a UN, a transaction data. The application system may
then follow the expected algorithm supplied in the card speci-
fication for verifying an expected cryptogram with the excep-
tion of substituting the expected permanent cryptographic
key with the temporary cryptographic key. Notice in this
embodiment a permanent cryptographic key is never used for
cryptogram verification. Notice the UN and transactional data
from the mobile device 392 may not be used for cryptogram
verification.

[0226] FIG. 28 illustrates an overview of the authorization
of'atransaction process comprising a method for substituting
an expected cryptogram with a predetermined cryptogram or
unpredictable cryptogram. FIG. 28 also illustrates an over-
view of the authorization of a transaction process comprising
a method of authorization using an expected cryptogram.
FIG. 28, for all embodiments, employs the concept of the
mobile device without having local access to a permanent
cryptographic key that is expected to be used to create an
expected cryptogram. FIGS. 21, 22, 23, 24, 25, 26,27, 29, and
30 all have a part of this process. FIG. 21 illustrates a reposi-
tory of a plurality of secure element software representations.
FIGS. 22, 23 and 29 illustrate how the mobile device shares
data with an application system over a communication chan-
nel. FIG. 24 illustrates interrogation between a point-of-sale
and mobile device. FIGS. 25, 26 and 27 illustrate the autho-
rization process after an interrogation is completed. FIG. 30
illustrates a mobile device that comprises one embodiment of
corroborative authorization that displays the transaction
amount data for manual verification by a card holder.

[0227] InFIG. 28, amobile device first requests transaction
cache information from an application system 280 over a
communication channel. The application system may have
created or creates at that time random data such as unpredict-
able number and transaction data that is required to calculate
apredetermined cryptogram 281. This random data is similar
in format to that of which the point-of-sale would generate at
the time of interrogation with the mobile device. The appli-
cation system keeps this data for later, and shares a predeter-
mined cryptogram with the mobile device 282.

[0228] As an alternative to the method 0280, 281,282, and
283, one embodiment may comprise the application system
and the mobile device simply sharing a random sequence of
data that represents a predetermined cryptogram. This is pos-
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sible because the application system is the only entity that
both creates and verifies the predetermined cryptogram.

[0229] As a further alternative to the method of 280, 281,
282, and 283, a further embodiment may comprise the appli-
cation system and mobile device sharing a temporary cryp-
tographic key that the mobile devices will use to create an
unpredictable cryptogram.

[0230] As a further alternative to the method of 280, 281,
282, and 283, a further embodiment, although less secure,
comprises the application system sending the permanent
cryptographic key needed to create an expected cryptogram
to the mobile device to be stored transiently; the mobile
device would then have the capability to calculate the
expected cryptogram locally when receiving a request for an
expected cryptogram from the point-of-sale.

[0231] Data may be delivered to the mobile device 283 that
comprises, for example, card risk management logic, infor-
mation needed to respond to “select AID”, “get processing

options”, “read record”, and “compute cryptographic check-
sum” APDU requests during interrogation 282.

[0232] The mobile device receives the transaction caching
data information over a communication channel and keeps it
for use in the next point-of-sale interrogation 283.

[0233] As used herein “sending data” from one entity to
another such as a mobile device to a remote application sys-
tem or vise versa should be taken to mean sending the data
from one location to another wherein the receiving entity may
receive the data as a duplicate from the sending entity or
receive the data in parts in addition to receiving information
about the data that would enable the receiving entity to recon-
struct the original data that was sent from the sending entity.

[0234] A point-of-sale performs an interrogation 284 with
the mobile device, the mobile device has a cache prepared to
answer the point-of-sale APDU requests over its NFC inter-
face. As part of the interrogation, the mobile device receives
arequest to calculate an expected cryptogram using, at leastin
part, the unpredictable data sent by the point-of-sale such as
an unpredictable number and transaction data.

[0235] In one embodiment of the interrogation 284, the
mobile device saves, but does not use this unpredictable data
from the point-of-sale 290, and instead delivers a response
APDU that contains the predetermined cryptogram that is in
the mobile device cache 291. The interrogation is completed.
In this embodiment, element 399 is not used.

[0236] In a further embodiment of the interrogation 284,
the mobile device creates an unpredictable cryptogram cal-
culated from a temporary cryptographic key and, at least in
part, the unpredictable data from the point-of-sale 399. In this
embodiment, elements 290 and 291 are not used.

[0237] In a further embodiment of the interrogation 284,
the mobile device creates an expected cryptogram calculation
from a permanent cryptographic key transiently stored on the
mobile device; and, at least in part, the unpredictable data
from the point-of-sale. In this embodiment, elements 290,
291, and 399 are not used.

[0238] Then, in parallel, the point-of-sale sends data it had
acquired from the mobile device during the interrogation,
such as the expected cryptogram, predetermined cryptogram
or unpredictable cryptogram, and ATC, in addition to details
about the transaction to the application system over a com-
munication channel 285; and the mobile device sends, over a
separate communication channel, information ithad acquired
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from the interrogation with the point-of-sale such as unpre-
dictable number and transaction data to the application sys-
tem 286.

[0239] Itis possible, at this point, for an added “card holder
verification” step if transactional data such as transactional
dollar amount is delivered to the mobile device from the
point-of-sale during the interrogation. The card holder that is
using the mobile device may be asked to verify a purchase
amount displayed on the mobile device display screen 371
prior to the mobile device sending the data to the application
system over the separate communication channel.

[0240] The application system then uses the data from the
point-of-sale, and optionally from the mobile device, to verify
and authorize the transaction 287.

[0241] The application system may identify a particular
transaction from a transaction table 210 as a transaction using
a predetermined cryptogram, unpredictable cryptogram, or
an expected cryptogram and proceed with the appropriate
verification technique.

[0242] The application system may have to compare the
unpredictable data sent from the point-of-sale and the unpre-
dictable data sent from the mobile device to corroborate the
transaction as an added corroborative verification method
289.

[0243] In one embodiment, the application system may
verify the predetermined cryptogram with an HSM by using
the previously randomly selected unpredictable number 213
and transaction data 215 as part of the input data as a substi-
tute for the unpredictable number and transaction data sent to
the application system by the point-of-sale.

[0244] In a further embodiment, the verification process
could be a simple comparison between the predetermined
cryptogram delivered to the mobile device (FIG. 23, elements
226, 227) and the predetermined cryptogram received from
the point-of-sale (FIG. 25, element 252).

[0245] In a further embodiment, the verification process
could be verification of an unpredictable cryptogram using a
temporary cryptographic key assigned to the transaction in
the transaction table to calculate and verify the unpredictable
crytptogram.

[0246] In a further embodiment, the verification process is
the verification of an expected cryptogram using an HSM that
contains a permanent cryptographic key.

[0247] If the cryptogram is verified 289, authorization is
considered successful, otherwise, it has failed.

[0248] FIG. 30 illustrates a mobile device. The mobile
device screen 371 is contained within the body of the mobile
device 370 and can be configured to display text or graphics.
An input button 372 to the mobile device can be used to
manually submit input to the mobile device.

[0249] FIGS.21,22,23,24,25,26,27,28,29,30 comprise
the method of cryptogram substitution where an expected
cryptogram is substituted by either a predetermined crypto-
gram or an unpredictable cryptogram. The method using an
application system that may contain an HSM as a repository
for software secure element representations. It is important to
note that a cryptogram in these figures may be calculated by
using a HSM that securely houses keys used to create a
cryptogram. Because the application system, however, is the
only entity trusted to both create and verify the cryptogram,
the cryptogram that is substituted could effectively be made
up of completely random data without the use of an HSM, or
created from a temporary cryptographic key assigned to each
transaction.
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[0250] Used herein the term “interrogation” or “interroga-
tion sequence” refers to all the APDU command requests and
APDU responses between a mobile device and a point-of-sale
using RFID (NFC) required to deliver a complete credential
for authorizing a financial transaction to a point-of-sale as
defined by a card specification. Typically, an NFC interroga-
tion does not span multiple NFC field entrances and exits.
Typically the beginning of an interrogation starts when a
mobile device enters the NFC field of a point-of-sale and ends
at least prior to when the mobile device exits the NFC field.

[0251] An interrogation sequence is can be entirely defined
by a card specification and an interrogation is expected to
gather all the digital credential data required from the mobile
device in orderto authorize a financial transaction. The timing
of an interrogation or interrogation sequence may also be
defined by a card specification. As used herein an interroga-
tion ad heirs to the timing requirement that indicates a maxi-
mum interrogation time as specified in the card specification.
Maximum interrogation time the time required to complete
the entire interrogation. If the card specification does not
contain timing requirements that define a maximum interro-
gation time, the maximum interrogation time is one second as
used herein. A “fast interrogation” as used herein refers to an
interrogation wherein the maximum interrogation time is to
be less than 250 milliseconds. A “super fast interrogation” as
used herein refers to an interrogation wherein the maximum
interrogation time is to be less than 150 ms. An “ultra fast
interrogation” as used herein refers to an interrogation
wherein the maximum interrogation time is to be less than
100 ms. An “efficient interrogation” as used herein refers to
an interrogation wherein the total interrogation time does not
comprise system latency time, wherein system latency time is
incurred by sending or receiving data to or from a remote
source from a mobile device during the interrogation.

[0252] The term transaction as in “100% transaction cach-
ing” and other uses, based on context, may be used as a
synonym for interrogation or interrogation sequence.
Examples of an interrogation and interrogation data are
shown in FIGS. 1, 2, and 3.

[0253] Aninterrogation can be considered time sensitive as
the likely hood of a successful interrogation sequence greatly
increases the shorter it is. This is a property of proximate
nature of NFC. It is simply hard to “hover” a mobile device in
an NFC field for any long length of time.

[0254] Another important aspect of the overall system
described herein is the time sensitive nature of the authoriza-
tion step depicted in FIG. 28 elements 285, 286, 287, 288, and
289. This is the process following the interrogation of autho-
rizing the transaction. In a retail environment, this is expected
to take less than 15 seconds and require little or no manual
input from the time just after interrogation step to a receipt of
an authorization response from the application system. As
used herein the term “completed authorization™ refers to the
part of the method for authorization following that starts
when the interrogation step is complete and stopping when
the point-of-sale receives an authorization response from the
application system. As used herein the term “fast completed
authorization step” refers to a completed authorization with a
maximum duration time of 15 seconds. As used herein the
term “super fast completed authorization” refers to a com-
pleted authorization with a maximum duration time of 5
seconds. As used herein the term “authorization step requir-

IPR2025-01147

Apple EX1029 Page 47



US 2013/0054474 Al

ing no manual input” refers to a completed authorization that
contains no requirement for manual input to the mobile
device by a card holder.

[0255] Themethod of Cryptogram Substitution is only pos-
sible in the event there is a channel to share a predetermined
cryptogram or unpredictable cryptogram between the appli-
cation system and the mobile device. Because of this channel
for delivery, there is never a need for a permanent crypto-
graphic key to be persistently stored local to the mobile
device. Persistent storage of a permanent cryptographic key
in a second location remote from the application system, as in
the typical scenario of distributed secure elements inside
plastic cards, is no longer a requirement in the event there is
an active communication channel between a mobile device
and the remote application system.

[0256] In the typical scenario, the SE on the plastic card
must create an expected cryptogram independent of the
remote application system, because it has no channel to
receive the digital credential data. After the interrogation
between the plastic card and the point-of-sale, the remote
application system is then used to verify the expected cryp-
togram by the SE after each interrogation. This means the SE
and the remote authentication server must both possess a copy
of the permanent cryptographic key that generates the
expected cryptogram.

[0257] Inthis method of Cryptogram Substitution, because
there is a communication channel from the mobile device to
the application system, there is no need to distribute a second
copy of a permanent cryptographic key, to be stored persis-
tently, and used for expected cryptogram calculation, to the
mobile device when it is used as a payment instrument.
[0258] As discussed herein, various embodiments describe
methods for performing a timely authorization of digital cre-
dential data delivered from a mobile device that is without
access to a local persistently stored permanent cryptographic
key; through an interrogation with a point-of-sale that
behaves according to the direction of a card specification.
Typically, the card specification expects the mobile device to
create a cryptogram that is calculated, at least in part, using a
permanent cryptographic key and, at least in part, from unpre-
dictable data delivered from the point-of-sale to the mobile
device during the interrogation. A further consideration is that
amobile device may be without power in which case the local
permanent cryptographic key would need to be stored persis-
tently in order to function properly in the system when power
is restored. A further consideration is that a mobile device, or
an application running in the operating system of that mobile
device, may have no means to persistently store the perma-
nent cryptographic key locally based on the requirements set
forth by the card specification and based on the resources
available to the mobile device or application on the mobile
device. A further consideration is that the card specification
requirements may dictate that the mobile device, or applica-
tion running in the operating system of that mobile device, is
too hostile and vulnerable, based on various criteria, to be
qualified to persistently store the permanent cryptographic
key in the operating system. A further consideration is that the
mobile device or the application running in the operating
system of the mobile device, may not have local access to the
persistently stored cryptographic key in an embedded SE or
embedded secure storage, or any other secure local storage
container.

[0259] As used herein the terms “point-of-sale”, “POS”,
and “point-of-sale terminal” are synonyms and include, for
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example, terminals that are installed at merchant checkout
counters, automated teller machines (ATMs), self-serve
facilities (such as gasoline pumps), and similar service sta-
tions where financial transactions are authorized, and the
terms also include computers that accept payment card data
for authorizing financial transactions. POS terminals may
accept payment card data in a plurality of ways including
magnetic stripe reading, NFC reading, IS078161-3 contact
card reading, manual typing of card data, etc. As used herein
the terms “point-of-sale (POS)” and “point-of-sale terminal”
are limited to a point-of-sale that behaves according to the
direction of a card specifications during an interrogation with
a mobile device such that the point-of-sale controls the inter-
rogation through sending commands to the mobile device and
receiving responses from a mobile device.

[0260] As used herein the term “mobile device” refers to an
electronic communication device having a weight ofless than
2 pounds (0.907 kg). Examples of mobile devices are cell
phones, smart phones, personal digital assistants (PDAs),
electronic book readers and tablet computers, provided that
the device weighs less than 2 pounds (0.907 kg).

[0261] When it is said herein that a mobile device does not
access a local persistently stored permanent cryptographic
key, such a reference may include a mobile device that com-
prises an operating system, with an application that runs in
that operating system, such that the application does not have
access to a local persistently stored permanent cryptographic
key; and/or such that that local persistently stored permanent
cryptographic key is expected to be used to calculate an
expected cryptogram, and/or such that the expected crypto-
gram is expected to be contained within at least a portion of
the digital credential data sent to the point-of-sale during an
interrogation; and/or such that the process is under the direc-
tion of the application.

[0262] As used herein the term “NFC emulating mobile
device” is a mobile device that comprises an operating sys-
tem, with an application that runs in that operating system,
wherein the application has the capability of being interro-
gated by a point-of-sale in the role of a card, SE, or mobile
device as that capability is defined in a card specification.
[0263] As used herein the term “secure mobile device™” is a
mobile device that has access to a local persistently stored
permanent cryptographic key; wherein that local persistently
stored permanent cryptographic key is expected to be used to
calculate the expected cryptogram, wherein the expected
cryptogram is expected to be contained within at least a
portion of the digital credential data.

[0264] A cryptogram may be computed with unpredictable
input data such as an unpredictable number (UN) and trans-
action data such as a transaction amount that is created un-
predictably by a point-of-sale terminal. Even though a trans-
action amount may seem deterministic, it is unpredictable to
the authorization system and considered unpredictable data.
As used herein, this “unpredictable input data” that is used as
input to a cryptogram calculation may for example be an
unpredictable number, terminal input data, unpredictable ter-
minal input data, transaction data, a transaction amount, or
some other unpredictable data such as a random number, or
combinations thereof.

[0265] The point-of-sale typically has no means to verify
the expected cryptogram it received was actually calculated,
at least in part or if at all, by the unpredictable data that it had
delivered, or that the expected cryptogram it receives was
actually calculated, at least in part or if at all, by the expected
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permanent cryptographic key. Thus, the mobile device may
typically substitute the “expected” cryptogram with an
“unexpected cryptogram” without detection of the substitu-
tion by the point-of-sale.

[0266] Later, the point-of-sale may request an authoriza-
tion based on data, including the unexpected cryptogram that
was received during the interrogation. This data is sent to an
authorization authority (application system) for verification
and authorization. The authorization authority is assumed to
have access to the credential data, including cryptogram cal-
culation keys, automated transaction counter, etc. that are
linked to the credential data delivered by the card, SE or
mobile device during the interrogation. If the authorizing
authority is aware of the substitution and also has access to the
unexpected cryptogram itself, or the unpredictable data that
may have been used, at least in part, to create it, or the
temporary cryptographic key that may have been used, at
least in part, to create it, then the authorization authority may
successfully verify the correctness of the cryptogram. This
may happen either through a simple comparison of the cryp-
togram delivered by the point-of-sale with the unexpected
cryptogram reference in the application system, or by per-
forming correctness verification of the cryptogram delivered
by the point-of-sale by re-calculating it.

[0267] FIG. 23 discusses the idea of a mobile device
requesting cache data to be used in a future interrogation with
apoint-of-sale. Element 227 indicates the passing of this data
from the remote source of the application system to the local
source of the mobile device for caching. The data contained in
element 227 are data required to respond to a point-of-sale
during an interrogation. This could include a predetermined
cryptogram. Alternatively, but less secure, this cache data
may also include the permanent cryptographic key, in addi-
tion with other required data, to calculate an expected cryp-
togram locally on the mobile device when an expected cryp-
togram is requested. Alternatively, the cache data may also
include a temporary cryptographic key, in addition with other
required data, to calculate an unpredictable cryptogram
locally on the mobile device. The application system has
access to the cryptogram key, and additional data used to
calculate a cryptogram, so it has the ability to calculate a
cryptogram or simply pass the encryption key to the mobile
device with supporting calculation data, and allow the mobile
device to calculate the cryptogram during an interrogation.
[0268] It is important to note that during many embodi-
ments disclosed herein the application server and mobile
device can be said to share information if the data at any point
in time is sent from one entity to another. In one example,
unpredictable data that are used to create a predetermined
cryptogram may be created by the application system and
share that data with the mobile device. It is entirely possible
that the mobile device creates the unpredictable data and
sends it to the application system. Similarly, in another
example it is possible that the mobile device creates a prede-
termined cryptogram made exclusively from random data and
sends the predetermined cryptogram to the application sys-
tem instead of the application system sending the predeter-
mined cryptogram to the mobile device. Similarly, in another
example it is possible that the mobile device creates a tem-
porary cryptographic key that is used to create an unpredict-
able cryptogram and sends it to the application system instead
of the inverse.

[0269] As previously noted, an application running on an
operating system in a mobile device may not have access to a
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local persistently stored cryptographic key. Consequently it
may be said that the mobile device does not have a permanent
cryptographic key for use to create an expected cryptogram to
be sent to the application system because the permanent cryp-
tographic key is expected to be persistent for the life of the
card, and this implies that the mobile device has the means to
access the permanent cryptographic key for use during the life
of the card which needs to persist through mobile device
power cycles; Inversely, however, it is possible for an appli-
cation system to create the permanent cryptographic key,
store it persistently, and send it to the mobile device to be
stored transiently.

[0270] NFC payment transactions, in particular, may be
made secure by using disclosed data connection methods
because the security of the transaction is based largely on the
data content itself. Each transactional request that is passed
through the interrogation phase of the reader and card yields
Track1/Track2 equivalent data that change with every subse-
quent transaction, offering a single credential for each and
every transaction. Further, the data content itself is shared-
key-based data that may be, with virtually 100% certainty,
verified that it was received from a specific card holder secure
element. Because of this, the security of the data pipeline that
actively transports the data are less important and may actu-
ally be considered a non-factor for the security of the financial
transaction.

[0271] In some embodiments disclosed herein, a specific
payment standard issued from MASTERCARD Interna-
tional. This standard is based on reference documentation
published by PayPass—Mag Stripe (V3.3).pdf and other
derivations. In this card specification, PayPass contactless
payment card reader and card interrogation is documented.
This document discusses specifically how an RFID reader
interrogator would interact with a card containing a SE to
extract and build Track1/Track2 equivalent data that is com-
patible for existing processing infrastructure, but contains the
more secure and dynamic aspects of SE driven credential
data.

[0272] In some embodiments disclosed herein, provisions
are made for managing a remote system containing of a
plurality of SE readers, each one being addressable and
matched to a particular mobile device.

[0273] In some embodiments disclosed herein provisions
are made for authenticating and validating a mobile device
with a remote system to obtain access to a particular SE
within a plurality of SEs in that remote system.

[0274] In some embodiments disclosed herein provisions
are made for connecting a mobile device to a remote service
via activating a data-pass-through mode for ISO7816-4 data
commands from an POS RFID reader through a mobile
device NFC interface through the mobile device OS, to a data
connection to a remote system containing a plurality SEs.
[0275] In some embodiments disclosed herein provisions
are made for using TCP/UDP/IP sockets to enable a commu-
nication channel between a RFID POS reader and a single SE
within remote system containing a plurality of SEs.

[0276] In some embodiments disclosed herein provisions
are made for authenticating over SSL to enable a TCP/UDP/
IP socket communication channel between a RFID POS
reader and a single SE within a remote system containing a
plurality of SEs.

[0277] In some embodiments disclosed herein, similar to
transaction caching above, provisions are made for one hun-
dred percent transaction caching. These are methods and

IPR2025-01147
Apple EX1029 Page 49



US 2013/0054474 Al

configurations that allow a mobile device to request a cache
from the remote authentication system, where the cache
request response encompasses data that can be used to create
APDU responses to an entire point-of-sale interrogation
sequence that may happen in the future. This cache may be
stored securely in non-persistent memory (RAM) in the
mobile device and used at the time of interrogation with the
RFID (NFC) point-of-sale reader.

[0278] Building on systems for local caching as described
above, some embodiments may allow a mobile device and an
RFID (NFC) point-of-sale reader to interact exclusively with
each other at the time of transaction (interrogation) without
performing a remote request, which would result in a network
delay, using data stored in the mobile device cache.

[0279] In some embodiments disclosed herein, provisions
are made for substituting a properly formatted predetermined
cryptogram that was created without using unpredictable
data, at all, from the point-of-sale in place of actively creating
and using an expected cryptogram that was created using
data, at least in part, from a point-of-sale during an NFC
interrogation sequence between a point-of-sale and a mobile
device.

[0280] In some embodiments disclosed herein, provisions
are made for substituting a properly formatted unpredictable
cryptogram that was created using a temporary key in place of
an expected cryptogram that was created with a permanent
cryptographic key.

[0281] Cryptogram substitution builds on the advantages
by transaction caching because a predetermined cryptogram
orunpredictable cryptogram allows for the caching of data on
a mobile device that may be used to create a response to a
cryptogram request; where the cryptogram request from the
point-of-sale expects the cryptogram response to use, at least
in part, unpredictable data from the point-of-sale, and a per-
manent cryptographic key, at least in part, to create an
expected cryptogram. Substituting a predetermined crypto-
gram or unpredictable cryptogram as the data to be used in the
expected cryptogram response removes the requirement to
use network resources that incur the effect of network latency
time while contacting the remote secure element representa-
tion to perform the cryptogram calculation. The predeter-
mined cryptogram or unpredictable cryptogram may be
delivered to the point-of-sale instead, in this manner, as a
“cache hit.” When the secure element is said to be remote, it
indicates that there is no access to a locally stored permanent
cryptographic key to be used in an expected cryptogram cal-
culation.

[0282] In some embodiments disclosed herein, provisions
are made for a remote source to deliver a permanent crypto-
graphic key, along with any other required data, that are used
to create an expected cryptogram in a mobile device.
Although, this is a less secure embodiment, as the permanent
cryptographic key is exposed to the mobile device, the con-
cept of 100% transaction caching can also be achieved with
this embodiment as all of the elements to create an expected
cryptogram are now located in the local cache and the mobile
device need not access the remote source during the crypto-
gram calculation phase of the interrogation.

[0283] In some embodiments disclosed herein, the mobile
device has access to transactional data information such as
transactional amount that it acquired during an interrogation
with a point-of-sale. This transactional amount may be used
as a second verification method to the mobile device user, or
card holder. The mobile device may display this amount with
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a verification request to the mobile device screen. Prior to
successful authorization of the request, the application sys-
tem may use this input in the authorization decision. Advan-
tages to this added verification method is related to added
security and confirmation of transaction amount to be autho-
rized. This method further confirms that the user knows the
dollar amount that is to be authorized during a financial trans-
action.

[0284] Various embodiments provide a software represen-
tation of a SE. The advantages of such embodiments include
replacing a concept that may commonly perceived as a hard-
ware solution with a software solution that saves in cost as
well as space requirements.

[0285] Some embodiments disclosed herein use a base-
band processor on the NFC mobile device to do one or all of
the following tasks:

[0286] a. Begin a connection to a POS RFID reader
through the mobile device’s NFC radio interface.

[0287] b. Receive commands through the mobile
device’s NFC radio interface from the interrogation
sequence offered by the POS RFID reader and pass those
same commands to a remote system that is configured to
receive those commands.

[0288] c. Receive responses from a remote system and
pass those responses to a POS RFID reader through the
mobile device’s NFC radio interface.

[0289] Alternatively, some embodiments use the base-band
processor in the mobile device to do one or all of the following
tasks:

[0290] a. Begin a connection to a remote terminal con-
figured to interrogate using 7816-4 data over TCP/UDP/
P

[0291] b. Receive commands through this remote termi-
nal interface over TCP/UDP/IP interface from the
remote terminal and pass those same commands to a
remote system that is configured to receive those com-
mands.

[0292] c. Receive responses from a remote system and
pass those responses to a remote terminal that is config-
ured to receive the 7816-4 data over TCP/UDP/IP.

[0293] Some embodiments disclosed herein use a remote
server network and remote array of secure elements or rep-
resentations of secure elements (remote system) to do one or
all of the following tasks:

[0294] a. Authenticate a particular remote mobile device
or owner of a mobile device that wishes to send com-
mands from an interrogator to a SE that is contained in
this system.

[0295] ©b. Properly address a single SE within an array of
SEs to respond appropriately to a validated remote
device.

[0296] c. Properly route commands that were passed to
this system to a particular SE or SE software represen-
tation within the system and properly route responses
from the SE out of the system to the correct validated
remote device.

[0297] d. Properly bypass a remote SE or remote SE
representation and respond with static or persistent data
that may represent transaction data that may beused in a
contactless transaction.

[0298] Some embodiments disclosed herein combine both
the tasks performed by the NFC mobile device and the remote
system to allow for a complete and un-interrupted interroga-
tion between a RFID POS reader or remote terminal and an
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NFC mobile device. The interrogation may be performed as
set forth by payment card standards such as MASTERCARD
PayPass, VISA Contactless, AMEX Express Pay, DIS-
COVER Zip, and contactless EMV.

[0299] The data link or data connection and communica-
tion between the mobile device and the remote system or
remote terminal stated above may be carried out over standard
TCP/UDP/IP services that are currently available on mobile
devices.

[0300]

[0301] a. In the event a mobile device that is used to
conduct an NFC payment transaction with an RFID
terminal is lost or stolen, the remote system may be
notified and communication with the SE may be blocked
until the stolen or lost device is recovered or replaced. In
the event the device is replaced, new card credentials do
not have to be issued again, but a communication chan-
nel with the SE may be opened back up and continued
upon proper authorization. Prior to this invention, all
new SE credentials or cards would have to be re-issued
as the hardware that contained the SE itself would have
been lost or stolen also.

[0302] b. The SE that is associated with a remote mobile
device may be switched to another mobile device fast
and easily and is not hardware form factor dependant.
The same SE may be used with multiple mobile devices,
laptop or desktop computers that have the ability to
connect to this remote system that contains the SE over
a data connection and authenticate properly.

[0303] c. Compared to changing hardware interfaces,
and array of different hardware interfaces, and sup-
ported hardware interfaces on a mobile device, a data
connection is ubiquitous and standard. SE’s currently
have various hardware form factors such as:

Some advantages of various embodiments include:

[0304] i. Embedded microchip (soldered to a circuit
board)
[0305] ii. SD, mini-SD, micro-SD interface
[0306] iii. USB interface
[0307] iv. SIM card interface
[0308] Many mobile devices support different sets of the

above hardware form factors and many support none of
them at all, however, most all mobile devices support a
data connection. This ubiquity aids to the portability of
SE applications from device to device.

[0309] d. Because some embodiments contain an array
of SEs or SE representations, and because the remote
system is designed to host and connect SE applications
to multiple remote devices, it is possible for multiple
remote devices from separate remote device owners to
share a single SE from the array of SEs in the remote
system. This sort of sharing of space on the SE enables
consolidation and ultimately savings by more efficient
utilization of memory on an array of SEs.

[0310] e. Because some embodiments do not rely on a
hardware specific interface for the SE, but a data con-
nection only. It is a more ubiquitous interface and may be
used with more devices without being modified or
changed from a hardware perspective.

[0311] f Because some embodiments use an array or
plurality of SEs, the ability to purchase SE chips in
quantity for use in this array brings a possibility of a
lower over-all cost per SE chip.
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[0312] Some additional advantages of various embodi-
ments also include:
[0313] a. Using “2 factor” authentication to protect con-
nection to a remote SE from a mobile device. Upon
authentication, a connection channel may be opened to a
SE that relates to a particular mobile device. 2 factor
authentication comprises of “something you have or do”
AND “something you know”.
[0314] b. An example of using “something you do” and
“something you know” is using gestures (moving the
phone through 3d space in reasonably reproducible
manner) and an accelerometer to measure these gestures
on a mobile device to create a “gesture signature” in
combination with a typed in pin or password to authen-
ticate to a remote system with an array of SEs as defined
in this invention.
[0315] The foregoing descriptions of embodiments have
been presented for purposes of illustration and exposition.
They are not intended to be exhaustive or to limit the embodi-
ments to the precise forms disclosed. Obvious modifications
or variations are possible in light of the above teachings. The
embodiments are chosen and described in an effort to provide
the best illustrations of principles and practical applications,
and to thereby enable one of ordinary skill in the art to utilize
the various embodiments as described and with various modi-
fications as are suited to the particular use contemplated. All
such modifications and variations are within the scope of the
appended claims when interpreted in accordance with the
breadth to which they are fairly, legally, and equitably
entitled.
1. A method for acquiring digital credential data by a
point-of-sale terminal from a mobile device for authorization
of a financial transaction comprising:
using a remote permanent cryptographic key to calculate
an expected cryptogram that is expected to comprise at
least a portion of the digital credential data, wherein the
remote permanent cryptographic key is persistently
stored at a remote source that is remote from the mobile
device and wherein the mobile device does not access a
duplicate local permanent cryptographic key persis-
tently stored locally to the mobile device;
performing an interrogation between the point-of-sale ter-
minal and the mobile device comprising:
sending through a communication channel at least one
POS command communication from the point-of-
sale terminal to the mobile device requesting the digi-
tal credential data; and

sending through the communication channel at least one
device response communication from the mobile
device to the point-of-sale terminal comprising the
expected cryptogram as the at least a portion of the
digital credential data;

wherein the financial transaction is authorized.

2. The method of claim 1 further comprising a further step
that precedes the performing the interrogation step, the fur-
ther step comprising:

sending the remote permanent cryptographic key to the
mobile device from the remote source; and

transiently caching the remote permanent cryptographic
key in the mobile device as a cached transient permanent
cryptographic key;

and wherein:

the step of sending through the communication channel the
at least one POS command communication comprises
sending unpredictable data;
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the step of sending through the communication channel the
at least one POS command communication comprises
sending a request for an expected cryptogram that is
expected to be calculated by the mobile device, atleastin
part, from the unpredictable data; and

the step of sending through the communication channel the

at least one device response communication from the
mobile device to the point-of-sale terminal comprises
sending the expected cryptogram calculated, at least in
part, from the unpredictable data and, at least in part,
from the cached transient cryptographic key.

3. A method for acquiring digital credential data by a
point-of-sale terminal from a mobile device for authorization
of a financial transaction comprising:

performing an interrogation between the point-of-sale ter-

minal and the mobile device comprising:

sending through a communication channel at least one
POS command communication from the point-of-
sale terminal to the mobile device, the at least one
POS command communication comprising (a) a
request for the digital credential data that is expected
to comprise an expected cryptogram that is expected
to be calculated, at least in part, from unpredictable
data, and, at least in part, from a permanent crypto-
graphic key and (b) the unpredictable data; and

sending through the communication channel at least one
device response communication from the mobile
device to the point-of-sale terminal, the at least one
device response communication comprising at least a
portion of the digital credential data that comprises an
unexpected cryptogram, substituted in place of the
expected cryptogram;

wherein the financial transaction is authorized.

4. The method of claim 3, wherein the unpredictable data
comprises an unpredictable number.

5. The method of claim 3, wherein the unpredictable data
comprises a transaction amount.

6. The method of claim 3 further comprising a mobile
device preparation step that precedes the performing an inter-
rogation step, the mobile device preparation step comprising
sending critical data from a remote source to a mobile device,
wherein the critical data comprises data used to formulate at
least a portion of the digital credential data as a local portion
of the digital credential data.

7. The method of claim 6 wherein the local portion of the
digital credential data comprises a predetermined crypto-
gram, which is calculated without the use of the unpredictable
data, as the unexpected cryptogram.

8. The method of claim 6 wherein the mobile device prepa-
ration step further comprises:

creating remote unpredictable data in a remote application

system wherein the remote application system is the
remote source;

sending the remote unpredictable data from application

system to an HSM;

calculating a predetermined cryptogram in the HSM;

sending the predetermined cryptogram from the HSM to

the remote application system;

sending at least a portion of the predetermined cryptogram

from the remote application system to the mobile device
as a portion of the critical data; and wherein
the local portion of the digital credential data comprises the
predetermined cryptogram as the unexpected cryptogram.
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9. The method of claim 6 wherein the mobile device prepa-
ration step further comprises:

creating a predetermined cryptogram, which is calculated

without the use of the unpredictable data, in a remote
application system wherein the remote application sys-
tem as the remote source;

sending at least a portion the predetermined cryptogram

from the remote application system to the mobile device
as a portion of the critical data; and wherein
the local portion of the digital credential data comprises the
predetermined cryptogram as the unexpected cryptogram.

10. The method of claim 6 wherein the critical data com-
prises a set of possible predetermined cryptograms; and the
method further comprises a logical step oflogically determin-
ing, in the mobile device, which of the possible predeter-
mined cryptograms within the set of predetermined crypto-
grams to designate as the unexpected cryptogram; wherein
the logical step is based, at least in part, on the unpredictable
data; and wherein the local portion of the digital credential
data comprises the designated predetermined cryptogram as
the unexpected cryptogram.

11. The method of claim 6 wherein the critical data com-
prises a set of possible predetermined cryptograms and card
risk management data; and the method further comprises a
logical step of logically determining, in the mobile device,
which of the possible predetermined cryptograms within the
set of possible predetermined cryptograms to designate as the
unexpected cryptogram; wherein the logical step of is based,
at least in part, on the unpredictable data or based, at least in
part, on the card risk management data; and wherein the local
portion of the digital credential data comprises the designated
predetermined cryptogram as the unexpected cryptogram.

12. The method of claim 6 wherein the mobile device
preparation step further comprises transiently storing at least
aportion of the critical data on the mobile device, wherein the
mobile device does not persistently store the at least a portion
of critical data.

13. The method of claim 6 wherein the local portion of the
digital credential data comprises an unpredictable crypto-
gram as the unexpected cryptogram, wherein the unpredict-
able cryptogram is calculated, at least in part, using a tempo-
rary cryptographic key.

14. The method of claim 6 wherein the mobile device
preparation step further comprises:

creating a temporary cryptographic key in a remote appli-

cation system wherein the remote application system is
the remote source;

sending at least a portion of the temporary cryptographic

key from the remote application system to the mobile
device as a portion of the critical data; and wherein
the local portion of the digital credential data comprises an
unpredictable cryptogram as the unexpected cryptogram,
wherein the unpredictable cryptogram is calculated, at least in
part, using the temporary cryptographic key.

15. The method of claim 6 wherein the critical data com-
prises a temporary cryptographic key; and the method further
comprises a step of calculating at least one local unpredict-
able cryptogram that is calculated, in at least part, using the
temporary cryptographic key, and, in at least part, using a
calculation formula determined from a set of calculation for-
mulas; and the method further comprises a logical step of
logically determining, in the mobile device, which local
unpredictable cryptogram to designate as the unpredictable
cryptogram; wherein the step of logically determining a deci-
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sion is made based, at least in part, on the unpredictable data;
and wherein the local portion of the digital credential data
comprises the designated local unpredictable cryptogram as
the unexpected cryptogram.

16. The method of claim 6 wherein the critical data com-
prises a temporary cryptographic key and card risk manage-
ment data; and the method further comprises a step of calcu-
lating at least one local unpredictable cryptogram that is
calculated, in at least part, using the temporary cryptographic
key, and, in at least part, using a calculation formula deter-
mined from a set of calculation formulas; and the method
further comprises a logical step of logically determining, in
the mobile device, which local unpredictable cryptogram to
designate as the unpredictable cryptogram; wherein the logi-
cal step is made based, at least in part, on the unpredictable
data or based, at least in part, on the card risk management
data; and wherein the local portion of the digital credential
data comprises the designated local unpredictable crypto-
gram as the unexpected cryptogram.

17. The method of claim 3 further comprising:

creating a predetermined cryptogram on the mobile device

as the unexpected cryptogram; wherein the predeter-
mined cryptogram is calculated without the use of the
unpredictable data; and

sending at least a portion of the predetermined cryptogram

from the mobile device to a remote application system.

18. The method of claim 3 further comprising:

creating a temporary cryptographic key on the mobile

device; wherein the temporary cryptographic key is used
to calculate, at least in part, an unpredictable cryptogram
as the unexpected cryptogram;

sending at least a portion of the unpredictable cryptogram

from the mobile device to a remote application system.

19. The method of claim 3 further comprising an authoriz-
ing step that follows the step of performing the interrogation,
the authorizing step comprising:

sending an authorization request comprising the unpredict-

able data and the unexpected cryptogram from the point-
of-sale terminal to a remote application system, wherein
the unexpected cryptogram comprises a predetermined
cryptogram;

verifying a correctness of the predetermined cryptogram

by the application system (a) by comparing the prede-
termined cryptogram with a previously stored reference
predetermined cryptogram and (b) without reference to
the unpredictable data from the point-of-sale terminal;
and

sending an authorization response from the remote appli-

cation system to the point-of-sale wherein data con-
tained in the authorization response is determined, at
least in part, by the verifying of the correctness of the
predetermined cryptogram.

20. The method of claim 3 further comprising an authoriz-
ing step that follows the step of performing the interrogation,
the authorizing step comprising:

sending an authorization request comprising the unpredict-

able data and the unexpected cryptogram from the point-
of-sale terminal to a remote application system, wherein
the unexpected cryptogram comprises an unpredictable
cryptogram;

verifying a correctness of the unpredictable cryptogram by

the application system wherein the unpredictable cryp-
togram is compared with a result of an unpredictable
cryptogram calculation; wherein the unpredictable
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cryptogram calculation is calculated using, at least in
part, a temporary cryptographic key; and

sending an authorization response from the remote appli-

cation system to the point-of-sale wherein data con-
tained in the authorization response is determined, at
least in part, by the verifying of the correctness of the
unpredictable cryptogram.

21. The method of claim 3 further comprising a corrobo-
rative authorizing step that follows the step of performing the
interrogation, the corroborative authorizing step comprising:

sending through a second communication channel an

authorization request comprising the unpredictable data
and the unexpected cryptogram from the point-of-sale
terminal to a remote application system;

sending through a third communication channel the unpre-

dictable data from the mobile device to the remote appli-
cation system;

verifying a correctness of the unexpected cryptogram in the

remote application system;

verifying a correctness of the unpredictable data in the

remote application system by comparing the unpredict-
able data sent through the second communication chan-
nel with the unpredictable data sent through the third
communication channel;

sending through the second communication channel an

authorization response from the remote application sys-
tem to the point-of-sale terminal wherein data contained
in the authorization response is determined, at least in
part, by the verifying of the correctness of the unpredict-
able data and, at least in part, by the verifying of the
correctness of the unexpected cryptogram.

22. The method of claim 21 further comprising a verifying
a transaction amount step that follows the step of performing
an interrogation and precedes the corroborative authorizing
step, the verifying a transaction amount step comprising:

displaying transaction amount data to a display on the

mobile device wherein the transaction amount data is at
least a portion of the unpredictable data;

requesting verification of the transaction amount data from

a card holder by the mobile device display screen;
sending the result of the requesting verification of the trans-
action amount data to a remote application system as
input transaction amount data; and
wherein the corroborative authorizing step comprises deter-
mining, at least in part, an accuracy of the result of the veri-
fication step by using the input of the transaction amount data.

23. The method of claim 3, further comprising an autho-
rizing step that follows the step of performing an interroga-
tion, the authorizing step comprising:

sending an authorization request comprising the unpredict-

able data and the unexpected cryptogram from the point-
of-sale terminal to a remote application system, wherein
the unexpected cryptogram comprises a predetermined
cryptogram;,

verifying a correctness of the predetermined cryptogram

wherein the unpredictable data from the point-of'sale (a)
is substituted by the application system with a previ-
ously created unpredictable data that was previously
used to calculate the predetermined cryptogram; and
subsequently (b) is sent with the predetermined crypto-
gram to the HSM for cryptogram correctness verifica-
tion; and

sending an authorization response from the remote appli-

cation system to the point-of-sale terminal wherein data
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contained in the authorization response is determined, at
least in part, by the verifying of the correctness of the
predetermined cryptogram.

24. The method of claim 3, further comprising an autho-
rizing step that follows the step of performing an interroga-
tion, the authorizing step comprising sending the unpredict-
able data from the mobile device to a remote application
system.

25. The method of claim 3 wherein the POS command
communication conforms to [ISO7816-4 data protocol and the
device response communication conforms to ISO7816-4 data
protocol.

26. The method of claim 3 wherein the communication
channel comprises a near-field communication channel.

27. The method of claim 3 wherein the mobile device does
not access a local persistently stored permanent crypto-
graphic key that is expected to be used to calculate the
expected cryptogram wherein the expected cryptogram is
expected to be contained within the at least a portion of the
digital credential.

28. A method for acquiring digital credential data by a
point-of-sale terminal from a secure mobile device for autho-
rization of a financial transaction comprising:

performing an interrogation between the point-of-sale ter-

minal and the secure mobile device comprising:

sending through a communication channel at least one
POS command communication from the point-of-
sale terminal to the secure mobile device, the at least
one POS command communication comprising (a) a
request for the digital credential data that is expected
to comprise an expected cryptogram that is expected
to be calculated, at least in part, from unpredictable
data, and, at least in part, from a permanent crypto-
graphic key and (b) the unpredictable data; and

sending through the communication channel at least one
device response communication from the secure
mobile device to the point-of-sale terminal, the at
least one device response communication comprising
at least a portion of the digital credential data that
comprises the expected cryptogram;

in a step that follows the step of performing an interroga-

tion, a secure mobile device transmitting step compris-
ing sending over a second communication channel the
unpredictable data from the secure mobile device to a
remote application system;
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in a step that follows the step of performing an interroga-
tion, a point-of-sale terminal transmitting step compris-
ing sending over a third communication channel an
authorization request from the point of sale terminal to
the remote application system, the authorization request
comprising the expected cryptogram and the unpredict-
able data;

in a step that follows the secure mobile device transmitting

step and the point-of-sale terminal transmitting step, a

corroborative authorizing step comprising:

verifying a correctness of the expected cryptogram by
the application system;

verifying a correctness of the unpredictable data by the
application system by comparing the unpredictable
data sent over the second communication channel
with the unpredictable data sent over the third com-
munication channel; and

sending through the third communication channel an
authorization response from the remote application
system to the point-of-sale terminal wherein data con-
tained in the authorization response is determined, at
least in part, by the verifying of the correctness of the
unpredictable data and at least in part by the verifying
of the correctness of the expected cryptogram;

wherein the financial transaction is authorized.

29. The method of claim 28 further comprising a verifying
step that follows the step of performing an interrogation and
precedes the corroborative authorizing step, the verifying
step comprising:

displaying transaction amount data to the secure mobile

device display screen wherein the transaction amount
data is comprised within the unpredictable data;
requesting verification of the transaction amount data from
acard holder by the secure mobile device display screen;
sending the result of the requesting verification of the trans-
action amount data to a remote application system as
input of the transaction amount data; and
wherein the corroborative authorizing step comprises deter-
mining, at least in part, the correctness of the result of the
verification step by using the input of the transaction amount
data.
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