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Track 1 and Track 2 Format Specifications
Track 1. Up to 79 Alpha 7-bit characters {(210bpi}

35. Start Sentinel
FC: Format Coda

1 Character "%
1 Character “B"

PAN: Primary Account Number Up to 18 Characters

CD:  Check Digit
FS: Field Separator
CC: Country Code
NM: Name

FS: Field Separator
ED: Expiry Date
8C: Service Code

DD+ Discretionary Data

1 Character

1 Character AT

3 Characters

2-26 Characters

1 Character vA

4 Characters YYMM
3 Characters

Rest of characters excluding ES and LRC

PVKI: Pin Value Key Indicator 1 Character
PVYV or Offset: Pin Verification Value 4 Characters
CVV — dCWV or CVC — CV(C3 3 Characters
dCVV or CVC3 Indicator 1 Character

ATC: Application Transaction Counter 4 Characters

ES: End Sentine]
LRC: Longitude Redundancy Check

1 Character i
1 Character

Track 2: Up to 40 BCD 5-bit {including parity} characters {numeric} {(75bpi}

S8 Start Sentinel

PAN: Primary Account Number
CD: Check Digit

F3: Field Separator

CC. Couniry Code

ED: Expiry Date

SC: Sarvice Code

DD: Discretionary Data
PVKI: Pin Value Key Indicator

1 Character b
Up to 18 Characters {using only 16 for now)
1 Character

1 Character =t

3 Characters

4 Characters YYMM

3 Characters

Rest of characters excluding ES and LRC
1 Character

PVV or Offset: Pin Verification Value 4 Characters
CVWV — dCVV or CVC — CV(3 3 Characters

dCVWWV or CVC3 Indicator

ES: End Sentinel
LRC: Longitude Redundancy Check

1 Character

1 Character 7"
1 Character

FIG. 9
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SECURE SMART CARD SYSTEM

CROSS-REFERENCT TO RELATED
APPLICATTONS

[0001]  This apphcation clamms priority to LS. Provisional
qtent Application No. 61/080.358. enuticd “Biometacally
Seeured Powered Smant Curd.” filed Aung. 20. 2008, tw
entirety of which is hereby incorporated by reference herein.
[0002]  This application also claims priosty to LS. Provi-
swonal Patent Application No. 61/090.362. entitled “NFC
Cellphone Compamion Card.” diled Avg. 20, 2008, 1w
citirety ol which is hereby incorporuted by relerence herein.

FIEL O THE INVENTION

[0003]  The present mvention relates (o ransaction cards,
and more particularly (o smart cards and o transaction cards
having wugnete stripe emulators,

BACKGROUND GF TH INVENTION

[0004]  Plastic card fraud has beeoine a signilicunt 1ssue
only i the United Staies buit also worldwide. Frand levels can
he measured in the tens of billions of dollars cach vear or
hgher when the varous siakeholders that are mvolved m the
losses assoctated with Craudulent transactions measure their
total costs. A werchont loses not only the revene and probit
related 1o a sale, bot the product itsell and possibly igher
transaction fees when fraud occurs requently in its business.
A erchant mst alse wenr the costs associated with nves-
tigating certain ypes ol fraudulent ransactions. Credit card
associutions like the VISAw and MASTHERCARD & associa-
tions cover some costs associated with fraud but the credit
card issuers meur sipmiicanlly more costs, meluding costs
associated with refunding e amounts charged o o card
holder sccomnt. investigating possible Iraudulent trunsactions
and issuing new plastic cards i a significant broach of secu-
rity has been identificd. When the tota] costs of {kud are
measured among all the partics involved in financial transac-
tions. the losses are staggering.

[0005]  Plastic card Traud has alse opened up o market lor ali
sorts of fraud detection and educational services. Neoral net-
work software (o detect and hopefully prevent a {randulont
transaction from ocomring costs card issuers and their pro-
cossors millions oldollars o operate. Hducational seminars o
weach card Issuers. merchants, and cord holders on how o
better sateguard the information that can be vsed w commit
identiy et and plastic card {roud also cost cord issuers
milliens of dollars. Fxasting sceurity standards. like the Pay-
ment Card lndustry (PCTY Data Sceuarity Standard. while
being excellent network und system sceurity pracuces also
Feguire. merchants 1o take extra measures o salegoard the
information they possess and these measures cost merchanty
miliiens of doliors w0 inplement. An entire industry has been
created 10 protect the static data nsed o wday's plastic card
transactions. All wld, billions are spent and still frand lovels
conimue o merease. These mereases are due not only o
defective security: rather, plastic card programs continue (o
ntlize stne data that 1§ oboined. con be used o commit
plastic card lrand.

[0006]  Ovwver the years, the mdusiry has contimued 1o layer
addittonal static data on credit. debit. and ATM transaction
cards. 'in numbers and card security codes have been mmple-
mented W help address speciiic ssues ol seourity bt crimi-
nals continue W adupt their scheines W steal this indbnnation.

Jun. 16, 2011

Social engineenng atacks ke “phishing™ are successiul
because they can target large numbers of people to obtin ts
static data. The use of holograms and new logos to help
prevent counterfen cords lrom being used has added 1w the
costs olplastic cards. The plustic card industry has locused on
preventing the use of static data raiher than adopling o means
of implementing some level of dynamic information into
these ransactions.

[(0067]  Semen the industry hove viewed smart cards as one
possible soluton to this state duta problem. The contact and
contaciless smart card standards and the hardware integraled
inter the smart card. the point of sale (POS) device, and the
anthorization process have adoptled methods W ineinde some
dvnamic data n the transaction authorization process. When
inplemented on g massive scale. lor example the Chip and
Pin systems common in Lurope, these standards have been
effective in the local prevention of lkud. For example. the
Chipand PIN system i the United Kingdom is o governmument-
bucked atiative to unplement the EMY standard for secure
pavinents. fo this mitiative. banks and retinlers replace tradi-
tronal magnetc stripe cquipment wath smart card technology,
where credit‘debnt cards contin an cmbedded microcinp and
are mathenticuted sutomatcally using o PIN. When o cus-
tomer wishes 1o puy or goods nsing s system. the card is
placed mito a “PIN pad” termimal (olien by the customer
themselves) or a modiled swipe-card reader. which accesses
the chip on the card. Onee the card has been venlied as
anthenue. the customer enters o 4-digit PIN. wihich is checked
against the PIN swored on the card: i the (wo match. the
iransaction completes.

[(008]  This kind of smart card techaology has been shown
e decrease certain tvpes of lroud. s example being frond
associuted with counterleit cards. but frond 1 1ol has con-
tnued o rise. This is due w the Fact that smart cards are oudy
implemenied on a scale necessary o allect frand regionally.
Criminals can tarpet other regions that stll rely on the static
idormation common W the vast majority of plastic cards in
circulation orthey can perform more “card not present” rans-
actions, as m wicrnet purchases or manl order ransactions.
Smart cards also sulffer from having io continue o support the
predominaie poiat of sale reader technolopy deployed world-
wide. Le. magnetic stripe.

[6009]  hupicinenting siart cards on o scale necessary 10
sigmficantly allect fraud levels requires billions ol dollars 1o
be spent by merchants or governments o add the new point of’
sule readers. npdate the point of sale soltware. and add the
processing funcuonality lor all stwkeholders that deal with
financial wunsuctons. There are an estimated 20.000.000
magnetic steipe readers in the ficld today. Replacing these
readers with smart card readers wonld be a huge investment.
[(01D]  An noproved and more cost-clicctive solaton for
preventing plustic card fraud is desired.

SUMMARY GF THE INVENTION

[(01T] A smiart card usuble m magnelic stripe swipe rans-
actions with a transaction lerminal configured o read frans-
action information encoded on a magnetic stripe ol astandard
transacton card includes o card body. which meludes o mag-
uetic stope cinulator Tor use with the transacton erminal. a
smart card chip programmed wilh at least one ransaction
application for providing secured data for vse i a ransaction
and dynamic card venlication data, a power supply. and a card
controller i communication with the wagnetic steipe emula-
tor. The card controller is confignred o receive thwe dynamic

IPR2025-01147
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card verification data and control the magoetic stripe cimla-
tor 1o emit a magnetic (eld encoded with at least a portion of
the secured data and the dynamic card verification data.
[0012] The above and other featores of the present mven-
tion will be better nuderstood from te Tollowing detailed
description of the preferred embodiments of the mveniion
that is provided in connection walh the accompanying draw-
inps.

BRIEE DESCRIPTION OFTHE DRAWINGS

[0013] ‘The wccompunying drawings illustrate prelerred
cinbodiments of the mvention. as well as other inlormation
pertinent to the disclosure, in which:

[0014]  FIG. 1is ablock dingram of a smart card application
management systen:

[00I5]  FIGS. 2A and 213 illustrate o sman card sccording o
oue embodiment ol the present mvention:

[G316]  FIGS. 3A and 31 ilhstrate 2 smart card activation
nnit foruse with the smart card oF FIGS. 24 and 213 according
1o an embodiuent of the present iveation:

[0017]  FIGS. 4A and 4i3 illustrate an alternative embodi-
ment of the smart card of FIGS. 24 and 213:

[GGT8]  FIGS. 5A and 513 illustrate an aliemative embodi-
ment ofasmart card activation unit for use with the smari card
ol FIGS. 4A and 413:

[0019]  FIG. 6 is o flow diagram illustrating o method of
envolling biometric information on a smart card:

[0020]  FIG. 7 is a How disgram illustrating 2 method of
authenticating o user using biowetrics:

[0021] FIG. 8 is o flow diagram illustrating o method of
selectung and sctvaung o ransaction application on o smarn
card:

[0022]  FIG. 9 illustraies a data format {or Track | and Trck
2 Jor g credit ransaction:

[0023]  FIG. 10 is a block diagram of controller of the ucti-
vation mnit of FIGS. 3A and 33

[0024]  FIG. T isa block diagram of the coniroller of smart
card of IFIGS. 24 and 213:

[0025]  FIG. 12 dlustrates an embodiment ol the present
invention utilizing s cell phone/companion cord combination
for perlorming magnetic siripe ransactions:

[0626]  FIGS. 13A and 1313 illustrate an embodiment of a
NIC enabled companion card for use in the combination of
G 12:

[0027]  FIG. 14 is o block diagram ol the controdler of the
NIC enubled companion card of FIGS, 13A and 1313:
[0028]  FIG. 15 s a block diagram of the processing com-
ponenis of the cell phone ilustrated m FIG. 12:

[00249]  FIG. 16 illustrates a transaction system using the
companion card of FIGS. T3A and 1303:

[0030] PG, 17 is o Qow diagram illusteating the use ol the
companion card and cell phone of FIG. 12 in a transaction:
[0031]  FIG. 18 illustrates a system for programming the
cell phone ol FiG, 120 and

[0032] PG, 19 illusteates an embodiment ol the cell phone
ilustrated n FIG. 120

DETANLED DESCRIPTION

[G333]  Thes description of the exemplary embodinments s
intended o be read in compection wiih the accompanying
drawings. which are to be considered part of the entive written
descenption. Inthe deseription. relative terms such us “lower”

“upper.”” “horizomal.” ¢ ubove.” “below.

vertical.”™ ©

PO -

up.

Jun. 16, 2011

o

“dowi” “op” and “bottom™ as well as denvative thereol
(e horzontally,” “downwardly.” “upwardly.” clc.) should
be construed to reler to the orientation as then described or as
showi m the drawing vnder discussion. These relative wenns
are lor convenience of desenption and do not require that the
apparatus be constructed or operated 1 a particular orienia-
ton. Terms concerning attachments. couplmg and the like,
sueh as “connected” and “interconnected.” refor o a relation-
ship wherein structares are seeured or attached o one another
cither direetly or indirectly through mtervenmg structures. as
well as boih movable or rigd atiachmoents or relationships.
unless expressly desenbed otherwise.

[(034]  In the {ollowing descnpion. 1 1s W be understood
that aspects ol the present invention may be implemented in
various [orns of hardware. soltware. finmware. or a coimbi-
nation thereoll In particular, the device modules described
herem are preferably implemented in software as an apphea-
ton program that is executable by any suitable nncroproces-
sor architecture, ‘The microprocessor architectire ncludes
hardware such s oue or more central processing units {(C1PU ).
a random gccess memory (RAM). and pui/ouiput (170)
inter face(s), as well as an operating system and microinsirue-
uon code. The various processes and Tunctons deseribed
herein may be cither part of the microinstenction code or
application programs wiich are execnted via the operating
sysien.

[(H035] 1 15 to be further undersiood that. becanse some off
ihe constiuent system components described herein are pref-
crably implemented as software modules. (e sctaal system
conuectons shiown m the Figures may dilfer depending upon
the manner in which the systems are programmed 1 is (o be
apprecrted that special purpose microprocessors may be
emploved 1© nuplement the prescat invention. Given the
teachings heren. one ofordimary skall mthe related arc will be
able 0 contemplate these and similar nuplementations or
configurations ol the present invention.

[(H036] As descnibed mthe Background secuon. massive
mvesiments have been made in the estmated 20.000.000
waginetic stape readers in the field wday. Replacing these
reuders with smart card readers would be o huge investneal.
Presented herem s are devices, systems and methods thal
perlonm sccure transactions winle making use of the existing
wgnene stape readers and alll or as much as possible. o the
existing inirustencture for, Tor example. financial transue-
tons. More speeifically. the cimbodiments desenbed herein
make i possible o mplement some dynamic data in trans-
actions nilizig magnetic strpe readers while making i eco-
nomical for card issuers W distabute this weehnology W their
customers. This upproach can serve as an effective saleguard
{or secnred siatic credit card (or other) information and thus
act as a sipnilicant ool against fraudulent transactions. The
existing standards for magnetic stripe based {inancial trans-
aclions contaii regions that con be requisitioned lor use with
dyvnamic data. [ncerain prelerred cinbodiments. a smart card
is provided that can support all point of sale (POS) readers,
re. contact smart card readers. contaciless smart card readers
and magneue stripe readers. and deliver dvaamic data content
tirrough oot enldy the smart card readers but also the magnetic
stripe pont of sale devices.

[(037]  Dixisting smart card specilications for contactless
and contact transactions call for the smart card chip o gon-
erple some dynamic data For inclusion in the iwansaction. 13y
way ol example only. Visa fne.’s M8 comactless smart card
specilications iucludes a code designated Dvaamic Card Veri-

L
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fication Value (dOYVY for cach transaction. MasterCard nc.
s PAYPASS R Magstripes smart card specification has a simi-
lar code desigaated the CVC3. These one-time (e dynamic)
codes are generated by the smant card chip and are unigue
cach transaction. Traditional wagneue stope specilications
for Track | and Track 2 contents roquire a specific static value
called a CVV {0 be present. Replacing the static CVV value
with the dynmme OV or CVO3 codes (inthe cmbodiments
where the dat s lormatted lor VISAR and MASTIER-
CARDER transactons. respectively ) and wcluding any other
necessary data vsed 1o verify the dOVV or CVC3 codes (o
Applhcation Transaction Comter (ATC)Y value and dynamic
data presence lag) wounld provide sullicicnt inlomation in
the paymient authorization process 1o climinate both “card
preseut” and “card not present” frand. Dyaamice data gener-
ated by a smart card chip for vse in anthorization of transac-
tions (whether financial. information aceess or other) are
genecally referred 10 herem sometinwes as “dynoinic card
venlication data.”

[0038]  As described hercin. necessary idonmation lor per-
forming secure card not present trnsactions can be displayed
on the smart card display. This intormation can melude the
dCVY or CVO3 codes discnssed above that are generated by
the smiart curd lor vse in card present transactions. or olher
dynainic information. such as a one-time-password {117,
Companies and organizations such as QScenre of Los Allos,
Calif., InCard Techoologios of Los Angeles, Calill, RSA
Division ol MO Corporation of Bediord. Mass.. and OATTI
{Open Al lentication) initintive and othwers luve proposed
varions Q1P schemes for mseeting o dynamic code e the
payment process. The device described below allows {or
exsting smart card standards o be used in the generation and
venlication ol G vaiues rather than regquire card issucs o
support multiple O algonths.

[0039] PG T s o block diagram ol o system 100 lor man-
aging applications on a smart card. The system 100 includes
a smart card 200 2 smart card activation wait 300, which
comuumcates with smart curd 200, and a personal computer
{or other processory 125 which is commmincatively coupled
through a network (such as fnternet 1503 10 Smart Card Man-
agement System (SCMS) 175 and locally commumcatively
coupled o the smart card activation ot 300 Throvgh system
T0H). o user can manage ransaction applications stored on o
siart card chup or processor within smant card 200, More
speetiically. standards exist for wanagmg applications on
sl cards. By way ol example only, one sei of standards is
defined by the GlobalPlattorm Card. Device and Systems
standards promulgated by GlobalPlatonu. whiclh is an inde-
pendent. not-lor-profit organizaton concermed with a stan-
dardized infrastreciure for development. deployment and
management ol smart cards. GlobalStandards was founded in
1999 (o fake responsibility for Visa [nc's Open Platlorm
speetiication. which is one of o pumber of competing smart
card standards meluding GSM. EMY and OCT

[0040]  “The GlobaiPlutiorm Card Speailication 1s o secure.
dynamic card and application management specilication that
defines  card  components,  command  sets, transaction
sequences and e faees that are hardware-nentral. operating,
system neutral. vendor-neutral and application independent.
The specifications are applicable to any type of application
and ndustry, allowing any combination of applications from
any dustry on a single card  from mono-appheation to
multi-upplication.  The  Globuli®latform Coard - Securny
Reguircients Specilication provides guidance or selecting
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curd confignrations wmoest appropoute W the seeurity policies
set up by the card issuer and apphication providers. Card
vendors are also provided with guidance w mmplement seen-
oty lunctions in g consistent manner. Most of the secure
clements vsed in the Near Field Communication (NiFCY con-
text rely on GlobalPlatform card specification.

[(041]  CGlobalPlatform also provides a number of speciii-
cations for device programming. with dilterent profiles for
different industries. The profiles are organized aromnd a com-
won core lromework echuology and share most of their
detatied APPs. There are o number of GloballPlatform speci-
fications relating to the system’s infrastructure. developed o
standardize back-end systems from personalization 0 secn-
oty. key managewent anpd application louading. ‘The Global-
Platlorm Prodile Speciiication stundardizes (e nterlace
between the data preparation systein and the personalizaton
device uiilizing a simple. cost elfective,  interoperable
machine-independent mechanism. Key Managemoeni Sys-
tems Functional Reguirements Speciiication standardizes the
descriptioi. or key profile. and procedures around key man-
agement. providing an opportomity (o deliver centralized key
management  across  separate systems. Commuonication
between various components of the system's infrastructure is
standurdized via the GlobalPlationn Messaging Specificu-
ton. wiich delines all the roles and responsibilities of the
actors. or systems, {or a mult application smart card inira-
stcinre.

[0042]  Referring again to FIG. 1. the smart card 200 is
showin docked {or otherwise iterlaced) with the sman card
activation mut 300, whicl. as described inwore detail below,
preferbly takes the form of a sleeve with a slot for receiving
he smart card 200 The SCMS sysiem 175 15 a server hased
application that manages all information necessary o create o
Fowd File. Ths Load File 1s the program code and data that
arcused w install applicatons on g GlobolPladin compliant
smrart card ke the Card 200, The vser esinblishes a session to
the SCMS System 178 over the Internet 1580 and downloads
the Toad Fie w the smort card throvgh the connection
between the PO 125 and simart card activation unit 300, ‘The
simart card activation unit 300 acts as o POSC (Personal
Compuler/Smart Card) compliamt device and delivers the
Load File o the GlobalPlatform compliant Card Manager
runiing in the Smart Card Chip operating system {e.g. Java
Card. Multos. cwe.). The Curd Munoager handles the steps
nvolved 1n mstalling the application. Al thwe steps involved in
this process are delined by the GlobalPlattorm System.
Device. and Card standards. The PC/SC specification was
developed W feilitute the nteroperability necessary w0 allow
litegrated Circuit Card (ICCY echnology. alse known us
smart cards. o be effectively niilized in the PC environment.
The PCISC specification is based on the [SO 7816 standard,
and its {ormal name s~ Interoperability Specification for
1CCs and Personal Computer Systeins.”

[(043]  The vse of SCMS system iy managing smart card
applications is Euuiliar w artisans 1 the relevant art. Bricily.
e user gains access (o the SCMS system 175 either through
therr web banking soltware or dircctly by wsing username/
password credentals. The SCMS systein prescats the user
withia list ol applications already installed on the nser’s sinart
cardand a listofapplications available for downloading to the
smart card. This process is called Post [ssuance Provisionmg
and provides the ability o add or change applications on a
smart curd aller ithas beew issued w the card holder. The user
cun seleet w download a VISAR Credit Curd applicution
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issued by their linoncial institution and the SCMS wonld nse
other related information to generate the Joad file. manage a
scenre communications channel with the smart card and
download the load file @ the smart card. The SCMS tracks all
inlormaten abont the swart card. e.g.. chip wentifier. O8.
keys, issuver, card holder information and what changes have
ocenrred to the applications on the card. The Global Platform
System standard dictates the necessary functionality that is
supported by o SCMS system.

[0044]  Purther details regarding use of the sinart card acti-
vation unit 300, besides 1ts use m managing applications on
the smart card 200, such as 1ts use in authenticating that o
valid wser is performing o transaction and s wse in selecting
un application {credit. debi lovalty. access control. ele.)} for
use i g transaction. are described below. along with addi-
tional details regarding the smart card 200

[0E] FIG. 2A 05 a front view of the smart card 200, more
specifically the smart card body 202, and FICG. 213 s 0 sche-
matic illustration of the mternal and rear side componeits of
the smart card 200 sud smart card body 202, The sman card
body 202 tukes the shape ola standard plastic magneue stripe
card. as poverned by applicable standards. The card 200 may
inclhude the logo 208 of the card issuer or other souree indicia.
[ cibodinents. the card 200 inciudes o display 204, such as
u 1D display. o embodiments. thw display 204 can ke the
form ol elecironic paper. also called e-paper or electronic ink
display. This display technology 15 designed (o mimic the
appearance of ordinary ink on paper. Unlike a conventional
at pane] display. which vses o bucklight 1o illominate its
pixels. clectronic paper reflects light like ordinary paper and
is capable of holding text and images indelinitely without
drawing electncity. while allowing the image (0 be changed
later. Fxumples of e-paper displays melude electrophorete
displays. bistable 1L.OD and cholesteric |.CD. St card con-
et pad 206 is provided on a sarlsce ol (e card lor contact-
based communications betwoeen anembedded smart card clup
and a smart card reader. Smart card contact pad 206 15 vsed (o
perform trunsactions on devices sapporting the 1SOYHC
THL6 standards. In Hurope and in Canada this would wcinde
the Chip & Pindevices used to perform payment transactions.
Comact smart cards are also common in physical access
control systems.

[0046]  “Turning o F1G. 203, the card 200 includes an nter-
nal power source 2120 such as o battery. lor providing power
1o the vanous operable components of the smart card 200,
Suitable Jong life batteries for the low power requirements are
availuble. In particular embodiments. the internal power
source 212 is o thn film battery. such as the FLEXION'™
ultra-thi. flexible lithiom pelyimer battery available Trom
Solicore, Inc. or a lithivm thin-film battery available from
Varta Microbattery Gmbl L [n embodiments. a solar panel
{not shown) may be provided. Solar cells are connecied o o
clurger and can be used 1o extend the iide ol the card beyond
that ol s conventional battery and/or W recharge the battery.
The card 200 mncludes a conventional smart card chip/proces-
sor 218 wiich commumeates with an appropriately conlig-
nred external smart card reader by way ol the siart card
contact pad 206 or wirclessly by way of integrated antenia
220 {i.e.. conactless conumunication ),

[047]  The smart card 200 also includes o smart card con-
iroller 216 (.. ASIC processor) in commumcation with an
170 port 210, for communicating with an exiernal source such
as the card actvaton unit 300 {as described i more detal
below} and o magnetic stripe canalutor 214, Various desigos
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lor wagneae stripe conulutors are known i e art. some ol
which are deseribed in. for example, U8, Pat. No. 4,701,601
w0 Francim et al., entiled “Transaction Card with Magnetic
Strape Emualator™ and LS. Published Application Nos, 2007/
DLRUSRT and 200:5:G1944 52 1w Nordemtolt et al.. both cotitded
“Credit Card and Sceured Data Activation System.” the
entirety of cach ol which is hereby incorporated by reference
heromn. A typreal magnetic stripe enmlator wiall inclode a
teansducer conl Tor cach magoetic strip track and including o
uumber ol conl windings wonud around a strip ol clectromag-
netically inducible core material. Pach transducer coil 1s mdi-
vidually mducible by a driver cireunt. lnstead of an electro-
waginetic corl. the tansducer can be lonued {row an
nintegrated tun film head. The nmuber ol transducer coils may
be clhwsen o turee 10 order W induce seeured duta signals
corresponding {0 conventional magnetic step information,
which lies 1 magnetic sirips 1 three tracks. bul may as an
alternative be provided in numbers runging rom one Lo more
thwn three. For mostapplicutions. data 1s anly 0 be generated
i two tansducer coils as shown lor emulator 214, corre-
sponding o the {irst and sccond tracks of a conventional
magnelic strp.

[048]  In conventional wagneae strips. the data is peona-
uently magnetically prescuted 1o o credit card reader nsing o
so-called 21F-lormat. or twoe frequency fonuat. 1o which o
0 bits formed by 2 magnet part of'a predeiermned lengih
w the magnetic sirip, and a <1 bit s two longiedinally.
wgneucally oppositely direeted magoet parts. having a com-
tined length caual w the length ol the “07 bit magnet part.
Thus. the transducer conls of the emulator 214 prelerably emit
and present data signals in the F2F-format 0 a reader, such as
a credit card reader, which is 1o read information from ihe
card 200 with o reader head.

[(049]  The transducers pencrale varying maguetic ficlds
Lt extend beyond the camer. ' The wransdocer coil preierably
produce a homogenous and relatively strong magnetic field
encoded with the desired data in order or i1 10 be readable by
a credit card reader, The natore of this magnete ficld is
heavily miluenced by the transducer coil construction. such
as choiee of core material and core constmction of e cores
strips. number and position of the core windings upon the
core stops. The design of the emulator 214 based on these
lactors is within the skall oMb artisan s Oeld. Yonations
i the signals w0 o transducer coll generates o variable mag-
aetic field along the strip that is identical to the magnetic field
that a reader head is inlluenced by when o conventiona mag-
netic sirip eredit card holding the same secured data 1s passed
tirrough thwe same reader.

[(050]  The matenal ol the core strip 1s an clectromagneti-
cally inducible material, such as metal, preferably electro-
magnete lamination. sheet won or other sheet metal, eiher
provided as a single or double il on one or cach side of the
curd body. advantageonsly having o width and o positon
corresponding o a conventional magnete track in order 10
have a similar magnetic and physical appearance. The choice
of core material of the core strips strongly inthences the
strength and disteibution of the wagnete field produced and
allows lor an enbancement ol the magaeue field being pro-
duced. resulting i the need lor lower current in the core
windings, winch reduces the power consumption of the card.
[(051]  The traasducer sirips of the mapnetic siripe emula-
or 214 are positioned on card 200 m a2 manner such that
alignument with the read seusor of existing reader (erininais is
lucilitited. Current specifications cail lor the wagnetic stripe
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o be located 0.223 inches (5.66 mu) lrom the edge of e
card, and o be 0.375 inches (952 mm) wide Dach irack s
G110 inches (2.79 mm) wide.

[0052]  The card controller 216 controls all aspects of the
functonality of the curd 200 that are not provided by the
conventional sinar card chip 218, The card controller is prel-
crably a separate processor from the smart card chip. thereby
enabling the wse of the already standardized smart card chip
218 While it is coniemplated that in alterative cmbodiments
the Tuncuons of the card controdler 216 and sman card chip
218 could be merged. such a merged approsch not prelerred
as it is more diflicult w implement and would likely face
dilliculties in mecting MV certification standards {or the
device, Forther, 11 should be understood that although card
controller 216 is shown as o single processor. its Tanctions or
operations could be distributed amongst IWo oF ore proces-
sors. controllers. drivers. clips or other devices (collecuvely
rederred o herein as “controller™). For example. the card
comtrolier 216 serves us o driver lor managing the display 204,
This Tonctionality can be built into o central processor or
provided in the form ol a separate driver chip. Likewise, the
card controller 216 can have bl i wireless capabilinies tor
inlerlbcing with antenna 220 1o communicate with card act-
vation niit 300, or include o separate wireless communica-
tions chip {shown us sclivation ot interisee 2103 for
exchanging information with the vnt 3. In embodimenis.
activation unit inlerkace 210 s @ wireless RS485 chip lor
implementing wircless communications with the activation
nuit 300, Alwernouvely. the wterisee 210 could be o wired
conuumcations mterlace. sach as o RE232 chip. While itis
possible 0 vse the contact pad 206, antenna 220, and the
smart card chip 218 as the means for communicating with the
activation nait 300, this spproach wonld also require that thwe
sinart card operuting system {08} be modified w0 identiy
ithese pon-siandard communications and intercept and redi-
reet the communications (o the card controller 216 Ths
approach would likely be in violation of the LMV standards
und thus prevent the device lrom being certified Forase. Using,
u separate imterfee 210 lor perfonuing communications
betwoeen the activation unil 300 and the smart card controller
216 leaves the smart card chip 218, smart card contact pad
206 and antenoa 220 as o stond-alone system. allowing thwe
siart card 200 10 pass 1MV certficoton wsting, Althongh
ot showi the card 200 can meludes o peripheral comimuu-
cations controller {eg.. SPL bus) for passmg information
bolwoen varons componens.

[GG53]  The card coniroller 216 controls the magnete stnpe
cinulator 214 for transimitting secure transaction duta during,
u trapsactoi. o.g. o credit card swipe trunsaction. Impor-
innily. s data includes not only standard seeured data, such
as the stadic transaction data called for by povering specifi-
cations {¢.g.. acconnt holder name. acconnt number, ele.} but
ulso dynamic inloriation. Using thas dynamic inlormation in
authorivng transactions  prevents  lroudulent transuctions
since the static information alone cannot be used to perform a
transaction.

[0354]  Asexplamed above, the smart card chip 218 15 2 dual
interlace smart card {contact and contactless) found in many
ol the multi-upplication smart cards available in the market
ioday. There are established standards and siandard bodies
(e [SOMC 7816, ISGALC 14443, GlobalPlatlorm (de-
seribed above) to name a few) that deline this component’s
funcuens. These stsndards provide for seeure communica-
tions and access W mstalled applications and data stored 1n
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secure memery. As desceribed below. the smart card acuvation
umt 3 commumeates with the smart card chip 218 10 allow
a user (o select an active apphcation. gueries the apphcation
for any necessary information For periorming o ransaction.
and pass some of this indonnation back o the card. specili-
cally the card controller 216 for vse in the magnetic sipe
emulator 214 and/or display on the card display 204.

[(H55]  Inaddition toiis vse i managing applications on the
smart card 200, the simart card actvation unit 300 15 aiso used
during, trunsactions w0 authenticate that g valid vser is per-
{orming the transaction and (o select what type ol card appli-
cation (v credit. debit, lovalty, access conirol. eie.) 18 gomy
o be vsed m the ransaction. These vses are described below
but fiest vamous features ol the sman card activation uait 300
are deseribed in connection with FIGS. 3A and 303,

[(056]  1F1G. 3A 1% o ront external view ol the smart card
actrivaiion umt 300 The activation nait 300 ncludes a bio-
melric sensor 312, which is preferably o lingerprint reader,
and @ user interface. In the illustrated embodiment. (e user
nuerfaee includes an nput weans 304 (e, kevpad). includ-
g various mpui butions or togples. such as “scroll” botion
306, k™ bution 308 and “on/oll butlon 310, and a display
302, such as a LOT display. The on/off button 310 is used to
tirn the sctivation unit 300 on and oll. The sceoll button 306
15 used 1o scroll turough o hist ol applications stored on the
smart card chip 218 of the smart card 200 and displayed on
display 302 A list of names (e “VISA”, “MASTER-
CARIY. cte) or other identifiers comresponding o twse
applications is dispiuyed on the display 302, The user uses the
button 308 10 seleet s active application from thw displayed
Iist of applicaions.

[(H057]  FIG. 33 illusirates te micrnal components of the
activation unit 304, The sctivation oot includes an acavation
unit controller 320 that controls and interlaces with the other
active compouents of the sctivation vit 300, The activation
unit includes a smart card interdace 322 for contact inlerkacing
with the smart card chip 218 of the smart card 2000 1n the
ilustrated cimbodiment. the smaet card nterface is @ contuct
based solution (ISOARC 7816) aud communicates withe the
smart card chip 218 through smart card contact 206 on the
face of the smart card 200, As will be undersiood by ihose
familiar with smart card communications. he smart card
contact pad 206 has ciglt contuct arcas o support the com-
wmmcations: ¢l 15 assigned w the supply voltage: <2 is
assigned 1o a reset signal: ¢3 is assipned (o a clock signal: o4
1s not used: ¢5 15 assigned 1o ground: cf is not vsed: ¢7 s lor
Oy and o8 1s not used. The interface 322 corresponds to these
clectrical contacts. Le. provides a physical connection 1o the
pud 206 when the sman card and activation it 304 are
connecled. The sleeve controller 320 can also vse the contact-
less standard 10 commupicate with the dual interface smant
curd chip 218 through the amenna 324, Contactless commn-
wication with the smaet card chip 218 can be accomplished
with either NIFC or Standard ISOA1C 14443 cowponents.
[(HO58]  The actrvation w also includes smart card control -
ler interlace 318 {or wired (e RS232) or wircloss (R8485)
wircless commumunications with the interfuce 210 ol the simart
curd 2(H),

[6059] I cibediments. the activation vt 300 includes an
miernal power source represented as ballery power source
314, The batlery power source 314 can be a standard
rechargeable lithivm polymer battery commonly used incell
phoues. PA devices, hand held gumes and the like. An
alternate or additional power source for the activation unit
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300 s USB PC connecuon 316 This PC Connection 316
serves as the moemns by which PC and Ditemnet based soliware
download content and applications to the card 200 as
described above i connection with FIG. T PC/SC is the
standard for connection and wteraction with o smart card
acceplance device like acivation ot 300 The activation unit
300 can both read and write content o the smart card 20H)
vsig established standards like PC/SC and GlobalPlatform
Card and 1evice standards,

[0060]  When thw activation vt 300 is (med on and the
smart cord 15 docked with the activation unit 300 (as shown i
FIGL T, for example). the biometric sensor 312 15 vsed (o
authenticate the vser o the smart card 100, In one preferred
cinbodiment. tis mathentcution process is accomplished by
u smart card application resident at smant card chip 218
referred W as “Match on Card.” Various compames, such as
Precise Biometrics of Swoden. Sagem Orga of Germany and
others supply this type ol application for smart cards for use
in aecess conteol solutions. The biometric sensor 312 captores
u live mage ol o presented vser’s lingerprint. The live image
is processed by sofiware running on the controller 320 or by
a separste processor (nol shown) to generaie a iemplate from
this image data. The sleeve controller communicutes with the
biometric sensor and transmits the template file throngh
cither smart card interlvce 322 or anteuna 324 o the smart
card clup 218, specilically to the Match on Card application
runnmg on ihe smart card chip 218, The Maich on Card
upplication cowpares Hus received live wmplate file with one
or more winplates that have been previously stored e
smart card chip 218 (or associated memory). The result ol the
comparison is cilier a success or ilure result. A Success
resulis will allow ilie vser o proceed. and a Failure resultwill
sLp any ture nse of thwe sctivation vt until o Success result
is achicved. 11 the user connet complete tus authentication
step. the user cannot use the smart card 100 for any transac-
tions. Thai 1. the smart card 200 15 not unlocked.

[0061]  The smart card apphcaton that 15 selected by the
user lor use is unlocked unul the cord s placed back into the
sleeve. When the sleeve seuses the presence of the card 1owill
perform the necessary lunctions to Jock all resident applica-
tions. The magnetic stripe 214 of the smart card is in active
{transit} mode vl either the completion of o swipe or a
timeout hus occnrred. or whea the card is placed back inte the
sleeve. The umcout length is preferably user definabile.
[0362]  Although the authentication means s shown as a
bometric system. other anthentication systems may be nsed.
For example. a seenre PIN or password can be stored on the
siart card chip 218, (n this emboedinent. e vser inputs the
PN or password rather than preseut @ lnger w0 be suthent-
cated.

[0063]  While the actvation onit 300 s shown as a stand-
alone device. the activation unit 300 and its {unctionahity can
be incorporated o other devices. such us o personal digital
assistant or other portable devices suchias a cell phone.'To the
exient this device has Internet capabiltios. the device could
provide both the activation unit and computer aspects of the
systein of FIG. 1.

[0064]  As deseribed in more detail below in connection
with the Now disgram ol VG, 8. (e sleeve controdler 320 uses
o card Interface 318 o communicaie any necessary indorma-
tion to the smart card for display on the card display 204 and
for transmission through the magnetic stripe emulator 214.
Application speeific inlormaten can be displuved for visual
venlication or other typical plastic cord risk management
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lunctions hke comparing o displayed name asganst another
form of deatification. In preferred embodiments. the card
interface 318 and card controllor 216 commnnicate via wire-
less RE-485. but. as explomed above. wired comumunications
e IR8-232y with interlvee 170 210 can also be used.
[(065] FIGS. 4A and 413 illustrate an ahemative cinbodi-
mwent of the smart card 400, Iy thes embodiment. many of the
componenits of the acivation vnit 300 are incorporated mio
thwe smart card 400, The smart card body 402 nciundes a simart
curd coutuct pud 406. an opticnal logoe 408. o biometric seusor
410, sud o user mterluce including o display 404 and o user
wpui kevpad 412 includig scroll bution 414, OK button 416
and on/oilbution 418, Withreforence 1o FI10G 413, the card 400
icludes smart card coutroller 422, which 1s conpled w mag-
uctic stripe culator 4300 swart card chip 424 and sutenna
426. The cord 400 mcludes an internal batiery power source
420.

[(066]  The card 400 can be used with a simplified activa-
ton unit S linstrated 10 FIGS. SA and 51, §oths conbodi-
e the activation unit 300 includes a sleeve controller 502
and o PC uerlsee 504 aud is operable only lor managing
apphcations on the smart card chip 424. The sleeve controller
502 communicates with ithe smart card chip 424 of the card
400 thwongh cither contact communications via st card
contact interface 506 {descabed abovey or contacdess com-
mnncations using antenna S08. The actvation vnit is essen-
ually a standard smart PC/SC card acceplance device for
sopporiing smart cards, such as those devices sold by
Advanced Card Systems Lad. O Flong Kong. Gemalto (for-
wwerly Gemplus) ol the Nethedands, Fajptsn ol Japan and
others. In ilns embodiment of the smart card 400, the card
controller 422 commmnicates directly with the smarl cord
chip 424 through aninterconnect with the smart card chip 424
rather than through the activation unit, The smart cord cluip
424 must support some form of bus design. like 8PL 1w
communicaie with an outside controller chp like the card
controller 422,

[(H0&7]  Inwvse. the user nses keyvpad 412 0 lum on the card
400, As desenbed above n connecton the embodiments ol
card 200 sud sctivation unit 300, the bometne sensor 410
caplures a lve mmage and it 1 converted o a emplate by
appropriate soliware, which s provided to the Match on Card
application resident on the smart card chip 424, A successiul
watch against a previously stored emplate suthenticates the
user and actvates the card for vse. The user then used keyvpad
412 w scroll through the available apphcations on ihe smart
card chip 424 and 1o select one of e avinlable applicaiions
lor use. Once an application s selected. the controller 422
retrieves e seeured static and dywunnic data For the applicu-
tron and controls magnetic siripe emulaior 430 o cmnlate s
data. thus allowing the smart card 40 10 be used with a
conventional magnetic sinpe reader but wilh the {orther
advantuges of enhanced secunty and frond prevention pro-
vided by the use of the dynomic data, O course. the card
could also be used wath conventional smart card readers. l'or
card not present transactions. the controller 422 controls dis-
play 404 o display any necessary information for periorming
the transactions {e.g.. dynainic card venlication data such as
a dynamic code or one tme password or other data),

[B068]  FIG 6 is a How diagram of the biometne enrollment
process for initializing the smart card 200 with a user's fin-
gerprint template For later vse in avthenticating the vser dur-
Ing transuctions. While the method is deseribed 1 connection
with smant card 200, the method is equally applicuble w0
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modiiied smart card 400, This process determines what users
can access applications stored on the smart card chip 218
[0069] At step 600, the user docks the smart card 200 wiih
the actvation uait 300 and tarms o the activation unit usig,
owoll buten 310 ol the keypad 304,

[6070] At step 601, the user places a finger on the biometric
sensor 312 Inemboduments. this sensor can be a silicon based
aren sensor oF 8 swipe seasor commonly lound on many
laptops.

[0071] At step 602, (he biometric seusor 312 caplures the
{inperprnt image. and af step 603 the mage quality
checked 1o make sure enongh relevant points are identified o
ciable accurate mathentcation using the lngerprint.

[0072]  Atstep 604, iNhe image quality is not suflicient the
user is promipled 1o repeat the caplure step {via display 302)
and the process returns (o repeat steps 6071 1o 603

[0073]  Adsiep 605, iF the image is of suilicient quality {as
determined at step 6033, the biometric sensor 312 processes
the image e o emplute jile of e representative data poiats.
[0074] At siep 6060 the wmplute 15 stored in the seeure
memory of the smart card chip 218, which con be accessed 1n
the fnture by the Maich on Card application of the smart card
clup 218.

[0075] At step 607, the nser is asked i another mage
shounld be caplored for fnture comparison. [Fanother image is
requested the process 1s repeaied. [no additional imayges are
to be caplored the process termmates ot siep 508

[0076] VG, 7 is a tlow diagram ol the user authentication
process. Assunung biowwetrics are used for ambentication.
this process is only used afier the vser completes the biomet-
ric eorollment process described above in comeciion wilh
1G5, 6.

[0677] At step 700, the user docks the swart card 200 with
the actvation uait 300 and tarms o the activation unit usig,
the on‘ofl button 314 of keypad 304,

[0078]  Adstep 701, the wser places a finger on the biometric
sensor 312
[0079] At step T2 the biomelric system caplures the live

biometric luage.

[GG8G] At siep 703, the biomeine system checks he mmage
quality o determine if there are a sudlicient number of daia
points {or comparison.

[0081] At step 703,01 gquality is determioed (o be msulli-
cient. the user is notified atstep 704 (hrough display 3023t
the 1mage capinre siep must be repeated.

[0082]  Adsiep 705, i the image is of suilicient quality {as
determined at step 703). the biometine system processes the
image mio o wnplate file ol the represeitative data points.
[0083] At siep 706. the winplate file 1s submitted from the
activation unit 300 o the Match on Card application ol the
smart card chip 218 for comparison to (e template(s) that
woere stored dorng the biometne earollment process (PG 6).
[0084]  Atstep 707, the Muatch on Card application returns
value of suceess or filure,

[0O88]  Adsiep 708, il a filure (o maich oceurs i user is
netified of the result (via display 302). returned o step 701
and prompled to place o finger on the biometric sonsor.
[0086] At step T0%. 18 a suecessiol watch 1s determined the
user 1s notified {via display 302) and the process cids {step
710) by sending the vser to the apphication selection process
defined in FIG. 8. At this point. the user has been anthenti-
cated and the card wd active.

[0087]  Wiaie the wethod of 1FIG. 7 1s desenbed i connee-
tion with simart card 200 and actvaton vait 306, the method
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15 caually applicable w modified smart card 406, That 1s. the
process is perlormed entirely within the smad card 400 rather
han by vsing the activation nmt 300

[(088] IF1G. 8 s v Dow diagrom illustrating an application
selection process where anapplication 1s sclected lor use in o
transuction and the magnetic stripe cinulator ol the smart card
200 (or 400) is primed for use in the transaction. The meihod
FIG. 8 follows the user anthentication process ol FI1G. 7.
[(089] AL siep 800, the user successiully actvates the
device using the method ol VG 7.

[080] At step 8G1. the activation vuit 300, specilicaily the
activation nmi controller 320 through. for example. the smart
card interlace 322, perfoms o query of the smart card chip
218 10 obtain a list of s installed applications,

[(081] At step 802, the activation unit controller 320 gen-
crates g list of upplications and displays the list onthe display
unil 302.

[(H92] At step 843, the user presses a key on the kevpad
304,
[083]  [i'the vser pressed tie on/oiTkey 310 atstep 803, the

activation 300 unit 1s wirned ol at step 804, The lunction w
lock all applications on the smart card is called when the user
urns ofl'the card actvation vt while card is 1n the activation
unitor when s card is ploced buck into the card activation unit.
[G084] AL step 805, i the user pressed the scrodl key 306 a
step 803, the next item on the listis highdighted. i the user had
serolled o the last appheation on the list the highhpht is
retorned to the ficst application on the list and control is
passed back o step 803 where the activation unit wats lor the
uext key W be pressed.

[B095] Al step 806, o the user pressed the ok key 308, the
Life cycle status of the application selected is changed 1o
“mnlocked” and the other applications have their life cycle
statuses changed W Ylocked™ (step 8073, Application hife-
eyeles und the methods of changing then are delined in the
CGilobalPlattorm Card and other standards discussed above.
[(096]  Steps 808 10 810 represents sieps that enable the use
of smarl card dynamic cand verilication data in magnetic
stripe transactons. AL step 808, the activation unit 300,
tirrough its controller 320 acting as o Globall?latform device
{or ather device iF another standard is employed) queries the
user-selected application from the smant card chip 218 and
obtamns the necessary data valees o be used by the smart card
200 11 constructing the wagnetic stripe dota and any duta
clements for dispiay on the card dispiay 302, Dunng step 708.
any necessary Keys are passed from the activation unit 300 o
he smart card application o auihenticate actvation unit 300
as g valid Globall®latform {or other) device. according (o the
applicabic industry standard,

[6097] AL step 709, 0 mapping algorithm is used by the
controller 320 1o take the oniput from the query of the smart
card application to format a data stream that is 10 be cmulated
by the magnetic stripe emulater 214, This algoritdun maps the
ontput ol the smart card. which is o given number ol duta bits
represciting varions duta clements ol o sman card (runsuc-
tton. to variows daia clements called for in the applicable
magnetic steipe wansaction specilication for the given trans-
action application. The activation unit con then create o pew
data stream o secordance with the transacton application
rules for the magnetic stripe ransaction. meluding all of the
necessary daia clements plucked {rom the smant card data
strcany (e, user name, accoun mamber, cte. ) but also includ-
g dyvpamic card verilication data, n ciwbodiments. the
dvnamie card venlication duta includes: {0) dynanie data

IPR2025-01147
Apple EX1019 Page 27



US 2011/0140841 Al

code Nag: (b} a dynamic duta code {retneved from the smart
card data stream ). and (¢) an incremental trisaction numboer
(also retrieved rom the smart card data stream). The conirol-
ler also received any necessary data For display dunng card
NOL present ransacions,

[0098] At step 810 dhe activation vuit 300 sends the newly
created magnetic sinpe data and any display daia to the smart
card comroller 216, The card controller 216 then sends the
display duta o the dispiay 204 and (e magnetic stape data o
the mugneue stape cimulator 214,

[00949]  Atswep 811 once all the information 1s obtaned and
properly communicated o the smar card from the activation
it 300, the activation unit 300 notifies the user through
display 302 that the card can be removed Trom the sctivation
nuit aud 1s ready for use with any card reader {1.c. contact or
comtactless st card reader or standard magnetic stripe
reader).

[00]  Adsiep 812, i the smart card 200 is removed from

the activation unit 300 the activation unit 300 is wrned oft. (1

the smart card 200 13 pot cemoved lrom the activation nait
300, contro] is passed back (o step 803 and thwe device wails
for another key to be pressed. The removal of the smart card
200 at step 712 15 a system level event meanmg and al any
time 11 this event occurs. the activation uiit 300 1s turned ofl.
[0101]  “The magnetic stripe cinulutor will stay active for a
user definable period ol time or until the sensors that fonn pan
ol the emulator sense o swecessinl swipe past a magnetic read
head. The smart card will stay active until the card is placed
buck into the sleeve,

[0102]  FIG. 9 is o wbile illustrating the generally applicable
data lomat speciiications  lor magnetic stope credit card
transactions defined in ISOALC 7813 F1G. 9 also illusteates
how (o change static magneie sinpe data o include some
dynunic inlormation lor use mg transaction. Trucks 1 and 2
include many ficlds that are used w0 allow a card 1ssuer or its
agent to authorize a financial transaction. On cach track there
is & Discretionary Data (101 sepment that allows for the
ssuer (o include some relevant inlormation © wse in the
transaction authorization process. The typical 113 segiment
inciludes the static CVY (VISAY or OV (MASTHRCAIRDY
values, which are allotied three characiers. Replacing the
three character CVV or CVC data with a three digit dynamic
code (dOCVV in Visa, Inc. terms. or CVO3 m MasterCard., Ine.
werms). ncluding the dOCVY ol VO3 dicator charucter
{c.g.astatns fog indicating that dynamic data is presem ). and
inchuding a four character Application Transaction Counter
value allows the card issuer (o use a set of data nnigue to cach
transaclion 1o authorize o transaction. The smart card clup
application in wse mcrements the transuction counter after
cach transaction from that particnlar smart card application
(1.e.. cach smart card apphication mamnimns its own transac-
tion counter). This value is passed (o the transaction server
{whicl is part of the credit card transaction inlrastraciure in
place} during authorizaten and eliminutes the need on thwe
server side (o stay o sync as is required by many of today’s
secnrty tokens.

[0103]  This approach iakes the dynamic code scheme
ulreudy deflined m the specilications lor sceure sinart card
transactions. bul not for mognete stope ransactons. and
allows for it 1o be supporled in iaditional magactic sirpe
transactions. Use ol this dynamic information in o magnetic
stripe tronsaction allows the same smart card verilication
ulgonthms already 1 pluce For use with sman card transac-
tions o be revsed for magnetic stripe ransuctions. thereby
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providing magnene stripe ransactions with the seennty ol
st card transactions through existing magnetic sirpe read-
ers. This approach saves a remendous amount of resonrces
and money by implementing secure transacions hrough
existing magnetic stape readers alrcady deploved o field.
[6104] It should be understond that the specilic schee
described above 1 connection with FIG. 9. where a OV or
CVC value 15 replaced with 2 dOVV or OVO3 value, s
specific o only one data specification. The scheme (e, par-
tcnlar data format. location of dynamic data. selected
dvnamic duta, ete.} can change sccording o the card issucr
and trunsaction applicaton. Modifications on data formats
clearly fall within the spirit and scope of the present inven-
ton. Those familiar with transaction cards will recognize that
a number of international organivation for standardization
standurds hove been promulgate. e.g.. ISOAHC 78100 18O/
BRC 7RI ISOMNEC TR1 2. ISOMC 7813, IS 8383, and 18
4904 {or defimng the physical properties of the card. mclud-
ing size. oxibility, location of the magstripe, magnetic char-
acteristics. and data formats, These standards also provide the
staidards for luancial cards. inclading the allocution of card
nmber ranges to different card issuing institntions. These
standards will gurde the artisan n formatimg the secvred data
and dynamic curd venlication duta For use 10 o magneue stape
transacion.

[G105]  Magnetic stripes lollowing these speciiications can
typically be read by most poini-of-sale hardware, which are
simply general-purpose compuiers that can be programmed
o perlorm speciiic tasks. Bxamples of cards adhering to these
staindards nclude ATM cards. bunk cards {credit and debit
curds including VISA and MasterCard), gilt cords. loyvalty
cards. driver's hcenses. telephone calling cards. membership
cards, and clectronic benelit transfer cards (e lood
stamips ). ' The approach desenbed herem can be vsed in nearly
any apphication in which value or secure information is stored
an e card itsell or even in remote storage. For example.
health care information can be stored at o central provider.
The vser can be issued a smart card as described herein. The
smart card would have some secured data. such as an ideati-
fcaten of the user and an acconit number. as well as o s
card chip that con generate dynamie data {e.g.. o code andfor
ransaction number}. The vser canuse the smart card w antho-
nze o doctor or other health care provider 1o access his
secured data (e o trunsaction) and the buckend system
wonld operate in the manuer described above w0 nse authori-
Zation algonthms with e dyname data o avthorize the
transaction (e release of the medical dota). FIG. 10 s a
more detatled block diagram view of the processing compo-
uents of the card activation niit controller 320, The controller
320 includes o microprocessor [ programumed with mewory 2
conaimng s various operaiing mstiucions. Memory 2
includes instmction set 3 for enabling the controller 32010 act
as o st card acceptance device. These mstractions allow
thwe device W interlvce with sud manage applicatons on o
smart curd chip as deseribed above. Instrction set 4 includes
nstructions for allowing the coniroller 320 to communicate
witha smart card controller 216 of smarl card 200 Disiruction
sel 5 is nsed by the controlier 320 m performing e biometric
scaniiing. wmplate ormatien. ete. operations of the control -
ler: Instruction sei 6 mcludes the general operating mistrue-
tions of the controller. These operating instructions fora the
operating framework for the device. including the wse of the
various other mstruction sets n perlonuing the operations
and methods desenbed herem. and the like. Operating
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instructions 2 mncludes a set ol mstrucuons 1 for controdling
the display information o the user on the activation onit

display 302. Finally. the operating instructions include sots of

transaction application speciiic msteuctons 7. These nstrue-
tions are used by the controller 320 in mappig/parsing thwe
smart card transaction data received from the smart card. as
desenbed above, and ormattng some or all of'the data foruse
in o magielc sivipe ransacuon. For example. the iransaciion
specific mnstractions 7 can include a set of mstructions 8 thit
are specilic o Visa, Dne. transactions. Instractions 8 include o
smart card transaction mapping algorthm that is used by the
controller 320 1o identify specific data clements ma VISAR
siart card transuction data communication reeeived Grom the
siart curd chip 218 us well as instroctions for constrocting u
maguelic steipe wansaction data structoee 10 accordance thwe
govermng specilication. including the necessary static data
clements and the dynamic card verification data for the mag-
netic stripe transaction data structure, Oher instroction sets.
such us mstructon set %, which is speeidic o Mastercard. Ine.
transactions. and instroction set 10 specilic W debit card
irsactions, cic. are also mcluded.

[0106]  FIG. 1T s a block diagram of the processing com-
ponenis of smart card controller 216 Smart card controller
216 meludes a microprocessor 20 progrommed inaccordunce
with operating instructions 21, The operating instroctions can
include. for example. msiruction set 22 {or managing com-
muneations with the activation omit 300 The operating
instructions 21 alse wcinde an instructions set 23 relating w
conteel ol the magnetic stripe culator 214, The operating,
instructions include o general set of operating mstructons 24
for controlling the overall operation ol the device. These
operating instrctions form the operating framework lor the
device. mcluding thwe use of the various other instroction sets
in perlonuing the operations and wwtheds described herein.
and the hke. Finally, operating instructions 2] meludes a set
ol mstrctions 25 for controlling the display of inlormation o
the user on the activaiion wnt display 204

[0107]  As desenbed sbove. smurt card controller 422
would meorporate many of the lunctions perlorimed by aca-
vation unit comteodier 320, That s, n addition w the operating,
instruction sels described above for smart card controller 216
in FIG. 11, smart card controller 422 can melude those
instructions sets from FIG. 10 necessary for perlonniog the
operations described sbove in connection with swart card
404).

[H08]  FIGS. 12-20 1losiraie an embodiment ol a transac-
tion system that viihizes a smart card transaction cnabled cell
phone or other portable wireless communication device. FIG.
12 shows g shor-runge communication cnabled cell phone
950 in commuication with o NIC enabled companion card
900, In embodiments, the short-range  communicaiion
scheme is Near Field Commumcation or NFC. which 15 a
short-range ligh lrequency wireless conmumnicaton weelnol-
ogy that cuables the exchange ol duta between devices over
about a 10-20 centimeters {about 4-8 luches) distance, As
such. the cell phone is enabled for both long range (ep.. cell
commumeations) and short-range commumecations. NIFC s
un extension of the ISOVIEC 14443 proximity-curd stondard
{contactless card. 1RV} that combines e interlace ol a
smart card and a reader mio a smgle device. An NIFC device
can communmcale wiih both existing 180/1C 14443 smart
cards and readers. as well as with other NIC devices, and 15
thereby compatible with the existing contactless Y1 mnfra-
strueture already muse lor for example. public trunsportation

Jun. 16, 2011

and payment. While the trausuction system is deseribed
heremn in connection with NFC commumcations. it should be
undersiood that NI'C commumication 15 oaly one possible
embodinent and other protocolfapproaches for short range
comuunications cunl be used (o conumunicute between
devices. The phrase “near ficld communications™ s used
herein generically (o reler 1o these short range communica-
tons while NFC as an acronym relers o Uwe specilic Near
Field Communicutions standard,

[G10%]  lnthisembodiment. the cell phone 950 s configured
lor comtactless transactions {e.g.. comtactess credit or debit
transactions ) using existing NEFC techniques. Howoever, oxist-
mg contactless transacion cnabled cell phones camnot be
used lor magnetic stripe wansactions. wiicl s the dowinant
technology presently inuse. (n the embodiment illustrated in
FiG. 12, the cell phone 950 conumunicates with the NFC
enabled compamon card 400 by way of NFC commumca-
tons. Specifically. in much the same mamer described above
it connection with the sctivation unit 300. the cell plone 950
comimnuiicates ransaction data o the NFC enabled compan-
ton card 900 for vse in o magnelic strpe transaction vsing a
magnetic stripe emulator In exemplary cmbodimoents. his
iransaction data preferably include any necessary static
secured duta lor poerformung the transaction as well as
dvnamice card verfication data lor vse o authorizong the
ransaciion. Any accessary data for display on the NFC
enabled companion card 900 {or use m the wansaction con
also be tronsmitted.

[G110]  Turming o FIGS. I3A and 138 VIG I3A s o lrowal
view of the NFC enabled compamon card 900 and UG 1303
llustrates the internal and some rear componenis of the NFC
enabled companion card 900 The NI'C enabled companion
card 900 has a smart card body 902 that is shaped hke a
conventonal credit or transaction card. The smart card
cludes an onfolT button 906 lor powering the simart card
on/oll and a display 904 for displaying information o the
user. As with other embodiments of smart cards described
herein. the NEC enabled compuowion curd 900 ncludes a
simart card conteoller (e, ASICY 908 o communication with
a magneue stope comlaor, The NUC enabled compamon
card 900 also mcludes an miernal batiery power sonrce 916
{or powering at least the smart card controller 908 and the
wagnene stape cinnlator 914, The NIFC enabled compamon
card 900 mcludes o NFC chip (e contaedess Y module)
Lt 1s conldigured lor R commmnications via the antenna 912
with another NFC enabled device. While the NIFC chap is
shown as a separate chip set 910, the NIFFC tunctionahiy can be
built inte the ASIC that serves as the controller 908, The NFFC
eiabled compamon card 90 does not need w include o smart
card chip. as the smart card application(s) isfare resident on
ihe cell phone 950.

[G111]  FIG. 14 is a block diagrm ol the processing com-
ponents of smart card controller 908, Smart cord controlier
908 mncludes o microprocessor 909 progronumed e accor-
dunce with operating instractions %1 1. The operating mstruc-
tons 911 include, for example, instrection set 913 relating o
control of the magnetic stripe emulator 914 and msirection
sel 917 Jor cugaging 1 NFC commumications with another
NI emabled device. Instruction set 917 interlsces with NFC
chip set 910 i 'the NIFC chip set s a separate component from
controller 908 or includes the NFC chip set functionality ilihe
NIFC communication functionality is incorporated into the
controller 408, ‘The operating msteuctons inciude o general
sel o operating nstructions 915 Jor conteolimg the overall
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operation of (e device. These operuting nstroctions 915
form the operating lramework for the device, inchuding the
wse of e various olher instruction seis in performing he
operations and methods described herein. and the ike. Oper-
ating mstractons 911 can alse meludes a set of instractions
919 for controlling the display of information to the user on
the display 904,

[0112]  FIG. 15 s block diagram of the relevant processing
components of cell phone 950, 1t should be understood that
ouly those portens of the processing capabilites pertinent o
interacting with the NFC enabled companion card %06 lor
portorming a transaction are desenbed herein. The general
processing capabibiics of'a cell phone. PIDA or other wireless
conuumcation device or performing its standaed operations
{c.g.. placing a telephone call. communmicuting via the Inter-
nel. cianl. eie.) are miliar o those 1 the art of wircless
commucation devices and are not deserbed horein so as o
avord obscuring the description of the present invenion. The
cell phone 950 includes o controller 960 that includes o micro-
processor 962 prograimed in accordance with operating
instructions 963.

[113]  The operating mstructions 963 include a set of gen-
cral operaing instructions 964, These operaimg instmctions
964 lorm the operating framework o the device. meluding
the use of the various other instruction sets e performing the
operations und methods deseribed herein. the display of inlor-
mation 1o the vser on display of the coll phone and the like.
Instruction set 966 includes one or more smart card applica-
tions 66 lor peroriuing contactless smart cord transaclions.
such us by way of NIFC communications. ‘These instractions
correspond o the VISA R smart card transaction applicaiions,
MASTEROARD R smart card iransactiion applicaiions. debii
transaction apphcation. information acoess iransaction. cic.
desenbed above us being resident in seeure memoery of the
siart curd chips 218, 424 discussed above. These upplica-
tions 966 mitie transactions vsimg secured data siored m the
device, penerate dynamic card verification data (cg.. the
dOVY code lor VISA® wansactions  sud  transsclion
counters }and provide indorinaton lor display o auser during,
a transaction. These smart card applications %66 are fuiliar
io those artisans in this Gield. The operating instrociions 963
also inclode one or more smart card reader applications 968
for communicating with the smart card applications 966,
These mstrections correspond (o the sman card acceplance
device steuction set 3 deseribed above and allow the device
o mierface with and manage smart card apphcations 966,
This apphcation 968 cnables e controller 960 w0 mimie a
siart card sceeplance device {e.g.. u reader} W receive seeure
comuumcations with the contactess sman card transaction
data from the smart card transaction applications 966, By way
ol example and with specific relerence to credit card applica-
tions, this “reader” application 366 queries the selected appli-
cation W return e Track 2 equivalent data. ln o Visa. Ine.
application. this Track 2 duta would melude the dCVY and
the trunsaction comnler data. Once this data is obtained the
“reader” application can provide the daia o the transaciion
application speailic instroctions 970 {deseribed below) o
derive Track 1 data lor use in o magneae stripe (ransacion.
The magnetic stripe ansucton data is passed w0 the NFC
commumication program 972, which establishes a peer-lo-
peer session with an in-range NIFC enabled companion card
9(H).

[0114] Theoperuting instructions 963 melude o set ol trons-
action applicution specilic instructions 970 similar W instric-
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ton set 7 discussed above i connection with FiG. 10, These
msiruchions are used by the controller 960 in mapping/pars-
mg the smart card transaction data received {from the smart
card application(s) 966, as described above, and {ormating
some or all olthe data [or use in g magoelic stope ransaclion.
Forexample. the ransacton application specific instruclions
F70 can melude o set ol instractions 974 specilic o Visa Inc.
transactions. [Instructions 974 include a smart card transac-
tron mapping algonithm that is used by the controller 960 1o
entily specific duta elements oo VISAR simart card trons-
action contactioss data comnmunication from the simart card
application 466 as well us nstructons for constructing o
magneic stripe masaction data structure in accordance e
governing specification. including the necessary static data
clements and the dynamic card vertlication data tor the mag-
uctic stripe transuction data steuctare, Other nstruction scis.
sucl as instroction set 976, which is specilic w MasterCurd.
lue. wansacuons. and instroction set 978 specilic w debit card
iransactions. ele. are also mchded.

[115]  Fmally. the operating instructions 963 can mclude
an instction set 980 for performing vser authentication for
transactions. These mstruciions can be specilic 1o biometric
anthentucation {(e.g.. biometric scanning. lemplate formation.
ete or other kinds of anthwitication. such as vser PN or
password authenacation,

[B116]  VIG. 16 illusiraies the use of the NFC enabled com-
pamon card 900 in a transactions. specifically a credit trans-
action, after the magnetic stripe ennlator 914 has been
encoded with transaction inlormation. Onee the magnetic
stripe cinulator 914 is encoded with the proper wunsucton
data, the NIFC enabled compamon card 900 15 swiped through
a standard magnetic stripe reader TOH) comecied o a POS
device, such as a cash register T100. I dynomic cord verifl-
cution data is cluded in the encoded dato. that duta is used
during the authorization process as discussed above,

[G117]  FIG. 7 is o busic flow diagram illustrating u wethod
of using the NFC enabled compamon card 900 and cell phone
950 in a transaction. The details of many of the individual
steps shown in FIGL 17 are deseabed above i more detail in
conuecton with the flow dingrams of FIGE. 6-8.

[6118] At step 1200, the user wrns on the NFC cnabled
compameon card 900,

[(119] At siep 1202, the vser uses the cell phone (or other
wireless commumnication device) o bring up a list of transac-
ton applications {c.g.. debit. VISAL fne.. MasterCard ne..
ctey and the user selects one of the transactions for use.
Punng ihis step. the smart card reader apphcation 968 can
query the smart card applications for available applications
and the processor 962 displays those applications on the
display of the cell phoue 950, The vser scrolls twough the
listing and seleets an application for use. The cell phoue 950
can be programmed with a mobile wallet application that
allows the user to select from among the installed applications
{credit, debit, others) and enable or activate one for use in the
uex lransaclion.

[G120]  Austep 204 thw user 1s suthenticated. such as using
biometaes 11 thw cell phone (or smart card) bas biometric
capabilities or 2 PIN or password anthentication scheme.
[B121]  Adsiep 1206, the user brings the NFC enabled com-
pamon card 900 wilhn NEFC range of the cell phone 950 so
(it they con communicate with one another. Onee in range ol
one another the NFC caabled mobile phone and the smart
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curd establish o peer-to-peer session and pass data o coch
other. The NFC peer-io-poer session 15 governed by apph-
cable standards.

[0122] At siep 1208, the cell phone 950, using transaclion
application specilic wstructions 970, prepures  magnetic
stripe trunsuction data foruse by the NFC enabled companion
card 900, As will e nadersiood from the loregoing descrip-
tion. the smart card reader applicaiion 968 oblains contactless
siart card transucuon duta from the smart card applicutionds)
966 aud provides that indonuation (o the transaction applica-
tion specilic mstructions 970 (o prepare the magnete strpe
transaction data.

[0123]  Adstep 1210, the cell phone 950 transmits the mag-
netic stripe wunsucton data © the smart card using NFC
conuumcation nstractons 972, The transmission ol data
between the phone and the card can be encrypied according to
the established stondards covering NIFC and [50 14443 con-
tactless smart cards.

[0124]  Atsiep 1220, the NFC enabled compaion card 90H)
receives the magoelic stripe transaction duta and the sman
card controller 908 controls the mapneiic sivipe enmlator (o
encode the received magnetic sirnpe transaction data in is
magaetic field.

[G125] At step 1230, (e vser 15 notfied {through the dis-
play %04 of the NI*C enabled companion card 900 sud/or thwe
display of the cell phone 950) that the card is ready 1o nse in
a iraditional magnetie siripe reader. The vser vses the smart
card with a standard magnetic sinpe reader 1o perform a
trunsaclion.

[0126]  Afler o successiul transaction. at o predetermined
time It or when the vser presses the on/oll bution 906, the
NFC enabled companion card 900 deletes any transaciion
data and is available {or vse in the next wansacton. For
seennty purposes. the NFC enabled companion card 900
retains oo nseiul miormation related 1o the ronsaction.
[127] The cell phone can also be used mn convenuonal
contactless smart card transactions. For the VISA R M8 and
MASTEROARD R Magstripe smart card specilications this
means that the cell phone returns Track 2 cauivaient data, The
comtactless reader application takes Track 2 dota and creates
Teack 1 data since a lot of the information is redundant on the
Tracks. The only signilicant dilterence i the track data 15 that
the card holder name is on Track | but including this infor-
malicin 10 paymenl nlonualion s semelumes nol recom-
mended. The comactless reader then sends tus data w e
POS system {or vse in authorizing the wansaction.

[0128]  FIG. 18 illustrates a system for programming the
cell phone 950 wilh transaction applications and managing
those applications. The system operates o mich the suwe
manuer gs the system showin o FIG. T and desenbed above
except that the programnming occurs over-the-air via a cellnlar
system. Of course, programmng could also oceur via wire-
less Internet communications. The system ncludes Smart
Card Manageients Systein 175, winch 1s deseribed above.
T issuer T73 {or its ugent} tukes standard sccount inlorma-
ion and o SCMS sysiem 175 and combines the accouni
inlormation with other data to creaie a Joad file that is down-
loaded o the cell phone 950 via the cellular data network 179
und Over the Ade (OTA) Provisioming Service I77. such as thwe
Trsted Service Provider service provided by Venyon of Tlel-
sioki. Finland. This service s responsible for, among other
thigs, managing the cellular commumications during the
download of the Load File, When the wobile phone 950
receives this load (e 1t is routed 1o e card manuger prograim
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resident on the phone 950 that controls the mstailation and
actrvation of the smart card applications on ihe phone.
[(129]  VIG 19 ilusiraies an option for storing and charging
thwe NIC enabled companion curd 906, More specifically. the
NI enabled companion curd 90 15 stored 10 a slot or pocket
951 behind thwe cell phone 950, A counection 15 provided 1o
conple the cell phore 950 10 the NFC enabled companton card
900 so that the internal ballery 916 of the NIFC enabled
compuon card 900 can be recharged by the miemal batery
ofcell phone 950,

[130]  While the smart card sysiem described herem pro-
vides parironlar advantages when used in connection with
financial transactions, the sysiem is not so limited. The smart
curd systen can be used mconnecton witle seeess (0 cus-
tomer receords. health records. linuncial records or otber con-
fidential information. As such. the term “transaction” as used
hieremn 15 not liniied o {nancial trmnsactions bul rather more
generically relers 0 the provision of information by way ol
smart curd or magnelic steipe [or use 1 some form ol amben-
tcaten and/or aathwnzaton,

[131]  Alihough ihe invention has been described mferms
of exemplary embodiments. it is not limited thereto. Rather.
the appended clonns should be constried browdly w include
other vanants and cinbodiments of the iovention et may be
nrde by those skalied 1n the art without deparnting, frow the
scope and range of equivalents of the invention.

What s clunued 1s:

I A smant card vsable 10 mognetic stape swipe ransac-
tons with o transaction terminal configured to read transac-
ton mformation encoded on a magnetic stripe ol a standard
transuction card. the smant card comprising o card body.
which cowpnses:

a magnetic siripe ecmlator for wse with the transaction

ferminal:

asmart card chip programmed wath at least one ransaction
upplication for providing secured data [or use 1n o trans-
action and dynamic card venlication duta:
card controller in commuumcation with the magnetic
stripe emnlator, wherein the card controller is config-
wred to receive the dvnamic card verification data and
coutro] the magnetc stripe cimlator W emit @ magnetic
ficld encoded with at least o porton ol the seeured data
and the dynamic card ven{ication dada: and

a power supply.

2. The smart card of claim 1. wherein ihe cord body furiher
comprises al least oue of o swart card contact pad and o
wircless interfuce for interfacing with o sinart card reader.

3 The smart card of ¢laim 1. wherein the card body com-
prises stored biometric data corresponding o an anthorzed
user of the smar card.

4. The smarnt card ol clunn 3. wiwrein the smant card chip
mcludes o authentication application for aathentucuating
recerved biomelric data against the stored biometne data.

5. The smart cord of claim 4. wherein the received and
stored biomeiric data comprise fingerprint data.

6. The simart card ol claim 4. wherein the card body (oarther
comprises a biomelric sensor on a face thereol.

7. The smant card ol clonn 1. wiwrein the smant card chip
includes a plurality of transaction applications. cach transac-
uon application providmg respective seenred data foruseina
transacion.

8. The smart card of clonn 7. wherein the plorality of
transuction applications comespond W two or more of s credil

-
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transaction applhication. a debit transaction application and an
information access conirol apphication.

9. The smagt card of claim 7. wherein the card body {urther
comprises a vser inter{ace on o face thereol for enabling vser
selection amony the plucality of transaction applications resi-
dent in the smart card chip lor nse.

10, The smart card of claim 1. wherein the card body
further comprises o display m communwcaton with the card
controller.

I1. The smart card ol claim 10, wherein the card controller
displays the dviamic card verification data on the display.

12, The smart card ol claim 10, wherein the card controller
displays on the display inlormation lor use in authorizng o
card-not-present transaction.

13 The smart cord of ¢claim T. wherein the magnetic stripe
crnlaior includes two or more emulated magneie sinpe
trucks.

I4. The smiart card of claim 1. whercin an incremented
transaction number 1s encoded with the secured data and thwe
dynunnic card venlication data m the magoetic field.

I5. "The smart card of claim 1. wherein thw card controller
is configured to receive data for encoding with the magnetic
stripe emulator from a source external o the smart card.
wherein the card body forther comprises a smart card inter-
face mcommumnication with the st card chip lor providing,
data 10 the source external w0 the smant card.

16. ‘The smart card of claim 1. wherein thw card controller
counnunicates with the smart card clup (o receive data.
inchnding the secured dain and dynamic data code, wherein
the smari card controller formats at least some of the data lor
nse 08 magnetic stripe trmnsaction and provides the format-
ted duta W the magoetic stripe emulator.

I7. A smart card activation unil comprising:

one or both ol o contact and contactess interfaces for

comiuuiicating witl o smart card chip:

un aclivation nut controdier condigured w receive from thwe

st chip through the inter frces smart card transaction
data including secured data from the smart card chip lor
use 11 a transaction and a dypamic card verilication data,
and (o format at least some ol the secured duta and the
dvnamic card venlication duta inte magoelic stripe
transacton data: and

acard interisee through which the scuvaton unitcontroller

provides magnetic stripe transaction data o the smari
card for vsed 10 2 magnetic stripe ransaction.

I8, The smart card activation it of claim 17, further
COmMprismg:

adisplay: and

user inpul means operable with the display for selecting

amiong transaction apphications available o the smart
card.

19, ‘The sman card activation mat of cluin 17, Rurther
comprisiig o biometne sensor lor capinnng biometric inlor-
mation {rom g presenied user, wherein the activation omt
coniroller provides a signal corresponding 1o the captured
biometric information 1o (e smart card for on-card compari-
soi of the captured biometne mformation with stored bio-
metric mormation.
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20, The sinart card actuvauon unit ol clam 17, wherein the

actrvation unil controller controls the display 0 provide an
indication o the preseated user that the smart card is ready for
use it g transaclon.

21, The sinart card actuvauon unit ol clam 17, wherein the

st card activation vnt has a slot in which the smart card is
received.

22 The smart coard aciivation unit of claim 17, further

COMprising g ballery power source,

23, Asmart card usable in both magnetic siape ransaclions

and contact or contactless smart card transactions, compris-
mg a smart card body. the smart card body comprising:

u smart card chip programied with ot Jeast one transucuon
application for perlorming smart card ransucuons. the
smart curd transuctions lvelving ransmission o o
smart card reader of smant card transaction data includ-
ing seenred data and dynamic card venfication data
dviunnically developed by (e smart card clup. wherein
the sinart card clup 1s also programimed with a biometric
match on cord application for authenticating o use
apainst pre-stored vser biometric information:

a smart card mierlace {or interfacing the smart card chip
with u smart card reader:

u magnetic strpe cuister for interfacing the sart card
with g magneue stripe reader conligured W read trons-
action wformation encoded on a magnetic siripe o' a
ransaction card:

an internal power supply:

u card controller in comuumication with the magnetic
strape emulator, wherein the card controller controls the
magnetic stripe cmulator © emit o magnetic field
encoded wilh magnetic sinpe transaction data, wherein
the magnetic steipe tansaction duta inclhodes  the
dviunnic card verification data und at least some ol the
secnred data {rom the smart card transaction data: and

a display under the conirol of the card controller.

24 The smart card of ¢laim 23, wherein the card controller

15 configured 0 receive e magnete stripe ransaction duta
lrow o sonrce external W the simart card.

25, Thwe smarnt curd of claim 23,
wherein ithe card body furiher comprises a biometnic sensor
o a face thereof for capturing biometric data, wherein
the biometric data is provided 1o the wateh on cord
upplication lor authentication of u presented user. sud
wherein the curd comreolier commuucates with the smart
card chip 0 recerve iie smart card ransachion data,
formats the dynamic card verification data and at least
some of the secured duta from the smart card runsacion
duta nto the magnetic stripe tansaction data, and pro-
vides the magnelic sinpe ransachion data o the mag-
netic sinpe emulaior.
26 A ransaclion syston, Comprsing:
portable.  personal  wireless  comimunication  device
enabied for near ficld communications with o sunilarly
enabled device, the wireless communication device
bemng programmed with at least one smart card applica-
tion for wse in contaciless smart card (ransactions.
wherein the wireless communication device is config-
ured 1o format contactless smart card trunsaction data for
magnetic strpe ransactons and commmmcate magnetic
strpe transaction data by near {ield communication: and
a companion card enabled for near field communications
with o similarly coubled device. the compawion card
including u card body wiich includes:
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o
13
a magnetic stripe comlator Tor use with o transaclion lator 1o cimit g wagnete field encoded with the mag-
termmal conligored io read transaciion informaion nelic sinpe transaction data: and
encoded ona magnete siripe of a standard transaction a power supply.

card:

a card controlier in communication with the mugneue
stripe emulator. wheremn the card controller is conlig-
vred 1o receive the magnetic strpe wansaction data
communicaied 1o the compamon card by near {icld
comimumcation and coitrel the magnetic stape emu- L

27. "The transuction systein of ¢laim 26. wherein the con-
tactless smart card transaction duta inclodes dynumic card
verification duta. wherein dyvaainic card verification data is
mcluded 1 the mapneie sinpe transaction data.
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