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DYNAMIC CREDIT CARD WITH MAGNETIC
STRIPE AND EMBEDDED ENCODER AND
METHHODS FOR USING THE SAME, TO
PROVIDE A COPY-PROOK CREDIT CARD

CROSS-REFERENCE TO RELATID
APPLICATION

This application clunns the beaelit from LS. Provisional
qtentUApplication No. 60/679.498. cntitled “Dynamic Credn
Card With Magnetic Stripe And Embedded Vacoder And
Methods For Using The Same 1o Provide A Copy-Proof
Credit Card.” filed on May 9, 2005, which is hereby incorpo-
rated by relerence herein i its eaarety,

BACKGROUND GF TH INVENTION

This invention relites o credit cards. More puraenlariy.
this ivention relates 1 systeims and wwethods lor protecting
against credit card Traud.

Iillions of dollars are lost annually (o credit card frand.

Tarticularly. credit card numbers are copicd and vsed without
permission. Copying may ke many forms. A thiel may. for
exauple. catch o glimpse of an sctual creditcard and copy thwe
number by writing the number on a picce of paper. Alterna-

tively, a thiel may intercept a digital signal representative of

the credit card number and vithze such a dipial signal ai a
later e, It is therefore desirable 1o provide systems and
methods that compietely chiminate the possibility for such
itvpes of credii card {raud.

Americon Lixpress has itroduced a credit card with an
cinbedded smarnt chip {.c.. a smart cord credit card). In doing,
so. however. American Hixpress had 1o repluce the credit card
readers al any establishment {e.g.. stored that wanted the
capability to read from an American ixpress smart card. Such
smarl card credit cards do not solve the problem of copying
credit curd mombers und vsing them at a loter e Aaen-
cant Vixpress smant cards still ciploy o visible credit card
number. s theretore desirable (o not only chiminate credii
card fraud. but do so without having (o change any ol the
hardware that estabhishments uithize 1o read credit cards.

Traditionai credit cards store mfonuaton such as o per-
sois credit card nnber and expiration date on the magnenc
stripe of the credit card. The standard for raditional credit
cards. however, allows {for more mformation 1o be wriiten
onto the magnetic siripe and read by traditional credit card
readers. None ol the current credit cards use all of this bund-

width, In Fet some credit card compaiies wite o string of

zeroes after a person’s name and credit cand nomber to £l
such bandwidih. In torn. the readers read and transmit the
(iller inloruation o credit card ambwrization Eeilities, The
credit card aathormaton (seilities then discard thas [iller
inlormaten. [t is thereliore desirable o provide g eredit card
that fully wiilizes the bandwidih provided in traditional credit
card magnetic stripe standards.

Traditional credit cards et cinploy magnetic stripes are
deiicient beeause thwe magaetic stripe is highly susceptibie wo
woear and magnetic interference. Particularly. the magnetic
stripe can be worn down physically or rewntien/erased by
magnetic imterference. It is therefore desirable to provide a
robust credit card that can withstand wear and 1s not suseep-
tible o interierence.

Timng signals are transmitied throughout the globe. For
example. o WWVI3 atomic clock signal is transmitted rom a
radio sysiem available in North Amenca thai reaches the
cutire continental Pnited States. o large portion of Canada.
und Central Amenca, The signul is transimitted one-bit per
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second. Filty three bits aud 7 separators transinit the vear. day.
hovr, minute. as well as nformation on daylipht sovings tme
and leap years. Thus, the WWVEB signal takes 60 seconds o
transnnt. DO tme sipnals and MSI ume signals are trans-
witted threughom Porope. Morcover. the Global Positioning,
Swstem (GPS) wansmits thae signals  which are vilived 10
locaie GPS receivers in the world. GPS signals span the entire
globe. [t iy therelore desirable 1o utilize iming sipnals i a
wnuer other than W locate o receiver or detenuine the time ol
day.

Wong ¢t al. LLS, Pa No, 6.592.044 uded “Anonymouns
Plectronic Card Lor Generating Personal Coupons Uselnl in
Commercin! and Security Transactions.” (ed on May 15,
2000). discusses o wmagnene storage medinm atiixed w o card
Lt can be reud by o standard magoetic stope reader. Lere. o
compuler generaies a personal coupon afier o personal iden-
i{ication nomber 15 mpuited o a card.

SUMMARY OF TTH: INVENTION

H is an object of the present invention o provide o dynamic
credi card with a vistble number that changes periodically
{e.g.. ronghly every minute} or chunges alter cuch nse. Thus.
a dynamic credit card may include o batery. o processor or
other circnitry. and a display. An encoder may also be pro-
vided such that ihe number is not only displayed o user, bt
may be writien onto the magnetic stnpe of the credii card such
thut wuditional readers may read thw ereditecard. Allematively.
cireuitry that creates magnete fields that cun be reud by o
raditional credit card reader may be employed such that o
magnelic sinpe may be removed aliogether.

For dynamic credit cards that employ periodically chang-
ing nubers. o lining signal may be used. Por example. o
signal representative of e may be transiitted over an area
{e.p.. the United States). Such o timmg signal may bethe 1S
atomic clock signal (e.p.. the WWVE sipnal). a Luropean
tming signal {e.g.. the DCT and M1 sigoals) or o timing
signal used in o locatng/novigation system {c.g.. o G sig-
nal ).

A credit card may have a number that i seonre (o the wser.
This secure number may then be coded ina vanety of ways.
Forexample. the nomber may be coded dependent upon time.
The coded number may be displayed o g user {and/or written
o the magnetic siripe). A clock may be included i such a
credi card o change the nomber every pentod of tme. The
clock may be synchronized with an external clock (e.p.. the
WWVT signal). Aleomatvely. the clock may be sullicient w
keep track of umie lor o long penoed of time {e.g.. 1-5 years)
withont accumulating errors that would be greater than the
period of time used to change the credit card number (ep.. |
winute ). Thus. a clock may be utilived without external syn-
chronization.

Thwe coded nunber may then be tansuuatted {e.g.. entered
into the paying stage of an online store) to a credit card
mthorization {acility. The credit card anthorization facility
way. in . know e user’s seeure aumber {eg.. the
uncoded credit card nuber). o idenuly the user. the credit
card anthorizaiion lcility may viilize name information or
account information transmitted with the coded number. The
anthorzanon iy may then decode the coded mumber (o
determie whether, lor o particular penod ol tme. the
received coded namber is representative of the uncoded num-
ber. The coded number may be, forexample, represemative off
a credit card nomber, card verilication number, expiration
date, any combination thereol, o any additional information.

Thwe authorization fcility may detennioe e coded num-
ber is valid For g particulor period ol time in o variety of ways.
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lor example. the suthorization lseility may code the seeure
number m the same way as the dynamic credit card would
have coded the mimber and compare the mimber compuied by
the facihity to the nimber received by the facility. Alierna-
tiviely. the eredit card suthorization Eeility may decode the
coded nomber and compare the decoded number o the seeure
number.

A dynamic credit card that periodically changoes the credit
card muuber may oceur al any interval. For example. the
credit cord nuuber may be changed approximultely every
minte. every winety seconds. every five minutes. or every
howr.

Instead of receiving a transmitted (iming signal (o, and
ciuploying o receiver). o local (iming circuit may be provided
{c.g..acounter dven by o clock/oseillutory, Allernatively. thwe
card may both recerve a transmitied timing signal (e, an
atomic clock sipnal) as well as employ a local tming circuit.
In such an cmbodiment. the local tming cwrcurt may be
updated {e.g.. resvachronized} penodically {e.gq.. every day)
orcontinually by the receved tinng sigonal. Alleriatively. thwe
local tinnng ciromt may be utilized when a global tming
signal is not recerved (e.p.. when a card conligored only tonse
the LLE. Atomie Clock Signal travels 10 Purope Tor o week).

A dynumnic credit card may alse not include o display and
the credit cord number may be updated contnually in real
fime.

As stated above, an encoder may be provided m a dyname
credit card. Such un encoder may be utilized 10 realize
number ol useiul functions. An encoder allows Jor informa-
tion to be writlen on 2 mapnetic sinpe (or read by a magnete
stripe reader). Thus, a dynamic credit card may utilize froe
space on the magnetic siripe o write addittonal information.
Such information may ke many Forms and generally may be
referred o as dynamic leedback information. For example.
sodtware and/or circuiiry may be mcleded on the dynamic
credit card o detect 1l'a person has attemipled to hack o the
dynamic credii card. Thus, inlormation may be trmsmitied to
the credit card authorization Ficility representative of thwe
statas. or state. of the credit card {e.g.. SHCUIL INSE-
CURE). As per another example. inlormation as 1o the com-
ponenis of the crodit card may be ransmitied as {eedback
inlormaten. Forexample. ifcircuitey and/or soltware detects
that o batlery 13 u week lrown dyving or is storing below u
particular treshold of encrgy inlorination can be transmitted
with the next credit card purchase stating that a ballery 1
weak. In e, the anthorization facility may utilize the weak
battery inlormation and send ont o replaceiwent card {or
replacement battery ) so that the user receives the replucement

card {or battery) before the vser’s battery dies. The amonnt of

energy stored in the one or more batterios may also be trans-
mitted as feedback inlormation.

Such dynamic Jeedback inlormation may be displaved wo
the user via o display on the credit card {e.g.. by displaving
“weak battory™ or “insecure”). Allernatively. the eredit card
authorization facility may publish dynamic inlormation on a
website assoctated w the user {or credit card). (o this manier.
auser may see “weak buttery™ on the display of the eredit card
und then Jog inte g website w0 see additional inlormation such
as “weak battery, 9 days Ief” or “weak batier, 13 magnelic
stripe writes lefi™ As a result. o complete feedback loop is
provided 1 credit cards. Additienal information may be seat
1o u credit card authorization (seility by witing o o magnetic
stripe and information may be relurned o the wser via a
display or website. [ cach dynamic credit card recerves a
signal. then information may be fed back o the dynamic
credit card directly frow the credit card snthonzation (aeiliy
through this signal. Thas. lor example. within a period of e
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{e.g.. one minute) ol making o purchase. the credit card may
be notified that the purchase was approved and 15 completed
aed may. accordingly. notity twe vser that the porchase was
approved. Such a notilication can take many forms such as,
lor examiple. displuying text on the display screen or cansing
thw credit card W vibrale,

Alweraatively sl a dynamie credil card may be realized
by uiihizing a connier, random nomber generator, of pseudo-
random pumber geuerator w0 provide a coded number. I a
connter is provided. the connter may be ineremented periodi-
cully {or when the eredit card is used). The counter may be
uiilized in a coding fmction and ihs nomber may also be
iransmitied 10 a authorization facility when the dynamic
credit card number is transitted o the authorization eiliy.

When mokmg an online credit card purchase. o seeurity
code (e a credit card verification code such as a three or
{our digit credit card verilication code) may also be submitied
as part of a credit card anthorization process. Such a seenrity
code may also be dyuunmic and may be utilized (o transiuit
idormation on how o decode/verily that the dymamic credit
card number s valid. For example, the dynamic sceurity code
may be the counter number wsell Thns, il the connter number
15 nsed W encode a secure credit card number by g lormula.
the counter is seat 10 the authorization Fcility which may. in
tirn. decode the dyvonamic credit card nnber by o formula
using the connter mmber 1o obtain. and venfy through com-
partson. the secure credit card number.

A dynamic seeurity code may be provided on o display
sereen separate from thwe dynamic credit card nnuber or the
dynamic security code may be provided on the same display
screen as the dynamic credil card number. Additonally, a
dynamic credit card may be provided with a dynamic security
code and g stte credit cord mamber such that only the
dvnamic secnnty code changes. Such an cinbodnuent may. or
may nob inchwde an encoder. Thus, a credi card may be
provided that includes a dynamic security code for online
purchases. The dynamne security code may change periodi-
cully {e.g.. roughly every one minute. ninely secomds. two
winutes. or g wme m between these ttervals such us one
hondred seconds) and an online credit cord snihonzaiion
{acihty may check (o make sure the dynamic security code is
valid lor g purticular penod of e (... the peaoed of uime
thwe dynamic security code was recerved or the penod of uime
associuted with u tme stamp sent with the dynmuic seeurity
code).

A number ol cmbodiments may be tibncated that wiihyes
a counter. For example. 10 the connter is large enongh {or the
peried that the counter is clocked at is slow enoughy then the
connier may ke decades before the connier has reached iis
last mununber. Such o connier may take decades before a
dynamic credit card has 1o be replaced or the dynamic eredit
card numbers repeat. A counter may reset afler the connter
hus exceeded the maxnnuim limit of the counter. Such a
connier may be uithzed as 1ts own clock such that every tme
a pariicular counter number 15 reached (e 1LY a
dvnamic number 1s chunged (e.g.. o new dynmnic numboer is
retrieved Trom o ble of numbers. the next dynamic number
is nsed. or the dynamic number 15 obtuined by coding a
nmber with a clock representative of the time or period off
ume). A dyvnamic credit card may melude moluple clocks. lor
exumple. one clock may keep track ol the penod ol ame uintil
a change oceurs {e.g. o one-minute clock) while o larger
clock keeps track of the time period that the smaller clock is
conniing down (e, o minuicshour/day/month'year ime or
aother number representative of a particular period of time).

A random nmmber geaerator may be uilized in licu of o
connter and this random number may be utilived as part ol'a

IPR2025-01147
Apple EX1044 Page 23



US 7,793,851 B2

s

coding lunctionand transmitted o mthomaton ficility via
a seenniy code or additonal dynamic inlommation on the
credit card. 'or example. a random nomber generaior may be
provided that appears random but that may always provide a
particular number at o partcnlar ieration. For example. when
such o random nnmber generator is lest Wmed on. thwe Drst
number ontpuited from the gencrator may always be the
same. Thus, information about the generators iteration may
be provided to g credit card wsathorization tucility and the
credit card smthonization eility may use such teration inlor-
mation W determine whether or not the received inlormation
is reprosentative of o valid credit card number for that itera-
tion. The iteration may be perodically changed by a clock.

A psende random number generator way be utlived such
that neise data s inserted sccording o o fonction e
number (e, a pumber from the mndom number generaior).
This pseudorandom number (and possible decoding informa-
tion) may be ransmitied to a credit card authorization tacility
such that the nese data1s remoeved and the random number 15
obtned. The random wamber may then be utilized 1o decode
ihe dynamic credit card number (or dynamic sceurity code) o
the seeure credit card number (or the seevre security code).

The encoder may ke numerous lorms. For example. thwe
cucoder may take the fonu of an array o conducuve wires.
Tl array way be aligned with o magneue stripe. Positive and
negative voltages may be applied to the array such that a
particular pumber 15 writien o the magnetic stripe. Accord-
ingiy. reversing the current through the wires may chaoge the
padantics ol the magnene fields created by the wires. Thus.
such an array of conductive wires may be able to Hip. or
define. the North-South magnetic domains (and Jux rever-
sals) fonnd on the magnetic stripe. The wires may be formed
inte o rng {e.g.. a solenoid) that has o gap such tet o Nor-
South field {or g South-North lield) is created o the gup. Oue
or more such rings may be utilized o wiie 0 any data point
on the magnetic stripe. Thus. the nngs. or wires. may conduct
currentone al a ime (©.g.. leli-lo-write) o wnte o a magnetc
stripe without moving the magnetic stripe or the solenoid.

As g traditional reader reads flux reversals {e.g.. “North-
North"” and “South-Souih™ interfaces by reading eather a plus
or negative voliage. ux reversals may be created by anarray
ol wires that induce positive and negative voltages i thwe
reader such that the need lor g wagnete stripe 1s removed
citirely.

I addition o storing credit card mombers and expiration
dates ona magnetic strip. an acconnt identification number, or
the name ol the user. may also be stored on g magoetic steip.
As such. the user of the account can be determined such thiat
the dynamic credit card mimber may be verified.

Alematively, only the securty code (c.g.. only the credit
card verification code) may be dynamic such thai the credit
card number 1s wilized o determine the vser. Thus, o dyaamic
secnnly code may be formed by applying u time or counter
signal o a formla with a seenre security code, the dynanic
secennty code may be seat, and the dymmic security may be
decoded and compared 10 u copy of the seeure code at thw
authorivation lacility for verilication.

Advnamic credit card way also be provided wath o nuber
ol different coding schemes (or seenre munbers o ntilize ina
coding scheme (o produce a dynamic coded nomber). As
such. a bank may store the infonuaton abont cuch scheme {or
seeure number ) n dilierent locations such that 1Fone location
is compromised (e.p.. the secure number data is stolen from a
facility) the dynamic credit cord can swilch to o diflerent
scheme (or secure number) withont threat of fravdulent use.
Such a scheme may be controlled by u user throngh o manual
switcle Alternatively. s eredit card may receive signals indica-
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tve of a switch m sehemes and the credit card may. accord-
mply. swiich 10 a particular scheme. The iyvpe of scheme
{(which may just be a switch in the secure number that is
coded) may be provided on a display of the dynamic credit
card 1o verify that o particuiar schweime is bemg nulived (...
so o user can kuow 1f e card has monnally condigured 1o
scheme two abler the nser hears nows reports that all Bank of
America Cards need 1o be changed o scheme 2). Accord-
ingly. a credit card autherization Geility may cheek w see il
anothier seheme 1s being nulived sud may retom mfonuation
o the card reader {or o device coupled w0 the card reader)
mstructing the admimstrator of the card reader 1o 21l the user
o change schemes (or ftor the admmisttator 0 change
scheines himscit/hersell).

BRILE DESCRIPTION OF 1T DRAWINGS

The prnciples and advantages of the present invention can
be more clearly understood Trom the following detaled
description considered m conjuuction with the llowing
drawings. in which the same reference numerals denote the
same strucineal elements throughout. and m wiich:

FIG. T is oo illusteation ol o dyvpamic credit card con-
structed o sccordance with the principles of thwe present
mvention:

LG 2 s an illustration of o dynamie credit card con-
strncted o accordance with the principles of the present
Hvention:

FIG. 3 s oo ilustestion ol o dyvpamic credit card con-
strncted o accordance with the principles of the present
mvention:

FIG. 4 s an illustestion ol o dyvpamic credit card con-
structed o sccordance with the principles of thwe present
Hvention:

IG5 15 an illustration ol a dynamic credit card network
wopology construcied in accordance with the principles of the
present ivention:

FICG. 6 is an illusteation ol o dyvpamic credit card con-
strncted o accordance with the principles of the present
mvention:

FIG 7 s an ilustration of o dynamic credit card con-
structed o sccordance with the principles of thwe present
Hvention:

FIG. 8 is an illustration of o dynamic credit card with a
dynamic securiy code constucted m accordance with the
principles of the present mvention:

FIG. 9 is an illusteation of o dynamic credit card with o
dvnamic credit card mmnber. security code. and expiration
date construcied i accordance with the prinaples ol the
present invention:

LG T0 15 an iustration of g wanofsconng process con-
structed o sccordance with the principles of thwe present
Hvention:

LG 11
strocied m
Hvention:

iG. 12
strocied m
mvention:

FIG 13
stracted
Hvention:

IIG 14
strocied m
mvention:

FIG. 15 is au illusteation of dynamic cards constructed in
accordance with the principles ol the preseat invention:

15 an ilusiration ol dynamic credit cards con-
accordance with the principles of the present

15 an llustration ol dynamic credit cards con-
accordance with the principles of the present

15 an ilusiration ol dynamic credit cards con-
accordance with the principles of thwe present

15 an ilusiration ol dynamic credit cards con-
accordance with the principles of the present
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IiG. 16 is an illustration of o dyuunnic card with multiple
coding schemes constructed inaccordance with e principles
ol the present mvention:

FIGL 17 15 an lustration of process How charts constructed
in secordauce with the principles ol the present mvention: and

IIG. 18 is an illusteation of process flow charnts constructed
in accordance with the principles of ihe present mvention.

DIESTAILED DESCRIPTION OF THE INVENTION

FFICE 1 shows dynamic credit card TOG that may include, for
example. display 130, processing  circuitry, memory. a
receiver, and one or more batieries (or other source of power).
Credit card 100 also may include simart chip 120 {or other
cirenitry . secunty number 103 {c.g.. credit card verilication
code). expiration date 1601, and cardholder name 102, Persons

skilled in the art will appreciate that writings on a surface of

the eredit card may be printed and/or pressed inte o housig.
For example the nome of the user may be pressed inte the
interior side ol the Front of o dyuunnic credit card so that the
name extends ont from the from surface of the credil card.

Dasplay 130 may be uvithzed 0. {for example. display
dynuinic credit card number 131, g dyiamie security nuber
such as u verilication code (e.g. number 103 ) the stams of e
card (c.g. statuses 132-135). and/or the tme left before
dynamic credit card nomber 131 changes via tmmng informa-
tion 136 Ting information 136 (or additonal g infor-
mation) may be provide w display the tine left belore u
dynunic security number. or any other type ol indomation.
changes. Display screen 130 may exiend from. or may be
aligned with. the surlace of the fromt of dynamic credit card
104,

Dynamic credit card 100 may be provided such that the
credit card nmuber on display 130 choanges periodicaliy, As
shown m ummg chart 140, the credit card number may be
“2424 242424 24242 during the one period of operation
{c.g.. period T41 such as the first ninety seconds) and then

clunge v “4R48 484848 484847 durmg the next period of

operaiion (e.g.. penod 142 such oy the second mnety see-
onds). In this manner, the credit card number changes such
ihat the credit card number s dynamic. As a resnll, the credii
curd puber may generally not be copicd down and ntlived
again in the lutare. A processing laeility is providing with
informaton such that the processmg ety can valdate a
dynamic number (.. a dynamic credi cord number or a
dynamic security code such as a credit card venlication code).
Tiws. a user can purchase items using o dyuamic credit card
ud @ processing lacility can inthonye such purchases by
recopnizing that a dynamic muuber is valid {e.g.. valid for a
particular period of time).

Realizing o dyauic credit card nmnber {or any dyvonamic
numbery. and the lunctionality needed w verily the dyaamic
credit card number {or any dynainic nomber) at o processing!

authorization facility, may be accomplished in a variely of

Ways.

For exauple. a private key (or cquation) and u secure credit
curd uumber {e.g.. o povate pumber) may be Known 1o both
the dvouic credit card {eg.. stored 1 the memory ol
dynamic credit card) and the processing/authorization facil-
ity. In thts manner. o timing signal may be received by the
dynumic credit card {e.g.. from g GPS satellite or another
timing signal such as o clock located i the dynamic credit
card) and the dynamic credit card may produce a dynanic
credit card number based on the received ime (R 2 particu-
lar penod of time). the privaie key (or equation) and the
private credit card number, The processing Lacility may also
have o clock and may nulize the private key. private credit
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curd number. the dynmuic wumber. and the time {e.g.. o pur-
tenlar perod ol time) o verd by that the dynamic aumber is
correet for that period of time (or a string of conseentive
perods of time).

The processmg Lacility may. for example. receive o time
stap with the dynamic mumber and any other infonuation
received from a dynamic credii card (v account ideatifica-
don information and expiration date). The processing facility
way use the e stamp. the receved dynamic eredit card
idormation (und any other reeeived inlonmation). the private
key. and thwe private number w verily that the dy pomic number
is correct for thal period of time (or a string of conseentive
periods of time that include. and are located near. the time
stap). As such. online purchases that are not immediately
processed. or that hove o particnlar delay {c.g.. 30 minutes).
may still be processed. A time stamp may also be uiilized. for
cxample. m siwations where a credit card number 15 aken
over the phone and is not immediately processed (e.g.. the
buver requests additiona] inlormatien belore coulirming o
purchuse). A ume stinp may be indicative ol lor example. o
particnlar time or period of time.

To oblain penodic lunctionality, year, monih, day, and
winute mfonuation may be utilized as well as leap year und
duyhight savings time data. Persons skilled o the art widl
appreciate et while o dynamic credit card may receve o
large amount of g inlormation (e year, month, day,
hour, minuie, and second information). a dynamic credit card
way only utilize o portion of this data {e.g.. the minute mior-
wation } and may discard the rest ofthe data, By only nulizang
the mmnie mformation. tor example. the dynamic credit card
may provide a dynamic credil card number (or, tor examiple,
a dynamic sceuntiy code) that chanpes approximately every
winute.

Similarly. ot wilizing the minute mfonuation. but vsing
hour inlormation may provide a dynamic number ihat
changes approximately every hour. The speed at which the
dynamic namber changes may be changed at any iime donng
operation for any reason. For example. il the dynamnic ceedit
curd deteets tuupering. the dyuunnic credit card may decrease
the period (e speed up changing of the dynamic numbers).
Thus, a dyvnamic credit card that has a limited amowt o eredit
card pubers {e.g.. retrieves o unmber from a stored able ol
unmbersy may auickly exhaust s pool ofuvinlable nuwbers. 10
thw rate of change 1s mereased beyvond the refresh rate of the
display. then the numbers may not be able 1o be displayed.
Aliernatively. it the rate of change is increased beyond the
rate that o user con discern the numbers. then g user may uol
be able w visibly see the nombers. Speeding up the rate at
which a dynanne number changes. however, may also make it
impossible for a user to enter a number online (e enter a
dynamic security code). Moreover, changing the rate of the
dvnamic number may cause e dynamic aumber o become
ont ol svachronrzation with the processing lucility, Thus.
alihovngh dypamic numbers may be produced. the dynamic
numbers may oot be able (o be validated by the processing
lacility. Thus. changing the rate a1 wioch o dynamic number
chunges may render o dyvonamic credit card useless. As socl. o
dvnamic credit card may also lnerease the penod of change
(e slow down the change) such that {uture dynamic num-
bers connot be validaied because such foiure dynamic num-
bers may be out ol syinch with o processing lucility.

Persons skilicd in the an will appreciate that o dynainic
credit card number may be produced withowt the need for a
private number such as a private credit card number or secn-
oty code (v a number stored i both the credit card and a
remote lueility) For example. the aming signal way just be
encoded based on the povate key (or equation) and the result-
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unt encoded number utilized as o dynamic eredit card number.
Alernatrvely. the tinnng sipnal may be coded using the pn-
vate credit card nomber.

Persons skilled in the art will appreciaie that a privaie key
may be an equation or formula that uses one or wore other
vartables {e.g.. o private credit card number and/or o g
sznal such as a particular time or period ol Ume) o gencrate
acoded number (v adynanne credit card nomber). Persons
stalied in the ant will appreciate et one or more private keys
{c.g..an cquation or formula) may be utilized w code diflerent
numbers for a dyiamic credit card. For exaple. one povate
key may be nilized w0 code a dynamic credit card number
while another privaie key may be vtilized o code a dynanic
secnnty code {e.g.. o verification code).

Additonally. a womber of povate keys {andfor prvate
numbers ) may be stored m o credit cord and such private keys
{and/or privaie mimbers) may be changed periodically (v
every day or week). A similar nomber of private keys (andior
privale nuibers) may be stored g remote Lacility {c.g. u
remote server ). the selection of which may be detennined by
a particular time (e g.. a particular day or a parttenlar woek).

Ai the processing/authorization Feility, or al any remoie
device. the dynamic eredit card number may be received and
cither decoded based on a replica of the private key aud/or
private nuinber ol the credit card that is stored ot or secessible
by. the tacility (¢ stored on a daiabase or server).

I company can process s credit card number fister than the
period ol change. no liming nlormation may. lor example. be
transinitied o a processing/mathorization (aeility as the pro-
cessing/authorization {heility may be substantially m syn-
chromzation the company. Persons skilled in the art will
appreciaie that miernal clocks (or clock/osallator diiven
counters} may accmmuiate crrors. Persons skilled i the art
will also appreciate that delays may occur 15a Ginang siginal 1s
irsmiited wirelessly to a dynamic credit card. As such. the
period of change may be set such o take into account pro-
cessing delays (e e amonnt of time i akes 0 anthorize o
card} us well as mternal errors for a period of time (e.g.. clock
crrors) and/or transinission delays.

Persons sKilled m ihe ant will appreciaie that a processmg
facility may anthorize dynamic numbers that are valid {or a
particular number of periods belore. or alter. the period being
ntlized by the remote fueility, Such g process may be ia-
ated. For example. if the reeeived dynamic number cannot be
validated. The processing facility may. i Ua dynamic number is
recognized {or another period of time within o defined
amount of time from the peried of time being wilized by the
processing facility. keep track ol nearby valid dynuuic noim-
bers and. so long as the process is not abused or the error 15
naintained, validate such numbers. As such. the processing
facility may. {or example. detect timing creors in the dynamic
number aud either validate (nture dynamic numbers with the
sane (or a silar covor) or readjust the timing sigoal nulived
by the remote facility (e.p.. introduce errors into the beilitios
timing generator such as reducing a connter by a particular
umount of ume or resetng s counter). Persons skilled mothe
urt will ulsoe appreciate that no timing signals may be utilized.
For exumple. o credit curd way. at the push ol a batten on the
dynamic credit card. gencrate a new number (e.g.. trom a hst
of stored numbers). A remote facility may determine if the
button was pressed on the dynumic credit card by determining,
ifa fature dynamic munber is valid sud. il's Datre nomber 1s
vahid, the remote iality may invahidaie all npumbers locaied
helore the newly validated nmomber. AL ihe next iransaction.
the dynamic Lacility may. for example. attempt o validaie the
received pumber with the number located alter the newly
validated number. A tables may store. for example. o dyaamic
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number and a pointer W the nextentey. Thus. o processor may
read a dynamic mamber and ntilize the pomter o delermime
ihe location ol the next dynamxc nomber.

A remote  processing/authorization  facility may. for
exumple. perform the same process as the dynanie eredit card
and compare the lacility™s dynouic number with the received
dynamic munber for verification. For example. a romote bicil-
iy may nclude any cquations mxd variables needed by the
dvnamic credit card o generate s dyvnamic nmuber and way
perlorm an operaton similar w the one perlonmed by the
dyvnamic credit curd W generate 1ts own dynanic mauber. The
remoie iy may then compare the recorved dynanne num-
ber o the generated dynamic number o see i the two num-
bers are the same.

A remole processing/uuthorization fcility may decode o
dynamic number wsmg an cyuaion andfor a privaic key
{(which may be an cquation tsell or a varable) o obiain a
resuliant mymber and compare his number against a private
uamber for approval. I5 the decoded nomber matches the
private number {(which may. or may net. be the same private
number stored i the credit card). then the dvnamic number
may be validated.

Thws. a dynamic credit card may be utilized using tradi-
tonal mirastructure und may be nulived lor online {or wie-
phonic) purchuses sud purchases that require the card w0 be
swiped {or entercd manually mito o credit card reader). Per-
sons skilled m the art will appreciate that the dynamic mumber
way be decoded at any pondt i o vahidatowithonzaton
process. For example. an online store may ncionde the com-
ponents (e, software) necessary to decode the dynamic
number such thai a decoded number (e.g.. o credit card num-
ber} may be transmitied o a credit card processing faciliy.

Persons skilled in the an wall appreciate tat o processing
lacility. or sy device decoding o number. may utilize an
wdentification number o wdentify e accomni/card that pro-
duced the dynamic number. The identification number may
then be utilived to look up. forexample. the private key and/or
private number of the sccount/card suci that a dynoic num-
ber can be generated from the retneved nfonmaton {and
compared (o the received dynamic nimber) or e retricved
information can be viilized {0 decode the dvnamic number
suclh that the card way be validuted. Thus. mualtiple users may
be utilizing the smne dynamic uamber at any one e and the
ety of the sccounticard can still be detenuined {epg.. by
using the identification information).

Identification information s wiilized o identily a credit
card. As such. mmltiple users may be utilizing the sane
dvnamic nmuber {e.g.. o dynamic eredit cord number or o
dynamic veniication code) at any tme. Generally. the iden-
tdication nformation is simply wiilized to ideatily a credit
card such that o dynamic number can be. {or example.
retrievedfgencruted for o particnlar period of tume for the
identified credit card snd compared (o the reeeived dynaimic
number.

Pesons skilled 1 the art will apprecuaie that one-chck
shopping may still be realized by storing the time infonuation
when the credit card number was stored on a website (e.g..
providing a time stampd. This g wformation may be sent
(o the credit card processmg {aeility such that the credi card
processing tacility may authorize paymoent by deternmning it
thwe nuber was valid lor the tine penod representative of the
uming idomaton that was received. “The wunsmission ol
timing information may also be niilized il for example. a
credi card company takes a relatively long time 1o process
purchases.

The dynamic credit card number way always be trans-
forined o o particular credit card format so that the namber
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cail be verified as having the appropriate format before. for
example. the nomber 15 transmitied o a credit card process-
ing/authorization facility. For example. a coding equation
may be utilized that always produces numbers that fit a par-
ticuiar loruat,

Persons skilled in the art will appreciate tunt o dyvonamic
credit card system may allow muliple vsers (o have the same
dynamic number at any particolar ime. As a resuli. additional
informaten may be transmitted o identiy the wser. For
example. an acconnt number and/or name may be utilized.
Alernatively. lor exmunple. o traditional crednt card nuinber
nay be writien on a iraditional magneie sinpe. Such a credit
card pumber may be nsed for identifying the vser. A dynamic
secnnty code {e.g.. o four digit seenrity code such as a ven-
ficution code) may then be provided that changes periodi-
cally. Such dynamic information (e g . e dynamic security
code ) conld be written to g portion of the magnetic strpe that
does not have the traditonal credit card number or the
dynunnic inlormation {(e.g.. the dynamic seennty code) may
be displayed 1o 0 user.

Persons skilled in the art will appreciaie that no uming
signal is needed. [nsicad a counter (or random number pen-
crator Wl operates similar 10 o random nunber generator in
u processing lacility} may be ntlized w prodoce o key that is
used 1 an equation o manipuiate o credit card number. Such
a counter nmber (o rndom number) may be provided (o a
processing facility so that the processing bacility may decode
{or perlonu the sume Tonction as the dynmuice credit card and
comnpare the results), fn such an embodiment. sl a credit
card number may be invalidaied ai the Geility i foroxample,
any particular number 15 used more than a particular number
of tmes (e.g.. more than 10 tmes). Such a counter may be
increased alier every purchase {e.g.. alier @ user presses u
button 1o chunge the numbuer}. As per another example. iFa
counter 1s used and the counter s increased when o number is
used {or the credit card belioves that a mimber has been used),
the number of transactions operable of being made wmay be
limited by the storage capacity of the counter,

Portion 150 shows an example of o dviamic nuinber. par-
ticnlarly a dynamic credil card number, that s dependent on
time. Here, the provale mimber s 1212 121212 121217 and
the private key is “27 Thus. one encryption algoritiun may be
the private nuiber multiplicd by the povate key mltiplied by
the timing mformatiow, I the answer is arger than the nunber
ol digits wtilized o represent @ dynamic ymber than the
number may be scaled down using a MO operation or by
stunple cutting ofTeither the appropriswe number ol starting or
ciwd bits {or o combination of both). The processing/authon-
zation side may then perform the same operation as the
dynamic credit card and compare the resulis or may decode
the received information and compare the resuli ol the decod-
ing against a stored value (e.g.. o private key ora private credit
card nuimber). For example. decrvption 154 may divide the
dynamic credit card number by 2 and then divide this by the
time and compare ihe resultto the prvaie credit card number.
Persons skilled in the ant will appreciate that the private key
may be e cucryption algoritumn wsell’ {e.g.. multply e
privale nnuber by the ume period. or tine. and 1wao),

Timing informaton may be vialized to select a private key,
privaie number, andior encryption algorithm that is valized
for gt partcnlar amonnt of time. As such. for example.
timing nformation 1s not directly needed 10 an cneryplion
algonim o encrypt a number and provide a dynamic num-
boer. Persons skilled i the ant will appreciate that a poivate
number 15 noi eeded and that. for example. ummg informa-
tion may be cucrypled with o povate key o generate u
dynuic number}.
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Status wformation 132-135 may alse be provided on u
dynamic credit card. Such siatus information may include. for
example, active status 132 indicative of whether the card is
siill producmg valid mmbers. Stains  information  may
include expired I34 that may be mdicative ol whether the card
has expired. Statas information may include vahid status 133
indicative of whether the card has not been tampered with
Status information may include falsified status 135 that may
be indicative of whether the card has been ampered wit.
Additional statas infonuation may include. for example. an
exhuusted status that may be indicative ol the card exhousting
all valid credit cord mumbers (e.p.. the table of credit card
numbers has been wsed). Timing status 136 may be utilized
and may be indicative of. for example. wheo the dynamic
uumber is expeeted to change. Alternatively. the display o' o
dynamic nomber may change when the dynamic number is
about to change. For example. a nombor may dim as the ume
the number has been active increases (e.p.. the amount of time
before o change decreases). The number may begin o dim at
a particular tme (e.g.. halliway through a period). The number
may then disappear and not be displayed at an interval of time
right before the change (e during the last {ive seconds
before o change) Thus. the dyvonamic number itsell may be
wodified o be indicative ol an upeoming dynamic number
chunge. Thuing nlormation may  include o womber that
connis down (¢ 2. a number representative of the seconds lefi
before the number changes).

Additionsl stos mivrmation may mnclude lorexampie. the
amount of dynamic mnbers that hiave been generated or the
amount of time the credsi card has been acirve tor Addiional
sialus informaton may also include, for example. the corrent
date and tme such that a user making a purchase o a person
over the welephone knows the tinwe and day From the perspee-
tive ol the credit card (e so that the wlephone operator may
generie o ime stamp for the dyaamic number).

IFIG 2 shows dynamie credii card 200 that may mclude
display circwiry 220 (and a display). memory 230, processor
240_clock 250 recever 260, encoder/writer circuitry 270 and
290, sud wagneae stripe 280. one or more additional clocks/
counters. and one or more hatieres.

Persons skilled in the ant will appreciate that for credit card
reuders operuble 1o read from o st chip {e.g.. read o sinart
card}. mivrmation may be trunsmitied o the reader via the
smart chip {c.g. vio the smart card}. Such information may
melude, {or example. o dyname credit card nomber, a
dyvnamic securily code such as a verification code, identifica-
ton wformation {e.g. @ wserfsccount/card  identiication
number/mame ) and an expiration date, In such an example.
the smart chip may also be utilized as processing circuniry
(wg.. as processor 240).

Persons skilled in the artwill appreciate that if the period off
a dyuamic credit card number s long cuough. one or more
local clocks may be all thut 1s needed. For example. clocking
circuitry may take decades before such circuitry s OFF by
mwore than o noie. Thus, a dynamic credit card may vialize
clocking cirenitey 10 the period of change is @ minute or more
lor decades without providing an incorrect dynamice number
and the reception of o timing signal would not be necessary.
Alternatively, for systems m which ihe dynamic credi card
number 15 updated at a quick pace. an mternal clock may also
be beuelicial as some clock signals wke o Mminale or More w
be transmitted. Thus. the tinng signal that 1 received via o
recerver may be nilized o reset. or correct iy Crrors ., one
or more inlernal clocks.

A clock operable of measuring a period of time may be
lubricuted (rom. for exaaple. o connter and an oscillator. The
connter may have o maximuim capacity associated 1w the
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particular period of time and may overllow buck 1 zero {e.e..
reset) afier comnter has been increased past the maximum
capacity of the connter. A second counter may be provided
that may be incremoented every ime the connter overllows (or
hits g partenlar nmuber). Such a second conater may have o
lurge capucity and the second counter may be utlilized w
generate adynmmic number. The second connter may be used
as, for example, a key in g coding equation. Allernatively. the
secoid counter may be vilized o generate o pber from a

randon nmuber generator {e.g.. 1o detenmine the eration of

the random mumber generator).

FIG. 3 shows credit card 300 that may include any type of

components such as, for example. the components of credit
card 2. Credit card 300 may welude. for example. o wag-
netic stope {which may melude numerous information racks
such as three information tracks). encoder circuitry 350 and
360, processor 330, memory 320, and a location receiver 340
(v a GPS or Galileo receiver).

A location signul receiver may ntilive received location
signals as (iming signols 15 for example. tnmg signals can be
derived {rom the location signals. Aliernatively, the ality to
locate a credit cord may be ntilized advantageonsly in o tra-
ditional eredit card. For exowple. the inclusion of o locating,
Featare may assistin locating o lost. or stolen. card. TLocation
informaton may also be wilped w provide o dynamic noin-
ber (g, a dynamic credit card number) and Jocation infor-
mation may be transmitied 0 a processmg/authorzation
facility. or any lucility or computer. i order W decade. or
cicode and compare. o dynaic nmuber that has been gen-
crated on location information. [L.ocation information may be
writien (0 a magnetic strpe such that a processing taciliy
receives information representative of location nformation.

Locution infonuation. or any wonuation. way alse be
cinbedded e o dvonamic wamber such that leedbuck can
acenr when a card 15 vsed onhine. For example. a dynanic
credit card may penerate a dynamic number and then add
number representative of additional information (c.g.. a loca-
tien) W the dynamic nmnber 10 order W embed the sdditional
inlormaten with the dyonaic muber. The processing fucil-
ity may then also generate a dynamic nomber (using private
and timing information ) and determine the cnbedded number
by detenuinng the amount that was added © the dynamic
number. Thus. additional information may be fed buck w o
processing [ucility even when the card is utilized online. As
such. a card may be stolen and may generaic a pumber m
Marvland. but may be wsed o buy an item on an onhine store
by unuccomplice located in Florida. By cinbedding location
inlormaton. o processing/authorization eility (winch may
be the online store) may delermine that the oomber was
generated m Maryland (by retrieving the embedded locaiion
inlormation) and may alert the Maryvland authorites or
decline the transaction becunse the 1P address ol the purchas-

ing computer was locuted in Flornda {not Morylond)y. (7

frandulent use is detected. a system may put 2 101 Y onthe
account such that the acconnt connol be used (¢ .. ontil the
owner verilies possession ol the dynoie credit card).

IIG. 4 shows dyvnamic credit card housing compnsing
layers 410, 420. and 430 coupled weether via glue 425 A
portion ol layer 425 may be cut out suchthat space is provided
in which circuitey may be stored. Sumlarly. laver 410 may
include o cavity that may house dynainic credit curd circuity
{c.g..a portuon of dynanic eredit cord cirenitey). Addinonal
layers may be provided with cutouts for cirenitry. For
example. a display may be taller than layer 420 although all
other circuitry may not bedaller than liver 420 As such one or
more additional lavers may be included with a cutom just for
u display. Such additonal luyers may ncreuse the stroctoeal
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nntegrity of o dynomic creditcard. Lavers that provide s lop or
rear surface ola dynamic credii card (o layers 420 and 430)
may include. for example, cotonts for input/oniput devices.
For example. laver 420 may melude a cntont {or a display
while luyer 410 may clude o cntont or o magnetue stape
encoder. Cutonts may also be Jonmed along the edges of uny
laver such that components may reside mesuch catonts and
may extend out of a housing (e.g.. lor o manual switch that
switches between coding schemes).

IIG. S shows network opology 500 that may include net-
work 850 thai may comnnmicate with. and rouie information
wTrom. credit card processing lucilities or merchants ST
computers 520, credit card companies 530, banks 540,
dvnamic andfor location cards 570 atomic clock signal trans-
mitlers 580G, locauon informaton (ransmitiers 590, or any
other components, devices, or stmctures 560 (v a remote
SOPVOT ).

FIG. 6 shows dynamic credit card 800 that may nclude
housing comprised of layer 610, luyer 620, laver 630. und
wgnene steipe 611, Credit card 640 may weinde circuitry
650 {C.g.. MEMOTY. pOWCT sOUrce. WNINE CIFCUIlry. processor.
and an encoder) and magnetic stripe 671, A protective layer
661 may be provided on protective hovsmg 660 such that the
wgnene steipe 15 protected from wear when protective layer
660 is attuched w credit card 640 {c.g.. via 672 and 662
mechoical connectionsy. Persons skilled i the art wildl
appreciate that encoder circuitry may be mcluded not only in
credit card 640 {or wrting to magnetic stripe 671 but also
laver 664, [n domg so. clectromagnetic ields. or other signals
(it con wile o g magnetic stape. may be provided by layer
660 {c.2.. sothat oue or both sides o magnetic steipe 671 may
receive electromagnetic (elds or other signals such that a
wrile operation may ocenr). Layers 620 and 630 may not be
long. arwide. as layer 6102 1 ayver 610 may include an encoder
andfor magnetic stripe suei that the encoder andfor magnetic
stripe are not covered by layers 620 and 630,

IFIG 7 shows dynamic credil card 700 that inclades hous-
ing fabricated lrom layers 710, 720, 730, and mapgnetic stripe
T21 10 form housing 750 that way store cireuitey 750, Layer
T may attach 1o, and be removed lrom. housing 7580, Layer
T70 may surconid both sides ol magneue stripe 781 and may
melude the magnrete strpe encoder (which may. in o,
inter face with circuiiry 750 when attached such as inieriace
through electneal connections located in mechanical connee-
uons 7723 Layer 770 may have its own a source of power
{e.g.. ubatter) such that layer 770 may be replaced whea such
a source of power dies instead of the entire credit card as
persons skilled in the art will appreciaie that the encoder may
require thwe most smount of power out ol all ol the components
of o dynainic credit card. Laver T way also receive power
{rom a batlery in housing 650 through clectrical comections
locaied in mechameal connection 772

Persons skilled in the ant will appreciate that the capablity
o write 1o o magnelic steip o o credit card Yon the go™ may
realize o mmmber of advantageous featares. For exuuple.
idormation may be fed back w0 o processing/mthonzaton
facilty by writing such information w0 the magnetic stnp.
Such information may include, lor example. purchased prod-
uct iformation. credit card status informaton. battery mmfor-
wation. or any olhwer type ol mivnnaton. Similar mfonuaton
may be mcluded m a dynanne number such as an embedded
dynamic nimber such that the information may be {od back
when online purchases are made. Such information may also
be included. for example. 1n o dynamic minber by utilizing un
expiration date as o dyonaimic number {or by utilizing an
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account holder nome as o dynomic nmnber) such that thw
information may be fed back when online purchases are
made.

Tamper-prool software and hardware may be provided on
a dynamic credit cord. Vor example. sollware may be
included w deteet tampering ol g clock iFa thicel attempts w
speed up an internal clock (v by speeding up an oscillator)
or by transnmiing a fhke clock signal to a card. For example.
addinenal clocks may be utilized and driven by dillerent
oscillators e order o detenmine whether or not o particular
clock is being sped up or i g tuing signal is being received
alan imappropriate time. Similarly, information about provi-
ously tramsmiited/received information may be stored on the
dynunnic credit card such that the dyimuic eredit card can
determine i o recerved signal {e.g.. o received tining signal)
does not reside o predicied interval. Such software may
thenwrie o the encoder and transnmt such information o the
credit card facility or may be embedded in o dynamic numboer
or transiited inside of g dyvnamic nmuber {e.g.. ransmitted
as u dynamic expiration date). Such inlormation may be
parsed m the credit card informaton (or encoded with the
credit card information) such that no one single portion of a
maguelic strip containg such sddinonal inlormation.

Tamper-prool hardware may also be provided. More par-
ticuiarly. o wire may be glued (o both sides of g housing such
that if the housing is removed, the wire is cul. Curreni may be
Jowed through the wire and sensed such that i{the wire is ot
the cnrrent will not flow and inlormation that the housing has
been opened may be ransinitted w the processing Reility,
The operaiton of such a card. however, may not change such
that the credit card may still produce dynanne numbers. Inlor-
mation. however. may be Fed back 1o an authorization leility

through thwe magoetic stape of o cord that that is ndicative of

u card hoving been opeaed. Thus. the suthorization Gseily
may, for example. alert anthorities (¢ 2., apolice station in the
vicimiy of the credit card purchase or e admmsirator of a
credit card reader). but sull processfauthenticate the recorved
number. As such. a aser may still use the card vl the user 15
caught. Alternatively. the processing (aeility way receive data
indicative of a card having been opened (or otherwise tam-
pered with) and may not anthonyze the purchase. Persons
skalled i the art will appreciate et o wire does not have o be
cut m order o produce a signal that the card has been opeaed.
lor exaple. o hall-cliect scusor may be ploaced on a crcuit
and a magnet may be alipned with the magnet such that the
sensor determines when the magnet is not in the presence of
the sensor,

A dynme credit card may allow for less digits w0 be
niilized 1o represent a credit card number as a result of the
increased security. Thus, such additional information may be
encoded (or parsed into) the dynamie credit card number such
that the indomaten 15 alse tansmited when orders are
placed online.

FIGi 8 shows dynamic credit card 800 that may include
display screen 803 for displaying a secuniy code (g, o
credit card venlication number). The credit card numbuer may
be prnted andfor pressed o card 810, A sman card chip
may be provided as chip 820, The expiration date may be
printed andior pressed into card 813 as well as. For example,
account holder name 842 The sceunty code may be changed
periodically {c.g.. approxnnately every minute. ninety sec-
onds. (wWo ninutes. o o Ume ocated twrebetweend, The
dynamic security code (e, a credit card verilication code)
may be mampulated when the number is about o0 change
{v.g.. the number may be dimmed) or additional information
may be provided representative ol the time that is lell before
u change andfor batlery power of the device. A magnetic
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stripe cncoder may be provided (e.g.. W feed buck inlonua-
ton oF 1o ransmt the dyviame credil card number) or a
magnetc stripe encoder may ol be provided (e, just a
magnetic stnpe s provided). The dynamice nomber may
chunge as o resuit of inlonuation stored in o counter il may.
lor example. be doven by an osaliater, The display for the
securily code may be located oli-center and near a comer ol
the front of the dynamic credit card.

G 9 shows dynamic credii card 900 that may mclude
display screen 9310 Iasplay screen 931 may iclude, for
exumple. dynamic eredit curd noaber 931, dynumic seenrity
code 932 {c.g.. o dvaamic verilication code}). dviamic expi-
ration dale 933, and number changing information 934, Per-
sons skilled i the art will appreciate that display screen 93
way be extended w include and display any type of inlonua-
ton. For example. display 931 may melude the nome of an
account holder as well as the address of the account holder.,
Dynamie credit card 931 may provide dynamic name and/or
address infomation such that more infomation may be led
buck toa processing Facility when o purchase 13 made online.
For examiple. mstead of o user typing m the name “Jellrey
Mullen™™ the uwser may be dirccted 0 enter the name
“XRIEZZZ KUGESN™ and the processing facility may
decode such dynamic informaiion o deiermine that the bat-
tery 15 at 30% capacity aud (hat the credit card has not been
opened,

Persons skiiled in the art will appreciate that the dynaiic
credi card may transmitl (e via a user entering i informa-
uon on an online website from a display or via o magnetic
striped inlormation indicative of the ceedit card being o
dvnamic credit card. Thus. o processing focility way receive
idormation that the eredit card 1s o dynumic ceedit card and
can utihize the other recoved inlormation i any way. For
example. a processing facility may receive information that
thwe credit card is o dynamic credit cord and then know 1w
utilize the received dynamic expiration date information as
parl of & dynamic verfication code instead of an expiration
date (which the system may do il for example. information
mdicatrve of the card being dynamic is not received).

FIG. TO shows munufactaring process LO0G. Process TR0D
way mnclude sheet 1010, clectronic puckages 1020, and shwet
L0303 it may be lixed wgether and ot o Form any aumber
of dynamic credit cards. Particularly, asheet {e.g.. a top sheet)
may be {hbncated and may be printed/pressed m step 105].
The botom sheet may be Tubricoted and may be printed!
pressed 1nstep 1052, 1lectronic puckages way be assembled
it step 1053 and sueh electronie puckoges may be aligned
with the two sheets in step 1084, The sheets and clectronics
may then be {ixed together n step 10585, The cards may then
be cut out of the xed sheets o step 1060 and seat o credil
curd compaitics m step 1059, The cards may then be pro-
grammed ot the credit card company at siep 1058, lor
example. chips andfor memory may be programmed and then
mserted into. and fixed to. the dynamic credit cord n step
1058, Persons skilled 10 the ant will appreciute that a credit
curd company. or any company. may receive credit cards that
do not have a front faceplaie on them. Thus, the credit cards
mary be progrmmed for a particular user. inlormation abonl
thw particular user may be presseddprinted e the laeeplute
{e.g.. thwe name ol thw user). and the Tseeplate may be lixed w0
thw card aler programining. The cords way be packaged with
a user manual and shipped i step 1056

FIG) 1T shows dynamic information topologics 1100,
Topology 1110 may be a display ihat displays a fificen digit
number. Persons skalled in the art will appreciate that a credit
curd wimber may be. for exumpie. iltleen digis in leogth.
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Persons skilled mthe art will appreciate that o momber may be
in any form (cp.. binary. trinary. hexadecimal. base 10, or
alphanmeric).

A topology may be provided for display 120 may be pro-
vided that includes a credit card number 1121 such as a fificen
digit eredit card nuuber. veniication code 1122 such as o four
digit verification code. and expirationdate 1123 suchas a four
digit expiration date. Providing information 1121-1123 as
dynunnic dormation may allow 23 digits of dynamic inlor-
mation o be displaved {e.g.. 8 digits wore than the dynamic
credit curd number). Timing status way be provided on dis-
play 1120 as status 1124,

Persons skilled in the art will appreciate that the extra dipits
may be utlived . for example. provide identilication inlor-
mation. Such extea digits may be encrypled using an cquation
known to both the credit card and the processing facibiy. As
such. the identification information may be received {rom the
processing facihiy, deerypied. and then used 1o retrieve inlor-
mation as 10 how the other dynomic information was coded
such that the other dyvnamic information may be validaed.

A topology may be provided for display 130 may be pro-
vided that includes a credit card number 1131 such as a fificen
digit credit card number. verilication code 1132 such as u
three digit verification code. and expiration date 1133 such as
u fonr digit expiraton date. Providing inlormation T131-1133
as dynamic information may allow 22 digits of dynamic
informaton o be displayed (e, 7 digits more than the
dynunnic credit card number). Thning status may be provided
o display 1130 as stos 1134,

A topology may be provided for display 140 may be pro-
vided that includes a credit card number 1141 such as a fificen
digit credit card number and expiration date 1143 such as a
Four digit expiration date. Providing infonuaton 1141 and
1143 us dynamic idomation may ailow 19 digits of dyonamic
informaton o be displayed (e 4 digits more than the
dynamic credi card number). Timing status may be provided
on display 1140 as status 1144,

IiG. 12 shows dynamic inlormation opologies 11200 A
wopology may be provided wn display 1210 inwhicha staue or
dynamic credit card number is provided. Such a credit cord
number may lake many forms. For example. digits one and
two may be representative of credit card type 1211 {c.g.
Awmwericun Hxpress) while digits three und fur may be repre-
sentative of subtype 1212 {e.g.. personal credit card. business
credit card. American Lxpress Blue. Asrline Miles Card,
Cash-back Card). Digats {ive through cleven may be repre-
sentative of seccount nmuber 1213 while dignts (welve throngh
fourteen may be representative of card nmmber 1214 (e a
particular card associated o the acconnt). The lasi digit of a
{Hicen digit dynamic or static credit card number may be
indicative of check digit 1215, The check digit may be uli-
lized o chieek if the nmuber {c.g.. o static credit card number
displayed on o display screen) 1s valid by u vealication pro-
coss. Persons skilled in the art will appreciate that any number
or information may be of any length. For example. o credit
curd nmuber may be sixtecn digits {or ulphanumeric cotries)
in lengtin A credit card tvpe may be o single digit {c.g.. the
biary cquivalent ol a single digit). An sccount number may
be nine digiis in length. Persons skilled m ithe art wall also
appreciate that cortain types of information do not have 1o be
incinded. For exainple. o check digit imay not be included ina
dynunnic credit card (as the dynamie number may be a cheek).,
Smmilarly. a subtype may not be included. For example. only
a dynamic credit card number and identification information
may be provided.

Awopology may be provided 1 display 1220 10 which u
dynunnic credit cord wamber is provided that inciudes type
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1221, identlication portions 1222 and 1224 sud sccount por-
uon 1223 Persons skilled in the art will appreciate that a
credit card number may be recerved by a credit card procoess-
ing facility and the processing facility may determine il the
uumber 13 g static punber or g dynmuie nnuber based on
unmber type 1221

For example the processing lacility may look at the first
digit of the credit card mmber and vse this first digit to
determine i the card is o dynamic credit card. o Visa card. o
Mustercard. or an American §ixpress card. Sunilarly. the pro-
cessing facility may look at e Grst (wo digits of te ceedit
card number fo determine iF o dynamic or static credit card
number has been received. The credit card processing facility
way then. for example. validate thw received number accord-
ing o tvpe 1221 For example. iftvpe 1221 s indicative ol a
static credit card number. than the Lacility (or a card reader)
may use a validation process associated with the static type.
Forihenng the example. a ditlerent static or dynamic type
iy be provided JTor diflerent eredit card compauics. Thus.
one ype may be indicative ol American 1iXpress dynuiic
information while another type may be indicative of Visa
dynamic informaiion. A facility (e a romote server) may
thwen wiilize the appropriate venfication process for a particn-
lar tvpe or the lucility {or an online shopping store} may
comunicate the number (as well as. lor example. o tine
stamp) to the appropriate processing fhcility (v.g.. o process-
ing facility associated to the determined type. Persons skilled
1 thwe art will appreciate that a dynaic nnuber can ke any
loru and does ot luve o Tollow any stondard. The process-
mg acihity (or credi card reader or online store) siaply has o
be able to recopnize that a number 15 dynamic and ihen vitlize
he numbering structure. iany, associated 1o a dynamic num-
ber {c.g. a particuiar type ol dynomice number). Thus. o
dvnamic eredit card nmnber may be 1n o form diliereat From
a static credit card number. As shown the lopology ol display
1220 may be fificen digits in length and the account number
and dynamic identification number may be the same lengih
{e.g.. seven digits). Thus o credit card reader or processing
lacility that is operauble o read und transmit o credit card
number ol a particular length (e fificen digits) doos not
have 1o be modified  Fifteen digits are still being transmit-
ted. Persons sialled mthwe ant will appreciate that dynamic
dentilication portions 1222 and 1224 may be located adju-
cent o one another and that ’entification portions 1222 and
1224 may be a static (or dynamic number). 1dentification
mformation may be. for example. encrypled vsing a simple
cquation {e.g.. the same equation lor every credit card) and
way simply be used (o identfy thwe account hoelder such that
the dynamic account mmber (¢.g.. number 1223) may be
verified based on inlormation associated with the user. Per-
sons skilled in the art will appreciate that a wser may be
wentified online using is/her name and’or address and a user
way be dentified through o magnete stripe ransinission
ithrough identification nformation stored on @ magneiic strip.

A dynamic identification inlormation may have a lookup
table wiwre cach ume period has an cutry lor how W encrypl
thwe demtificaton miormation. Such o lookup ble may be
comiuei o all eredit cards and processing lacilities such that
every identification number can be decoded in the same way.
Thus, every identification mimber {rom a set of credit cards
{e.g. Awwerican §ixpress credit cards) way chunge. but cach
dentilication number may be nmaue identified using only the
same codmpidecodmg algorithm or scheme.

A topology may be provided in display 1230 in which a
dynamic credit card pumber 15 provided that mcludes type
1231, dyvuamic identiiication portions 232 and 1234 and
dvnamic secount portion 1233, Dynamic identilication mfor-
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mation may be longer. or shorter. than dynamuic aecomu inlor-
mation (e dynamic information wilized to verily a credit
card number or an identiflication number). Identification num-
bors may be associated 0 a particular card such that, for
exauple. o wne digit dentification number can be vulize w
provide Y99.999 999 credit cards (IF000.000.0001s used us an
ideniification mmber then 1.000.000.000 credit cards may be
made).

Persons skilled m the urt will appreciate that an expiration
date may be provided as o dynamic nnmber. Thus. g process-
ing lucility {or remote server) may recogaiye tat o nunber 1s
dynamic and. therefore. not viilize the expiration date inlor-
mation as nformation indicative of the expiration date but
may ntlize thwe expiraten date as indormation associated o
something clse {e.p.. o dynamic dentilication number et
forms part of a dynamic credit card aumber). Any number
provided on any display may be writien 1o a magnetic sirpe
such that the number may be read by conventional eredit card
readers. i isplay T1230 may provide nincteen digits by using
u dynamic expiration date. Nincteen digits may also be pro-
vided withont using a dyname expiration date (e.g.. by using
a four digit dynamic ver{ication code).

IiG. 13 shows dynomic inlormation opologies 1300, A
wpology may be provided in display 1310 m which type
inlormaten 1311 dynanic indonmation 1312, sod dynamie
information 1313 1s provided. A opology may be provided in
display 1320 mwhich type 1321 dynamic inlormation 1322,
und dynuinic mformation 1323 may be provided. A wopology
may be provided i display 1330 n which wype 13310
dynamic information 1332, and dyvnamic information 1333
may be provided.

FFIGE 14 shows topologios 1400 that may melude topology
1410 and 1420, Topology 1410 may include static informa-
tion {e.g. static type 1411 and static inlormation soch as
identification mformation 1413) and a display 1412 that may
include dynamic information such as dynamic inlormation
1414). [Fan expivation date is dynamic. the actual expiration
date may be prnted on the card so that the user knows the
cards expiration dute. As long as sowe duta is dynamic. a type
may be dynamic. Alternatively, it a credit cord information is
a combination of dynamic and static nformation then a
hybrid type way be utilived.

Topelogy 1420 may be provided that includes static inlor-
mation such as type 14210 indonuation 1422, sad dyaamic
information 1423 displayed on display 1423 Persons skilled
in the art will appreciaie that a static verification code may be
printed on the credit card as well as provide o dynunuic oaimn-
ber (e.g.. o dynamic number vsed lor something other than o
verication code). Addivonal digits may also be utihized to
feed information back to @ processing fcility (e, a credit
card company ). Additional information may also be cmboed-
ded e g number. Persons skilled in the art will appreciate
that i identilication information is eleven digits m length,
ithen 99,999 994 9949 credi card may be made (700,000,000,
000 is vsed as an identi fication nomber then 100.000.000.000
credit cards may be made).

Persons skilled 10 the art will appreciate that the type ol the
credit card may be stutic {e.g.. printed on a credit cardy such
that the type ol ihe credit card does not change. Such a type
may be indicative of a dynamic credit card (e.p.. a2 dynamic
credit card. o Visa dynamic credit card. or an American
ixpress dynmuic eredit card) such that o credit card reader {or
processing feilityy con casily identify the type of the card.

FIG. 15 shows dynamic cards 1500 that may inchwde
dynamic phone card 1510 and dynamic debit card 1550
1 3y naiuic phone card 151G may include display 1530 that may
include a dynamic phone card number 1531 and tinming inlor-
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wtion 15834 as well us expiraton date 1533 orany other type
of siatic or dynamic information. Dynoamic debit card 1550
may mclude any varety ol dynane information on a display
or statie information printed/pressed into debit card 1550

IF1C. 16 shows dynamic credit cards 1600 that may melude
dvnamic credit cards 1610 and 1620, A dynamic credit card
may include any number of dynamic coding schemes thal
may be changed by, {or example. manual control 1615, The
dvnamic coding scheme that is being utilized by o credit card
way. for exmuple. be displayed as scheme indormation 1611,
Thus. o credit curd company may keep wdormation for dif-
{erent schemes in different locations. 1 the inlormation is
stolen from one of these locations, the credit card company
cun instruct users o change the codmng scheme to o particular
scheme. Thus. stolen numbers may nol couse any Traudulent
use o oconr while letting users utilize the same dynamic
credit card. Thus, a vser may interact with swiich 1615 (e.g..
display the switch to location 1625 and information represen-
tative of the new dyvaamic schemie may be provided on a
display as schweme inlormaten 1621 on dynamic eredit card
1620, Scheme inlormation may also be. {or example. emboed-
ded into a dynamic number or writlen 1o a magnetic stripe.

FIG. 17 shows Dow charts 1710, 17200 1730, and 1740,
Flow chart 1710 may nclude step 1711 during wiuch a
dvnamic inlormation {e.g.. o dynumic credit card number.
dynamic verification code, or other dynamic number may be
generated). This dynamic information may be transmitted in
step 1712 {and may be transmitted with static infonuation
suclas the name of the account helder or idenuiication mfor-
maton such as an accouwm number). Transmission may ake
the form of writing information (o o magoetic stripe or dis-
playing information on a display such that a user can enter the
idormation in the checkont/puyiment stage ol un ouline shop-
ping process {or read the mdormation over the phone 1w
another person). The dynamic inlormaton (e.g.. the dynamic
nmber) may be verified in siep 713 and the purchase may be
aunihortzed i step 1714 The dynamic momber may then
chunge {e.g.. g new dvnamic number may be generated) in
step 1715, persons skilied 1 the an wall appreciate that
dynamic nombers may be utilized for more than just payment.
Dynamic numbers may be wilized {or identifying a person
{e.g.. adynamic nouber may be provided ona driver™s license
Qr pussport),

Flow chart 1720 may include step 1721 10 which o fucility
received dvnomic nformation. such as a dynamic number,
and identification inlormation. such as a static identification
wamber. Persons skilled m the ant will appreciate tat o
dvnamic number may change {eg.. periodicaily) while o
stalic numbor may be comstant (v.g.. privted/pressed onto a
plastic card or punched ihrough a plastic card). The wdenti)-
cation information (cp.. static wentificaizon information)
way be utilized in step 1722 10 retrieve nlormation associ-
ated with the identificotion inlormation. Such information
mary include information regarding how the dynamic credit
card number was generatedicoded. Thus, the receiving licil-
iy (e u processingfauthorization servery way utibize the
retrieved inlormaton w conlinn that the dvoaamic inlonu-
ton {e.g.. o changing credit card andfor venlication number}
1s valid. As in one example. step 1723 may vse the ime the
dynamic inlormation s received (or the time the dynamic
mformation was tansmitied or ame information received
idicative ol the tme the dynoamic inlormation was gence-
ated) to generale dynanue inlormation m step 1723, The
dynamic formation received by the processing facility and
the dynamic information generated by the processing facility
way be compared in step 1724w validate or nvalidate a
purchiase. or the dynamic inforination. in step 1725,
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Fiow churt 1730 may inclade step 1731 during which
dynamic information and idemtification information may be
received. The dynamic information may be decoded using
informauon associated with the recorved identication infor-
mation mstep 17320 The decoded dynanie mionnaton may
then be compared with mionnation associated w the identi-
{ication mormation (e.g.. a private credi card nomber or 2
private venfication code) in step 1733 such that a purchase
may be validuted in step 1734, [Fibe received dyvonamic inlor-
mation is valid then nearby dypamic inlonuation may be
checked i step 1735, Vor example. the dynasuie inlormation
for adjacent and nearby time periods may be processed. Any
information at any point of a process may be stored ina builer
or memery in the processing feility {or o dynoamic credit
card).

Flow chart 1740 may include siep 1740 during which
dynamic information is received that is embedded with addi-
tional information. ldentification information may also be
received instep [T The wdentilication mdormation may be
ntlized at the processingfauthorization fucility 0o retrieve
dynamic information at siep 1742 (e may be wiilized
retricve dynamic information for a particular time period) and
this gretneved dviamic mfvrmation may be cowpared with
the reecived dymamic miormation o determine any diller-
cices. The differences may then be checked. Tor example.
against stored data (o, one or more tables) to see il the
dilference is representative ol any additional information
{c.g. thwe difference is indicative of g low battery or o card e
hias been wmpered witd, Thus, the difference may be used o
validate a purchase as numerous values (e the supermajor-
ity of values) for a difference may not correlale © a staie.
Purchases/dynamic information may be validated in step
1744 and the embedded information may be uulived o sep
[745 {c.g.. 3 new battery or card may be sent o anserifa low
hattery condition is determined rom the embedded intorma-
tion).

FIGL 18 shows Jow charts 1800 that may include fow
clarts 1810, 1820, 1830, sud 1840. Flow chan 1810 may
include receving o credit card number (or auy stalic or
dynamic information) and feedback in step 1811, Feedback
may take the form of embedded feedback (cp . in cither a
number displaved oua display or writlen W o magnetic stripe)
or additional infonuation wnllen © a magnetic stape. The
feedbuck may be ntlived step 1812 and stored 1 1813, The
credit card number (e .. a static or dynamic credit card nom-
boer) may be vernified mstep 1814 along with any other vah-
dation steps {e.g.. the validation ol u static or dynamic ven-
ficution code) and purchases may be authonrzed in swep 1815,

Flow chart 1820 may include the reception ofl for example,
astatic credit card nmber and o dynanme verilication code i
step 1721 The verification code may be veriliod mn siep 1823
Such venfication may ke the lorm of. for example. retrey-
ing/pencrating/decading the verilication code for o particular
time pertod and may be inclhoded i step 1822 Persons skilled
in the art will appreciate that dynamic information does not
have o be generated by o remote lacility and compared o
received dynaic inlormaton. Numerous eotries of dynuamic
informaton may be. for example. stored mthe remote Gaeility
and the relevant entry may be retreved (e the oniry asso-
ciated 0 a particular time) and compared to the receved
dynunic wfonnaton {e.g. in step 1824). The credit card
number may be validated o step 1823 and the purchuse may
be validaied in step 1825 (c.g.. afier the verification code is
valdated). Person skilled in the art will appreciate that boith
the verification code and the credit card may be validated at
the samie tme (e.g.. combined o one muuber and vali-
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Flow churt 1830 may melude recoving location inlorma-
ton and credit card information i step 1831 The Jocation
mformation that is received may be stored in step 1832 (c.p..
stored on a remote server). The location information may be
utilized w validate the recerved credit card 1nlormation in step
1833 {or may be ntilized For another purpose sucl us 1o track
avser). The credit card nnmber may be valwdated m step 1834
and a purchase may be anthonized in sicp 1835,

Ilow chart 1840 may melude step 1841 during wiich feed-
buck may be detennined {e.g.. by o dynaic credit card). the
leedback may be written o o magnetic stripe or embedded
wio o number (v, cmbedded mto a dynamic number such as
a dynamic momber displayed on a display and/or writien o a
wgnene steipe}. The leedbuck may then be transiitted with
other mlonuation {¢.g.. dynamic and stutic indonuation} in
step 1843 and received (o.g. by a remote server or processing.’
aunihorzanon faciliy) in sicp 1844, The {eedback may be
separated from the other mformation in step 1845,

Persons skilled in the art will appreciate that a credit card
iy communicate wircless with o credit cord reader and/or o
processing tacility. For example. a credit card may have a
device that may transmit information (e dynamic inlorma-
ton such as dyinnic credit card inlormation) wirclessiy o o
reuder lucility, Sninilarly. o device may be provided in wiluch
a reader and/or Facility may read infornmation wirelessly from
the device. Any information that is provided (o a display or
ihat is commuonicaied through a magnetic sinpe may be com-
wmmcated through such o device. As suclu a person may ke
a dynamic credit card and snuply place the card o the prox-
ity o a reader (e.p.. 2 low inches or feet away from the
reader) and credit card informaiion may be commmicated
{rom the credil card o the reader. Similarly. information may
be wirelessly led back Trom o reader into s credit card {e.g.. w0
update soltware or add uew dvoamice coding inlonuation/
schemes ). Such a reader may read the dynamic credit card and
hen prompt a wser (or admimstrator) that information needs
o be commumeated back to the credit card. Thus. a device
aperable of communicaung wirelessly {cg.. operable ol
being wirclessly read or operable w wirelessly transimit} may
be opemble o wirclessly receive data (g, wirelessly read
data from o reader or wirclessly receive data transmitied {rom
a reader). Wireless communications may tuke the form ol for
exumple. electromagnene-based. sound-based. light-based.
infrared-based. andior capacitive-based communications,

Persons skilled in the ant will appreciaie that a dynomic
mumber may be hmited o only one vse and. as such, that a
dvnamic nmnber {e.g.. a dynamic credit card number or veri-
ficution cade} may aol repeat for the lile ol o dynamic credit
card (v 1o 5 voars).

Persons skilled m the art will appreciate that o magnetic
stripe may be a device thal is operable of being read by 2
wgnene stripe reader. Cireuitry may be provided 1o program
such g device. Similarly.. an encoder may be utilized W pro-
gram/encode o magneue stipe (o 2. wile W a track such as o
read/wrie irack on a magnetic stripe having multiple tracks).

Persons skilled m the art will also appreciate that the
present iventuen 1s oot lited only the embodiments
described. Instead. the preseint vention more gencrally
wvolves chanpmg he nomber of o credit card so that the
number cannot be copied and used at a later ime (o2 an hour
later). Por example. memory may be included 10 o dynamic
credit card that stores o table having o Y-bit key For cach
amber of X-hit stales. The X-hit states may be associated to
a counter. Thus, every time the connter increments. adifferent
Y-bit key may be Jooked up. The credn card processing’
anthorization facility may include the exact samie able und
the key and counter namber may be sent W the Feility for
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authorization. Thus. the facility simply has w0 cleek 11s own
replica of the tble o see il the number is valid. Such koys
could be dynamic credit card numbers wiile the counters are
secnrity eodes. All such modifications are within the scope of
the present venton. winch is limited only by the cloms then
Frliow:

Wit is claimed is:

1. A system comprising:
payment card having o display for displaying a {iest
number coded {from a secure nombor. wherein said Dirst
coded number 1s displayed on said display danng o lirst
peried ol tine and o second nmuber 15 coded from said
secure number and displaved on smd display during 2
second period of time: and

u remote server. wherein smd rewwote server validates suid

first coded number. without receiving liming inlorma-
ton from the card W decode said first coded number. as
part of validating a payment card transaction.

2. The system of ¢laim 1. wherein said fist coded number
is comummcated wirclessly (o u curd reader.

3. The systawn of claim . wherein sad first coded nuuber
is commumecated through o dynamic magnetic sinpe commu-
meation device located on saxd payment card.

4. The system of claim 1. wherein said fimst coded number
is comumuicated through g device. locuted on suid payinent

H

card. 10 g magnetic stape reader during said first penod of

fime.
5. The system of claim 1. wherein said fimst coded number
is comumuicated through g device. locuted on suid payinent

card. 10 g magnetic stape reader during said first penod of

time. suid second coded number is commumcated through
sand device during said second period of time.

6. The system ol'claam 1. wherein said payment card com-
prses o baltery.

7. The system ol clann I wherein said payvinent card com-
prises u processor for providing suid first und second coded
numbers.

8 The system of claim 1. wherein said fimst coded number
coprises al least a portion of a payinent card nmmnber.

9. The systen of claim I wherein smd first coded nuuber
coprises o verification code.

10. The system ol'claim 1. wherein said first coded number
represenis o {iest portion of o payment card number and o
second portion ol said puviment curd number is printed or
imprinted on o surluce of soid puyment card.

IT. The system ol claim 1. wherein suid pavineit card does
not melude o magneic sirpe.

12, The system of ¢laim 1. wherein said paymoent card
includes a clock utilized o determine sad {irst and sccond
periods of thne.

I3 The systen of clunn I wherein said payment curd
includes a clock utilized o determine sad {irst and sccond
periods ol time and smd server 1 synched with the providing
ol said rst and second coded amnbers.

I4. The systen of clunn 1. wherein said payment curd
includes o manual switeh,

15, The sysiem of clam 1. wherein said server roceives a
time stamp indicative of said first period of time and wiilizes
said tne stamp as part of said validaang soid payment card
trunsaclion.

16. The system ol claim 1owherein suid server receives suid
{irst coded number during said first period of time.

17. The system of claim 1. wherein information indicative
of card tampering 15 displayed on said display.

I8. The system of claim 1. wherein information indicative
ol tme is displuyed on said display.
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I4. The system of elmm I wherem fraudulent use ol said
pavment card 15 detecied and an account bold 15 associated
with said payment card.

20 The system olclaim 1. forther comprising o card reader,
wherein said payvinent card includes o lront surface and o rear
surlsce and suid card reader is operable o obtum said first
coded mimber from said ront surlace and said rear surface.

21. The system of clim 1. wherein said payment card
comprises g second display. wherein a third coded noiaber is
displuved on said second display during said first period ol
tme and suid third coded number 1s utilized 1 suid validating
said payment card ransacion.

22 The system of claim 1. wherein said {irst coded number
comprises o lteen digit pavineat cord nomber.,

23 The system ofcluim 1 wherein said fiest coded aumber
comprises a four digit verfication code.

24, The system of clim 1. wherem said payment card
comprises a battery. and information is transmitied from said
credit curd mndicative ol said battery being low,

25, The system ol elaim 1. wherein suid card Torther com-
prises o sccurity number provided on smd card and that the
first coded number icludes at least a portion of a paymoent
card number.

26. The system ofcluim 1 wherein said fiest coded aumber
1s encoded on g wagnetic stripe located on said payment card
by an cucoder located on the card.

27 A meihod comprismg:

coding a secure number on g payment card based on ime to

provide g first coded number:

displaving on o display ol suid puvinent card suid first

coded number during a first period of time:

coding said secure number of said payment card based on

time o provide a sceond coded number:

displayving on said display said second coded number dug-

ing a sccond period of time: and

comuumcating sud st coded number from o device on

sord payment card, wherem said communicated first
coded number is operable (o be read from said deviee by
a magnetic stripe reader and said communicated first
coded number 1% operuble W validate o paymient card
traisaclion.

28 The method of ¢laim 27, wherein said first coded num-
ber comprises at least o portion of o payment card number.

29 The method of ¢laim 27, wherein said first coded num-
ber comprises g verification code.

30, The method ofelaim 27, wherenm sind first coded num-
ber represents a {irst portion ol a payment card number and a
second portion of smd payment card number 15 prinied or
iprinted on a surface of said paymeoent card.

31 The method of claim 27, wheeein soid payment card
icludes a clock wulized w0 determine said first and seeond
perods of ime.

32, The mwihod of ¢laim 27, wherein information indica-
tve of card tampering is displayed on said display.

33, The wethod of clnn 27, whercin indennaton ndica-
tve of time 1s displayed on said display,

34. The method of ¢laim 27, wherein fraudulent nse of said
pavment card 15 detecied and an account bold 15 associated
with said payment card.

35 " The method of claim 27, wheeein soid payment card
icludes g front surkace and a rear sucliee and suid reader is
operable to obtain said {irst coded mmber from said fromt
surlace and said rear surkace.

36. The method of ¢laim 27, wherein said paymoent card
comprises g second display. wherein a third coded noiaber is
displuved on said second display during said first period ol
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time and smd third coded namber is utilived i osaid validating,
sad payment card transaction.

37. The method of claim 27. wherein said first coded num-
ber comprises a {Hicen digil payment card number.

38, The method of elaim 27, wherein said first coded nuim-
ber cowprises u four digit venlication code.

39 A machine-readable medinm. exceutable by amachine.
that includes program logic imprinied thereon for performing
the method comprising:

coding o secure muuber on a pavment cord based on tie o

provide a fiest coded number:

displaying on u display of smd payment card smd [irst

coded mimber during a {iest period of time:

coding said scenre nmber on said credit card based on

tme W provide a second coded number:

displuying on smd display smd second coded nmuber dur-

ing u second penod ol ume: and

communicaiing said fimst coded number from a device

located on sad payment card. wherem said {irst coded
number is operable 10 be read Trom said device by a
wagnete stape reader and said first coded nminber 18
utilized w validate o payment card transaction.

40. The machine-readable mediom of ¢laim 39, wherein
said {irst coded number comprises at least a portion of a
payment card nuiber.

41, The muchine-readable medmm of ¢l 3%, wherein
suid [irst coded number compases a verilication code.

42. The machine-readable mediom of ¢laim 39, wherein
said first coded number ropresents a first portion ol a payment
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curd number and o second portion ol said payment card num-
ber is printed or imprinted on a suelace of said payment card.

43 The machine-readable mediom of claim 39, wherein
said pavment card inclhodes a clock nilized 1o determine said
first and second periods of (ime.

44. ‘The mochine-readable mediom ol ¢laim 39, wherein
mformation indicative of card tampering is displayed on said
display.

45, ‘The mochine-readable mediom ol ¢laim 39, wherein
idormation mdicative ol tme 15 displuyed on said display.

46. ‘The mochine-readable mediom ol ¢laim 39, wherein
{frandulent vse of said payment card 15 deiccted and an
account hold 15 associated with smd payment card.

47, The mochine-readable medinm ol ¢laim 39, wherein
suld payment card includes o Cront surface and g rear sarlace
and said reader is operable to obtain said first coded number
{rom said front surface and said rear surkace.

48. The machine-readable mediom of claim 39, wherein
suld paymient card compnses a second display. wherein o
third coded number 1s displayed on suid second display due-
mg sad {irst penod of ume and said ihird coded number is
uiilized i said vahdating said payment card transaction.

44 ‘The mochine-readable mediom ol ¢laim 39, wherein
suld [rst coded number comprises @ lilteen digit eredit cord
uamber.

5. The machine-readable mediom of claim 39, wherein
said first coded number comprises a four digit verification
code.
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