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OneWallet Ticket Issuance Process
Sebup oo :

Customar registars for service at the Telco/Bank/
Financial Service provider branded and web-based
WSC (part of Transaction Platformy:
*  {regte unique User 1D and PIN to access the
OneWallet and web-based User Portal at WSC
¢ Download OneWWallet fo mobile ghone andfor FC
*  Selup Bank Account/s and/or Credit Card/s

¥

|
|
!
|
|
|
|
|
|
!
i
{ which will be used to pay for services
!
|
|
|
|
|
|
|
|
{
!
|

Customer registers with the Ticketing Services Provider for
issue and Redemption of slactronic ticksts. A Gard
which may be used for issuance and use will be
downicaded on the Consumer’s OneWallet,

b e e e e e

L

10 pumhase a ticket, the user invokes the gpplication
by opening the wallet and selecting the "ticket” icon.

¥

The user inpuls information reguired for the ticket...
details may be different for different fssuers - Cinema House,
Railway or Airline ticket, etc. For an Airling tickst for
instance, the user will have to feed in the Origin,
Destination, Flight Number, Date, Clags, ete.

}F

The Issuance system verifies availability and informs

system suggest aflernatives, and the above process s
repeated until an available / suifable option is found.

}F

User effects payment by selecting a payment
mnsirument and invoking the secure payment
mechanism buill info the OneWallet

¥

An electronic Ticket is issued securaly, over-the-air into

|
]
|
|
|
|
]
|
|
|
|
|
|
1
|
|
|
|
|
|
]
|
|
|
! ihe price. In case the selacted option is not available, the
]
|
|
|
|
|
|
]
|
|
|
|
|
|
]
|
]
|
|
! the OneWallet after confirming payment.
|
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Manual System

OneWallet user approaches the counter and displays
ticket details to the person manning the counter.

¥

The counter manager manually enters all ticket details
in his/her system. The person also adds other inputs/
selections if required.

k

The system validates all details and provides the user
with a paper ticket / pass / boarding card as applicable.

Automated System|

OneWallet user approaches the counter and beams
ticket details to the infra-red / 1f terminal at the counter.

¥

Ticket information is communicated to the central
system which validaies the user and ticket details.

¥

The operaor enters other details that may be required -
such as seat number, special requests, ete. depending
on the domain.

This step is not reqguired in several situations,
complelely automaling the redemption process,

¥

The system generates a paper ticket / pass / boarding
card as applicable.

e
Fig.7
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Merchant Wallet Ticket issuance Process
{(Hegisiered Users)

Setup boooooooooooo oo e e e

Customer registers for service at the Telco/Bank/ §

Financial Service Frovider's branded and web-based !

WS5C (part of Transaction Platform): !

¢ Create unique User ID and FIN to access services and web- !

]

!

|

i

]

]

based User Portal at WSC
s Setup Bamk Account/s andfor Credit Card/s which will be
used o make payments for Prapaid Top-up

Customer approaches a retail Merchant, equipped with
Marchant Wallet and registered 1o lssue tickels

V
Customer provides Merchant with User 1D, and Ticked
Details; Marchant enters these inputs into Merchant
Wallst and sends it 1o the WS0

¥

j
|
|
!
]
]
!
j
|
]
|
]
]
|
|
!
|
|
i
]
i
On raceiving transaction request from the Merchant ;
Watllet, WSO raquests PIN from the Customer |
L . ; . ) f

o Customer can get this request directly to histher mobile :
phone and send it to the WSC, OR 1
Customer can get this request on Merchant Wallet and send | |
PIN through Merchant Wallst !
]

!

j

!

i

]

|

]

|

j

]

|

|

|

|

i

]

|

]

|

i

]

i

|

V
On authorization of transaction, WSC:

s Reguests appropriate funds 1o be debited from account
specified by Customer, and credited to the Ticket fssuer’s
account

s Sends a receipt of transaction to the Mearchant Wallet

¥

Merchant prints paper recsipt and an e-Ticket for
Customer using the Merchant Wallet

L]
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OneWallet Person-to-Person Payment Process

®

Customer registers for service at the Telco / Bank /
Financial Service Provider (FSP) branded and web-
based WSC (part of Transaction Platform}:
Create unigue User [D and PIN to access the
OneWallet and web-based User Portal at WSC
Download OneWallet to mobile phone and/or PC

Setup Bank Account/s and/or Credit Card/s
which will be used to pay for services

¥

User selecis the Person

-to-Person (P2P) option

¥

User Selects the Bank card / account to be used for the

F2P fransfer

¥

The user enters the amount and the recipient’s

number

¥

The QW formats a P2P transaction message and sends

o WSC

¥

WEC validates information and forwards payment
request to the appropriate bank

¥

The Bank debits the User's account and credits the
Recipient’'s account

ki

Confirmalory messages are sent o the user and the

Hecipient

Fig.68
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OneWallet Prepaid Top-up Process

Customer registers for service at the Telco / Bank /
Financial Service Provider (FSP) branded and web-
basaed WSC (part of Transaction Platform):

»  Create unigue User ID and PIN to access the
OneWalief and web-based User Porfal at WSC

«  Download OneWallet to mobile phone and/or £C

»  Setup Bank Account/s and/or Credit Card/s
which will be used to pay for services

\i

The Telco, securely and electronically, notifies the user
through the WSC as soon as the balance on Prepaid
Alrtime Card is below the threshold set by the user.
OneWallet alerts Customer on receiving the message.

Optionally, the OneWallet may locally generate a
—1 rmessage for the user as soon as the balance is below a
pre-set threshold.

Alternatively, the customer opens OneWallet to review
prepaid card balance:

«  QOpens the OneWallet using his/her UseriD and
PIN

»  Reviews prepaid balance and decides to Top-up

¥
Customer Tops-up Prepaid Card through OneWallet:

»  Selects preferred Bank Account or Credit Card
«  Selects the amount for the top-up
+ Inftiates secure payment request

¥

WS receives payment request from Cuslomer /
OneWallet: on authorization of transaction, WSC:

»  Reqguests appropriate funds to be Credited from
account specified by Customer, and debited fo
Bilf issuer’s account

s Sends a receipt of the fransaction to the
Customer / OneWallet

»  Updates telco system and log

Fig.72

¥
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Customer registers for service with Telco / Bank / Financial Service
Provider {FSP) branded and web-based WSC (part of Transaction Platform):

»  Create unique User ID and PN to access services and web-
based User Portal at W5(

o Setup Bank Account/s and/or Credit Card/s which will be used
to make payments for Prepaid Top-up

'

Customer approaches a refall Merchant, equipped with Merchant
Wallet and registered to perform Prepaid Top-up for the Telco

¥

Customer provides Merchant with User 1D, and Top-up Value:
Merchant eniers above details into Merchant Wallet and sends it to
the WSC

¥

On receiving transaction request from the Merchant Wallet, WSC
requests PIN from the Customer

o Customer can get this request directly to hisfher mobile phone
and send it to the WSC, OR

»  Customer can gef this request on Merchant Wallet and send
PiN through Merchant Wallet

¥
On authorization of transaction, WSC:

»  Requests appropriate funds to be debited from account
specified by Customer, and credited to the Telco’s account

*  Sends areceipt of transaction to the Merchant Wallet

»  Updates Telco’s system and log

¥

Merchant prints paper receipt for Customer using the Merchant
Waliat

Fig.73
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Merchant Wallel Prepaid Top-up Process
{Un-registered Users)

Cusiomer approaches retall Merchant, equipped with
Merchant Wallet and registered to Top-up Prepaid
Cards on behalf of the Telco

¥
Customer provides Merchant with Phone Number and

Top-up Value: Merchant enters above details into
Merchant Wallet

¥

Customer pays Merchant for Top-up of the Prepaid card
using cash or any other cash-alternalive product that
the Merchant gaccepts at that particular retall location

(credit card, check, etc.)

¥

Merchant sends details o the WSC through the
Merchant Wallet, and specifies that the amount has
been collected in the form of cash, credit card, elc. at
the retail location

¥
{On recelving transaction request, WSC:

»  Reguests appropriate funds to be Credited from
Merchant’s account, and debited to Teico’s account

*  Sends a receipt of the transaction to the Merchant
Wallet

« Updates Teico’s system and log

¥

Merchant prints paper receipt for Customer using the
Merchant Wallet

Fig.74
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TRANSACTIONAL SERVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 11/539,024, filed Oct. 5, 2006, of the
same title, presently pending. That application is a continua-
tion-in-part of the following commonly-owned, co-pending
U.S. patent applications, each of which is incorporated herein
by reference in its entirety: U.S. patent application Ser. No.
10/284,676, filed Oct. 31, 2002, entitled “System and meth-
ods for servicing electronic transactions™; U.S. patent appli-
cation Ser. No. 09/766,221, filed Jan. 19, 2001, entitled
“Method and system for managing user activities and infor-
mation using a customized computer interface.” U.S. patent
application Ser. No. 11/539,024 also claims the benefit of
U.S. Provisional Patent Application No. 60/724,066, filed
Oct. 5, 2005, entitled Methods and Systems for Transactional
Services,” naming Satyan Pitroda and Mehul Desai as inven-
tors.

[0002] Certain systems and methods are described in PCT
Pub. No. PCT WO 95/35546 to Satyan Pitroda and entitled
“Universal Electronic Transaction Card and system and
Methods of Conducting Electronic Transactions,” (referred to
herein as “Pitroda”) the entire teachings of which are hereby
incorporated by reference.

[0003] This application is related to the following U.S.
patents, each of which is incorporated herein by reference in
its entirety: U.S. Pat. No. 5,952,641, filed Nov. 21, 1996,
entitled “Security device for controlling the access to a per-
sonal computer or to a computer terminal”; U.S. Pat. No.
6,925,439, filed Mar. 10, 1999, entitled “Device, system and
methods of conducting paperless transactions”; U.S. Pat. No.
6,769,607, filed Jun. 6, 2000, entitled “Point of sale and
display adapter for electronic transaction device”; U.S. Pat.
No. 6,705,520, filed Nov. 15, 1999, entitled “Point of sale
adapter for electronic transaction device”; U.S. Pat. No.
5,590,038, filed Jun. 20, 1994, entitled ‘“Universal electronic
transaction card including receipt storage and system and
methods of conducting electronic transactions™; U.S. Pat. No.
3,999,050, filed Oct. 10, 1975, entitled “Electronic diary”;
and U.S. Pat. No. 5,884,271, filed Sep. 6, 1996, entitled
“Device, system and methods of conducting paperless trans-
actions device”.

[0004] This application is also related to the following pub-
lished PCT applications, each of which is incorporated herein
by reference in its entirety: PCT Pub. No. WO 02/057899,
filed Jan. 17, 2002, entitled “Method and system for manag-
ing user activities and information using a customized com-
puter interface”; PTC Pub. No. WO 03/012717, filed Jul. 30,
2001, entitled “System for distribution and use of virtual
stored value cards”; PCT Pub. No. WO 01/93172, filed Jun. 1,
2001, entitled “Doctor service provider”; PCT Pub. No. WO
01/37200, filed Sep. 21, 2000, entitled “Point of sale and
display adapter for electronic transaction device”; PCT Pub.
No. WO 01/37199, filed Sep. 8, 2000, entitled “Point of sale
adapter for electronic transaction device”; PCT Pub. No. WO
01/18629, filed Aug. 10, 2000, entitled “System and method
for servicing electronic transactions™; PCT Pub. No. WO
01/18629, filed Aug. 10, 2000, entitled “System and method
for servicing electronic transactions”; PCT WO 99/34314,
filed Dec. 30, 1998, entitled “Universal electronic communi-
cations card”; PCT WO 95/35546, filed Jun. 7, 1995, entitled
“Universal electronic transaction card and system and meth-
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ods of conducting electronic transactions™; and PCT WO
83/04327, filed May 21, 1982, entitled “System with remote
computer data entry device, associated apparatus and method
of using same”.

[0005] All patents, patent applications and other docu-
ments referenced herein are hereby incorporated by refer-
ence.

BACKGROUND

[0006] 1. Field

[0007] This application relates to methods and systems of
electronic transactions and particularly relates to mobile
secure electronic transactions.

[0008] 2. Description of the Related Art

[0009] Mobile devices with increasing capabilities enable
users to communicate with each other and to perform other
computing functions. However, while the widespread use of
these devices can enable business transactions, it also
increases the difficulty of supporting those transactions in a
secure way. A need exists for improved methods and systems
for enabling a wide variety of electronic transactions.

SUMMARY

[0010] Provided herein are methods and systems for sup-
porting secure electronic transactions, including those that
support security at the domain, user and device level.

[0011] Methods and systems disclosed herein include
methods and systems for receiving a request from a first
facility at a second facility; and transmitting an acknowledge-
ment to the request from the second facility to the first facility.
In some embodiments the first facility is capable of being
initialized, and in some embodiments the initialization of the
first facility comprises entering one or more of a code, per-
sonal identifier, password, personal identification number,
signature, or similar identifier. In some embodiments the first
facility is a universal electronic transaction facility. In some
embodiments the second facility is a service facility. In some
embodiments the service facility is a transaction service facil-
ity. Some embodiments include a method for providing the
first facility with a financial transaction service. In some
instances the request from the first facility is a transaction
request. The methods and systems may also include the first
step of establishing communications between the universal
electronic transaction facility and the transaction service
facility. In some embodiments the service facility is a wallet
service center. A wallet service center may include a service
facility that provides various services related to the features
and functions of an electronic transaction facility, including
services that can be accessed by user devices, merchant
devices, and devices of various service providers. A wallet
service center may include one or more servers, one or more
databases, and one or more other computing facilities. In
embodiments, a wallet service center may include one or
more security facilities, which may be multidimensional
security facilities. In some instances, such security facilities
may operate in accordance with a variety of distinct security
protocols, such as security protocols that are native to one or
more user devices, one or more network or transport domains
or facilities, one or more merchant systems, or one or more
service provider systems. Other features of a wallet service
center may be understood by reference to the embodiments
described herein and in the documents incorporated by refer-
ence herein.
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[0012] Methods and systems disclosed herein include
methods and systems for transmitting a request from a second
facility to afirst facility and receiving an acknowledgement of
the request at the second facility. In some embodiments the
first facility is capable of being initialized, and in some
embodiments the initialization of the first facility comprises
entering one or more of a code, personal identifier, password,
personal identification number, signature, or similar identi-
fier. In some embodiments the first facility is a transaction
facility. In some embodiments the second facility is a service
facility. In some embodiments the service facility is a trans-
action service facility. In some embodiments the method is a
method for providing the first facility with a financial trans-
action service. In some embodiments the request from the
second facility is a transaction request. In some embodiments
the transaction facility is a universal electronic transaction
facility.

[0013] Methods and systems disclosed herein include
methods and systems for transmitting an alert associated with
a pending transaction to a first facility from a second facility;
and receiving, at the second facility, a response to the alert. In
some instances, the response is a request for direct settlement
of'the transaction at the second facility; receiving from a third
facility a message comprising information pertaining to the
transaction; transmitting, from the second facility to the first
facility, a request for a code; receiving, at the second facility,
the code from the first facility; determining the validity of the
code; settling the transaction; and transmitting, from the sec-
ond facility and to both the first facility and the third facility,
an acknowledgement of the transaction being settled. In some
embodiments the first facility is a transaction facility. In some
embodiments the second facility is a service facility. In some
embodiments the service facility is a transaction service facil-
ity. In some embodiments the transaction facility is a univer-
sal electronic transaction facility. In some embodiments the
third facility is a merchant facility. In some embodiments the
message received from the third facility further comprises an
identifier that is unique to the third facility. In some embodi-
ments the method is a method for providing the first facility
with the capability of transacting with the third facility. In
some embodiments the method is a method for providing the
third facility with the capability of first sending a bill to the
first facility and then receiving payment of the bill from the
first facility. In some embodiments the service facility is a
wallet service center. In some embodiments the alert of a
transaction is a bill. In some embodiments the code is a
personal identifier.

[0014] Methods and systems disclosed herein include
methods and systems for conducting a transaction, including
receiving from a first facility a reference to a second facility;
sending a request to the first facility; receiving from the first
facility a response; determining the validity of the response;
settling a transaction between the first facility and the second
facility; and sending a confirmation of the transaction to both
the first facility and the second facility. In some embodiments
the first facility is capable of being initialized, and in some
embodiments the initialization of the first facility comprises
entering one or more of a code, personal identifier, password,
personal identification number, signature, or similar identi-
fier. In some embodiments the first facility is a source facility.
In some embodiments the source facility is a transaction
facility. In some embodiments the transaction facility is a
universal electronic transaction facility. In some embodi-
ments the second facility is a recipient facility. In some
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embodiments the recipient facility is a transaction facility. In
some embodiments the transaction facility is a universal elec-
tronic transaction facility. In some embodiments the method
is a method for enabling a person-to-person asset transfer
from the first facility to the second facility. In some embodi-
ments the reference to the second facility is an identifier. In
some embodiments the identifier is a unique identifier.

[0015] Methods and systems disclosed herein include
methods and systems for transferring money from one finan-
cial account to another, including receiving from a first facil-
ity a request for a funds transfer, the request comprising a
reference to a source account, a reference to a destination
account, and a transfer amount in response to the request for
a funds transfer; requesting a code from the first facility;
receiving the code from the first facility; and sending a con-
firmation of a funds transfer to the first facility. In some
embodiments the first facility is capable of being initialized,
and in some embodiments the initialization of the first facility
comprises entering one or more of a code, personal identifier,
password, personal identification number, signature, or simi-
lar identifier. In some embodiments the reference to the
source account is an identifier. In some embodiments the
identifier is a unique identifier. In some embodiments the
reference to the destination account is an identifier. In some
embodiments this destination identifier is a unique identifier.
In some embodiments the first facility is a transaction facility.
In some embodiments the transaction facility is a universal
electronic transaction facility.

[0016] Methods and systems disclosed herein include
methods and systems for receiving from a first facility a
request to transfer funds to a second facility, the request
comprising a reference to the first facility, a reference to the
second facility, and a transfer amount; in response to the
request for a funds transfer, requesting a code from the first
facility; receiving the code from the first facility; receiving
from the second facility a request for a funds transfer from the
first facility to the second facility; in response to the request
from the second facility, transmitting a request to the second
facility requesting the unique identifier of the second facility
and a code receiving from the second facility the unique
identifier of the second facility and the code; and transmitting
to the second facility an approval to release funds to the
second facility. In some embodiments the first facility is
capable of being initialized, and in some embodiments the
initialization of the first facility comprises entering one or
more of a code, personal identifier, password, personal iden-
tification number, signature, or similar identifier. In some
embodiments the first facility is a sender facility. In some
embodiments the sender facility is a merchant. In some
embodiments the second facility is a destination facility. In
some embodiments the destination facility is a merchant. In
some embodiments the reference to the first facility is an
identifier. In some embodiments the identifier is a unique
identifier. In some embodiments the reference to the second
facility is an identifier. In some embodiments the identifier is
a unique identifier.

[0017] Methods and systems disclosed herein include
methods and systems for conducting a transaction. In some
embodiments the method is a method for a wire transfer. In
some embodiments the method is a method for a money order.
In some embodiments the first facility is a transaction facility.
In some embodiments the first facility is a universal electronic
transaction facility. In some embodiments the second facility
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is a transaction facility. In some embodiments the second
facility is a universal electronic transaction facility.

[0018] Methods and systems disclosed herein include
methods and systems for conducting a transaction, including
receiving a transaction request from a second facility. Insome
embodiments the transaction request is associated with a first
facility and a third facility; in response to receiving the trans-
action request, sending a request for a code to the first facility;
receiving the code from the first facility; verifying the validity
of'the code sending the transaction request to the third facil-
ity; receiving from the third facility a confirmation of the
transaction; and sending a transaction authorization to the
second facility. In some embodiments the first facility is
capable of being initialized, and in some embodiments the
initialization of the first facility comprises entering a code,
personal identifier, password, personal identification number,
signature, or similar identifier. In some embodiments the
transaction is a purchase. In some embodiments the transac-
tion is an activation of a prepaid shopping card. In some
embodiments the transaction is a recharge of a prepaid shop-
ping card. In some embodiments the transaction is a top-up
(that is, increasing the amount of prepaid minutes) of a pre-
paid cell phone. In some embodiments the second facility is a
merchant facility. In some embodiments the first facility is a
customer facility. In some embodiments the third facility is a
supplier facility. In some embodiments the first facility is a
transaction facility. In some embodiments the transaction
facility is a universal electronic transaction facility.

[0019] Methods and systems disclosed herein include
methods and systems for providing an incentive to a con-
sumer, including transmitting an electronic coupon to a first
facility. In some embodiments the first facility is capable of
being initialized, and in some embodiments the initialization
of'the first facility comprises entering one or more of a code,
personal identifier, password, personal identification number,
signature, or similar identifier. In some embodiments the first
facility is a consumer facility. In some embodiments the con-
sumer facility is a transaction facility. In some embodiments
the consumer facility is a universal electronic transaction
facility.

[0020] Methods and systems disclosed herein include
methods and systems for transmitting an electronic coupon to
a first facility; receiving a unique identifier of the first facility
from a second facility; receiving data associated with the
coupon from the merchant facility; sending a request for a
code to the first facility; receiving the code from the first
facility; veritying the validity of the code; and sending an
electronic coupon redemption approval to the second facility.
In some embodiments the first facility is capable of being
initialized, and in some embodiments the initialization of the
first facility comprises entering a code, personal identifier,
password, personal identification number, signature, or simi-
lar identifier. In some embodiments the first facility is a con-
sumer facility. In some embodiments the consumer facility is
a transaction facility. In some embodiments the transaction
facility is a universal electronic transaction facility. In some
embodiments the second facility is a merchant facility.
[0021] In various embodiments, a merchant facility can
include or be hosted by any device with a processor, such as
a point of sale terminal, cash register, personal computer,
laptop computer, cellular phone, PDA, processor-equipped
retail display, kiosk, ATM, processor-equipped shelving,
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sign, billboard, barcode scanner, RFID device, scanner,
machine vision system, camera, card reader, magnetic stripe
reader or other device.

[0022] Methods and systems disclosed herein include
methods and systems for conducting a transaction, including
establishing a session with a first facility; requesting an inven-
tory status report from a second facility; transmitting the
inventory status report to the first facility; receiving a pur-
chase request from the first facility; executing the purchase
request with the second facility; and issuing a receipt to the
first facility. In some embodiments the first facility is capable
of being initialized, and in some embodiments the initializa-
tion of the first facility comprises entering one or more of a
code, personal identifier, password, personal identification
number, signature, or similar identifier. In some embodiments
the first facility is a consumer facility. In some embodiments
the consumer facility is a transaction facility. In some
embodiments the transaction facility is a universal electronic
transaction facility. In some embodiments the second facility
is a supplier facility. In some embodiments the supplier facil-
ity is a ticket retail facility. In some embodiments the supplier
facility is a ticket issuing facility. The methods and systems
may also include issuing a ticket to the first facility. In some
embodiments the purchase request is a ticket order. In some
embodiments the inventory status report is a ticket availabil-
ity report. In some embodiments the session is a secure ses-
sion.

[0023] Methods and systems disclosed herein include
methods and systems for withdrawing money from an
account, including receiving a request for a withdrawal from
an account associated with first facility; sending a request for
a code to the first facility; receiving the code from the first
facility; transmitting to a second facility an approval to accept
funds from the first facility; and sending a confirmation of the
withdrawal to the first facility. In some embodiments the first
facility is capable of being initialized, and in some embodi-
ments the initialization of the first facility comprises entering
one or more of a code, personal identifier, password, personal
identification number, signature, or similar identifier. In some
embodiments the first facility is a consumer facility. In some
embodiments the consumer facility is a transaction facility. In
some embodiments the transaction facility is a universal elec-
tronic transaction facility. In some embodiments the second
facility is a merchant facility. In some embodiments the mer-
chant facility is a bank.

[0024] Methods and systems disclosed herein include
methods and systems for depositing money into an account,
including receiving a request from a second facility to deposit
funds into an account associated with a first facility. In some
embodiments the request comprises a unique identifier of the
first facility, an identifier of the account associated with the
first facility, and an amount to be deposited. The methods and
systems may include sending a request for a code to the
second facility; receiving the code from the second facility;
transmitting to the second facility a confirmation of the
deposit into the account associated with the first facility; and
sending a confirmation of the deposit to the first facility. In
some embodiments the first facility is capable of being ini-
tialized, and in some embodiments the initialization of the
first facility comprises entering one or more of a code, per-
sonal identifier, password, personal identification number,
signature, or similar identifier. In some embodiments the first
facility is a consumer facility. In some embodiments the con-
sumer facility is a transaction facility. In some embodiments
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the transaction facility is a universal electronic transaction
facility. In some embodiments the second facility is a mer-
chant facility.

[0025] Universal electronic transaction facilities as
described herein may have any and all features and attributes
in various embodiments disclosed herein. In some embodi-
ments the universal electronic transaction facility provides a
user with “electronic wallet” capabilities. Like a person’s
leather, physical wallet, an electronic wallet contains one or
more identification cards, credit cards, or the like. The elec-
tronic wallet is an electronic collection of one or more of these
types of physical materials that can be reviewed, viewed and
used electronically to achieve similar results to the physical
analogs. In this manner, in some embodiments the electronic
wallet contains a credit card. In some embodiments the elec-
tronic wallet contains a medical card. In some embodiments
the electronic wallet contains a membership card. In some
embodiments the electronic wallet contains a promotional
card. In some embodiments the electronic wallet contains a
coupon. In some embodiments the electronic wallet is paper-
less. In some embodiments the electronic wallet provides a
data security feature. In some embodiments the universal
electronic transaction facility contains a component that
enables a service. In some embodiments enabling a service
comprises an interaction with a service facility. In some
embodiments the service facility authenticates a participant
in a transaction. In some embodiments the service facility is
the final authority as to the settlement of a transaction. In
some embodiments the service facility comprises a main
service facility. In some embodiments the interaction with a
service facility comprises utilizing a communication facility
to transmit data to a main service facility. In some embodi-
ments utilizing the communication facility comprises utiliz-
ing a network communication facility. In some embodiments
the service comprises a transactional method. In some
embodiments the transactional method comprises a financial
transactional method. In some embodiments the service com-
prises a transaction. In some embodiments the transaction
comprises a financial transaction. In some embodiments the
service is supplied by a service partner. In some embodiments
the service is delivered through a Web services oriented archi-
tecture. In some embodiments the service comprises a pre-
mium service associated with a financial charge. In some
embodiments the service comprises a free service. In some
embodiments the service is bill payment. In some embodi-
ments the bill payment comprises bill receipt. In some
embodiments the bill payment comprises bill payment. In
some embodiments the bill payment comprises bill receipt
and bill payment. In some embodiments the service is per-
sonal data management. In some embodiments the service is
security. In some embodiments the security is associated with
a function of the universal electronic transaction facility. In
some embodiments the security comprises a privacy feature
associated with the universal electronic transaction facility. In
some embodiments the security comprises theft determent. In
some embodiments the security comprises transaction integ-
rity. In some embodiments the security comprises data integ-
rity. In some embodiments the security comprises identity
authentication. In some embodiments the security comprises
non-repudiation. In some embodiments the security com-
prises revocation. In some embodiments the security com-
prises renewability. In some embodiments the security is
associated with the universal electronic transaction facility. In
some embodiments the service is promotion. In some

Jan. 12,2012

embodiments the promotion is associated with a loyalty card.
In some embodiments the promotion is associated with a
coupon. In some embodiments the promotion comprises an
incentive program. In some embodiments the promotion is
associated with the universal electronic transaction facility. In
some embodiments the promotion is directly distributed. In
some embodiments the directly distributed promotion is dis-
tributed by a vendor. In some embodiments the promotion is
distributed by a merchant. In some embodiments the mer-
chant comprises a retailer. In some embodiments the service
is banking. In some embodiments the banking comprises an
account transfer. In some embodiments the banking com-
prises access to an ATM {facility. In some embodiments the
banking comprises a microcredit transaction. In some
embodiments the banking comprises a microcredit settle-
ment. In some embodiments the banking comprises a func-
tion provided to the user of the universal electronic transac-
tion facility. In some embodiments the service comprises
applying for a new account. In some embodiments applying
for a new account comprises provided needed information to
a service facility. In some embodiments the service facility
comprises a bank. In some embodiments the service facility
comprises a credit card company. In some embodiments the
service is renewing an existing account. In some embodi-
ments the service is issuing a credit card. In some embodi-
ments the service is management of a sub-account. In some
embodiments the service is removing an account. In some
embodiments the service is canceling an account. In some
embodiments the service is shopping. In some embodiments
shopping comprises the providing personal information. In
some embodiments the personal information assists in brows-
ing merchandise. In some embodiments the personal infor-
mation assists in product selection. In some embodiments
shopping is associated with a shopping action. In some
embodiments the shopping action comprises checking for a
bargain. In some embodiments the shopping action comprises
checking for a discount. In some embodiments the shopping
action comprises checking for a related product. In some
embodiments the shopping action comprises receiving pro-
motional information. In some embodiments the shopping
action associated with browsing merchandise. In some
embodiments the service comprises a purchasing agent. In
some embodiments the service comprises a government ser-
vice. In some embodiments the government service is asso-
ciated with a passport. In some embodiments the government
service is associated with a visa. In some embodiments the
government service is associated with a social security num-
ber. In some embodiments the government service is associ-
ated with a motor vehicle. In some embodiments the govern-
ment service is associated with voting. In some embodiments
the service is customer profiling. In some embodiments cus-
tomer profiling benefits a user of the universal electronic
transaction facility. In some embodiments customer profiling
benefits a vendor. In some embodiments customer profiling
comprises profiling a group of users. In some embodiments
the service is inter-vendor cooperation. In some embodiments
the service is inter-vendor collaboration. In some embodi-
ments the service comprises a financial service. In some
embodiments the financial service is associated with a per-
son-to-person money transfer. In some embodiments the
financial service is associated with a money order. In some
embodiments the financial service is associated with a wire
transfer. In some embodiments the service comprises a pre-
paid service. In some embodiments the prepaid service com-
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prises a prepaid calling card. In some embodiments the pre-
paid service comprises a prepaid cell phone. In some
embodiments the prepaid service comprises a debit card. In
some embodiments the service is ticketing. In some embodi-
ments ticketing is associated with an airline. In some embodi-
ments ticketing is associated with a play. In some embodi-
ments ticketing is associated with a sporting event. In some
embodiments ticketing is associated with an auction. In some
embodiments ticketing is associated with a charitable func-
tion. In some embodiments ticketing is associated with an
educational function. In some embodiments ticketing is asso-
ciated with a ceremony. In some embodiments ticketing is
associated with a speech. In some embodiments ticketing is
associated with an entertainment event. In some embodi-
ments ticketing is associated with a hospitality facility. In
some embodiments a hospitality facility comprises a hotel. In
some embodiments ticketing is associated with paperless
tickets. In some embodiments paperless tickets are issued
directly to the universal electronic transaction facility. In
some embodiments the service comprises a manned ATM. In
some embodiments the service comprises a proximity trans-
action. In some embodiments the service is associated with
the universal electronic transaction facility. In some embodi-
ments the service comprises allowing an authorized user of
the universal electronic transaction facility to conduct a trans-
action with a merchant. In some embodiments the service
comprises allowing an authorized user of the universal elec-
tronic transaction facility to conduct a transaction with a peer.
In some embodiments the service comprises allowing an
authorized user of the universal electronic transaction facility
to conduct a transaction with a supplier. In some embodi-
ments the service comprises allowing an authorized user of
the universal electronic transaction facility to conduct a trans-
action with a transaction participant. In some embodiments
the service comprises a Web server. In some embodiments the
service comprises a transaction service. In some embodi-
ments the service comprises a user interface

[0026] User interfaces as disclosed herein may include a
wide variety of features and attributes. In some embodiments
the user interface comprises a display. In some embodiments
the display comprises an LCD. In some embodiments the
display comprises a touch screen. In some embodiments the
display comprises an organic light emitting diode. In some
embodiments the display comprises a flexible organic light
emitting diode. In some embodiments the display comprises
a projection display. In some embodiments the display ren-
ders an identifier. In some embodiments the identifier com-
prises a signature. In some embodiments the identifier com-
prises a bar code. In some embodiments the identifier
provides information to an operator of a support computer. In
some embodiments the display renders a signature. In some
embodiments the display provides visual feedback to auser of
the universal electronic transaction facility. In some embodi-
ments the display provides information to a user of the uni-
versal electronic transaction facility. In some embodiments
the display comprises a full size display. In some embodi-
ments the full size display is the size of a tablet PC. In some
embodiments the full size display is the size of a desktop PC.
In some embodiments the full size display comprises a
remote display. In some embodiments the remote display is
associated with a remote computer. In some embodiments the
display comprises a small size display. In some embodiments
the small size display is the size of that of a PDA. In some
embodiments the small size display is the size of that of a cell
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phone. In some embodiments the small size display is the size
of that of a camera. In some embodiments the small size
display is the size of that of a digital watch display. In some
embodiments the display is small enough to be portable. In
some embodiments the display is large enough to display
user-readable messages. In some embodiments the display is
large enough to display touch controls. In some embodiments
the display is small enough to be portable, large enough to
display user-readable messages, and large enough to display
touch controls. In some embodiments the display is embodied
in a remote device. In some embodiments the remote device
comprises a Web browser. In some embodiments the compo-
nent comprises a control facility. In some embodiments the
control facility controls functions of the universal electronic
transaction facility. In some embodiments the control facility
comprises a processor. In some embodiments the control
facility comprises a microprocessor. In some embodiments
the control facility comprises a computer. In some embodi-
ments the control facility comprises a display controller. In
some embodiments the control facility comprises a memory
component. In some embodiments the memory component
stores a value associated with a transactional method associ-
ated with the functionality of the universal electronic trans-
action facility. In some embodiments the value comprises a
unique identifier. In some embodiments the unique identifier
is used to discriminate one universal electronic transaction
facility from another. In some embodiments the value com-
prises access control information. In some embodiments the
access control information is used to prevent unauthorized
use of the universal electronic transaction facility. In some
embodiments the access control information comprises an
encoded signature. In some embodiments the access control
information comprises a personal identification number. In
some embodiments the access control information comprises
a biometric measure, such as a fingerprint or iris scan. These
and other biometric measures may also be encoded to further
enhance security.

[0027] Insome embodiments the value comprises personal
information identifying an owner of the universal electronic
transaction facility. This personal information may comprise
an individual’s name, a business’s name, a home address, a
home telephone number, a home fax number, a home e-mail
address, an office address, an office phone number, an office
fax number, an office e-mail address, a URL, a URI, height,
weight, birth date, a social security number, blood type, and/
or marital status. In some embodiments the value comprises
financial account information, such as a credit card number, a
date of issue, a date of expiration, a credit limit, a savings
account number, a checking account number, an investment
account number, a username associated with a financial
account. In some embodiments the value comprises medical
and health information associated with an owner of the uni-
versal electronic transaction facility. this may comprises an
indication of an allergy, a medical history, a medical condi-
tion, a health insurance number associated with a health
insurance plan, a physician name, a hospital name, a phar-
macy name. In some embodiments the value comprises a
stored cash value. In some embodiments the value comprises
branding information. In some embodiments the branding
information comprises a logo. In some embodiments the
branding information comprises an image of a credit card.

[0028] Insomeembodiments the memory component com-
prises RAM. In some embodiments the memory component
comprises ROM. In some embodiments the memory compo-
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nent comprises non-volatile RAM. In some embodiments the
memory component comprises a data storage facility. Insome
embodiments the data storage facility comprises a file. In
some embodiments the data storage facility comprises an
object-oriented database. In some embodiments the data stor-
age facility comprises a relational database. In some embodi-
ments the data storage facility comprises an object. In some
embodiments the data storage facility comprises a facility for
storing data. In some embodiments the data storage facility
comprises a facility for storing an application. In some
embodiments the data storage facility comprises a facility for
storing a program. In some embodiments the data storage
facility comprises a facility for storing an item associated
with the electronic facility. In some embodiments the
memory component is sufficient to store all data associated
with the participation of the universal electronic transaction
facility in the execution of a transactional method. In some
embodiments the memory component comprises a leak-re-
sistant cryptography facility. In some embodiments the leak-
resistant cryptography facility is a smart card. In some
embodiments the memory component comprises a magnetic
facility. In some embodiments the memory component com-
prises an optical facility. In some embodiments the memory
component comprises an electronic facility. In some embodi-
ments the memory component stores content. In some
embodiments the content is uploaded in whole to a support
computer. In some embodiments the content is stored in a
multidimensional database. In some embodiments the con-
tent is associated with a transactional method. In some
embodiments the memory component is operatively coupled
to a software conduit. In some embodiments the software
conduit uploads the content in part to a support computer. In
some embodiments the software conduit uploads the content
in partto alocal computer. In some embodiments the software
conduit uploads the content in part to a main service facility.
In some embodiments the software conduit uploads the con-
tent in whole to a main service facility. In some embodiments
the software conduit uploads the content in whole to a local
computer. In some embodiments the software conduit
uploads the content in whole to a main service facility. In
some embodiments the content is uploaded to a backup facil-
ity. In some embodiments the backup facility is a main service
facility. In some embodiments the content is a type of data that
is the same as a type of data stored by a main service facility.
In some embodiments the control facility comprises input/
output port management. In some embodiments the control
facility comprises a light emitting diode. In some embodi-
ments the light emitting diode indicates on/off status. In some
embodiments the on/off status is determined by a switch. In
some embodiments the control facility comprises a beeper. In
some embodiments the control facility comprises a speaker.
In some embodiments the control facility comprises a contact
facility. In some embodiments the contact facility connects to
an external facility. In some embodiments the contact facility
is associated with charging a battery. In some embodiments
the battery is integral to the universal electronic transaction
facility. In some embodiments the contact facility provides
power to the universal electronic transaction facility. In some
embodiments the contact facility provides data communica-
tions capability to the universal electronic transaction facility.
In some embodiments the contact facility comprises a power
pin. In some embodiments the contact facility comprises a
magnetic stripe. In some embodiments the contact facility
comprises a contact smart card facility. In some embodiments
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the contact facility comprises a power facility. In some
embodiments the contact facility comprises a data facility. In
some embodiments the control facility comprises a battery. In
some embodiments the control facility comprises a contact-
less facility. In some embodiments the control facility com-
prises a communication facility. In some embodiments the
communication facility comprises a contact facility. In some
embodiments the communication facility comprises a con-
tactless facility. In some embodiments the contactless facility
comprises interacting with an external facility. In some
embodiments the contactless facility comprises an infrared
facility. In some embodiments the infrared facility comprises
an IrDA facility. In some embodiments the contactless facility
comprises an RF facility. In some embodiments the RF facil-
ity is an RFID facility. In some embodiments the contactless
facility comprises a contactless smartcard facility. In some
embodiments the communication facility comprises a direct
communication facility. In some embodiments the commu-
nication facility comprises a local communication facility. In
some embodiments the communication facility comprises a
network communication facility. In some embodiments the
network communication facility comprises a connection to a
PSTN. In some embodiments the connection to the PSTN
comprises a modem. In some embodiments the network com-
munication facility comprises a connection to a data network.
In some embodiments the connection to a data network may
comprise an Ethernet card, an 802.11 wireless card, a Blue-
tooth facility, a cellular network (utilizing protocols such as
CDPD, GPRS, GSM, CSD, HSCSD, and SMS). In some
embodiments the network communication facility comprises
a connection to a special interface. In some embodiments the
special interface is a data communications interface that is
operatively coupled to a main service facility. In some
embodiments the network communication facility comprises
a secure data connection (such as a VPN, an IPSec connec-
tion, or an SSH connection). In some embodiments the com-
munication facility comprises a physical component. In some
embodiments the physical component is a category 5e cable
or other network component. In some embodiments the com-
munication facility comprises an application-oriented com-
ponent. In some embodiments the application-oriented com-
ponent is a Web server. In some embodiments the application-
oriented component is a Web browser. In some embodiments
the application-oriented component is associated with the
universal electronic transaction facility.

[0029] In some embodiments the communication facility
comprises a facility providing a direct connection to a main
service facility through an external facility. In some embodi-
ments the facility providing a direct connection to a main
service facility through an external facility is an application
implementing the Telnet protocol, the FTP protocol, or the
SSH protocol. In some embodiments the facility providing a
direct connection to a main service facility through an exter-
nal facility comprises an application providing a connection-
based tunnel through the external facility to the main service
facility. In some embodiments the facility providing a direct
connection to a main service facility through an external
facility comprises an application providing a session-based
tunnel through the external facility to the main service facil-
ity. In some embodiments the communication facility com-
prises an application-oriented communication facility. In
some embodiments the application-oriented communication
facility comprises a facility for connecting to a service pro-
vider’s Web server. In some embodiments the service pro-
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vider is a retailer. In some embodiments connecting to a
service provider comprises utilizing HTTP or HTTPS. In
some embodiments the communication is associated with the
embodiment of the universal electronic transaction facility. In
some embodiments the control facility comprises a power
facility (e.g. a battery, a DC power supply, a solar cell, a fuel
cell, a recharger, an inductive charger and/or a cigarette-
lighter adapter). In some embodiments the power facility
comprises a practicable source of power. In some embodi-
ments the power facility comprises a wireless interaction with
an external facility. In some embodiments the interaction with
the external facility comprises electromagnetic induction.

[0030] Insomeembodiments the universal electronic trans-
action facility is embodied in a form. In some embodiments
the form is 3.5 inches by 2.5 inches. In some embodiments the
form is the size of a credit card. In some embodiments the
form is the size of a stack of credit cards. In some embodi-
ments the form comprises a mobile device. In some embodi-
ments the mobile device comprises a PDA. In some embodi-
ments the mobile device comprises a smart card. In some
embodiments the mobile device comprises a cell phone. In
some embodiments the mobile device comprises a wearable
computer. In some embodiments the mobile device comprises
a watch. In some embodiments the mobile device comprises
a Blackberry. In some embodiments the mobile device com-
prises a Sidekick. In some embodiments the mobile device
comprises a ring. In some embodiments the mobile device
comprises a bracelet. In some embodiments the mobile
device comprises a pendant. In some embodiments the
mobile device comprises a shoe. In some embodiments the
mobile device comprises an eyeglasses rim. In some embodi-
ments the mobile device comprises a barrette. In some
embodiments the mobile device comprises a personal item
that auser wears. In some embodiments the form comprises a
cash register. In some embodiments the form comprises a
point of sale system. In some embodiments the form com-
prises a personal computer. In some embodiments the form
comprises a portable digital music player. In some embodi-
ments the form comprises a digital camera. In some embodi-
ments the form comprises a set-top box. In some embodi-
ments the form comprises a digital video recorder. In some
embodiments the form comprises a satellite receiver. In some
embodiments the form comprises an automobile. In some
embodiments the form comprises a utility meter. In some
embodiments the utility meter comprises an electric meter. In
some embodiments the utility meter comprises a gas meter. In
some embodiments the form is associated with a sale of a
thing. In some embodiments the form is associated with a
transfer of funds.

[0031] Insome embodiments the component comprises an
interface to an automobile. In some embodiments the com-
ponent comprises a GPS receiver. In some embodiments the
component comprises a facility enabling a mobile, location-
sensitive transaction. In some embodiments the component
comprises a user interface. In some embodiments the com-
ponent comprises a brightness adjustment facility. In some
embodiments the component comprises an enclosure. In
some embodiments the enclosure moderates an environmen-
tal lighting condition. In some embodiments the environment
lighting condition would otherwise hinder the usability of the
universal electronic transaction facility. In some embodi-
ments the component comprises a visible light sensor capable
of sensing an environment lighting condition. In some
embodiments a display is integral to the universal electronic
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transaction facility and operatively coupled to the visible light
sensor. In some embodiments the brightness of the display is
adjusted based upon the luminosity of the environmental
lighting condition, wherein the adjustment of the brightness
of'the display enhances the readability of the display by a user
of the universal electronic transaction facility.

[0032] In some embodiments the component comprises
software to support methods associated with transactions. In
some embodiments the software comprises an operating sys-
tem. This software may include a memory display manager, a
database display manager, an analysis algorithm, an analysis
procedure, an interface controller, a day planner, an I/O
driver, a display driver, a scheduler, a command manager, a
clock, a calendar, a universal electronic transaction facility
initialization program, an authorization program, a security
manager, and a signature manager. In some embodiments the
software comprises an operational application that emulates a
physical card. In some embodiments the physical card is a
credit card. In some embodiments the operational application
operates on an input value. In some embodiments the input
value is a gratuity. In some embodiments the input value is a
cash back quantity. In some embodiments the input value is a
monetary quantity associated with a transaction. In some
embodiments the physical card is a bank card. In some
embodiments an operational application operates on an input
value. In some embodiments the input value is a gratuity. In
some embodiments the input value is a cash back quantity. In
some embodiments the input value is a monetary quantity
associated with a transaction.

[0033] Insomeembodiments the physical card is a medical
card. In some embodiments the operational application is
associated with information associated with the medical
aspect of a person. In some embodiments the person is asso-
ciated with the universal electronic transaction facility. In
some embodiments the information associated with the medi-
cal aspect of the person is a medical history. In some embodi-
ments the information associated with the medical aspect of
the person is insurance information. In some embodiments
the information associated with the medical aspect of the
person is photo identification. In some embodiments the
physical card is a driver’s license. In some embodiments the
physical card is a phone card. In some embodiments the
physical card is an airline travel card. In some embodiments
the operational application interfaces with an airline reserva-
tion facility. In some embodiments the operational applica-
tion interfaces with a facility associated with airline travel. In
some embodiments the physical card is a car rental card. In
some embodiments the physical card is a universal integrated
card. In some embodiments the universal integrated card
comprises: the integration of a plurality of operational appli-
cations; an identity of a user associated with the universal
electronic transaction facility; and an account associated with
both the identity of the user and a transaction. In some
embodiments the transaction is associated with at least one of
the plurality of operational applications. In some embodi-
ments the component comprises a smartcard facility. In some
embodiments the component comprises a microphone with
speech recognition. In some embodiments the component
comprises a Bluetooth facility. In some embodiments the
component comprises a virtual private network. In some
embodiments the component comprises a holographic
memory facility. In some embodiments the component com-
prises a removable RAM facility. In some embodiments the
component comprises a removable ROM facility. In some
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embodiments the component comprises a registration facility
capable of registering with a central security facility. In some
embodiments the component comprises an activation facility
capable of interacting with the service facility. In some
embodiments the universal electronic transaction facility
may be a Linux, Macintosh or a Windows computer. In some
embodiments the universal electronic transaction facility
supports an additional features associated with one of a trans-
actional method and a general activity. In some embodiments
said additional feature comprises the entry of a code. In some
embodiments the code is an alphanumeric code. In some
embodiments the code is a personal identifier. In some
embodiments the code is a password. In some embodiments
the code is a personal identification number. In some embodi-
ments the code is a signature. In some embodiments said
additional feature comprises the display of a universal elec-
tronic transaction facility option. In some embodiments the
option is an account summary. In some embodiments said
additional feature comprises the display of a status associated
with a transaction. In some embodiments said status is indica-
tive of a completed transaction. In some embodiments said
additional feature comprises the display of a numeric keypad.
In some embodiments said numeric keypad responsive to a
user’s touch input. In some embodiments said additional fea-
ture comprises a notepad. In some embodiments said addi-
tional feature comprises a to-do list. In some embodiments
said additional feature comprises a contact. In some embodi-
ments said additional feature comprises an email program. In
some embodiments said additional feature comprises a task.
In some embodiments said additional feature comprises a
message. In some embodiments said additional feature com-
prises an instant message. In some embodiments said addi-
tional feature comprises an alarm. In some embodiments said
additional feature comprises a reminder. In some embodi-
ments said additional feature is associated with a general
computing capability. In some embodiments said additional
feature is associated with a transactional method. In some
embodiments said additional feature is associated with a gen-
eral user activity.

[0034] Insomeembodiments the universal electronic trans-
action facility interacts with a main service facility. In some
embodiments the main service facility is an HTTP server. In
some embodiments the main service facility is a personal
computer. In some embodiments the main service facility is a
workstation. In some embodiments the main service facility
is a laptop computer. In some embodiments the main service
facility provides functions as a service in a service oriented
architecture. In some embodiments the service is listed in a
registry of such services. In some embodiments the registry is
accessed by a client of the main service facility. In some
embodiments the client is a universal electronic transaction
facility. In some embodiments the main service facility is a
distributed computer. In some embodiments the main service
facility is a cluster computer. In some embodiments the main
service facility is a network of workstations. In some embodi-
ments the main service facility is a server. In some embodi-
ments the main service facility is a supercomputer. In some
embodiments the main service facility is a mainframe com-
puter. In some embodiments the main service facility is a
server farm. In some embodiments the main service facility is
a set of servers deployed at different geographic locations. In
some embodiments the interaction occurs via an external
connector. In some embodiments the external connector is
employed in association with the universal electronic trans-
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action facility and the main service facility during the execu-
tion of a transactional method. In some embodiments the
external connector comprises a telecommunications facility.
In some embodiments the external connector comprises an
Internet facility. In some embodiments the external connector
comprises an information processing facility. In some
embodiments the external connector comprises a user input
key. In some embodiments the external connector comprises
a liquid crystal display. In some embodiments the external
connector comprises a personal computer interface facility. In
some embodiments the external connector enables a transac-
tional method between the universal electronic transaction
facility and the main service facility. In some embodiments
the external connector comprises an RF facility. In some
embodiments the external connector comprises an IR facility.
In some embodiments the external connector facilitates com-
munication between the universal electronic transaction
facility and the main service facility. In some embodiments
the external connector is associated with a merchant. In some
embodiments the external connector is associated with a
transaction participant.

[0035] Insomeembodimentsthe universal electronic trans-
action facility requires the completion of an initialization
procedure prior to use. In some embodiments the initializa-
tion procedure associates a user with the universal electronic
transaction facility. In some embodiments one step in the
initialization process requires a user to enter a signature. In
some embodiments the signature becomes a permanent
record. In some embodiments the signature is used for veri-
fication. In some embodiments the signature is used for iden-
tification. In some embodiments the signature is used for
security purposes. In some embodiments the signature is
stored in nonvolatile RAM. In some embodiments the signa-
ture is automatically displayed on a display associated with
the universal electronic transaction facility during the exer-
cise of a transactional method. In some embodiments the
universal electronic transaction facility is ready for normal
use only after the user has entered the signature. In some
embodiments one step in the initialization process requires a
user to select a code. In some embodiments the code is up to
10 digits. In some embodiments the code is a personal iden-
tification number. In some embodiments later recalling and
providing the code is a prerequisite to accessing information
stored in the universal electronic transaction facility. In some
embodiments the user’s later failing to recall and provide the
code results in the partial disablement of the universal elec-
tronic transaction facility. In some embodiments the user’s
later failing to recall and provide the code results in the total
disablement of the universal electronic transaction facility. In
some embodiments the universal electronic transaction facil-
ity is ready for normal use only after the user has selected a
code.

[0036] Insomeembodimentsthe universal electronic trans-
action facility displays a command box on a display integral
to the universal electronic transaction facility. In some
embodiments the command box appears at the top of the
display. In some embodiments the command box is associ-
ated with a command In some embodiments the command is
“type”. In some embodiments the command is “print”. In
some embodiments the command is “erase”. In some embodi-
ments the command is “security”. In some embodiments the
command is “shift”. In some embodiments the command is
supported by the universal electronic transaction facility. In
some embodiments the remaining part of the display is avail-
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able for the display of information associated with a transac-
tional method. In some embodiments the universal electronic
transaction facility comprises a specific area that is assigned
for an original signature. In some embodiments the original
signature is entered by a user into the universal electronic
transaction facility during an initialization procedure. In
some embodiments the signature is permanently stored in the
universal electronic transaction facility. In some embodi-
ments the signature is used for identification purposes. In
some embodiments the specific area is subsequently utilized
by a user to write a signature. In some embodiments the user
writes the signature during the exercise of a transactional
method.

[0037] Insomeembodiments the universal electronic trans-
action facility provides for the digitization of a physical (or
biometric) trait associated with a user, such as captured in a
photograph, a fingerprint, a voice print, and/or an iris scan. In
some embodiments the physical trait is likely to be unique to
the user and not associated with another user. In some
embodiments the digitization of the physical trait provides for
identification of the user. In some embodiments the digitiza-
tion of the physical trait provides for authorization of the user.
In some embodiments the universal electronic transaction
facility displays a simulation of a physical card. In some
embodiments the simulation is a simulacrum. In some
embodiments the physical card is a credit card. In some
embodiments a signature collected during an initialization
procedure associated with the universal electronic transaction
facility is displayed during an exercise of a transactional
method. In some embodiments the signature is inspected by a
merchant. In some embodiments the signature is inspected by
a participant in the transactional method. In some embodi-
ments the simulacrum comprises basic card information. In
some embodiments the basic card information may comprise
a name, a card number, a date of issue, and/or an expiration
date. In some embodiments the basic card information is
stored within the universal electronic transaction facility. In
some embodiments the basic card information is presented in
the form of a bar code. In some embodiments the bar code is
read by a bar code reader.

[0038] Embodiments of a user interface may include many
features and attributes. A user interface may include a touch
screen. In some embodiments the user interface comprises a
touch memory button. In some embodiments the user inter-
face comprises a touch memory reader. In some embodiments
the user interface comprises a mouse. In some embodiments
the user interface comprises a trackball. In some embodi-
ments the trackball is integral to the universal electronic
transaction facility. In some embodiments the user interface
comprises a microphone. In some embodiments the micro-
phone enabled speech recognition. In some embodiments the
user interface comprises an RFID scanner. In some embodi-
ments the user interface comprises a Bluetooth interface to an
external user interface. In some embodiments the user inter-
face comprises a network interface. In some embodiments the
user interface comprises a remote Web browser operatively
coupled to the universal electronic transaction facility via a
network. In some embodiments the user interface comprises
a keyboard. In some embodiments the user interface com-
prises a click wheel. In some embodiments the user interface
comprises a track wheel. In some embodiments the user inter-
face comprises a pointer. In some embodiments the user inter-
face comprises a slider. In some embodiments the user inter-
face comprises a button. In some embodiments the user
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interface comprises a voice-activated interface. In some
embodiments the user interface comprises a stylus. In some
embodiments the user interface comprises a smart pen. In
some embodiments the user interface comprises a remote
control. In some embodiments the user interface comprises a
network interface. In some embodiments the user interface
comprises a software interface. In some embodiments the
user interface comprises a Web page. In some embodiments
the user interface comprises a browser. In some embodiments
the user interface comprises a camera. In some embodiments
the camera is a video camera. In some embodiments the
camera is a Web camera.

[0039] A UET or universal electronic transaction facility
may be capable of performing many functions and may have
many attributes. In some embodiments the universal elec-
tronic transaction facility is capable of storing a user’s signa-
ture as an essential part of an initialization process of the
universal electronic transaction facility. In some embodi-
ments the universal electronic transaction facility is capable
of'storing a security code as a part of an initialization process
of the universal electronic transaction facility. In some
embodiments the universal electronic transaction facility is
capable of being initialized, and in some embodiments the
initialization of the universal electronic transaction facility
comprises entering a code, personal identifier, password, per-
sonal identification number, signature, or similar identifier. In
some embodiments the initialization of the universal elec-
tronic transaction facility further comprises creating a client
profile. In some embodiments the initialization of the univer-
sal electronic transaction facility further comprises selecting
a transaction service provider. In some embodiments the ini-
tialization of the universal electronic transaction facility fur-
ther comprises registering with a central security agency.

[0040] Methods and systems disclosed herein include
methods and systems for making a payment, including issu-
ing a representation of a check to an electronic transaction
facility; storing the representation in memory associated with
the electronic transaction facility; and causing the represen-
tation to be transmitted in connection with a transaction. The
methods and systems may also include the step of assessing
information that is associated with the representation and
processing at least some of the information through a finan-
cial institution. In some embodiments the financial institution
is an ACH processing facility. The methods and systems may
also include the step of transmitting at least one of a cancelled
check and a transaction receipt back to the electronic trans-
action facility in response to a competed transaction. In some
embodiments the electronic transaction facility comprises at
least one of a cell phone, PDA, combination PDA cell phone,
satellite phone, mobile phone, mobile communication facil-
ity, laptop computer, handheld computer, desktop computer,
and a computer.

[0041] Methods and systems disclosed herein include
methods and systems for making a payment, including issu-
ing a representation of a money order to an electronic trans-
action facility; storing the representation in memory associ-
ated with the electronic transaction facility; and causing the
representation to be transmitted in connection with a transac-
tion. The methods and systems may also include the step of
transmitting a transaction receipt back to the electronic trans-
action facility in response to a competed transaction. The
methods and systems may also include the step of storing the
transaction receipt in the memory.
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[0042] Methods and systems disclosed herein include
methods and systems for transacting, including issuing per-
sonal health care information to a universal electronic trans-
action facility in a form that represents an actual record. In
some embodiments the personal health care information is a
patient’s electronic medical record. In some embodiments the
electronic medical record is stored on a user device. In some
embodiments the electronic medical record includes informa-
tion relating to at least one of a patient’s address, phone
number, email address, emergency contact information, pri-
mary care physician, age, height, weight, blood type, medical
conditions (e.g., disease, blood pressure, cholesterol levels),
currently prescribed medications, allergies, previous surger-
ies, previous health care providers, current health insurance
provider and policy number. In some embodiments a user
initiates a transaction relating to the personal health care
information with a health care provider. In some embodi-
ments a user transmits his electronic medical record to the
electronic network of a health care provider. In some embodi-
ments a user transmits his electronic medical record to the
electronic network of a health insurer. In some embodiments
a health care provider transmits new information to the user’s
electronic medical record. In some embodiments the personal
health care information relates to health insurance carrier
information. In some embodiments the health insurance car-
rier information includes information relating to at least one
of a health maintenance organization, preferred provider
organization, policy number, primary care physician auto-
mated referral authorization and service approval. In some
embodiments the personal health care information relates to a
prescription. In some embodiments the prescription includes
at least one of a link with pharmacy; doctor; link with a
patient, link with hospital, link with a doctor’s office, pay for
prescription on phone itself and just pick up at the pharmacist,
link to health insurance, and a link to a reimbursor. In some
embodiments the record comprises an electronic medical
record. In some embodiments the medical record includes
information related to at least one of a complete medical
record containing treatment history, current medications,
physicians, disease, and morbidities. In some embodiments
the record comprises an informed consent. In some embodi-
ments the informed consent includes information related to at
least one of treatment, health care proxy, and participation in
clinical trials. In some embodiments the record comprises
organ donor information. In some embodiments the organ
donor information relates to at least one of what is to be
donated, an appropriate signed consent, and witness form. In
some embodiments the record comprises medical emergency
contact information. In some embodiments the medical emer-
gency contact information includes at least one of an address,
phone, location of medical records, allergies to medications,
list of current medications person is taking, blood type, dis-
ease, and morbidities present in person.

[0043] Methods and systems disclosed herein include
methods and systems for transacting, including issuing a
secure voting ballot to a universal electronic transaction facil-
ity. In some embodiments the ballot comprises a representa-
tion of an actual ballot. The methods and systems may also
include the step of using the universal transaction facility to
make a vote. The methods and systems may also include the
step of issuing a receipt in response to the vote. In some
embodiments a user uses the universal electronic transaction
facility to make a voting transaction in connection with a vote.
In some embodiments the vote is for a public election. In
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some embodiments the vote is for public elected officials. In
some embodiments the elected officials comprise local,
municipal, county, state, and federal government. In some
embodiments the vote is for referendum items. In some
embodiments the vote is for a corporate election. In some
embodiments voting comprises directors, shareholders, prox-
ies, and tender offers. In some embodiments the vote is for a
product. In some embodiments a user votes as part ofa survey.
In some embodiments a corporation conducts a product sur-
vey. In some embodiments a product survey is conducted
while at home. In some embodiments the product survey is
conducted while in a store. In some embodiments the product
survey is conducted while viewing an advertisement. In some
embodiments the vote is for entertainment. In some embodi-
ments the entertainment vote is part of a show. In some
embodiments the vote is by the attending audience. In some
embodiments the vote is by television viewers. In some
embodiments a vote is for a favorite show. In some embodi-
ments the show is on television. In some embodiments the
show is in the movies. In some embodiments a vote is for an
alternate ending to a show. In some embodiments the vote is
for a bill or legislation. In some embodiments the vote is by
elected officials. In some embodiments the elected officials
vote in a senate. In some embodiments the elected officials
vote in a house of representatives. In some embodiments there
is an acknowledgement to the vote. In some embodiments the
user client facility receives a receipt. In some embodiments
the receipt is a facsimile of the ballot. In some embodiments
the ballot is marked to indicate a recorded vote. In some
embodiments the vote is recorded late. In some embodiments
the vote receipt to the user indicates the vote was received
late. In some embodiments the user is informed when the next
election is. In some embodiments the users identification is
marked as voted. In some embodiments the user is not able to
vote in the same election more than once. In some embodi-
ments at least one ballot is stored on the client facility. In some
embodiments a ballot comprises local, municipal, county,
state, federal, corporate, entertainment, product, or bill elec-
tions. In some embodiments the user selects a ballot to vote.
In some embodiments a voter is reminded to vote. The meth-
ods and systems may also include a user being issued an
actual ballot facsimile. In some embodiments the organiza-
tion taking the vote sends the ballot facsimile. In some
embodiments the user request a ballot facsimile from a vote
organization. The methods and systems may also include the
user client facility stores at least one ballot facsimile. In some
embodiments the ballot has attributes. In some embodiments
the attributes comprise name, address, personal identifica-
tion, vote date, vote start time, vote end time, or other attribute
for voting. The methods and systems may also include the
user transacts a vote. In some embodiments the user selects a
ballot. In some embodiments the user marks a ballot with the
users vote. The methods and systems may also include the
polling location issues a receipt of voting. In some embodi-
ments the receipt is a facsimile of the ballot marked with a
voting acknowledgement. In some embodiments the receipt
is a facsimile of an acknowledgement of voting. The methods
and systems may also include the user archiving the receipt of
the voting. In some embodiments the archive is by user-
defined category. In some embodiments at least one receipt is
archived. The methods and systems may also include secure
transaction capability, using a client facility and supported by
a secure distributed web-based platform. In some embodi-
ments secure transaction through any client facility. The
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methods and systems may also include the ability to issue,
securely and electronically, entire token. In some embodi-
ments the token has all necessary images, branding, and/or
data for conducting transactions. In some embodiments the
token is transmitted directly to a user. In some embodiments
transmitted through a wired and/or wireless medium. In some
embodiments transmitted to a personal client facility includ-
ing PCs, mobile phones, etc., and/or a public device for tem-
porary personal use. The methods and systems may also
include the ability to reproduce, securely and electronically,
multiple existing card, account, and vendor information. In
some embodiments the reproduction contains branding and
images, with necessary data for conducting transactions. In
some embodiments reproduction is on client facility. The
methods and systems may also include the ability to conduct
secure transactions, such as using Infrared, RF, and Bar-
Codes, or using various forms of over-the-air transactions.
The methods and systems may also include the ability to issue
to client facility securely and electronically, a receipt or
acknowledgement related to transactions conducted. In some
embodiments transactions may be performed locally. In some
embodiments transactions are performed using over-the-air
transactions. The methods and systems may also include the
ability to securely and electronically interact with multiple
domains, through any wired and/or wireless medium. In some
embodiments transactions are used to procure personalized
tokens. In some embodiments a UET is used to initiate and
complete transactions. In some embodiments to a user
receives receipt or acknowledgement of transaction.

[0044] The methods and systems may also include the abil-
ity to secure all proximity and over-the-air transactions,
including issuance of tokens and receipts, using three-dimen-
sional authentication. In some embodiments the three dimen-
sional verifying is the identification of the user, device and
domain for every transaction. In some embodiments this
includes using cryptography tools. In some embodiments a
user may customize the public/private key infrastructure on a
per user, per device and per domain basis. The methods and
systems may also include the ability to securely encrypt
tokens and receipts, where tokens and receipts are issued. In
some embodiments when tokens and receipts are stored on
the client facility.

[0045] The methods and systems may also include the abil-
ity to configure the user-interface and personalized/non-per-
sonalized applications on the client facility, optionally based
on the user’s preferences and in some embodiments through
the support of an Expert system. In some embodiments an
expert system operates over a period of time based on the
user’s behavior, usage patterns, transaction history and quali-
fied external inputs.

[0046] Methods and systems disclosed herein include
methods and systems for enabling a security transaction,
including issuing personal information to a universal elec-
tronic transaction facility, wherein the personal information is
adapted to be used in connection with a transaction; wherein
the transaction may involve the communication ofa facsimile
of'an actual object. In some embodiments the personal infor-
mation includes information about the user. In some embodi-
ments the personal information is at least one of a phone
number, address, email address, social security number, driv-
ers license, credit card accounts, debit card accounts, business
card information, address book, and email address book. In
some embodiments the personal information is communi-
cated through a security facility. In some embodiments the
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personal information is encrypted. In some embodiments the
personal information is stored encrypted. In some embodi-
ments the personal information is transmitted encrypted. In
some embodiments the personal information includes infor-
mation about user acquaintances. In some embodiments the
personal information is at least one of a phone number,
address, email address, and business card information. In
some embodiments the acquaintance’s personal information
is communicated with security methods. In some embodi-
ments the personal information is encrypted. In some
embodiments the personal information is stored in an
encrypted form. In some embodiments the personal informa-
tion is transmitted in an encrypted form. In some embodi-
ments the personal information manager tracks user activity.
In some embodiments the personal information manager
tracks monetary transactions. In some embodiments the per-
sonal information manager tracks acquaintance communica-
tions. In some embodiments the personal information man-
ager recognizes groups of acquaintances as being associated.
In some embodiments the personal information manager pro-
vides additional contacts. In some embodiments the addi-
tional contacts are determined by the user contact of an
acquaintance group. In some embodiments the contacts are
by email. In some embodiments the contacts are by phone. In
some embodiments the personal information manager inter-
acts with a user’s location. In some embodiments the user’s
location is determined by GPS. In some embodiments the
user’s location is by cell tower triangulation. In some embodi-
ments the personal information manager determines a user’s
proximity to acquaintances. In some embodiments the prox-
imity is determined at least in part by comparing the user’s
location to people in close proximity that match the informa-
tion in the user’s address book. In some embodiments the
object comprises at least one of a driver license, social secu-
rity card, credit card, debit card, personal ID, and other per-
sonal document. The methods and systems may also include
the step of storing one or more replicas of personal informa-
tion in memory associated with the universal electronic trans-
action facility. In some embodiments the replicas include
associated attributes. In some embodiments an attribute com-
prises at least one of a name, address, valid dates, height,
weight, and ID number. The methods and systems may also
include the transmission of personal information at a point of
atransaction. In some embodiments the point of transaction is
remote from recipient. In some embodiments the point of
transaction is local to the recipient. The methods and systems
may also include the user receiving areply from a transaction.
In some embodiments the reply comprises an email, a mes-
sage, abusiness card, an address card, or a phone number. The
methods and systems may also include the step of the user
archiving the replica of a reply. In some embodiments the
reply is by type of document. In some embodiments a type of
document comprises at least one of an email, a message, an
address, a phone number, and a business card. In some
embodiments the archive is initiated by an acquaintance. The
methods and systems may also include providing a secure
transaction capability, wherein the secure transaction capa-
bility includes using a client facility supported by a secure
distributed web-based platform. The methods and systems
may also include the step of the ability to issue, securely and
electronically, an entire token. In some embodiments the
token includes images, branding, and/or data for conducting
transactions. In some embodiments the token is transmitted
directly to a user. In some embodiments the transmission
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includes transmission through a wired and/or wireless
medium. In some embodiments the token is transmitted to a
personal client facility including at least one of a PC, mobile
phone, and a public device for temporary personal use. The
methods and systems may also include the step of providing
the ability to reproduce, securely and electronically, multiple
existing card, account, and vendor information. In some
embodiments the reproduction contains branding and
images. In some embodiments the step of reproduction is
accomplished on client facility. The methods and systems
may also include the step of providing the ability to conduct
secure transactions. In some embodiments the secure trans-
actions include the use of at least one of Infrared, RF, and
Bar-Codes. In some embodiments the secure transactions
include the use of at least one of using wireless transactions.
The methods and systems may also include the step of pro-
viding the ability to issue a receipt or acknowledgement
related to transactions conducted to a client facility securely.

[0047] Methods and systems disclosed herein include
methods and systems for enabling a security transaction,
including issuing a secure loyalty card to a universal elec-
tronic transaction facility. In some embodiments the loyalty
card relates to at least one of an airline frequent flyer miles,
rail frequent miles, hotel frequent stay rewards, store rewards,
store coupons, service business promotions, and store promo-
tions. In some embodiments the loyalty card is adapted to be
redeemed at a merchant. In some embodiments loyalty card is
adapted to be redeemed for money. In some embodiments
loyalty card is adapted to be redeemed for products. In some
embodiments loyalty card is adapted to be redeemed for
services. In some embodiments a user initiates a loyalty infor-
mation transaction through the universal electronic transac-
tion facility. In some embodiments the transaction is targeted
to a merchant. In some embodiments transaction is targeted to
a common set of merchants. In some embodiments transac-
tion is targeted to all available merchants. In some embodi-
ments a merchant initiates a loyalty information transaction
through the universal electronic transaction facility. In some
embodiments the merchant transmits loyalty information to a
predetermined list of users. In some embodiments a merchant
transmits loyalty information to a common set of users. In
some embodiments a merchant transmits loyalty information
to all associated users. The methods and systems may also
include the step of storing a loyalty card replica with associ-
ated attributes. The methods and systems may also include the
step of transmitting a redemption communication from the
universal electronic transaction facility. In some embodi-
ments the redemption takes place remotely. In some embodi-
ments the redemption takes place at the business location. In
some embodiments the redemption takes place in real time.
The methods and systems may also include the step of pro-
viding a transaction receipt by a merchant of the transaction.
In some embodiments the receipt takes place remotely. In
some embodiments the receipt takes place at the business
location. In some embodiments the receipt is in real time. The
methods and systems may also include the step of storing the
receipt in memory associated with the universal electronic
transaction facility. In some embodiments more than one
receipt is stored. The methods and systems may also include
providing secure transaction capability, using a client facility
supported by a secure distributed web-based platform. In
some embodiments secure transaction through any client
facility. The methods and systems may also include the step of
issuing an entire token, securely and electronically. In some
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embodiments the token has all necessary images, branding,
and/or data for conducting transactions. In some embodi-
ments the token is transmitted directly to a user. In some
embodiments transmitted through a wired and/or wireless
medium. In some embodiments transmitted to a personal
client facility including PCs, mobile phones, etc., and/or a
public device for temporary personal use. The methods and
systems may also include the step of providing a reproduction
facility adapted to reproduce, securely and electronically,
multiple existing card, account, and vendor information. In
some embodiments the reproduction contains branding and
images, with necessary data for conducting transactions. In
some embodiments reproduction is on client facility. The
methods and systems may also include the step of enabling
the universal electronic transaction facility with the ability to
conduct secure transactions, such as through Infrared, RF,
and Bar-Codes or various forms of wireless transactions. The
methods and systems may also include the step of providing
areceipt. The methods and systems may also include the step
of adapting the transaction facility to securely and electroni-
cally interact with multiple domains, through any wired and/
or wireless medium. In some embodiments methods and sys-
tems are used to procure personalized tokens. In some
embodiments methods and systems are used to initiate and
complete transactions. In some embodiments methods and
systems are used to receive receipt or acknowledgement of
transaction. The methods and systems may also include the
step of adapting the transaction facility to secure all proximity
and wireless transactions, including issuance of tokens and
receipts, using three-dimensional authentication. In some
embodiments the three dimensional verifying is the identifi-
cation of the user, device and domain for every transaction. In
some embodiments using cryptography tools. In some
embodiments methods and systems are used to customize the
public/private key infrastructure on a per user, per device and
per domain basis. The methods and systems may also include
the step of adapting the transaction facility with the ability to
securely encrypt tokens and receipts. In some embodiments
when tokens and receipts are issued. In some embodiments
tokens and receipts are stored on the client facility. The meth-
ods and systems may also include the step of adapting the
transaction facility ability to configure the user-interface and
personalized/non-personalized applications on the client
facility. In some embodiments a device is configured based on
the user’s preferences. In some embodiments a device is
configured through the support of an expert system (e.g. over
aperiod oftime a device is automatically configured based on
the user’s behavior, usage patterns, transaction history and
qualified external inputs). The methods and systems may also
include the adapting the transaction facility with the ability to
provision multiple tokens, multiple services and multiple per-
sonalized/non-personalized applications, with a high level of
throughput, efficiency, and fault tolerance. In some embodi-
ments based on the User’s preferences and through the sup-
port of an expert system. In some embodiments based on the
user’s behavior, usage patterns, transaction history and quali-
fied external inputs.

[0048] Methods and systems disclosed herein include
methods and systems for enabling a transaction, including
issuing an infotainment file to a universal electronic transac-
tion facility and making a transaction associated with the
infotainment. In some embodiments infotainment is from a
group comprising movies, movie clips, radio programming,
electronic books, video, games, video games, music, and
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music clips. In some embodiments the infotainment is played
on the user client facility. In some embodiments the infotain-
ment has a license. The methods and systems may also
include the storage of infotainment replicas. In some embodi-
ments at least one version of infotainment replica is stored. In
some embodiments at least one type of infotainment replica is
stored. The methods and systems may also include the trans-
mission of a purchase request is made. In some embodiments
the purchase is made remotely. In some embodiments the
purchase is made at a sales location. In some embodiments
funds are transferred from the user during a purchase request.
In some embodiments the fund transaction is in real time. The
methods and systems may also include the transmission of a
receipt from a merchant. In some embodiments the receipt is
transmitted remotely. In some embodiments the receipt is
transmitted at the sales location. In some embodiments the
receipt is transmitted in real time. The methods and systems
may also include the archive of the receipt replica by the user.
In some embodiments the user client may store at least one
replica. In some embodiments the user client may store rep-
licas for at least one merchant. The methods and systems may
also include providing secure transaction capability, using a
client facility and supported by a secure distributed web-
based platform. In some embodiments secure transaction
through any client facility. The methods and systems may also
include adapting the transaction facility with the ability to
issue, securely and electronically, an entire token. In some
embodiments the token has all necessary images, branding,
and/or data for conducting transactions. In some embodi-
ments the token is transmitted directly to a user. In some
embodiments the token is transmitted through a wired and/or
wireless medium. In some embodiments the token is trans-
mitted to a personal client facility including PCs, mobile
phones, etc., and/or a public device for temporary personal
use.

[0049] Themethods and systems may also include adapting
the transaction facility with the ability to reproduce, securely
and electronically, multiple existing card, account, and ven-
dor information. In some embodiments the reproduction con-
tains branding and images, with necessary data for conduct-
ing transactions. In some embodiments reproduction is on a
client facility. The methods and systems may also include
adapting the transaction facility with the ability to conduct
secure transactions, such as using Infrared, RF, and bar codes,
using over-the-air transactions or the like. The methods and
systems may also include adapting the transaction facility
with the ability to issue to client facility securely and elec-
tronically, a receipt or acknowledgement related to transac-
tions conducted. In some embodiments a receipt or acknowl-
edgement is issued at a location of the user, such as a merchant
location, optionally using over-the-air transactions. The
methods and systems may also include adapting the transac-
tion facility with the ability to securely and electronically
interact with multiple domains, through any wired and/or
wireless medium, such as to procure personalized tokens, to
initiate and complete transactions or to receive receipt or
acknowledgement of transaction. The methods and systems
may also include adapting the transaction facility with the
ability to secure all proximity and over-the-air transactions,
including issuance of tokens and receipts, using three-dimen-
sional authentication. In some embodiments the three-dimen-
sional verifying is the identification of the user, device and
domain for every transaction, optionally using known cryp-
tography tools, such as DES encryption, PGP encryption,
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public key-private key techniques, or other cryptography
tools. In some embodiments a host may customize the public/
private key infrastructure on a per user, per device and per
domain basis. The methods and systems may also include
adapting the transaction facility with the ability to securely
encrypt tokens and receipts when tokens and receipts are
issued. In some embodiments when tokens and receipts are
stored on the client facility. The methods and systems may
also include adapting the transaction facility with the ability
to configure the user-interface and personalized/non-person-
alized applications on the client facility, such as based on
preferences, such as through an expert system. Personaliza-
tion or configuration may take place over a period of time
based on the user’s behavior, usage patterns, transaction his-
tory and qualified external inputs. The methods and systems
may also include adapting the transaction facility with the
ability to provision multiple tokens, multiple services and
multiple personalized/non-personalized applications, with a
high level of throughput, efficiency, and fault tolerance,
optionally based on the User’s preferences and through the
support of an expert system. In some embodiments based on
the user’s behavior, usage patterns, transaction history and
qualified external inputs. These and other systems, methods,
objects, features, and advantages of the present invention will
be apparent to those skilled in the art from the following
detailed description of the preferred embodiment and the
drawings. All documents mentioned herein are hereby incor-
porated in their entirety by reference.

[0050] Provided herein may be methods and systems for
providing universal electronic transactions. In an aspect of the
invention, a method may involve providing a universal elec-
tronic transaction facility. In variations of this method, the
universal electronic transaction facility may be capable of
providing a separate security protocol based on at least a
domain, a device and a user of the universal electronic trans-
action facility. In variations of this method, the method may
further comprise providing a secure, distributed web-based
platform that is associated with the universal electronic trans-
action facility. In versions of this variation, the method may
further comprise providing a secure transaction capability to
a user via the universal electronic transaction facility and in
association with the web-based platform.

[0051] Invariations of this method, the method may further
comprise providing a secure transaction capability to a user
via the universal electronic transaction facility. In versions of
this variation, the transaction capability is associated with a
payment application. In versions of this variation, the trans-
action capability is associated with a non-payment applica-
tion. In versions of this variation, the secure transaction capa-
bility may comprise an ability to issue an acknowledgement
of a transaction to the universal electronic transaction facility.
The acknowledgement may be a receipt.

[0052] Invariations of this method, the universal electronic
transaction facility may be a client device. In variations of this
method, the universal electronic transaction facility may
operate in accordance with a wallet metaphor. In variations of
this method, the universal electronic transaction facility may
not operate in accordance with a wallet metaphor.

[0053] Invariations of this method, the universal electronic
transaction facility may be a personal device. In variations of
this method, the universal electronic transaction facility may
be a public device. In variations of this method, the universal
electronic transaction facility may be capable of interacting
with multiple domains.
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[0054] Invariations of this method, the method may further
comprise transmitting data to the universal transaction facil-
ity. In versions of this variation, the data may be at least one of
an acknowledgement, a receipt, a token. In versions of this
variation, the universal electronic transaction facility is
capable of encrypting the data at the universal electronic
transaction facility. The universal electronic transaction facil-
ity may further be capable of storing the encrypted data at the
universal electronic transaction facility. The data may be one
or more instances of one or more of the following things: a
bill, an acknowledgement, a receipt, a statement, a loyalty
statement, a coupon, a promotion, a transaction summary, a
violation record, a ticket, a driver’s license, a check book, a
check, a token.

[0055] Inanaspectoftheinvention, a system may comprise
auniversal electronic transaction facility. In variations of this
system, the universal electronic transaction facility may
include a generator of a separate security protocol based on at
least a domain, a device and a user of the universal electronic
transaction facility. In variations of this system, the system
may further comprise a secure, distributed web-based plat-
form that is associated with the universal electronic transac-
tion facility. In versions of this variation, the system may
further comprise a secure transaction capability associated
with the universal electronic transaction facility and the web-
based platform

[0056] In variations of this system, the system may further
comprise a secure transaction capability in association with
the universal electronic transaction facility. In versions of this
variation, the transaction capability is associated with a pay-
ment application. In versions of this variation, the transaction
capability is associated with a non-payment application. In
versions of this variation, the secure transaction capability
may comprise a transaction acknowledgement facility in
communication with the universal electronic transaction
facility. The acknowledgement facility may include a receipt.
[0057] In variations of this system, the universal electronic
transaction facility may be a client device. In variations of this
system, the universal electronic transaction facility may be
operable in accordance with a wallet metaphor. In variations
of this method, the universal electronic transaction facility
may not be operable in accordance with a wallet metaphor.
[0058] In variations of this system, the universal electronic
transaction facility may be a personal device. In variations of
this system, the universal electronic transaction facility may
be a public device. In variations of this system, the universal
electronic transaction facility includes interaction capability
for multiple domains.

[0059] In variations of this system, the system may further
comprise a data transmission facility in communication with
the universal transaction facility. In versions of this variation,
the data transmission facility includes at least one of an
acknowledgement, areceipt, atoken. In versions of this varia-
tion, the universal electronic transaction facility includes a
data encryption facility. The universal electronic transaction
facility may further include an encrypted data storage facility.
The data storage facility may include data storage capacity for
at least one of a bill, an acknowledgement, a receipt, a state-
ment, a loyalty statement, a coupon, a promotion, a transac-
tion summary, a violation record, a ticket, a driver’s license, a
check book, a check, a token.

[0060] In an aspect of the invention, methods and systems
may include providing an operative coupling between a uni-
versal electronic transaction facility and an external system.
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In a variation of this method, the universal electronic trans-
action facility may be capable of providing a separate security
protocol based on at least a domain, a device and a user of the
universal electronic transaction facility. In a variation of this
method, the external system is a transactional system. In
versions of this variation, the transactional system is a point-
of-sale system.

[0061] In variations of this method, the operative coupling
is secure. In variations of this method, the operative coupling
is wireless. In variations of this method, the operative cou-
pling is wired.

[0062] In an aspect of the invention, a system may include
auniversal electronic transaction facility and an external sys-
tem operatively coupled thereto. In an embodiment of the
system, the universal electronic transaction facility may
include a separate security protocol facility based on at least
a domain, a device and a user of the universal electronic
transaction facility. In an embodiment of the system, the
external system is a transactional system. In versions of this
embodiment, the transactional system is a point-of-sale sys-
tem.

[0063] Inembodiments of the system, operatively coupled
is securely coupled. In embodiments of the system, opera-
tively coupled is wirelessly coupled. In embodiments of the
system, operatively coupled is wired.

[0064] In another aspect of the invention, a method may
comprise receiving data from a universal electronic transac-
tion facility and conducting an action in response to the data
received from a universal electronic transaction facility. In a
variation of this method, the universal electronic transaction
facility may be capable of providing a separate security pro-
tocol based on at least a domain, a device and a user of the
universal electronic transaction facility.

[0065] In a variation of this method, the method further
comprises issuing a token to a user of a universal electronic
transaction facility prior to receiving the data, wherein the
data is associated with the token. In versions of this variation,
the action may be a transaction that is based on verification of
the token. The transaction may be conducted in a real world.
The real world may contain a device-to-device communica-
tion. The real world may contain a bar code and bar code
reader. The transaction conducted in a real world may be a
proximity transaction. The transaction may be conducted in a
virtual world. The transaction conducted in a virtual world
may be an over-the-air transaction. The transaction may be
associated with a biometric parameter. The transaction may
not be associated with a biometric parameter. In versions of
this variation, issuing the token may be done securely and
electronically. In versions of this variation, the token may be
personalized to the user. In versions of this variation, the
token may not be personalized to the user. In versions of this
variation, the token may encompass necessary data for con-
ducting the action. In versions of this variation, the token may
encode at least one of an image or branding. In versions of this
variation, issuing the token may be done over a wired
medium. In versions of this variation, issuing the token may
be done over a wireless medium. In versions of this variation,
the token may be associated with at least one of a credit card,
a bank account, a frequent flyer card, a stored value card, a
loyalty card, an insurance card, a driver’s license, a bill, or a
coupon.

[0066] In a variation of this method, the method may fur-
ther comprise issuing a plurality of tokens to a user of a
universal electronic transaction facility prior to receiving the
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data, wherein the data is associated with the token. In a
variation of this method, the method may further comprise
securing the action using three-dimensional authentication.
In versions of this variation, three-dimensional authentication
may involve verifying the identity of a user, the universal
electronic transaction facility, and a domain.

[0067] In another aspect of the invention, a system may
comprise a universal electronic transaction facility and a data
receiver in communication with the universal electronic
transaction facility, wherein the data receiver is responsive to
data received from the universal electronic transaction facil-
ity. In a variation of this method, the universal electronic
transaction facility may include a separate security protocol
facility based on at least a domain, a device and a user of the
universal electronic transaction facility. In a variation of this
method, the method may further comprise a data token asso-
ciated with the universal electronic transaction facility. Ver-
sions of this variation may further comprise a token verifica-
tion transaction. The token verification transaction may be a
real world transaction. The real world transaction may
include device-to-device communication. The real world
transaction may include a bar code reader and a bar code. The
real world transaction may be a proximity transaction. The
token verification transaction may be a virtual world transac-
tion. The virtual world transaction may be an over-the-air
transaction. The token verification transaction may be asso-
ciated with a biometric parameter. The token verification
transaction may not be associated with a biometric parameter.
The token verification transaction may further be associated
with three-dimensional authentication security. Three-di-
mensional authentication may include a user identity verifi-
cation facility, a universal electronic transaction verification
facility, and a domain verification facility. In versions of this
variation, the data token may be secure and electronic. The
version may further comprise a plurality of user data tokens
associated with the universal electronic transaction, wherein
data is associated with each user data token. In versions of this
variation, the data token may be personalized to a user. In
versions of this variation, the data token may not be person-
alized to a user. In versions of this variation, the data token
may include necessary data for an action. In versions of this
variation, the data token may include encoding for at least one
of an image or branding. In versions of this variation, the
association of the data token may be over a wired medium. In
versions of this variation, the association of the data token
may be over a wireless medium. In versions of this variation,
the association of the data token may be with at least one of a
credit card, a bank account, a frequent flyer card, a stored
value card, a loyalty card, an insurance card, a driver’s
license, a bill, or a coupon.

[0068] In another aspect of the invention, a method of pro-
viding a service may include communicating with a universal
electronic transaction facility and communicating with a ser-
vice provider. In a variation of this method, the communica-
tion may be associated with the provision of a service that is
provided by the service provider. In versions of this variation,
the service is provided to the user via the universal electronic
transaction facility. In versions of this variation, the service
may be one of the following services: bill payment, person-
to-person transaction, money order/transfer, prepaid airtime
top-up, ticketing, marketing, electronic checking, licensing,
health service, travel service, infotainment service, personal
information management service, training, a lottery, voting.
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[0069] Inavariationofthis method, the universal electronic
transaction facility may be capable of providing a separate
security protocol based on at least a domain, a device and a
user of the universal electronic transaction facility. In a varia-
tion of this method, the communication may be secure. In
versions of this variation, the secure communication is pro-
vided according to three-dimensional authentication.

[0070] In a variation of this method, the communication
may be associated with the provision of a plurality of services
that are provided by at least one of the service provider and a
second service provider. In a variation of this method, the
communication may be associated with a plurality of appli-
cations. In versions of this variation, at least one of the appli-
cations may be personalized. In versions of this variation, at
least one of the applications may be non-personalized.

[0071] In a variation of this method, the communication
may be in accordance with a user preference. In a variation of
this method, the communication may be in accordance with
data that is provided by an expert system.

[0072] In another aspect of the invention, a system may
comprise a universal electronic transaction facility and a ser-
vice provider in communication therewith. In a variation of
the system, the service provider may include a service facility
responsive to said communication. In a version of this varia-
tion, the service facility may include one of the following
services: bill payment, person-to-person transaction, money
order/transfer, prepaid airtime top-up, ticketing, marketing,
electronic checking, licensing, health service, travel service,
infotainment service, personal information management ser-
vice, training, a lottery, voting. In a variation of the system,
the universal electronic transaction facility may include a
separate security protocol capacity based on at least a domain,
a device and a user of the universal electronic transaction
facility. In versions of this variation, the service provider may
be in communication with a user via the universal electronic
transaction facility.

[0073] In a variation of the system, the communication is
secure. In versions of this variation, the secure communica-
tion is three-dimensional authentication. In a variation of the
system, the system may further comprise a second service
provider and a plurality of services associated with the at least
one of the service provider and a second service provider. In
a variation of the system, the system may further comprise a
plurality of applications associated with the service provider.
In versions of this variation, at least one of the applications
may be personalized. In versions of this variation, at least one
of the applications may be non-personalized.

[0074] Ina variation ofthe system, the communication may
be in accordance with a user preference. In a variation of the
system, the communication may be in accordance with data
that are provided by an expert system.

[0075] Inan aspect of the invention, a method may include
providing a multidimensional database in association with a
universal electronic transaction facility. In a variation of this
method, the universal electronic transaction facility may be
capable of providing a separate security protocol based on at
least a domain, a device and a user of the universal electronic
transaction facility.

[0076] In another aspect of the invention, a system may
include a multidimensional database and a universal elec-
tronic transaction facility in association therewith. In an
embodiment of this system, the universal electronic transac-
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tion facility may include a separate security protocol based on
at least a domain, a device and a user of the universal elec-
tronic transaction facility.

[0077] Inan aspect of the invention, a method may include
providing a personalized token in association with a universal
electronic transaction facility. In a variation of this method,
the universal electronic transaction facility may be capable of
providing a separate security protocol based on at least a
domain, a device and a user of the universal electronic trans-
action facility. In a variation of this method, the personalized
token may be an official electronic identifier of the user. In
versions of this variation, the personalized token may be
associated with at least one of the following things: a driver’s
license, a passport. In versions of this variation, the person-
alized token may be at least one of the following kinds of
token: a secure and electronic token, a branded token. In a
variation of this method, the personalized token may be pro-
vided at a point of transaction. In a variation of this method,
the personalized token may be provided in real time.

[0078] In an aspect of the invention, a system may include
a universal electronic transaction facility and a personalized
token in association therewith. In a variation of this system,
the universal electronic transaction facility may include a
separate security protocol based on at least a domain, a device
and a user of the universal electronic transaction facility. In a
variation of this system, the personalized token may be an
official electronic identifier of a user. In versions of this varia-
tion, the personalized token may be associated with at least
one of the following: a driver’s license, a passport. In versions
of'this variation, the personalized token may be at least one of
the following: a secure and electronic token, a branded token.
[0079] In avariation of this system, the personalized token
may be a point of transaction token. In a variation of this
system, the personalized token may be a real time token.
[0080] In another aspect of the invention, a method may
include providing a merchant-oriented user interface in asso-
ciation with a universal electronic transaction facility,
wherein the user interface allows the merchant to issue a
token to a user of the universal electronic transaction facility.
In a variation of this method, the universal electronic trans-
action facility may be capable of providing a separate security
protocol based on at least a domain, a device and a user of the
universal electronic transaction facility. In a variation of this
method, the token is a branded token. In a version of this
variation, the branded token may be secure and electronic. In
a version of this variation, the branded token may be associ-
ated with at least one of the following things: a driver’s
license, a passport, a statement, a coupon, a promotion, a
ticket, a ticket associated with a violation, a check book, a
check, a secure and electronic token, a branded token, a credit
card, abank account, a frequent flyer card, a stored value card,
a loyalty card, an insurance card, a bill, a bill, a merchant-
issued credit card, a merchant-issued loyalty card, prepaid
airtime, a money order, a money transfer, an account

[0081] In another aspect of the invention, a system may
comprise a universal electronic transaction facility and amer-
chant-oriented user interface in association therewith,
wherein the merchant-oriented user interface includes a user
token issuing facility in communication with the universal
electronic transaction facility. In a variation of this system,
the universal electronic transaction facility may include a
separate security protocol based on at least a domain, a device
and a user of the universal electronic transaction facility. In a
variation of this system, the user token issuing facility may
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include a branded token issuing facility. In a version of this
variation, the branded token issuing facility may be secure
and electronic. In a version of this variation, the branded
token issuing facility may be associated with at least one of
the following: a driver’s license, a passport, a statement, a
coupon, a promotion, a ticket, a ticket associated with a vio-
lation, a check book, a check, a secure and electronic token, a
branded token, a credit card, a bank account, a frequent flyer
card, a stored value card, a loyalty card, an insurance card, a
bill, a bill, a merchant-issued credit card, a merchant-issued
loyalty card, prepaid airtime, a money order, a money trans-
fer, an account.

[0082] Inan aspect of the invention, a method may include
providing a user interface for initializing a universal elec-
tronic transaction facility. In a variation of this method, the
universal electronic transaction facility may be capable of
providing a separate security protocol based on at least a
domain, a device and a user of the universal electronic trans-
action facility. In a variation of this method, the user interface
may allow a user to manage at least one parameter of the
universal electronic transaction facility. In versions of this
variation, the at least one parameter may be associated with at
least one of the following things: a domain, a device, a user
identifier, a password, a security protocol. In a variation of
this method, the user may be an administrator.

[0083] Inan aspect of the invention, a system may include
auser interface, wherein the user interface includes an initial-
izing facility for a universal electronic transaction facility. In
a variation of this system, the system may further comprise a
separate security protocol based on at least a domain, a device
and a universal electronic transaction facility user. In a varia-
tion of this system, the user interface may include a manage-
ment facility in association with at least one universal elec-
tronic transaction facility parameter. In versions of this
variation, the at least one universal electronic transaction
facility parameter may be associated with at least one of the
following: a domain, a device, a user identifier, a password, a
security protocol. In a variation of the system, the user inter-
face may be an administrator interface.

[0084] Inan aspect of the invention, a method may include
providing a mobile wallet in association with a universal
electronic transaction facility. In a variation of this method,
the universal electronic transaction facility may be capable of
providing a separate security protocol based on at least a
domain, a device and a user of the universal electronic trans-
action facility. In a variation of this method, the mobile wallet
may include an electronic representation of an item that is
associated with a user. In a version of this variation, the item
may be at least one of the following things: a driver’s license,
a passport, a statement, a coupon, a promotion, a ticket, a
ticket associated with a violation, a check book, a check, a
secure and electronic token, a branded token, a credit card, a
back card, abank account, a frequent flyer card, a stored value
card, a loyalty card, an insurance card, a bill, a bill, a mer-
chant-issued credit card, a merchant-issued loyalty card, pre-
paid airtime, a money order, a money transfer, an account. In
aversion of this variation, the item may be an official identity
document of the user.

[0085] In an aspect of the invention, a system may include
auniversal electronic transaction facility and a mobile wallet
in association therewith. In a variation of this system, the
system may further comprise a separate security protocol
based on at least a domain, a device and a user ofthe universal
electronic transaction facility, wherein the separate security
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protocol is associated with the universal electronic transac-
tion facility. In a variation of this system, the mobile wallet
may include an electronic representation of a user item. In
versions of this variation, the user item may be at least one of
the following: a driver’s license, a passport, a statement, a
coupon, a promotion, a ticket, a ticket associated with a vio-
lation, a check book, a check, a secure and electronic token, a
branded token, a credit card, a back card, a bank account, a
frequent flyer card, a stored value card, a loyalty card, an
insurance card, a bill, a bill, a merchant-issued credit card, a
merchant-issued loyalty card, prepaid airtime, a money order,
a money transfer, an account. In versions of this variation, the
user item may be an official identity document of a user.

[0086] Inan aspect of the invention, a method may include
providing a universal electronic transaction facility that is
adapted to support a transaction within a non-standard trans-
action domain. In a variation of this method, the universal
electronic transaction facility may be capable of providing a
separate security protocol based on at least a domain, a device
and a user of the universal electronic transaction facility. In a
variation of'this method, the non-standard transaction domain
may be the Web and the universal electronic transaction facil-
ity supports transactions using a secure, Web-based, person-
alized portal. In a variation of this method, the non-standard
transaction domain may be associated with gaming and the
universal electronic transaction facility supports transactions
using a secure gaming portal. In a variation of this method, the
non-standard transaction domain may be associated with a
merchant and the universal electronic transaction facility sup-
ports transactions using a secure merchant portal. In a varia-
tion of this method, the non-standard transaction domain may
be associated with a government and the universal electronic
transaction facility supports transactions using a secure gov-
ernmental portal. In a variation of this method, the non-
standard transaction domain may be associated with an enter-
prise and the universal electronic transaction facility supports
transactions using a secure enterprise portal. In a variation of
this method, the non-standard transaction domain may be
associated with healtl/fitness and the universal electronic
transaction facility supports transactions using a secure
health/fitness portal. In a variation of this method, the non-
standard transaction domain may be associated with a reli-
gion and the universal electronic transaction facility supports
transactions using a secure religious portal. In a variation of
this method, the non-standard transaction domain may be
associated with a sport and the universal electronic transac-
tion facility supports transactions using a secure sports portal.
In a variation of this method, the non-standard transaction
domain may be associated with insurance and the universal
electronic transaction facility supports transactions using a
secure insurance portal. In a variation of this method, the
non-standard transaction domain may be associated with a
university and the universal electronic transaction facility
supports transactions using a secure university portal. In a
variation of'this method, the non-standard transaction domain
may be associated with a party and the universal electronic
transaction facility supports transactions using a secure party
portal. In versions of this variation, the party may be a politi-
cal party. In a variation of this method, the non-standard
transaction domain may be associated with a pharma-ex-
change and the universal electronic transaction facility sup-
ports transactions using a secure pharma-exchange portal. In
a variation of this method, the non-standard transaction
domain may be associated with a commodity exchange and
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the universal electronic transaction facility supports transac-
tions using a secure commodity exchange portal. In a varia-
tion of this method, the non-standard transaction domain may
be associated with an airline and the universal electronic
transaction facility supports transactions using a secure air-
line portal. In a variation of this method, the non-standard
transaction domain may be associated with transportation and
the universal electronic transaction facility supports transac-
tions using a secure transportation portal.

[0087] Inan aspect of the invention, a system may include
auniversal electronic transaction facility adapted to support a
transaction within a non-standard transaction domain. In a
variation of this system, the system may further comprise a
separate security protocol based on at least a domain, a device
and a universal electronic transaction facility user, wherein
the separate security protocol is associated with the universal
electronic transaction facility. In a variation of this system,
the non-standard transaction domain may be the Web and the
universal electronic transaction facility may include a secure,
Web-based, personalized portal. In a variation of this system,
the non-standard transaction domain may be associated with
gaming and the universal electronic transaction facility may
include a secure gaming portal. In a variation of this system,
the non-standard transaction domain may be associated with
a merchant and the universal electronic transaction facility
may include a secure merchant portal. In a variation of this
system, the non-standard transaction domain may be associ-
ated with a government and the universal electronic transac-
tion facility may include a secure governmental portal. In a
variation of this system, the non-standard transaction domain
may be associated with an enterprise and the universal elec-
tronic transaction facility may include a secure enterprise
portal. In a variation of this system, the non-standard trans-
action domain may be associated with health/fitness and the
universal electronic transaction facility may include a secure
health/fitness portal. In a variation of this system, the non-
standard transaction domain may be associated with a reli-
gion and the universal electronic transaction facility may
include a secure religious portal. In a variation of this system,
the non-standard transaction domain may be associated with
a sport and the universal electronic transaction may include a
secure sports portal. In a variation of this system, the non-
standard transaction domain may be associated with insur-
ance and the universal electronic transaction facility system
may include a secure insurance portal. In a variation of this
system, the non-standard transaction domain may be associ-
ated with a university and the universal electronic transaction
facility may include a secure university portal. In a variation
of this system, the non-standard transaction domain may be
associated with a party and the universal electronic transac-
tion facility may include a secure party portal. In versions of
this variation, the party may be a political party. In a variation
of this system, the non-standard transaction domain may be
associated with a pharma-exchange and the universal elec-
tronic transaction facility may include a secure pharma-ex-
change portal. In a variation of this system, the non-standard
transaction domain may be associated with a commodity
exchange and the universal electronic transaction facility may
include a secure commodity exchange portal. In a variation of
this system, the non-standard transaction domain may be
associated with an airline and the universal electronic trans-
action facility may include a secure airline portal. In a varia-
tion of this system, the non-standard transaction domain may
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be associated with transportation and the universal electronic
transaction facility may include a secure transportation por-
tal.

[0088] In another aspect of the invention, a method may
comprise providing a financial service in association with a
universal electronic transaction facility. In a variation of this
method, the universal electronic transaction facility may be
capable of providing a separate security protocol based on at
least a domain, a device and a user of the universal electronic
transaction facility. In a variation of this method, the financial
service may be selected from the group consisting of bill
payment, person-to-person payment, money order payment,
funds transfer, a top-up transaction, a ticketing transaction,
issuance of a coupon, and resolution of a check.

[0089] In a variation of this method, the financial service
may include securely issuing, to the universal electronic
transaction facility, at least one electronic replica of at least
one of the following items: a bill from a bill issuer, a payment
token, money order, money transfer token, a prepaid airtime
token, a ticket, a ticket associated with a violation, a loyalty
card, an account, a coupon, a promotion, a check book, a
check, a license, a driver’s license.

[0090] In a version of this variation, the financial service
may further include communicating at least one of branding,
animage, information required to complete a transaction. The
transaction may involve procuring a service from a merchant.
The transaction may be a procurement of a service from a
ticket issuer.

[0091] In a version of this variation, the financial service
may further include alerting a user based on at least one
attribute of the at least one item. The attribute may be asso-
ciated with at least one of a date of expiry, a change of address,
anumber of a check, a number of checks remaining, a number
of days before a coupon can be redeemed, a redemption date,
a date of travel, a due date, a time, a time of issuance, a
financial balance.

[0092] In a version of this variation, the financial service
may further include enabling a user to securely pay the bill
using universal electronic transaction facility. Paying the bill
may occur in real time. Paying the bill may be associated with
an on-line settlement of the bill paying the bill is associated
with an off-line settlement of the bill. Paying the bill may be
associated with at least one of a preferred mode of payment,
a preferred time, a preferred location.

[0093] In a version of this variation, the financial service
may further comprise securely issuing, to the universal elec-
tronic transaction facility, an electronic replica of at least one
of the following confirmations: a receipt that is associated
with a bill; a transaction summary statement; a marketing
vehicle; a ticket associated with a violation; a license. The
license may be at least one of a driver’s license, a gun license,
a liquor license, a fishing license, a hunting license. The
marketing vehicle may be at least one of a loyalty card, an
account, a coupon, a promotion. The transaction summary
statement may be associated with a transaction between a
user of the universal transaction facility and another user. The
electronic replica may contain a payment stamp. The finan-
cial service may further include enabling a user to pay another
user. The other user may have a universal electronic transac-
tion facility. Paying another user may occur securely and in
real time. Paying another user may be associated with an
on-line settlement. Paying another user may be associated
with an off-line settlement. The electronic replica may be
delivered to a universal electronic transaction facility of auser
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that receives funds according to the financial service. The
electronic replica may contain a summary that is associated
with the financial service. The summary may be a frequent
flyer summary. The electronic replica may include a can-
celled check.

[0094] In a version of this variation, the financial service
may further include enabling a transfer of units that is
securely initiated at the universal electronic transaction facil-
ity. The financial service may include debiting units from a
first account and crediting at units to a second account,
wherein at least one of the debiting or crediting is contingent
on validating a user and a request. Enabling the financial
service may include issuing a request to a service provider,
wherein the request is associated with completing the credit-
ing and debiting under the control of the service provider.
Issuing the transfer may be initiated via wireless communi-
cations. Issuing the transfer may be initiated via proximity-
based communications. The units may be financial units. The
units may be airtime units. The financial service may further
comprise enabling a use of the funds by the user that receives
the funds. The financial service is a ticket issuance service.
[0095] 1In a version of this variation, the financial service
may further include enabling a top-up of an account, wherein
the top-up is securely initiated at the universal electronic
transaction facility.

[0096] In a version of this variation, the financial service
may further include securely redeeming the electronic rep-
lica. A wireless communication may initiate securely
redeeming the electronic replica. A proximity-based commu-
nication may initiate securely redeeming the electronic rep-
lica.

[0097] In a version of this variation, the financial service
may further include securely receiving the electronic replica.
[0098] In a version of this variation, the financial service
may be the issuance of a ticket that is associated with a
violation, and wherein the electronic replica is of a driver’s
license.

[0099] In a version of this variation, the financial service
may further include a unit transfer enabling facility, wherein
the unit transfer enabling facility is in secure communication
with the universal electronic transaction facility. The financial
service may include a unit debiting facility in association with
a first account and a unit crediting facility in association with
a second account, wherein at least one of the unit debiting
facility or unit crediting facility is contingent on a user and
request validation. The financial service may further com-
prise a service provider request issuance facility associated
with a service provider crediting and debiting facility. The
unit transfer enabling facility may be in communication via
wireless communications. The unit transfer enabling facility
may be in communication via proximity-based communica-
tions. The unit transfer enabling facility may include financial
units. The unit transfer enabling facility may include financial
units. The unit transfer enabling facility may include airtime
units. The financial service may further comprise a user funds
enablement and receipt facility.

[0100] Inavariationofthis method, the universal electronic
transaction facility may be a client device.

[0101] Inanaspectoftheinvention, a system may comprise
a universal electronic transaction facility and a financial ser-
vice in association therewith. In a variation of this system, the
universal electronic transaction facility may include a sepa-
rate security protocol based on at least a domain, a device and
a universal electronic transaction facility user. In a variation
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of'this system, the financial service may be selected from the
group consisting of bill payment, person-to-person payment,
money order payment, funds transfer, a top-up transaction, a
ticketing transaction, issuance of a coupon, and resolution of
a check.

[0102] In a variation of this system, the financial service
includes: a secure issuance facility in association with the
universal electronic transaction facility and at least one elec-
tronic replica of at least one of the following items: a bill from
a bill issuer, a payment token, money order, money transfer
token, a prepaid airtime token, a ticket, a ticket associated
with a violation, a loyalty card, an account, a coupon, a
promotion, a check book, a check, a license, a driver’s license.
[0103] In a version of this variation, the financial service
may further include a communication facility comprising at
least one of branding, an image, information required to com-
plete a transaction. The transaction may involve merchant
service procurement. The transaction may include ticket
issuer service procurement.

[0104] In a version of this variation, the financial service
further includes a user alert based on at least one attribute of
the at least one item. The attribute may be associated with at
least one of a date of expiry, a change of address, a number of
a check, a number of checks remaining, a number of days
before a coupon can be redeemed, a redemption date, a date of
travel, a due date, a time, a time of issuance, a financial
balance.

[0105] In a version of this variation, the financial service
may further include a secure bill payment facility in associa-
tion with the universal electronic transaction facility. The
secure bill payment facility may be real time based. The
secure bill payment facility may be associated with an on-line
settlement of the bill. The secure bill payment facility may be
associated with an off-line settlement of the bill. The secure
bill payment facility may be associated with at least one of a
preferred mode of payment, a preferred time, a preferred
location. The secure bill payment facility may further include
a secure electronic replica redemption facility. The secure
electronic replica redemption facility may be proximity-
based.

[0106] In a version of this variation, the financial service
may further comprise a secure electronic replica issuance
facility, in communication with the universal electronic trans-
action facility, wherein the secure electronic replica issuance
facility includes an electronic replica of at least one of the
following confirmations: a receipt that is associated with a
bill; a transaction summary statement; a marketing vehicle; a
ticket associated with a violation; a license. The license may
be at least one of a driver’s license, a gun license, a liquor
license, a fishing license, a hunting license. The marketing
vehicle may be at least one of a loyalty card, an account, a
coupon, a promotion. The transaction summary statement
may be associated with a transaction between a user of the
universal transaction facility and another user. The electronic
replica may contain a payment stamp. The financial service
may further include a user-to-user payment enabling facility
for a plurality of users. At least one additional user of the
plurality of users may have a universal electronic transaction
facility. The user-to-user payment enabling facility may be
secure and in real time. The user-to-user payment enabling
facility may be associated with an on-line settlement. The
user-to-user payment enabling facility may be associated
with an off-line settlement. The secure electronic replica issu-
ance facility may include an electronic replica delivery facil-
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ity responsive to: a) the universal electronic transaction facil-
ity and b) a user fund receipt facility associated with the
financial service. The electronic replica may contain a sum-
mary that is associated with the financial service. The sum-
mary may be a frequent flyer summary. The electronic replica
may include a cancelled check.

[0107] In a version of this variation, the financial service
may further include secure account top-up enablement,
responsive to the universal electronic transaction facility.
[0108] In a version of this variation, the financial service
may further include secure redemption of the electronic rep-
lica.

[0109] In a version of this variation, the financial service
may further include a secure electronic replica receiving
facility.

[0110] In a version of this variation, the financial service
may include a ticket issuance facility associated with a vio-
lation, and wherein the electronic replica is of a driver’s
license.

[0111] Inavariation ofthis system, the universal electronic
transaction facility may be a client device.

[0112] Informational Systems and Methods for Universal
Electronic Transaction Facilities

[0113] In another aspect of the invention, a method may
include providing an informational service in association
with a universal electronic transaction facility. In a variation
of this method, the universal electronic transaction facility
may be capable of providing a separate security protocol
based on at least a domain, a device and a user ofthe universal
electronic transaction facility. In a variation of this method,
the informational service may be provided upon completion
of the separate security protocols. In a variation of this
method, the informational service may be provided upon
completion of the separate security protocols.

[0114] In another aspect of the invention, a system may
include a universal electronic transaction facility and an
informational service in association therewith. In a variation
of this system, the universal electronic transaction facility
includes a separate security protocol based on at least a
domain, a device and a universal electronic transaction facil-
ity user. In a variation of this system, the informational ser-
vice may be responsive to the separate security protocols. In
a variation of this system, the informational service may
include a personalization facility responsive to a universal
electronic transaction facility user.

[0115] In another aspect of the invention, a method may
comprise implementing a universal electronic transaction
facility on a handheld device of the user. In a variation of this
method, the universal electronic transaction facility may be
capable of providing a separate security protocol based on at
least a domain, a device and a user of the universal electronic
transaction facility. In a variation of this method, the handheld
device may be a handset.

[0116] In another aspect of the invention, a system may
include a universal electronic transaction facility and a hand-
held device implementation facility in association therewith.
In a variation of this system, the universal electronic transac-
tion facility may include a separate security protocol based on
at least a domain, a device and a user of the universal elec-
tronic transaction facility. In a variation of this system, the
hand-held device implementation facility may be a handset
implementation facility.

[0117] In another aspect of the invention, a method may
comprise providing a universal electronic transaction facility
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and displaying a user’s financial account information on the
universal electronic transaction facility. In a variation of this
method, the universal electronic transaction facility may be
capable of providing a separate security protocol based on at
least a domain, a device and a user of the universal electronic
transaction facility.

[0118] Inavariationofthis method, the universal electronic
transaction facility may encompass a handheld device of the
user. In versions of this variation, the handheld device may be
a handset.

[0119] In another aspect of the invention, a system may
include a universal electronic transaction facility and a user
financial account information display facility in association
therewith. In a variation of this system, the universal elec-
tronic transaction facility may include a separate security
protocol based on at least a domain, a device and a user of the
universal electronic transaction facility. In a variation of this
system, the universal electronic transaction facility may
include a user handheld device. In versions of this variation,
the user handheld device may be a handset.

[0120] In another aspect of the invention, a method may
include providing a universal electronic transaction facility
and providing a train ticket on the universal electronic trans-
action facility of a user. In a variation of this method, the
universal electronic transaction facility may be capable of
providing a separate security protocol based on at least a
domain, a device and a user of the universal electronic trans-
action facility. In a variation of this method, the universal
electronic transaction facility may encompass a handheld
device of the user. In versions of this variation, the handheld
device may be a handset.

[0121] In another aspect of the invention, a system may
include a universal electronic transaction facility and a user
train ticket in association therewith. In a variation of this
system, the universal electronic transaction facility may
include a separate security protocol based on at least a
domain, a device and a universal electronic transaction facil-
ity user. In a variation of this system, the universal electronic
transaction facility may include a user handheld device. In
versions of this variation, the user handheld device may be a
handset

[0122] In another aspect of the invention, a method may
include providing a universal electronic transaction facility,
and providing a secure transaction facility in association with
the universal electronic transaction facility. In a variation of
this method, the method may further comprise a client device
that interfaces with the secure transaction facility. In a varia-
tion of this method, the secure transaction facility may be
supported by a secure distributed web-based platform. In a
variation of this method, the universal electronic transaction
facility may operate in accordance with a wallet metaphor. In
a variation of this method, the universal electronic transaction
facility may be associated with a payment application. In a
variation of this method, the universal electronic transaction
facility may be personalized for a user. In versions of this
variation, the user may be identified to the system via a RFID.
[0123] In another aspect of the invention, a system may
include a universal electronic transaction facility, and a secure
transaction facility in association with the universal elec-
tronic transaction facility. In a variation of this system, the
system further comprises a client device that interfaces with
the secure transaction facility. Ina variation of this system, the
secure transaction facility may be supported by a secure dis-
tributed web-based platform. In a variation of this system, the
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universal electronic transaction facility may operate in accor-
dance with a wallet metaphor. In a variation of this system, the
universal electronic transaction facility may operate in accor-
dance with a wallet metaphor. In a variation of this system, the
universal electronic transaction facility may be personalized
for a user. In versions of this variation, the user may be
identified to the system via a RFID.

[0124] In another aspect of the invention, a method may
include providing a universal electronic transaction facility,
wherein the user interface allows a user electronically to
obtain a token for conducting transactions

[0125] Inavariationofthis method, the universal electronic
transaction facility may be capable of providing a separate
security protocol associated with obtaining the token. In a
variation of this method, the token may be a branded token. In
versions of this variation, the branded token may be associ-
ated with at least one of the following things: a driver’s
license, a passport, a statement, a coupon, a promotion, a
ticket, a ticket associated with a violation, a check book, a
check, a secure and electronic token, a branded token, a credit
card, abank account, a frequent flyer card, a stored value card,
a loyalty card, an insurance card, a bill, a bill, a merchant-
issued credit card, a merchant-issued loyalty card, prepaid
airtime, a money order, a money transfer, an account. In a
variation of this method, the token may be issued directly to a
personal client device of the user. In versions of this variation,
the personal client device may be selected from the group
consisting of a PC, a mobile phone, and a mobile personal
computer. In a variation of this method, the token may be
issued directly to a public client device of the user. In a
variation of this method, the token may be issued through a
wireless medium. In a variation of this method, the token may
be issued through a wired medium.

[0126] In another aspect of the invention, a system may
include a universal electronic transaction facility, wherein the
user interface allows a user electronically to obtain a token for
conducting transactions. In a variation of this system, the
universal electronic transaction facility may be capable of
providing a separate security protocol associated with obtain-
ing the token. In a variation of this system, the token may be
a branded token. In versions of this variation, the branded
token may be associated with at least one of the following
things: a driver’s license, a passport, a statement, a coupon, a
promotion, a ticket, a ticket associated with a violation, a
check book, a check, a secure and electronic token, a branded
token, a credit card, a bank account, a frequent flyer card, a
stored value card, a loyalty card, an insurance card, a bill, a
bill, a merchant-issued credit card, a merchant-issued loyalty
card, prepaid airtime, a money order, a money transfer, an
account. In a variation of'this system, the token may be issued
directly to a personal client device of the user. In versions of
this variation, the personal client device may be selected from
the group consisting of a PC, a mobile phone, and a mobile
personal computer. In a variation of this system, the token
may be issued directly to a public client device of the user. In
a variation of this system, the token may be issued through a
wireless medium. In a variation of this system, the token may
be issued through a wired medium.

[0127] In another aspect of the invention, a method may
include providing a universal electronic transaction facility,
wherein the user interface allows a user securely and elec-
tronically to reproduce data for conducting transactions on a
client device. In a variation of this method, the data for con-
ducting transactions may comprise at least one data set asso-
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ciated with a first existing account. In versions of this varia-
tion, the first existing account may be selected from the group
consisting of a credit card account, a debit account, a bank
account, a brokerage firm account, and a vendor account.
Versions of this variation may further comprise a second data
set associated with a second existing account. The second
existing account may be selected from the group consisting of
a credit card account, a debit account, a bank account, a
brokerage firm account, and a vendor account.

[0128] In a variation of this method, the user interface may
display branding data in association with the data for con-
ducting transactions on the client device. In a variation of this
method, the data for conducting transactions may be repro-
duced on a personal client device of the user. In a variation of
this method, the data for conducting transactions may be
reproduced on a public client device of the user. In versions of
this variation, the public client device may be designated for
temporary personal use.

[0129] Inavariation of this method, the data reproduced on
the client device may be directly displayed on the client
device. In a variation of this method, the data reproduced on
the client device may be indicated by an on-screen icon. In
versions of this variation, the on-screen icon may be associ-
ated with branding data.

[0130] In another aspect of the invention, a system may
include a universal electronic transaction facility, wherein the
user interface allows a user securely and electronically to
reproduce data for conducting transactions on a client device.
In a variation of this system, the data for conducting transac-
tions may comprise at least one data set associated with a first
existing account. In versions of this variation, the first existing
account may be selected from the group consisting of a credit
card account, a debit account, a bank account, a brokerage
firm account, and a vendor account. Versions of this variation
may further comprise a second data set associated with a
second existing account. The second existing account may be
selected from the group consisting of a credit card account, a
debit account, a bank account, a brokerage firm account, and
a vendor account.

[0131] In a variation of this system, the user interface may
display branding data in association with the data for con-
ducting transactions on the client device. In a variation of this
system, the data for conducting transactions may be repro-
duced on a personal client device of the user. In versions of
this variation, the personal client device may be selected from
the group consisting of a PC, a mobile phone, and a mobile
personal computer.

[0132] Inavariation of this system, the data for conducting
transactions may be reproduced on a public client device of
the user. In versions of this variation, the public client device
may be designated for temporary personal use.

[0133] Ina variation of this system, the data reproduced on
the client device may be directly displayed on the client
device. In a variation of this method, the data reproduced on
the client device may be indicated by an on-screen icon. In
versions of this variation, the on-screen icon may be associ-
ated with branding data.

[0134] In another aspect of the invention, providing a uni-
versal electronic transaction facility and providing a secure
transaction facility in association with the universal elec-
tronic transaction facility, wherein the secure transaction
facility permits a user to conduct a secure transaction.
[0135] In a variation of this method, the secure transaction
facility may permit the user to conduct the secure transaction
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using a client device with a real-world security capability
selected from the group consisting of infrared, RF, bar code
and proximity sensor. In versions of this variation, the real-
world security capability may be adapted for a proximity
transaction. In versions of this variation, client device may be
a personal device. In versions of this variation, the client
device may be a public device for temporary personal use.
[0136] In a variation of this method, the secure transaction
facility may permit the user to conduct the secure transaction
using a client device with a virtual-world security capability.
In versions of this variation, the virtual-world security capa-
bility may be adapted for an over-the-air transaction. In ver-
sions of this variation, the client device may be a personal
device. In versions of this variation, the client device may be
a public device for temporary personal use.

[0137] In a variation of this method, the method further
comprises providing biometric parameters for access to the
secure transaction facility. In a variation of this method, the
method further comprises providing a secure, personalized
web-based portal that is associated with the universal elec-
tronic transaction facility. In versions of this variation, the
secure, personalized web-based portal may provide access to
an additional transactional service.

[0138] In another aspect of the invention, a system may
include a universal electronic transaction facility and a secure
transaction facility in association with the universal elec-
tronic transaction facility, wherein the secure transaction
facility permits a user to conduct a secure transaction.
[0139] In a variation of this system, the secure transaction
facility may permit the user to conduct the secure transaction
using a client device with a real-world security capability
selected from the group consisting of infrared, RF, bar code
and proximity sensor. In versions of this variation, the real-
world security capability may be adapted for a proximity
transaction. In versions of this variation, client device may be
a personal device. In versions of this variation, the client
device may be a public device for temporary personal use.
[0140] In a variation of this system, the secure transaction
facility may permit the user to conduct the secure transaction
using a client device with a virtual-world security capability.
In versions of this variation, the virtual-world security capa-
bility may be adapted for an over-the-air transaction. In ver-
sions of this variation, the client device may be a personal
device. In versions of this variation, the client device may be
a public device for temporary personal use.

[0141] In a variation of this system, the method further
comprises providing biometric parameters for access to the
secure transaction facility. In a variation of this method, the
method further comprises providing a secure, personalized
web-based portal that is associated with the universal elec-
tronic transaction facility. In versions of this variation, the
secure, personalized web-based portal may provide access to
an additional transactional service.

[0142] In another aspect of the invention, a method may
include providing a universal electronic transaction facility,
wherein the user interface allows a user electronically to
obtain a response to an executed transaction. In a variation of
this method, the response to the executed transaction com-
prises a receipt for the executed transaction. In a variation of
this method, the response to the executed transaction may
comprise an acknowledgement for the executed transaction.
In a variation of this method, the response to the executed
transaction may comprise a confirmation for the executed
transaction. In a variation of this method, the response may be
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issued directly to a client device of the user. In versions of this
variation, the client device may be a personal client device. In
versions of this variation, client device is a public device
configured for temporary use. In versions of this variation, an
electronic replica of the response may be stored on the client
device. The electronic replica may be archived in an addres-
sable archive.

[0143] Ina variation of this method, a secure, personalized
web-based portal may be associated with the universal elec-
tronic transaction facility to receive the response. In versions
of'this variation, an electronic replica of the response may be
stored in association with the web-based portal. The elec-
tronic replica may be archived in an addressable archive.
[0144] In another aspect of the invention, a system may
include a universal electronic transaction facility, wherein the
user interface allows a user electronically to obtain a response
to an executed transaction. In a variation of this system, the
response to the executed transaction comprises a receipt for
the executed transaction. In a variation of this system, the
response to the executed transaction may comprise an
acknowledgement for the executed transaction. In a variation
of this system, the response to the executed transaction may
comprise a confirmation for the executed transaction. In a
variation of this system, the response may be issued directly
to a client device of the user. In versions of this variation, the
client device may be a personal client device. In versions of
this variation, client device is a public device configured for
temporary use. In versions of this variation, an electronic
replica of the response may be stored on the client device. The
electronic replica may be archived in an addressable archive.
[0145] In a variation of this system, a secure, personalized
web-based portal may be associated with the universal elec-
tronic transaction facility to receive the response. In versions
of'this variation, an electronic replica of the response may be
stored in association with the web-based portal. The elec-
tronic replica may be archived in an addressable archive.
[0146] In another aspect of the invention, a method may
include providing a universal electronic transaction facility,
wherein the universal electronic transaction facility is capable
of interacting securely with multiple domains. In a variation
of this method, the universal electronic transaction facility
may interact with multiple domains wirelessly. In a variation
of this method, the universal electronic transaction facility
may interact with multiple domains via wired connections. In
a variation of this method, the universal electronic transaction
facility may provide a personalized token to a user via a client
device. In versions of this variation, the client device may be
a personal client. device. In versions of this variation, the
client device may be a public device for temporary personal
use.

[0147] Inavariationofthis method, the universal electronic
transaction facility may initiate a transaction from a client
device. In a variation of this method, the universal electronic
transaction facility may complete a transaction from the cli-
ent device.

[0148] Inavariationofthis method, the universal electronic
transaction facility may transmit to the client device a
response for an executed transaction. In versions of this varia-
tion, the response may comprise an acknowledgement of the
executed transaction. In versions of this variation, the
response may comprise a receipt for an executed transaction.
[0149] In another aspect of the invention, a system may
include a universal electronic transaction facility, wherein the
universal electronic transaction facility is capable of interact-
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ing securely with multiple domains. In a variation of this
system, the universal electronic transaction facility may inter-
act with multiple domains wirelessly. In a variation of this
system, the universal electronic transaction facility may inter-
act with multiple domains via wired connections. In a varia-
tion of this system, the universal electronic transaction facil-
ity may provide a personalized token to a user via a client
device. In versions of this variation, the client device may be
a personal client. device. In versions of this variation, the
client device may be a public device for temporary personal
use.

[0150] Inavariation ofthis system, the universal electronic
transaction facility may initiate a transaction from a client
device. In a variation of this method, the universal electronic
transaction facility may complete a transaction from the cli-
ent device.

[0151] Inavariation ofthis system, the universal electronic
transaction facility may transmit to the client device a
response for an executed transaction. In versions of this varia-
tion, the response may comprise an acknowledgement of the
executed transaction. In versions of this variation, the
response may comprise a receipt for an executed transaction.

[0152] In another aspect of the invention, a method may
include receiving data from a universal electronic transaction
facility and carrying out a transaction in response to the data
received from a universal electronic transaction facility. In a
variation of this method, the method may further comprise
providing a separate security protocol based on at least a
domain, a device and a user of the universal electronic trans-
action facility. In a version of this variation, the method may
further comprise applying the security protocol to the trans-
action to secure the transaction. The security protocol may
employ three-dimensional authentication to secure the trans-
action. The three dimensional authentication may involve
verifying the identity of the user, the universal transaction
facility and the domain. In a version of this variation, the
separate security protocol may employ cryptographic tools.
In a version of this variation, the separate security protocol
may employ strength of encryption. In a version of this varia-
tion, the method further comprises customizing the nature of
Public/Private Key Infrastructure on a per user, per device and
per domain basis.

[0153] Inavariation of this method, the transaction may be
a proximity transaction. In a variation of this method, the
transaction may be an over-the-air transaction. In a variation
of this method, the transaction may comprise issuance of a
token. In a variation of this method, the transaction may
comprise issuance of a receipt.

[0154] In another aspect of the invention, a method may
include providing a universal electronic transaction facility
having a user interface, wherein the user interface allows a
user to execute a transaction. In a variation of this method, the
method further comprises providing a secure transaction
capability to a user via the universal electronic transaction
facility. In versions of this variation, the secure transaction
capability may protect electronic data stored on the universal
electronic transaction facility. The electronic data may com-
prise a token. The electronic data may comprise a receipt. The
electronic data may comprise a transaction acknowledge-
ment. In versions of this variation, the secure transaction
capability may comprise an encryption protocol. The encryp-
tion protocol may encrypt electronic data stored on the uni-
versal electronic transaction facility.
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[0155] Inavariationofthis method, the universal electronic
transaction facility may be a client device. In a variation of
this method, the user interface may allow the user to obtain an
electronic token for executing the transaction. In a variation
of'this method, the user interface may allow the user to obtain
a response after executing the transaction.

[0156] In another aspect of the invention, a method may
include providing a universal electronic transaction facility
having a user interface, wherein the user interface is config-
urable by a user.

[0157] In a variation of this method, the universal transac-
tion facility may be a client device. In versions of this varia-
tion, the client device may be a personal device. In versions of
this variation, the client device may be a public device for
temporary personal use. In versions of this variation, at least
one personalized application may reside on the client device.
In versions of this variation, at least one non-personalized
application may reside on the client device.

[0158] Inavariation ofthis method, the user may configure
the user interface in accordance with a set of user preferences.
In a variation of this method, the user may configure the user
interface through interaction with an expert system. In ver-
sions of this variation, the expert system may be capable of
self-modification. The self-modification may comprise a
learning behavior. The self-modification may be based on an
input selected from the group consisting of user behavior,
usage patterns, transaction history and a qualified external
input. The self-modification may be based on a plurality of
inputs. The self-modification may further comprise suggest-
ing parameters for a subsequent transaction.

[0159] In another aspect of the invention, a method may
include providing a universal electronic transaction facility
having a user interface configurable by a user, wherein the
user interface allows the user securely and electronically to
reproduce data on a client device. In a variation of this
method, the user may configure the user interface in accor-
dance with a set of user preferences. In a variation of this
method, the user may configure the user interface through
interaction with an expert system. In versions of this varia-
tion, the expert system may be capable of self-modification
based on an input selected from the group consisting of user
behavior, user usage pattern, user transaction history and
qualified external inputs.

[0160] In a variation of this method, the client device may
be a personal device. In a variation of this method, the client
device may be a public device for temporary personal use. In
a variation of this method, the data may comprise a token for
conducting a transaction. In a variation of this method, the
data may comprise a service for conducting a transaction. In
avariation of this method, the data may comprise an applica-
tion. In versions of this variation, the application may be
personalized. In versions of this variation, the application
may be non-personalized.

[0161] In a variation of this method, the data may be
selected from the group consisting of multiple tokens, mul-
tiple services, multiple personalized applications, and mul-
tiple non-personalized applications. In versions of this varia-
tion, the data may be managed in accordance with user
preferences. In versions of this variation, the data may be
managed in accordance with an expert system. The expert
system may be capable of self-modification based on an input
selected from the group consisting of user behavior, user
usage pattern, user transaction history and qualified external
inputs. In versions of this variation, the data may comprise a
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plurality of data sets, the data sets being selected from the
group consisting of multiple tokens, multiple services, mul-
tiple personalized applications, and multiple non-personal-
ized applications.

[0162] In another aspect of the invention, methods and
systems may include providing a bill payment service in
association with a universal electronic transaction facility.
The service may include taking a payment out of an offline
bank, in time for a bill to be paid on time.

[0163] In another aspect of the invention, methods and
systems may include providing a person-to-person transac-
tion service in association with a universal electronic trans-
action facility.

[0164] In another aspect of the invention, methods and
systems may include providing a money order/transfer ser-
vice in association with a universal electronic transaction
facility. In the methods and systems an electronic token may
include an electronic replica of a money order or a transfer.
The transaction may be associated with a money order or a
transfer. In the methods and systems the service may securely
credit auser’s account and debit a financial service provider’s
account. The service provider may be a bank, a credit union,
or a financial institution. In the methods and systems, the
service may issue a request to a financial service provider to
complete a money order/transfer transaction though a settle-
ment/acquisition network. The service may be associated
with a transaction history. The value added service may also
be associated with the transaction history.

[0165] In another aspect of the invention, methods and
systems may include a prepaid airtime service in association
with a universal electronic transaction facility. In the methods
and systems an electronic token may include an electronic
replica of a prepaid airtime card. The transaction may be
associated with a prepaid airtime card. The service may
include securely replenishing a prepaid airtime account. The
act of replenishing is accomplished by at least one of the
following: selecting pre-configured time/amount packages,
specifying a desired amount/time packages, selecting a pre-
ferred mode of payment. The service may securely credit a
user’s account, debits a telecommunication service provider’s
account, and replenishes the user’s airtime account.

[0166] In another aspect of the invention, methods and
systems may include a ticketing service in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of a ticket. The transaction may be associated with a ticket.
[0167] In another aspect of the invention, methods and
systems may include a loyalty coupon/promotion service in
association with a universal electronic transaction facility. In
the methods and systems an electronic token may include an
electronic replica of an account, a loyalty statement, or a
transaction summary. The transaction may be associated with
an account, a loyalty statement, or a transaction summary.
[0168] In another aspect of the invention, methods and
systems may include an electronic checkbook service in asso-
ciation with a universal electronic transaction facility. In the
methods and systems an electronic token may include an
electronic replica of a checkbook, a check, a summary state-
ment, an activity statement, a cancelled check. The transac-
tion may be associated with a checkbook, a check, a summary
statement, an activity statement, a cancelled check. In the
methods and systems, an attribute of the universal electronic
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transaction facility may include a number of checks remain-
ing, a pre-designated check number, or a balance in the check-
book’s ledger.

[0169] In another aspect of the invention, methods and
systems may include a driver’s license service in association
with a universal electronic transaction facility. In the methods
and systems, the service may be associated with at least one of
a device at a point of transaction, and a law enforcement
agent’s client device.

[0170] In another aspect of the invention, methods and
systems may include health service in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of a health record, a health insurance card, a prescription,
laboratory instructions, a medical referral, approval of medi-
cal necessity, an x-ray, a sonogram, a CAT scan, an examina-
tion report, a diagnosis, a prognosis, a treatment plan, an MRI
result, a laboratory result, a list of over-the-counter items, an
approval to return to work, a physical activity permission, or
aninsurance coverage approval. The transaction may be asso-
ciated with a health record, a health insurance card, a pre-
scription, laboratory instructions, a medical referral, approval
of medical necessity, an x-ray, a sonogram, a CAT scan, an
examination report, a diagnosis, a prognosis, a treatment
plan, an MRI result, a laboratory result, a list of over-the-
counter items, an approval to return to work, a physical activ-
ity permission, or an insurance coverage approval. In the
methods and systems, an attribute of the universal electronic
transaction facility may include availability of a completed
prescription for pickup, receipt of a prescription at a phar-
macy, shipment of a completed prescription, availability of
laboratory results, laboratory results meeting a criteria, a
follow-up visit request from a doctor, a time, a date, a time for
administration of a prescription, a number of doses of a pre-
scription remaining, a number of refills of a prescription
remaining, a number of appointments remaining, or an
appointment. The service may be associated with a patient, a
doctor, a hospital, a pharmacy, a durable medical goods pro-
vider, a physical therapy provider, a laboratory, an insurer, or
a researcher.

[0171] In another aspect of the invention, methods and
systems may include a travel service in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of'a ticket, a reservation, a travel voucher, a passport, a travel
visa, atravel itinerary, a boarding pass, a map, an immigration
document, a menu, a summary statement, a hotel bill, a car
rental bill, an air travel bill, a loyalty club accrual, a list of
business expenses, or a list of personal expenses. The trans-
action may be associated with a ticket, a reservation, a travel
voucher, a passport, a travel visa, a travel itinerary, a boarding
pass, a map, an immigration document, a menu, a summary
statement, a hotel bill, a car rental bill, an air travel bill, a
loyalty club accrual, a list of business expenses, or a list of
personal expenses. In the methods and systems, an attribute of
the universal electronic transaction facility may include
weather at a travel destination, weather at an airport, traffic
conditions, a flight schedule, a flight check in, a seating
assignment, a gate assignment, a travel itinerary, a meeting
time, a time, a date, a contact local to a travel destination,
currency conversion rates, availability of a flight, a time until
departure, a train schedule, or a change in flight times.
[0172] In another aspect of the invention, methods and
systems may include an infotainment service in association
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with a universal electronic transaction facility. In the methods
and systems an electronic token may include an electronic
replica of video, images, audio, text, or information required
to complete a transaction. The transaction may be associated
with video, images, audio, text, or information required to
complete a transaction. The electronic replica may be adapted
for mobile viewing.

[0173] In another aspect of the invention, methods and
systems may include a personal information management
service in association with a universal electronic transaction
facility. In the methods and systems an electronic token may
include an electronic replica of a calendar, an appointment,
contact information, a mail message, a to-do list, a note, an
expense, or information required to complete a transaction.
The transaction may be associated with a calendar, an
appointment, contact information, a mail message, a to-do
list, a note, an expense, or information required to complete a
transaction.

[0174] In another aspect of the invention, methods and
systems may include a training service in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of'a video, an image, audio, text, a part number, a part cost, a
diagnostic instruction, a repair instruction, an assembly
instruction, a disassembly instruction, information required
to complete a transaction, a purchase order, or an inventory
check. The transaction may be associated with a video, an
image, audio, text, a part number, a part cost, a diagnostic
instruction, a repair instruction, an assembly instruction, a
disassembly instruction, information required to complete a
transaction, a purchase order, or an inventory check.

[0175] In another aspect of the invention, methods and
systems may include a lottery service in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of a lottery ticket. The transaction may be associated with a
lottery ticket.

[0176] In another aspect of the invention, methods and
systems may include a voting service in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of a ballot, an election candidate’s information, a ballot num-
ber, or a voter identification information. The transaction may
be associated with a ballot, an election candidate’s informa-
tion, a ballot number, or a voter identification information. In
the methods and systems, an attribute of the universal elec-
tronic transaction facility may include a voting date, a voting
time, candidate information, voter information, election
information, votes cast by phone, votes cast electronically, or
votes cast traditionally.

[0177] In another aspect of the invention, methods and
systems may include a gaming portal in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of'a game. The transaction may be associated with a game. In
the methods and systems, the gaming portal may be associ-
ated with a game that is played, at least in part, on the univer-
sal electronic transaction facility. The gaming portal may
distribute the game. In the methods and systems, a secure
transaction associated with the portal may be associated with
betting on the outcome of a game, purchasing a game, pur-
chasing a game from a publisher of the game, purchasing a
game from a user of a second universal electronic transaction
facility, or selling a game to a user of a second universal
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electronic transaction facility. In the methods and systems, an
original publisher of the game may receive a payment that is
associated with the transaction.

[0178] In another aspect of the invention, methods and
systems may include a merchant portal in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of'an invoice, an inventory statement, a financial statement, a
request for quote, a bid, a promotion, or a purchase. The
transaction may be associated with an invoice, an inventory
statement, a financial statement, a request for quote, a bid, a
promotion, or a purchase. The merchant portal may distribute
a promotion to a consumer using the universal electronic
transaction facility. The promotion may be based on past
transaction behavior.

[0179] In another aspect of the invention, methods and
systems may include a government portal in association with
a universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of'a governmental record. The transaction may be associated
with a governmental record. The government portal may
enable a user to access government services using the univer-
sal electronic facility. The government service may be a land
record, a sales tax, a procurement contract. In the methods
and systems, the universal electronic transaction facility may
be used to securely log in to a kiosk to access the government
services.

[0180] In another aspect of the invention, methods and
systems may include an enterprise portal in association with
a universal electronic transaction facility. The enterprise por-
tal may enable a user to access enterprise services using the
universal electronic transaction facility. The user may
securely log time to an enterprise timesheet, or securely track
enterprise expenses for reimbursement determination. The
timesheet may be used to track at least employee and con-
tractor work times. The enterprise services may be associated
with third-party quotes and bids. Securely transmitting the
quotes and bids may be associated with the portal. The enter-
prise portal may enable the secure transmission of disaster
management information. The disaster management infor-
mation may be an available disaster-related service, a
required action report, an action prioritization, or an infra-
structure requirement.

[0181] In another aspect of the invention, methods and
systems may include a health/fitness portal in association
with a universal electronic transaction facility. In the methods
and systems an electronic token may include an electronic
replica of health/fitness information, diet information, weight
training information, aerobic training information, or per-
sonal training information. The transaction may be associated
with health/fitness information, diet information, weight
training information, aerobic training information, or per-
sonal training information. The health and fitness portal may
provide access to health and fitness information used with the
universal electronic transaction facility.

[0182] In another aspect of the invention, methods and
systems may include a religious portal in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
ofreligious information, or a charitable collection. The trans-
action may be associated with religious information, or a
charitable collection. The religious information may be pas-
sage of the day, access to a religious text, a result of a search
of a religious text, or an event calendar.
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[0183] In another aspect of the invention, methods and
systems may include a sports portal in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of'a sporting eventticket, a bet, a scorecard, a lineup, a seating
chart, a parking pass, a clubhouse pass, a season pass, a
standing room only pass, or a line score. The transaction may
be associated with a sporting event ticket, a bet, a scorecard,
a lineup, a seating chart, a parking pass, a clubhouse pass, a
season pass, a standing room only pass, or a line score. In the
methods and systems a secure transaction may be associated
with sports institution back-end systems, gambling organiza-
tions, casinos, financial services providers, payment systems,
service providers.

[0184] In another aspect of the invention, methods and
systems may include an insurance portal in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of an insurance quotation, a claim, a policy, an insurance
appraisal, a voucher, a surcharge, a premium, or an applica-
tion. The transaction may be associated with an insurance
quotation, a claim, a policy, an insurance appraisal, a voucher,
a surcharge, a premium, or an application. In the methods and
systems a secure transaction may be associated with a pre-
mium payment, a claim payment, coverage denial, coverage
approval, waiver of coverage, patient information, subroga-
tion, a policy change, or an insurance application.

[0185] In another aspect of the invention, methods and
systems may include a university portal in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of a transcript, an admission application, an acceptance of
admission, a rejection of admission, an exam, a course grade,
a course schedule, a lab assignment, a lab report, a lab reser-
vation, a book reservation, a library card, a student identifi-
cation card, a meal card, residence hall key, a room key, a
parking pass, a course registration, or a diploma. The trans-
action may be associated with a transcript, an admission
application, an acceptance of admission, a rejection of admis-
sion, an exam, a course grade, a course schedule, a lab assign-
ment, a lab report, a lab reservation, a book reservation, a
library card, a student identification card, a meal card, resi-
dence hall key, a room key, a parking pass, a course registra-
tion, or a diploma. In the methods and systems a secure
transaction may be associated with matriculation, graduation,
a tuition payment, a financial aid application, a financial aid
award, a financial aid payment, a course registration, a lab
reservation, university store purchase, a student event, a
course evaluation, a professor evaluation, an assignment, a
test, a housing request, a meal plan selection, a declaration of
major.

[0186] In another aspect of the invention, methods and
systems may include a political party portal in association
with a universal electronic transaction facility. In the methods
and systems an electronic token may include an electronic
replica of a voter registration card, a political party affiliation
card. The transaction may be associated with a voter registra-
tion card, a political party affiliation card. In the methods and
systems a secure transaction may be associated with voting,
registering, lobbying, poling, ballot counting, donating, or
fundraising.

[0187] In another aspect of the invention, methods and
systems may include a pharma-exchange portal in association
with a universal electronic transaction facility. In the methods
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and systems an electronic token may include an electronic
replica of a prescription, a refill request, or a drug information
insert. The transaction may be associated with a prescription,
a refill request, or a drug information insert. In the methods
and systems a secure transaction may be associated with
prescribing, refilling, drug order, generic substitution.
[0188] In another aspect of the invention, methods and
systems may include a commodity exchange portal in asso-
ciation with a universal electronic transaction facility. In the
methods and systems an electronic token may include an
electronic replica of a commodity purchase order. The trans-
action may be associated with a commodity purchase order.
In the methods and systems a secure transaction may be
associated with placing a bid for a commodity purchase,
paying for a commodity purchase, scheduling a shipment of
commodities, registering with a commodity bidding system.
[0189] In another aspect of the invention, methods and
systems may include an airline portal in association with a
universal electronic transaction facility. In the methods and
systems an electronic token may include an electronic replica
of a seat assignment, a seating chart, a manifest, or a class
upgrade. The transaction may be associated with a seat
assignment, a seating chart, a manifest, or a class upgrade. In
the methods and systems a secure transaction may be associ-
ated with registering, booking, checking in, or deplaning.
[0190] In another aspect of the invention, methods and
systems may include a transportation industry portal in asso-
ciation with a universal electronic transaction facility. In the
methods and systems an electronic token may include an
electronic replica of a registration, a daily schedule, an
inspection certificate, or an insurance coverage card. The
transaction may be associated with a registration, a daily
schedule, an inspection certificate, or an insurance coverage
card. In the methods and systems a secure transaction may be
associated with registering, paying excise tax, applying for a
license, a road test, paying sales tax.

[0191] In any and all of the embodiments of services or
portals, any and all of the following may be true: The service
or portal may be associated with a secure transaction. The
service or portal may be associated with a token that may
include branding, images, required information for complet-
ing a transaction that may be associated with the service or
portal. The service or portal may include securely and elec-
tronically conducting at least one of communicating the
token, communicating the token in real time, reproducing the
token, or storing the token. The token may be an electronic
replica of at least one of a frequent flyer card, a stored value
card, a loyalty card, an insurance card, a driver’s license, a
bill, a promotion, a coupon, a receipt, an acknowledgement, a
paid stamp, or a credit card. The secure transaction may be
conducted using at least one of infrared communication,
radiofrequency communication, a bar code, an over-the-air
communication, or a biometric parameter. The service or
portal may be associated with multiple domains. The trans-
action may be a proximity transaction, an over-the-air trans-
action or both. The transaction may be secured using a three-
dimensional security protocol that may be based upon at least
a domain, the universal electronic transaction facility, and a
user. The service or portal includes securely and electroni-
cally storing at least one of a receipt, and an acknowledge-
ment. The service or portal may be associated with at least one
of the following configurable things: a user interface, a per-
sonalized application, a non-personalized application, and a
web-based personalized portal, each of which may be con-

Jan. 12,2012

figured based upon at least one of a user’s preference, an
expert system, and a usage monitoring facility. The config-
urable things may provide a profile-driven, value-added ser-
vice or portal. The service or portal may include provisioning
at least one of multiple tokens, multiple service or portals,
multiple personalized applications, and multiple non-person-
alized applications. The service or portal may include
securely issuing the token to a user. The universal electronic
transaction facility may store the token. The transaction may
be associated with at least one ofa frequent flyer card, a stored
value card, a loyalty card, an insurance card, a driver’s
license, a bill, a promotion, a coupon, a receipt, an acknowl-
edgement, a paid stamp, and a credit card. The transaction
may be at least one of secure, in real time, provided in asso-
ciation with an on-line settlement, provided in association
with an off-line settlement, provided using a preferred mode
of payment, provided at a preferred time, and provided at a
preferred location. The universal electronic transaction facil-
ity may be adapted to alert a user based upon at least one of an
attribute of the token, and a determination by an expert sys-
tem. The attribute may be at least one of an issuance data, a
number of days prior to a date, a date, an amount, and a time.
The service or portal may be associated with presenting an
electronic replica of the portal or service or portal to a user via
the portal or service or portal inbox user interface.

[0192] In another aspect of the invention, methods and
systems may include providing a financial service in associa-
tion with a universal electronic transaction facility. The finan-
cial service may include securely issuing, to the universal
electronic transaction facility, at least one electronic replica
of at least one of the following items: a bill from a bill issuer,
a loyalty card, an account, a coupon, a promotion, a check
book, a check, a license, a driver’s license. In the methods and
systems, the financial service may include alerting a user
based on an attribute of the at least one item. The attribute may
be associated with at least one of a date of expiry, a change of
address, a number of a check, a number of checks remaining,
anumber of days before a coupon can be redeemed, a redemp-
tion date a due date, a time, a time of issuance, a financial
balance. The financial service may further include securely
issuing, to the universal electronic transaction facility, an
electronic replica of at least one of the following confirma-
tions: a receipt that is associated with a bill; a transaction
summary statement; a marketing vehicle; a license; a can-
celled check.

[0193] In another aspect of the invention, methods and
systems may include providing a coupon issuance financial
service in association with a universal electronic transaction
facility.

[0194] In another aspect of the invention, methods and
systems may include providing a ticketing financial service in
association with a universal electronic transaction facility.
The ticketing service may include securely issuing, to the
universal electronic transaction facility, at least one electronic
replica of at least one of a ticket, and a ticket associated with
a violation. The financial service further comprises securely
issuing, to the universal electronic transaction facility, an
electronic replica of a ticket associated with a violation. The
electronic replica may contain a summary that is associated
with the ticketing service. The summary may be associated
with a frequent flyer summary. The electronic replica may
include a cancelled check. The ticket service may be the
issuance of a ticket that is associated with a violation, and the
electronic replica may be of a driver’s license.
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[0195] In another aspect of the invention, methods and
systems may include providing a top-up transaction financial
service in association with a universal electronic transaction
facility.

[0196] In another aspect of the invention, methods and
systems may include providing a funds transfer financial
service in association with a universal electronic transaction
facility.

[0197] In another aspect of the invention, methods and
systems may include providing a money order payment in
association with a universal electronic transaction facility.
[0198] In another aspect of the invention, methods and
systems may include providing a person-to-person payment
financial service in association with a universal electronic
transaction facility.

[0199] In another aspect of the invention, methods and
systems may include providing bill payment financial service
in association with a universal electronic transaction facility.
[0200] In any and all of the embodiments of financial ser-
vices, any and all of the following may be true: The universal
electronic transaction facility may be capable of providing a
separate security protocol based on at least a domain, a device
and a user of the universal electronic transaction facility. The
financial service may be selected from the group consisting of
bill payment, person-to-person payment, money order pay-
ment, funds transfer, a top-up transaction, a ticketing trans-
action, issuance of a coupon, and resolution of a check. The
financial service may include securely issuing, to the univer-
sal electronic transaction facility, at least one electronic rep-
lica of at least one of the following items: a bill from a bill
issuer, a payment token, money order, money transfer token,
a prepaid airtime token, a ticket, a ticket associated with a
violation, a loyalty card, an account, a coupon, a promotion,
a check book, a check, a license, a driver’s license. The
financial service may further include communicating at least
one of branding, an image, information required to complete
a transaction. The universal electronic transaction facility
may be a client device. The financial service may further
include alerting a user based on at least one attribute of the at
least one item. The attribute may be associated with at least
one of a date of expiry, a change of address, a number of a
check, a number of checks remaining, a number of days
before a coupon can be redeemed, a redemption date, a date of
travel, a due date, a time, a time of issuance, a financial
balance. The financial service may include enabling a user to
securely pay the bill using universal electronic transaction
facility. Paying the bill may occur in real time. Paying the bill
may be associated with an on-line settlement of the bill, an
off-line settlement of the bill, at least one of a preferred mode
of payment, a preferred time, and a preferred location. The
financial service may further include securely issuing, to the
universal electronic transaction facility, an electronic replica
of at least one of the following confirmations: a receipt that is
associated with a bill; a transaction summary statement; a
marketing vehicle; a ticket associated with a violation; a
license. The license may include at least one of a driver’s
license, a gun license, a liquor license, a fishing license, a
hunting license. The marketing vehicle may be at least one of
a loyalty card, an account, a coupon, a promotion. The trans-
action summary statement may be associated with a transac-
tion between a user of the universal transaction facility and
another user. The electronic replica may include a payment
stamp. The financial service may further include enabling a
user to pay another user. The another user may have a univer-
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sal electronic transaction facility. Paying another user may
occur securely and in real time. Paying another user may be
associated with on-line settlement or off-line settlement. The
financial service may further include enabling a transfer of
units thatis securely initiated at the universal electronic trans-
action facility. The financial service may include debiting
units from a first account and crediting at units to a second
account, wherein at least one of the debiting or crediting is
contingent on validating a user and a request. The financial
service may include issuing a request to a service provider,
wherein the request is associated with completing the credit-
ing and debiting under the control of the service provider.
Issuing the transfer may be initiated via wireless communi-
cations or via proximity-based communications. Transferred
units may be financial units or airtime units. The electronic
replica may be delivered to a universal electronic transaction
facility of a user that receives funds according to the financial
service. The financial service may further include enabling a
use of the funds by the user that receives the funds. The
electronic replica may contain a summary that is associated
with the financial service. The financial service maybe a
ticket issuance service. The summary may be a frequent flyer
summary. The electronic replica may include a cancelled
check. The transaction may include procuring a service from
a merchant. The financial service may include securely
redeeming the electronic replica. Securely redeeming the
electronic replica may be initiated by a wireless communica-
tion or a proximity based communication. The financial ser-
vice may include securely receiving the electronic replica.
The transaction may be a procurement of a service from a
financial service provider.

[0201] These and other systems, methods, objects, fea-
tures, and advantages of the present invention will be appar-
ent to those skilled in the art from the following detailed
description of the preferred embodiment and the drawings.
All documents mentioned herein are hereby incorporated in
their entirety by reference.

BRIEF DESCRIPTION OF THE FIGURES

[0202] Theinvention and the following detailed description
of certain embodiments thereof may be understood by refer-
ence to the following figures:

[0203] FIG. 1 is a high-level system diagram of the major
system components of an electronic transaction platform
exemplifying one potential embodiment of the present inven-
tion.

[0204] FIG. 2 is a general, logical diagram of the major
service components of one potential exemplary embodiment
of the electronic transaction platform.

[0205] FIG. 3 is alogical diagram of the major components
and hierarchy of a secure transaction platform provided by
one potential exemplary embodiment of the electronic trans-
action platform.

[0206] FIG. 4 depicts a user-centric embodiment of one
potential exemplary embodiment of the secure transaction
platform.

[0207] FIG. 5is a detailed system diagram of one potential
exemplary embodiment of an embodiment of the electronic
transaction platform.

[0208] FIG. 6 is a generalized flow diagram illustrating the
methodology for a ticket issuance process.

[0209] FIG. 7 is a generalized flow diagram illustrating the
methodology for one potential exemplary embodiment of a
ticket redemption process.
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[0210] FIG. 8 depicts the steps in one transactional method
according to one potential exemplary embodiment of the
present invention.

[0211] FIG. 9 depicts the steps in one transactional method
according one potential exemplary embodiment of to the
present invention.

[0212] FIG. 10 depicts the steps in one transactional
method according to one potential exemplary embodiment of
the present invention.

[0213] FIG. 11 depicts the steps in one transactional
method according to one potential exemplary embodiment of
the present invention.

[0214] FIG. 12 depicts the steps in one transactional
method according to one potential exemplary embodiment of
the present invention.

[0215] FIG. 13 depicts the steps in one transactional
method according to one potential exemplary embodiment of
the present invention.

[0216] FIG. 14 depicts the steps in one transactional
method according to one potential exemplary embodiment of
the present invention.

[0217] FIG. 15 depicts the steps in one transactional
method according to one potential exemplary embodiment of
the present invention.

[0218] FIG. 16 depicts the steps in one transactional
method according to one potential exemplary embodiment of
the present invention.

[0219] FIG. 17 depicts the steps in one transactional
method according to one potential exemplary embodiment of
the present invention.

[0220] FIG. 18 depicts a data representative structure of
one potential exemplary embodiment of a request for funds
transfer.

[0221] FIG.19 depicts logical aspects of an embodiment an
electronic facility.

[0222] FIG. 20 depicts functional associations between
aspects of the electronic transaction platform.

[0223] FIG. 21 illustrates various display arcas in one
embodiment of the electronic facility during an initialization
procedure of the present invention.

[0224] FIG. 22 illustrates various display arcas in one
embodiment of the electronic facility during an initialization
procedure of the present invention.

[0225] FIG. 23 depicts one potential exemplary embodi-
ment of a ticketing service deployed using the electronic
transaction platform.

[0226] FIG. 24 depicts one potential exemplary embodi-
ment of a ticketing service environment including a number
of universal electronic transaction facilities.

[0227] FIG. 25 depicts an embodiment of an issuance of
one potential exemplary embodiment of a loyalty card to a
user.

[0228] FIG. 26 depicts an embodiment of a portal user
device for viewing a user interface to the electronic loyalty
card.

[0229] FIG. 27 depicts a flow chart representative of an
embodiment of the process to download the infotainment.
[0230] FIG. 28 depicts an embodiment of a portable user
device for viewing a user interface to the infotainment.
[0231] FIG. 29 illustrates various display areas in one
potential embodiment of the electronic facility.

[0232] FIG. 30 depicts a high-level block diagram of one
aspect of a potential exemplary transaction.
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[0233] FIG. 31 depicts a high-level block diagram of one
aspect of a potential exemplary transaction according to the
principles of the present invention.

[0234] FIG. 32 depicts a high-level block diagram of one
aspect of a potential exemplary transaction.

[0235] FIG. 33 illustrates a medical transaction process
according to the principles of the present invention.

[0236] FIG. 34 outlines the initialization process for an
electronic facility.

[0237] FIG. 35 depicts an embodiment of a user client
portable computer device.

[0238] FIG. 36 illustrates a flow chart for the purchase of
lottery tickets according to the principles of the present inven-
tion.

[0239] FIG. 37 depicts an embodiment of a user client
portable computer device.

[0240] FIG. 38 illustrates a voting process flow according
to the principles of the present invention.

[0241] FIG. 39 depicts an embodiment of a user client
portable computer device.

[0242] FIG. 40 illustrates a process for making a check
transaction according to the principles of the present inven-
tion.

[0243] FIG. 41 illustrates a process for making a check
transaction according to the principles of the present inven-
tion.

[0244] FIG. 42 illustrates an electronic money order trans-
action process according to the principles of the present
invention.

[0245] FIG. 43 depicts a potential user interface represen-
tative of a portal.

[0246] FIG. 44 depicts another potential user interface rep-
resentative of a portal.

[0247] FIG. 45 depicts the steps in one transactional
method according to the present invention.

[0248] FIG. 46 depicts the steps in one transactional
method according to the present invention.

[0249] FIG. 47 depicts a platform according to the present
invention.
[0250] FIG. 48 is a high-level schematic diagram depicting

features of a ticketing process using a platform.

[0251] FIG. 49 depicts a platform through which a mer-
chant using a merchant system make enable various features
and attributes according to the present invention.

[0252] FIG. 50 depicts a platform through which a provider
can connect with an airline system or an affiliate to enable
various features and attributes according to the present inven-
tion.

[0253] FIG. 51 depicts a platform through which a govern-
ment entity using a government entity system can enable
various features and attributes according to the present inven-
tion.

[0254] FIG. 52 depicts a platform through which an enter-
prise entity using an enterprise entity system can enable vari-
ous features and attributes according to the present invention.
[0255] FIG. 53 depicts a platform through which a heath/
fitness entity using a health/fitness entity system can enable
various features and attributes according to the present inven-
tion.

[0256] FIG. 54 depicts a platform through which a religious
entity using a religious entity system can enable various fea-
tures and attributes according to the present invention.
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[0257] FIG. 55 depicts a platform through which a sports
entity using a sports entity system can enable various features
and attributes according to the present invention.

[0258] FIG. 56 depicts a platform through which an insur-
ance entity using an insurance entity system can enable vari-
ous features and attributes according to the present invention.
[0259] FIG. 57 depicts a platform through which a univer-
sity using a university entity system can enable various fea-
tures and attributes according to the present invention.
[0260] FIG. 58 depicts a platform through which a political
entity using a political entity system can enable various fea-
tures and attributes according to the present invention.
[0261] FIG.59 depicts a platform through which a pharma-
ceutical entity using a pharmaceutical system can enable
various features and attributes according to the present inven-
tion.

[0262] FIG. 60 depicts a platform through which a com-
modity exchange entity using a commodity system can
enable various features and attributes according to the present
invention.

[0263] FIG. 61 depicts a platform through which an enter-
tainment entity using an entertainment system can enable
various features and attributes according to the present inven-
tion.

[0264] FIG. 62 depicts a conceptual representation of a
particular embodiment of a multidimensional database struc-
ture.

[0265] FIG. 63 depicts a user-centric set of services
deployed using systems according to the present invention.
[0266] FIG. 64 is a generalized flow diagram illustrating
the methodology for a ticket issuance process.

[0267] FIG. 65 depicts the steps in one transactional pro-
cess according to the present invention.

[0268] FIG. 66 depicts the steps in one transactional pro-
cess according to the present invention.

[0269] FIG. 67 depicts a system diagram for a P2P service.
[0270] FIG. 68 depicts a generalized flow diagram illustrat-
ing the methodology for a P2P service process.

[0271] FIG. 69 depicts the steps in one P2P transactional
process according to the present invention.

[0272] FIG. 70 depicts a representative user interface flow
for a P2P service.

[0273] FIG. 71 depicts a system diagram for a prepaid
top-up service.
[0274] FIG. 72 depicts a generalized flow diagram illustrat-

ing the methodology for a prepaid top-up process.

[0275] FIG.73 depicts a generalized flow diagram illustrat-
ing the methodology for a prepaid top-up process for regis-
tered users.

[0276] FIG.74 depicts a generalized flow diagram illustrat-
ing the methodology for a prepaid top-up process for unreg-
istered users.

[0277] FIG. 75 depicts a representative user interface flow
for a prepaid top-up service.

[0278] FIG. 76 depicts another representative user interface
flow for a prepaid top-up service.

[0279] FIG. 77 depicts the steps in one prepaid top-up
transaction process according to the present invention.
[0280] FIG. 78 depicts the steps in another prepaid top-up
transaction process according to the present invention.
[0281] FIG. 79 depicts the steps in yet another prepaid
top-up transaction process according to the present invention.
[0282] FIG. 80 depicts the steps in still another prepaid
top-up transaction process according to the present invention.
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[0283] FIG. 81 depicts the steps in still yet another prepaid
top-up transaction process according to the present invention.
[0284] FIG. 82 depicts an overview of the main service
facility meeting NxNxN security goals.

[0285] FIG. 83 depicts a multi-layered data security model.
[0286] FIG. 84 depicts the use of multiple data streams for
grouping data and encrypting with different keys.

[0287] FIG. 85 depicts an abstract definition of the commu-
nication protocol.

[0288] FIG. 86 depicts the logical-schema of the PKI Secu-
rity model based communication protocol.

[0289] FIG. 87 depicts shows a sample transaction flow.
[0290] FIG. 88 depicts the end-to-end security setup
between the electronic transaction facility and a transaction
server.

[0291] FIG. 89 depicts the Secure Proxy of the main service
facility.

DETAILED DESCRIPTION
[0292] FIG. 1 depicts a high-level electronic transaction

platform 100, with components for methods and systems for
enabling electronic transactions, including transactions that
support or include a wide range of specific services, including
secure, web-based services. At the center of the platform 100
are one or more main service facilities 142, which are alter-
natively referred to throughout this disclosure as web services
facilities, wallet service centers, wallet service facilities, and
the like. The main service facilities 142 include conventional
components for enabling web services, such as one or more
servers (which may be hardware, software, or a combination
of'the same, one or more network facilities 138 (which may be
local networks, wide area networks, the Internet, wired or
wireless networks or any components thereof, as described in
more detail below), one or more data storage facilities (as
described below), one or more processors, and other compo-
nents suitable for enabling web services. The methods and
systems disclosed herein may also include one or more elec-
tronic facilities 101 (as described throughout this disclosure
and including universal electronic transaction cards, elec-
tronic wallets, and other electronic transaction facilities),
which may reside on one or more client devices 1624, 1625,
162¢, 162d or merchant devices 178 (such as point of trans-
action devices 174 or other devices that are part of a mer-
chant’s computer system). The electronic facilities 101 may
be configured to be compatible with a wide range of client
devices 162 and merchant systems 170, and the various func-
tions ascribed to the methods and systems disclosed herein
may, in embodiments, alternately reside on client devices
162, on merchant systems 178 and/or on servers or other
systems, such as main service facilities 142. Client devices
162 may include (for example, in addition to other examples
provided below and in documents referenced herein), cellular
phones, PDAs, handheld devices and other mobile computing
devices, laptops, desktops and other client computers, serv-
ers, appliances and other machines that are equipped with
processors (such as kitchen appliances, televisions, set-top
boxes and other similar devices), and any other devices
capable of running software applications. Client devices 162
may include, for example, public devices that are taken for
temporary private use, such as billboards, signs, kiosks, POS
terminals, ATMs, processor-equipped shelves, processor-
equipped retail displays, processor-equipped transportation
systems (such as buses, cars, taxis, boats, airplanes, trains,
subways and the like), airport equipment, telephones, equip-
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ment for bus or train terminals and platforms, and any other
processor-equipped devices found in any public environ-
ment). Merchant systems 170 may similarly include a wide
range of merchant devices 170, such as point of transaction
devices 174, such as cash registers, ATM machines, credit
card acceptance facilities, bar code readers, scanners, ticket
scanners, laptop and desktop computers, handheld devices,
servers, and any other devices that are capable of supporting
software applications. In embodiments, the methods and sys-
tems disclosed herein are enabled by web service applica-
tions, which can be accessed by a range of client devices 162
and merchant systems 170. Methods and systems disclosed
herein may also support interactions with service providers
168, such as financial service providers (banks, credit card
institutions, and the like), ticket issuers (including ticket mer-
chants, government entities, and others), content providers
(such as providing computer games, digital media, music,
video and other content) and a wide range of other service
providers. In embodiments, the main service facilities 142 are
configured to interface with computer systems of such service
providers 168, including legacy computing systems. In
embodiments, such systems interact with the system as web
services in a services oriented architecture.

[0293] The platform 100 depicted in FIG. 1 allows a wide
range of service-based transactions, as described in more
detail below, for a wide range of transactional environments,
also described in more detail below.

[0294] Referringto FIG. 2, the platform 100 can include the
main services facilities 142, the merchant systems 170 and
the client devices 162, each of which may have components
of an electronic transaction facility 101, which may be a
software application (or combination of software and hard-
ware), running on any of them. In various embodiments,
different components of the platform 100 may be enabled on
different devices, using web services or other applications.
For example, a billing application may reside on a main
service facility 142, on a merchant system 170, or on a client
device 162, or it may reside on a service provider system that
interacts with the platform 100. The interchangeability of the
system components from the hardware standpoint allows
deployment of the platform 100 in a wide range of configu-
rations, suitable for particular transactional environments, as
described herein. For example, referring to FIG. 2, the plat-
form 100 includes software and signals that can be depicted as
a set of layers that make up a secure transaction platform 200,
including a personalization layer 202, a service layer 204 and
an enabling layer 208. Each of those layers may be embodied
on different computer systems, depending on the needs of a
particular transaction environment. The presence of these
layers thus allows the convenient configuration of the plat-
form 100 to the environment.

[0295] Platform 100 may be written to work with the Win-
dows® operating system, Macintosh® operating system,
Linux, Windows CE, Unix, or a Java® based operating sys-
tem, to name a few. Methods or processes in accordance with
the various embodiments of the invention may be imple-
mented by computer readable instructions stored in any
media that is readable and executable by a processor. A
machine-readable medium having stored thereon instruc-
tions, which when executed by one or more processors, may
cause those processors to perform the methods of the inven-
tion. A machine-readable medium may include any mecha-
nism for storing or transmitting information in a form read-
able by a machine (e.g., a computer). A machine-readable
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medium may include read only memory (ROM); random
access memory (RAM); magnetic disk storage media; optical
storage media; flash memory devices; electrical, optical,
acoustical or other form of propagated signals (e.g., carrier
waves, infrared signals, digital signals, etc.).

[0296] FIG. 3 depicts additional detail for an embodiment
of a secure electronic transaction platform 200 that corre-
sponds to the platform 100 of FIG. 1, showing additional
details of the personalization layer 202, service layer 204 and
enabling layer 208, in this case reflecting components that
could be enabled by the main service facility 142, electronic
facility 101 and merchant systems 170 in various configura-
tions that are suitable for a variety of transactions. For
example, the secure electronic transaction platform 200
includes a service layer 204 that includes bill payments ser-
vices, money transfer services, prepaid airtime top-up ser-
vices, mobile banking services, peer-to-peer transaction ser-
vices, proximity transactions services, prepaid shopping card
services, coupon services, and ticketing services. The nature
of'these specific services, which can be enabled by the secure
electronic transaction platform 200, are described in more
detail below, but respective components of them canreside on
the various systems described in connection with FIG. 1. The
secure electronic transaction platform 200 also includes an
enabling layer, 208 which enables the provision of the various
services in the service layer 204. Thus, residing on a main
services facility 142 or on a client device 162, merchant
system 170 or the system of a service provider 168, the
enabling layer 208 enables various components necessary to
support services, such as user management, device manage-
ment, domain management, issuance, service provisioning,
communications, interface features and security features. In
embodiments, as described more particularly below, the
enabling layer has advantageous core features and attributes,
such as providing multi-dimensional levels of security, at the
user level, device level and domain level. The secure elec-
tronic transaction platform 200 may also include a personal-
ization layer 202, which allows the configuration of the
secure electronic transaction platform 200 for a particular
user, whether it be a customer, a merchant, or a service pro-
vider. For example, the personalization layer 202 may include
personalization of user interface features (such as allowing a
user to depict particular configurations of virtual or physical
entities on a client device), personalization based on user
histories (such as based on use of the device, absence of use,
or the like), regionalization of content, such as to provide a
different language, personalized security features, such as
password enablement and encryption more generally, and
content personalization, such as presenting or delivering con-
tent based on a user’s expressed preferences or preferences
determined by user history, such as past transactions.

[0297] FIG. 4 depicts an embodiment of the platform 100,
which is a user-centric secure transaction platform 200, in this
case including the personalization layer 202, the service layer
204 and the enabling layer 208. In this case the services
illustrated in connection with FIG. 3 are all classified as
“payment services” 402, thus here the services layers have
been expanded to indicate some of the host of other services
domains that can be enabled by the secure transaction plat-
form 200, such as health services, infotainment services, per-
sonal information management services and travel services,
among many others. Again, these services may be provided
with the features and attributes described in more detail else-
where herein and in the documents incorporated by reference
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herein. The secure transaction platform 200 also includes the
enabling layer 208, which in addition to the capabilities
described in connection with FIG. 3 includes other enabling
components, including a user-centric engine 404, a multidi-
mensional database 408 (the structure of which is described
hereinafter in association with FIG. 62), application through-
put facilities 410, and security facilities 412.

[0298] The user-centric secure transaction platform may
also include additional features at the personalization layer
202, such as capabilities for supporting a personalized user
interface, a user-centric engine, and personalized security.
[0299] The platform 100 described in connection with
FIGS. 1 through 4 enables a number of important features.
First, the platform 100 provides secure transaction capability,
optionally using a client device 162 and supported by a secure
distributed web-based platform, such as main service facility
142. In embodiments, the transaction capability may be pro-
vided with a wallet-based metaphor, so that a client device
162, such as a cellular phone, essentially duplicates in soft-
ware key features of a physical wallet. Key features of a
physical wallet may include, but are not limited to including
many items in a compact size that allows an end user to carry
these items while traveling through daily activities as well as
in the home, office or other setting.

[0300] In other embodiments, the transaction capability is
provided apart from a wallet metaphor; for example, the
platform 100 may be provided in connection with client
devices 162 of any type or size, as described elsewhere herein.
The platform 100 may be used, as described herein, for pay-
ment and non-payment applications. In embodiments, the
platform 100 also provides the ability to issue, securely and
electronically, an entire transaction token (which may be
personalized or non-personalized) with all necessary images,
branding, and/or data for selecting and conducting transac-
tions, directly with a user, through a wired and/or wireless
medium, to a personal client device 162. In embodiments the
client device 162 may be a public device that is taken over for
temporary personal use, such as a kiosk, public access com-
puter, ATM, billboard, sign, appliance, or other public device
equipped with computing capabilities. A transaction token
may be any facility for enabling or embodying a transaction,
including, but not limited to, credit cards, bank account cards,
frequent flyer cards, stored value or other debit cards, loyalty
cards, insurance cards, drivers licenses and other licenses,
membership cards, professional credentials, bills, invoices
and similar instruments, coupons, tickets, and promotional
flyers. Platform 100 may also provide the ability to reproduce,
securely and electronically, multiple existing card, account,
and vendor information, or similar information, with brand-
ing and/or images, with necessary data for conducting trans-
actions, on client device of choice (including a personal
device ora public device taken for temporary personal use). A
platform 100 may also provide the ability to conduct secure
transactions in the physical world using proximity commu-
nication systems, such as infrared, RF, scanners, bar code
readers, ultra-wide-band network facilities, Bluetooth facili-
ties, 802.11x facilities, WIFI facilities and the like between
any client device 162 and any merchant system 170. In
embodiments such transactions may include use of bio-met-
ric parameters.

[0301] Platform 100 may further include the ability to
securely access personalized web-based user interface facili-
ties for accessing various value added services. A platform
100 may also include the ability for a user-, merchant- or
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client-centric facility, such as a wallet to “top-up” the amount
of another payment token, by transferring funds, on the same
client device 162. The funds may be located in the electronic
wallet, or may be stored in another facility of the client device
162. The platform 100 may also include the ability to issue to,
and reproduce on, a client device 162 (which may be a per-
sonal device or public device for temporary personal use),
securely and electronically, a receipt or acknowledgement
related to transactions conducted in the real world and/or
virtual world. Platform 100 may also provide the ability to
store and archive electronic replica of receipts on a client
device 162 and/or on a personalized web-based portal. In
embodiments such receipts may be stored with a merchant
acknowledgment of a transaction, such as a “PAID” stamp.
[0302] Inembodiments platform 100 may enable the ability
to securely and electronically interact with multiple domains,
through any wired and/or wireless medium, to procure per-
sonalized tokens, initiate and complete transactions, receive
receipt or acknowledgement of transaction, directly from cli-
ent device of choice (personal device or public device for
temporary personal use).

[0303] Platform 100 as described herein also enables the
ability to secure proximity and over-the-air transactions,
including issuance of tokens and receipts, using multidimen-
sional authentication, verifying the identity of, for example,
the user of a client device 162, merchant system 170 or other
device, verifying the identity of the device itself, and verify-
ing the identity of the domain for one or more transactions, in
each case using appropriate cryptography tools and an appro-
priate strength of encryption, optionally with the ability to
customize the nature of the Public/Private Key Infrastructure
on a per user, per device and per domain basis. For example,
auser might provide a private key that corresponds to a public
key that a merchant obtains from a public key registry in order
to send an item, such as a receipt, to the user that is encrypted
with the public key. Platform 100 also provides the ability to
securely encrypt tokens and receipts, not only when they are
issued, but also when they are stored on the client device.
Platform 100 as described herein also includes the ability to
configure the user-Interface and various personalized and/or
non-personalized applications on the client device 162
(which may be a personal device or a public device taken for
temporary personal use) based on the user’s preferences and/
or through the support of an expert system capable of learning
over a period of time based on the user’s behavior, usage
patterns, transaction history and qualified external inputs.
[0304] Platform 100 may also enable the ability to provi-
sion multiple tokens, multiple services and multiple person-
alized and/or non-personalized applications, with a high level
of throughput, efficiency, and fault tolerance, to the user’s
client device 162 (which may be a personal device or a public
device taken for temporary personal use) based on the user’s
preferences and/or through the support of an expert system
capable of learning over a period of time based on the user’s
behavior, usage patterns, transaction history and qualified
external inputs. In embodiments, the platform 100 has a dis-
tributed infrastructure, so that the various attributes described
herein can be embodied on a client device 162, merchant
system 170, main service facility 142 or other device or
system, such as a service provider system.

[0305] Referring to FIG. 5, methods and systems are pro-
vided herein for enabling a variety of transactions, including
transactions that a user engages in through a electronic wallet.
In FIG. 5, one embodiment is provided of a computer-based
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system that may provide a service to a user of an electronic
facility 101. As indicated in connection with FIG. 1 above,
many different embodiments are possible, depending on the
particular services to be provided, or the environment in
which a service is to provided. The electronic facility 101 may
be, may comprise, or may be a component of a client facility.
This service may be a virtual “electronic wallet.” The elec-
tronic wallet may replace a traditional wallet and its contents,
such as cash, credit cards, medical cards, membership cards,
professional credentials, promotional cards and coupons, and
so forth. The user of the electronic wallet may experience
benefits as compared with using a traditional wallet, such as
increased convenience, the elimination of paper transactions,
and added security.

[0306] Generally, but not always, the service provided by
the electronic facility 101 depicted in FIGS. 1 through 5 may
relate to a transaction and, in particular, to a financial trans-
action. This service may be delivered through a variety of
software architectures and platforms, as well as a variety of
business models. For example, the service may be supplied by
a service partner, may be delivered through a Web services
oriented architecture, may be a premium service associated
with a financial charge to the user, or may be free to the user.
The Web services may be delivered via a distributed infra-
structure and/or a secure Web services protocol, such as dis-
tributed servers that (1) may be utilizing XML digital signa-
tures and/or XML encryption and/or that (2) may be in
functional communication via SOAP. The Web services may
be associated with a secure application throughput manage-
ment facility, such as that provided by the AppMetrics®
products of Xtremesoft, Inc., Woburn, Mass. The service may
relate to a number of different financial and/or information
transactions. For example, the service may be a service relat-
ing to or including bill payment, personal data management,
security, promotion, banking, an application for a new
account, a renewal of an existing account, an issuance of a
credit card, a management of a sub-account (for example,
management of a credit card for a child), an account removal,
anaccount cancellation, shopping, purchasing agent services,
a government service, customer profiling, inter-vendor coop-
eration or collaboration, a financial service, a prepaid service,
ticketing, a manned ATM service, a proximity transaction, or
any other service that can be usefully associated with the
electronic facility 101. The transaction may be a secure trans-
action, wherein data that may be associated with the transac-
tion may be transmitted and/or stored in a secure fashion such
as protected with cryptographic facilities. The secure trans-
action may be associated with a secure distributed Web-based
platform; may or may not be associated with a wallet meta-
phor; and may have payment or non-payment applications.
The secure transaction may be conducted as a proximity
transaction in the real world using infrared, RF, bar codes, and
so forth. The secure transaction may additionally or alterna-
tively be conducted in the electronic world (e.g. wide area
network and perhaps the Internet). The secure transaction
may or may not comprise a biometric parameter, the ability to
securely access a personalized Web portal for a value-added
service, a client-centric wallet to “top-up” the amount of a
token perhaps by associating funds, which may be in elec-
tronic facility 101 but which may or may not be in the wallet,
with the token, wherein the associating the funds with the
token may comprise a funds transfer.

[0307] Inembodiments the transactions may be conducted
over-the-air, such as in the proximity transaction. In these
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embodiments, the transaction may be secured using three-
dimensional authentication, which may comprise verifying
the identity of the user, the electronic facility 101, and the
domain for the transaction. This authentication may comprise
the use of a cryptographic facility, such as an implementation
of 3DES, AES, and so forth, to secure and protect the trans-
action from eavesdropping, spoofing, replaying, and so forth.
The cryptographic facility may alternately or additionally
comprise a public key infrastructure that may be customized
on the basis of the user, the electronic facility 101, or the
transactional domain basis.

[0308] Generally, in the following disclosure, sending,
receiving, or transmitting is referred to as being secure when
it is protected by well known cryptographic facilities, such as
SSL, SSH, DES, AES, XML Encryption, HTTPS, and so
forth.

[0309] Inembodiments, the methods, systems and services
supported by the electronic facility 101 may include a wide
range of services. For example, and without limitation, the
methods and systems may enable a bill payment service,
which may include the issuance of a bill and the issuance of a
receipt and/or acknowledgement and payment. The payment
may be conducted in the real world or the virtual world. The
receipt or acknowledgement may be reproduced or stored,
securely and electronically, on the electronic facility 101. The
receipt or acknowledgement may comprise a “PAID” stamp.
The receipt may be procured from one of a plurality of
domains, through any wired or wireless medium, and may be
used during the initiation or completion of a transaction.
Methods and systems may also, or alternatively, enable a
security service, which may be associated with any function
(including multiple functions) of the electronic facility sys-
tem and may facilitate a privacy feature or enable electronic
facility theft determent. The security service may also pro-
vide transaction integrity, data integrity, authentication, non-
repudiation, revocation, renewability, and/or any other func-
tion associated with security of the electronic facility 101.
[0310] A promotion service may be associated with a func-
tion of the electronic facility 101 and provide a promotion
service associated with a loyalty card, a coupon, a promotion,
an incentive program, or any other promotional method. The
promotion service may involve direct distribution (from a
vendor) or merchant distribution (from a retailer). Methods
and systems may also, or instead, support a banking service,
which may be associated with an account transfer, access to
an ATM facility, a microcredit transaction and/or settlement,
or any other method providing banking functionality to the
user. Methods and systems described herein may also, or
instead, support an application service for enabling an appli-
cation to qualify for another service or other type of applica-
tion for a new account service, wherein the application ser-
vice may comprise providing needed information to a service
facility such as a bank or credit card company. Methods and
systems may also, or instead, support a shopping service,
which may comprise the user providing personal information
to assist in browsing merchandise and product selection. An
action associated with browsing merchandise may be check-
ing for a bargain, checking for a discount, checking for a
related product, receiving promotional information, and any
other action providing the user with merchandise browsing
capability via the electronic facility 101.

[0311] The methods and systems disclosed herein may
also, or instead, support a government service, which may be
associated with one or more of a passport, a visa, a social
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security number, a taxpayer identification number, a motor
vehicle, and voting. Methods and systems disclosed herein
may also, or instead, support a customer profiling service,
which may be for the benefit of the user or vendor, and may be
associated for example with the profiling of a group of users.
Methods and systems disclosed herein may also, or instead,
support a financial service, which may be associated with, for
example, a person-to-person money transfer, a money order,
apurchase, sale, or other transaction of a stock or other equity,
a credit or debit card transaction, an account transfer, or a wire
transfer. Methods and systems disclosed herein may also, or
instead, support a prepaid service associated with, for
example, replenishing prepaid airtime or a prepaid shopping
card. Method and systems disclosed herein may also, or
instead, support a ticketing service, which may be associated
with an airline, a movie, a play, a sporting event, an auction,
a charitable function, an educational function, a ceremony, a
speech, an entertainment event, or a hospitality facility. In the
ticketing service, paperless tickets may be issued directly to
and securely stored in association with the electronic facility
101.

[0312] The electronic facility 101 may include components
that collectively support transactional methods, allowing an
authorized user of the facility to conduct various transactions
with merchants, peers, suppliers, and any other transaction
participant. In one embodiment, the electronic facility 101
may include a user interface, which may be any kind of user
interface, such as a keyboard, a mouse, a click wheel, a track
wheel, a pointer, a slider, a button, a voice activated interface,
a stylus, a smart pen, a remote control, a touch screen, a
network interface, a software interface, a web page, a
browser, or other interface suitable for receiving user input
and/or providing information to the user. In one embodiment,
the user interface may be an LCD and touch screen display
100. The display provides visual feedback and information to
the user. The display 100 may be full size (for example, the
size of a tablet or desktop PC) or it may be a smaller size (for
example, the size of a PDA, cell phone, camera, or digital
watch display). In embodiments the display 100 may be small
enough to be portable and/or large enough to display user-
readable messages and touch controls.

[0313] Referring againto FIG. 5, the electronic facility 101
may also comprise a control facility for controlling the func-
tions of the electronic facility 101, which may be any type of
control facility, such as a processor, a microprocessor, a com-
puter, or the like. In embodiments the control facility may
comprise an associated display controller 102; a microcon-
troller 104, which may be a microprocessor, along with RAM
106, ROM 107, and Input/Output port management 108; a
non-volatile RAM 110; a light emitting diode 112 to indicate
the status of the on/off switch 114, or other status of the
electronic facility 101; a speaker/beeper 118, one or more
contact facilities 120 to connect to an optional external facil-
ity 131 and/or to charge a battery 124; an optional contact-less
facility 122 to be used, for example, in wireless communica-
tions and/or power applications; and a direct communication
facility 111. The electronic facility 101 may be powered by a
power facility 124, such as a battery, a power supply, a solar
cell, a fuel cell, a recharger, an inductive charger, a cigarette-
lighter adapter, or any other source of power.

[0314] The electronic facility 101 may be supported by a
variety of technology platforms and may take many different
forms. For example, the electronic facility 101 may be about
3.5 inches by 2.5 inches, or about the size of a credit card.
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Alternately, it may integrated into a mobile device, such as a
PDA, a smart card, a cell phone, a wearable computer, a
watch, a Blackberry®, a Sidekick®, or any other device hav-
ing a small, portable form. In other embodiments, the tech-
nology may be included in a cash register, point of sale
system, personal computer, portable digital music player,
digital camera, set-top box, digital video recorder, satellite
receiver, automobile, utility meter (such as an electric meter
or gas meter), or any other device involved in a sale of goods,
the transfer of funds, or other transactions described herein.
The technology used in the electronic facility 101 may
include an interface to an automobile, GPS, cellular phone or
any other facility that allows the electronic facility 101 to
perform mobile, location-based transactions.

[0315] Thedisplay 103, as described above, may include an
LCD and a touch screen. Alternatively, the display 103 may
be a light emitting diode display, an organic light emitting
diode array, a flexible organic light emitting diode array, a
projection display, or any other display suitable for use with
the electronic facility 101. On the display 103 or in the image
projected by the display 103 may appear bar codes or signa-
tures. These bar codes and signatures may, for example, pro-
vide information to the operator of a support computer 134
who may require a computer-readable or human-readable
visual reference to information stored with the electronic
facility 101, or information relating to a transaction using the
electronic facility 101.

[0316] Alternatively, the display 103 portion of the elec-
tronic facility 101 may be embodied in a remote device. For
example, the electronic facility 101 may further comprise a
Web server to which a PC-based Web browser may connect.
Displayed on the browser may be the visual interface of the
electronic facility 101. Thus in certain embodiments, there is
no physical size restriction on the electronic facility 101, as it
would only provide the content to be displayed on the display
103, rather than the physical display itself. Here, technology
comprising the electronic facility 101 could be embedded in
a ring, bracelet, pendant, shoe, eyeglass rim, barrette, or any
other personal item that the user may wear.

[0317] The electronic facility 101 may comprise a user
interface to receive user input. In this respect, the user inter-
face may include an input device such as a touch memory
button, a touch memory reader, a mouse, an integrated track-
ball, a microphone with speech recognition capabilities, an
RFID scanner, a Bluetooth® interface to external user input
devices, a network interface, a camera, a video or Web cam-
era, or any other user input device, including any of the input
facilities described herein. In an alternate embodiment, the
user input may be supplied over a network, for example, viaa
remote Web browser that connects to a Web server, which
may be integral to the electronic facility 101.

[0318] The electronic facility 101 may communicate with
other facilities during a transaction. Integral to the electronic
facility 101 may be a communication facility 109, which may
comprise a contact facility 120, a contact-less facility 122, a
direct communication facility 111, a local communication
facility 152, a network communication facility 154, an appli-
cation-oriented communication facility, or any other commu-
nication facility appropriate for use with the electronic facil-
ity 101.

[0319] Transactions may involve the user engaging the
electronic facility 101 in an interaction with the service facil-
ity. The service facility may authenticate one or more partici-
pants in a transaction and may be a final authority as to the
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settlement of the transaction. The service facility may include
a main service facility 142. The communication facility 109
may facilitate data transmission with the main service facility
142 via the network communication facility 154.

[0320] Power or communications to the electronic facility
101 may be provided via direct physical contact with an
external object. This is achieved via the contact facility 120,
which may comprise a power pin, a magnetic stripe, a contact
smart card facility, or any other facility suitable for providing
contact-based data communication or power to the electronic
facility 101. To the extent that the contact facility 120 may be
utilized to provide communications capability to the elec-
tronic facility 101, it may be part of the communication
facility 109.

[0321] The power or communications to the electronic
facility 101 may also, or instead, be via a wireless interaction
with an external object, such as through the infrared or con-
tact-less facility 122, which may comprise an IrDA facility, a
proximity RF facility such as RFID, a contact-less smartcard
facility, an electromagnetic induction facility, or any other
facility capable of providing contact-less data communica-
tion or power to the electronic facility 101. To the extent that
the contact-less facility 122 may be utilized to provide com-
munications capability to the electronic facility 101, it may be
part of the communication facility 109.

[0322] Communications to the electronic facility 101 may
also, or instead, be provided via the network communication
facility 154, which may include an interface facility to the
PSTN (such as a modem), an interface facility to a data
network (such as an Ethernet card or 802.11 wireless card or
Bluetooth® facility), an interface facility to a cellular net-
work (utilizing protocols such as CDPD, GPRS, GSM, CSD,
HSCSD, or SMS), or any other facility providing communi-
cations to a special interface 140, which may be a data com-
munications interface to the main service facility 142. To
ensure the security of data transmitted, the network commu-
nication facility 154 may employ a secure connection (such as
a VPN over [PSec or SSH).

[0323] In any case, the communications to the electronic
facility 101 may enable a secure transaction.

[0324] In general, networked computing may include the
use of a physical medium, a protocol stack, and one or more
applications (such as a Web server and Web browser). The
physical medium may include, for example, category Se cable
used for wired Ethernet communications, coaxial cable, fiber
optics, or any other physical medium, including, in the case of
wireless communications, air or a vacuum, as well as various
combinations of these used to complete end-to-end commu-
nications between network participants. The protocol stack
may include any number of processes used to process com-
munications between network participants, such as, for
example, a TCP/IP protocol stack or an OSI protocol stack.
The applications may include any programs, program mod-
ules, services, or other software executing on a processor or
other hardware, including common desktop applications such
as work processing software, spreadsheets, presentation soft-
ware, and web browsers, as well as proprietary software or
services that may be transparent to a user. It will be appreci-
ated that in some conceptual descriptions, the roles and struc-
tures of these components vary, as for example where the OSI
protocol stack includes a physical layer to describe use of a
physical medium and an application layer to describe an
interface with applications. Similarly, in certain conceptual
frameworks, a device operating system may be considered an
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application or a component of a protocol stack. Thus, still
more generally, a networked computing system may include
any combination of physical media and processing resources
to enable one directional or multi-directional communication
between applications, services, or other software components
executing on processors or other hardware. All such net-
worked computing systems are intended to fall within the
scope of the following description, except where specific
programs, protocols, or communication media are specified.

[0325] To support the user of an electronic facility 101, an
application-oriented communication facility 109 may be
associated with the electronic facility 101. This communica-
tion facility 109 may comprise a facility allowing direct con-
nection to the main service facility 142 through the external
facility 131 (such as Telnet, FTP, SSH), or any other facility
providing an application with a connection-based or session-
based capability to tunnel data through the external facility
131 to the main service facility 142. In one example, the
application-oriented communication facility 109 may
include a facility for connecting to a retailer’s Web server
using Web protocols such as HTTP and HTTPS.

[0326] The memory in the electronic facility 101 may com-
prise RAM 106, ROM 107, and/or nonvolatile RAM 110, or
any other kind of data storage facility. The memory may be
sufficient to store all data associated with the participation of
the electronic facility in the execution of a transactional
method herein described. The contents of this memory may
be uploaded in whole or in part, optionally via a software
conduit, to the support computer 134, the local computer 160,
and/or the main service facility 142. To support methods
associated with transactions, the memory in electronic facil-
ity 101 may contain a multidimensional database, may be
implemented utilizing a package and methods that provide
leak-resistant cryptography (such as a smart card), and may
be embodied in any magnetic, optical, or electronic storage
medium. In embodiments the data storage facility may
include a file, database (object oriented or relational), object,
or other data storage facility for storing data, applications,
programs, and other items associated with the electronic
facility.

[0327] The memory in electronic facility 101 may store a
value associated with transactional methods herein
described. This value may include: a unique identifier to
discriminate one electronic facility 101 from another; access-
control information to prevent unauthorized use of electronic
facility 101; personal information identifying the owner of
the electronic facility 101; financial account information;
medical and health information associated with the owner of
the electronic facility 101; stored cash value; logos and brand-
ing information; or any other value associated with transac-
tional methods.

[0328] The access-control information may comprise an
encoded signature, a personal identification number, an
encoded fingerprint, an encoded iris scan, or any other infor-
mation (biometric or otherwise) associated with access con-
trol, identification, security, or authorization.

[0329] The personal information may comprise an indi-
vidual’s name, a business’s name, a home address, a home
telephone number, a home fax number, a home e-mail
address, an office address, an office phone number, an office
fax number, an office e-mail address, a uniform resource
locator (“URL”), a uniform resource identifier (“URI”), a
height, a weight, a birth date, a social security number, a blood
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type, a marital status, or any other information associated
with a person, or used to uniquely identify, contact, or locate
a person.

[0330] The financial account information may comprise a
credit card number, a date of issue, a date of expiration, a
credit limit, a savings account number, a checking account
number, an investment account number, a username and/or
password associated with a financial account, or any other
information associated with one or more financial accounts
such as brokerage accounts, savings accounts, checking
accounts, credit card accounts, and so on.

[0331] The medical and health information may comprise
an indication of an allergy, a medical history, a medical con-
dition, a health insurance member number associated with a
health insurance plan, a physician name, a hospital name, a
pharmacy name, current medications or prescriptions, or any
other information associated with a medical or health condi-
tion.

[0332] Thelogosand branding information may comprise a
credit card image or any other image associated with logos
and branding that might be used in association with services
provided using the electronic facility 101.

[0333] To allow the electronic facility 101 to be adaptable
to different environmental lighting conditions, the electronic
facility 101 may further comprise a display brightness adjust-
ment to control, for example, backlighting or display inten-
sity, and an enclosure. Alternatively, the electronic facility
101 may include a visible light sensor capable of sensing an
environmental lighting condition, along with a facility to
automatically adjust the display brightness based upon the
sensed environmental lighting condition.

[0334] The electronic facility 101 may yet further comprise
software to support methods associated with transactions.
This software may comprise an operating system, a memory
display manager, a database display manager, an analysis
algorithm, an analysis procedure, an interface controller, a
day planner, an /O driver, a display driver, a scheduler, a
command manager, a clock, a calendar, a universal electronic
transaction facility initialization program, an authorization
program, a security manager, a signature managetr, or any
other software feature associated with transactions or associ-
ated data that is associated with transactions.

[0335] By emulating a physical entity (such as a credit
card), the electronic facility 101 may provide a user with an
alternative to carrying the physical entity. By emulating a
plurality of physical entities (such as a credit card, driver’s
license, event ticket and phone card), the electronic facility
101 may act as an electronic wallet that may relieve its user of
the need to carry physical entities, such as cards, in a physical
wallet. To support this functionality, the electronic facility
101 may further comprise an application that emulates a
physical entity, such as graphically emulating the physical
entity, or emulating the entity using audio or video, for
example. This application may emulate a credit card, a bank
card, a medical card, a driver’s license, a phone card, an
airline travel card, a car rental card, a universal integrated
card, aloyalty program or rewards card, or any other physical
entity associated with the user of an electronic facility 101,
such as any entity used in the services, applications, environ-
ments and transactions described herein. In embodiments,
emulating a physical entity includes emulating visual physi-
cal characteristics of the entity, such as a brand, logo, trade-
mark, font, format, shape or the like. In other embodiments,
emulating a physical entity may include storing digital infor-
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mation associated with the entity, such as identification num-
bers, pass codes, serial numbers, or the like. In embodiments
digital information may be associated with a visual represen-
tation of the entity.

[0336] Applications described herein, such as those sup-
porting credit card and bank card transactions, for example,
may enable numeric entry by the user, such as entry of a
personal identification number (“PIN™), a dollar amount, or
any other entry that may enable features such as paying a
gratuity, requesting a cash back quantity, or specifying any
other monetary quantity associated with a transaction.
[0337] Themedical card application may comprise anasso-
ciated medical history, insurance information, photo identi-
fication, or any other information associated with the medical
aspect of a person.

[0338] The airline travel card application may comprise an
interface with an airline reservation system or an interface
with any other system associated with airline travel.

[0339] The universal integrated card application may inte-
grate a number of different applications, associated identifi-
cations, accounts, or any other items associated with univer-
sal integrated card methods.

[0340] To support methods associated with the electronic
facility 101 or a general activity of the user of the electronic
facility 101, the electronic facility 101 may support one or
more additional features. An additional feature may include,
for example, an entry of a code, which may be an alphanu-
meric code, a personal identifier, a password, a personal iden-
tification number, or a signature. The additional feature may
also, or alternatively, include a display of an electronic facility
option (such as an account summary), a display of a status
associated with a transaction (such as “transaction com-
plete”), a display of a numeric keypad (such as for numeric
entry of a gratuity on a restaurant purchase), a notepad, a
to-do list, a contact list, an email program, a task manager, a
message manager, an instant messaging program, an alarm, a
reminder feature, or any other feature that might be usefully
included with the electronic facility 101, or methods and
services provided thereby.

[0341] To enable a transactional method, the electronic
facility 101 may need to interact with a main service facility
142. The main service facility 142 may be a server, such as an
HTTP server, a personal computer, a workstation, a laptop
computer, or any other computer or computing device. In
embodiments, the main service facility 142 may provide
functions as services in a services-oriented architecture,
where the services are listed in a registry of such services that
can be accessed by clients of the main service facility 142,
such as the electronic facility 101, to use the services. In
embodiments the main service facility 142 may comprise a
distributed computer, a cluster computer, a network of work-
stations, a server, a supercomputer, a mainframe computer, a
server farm, and/or any combination of these deployed at one
or more geographic locations.

[0342] The interaction with the main service facility 142
may occur via the external connector 131, which may be
employed in association with the electronic facility 101 and
the main service facility 142 during the execution of a trans-
actional method herein described. The external connector 131
may comprise a telecommunications/Internet facility 138, an
information processing facility 129, user input keys 128, lig-
uid crystal display (LCD) 130, a personal computer (PC)
interface facility 132, or any other feature or facility associ-
ated with supporting a transactional method between the elec-
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tronic facility 101 and the main service facility 142. The
information processing facility 124 may comprise a micro-
controller, RAM, ROM, I/O facility, and any other facility
associated with information processing. The external connec-
tor 131 may interface with a local communication facility 152
via an RF facility, an IR facility, or any other appropriate
facility allowing communication between the electronic
facility 101 and the external connector 131. The communica-
tion facility 152 may be passive or active, or may include any
combination of active and passive components.

[0343] A participant may desire a capability associated
with the transaction, such as scanning a coupon presented by
the user, scanning a ticket held by the user, or the like. To
support this capability, the connector 131 may also interface
with a support computer 134 via a PC interface facility 132.
The external connector 131 may be associated with a mer-
chant or other transaction participant. The communication
facility 109 may facilitate data transmission with the external
facility 131 via the local communication facility 152. The
local communication facility 152 may include a contact facil-
ity 120 and/or a contact-less facility 122. The PC interface
facility 132 may be passive or active. The PC interface facility
132 may comprise any practicable data transfer facility,
including USB, parallel, serial, Ethernet, PSTN, 802.11,
WiFi, WiMax, IrDA, or Bluetooth, or any other wired or
wireless facility. The PC interface facility 132 may be alter-
able after the deployment of the external connector 131 to an
environment, allowing the interface to be adapted to its envi-
ronment as the environment may change, for example, due to
a modification to the support computer 134. The support
computer 134 may provide any facility desired by the user of
the support computer 134 that is associated with a transaction
involving the user of the electronic facility 101 and the user of
the support computer 134.

[0344] The external connector 131, independently or in
association with the support computer 134, may provide a
verification feature when used in association with electronic
facility 101. This verification feature may include displaying
a photograph; comparing a photograph to a reference photo-
graph; comparing a fingerprint to a reference fingerprint;
comparing a voice print to a reference voice print; comparing
a signature to a reference signature; displaying a signature;
comparing an iris scan to a reference iris scan, or any other
feature allowing the comparison of two data sets, one associ-
ated with a candidate user and another associated with a
known user. The verification feature may also, or instead,
employ any combination of PINs, passwords, usernames, and
digital keys or certificates to verify identity. Any of the physi-
cal entities required for verification may also be stored in or
emulated in the electronic transaction facility 101, such as a
photograph of the user, fingerprint, voice print, iris scan, or
other biometric data, such as a CT scan, MRI result, or the
like.

[0345] The technology comprising the external connector
131 may be integrated, in whole or in part, into the support
computer 134.

[0346] The support computer 134, as has been mentioned,
may interface with the external connector 131. Through the
external connector 131, the support computer 134 may com-
municate with the electronic facility 101. The support com-
puter 134 may also communicate with the main service facil-
ity 142 through the telecommunications/Internet facility 138
of the external connector 131. The communication of the
support computer 134 with the electronic facility 101 and the
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main service facility 142 may support or enable a transac-
tional method with the support computer 134 playing a par-
ticipant’s role in the transaction.

[0347] When communicating with the main service facility
142, the support computer 134 may send a code; send a
transaction request; send an authorization request; receive an
authorization; receive a receipt; receive an acknowledge-
ment; send a coupon; receive approval to redeem a coupon;
check for available inventory (for example, the availability of
tickets to a theatrical event); request a purchase of available
inventory; or request a cell phone top-up. The support com-
puter 134 may also send and receive other communications
from the main service facility 142 as specified in the transac-
tional methods herein described. In each case, items that are
associated with a transaction may be stored and accessed in a
manner that allows access to an emulated format version of
their physical format, such as showing a “PAID” stamp on a
receipt, showing an official logo on a ticket, or showing an
actual physical signature on a signed document. This emu-
lated physical form may be associated with digital data, such
as data to ensure uniqueness of a particular representation of
an item. Thus, the methods and systems described herein may
support storing, manipulating, retrieving, exchanging and
otherwise using a close (if not identical) graphical depiction
of'an actual entity (e.g., an actual driver’s license, as opposed
to a picture of a driver’s license, an actual ticket, as opposed
to evidence of having purchased it, or the like), as opposed to
mere information about the represented entity.

[0348] The support computer 134 may be a point-of-sale
(POS) computer. The POS computer may be installed at a
store, a fuel pump, a restaurant, a bar, a hotel, a tollbooth, a
doctor’s office, an airport or other ticketing location, or any
other location where a transaction may take place. In embodi-
ments, the POS computer may be equipped with a facility
designed to interact with the electronic facility 101. The POS
computer may be an automated teller machine (ATM), may
be installed in an ATM, or may take any other practicable
form. The support computer 134 may be an e-commerce
server connected to the Internet. The support computer 134
may be aserver connected to the PSTN. In this case, the server
may comprise functions that allow for voice interaction with
the user, DTMF decoding, SMS reception, SMS transmis-
sion, or any other method facilitating data transmission via
the PSTN.

[0349] The support computer 134 may be capable of con-
ducting proximity transactions in association with the elec-
tronic facility 101 and the main service facility 142. The
support computer 134 may also be capable of accessing from
the main service facility 142 information associated with the
transactional methods herein described.

[0350] The user of an electronic facility 101 may want to
utilize a local computer 160, such as the user’s personal
computer, to perform an action associated with a transaction,
herein described.

[0351] To support the utilization of the local computer 160,
the communication facility 109 may further comprise a per-
sonal connection 158 to the local computer 160. The personal
connection 158 may comprise a USB connection, a Firewire
connection, an Ethernet connection, an AT keyboard connec-
tion, a PS/2 keyboard or mouse connection, a MIDI connec-
tion, a game port connection, an IEEE 1284 parallel connec-
tion, or any other practicable serial or parallel connection.
The personal connection 158 may also, or instead, include a
local area networking facility supporting wired or wireless
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network protocols such as 802.11 and Ethernet. The personal
connection 158 may yet further comprise a short range wire-
less communication facility supporting protocols such as
Bluetooth®, IrDA, or any other infrared, radio frequency or
other method supporting the wireless transmission of data
over a short range.

[0352] The local computer 160 may be a personal com-
puter. The personal computer may interface with the elec-
tronic facility 101 via a connection such as the above-de-
scribed physical connection 158. The personal computer may
support transactional analysis, which may comprise analysis
associated with personal taxation; analysis associated with
personal budgeting; analysis associated with compiling a per-
sonal financial summary; or any other analysis associated
with a transaction. The personal computer may further com-
prise software to access a remote computer. This remote
computer may be associated with a transactional service com-
pany and may be the main service facility 142. When access-
ing a remote computer, the local computer 160 may access or
review information associated with a financial account
wherein the information is stored in the remove computer.
The local computer 160 may also change at the remote com-
puter information associated with a financial account.
[0353] Inone application of this invention, a health service
may be provided in which an electronic facility 101 may be
used for inputting, storing, processing, and/or transmitting
personal information, including personal medical history (in-
cluding radiological images memory-availability permit-
ting), account information, and transactional information. At
least one central health care information processing facility is
provided, which may comprise a main service facility 142, a
customer database 155, an operator station 150, anotable data
148, a network communication facility 154, and/or a special
interface 140. In Pitroda (included above by reference), the
central health care information processing facility is dis-
closed as a “health care management system” and, within the
context of Pitroda’s description of the health care manage-
ment system, the electronic facility 101 is referred to as a
“UET card” and a “universal electronic transaction card.”

[0354] In another application of this invention, an elec-
tronic credit transaction service may be provided in which an
electronic facility 101 may be used for conducing electronic
credit transactions. At least one credit transaction processing
facility may be provided, which may comprise a main service
facility 142, a customer database 155, an operator station 150,
a notable datum or data 148, a network communication facil-
ity 154, and/or a special interface 140. In addition, a point of
transaction system may be provided, which may comprise an
external connector 131. In embodiments, the credit transac-
tion processing facility may be a “service institution system”
as described in the documents incorporated herein by refer-
ence, and, within the context of a service institution system
pertaining to the electronic credit transaction, the electronic
facility 101 may be referred to as a “UET card” and a “uni-
versal electronic transaction card.”

[0355] In a general application, some or all the items in
FIG. 1 may be combined to provide a transactional service to
auser. The transactional service may comprise, without limi-
tation, a payment service, a non-payment service, a health-
related service, an infotainment service, a personal informa-
tion management service, a travel service, a person-to-person
service, a money order service, a money transfer service, a
prepaid airtime top-up service, a ticketing service, a loyalty
service, a coupon service, a promotional service, an elec-
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tronic checkbook service, a driver’s license service, a gaming
portal service, a government portal service, an enterprise
portal service, a health/fitness portal service, a religious por-
tal service, a sports portal service, an insurance portal service,
a university portal service, a user-centric interface facility, a
user-centric engine facility, and a security facility. Some of
these transactional services are herein described, and the
entire teachings of the documents referenced herein are incor-
porated by reference.

[0356] In some applications, the main service facility 142
may comprise a special interface 140 for aggregating tele-
phone lines. In this case, the special interface 140 may pro-
vide caller ID functionality for identifying the source of a
dial-in; may receive dial-in from a POS computer; may be
accessed by a credit card company or other service provider;
or may support any method associated with a transaction.
Alternatively, in modern applications, the special interface
140 may comprise an Internet connection. In this case, the
special interface 140 may receive IP packets from a client
computer; provide the IP address of the client computer; may
receive incoming data packets from a POS computer; may be
accessed by a credit card company or other service provider;
or may support any method associated with a transaction.
Thus, the main service facility 142 may be coupled to a
telecommunications network or the Internet via the special
interface 140. More generally, the special interface 140 may
provide any needed degree of connectivity between incom-
patible physical, programming, protocol-based or other inter-
faces to a main service facility 142

[0357] To support the transactional methods herein
described; methods associated with a transaction; or any
other transactional method, the main service facility 142 may
further comprise software (“main service facility software”).
The main service facility 142 may still further comprise a
customer database 144, such as any relational database or
other database, data store, file, mass storage device, or other
storage facility, which may be associated with the main ser-
vice facility software. The main service facility 142 may be
capable of storing and processing notable data 148 that is
associated with the electronic facility 101. This notable data
218, which may be stored in the database 214, may pertain to
transactions, reports, analysis, account authorization, credit
card issuance and cancellation, or any other thing associated
with the electronic facility 101. The central computer soft-
ware may also comprise applications and programs for
accomplishing a variety of functions and services. In embodi-
ments, services may be deployed in an application-oriented
architecture, wherein clients of the services (including the
main service facility 142, the support computer 134 and the
local computer 160) may access the services to achieve the
functions. Services may be listed in a registry of such ser-
vices, discussed below in detail. In embodiments the services
may be deployed with user interfaces that are optimized for
use by particular client facilities, such as a particular type of
support computer, local computer, or user device. More gen-
erally, the software may include any combination of program-
ming languages, environments, and/or other software plat-
forms, modules, or other technologies suitable for providing
the functionality described herein, in source code form,
executable form, or some intermediate form.

[0358] Referring now to FIG. 19, an assortment of logical
aspects of an embodiment 1938 of an electronic facility 101 is
depicted. The embodiment 1938 is capable of receiving a user
input 1900 that may be directed to any number of transac-
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tional service references or applications 1910. One such user
input 1900 is directed to the transactional service reference
“Pay Bill” 1902, another is directed to the transactional ser-
vice reference “Order Airline Ticket” 1904, another is
directed to the transactional service reference “Check Aller-
gies” 1908, and another is directed to the application 1910.
[0359] As is shown, the transactional service reference
“Pay Bill” 1902 refers to an RPC client stub 1920 that is
associated, for example, with the company Bank of America.
Likewise, the transactional service reference Order Airline
Ticket 1904 refers to a URL 1922 associated, for instance,
with the company American Airlines and the transactional
service reference Check Allergies 1908 is associated with an
applet 1924 that is associated, for example, with the health
insurance company Blue Cross/Blue Shield.

[0360] A number of the objects to which these transactional
service references refer are associated with facilities that are
external to the embodiment 1938. The Bank of America RPC
client stub 1920 is associated with a server 1928 that is asso-
ciated with the company Bank of America, wherein the server
1928 may be associated with an RPC server stub that is
compatible with RPC client stub 1920. The American Air-
lines URL 1922 is indirectly associated with an HTTP server
1932 that is associated with the company American Airlines.
[0361] The indirect association between the American Air-
lines URL 1922 is due to the need to resolve the URL 1922 to
an IP address of the HTTP server 1932. The benefits of this
indirection are well known in the art, and include the ability to
decouple the name of a Web site from the physical address of
the Web site.

[0362] Theresolution ofthe URL 1922 is depicted as a first
arrow pointing from the URL 1922 to DNS server 1930
representative of a query from the embodiment 1938 to the
DNS server 1930; a second arrow pointing from the DNS
server 1930 to the URL 1922 representative of a name reso-
lution from the DNS server 1930 to the embodiment 1938;
and athird arrow pointing from the URL. 1922 to HT TP server
1932 representative of a HTTP request from the embodiment
1938 to the HTTP server 1932.

[0363] One of the objects to which a transactional service
refers is associated with a facility that is internal to the
embodiment 1938: The Blue Cross/Blue Shield applet 1924
is associated with a machine command processing facility
1918. In practice, the machine command processing facility
1918 is likely to be a central processing unit providing either
a native machine command processing function or a virtual
machine command processing function. The machine com-
mand processing facility 1918 may be microcontroller 104.
[0364] Within the embodiment 1938, an application 1910
may invoke an additional service reference. Two such refer-
ences are depicted, additional service reference Security
1912 and additional service reference Password Management
1914. Security 1912 references an applet which may be
executed by the machine command processing facility 1918.
Password Management 1914 is an RPC client stub associated
with a server 1934 that performs as a password management
facility.

[0365] One distinction between a transactional service ref-
erence and an application is that the former is associated with
a transactional service and the latter is not. This qualitative
distinction illustrates that the systems described herein may
perform both transactional and non-transactional functions,
some of which are herein described and others of which will
be readily apparent to one of ordinary skill in the art. How-
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ever, as a matter of implementation, there may not be a dis-
tinction between the two, as both may be responsive to user
input; both may refer to a URL, an RPC stub, an applet, or any
other executable or informational object; both may be
invoked by the user or automatically by the embodiment
1938; and both may be embodied as an executable, inter-
preted, or static byte sequence.

[0366] Insome circumstances, it may be useful for a trans-
actional service reference to indirectly reference a service
provider facility. One example of this, disclosed above, is the
URL 1922 that may be de-referenced via the DNS server
1930 to an IP address associated with the HTTP server 1932.
More generally any system may be used for de-referencing
external objects in a digital, networked environment, such as
the Digital Object Identifier system, which is a system for
identifying content objects in the digital environment devel-
oped by the International DOI Foundation. Other name or
object resolution systems and methods are also well known in
the art and may be utilized in the embodiment 1938 or the
electronic facility 101.

[0367] Referring now to FIG. 20, a client 2000, which may
be the electronic facility 101 of which the embodiment 1938
is one exemplary instance, may communicate with a registry
2002 and a server 2004. The registry 2002 may be the DNS
server 1930; a DOI registration agency; an FTP server; a
registry of services; and/or any other facility that provides
dereferencing, data processing, data storage, data upload,
data download, and/or any other service associated with a
server in a network.

[0368] Applications and transactional service references
may be installed into, modified, or removed from the client
2000 by a method that may comprise accessing the server
2004 to receive an install, modification, or removal instruc-
tion; a static byte sequence; an executable byte sequence; an
interpretable byte sequence; or any other byte sequence. The
client 2000 and the server 2004 may rely on the registry 2002
to de-reference or otherwise process data associated with an
application or transactional service reference.

[0369] Referring now again to FIG. 1, the central computer
software may utilize a data format used by a bank or credit
card company; store data associated with a transaction; gen-
erate a report associated with a transaction; analyze data
associated with a transaction; process an account authoriza-
tion; receive data from the electronic facility 101; maintain a
customer database; support a plurality of operator stations
150 (for example, a customer service facility); enable e-com-
merce functionality; enable connectivity to an electronic
facility 101; enable connectivity to a support computer 134;
enable connectivity to an external facility 131; enable con-
nectivity to a service institution; and/or perform any other
function associated with a transaction.

[0370] The central computer software may archive a client
password; a code (such as a personal identification code);
personal information; or any other information associated
with the user or a transaction. The personal information may
comprise a street address, a marital status, a name ofa spouse,
aname ofachild, apersonal preference (which may comprise
aprivacy specification and a secrecy specification), a name of
an employer, a driver’s license, a social security number, a
date of birth, a maiden name, a mother’s maiden name, a place
of'birth, a former address, or any other information associated
with the user.

[0371] The central computer software may additionally, or
alternatively, archive financial information such as a bank
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account number, a credit card number, a number representa-
tive of income, information associated with an investment,
information associated with an asset, information associated
with a payment history, information associated with a credit
history, information associated with a loan, or any other infor-
mation associated with finances.

[0372] The central computer software may also, or instead,
archive medical information such as a medical history, medi-
cal records (including, but not limited to, radiological images,
EKGs, EEGs, immunization records), a name of a physician,
information associated with an emergency contact, an indi-
cation of an allergy, an indication of an ailment, an indication
of a treatment, and indication of a medication, a hereditary
condition, a family history, a prescription, a list of current
medications, or any other information associated with the
user’s health or associated with the maintenance of the user’s
health. Medical information may also include information
associated with a health care plan or other health insurance or
health care providers, such as a plan number, benefits descrip-
tion, account number, deductible information, and so forth.
[0373] The central computer software may also, or instead,
archive organizational information, which may comprise an
appointment, an address book, a memo, a note, a to-do list, a
calendar, or any other information associated with the day-
to-day organization of the user.

[0374] The central computer software may also, or instead,
archive information associated with an insurance provider, an
emergency contact, a membership in a club, a membership in
a trade association, or any other information associated with
the user’s affiliation with an entity.

[0375] Moreover, the central computer software may
archive information associated with travel, which may com-
prise information associated with a discount or travel
voucher, a hospitality company, a transportation company, a
car rental company, or any other information associated with
the travel and lodging of the user. Other travel information
may include, for example, passport and visa information,
travel itineraries, reservations for rooms, cars, airplanes, and
so forth, currency conversion information, time zone infor-
mation, and the like.

[0376] The main service facility 142 may also have the
capability of supporting transactional methods described
herein, which are the subject of the present invention.
[0377] The electronic facility 101 may have the capability
to store the same type of data stored by the central computer
software. Indeed, the data stored by the central computer
software may comprise an archive of the data stored in the
electronic facility 101.

[0378] The notable data 148 may be recorded electroni-
cally, which may obviate the need for paper receipts either at
the electronic facility 101 or at the main service facility 142.
[0379] The main service facility 142 may provide online
analysis services to the electronic facility 101. These analysis
services may include credit verification, transaction analysis,
billing, payments, and any other analysis associated with
transactional data.

[0380] Theelectronic facility 101 may comprise a universal
electronic transaction facility, which may comprise a univer-
sal electronic transaction card, such as the card described in
Pitroda. The universal electronic transaction card may further
comprise a smartcard facility, a microphone with speech rec-
ognition, a Bluetooth® facility, a virtual private network
facility, a holographic memory facility, a removable RAM
facility, a removable ROM facility, a registration facility
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capable of registering with a central security agency, an acti-
vation facility capable of interacting with the service facility,
and any other feature, function, or facility of the electronic
facility 101 herein described. The electronic facility 101 may
comprise a Windows, Linux, or Macintosh computer.

[0381] The electronic facility 101 may require the comple-
tion of an initialization procedure prior to use. This initializa-
tion may associate the user with the electronic facility 101. As
shown in FIG. 21, in one step in the initialization process, the
user of the electronic facility 101 may be required to sign in a
designated area using, for example, a pen or a stylus and a
digitizing pad that converts the user’s signature into a bit map
orother digital form. This signature may become a permanent
record similar to the signature appearing on a driver’s license
or credit card. This signature may be used for verification,
identification, and security purposes. Once entered, the sig-
nature may be stored in anonvolatile RAM 110. The signature
may be automatically displayed on a display of the device,
such as the touch screen display 100 during a transaction.
[0382] As shown in FIG. 22, in another step in the initial-
ization process, the user of the electronic facility 101 may be
required to provide a code, which may be, any alphanumeric
or other code, such as a password, or a numeric code. The
code may be maintained by the user in confidence, much like
a personal identification number (PIN) used in connection
with an ATM card. Later providing the code may be a prereq-
uisite to accessing information stored in the electronic facility
101. Conversely, later failing to provide the code may result in
the partial or total disablement of the electronic facility 101.
Once the electronic facility 101 is initialized with a signature
and a code it may be ready for normal use.

[0383] As shown in FIG. 29, during standard operation of
the electronic facility 101, boxes at the top of the display may
appear. These boxes may be associated with commands such
as “type”, “print”, “erase”, “security”, “shift”, or any other
command supported by the electronic facility 101. The
remaining part of the display may be available for the display
and analysis of information associated with transactional
methods.

[0384] A specific area may be assigned for an original
signature that may be entered by the user into the electronic
facility 101 during one step in the initialization procedure.
The signature may be permanently stored in the electronic
facility 101 and may be used for identification purposes. In
the same display area, the user of the electronic facility 101
may be required, for the purposes of identification and autho-
rization of the user, to write a signature during the exercise of
a transactional method. Instead of or in addition to the signa-
ture, the electronic facility 101 may require, again for the
purposes of identification and authorization of the user, that
the user pose for a photograph, offer a fingerprint, record a
voice print, submit to an iris scan, or allow any other digiti-
zation of a physical trait likely to identify the user.

[0385] In a certain situation, it may be desirable for the
electronic facility 101 to display a simulation or simulacrum
of'a physical entity such as a credit card. In this situation, the
original signature sample, which was collected during the
initialization process, may be displayed and visually
inspected during the exercise of a transactional method by a
participant in the transaction other than the user, such as a
merchant. The electronic facility 101 may also display basic
entity information, which may comprise a name, a card num-
ber, a date of issue, an expiration date, and any other infor-
mation stored within the electronic facility 101. This display
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of'basic card information may take the form of a bar code that
may be read by a bar code reader.

[0386] FIG.34 outlines an initialization process for an elec-
tronic facility 101. When the electronic facility 101 is first
purchased by the user, it may have a default security code that
may be reset by any user. To initialize the electronic facility
101, the user may activate the power on/off switch 114, as
shown in FIG. 1. The image shown in FIG. 21 may then
appear on the display of the electronic facility 101. The user
may write his or her signature on the display in the space
indicated. This signature may be stored in nonvolatile RAM
110. Alternatively, the user may provide a personal identifi-
cation number in lieu of a signature.

[0387] Next, theimage shown in FIG. 22 will appear on the
display of the electronic facility 101, requesting the user to
input a code. The user may input a numeric code of any
number of digits, such as 10 digits. In an alternate embodi-
ment, the code may be an alphanumeric code and may be
more or less than 10 characters. The user may enter the code
by touching the numbers (or letters, where alphanumeric
capabilities are provided) on the bottom of the display in the
desired sequence. The user may use the “CLR” key to erase
numbers erroneously entered. When the user is satisfied with
the code, the user may use the “ENT” key to input the code
into nonvolatile RAM 110. Thereafter, the electronic facility
101, including information stored within the electronic facil-
ity 101, may be unusable until the code is reentered. From
time to time, the user may have to reenter the code to render
usable both the electronic facility 101 and the information
therein stored.

[0388] Asanadditional means of security, the service facil-
ity may require that the user who purchases or receives an
electronic facility 101 register it with a main service facility
142 to receive a personal identification number (PIN). This
number may be different from the security code entered by
the user into the electronic facility 101 during initialization.
Embodiments of security features are described more particu-
larly below.

[0389] One purpose of the electronic device 101 is to pro-
vide the user with the ability to conduct a transaction with the
service facility. The service facility may comprise one or
more of a WSC server as defined by Pitroda (included above
by reference), a credit card company, a bank, a department
store, a travel service company, a gas station, a restaurant, a
health service provider, or any other entity with which the
user may want to conduct a transaction. A health service
provider may comprise a treatment facility, a laboratory, a
pharmacy, an emergency room, or any other facility associ-
ated with providing health or medical services.

[0390] Inorderto activate the electronic facility 101 for use
with the service facility, the user of the electronic facility 101
may complete a normal qualification step required by the
service facility. This qualification step may comprise a back-
ground check, a credit check, a validation of government-
issued documents, or any other step associated with ascer-
taining the appropriateness of the user to be serviced by the
service facility.

[0391] After the service facility qualifies the user, it may
notify the user of the approval. The user may then connect the
electronic facility 101 to an external connector 131, which
may dial the number of a main service facility 142, or other-
wise establish bi-directional communications with the main
service facility 142 using, for example, the Internet or a
dedicated private network, that is empowered by the service
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facility to transmit authorization data enabling the electronic
facility 101 to function as a “credit card” or other type of
“card” associated with the service facility.

[0392] Next, the service facility may identify the user
through a PIN known a priori to both the user and the service
facility. Alternatively, the service facility may identify the
user through caller identification of the user’s phone number.
Similarly, identity may be established using, for example, a
trusted third party service, such as provided by Verisign, Inc.,
authenticate each participant, and optionally establish secure
communications among the participants.

[0393] Once the service facility has identified the user, it
may transmit information to the electronic facility 101 via the
external connector 131. This information may comprise a
category in which the service facility is classified, a date of
issuance, a date of expiration, a credit limit, a card number, a
name of the service facility, and an image associated with
institution.

[0394] The service facility may also receive information
from the electronic facility 101 via the external connector
131. This information may be associated with the user, may
be associated with the electronic facility 101, and may com-
prise a unique serial number of the electronic facility 101 and
the encoded signature of the user of the electronic facility
101.

[0395] When the user is desirous of utilizing the electronic
facility 101 to exercise a transactional method, the following
sequence may take place: First, the user may turn on the
power of the electronic facility 101. Optionally, the user may
be prompted to enter the security code.

[0396] The electronic facility 101 may permit the user a
fixed and limited number of attempts at entering the security
code. When the user fails to enter the security code within the
fixed and limited number of attempts, the card may deactivate
itself in a manner that renders it unusable without reauthori-
zation from the service facility. On the other hand, when the
user enters the security code within the fixed and limited
number of attempts, the display shown in FIG. 4 may appear.
At this point, the user may select an option from a menu of
choices that may comprise a credit card transaction, a bank
card transaction, a retail credit transactions, a medical trans-
action, an insurance transaction, an action associated per-
sonal identification, an action associated with travel, an action
associated with telephony, an action associated with coupon
redemption, an action associated with a person-to-person
financial transfer, an action associated with browsing mer-
chandise, an action associated with paying a bill, and any
other action associated with the service facility with which
the electronic facility 101 be been activated for use.

[0397] The action associated with browsing merchandise
may be one of checking for a bargain, checking for a discount,
checking for a related product, and receiving promotional
information. Any action selected by the user may invoke,
exercise, or contribute to the completion of a transactional
method.

[0398] One step in the transactional method may comprise
receiving authorization from the service facility. This autho-
rization may be generated by main service facility 142 on
behalf of the service facility. The authorization may be con-
tingent upon the verification of a signature, a code, or an
approval. The authorization may be received at electronic
facility 101 or support computer 134 via external connector
131.
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[0399] Following the completion of a transactional method
the electronic facility 101 may perform an action associated
with account reconciliation.

[0400] Referring to FIG. 45, high-level steps are presented
for a general transactional method in which a user may use an
electronic facility 101 to conduct a transaction with another
transaction participant. In this method, the user may initiate
the transaction. This transactional method may involve two
facilities, a first facility F1 and a fourth facility F4. In this
transactional method, a request from the first facility F1 may
be received by the fourth facility F4. The fourth facility may
then transmit an acknowledgement to the first facility F1.
Generally, the first facility F1 may comprise an electronic
facility 101 and, thus, may be referred to as “the client facil-
ity.”” Generally, the fourth facility F4 may be the main service
facility 142, which may be the service facility, which may be
a transaction service facility, a “wallet service center”, a
financial service provider, and/or a bank. Security facilities
for handling requests are described more particularly below.
[0401] This transactional method may be a method for pro-
viding to the first facility F1 a financial transaction service,
wherein the request from the first facility F1 is a transaction
request. This transactional method may further comprise a
communication between the first facility F1 and the fourth
facility F4.

[0402] Referring to FIG. 46, high-level steps are presented
for another general transactional method in which a user can
use an electronic facility 101 to conduct a transaction with
another transaction participant (referred to in this paragraph
as “the other participant”). In this method, the other partici-
pant may initiate the transaction. This transactional method
may involve two facilities, the first facility F1 and the fourth
facility F4. First, an alert may be transmitted from the fourth
facility F4 to the first facility F1. Then, the fourth facility F4
may receive an acknowledgement from the first facility F1. In
embodiments the alert may include a secure communication
according to the security protocols and facilities described
more particularly below.

[0403] There are many types of business processes that can
be supported by a system that has an electronic transactions
facility 101. For example, FIG. 6 depicts a ticket issuance
process where a user, perhaps in association with the client
device 162, the merchant systems 170, and/or the main ser-
vice facility 142, may be issued a ticket.

[0404] FIG. 7 depicts a ticket redemption process whereby
a user, perhaps in association with the client device 162, the
merchant system 170, and/or the main service facility 142,
may redeem a ticket.

[0405] Referring to FIG. 8, high-level steps are presented
for a transaction in which a user can use an electronic facility
101 to conduct a transaction with another facility, wherein the
transaction may involve the first step of bill presentment. This
method may involve three facilities, the first facility F1, a
second facility F2, and the fourth facility F4. In this transac-
tional method, an alert associated with a pending transaction
may be transmitted by the fourth facility F4 to the first facility
F1. The fourth facility F4 may then receive a response from
the first facility F1, wherein the response may be a request for
direct settlement of the pending transaction associated. Next,
the fourth facility F4 may receive a message from the second
facility F2, wherein the message may comprise information
pertaining to the transaction. Following that, the fourth facil-
ity F4 may send a request for a code to the first facility F1.
Later, the fourth facility F4 may receive a code 800 from the

Jan. 12,2012

first facility F1. The fourth facility F4 may determine the
validity of the code 800. Finally, the fourth facility F4 may
transmit an acknowledgement of the pending transaction
being settled to both the first facility F1 and the second facility
F2. In embodiments the communications include secure
packets according to the security protocols and facilities
described more particularly below.

[0406] In this context, the second facility F2 may be a
merchant facility, or a transaction facility of any other seller,
reseller, or other agent for the sale of goods, services, or
combinations thereof that might financially transact with the
user. The message received from the second facility F2 by the
fourth facility F4 may further comprise an identifier that is
unique to the second facility F2.

[0407] This method may be a method for providing the first
facility F1 with the capability of transacting with the second
facility F2. This method may be a method for providing the
second facility F2 with the capability of first sending a bill to
the first facility F1 and then receiving payment of the bill from
the first facility F1.

[0408] In one example, the alert associated with a pending
transaction may include a bill. In embodiments, this bill will
include a detailed listing of all charges, taxes, service fees as
well as a grand total. In some embodiments, the bill will be
dynamic allowing a user to change the service fee to reflect
the level of satisfaction with the service. In embodiments, the
bill be presented as a graphical depiction of an actual entity.
The code 800 may be a personal identifier, a password, a
personal identification number, or any other confidential data
known to the user and not generally known to other users.
[0409] Any of the steps of this transaction may be comprise
the transmission of data (or a payload). The data may be
without limitation the alert, the response, the message, the
request for a code, the code, or the acknowledgement. The
data may be transmitted in a secure fashion, such as via SSL,
XML Encryption, SSH, and so forth. The bill may be a
graphical replica of a physical bill, which may comprise
branding, images, and information required to complete the
transaction. The first facility F1 may securely store, such as in
a smart card, a plurality of bills and may from time to time
alert the user, such as with an audible alarm, when an attribute
of the bill matches a preset criterion. In embodiments, the
attribute may without limitation comprise the time of issu-
ance of the bill, a specified number of days prior to the due
date of the bill, the due date of the bill, the amount of the bill,
the time of provision of the product or service associated with
the bill, and so forth. The criterion may without limitation
comprise a Boolean value indicating a user preference to
receive an alert when the time of issuance of the bill matches
the present time, a Boolean value indicating a user preference
to receive an alert when the specified number of days prior to
the due date of a bill matches the present day, a Boolean value
indicating a user preference to receive an alert when the due
date of the bill matches the present day, a Boolean value
indicating a user preference to receive an alert when the
amount of the bill is less than, equal to, or greater than a preset
value, a Boolean value indicating a user preference to receive
an alert when the time of provision of the product or service
associated with the bill matches a preset time. The user may
securely pay a bill using the client facility in real-time with
on-line or off-line settlement, using a preferred mode of pay-
ment, at a preferred time and from a preferred location. The
acknowledgement of the pending transaction may comprise a
receipt or a replica of the bill with a “PAID” stamp. The client
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facility may securely store and/or archive the bill, such as by
writing the bill to a smart card. Alternatively, a Web-based
personalized portal may securely store and/or archive the bill,
such as by encrypting the bill and storing it in an RDBMS. In
some embodiments, a profile-driven value added service
associated with the bill may be transmitted to the user by the
personalized portal, such as a coupon offer for a competitive
service related to a service for which the user just paid.
[0410] Referring now to FIG. 9, high-level steps are pre-
sented for a transactional method in which a user can use an
electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may be a
peer-to-peer asset transfer. This transactional method may
involve three facilities, the first facility F1, a second facility
F2, and fourth facility F4. In this transactional method, the
fourth facility F4 may receive a reference 900 to the second
facility F2 from the first facility F1. Then, the fourth facility
F4 may send a request for a code to the first facility F1. Later,
the fourth facility F4 may receive a code 800 from the first
facility F1. The fourth facility F4 may determine the validity
of the code 800. Following that, the fourth facility F4 may
settle a transaction between the first facility F1 and the second
facility F2. The fourth facility F4 may send a confirmation of
the transaction to both the first facility F1 and the second
facility F2. The communications of alerts and other informa-
tion may be secure in accordance with the security facilities
described more particularly below.

[0411] This method may be a method for providing a per-
son-to-person asset transfer from first facility F1 to second
facility F2. Within the context of this method, the second
facility F2 may be an electronic facility 101. The reference
900 to a second facility may be an identifier, which may be a
unique identifier. More generally, a number of variations,
additions, and omissions to the above method will be readily
apparent, and are intended to fall within the scope of the
methods and systems described herein.

[0412] Some transactional methods effect the transfer of
funds between two facilities. Referring now to FIG. 18, a
common element in these methods may be a funds transfer
request data structure 1808. A funds transfer request 1808
may comprise a reference to a source facility 1800, a refer-
ence to destination facility 1802, and a transfer amount 1804.
The references 1808 and 1802 may be identical in type to
reference 900. The data structure 1808 may also include a
header to identify the type of data contained within the
packet. Embodiments of such data structures are described
more particularly below.

[0413] Returning to FIG. 9 and subsequent figures, in
embodiments, the fourth facility F4 may securely issue a
payment token, which may comprise an electronic replica of
apayment such as an image of a payment stub, directly to the
client facility. This payment token may comprise branding,
images, and other information required to complete a trans-
action. The request for a code that is sent to the first facility F1
may comprise this payment token. In all, this transactional
method may enable the user of the client facility, which may
be first facility F1, to pay another user of a similar client
facility, which may be second facility F2. This payment may
or may not comprise a proximity transaction. In any case, the
client facility and/or the similar client facility may send and/
or receive from the fourth facility F4 via an over-the-air
facility, such as IEEE 802.11, IEEE 802.16, and so forth. This
transactional method may securely settle a transaction in real
time with on-line or off-line settlement by securely debiting a
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financial account associated with the first facility F1 and by
securely crediting a financial account associated with the
second facility F2. This debiting and/or crediting may be
conducted by the forth facility F4. The confirmation of the
transaction may comprise a receipt and/or an electronic rep-
lica of a transaction summary statement, such as that com-
monly printed on a slip of paper by an automated teller
machine (ATM) and provided by the ATM to the user of the
ATM at the conclusion of a transaction. The confirmation of
the transaction may be sent securely and/or may comprise a
“PAID” stamp. The client facility may securely store and/or
archive the confirmation of the transaction, such as by writing
the confirmation to a smart card. Alternatively, a Web-based
personalized portal may securely store and/or archive the
confirmation, such as by encrypting the bill and storing itin a
RDBMS. In some embodiments, a profile-driven value added
service associated with the confirmation of the transaction
may be transmitted to the user via the personalized portal,
such as a promotional offer targeted to the demographic of the
user.

[0414] Referring now to FIG. 10, high-level steps are pre-
sented for a transactional method in which a user can use an
electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may be a
transfer of assets from one facility to another such as a funds
transfer from one bank account to another. This transactional
method may involve two facilities, the first facility F1 and the
fourth facility F4. In this transactional method, the fourth
facility F4 may receive a request for funds transfer from a first
facility F1. Then, the fourth facility F4 may send a request for
a code to the first facility F1. Later, the fourth facility F4 may
receive a code 800 from the first facility F1. The fourth facility
F4 may determine the validity of the code 800. Following
that, the fourth facility F4 may initiate a funds transfer from
first facility F1 to another facility. The fourth facility F4 may
send a confirmation of the transaction to the first facility F1.

[0415] This method may be a method for providing a funds
transfer from one financial account to another. The request for
funds transfer may comprise a funds transfer request data
structure 1808. In this context, the reference to a source
facility 1800 may be a reference to first facility F1 and the
reference to a destination facility 1802 may be a reference to
another facility.

[0416] Inembodiments, the fourth facility F4 may securely
issue an electronic replica of a money transfer token, which
may comprise necessary branding, images, and/or informa-
tion required to complete the transaction. The request for a
code that is sent to the first facility F1 may comprise the
electronic replica of a money transfer token. The first facility
F1 may securely initiate the transaction by securely sending
the funds transfer request over the air. The fourth facility F4
may validate the user and the request, such as by requesting,
receiving, and validating the code. The funds transfer from
the first facility F1 may be to another facility that may be
hosted by a different financial service provider, bank, wallet
service center, or transaction service facility. The fourth facil-
ity F4 may request (not shown) that the different financial
service provider complete the funds transfer through a par-
ticular settlement and/or acquisition network. The confirma-
tion of the transaction may comprise an electronic replica of
a transaction summary statement, which may comprise a
“PAID” stamp and/or receipt. As previously described, the
client facility may securely store and/or archive the confir-
mation of the transaction, or a Web-based personalized portal
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may securely store and/or archive the confirmation. In some
embodiments, also as described above, a profile-driven value
added service associated with the confirmation of the trans-
action may be transmitted to the user via the personalized
portal. The recipient of the funds transfer, described above as
“another facility”, may comprise an electronic facility 101
and may be able to use the funds transferred by the user of the
first facility F1. For example, in a subsequent transaction, the
“another facility” may be the first facility F1 and may partici-
pate in the subsequent transaction according to one of the
transactional methods of the present invention.

[0417] Referring now to FIG. 11, high-level steps are pre-
sented for a transactional method in which a user can use an
electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may com-
prise the transmission of a money order. This transactional
method may involve three facilities, the first facility F1, a
second facility F2, and the fourth facility F4. In this transac-
tional method, the fourth facility F4 may receive a request for
funds transfer from the first facility F1. Then, the fourth
facility F4 may send a request for a code to the first facility F1.
Later, the fourth facility F4 may receive a code 800 from the
first facility F1. The fourth facility F4 may then receive a
request for funds transfer from a second facility F2. Then, the
fourth facility F4 may send a request for a code to the second
facility F2. Later, the fourth facility F4 may receive a code
800 from the second facility F2. Finally, the fourth facility F4
may send an approval to the second facility F2. At any time
after receiving a code 800 but prior to sending the approval,
the fourth facility F4 may determine the validity of the code
800.

[0418] This method may be a method for transmitting a
money order or conducting a wire transfer. Both the request
for funds transfer received from the first facility F1 and the
request for funds transfer received from the second facility F2
may comprise a funds transfer request data structure 1808. In
this context, the reference to a source facility 1800 may be a
reference to first facility F1 and the reference to a destination
facility 1802 may be a reference to second facility F2.
[0419] The approval may be an approval to release funds.
The first facility F1 may be a sender facility, which may be a
merchant. In this context, the second facility F2 may be a
destination facility, which may also be a merchant, and may
comprise an electronic facility 101.

[0420] Inembodiments, the fourth facility F4 may securely
issue an electronic replica of a money order, which may
comprise necessary branding, images, and/or information
required to complete the transaction. The request for a code
that is sent to the first facility F1 may comprise the electronic
replica of a money transfer token. The first facility F1 may
securely initiate the transaction by securely sending the funds
transfer request over the air. The fourth facility F4 may vali-
datethe user and the request, such as by requesting, receiving,
and validating the code. The funds transfer from the first
facility F1 may be to another facility that may be hosted by a
different financial service provider, bank, wallet service cen-
ter, or transaction service facility. The fourth facility F4 may
request that the different financial service provider complete
the funds transfer through a particular settlement and/or
acquisition network. The confirmation of the transaction may
comprise an electronic replica of a transaction summary
statement, which may comprise a “PAID” stamp and/or
receipt. As previously described, the client facility may
securely store and/or archive the confirmation of the transac-
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tion, or a Web-based personalized portal may securely store
and/or archive the confirmation. In some embodiments, also
as described above, a profile-driven value added service asso-
ciated with the confirmation of the transaction may be trans-
mitted to the user via the personalized portal. The recipient of
the funds transfer, described above as “another facility”, may
comprise an electronic facility 101 and may be able to use the
funds transferred by the user of the first facility F1. For
example, in a subsequent transaction, the “another facility”
may be the first facility F1 and may participate in the subse-
quent transaction according to one of the transactional meth-
ods of the present invention.

[0421] It will be appreciated that transactions described
herein, including the financial transactions described above,
as well as health care transactions, information transfers, and
so on, may be compliant with standards-based transaction
protocols. For example, certain financial transactions may be
conducted in whole or in part using the XML -based SWIFT
protocol. Similarly, by law certain health care information
must be handled in a manner compliant with the requirements
of the Health Insurance Portability and Accountability Act
(“HIPAA”), which handling may be applied as a protocol to
transactions described herein that involve health care infor-
mation among parties covered by HIPAA.

[0422] Referring now to FIG. 12, high-level steps are pre-
sented for a transactional method in which a user can use an
electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may be a
method for conducting a purchase, which may be an activa-
tion of a prepaid shopping card, a recharge of a prepaid
shopping card, a top-up of a prepaid cell phone, or any other
transaction resulting in the transfer of money or credits into or
out of a debit facility associated with consumption. This
transactional method may involve four facilities, the first
facility F1, a second facility F2, a third facility F3, and the
fourth facility F4. In this transactional method, the fourth
facility F4 may receive a transaction request from the second
facility F2. Then, the fourth facility F4 may send a request for
a code to the first facility F1. Later, the fourth facility F4 may
receive a code 800 from the first facility F1. The fourth facility
F4 may determine the validity of the code 800. Next, the
fourth facility F4 may transmit a transaction request to the
third facility F3. Subsequently, the fourth facility F4 may
receive a transaction confirmation from the third facility F3.
Finally, the fourth facility F4 may transmit a transaction
authorization to the second facility F2.

[0423] The transaction request received from the second
facility F2 may be associated with the first facility F1 and the
third facility F3. In this context, the second facility F2 may be
a merchant facility, the user of the first facility F1 may be a
customer, and the third facility F3 may be a supplier facility.
[0424] The second facility F2 or the third facility F3 may
securely issue an electronic replica of a prepaid airtime token
directly to the client facility, which as has been mentioned
may be the first facility F1. The replica may comprise brand-
ing, images, and/or information required to complete the
transaction. The request for the code may comprise the elec-
tronic replica. The user of the client facility may securely
top-up and/or replenish an airtime account by selecting a
preconfigured time/amount package, such as a 100-minute
plan offered at $10. Alternatively, the user may specify a
desired time/amount, such as by touching a combination of
numbers displayed on the LCD/touchpad. In any case, the
user may select a preferred mode of payment, such as a credit
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card associated with the client facility. The fourth facility F4
may validate the user such as by determining the validity of
the code 800 received from the first facility F1. Upon the
completion of the transaction, minutes or an amount may be
credited to an account associated with the user. A telephone
company, which may comprise the third facility F3, may host
this account. Moreover, the same minutes or amount may be
debited from an account associated with the second facility
F2. This account may be an account that the merchant facility
(the second facility F2) has with the supplier facility/Telco
(the third facility F3). Any or all of the sending, receiving, or
transmitting of this method may be secure. This transactional
method may comprise the transmission of an electronic rep-
lica of a transaction summary statement, which, as in previ-
ously described transactional methods, may comprise a
“PAID” stamp and/or receipt. As previously described, the
client facility may securely store and/or archive the confir-
mation of the transaction, or a Web-based personalized portal
may securely store and/or archive the confirmation. In some
embodiments, also as described above, a profile-driven value
added service associated with the confirmation of the trans-
action may be transmitted to the user via the personalized
portal.

[0425] Referring now to FIG. 13, high-level steps are pre-
sented for a transactional method in which a user can use an
electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may com-
prise the transmission of a coupon, loyalty card, or promotion
to the electronic facility 101. This transactional method may
involve two facilities, the first facility F1, which may without
limitation comprise the user’s client facility, and the fourth
facility F4, which may without limitation comprise the mer-
chant, service provider, or Telco. The fourth facility F4 may
transmit a coupon to the first facility F1. This transmission
may or may not be secure. This transmission may be broad-
cast to all electronic facilities, to all electronic facilities asso-
ciated with a particular geographic region, to all electronic
facilities that have stored a particular type of credit card or
have conducted a particular type of transaction. The coupon,
loyalty card, or promotion may be an electronic replica of the
same and may comprise necessary branding, images, or infor-
mation required to procure relevant services from the mer-
chant, service provider, or Telco. The first facility F1 may
securely store and/or archive the coupon, loyalty card, or
promotion. The first facility F1 may from time to time alert,
such as with an audible alarm, the user based upon when an
attribute of the coupon, loyalty card, or promotion matches a
preset criterion. The criterion may without limitation com-
prise a Boolean value indicating a user preference to receive
an alert when the time of issuance of the coupon, loyalty card,
or promotion matches the present time, a Boolean value indi-
cating a user preference to receive an alert when the specified
number of days prior to the expiration date of a coupon,
loyalty card, or promotion matches the present day, a Boolean
value indicating a user preference to receive an alert when the
expiration date of the coupon, loyalty card, or promotion
matches the present day, and so forth. The user of the first
facility F1 may securely redeem the coupon, loyalty card, or
promotion that may be stored in the first facility F1 via a
proximity medium, such as without limitation IrDA, or an
over the air medium, such as without limitation IEEE 802.16.
The fourth facility F4 may securely issue an electronic replica
of a loyalty statement, such as a transaction summary, that
may comprise a “PAID” stamp and/or receipt, directly to the
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first facility F1. The first facility F1 may securely store and/or
archive, such as by writing to a smart card, an electronic
replica of a statement, such as a transaction summary. Alter-
natively, as described above, a Web-based personalized portal
may securely store and/or archive the statement. In some
embodiments, also as described above, a profile-driven value
added service associated with the statement may be transmit-
ted to the user via the personalized portal.

[0426] Referring now to FIG. 14, high-level steps are pre-
sented for a transactional method in which a user can use an
electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may com-
prise the redemption of a coupon. This transactional method
may involve three facilities, the first facility F1, a second
facility F2, and the fourth facility F4. In this transactional
method, a fourth facility F4 (such as the facility of a merchant
offering a coupon) may transmit a coupon to the first facility
F1 (such as the facility of a customer who wishes to have the
coupon). Then, the fourth facility F4 may receive a message
from the second facility F2 (such as a wallet service center),
the message comprising an identifier of or reference to the
first facility F1 and information associated with the coupon,
such as a unique identifier associated with the coupon/user
combination. The fourth facility F4 may then send a request
for a code (such as a security code, identifier, or password) to
the first facility F1, and the first facility F1 may return a
suitable code 800 to the fourth facility F4. The fourth facility
F4 may determine the validity of the code 800. Finally, a
coupon redemption approval is transmitted by the fourth
facility F4 to the second facility F2, at which point the second
facility may redeem the coupon, such as by applying it toward
a transaction that is supported by the second facility F2 and
that is executed by the user of the first facility F1.

[0427] In this context, the second facility F2 may be a
merchant facility, which may comprise a facility for recog-
nizing coupons, which may be one of a barcode scanner, an
RFID reader, a magnetic stripe reader, an IrDA facility, a
Bluetooth® facility, or any other wired wireless, optical, elec-
tro-magnetic, or other facility suitable for use in coupon rec-
ognition. The information associated with the coupon may be
an identifier, which may be a unique identifier.

[0428] Referring now to FIG. 15, high-level steps are pre-
sented for a transactional method in which a user can use an
electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may com-
prise the purchase of a ticket by the user. This transactional
method may involve three facilities, the first facility F1, a
second facility F2, and the fourth facility F4. In this transac-
tional method, the fourth facility F4 may establish a session
with a first facility F1. Then, the fourth facility F4 queries the
inventory of the second facility F2. This query results in the
fourth facility F4 being privy to certain details of the inven-
tory of the second facility F2. The fourth facility F4 transmits
an inventory status report to a first facility F1. The inventory
status report may comprise certain details of the inventory of
the second facility F2. The fourth facility F4 then receives a
purchase request from the first facility F1. The fourth facility
F4 may act to effect this purchase. Finally, the fourth facility
F4 may transmit a receipt to the first facility F1.

[0429] In this context, the first facility F1 may be a con-
sumer facility and the second facility F2 may be a supplier
facility, which may be a ticket issuing facility. The method
may further comprise the step of issuing a ticket to the first
facility F1. The purchase request may be a ticket order. The
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inventory status report may comprise a ticket availability
report. The session may be a secure session.

[0430] In embodiments, the ticket issuing facility may
securely issue the ticket, which may comprise an electronic
replica of a ticket. The ticket may comprise branding, images,
or information required to procure associated services from
the ticket issuing facility. The first facility F1 may securely
store, such as by writing to a smart card, the ticket. The first
facility F1 may from time to tile alert, such as with an audible
alarm, the user based upon when an attribute of the ticket
matches a preset criterion. The criterion may without limita-
tion comprise a Boolean value indicating a user preference to
receive an alert when the time of issuance of the ticket
matches the present time, a Boolean value indicating a user
preference to receive an alert when the specified number of
days prior to an event date of an event associated with the
ticket, such as the date of a live performance to which the
ticket may allow admittance, matches the present day, a Bool-
ean value indicating a user preference to receive an alert when
the event date of an event associated with the ticket matches
the present day, and so forth. The user may securely redeem
the ticket that may be stored in the first facility F1 at a point of
transaction, such as a turnstile at the entrance to the event, via
a proximity medium or an over-the-air medium. The ticket
issuing facility may securely issue a transaction summary
statement, which may comprise a “PAID” stamp, and/or a
receipt to the consumer facility. The first facility F1 may
securely store and/or archive, such as by writing to a smart
card, the transaction summary statement and/or receipt.
Alternatively, as described above, a Web-based personalized
portal may securely store and/or archive the transaction sum-
mary statement and/or receipt. In some embodiments, also as
described above, a profile-driven value added service associ-
ated with the statement may be transmitted to the user via the
personalized portal.

[0431] Referring now to FIG. 16, high-level steps are pre-
sented for a transactional method in which a user can use an
electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may com-
prise the withdrawal of funds from an account. The transac-
tional method may involve three facilities, the first facility F1,
a second facility F2, and the fourth facility F4. In this trans-
actional method, the fourth facility F4 receives a request for
withdrawal from an account associated with the first facility
F1. The fourth facility F4 may then send a request for a code
to the first facility F1. Later, the fourth facility F4 may receive
a code 800 from the first facility F1. The fourth facility F4
may determine the validity of the code 800. The fourth facility
F4 may effect a withdrawal of funds from an account associ-
ated with the first facility F1. Then, the fourth facility F4 may
transmit to the second facility F2 an approval. Finally, the
fourth facility F4 may transmit a confirmation to the first
facility F1.

[0432] The method may be a method for withdrawing
money from an account. The approval may be an approval to
accept funds that are associated with the first facility F1. The
confirmation may be a confirmation of withdrawal. The
request for withdrawal may comprise a funds transfer request
data structure 1808. In this context, the reference to a source
facility 1800 may be first facility F1 and the reference to a
destination facility 1802 may be a reference to second facility
F2. The second facility F2 may be a merchant facility.
[0433] Referring now to FIG. 17, high-level steps are pre-
sented for a transactional method in which a user can use
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electronic facility 101 to conduct a transaction with another
transaction participant, wherein the transaction may com-
prise a deposit of funds into an account. The transactional
method may involve three facilities, the first facility F1, a
second facility F2, and the fourth facility F4. In this transac-
tional method, the fourth facility F4 receives a request to
deposit funds into an account associated with the first facility
F1. The fourth facility F4 may then send a request for a code
to the second facility F2 Later, the fourth facility F4 may
receive a code 800 from the second facility F2. The fourth
facility F4 determine the validity of the code 800. Next, the
fourth facility may effect a deposit of funds associated with
the second facility F2 into an account associated with the first
facility F1. Finally, the fourth facility F4 may send a confir-
mation of the deposit to both the first facility F1 and the
second facility F2.

[0434] The request to deposit funds may comprise a funds
transfer request data structure 1808. In this context, the ref-
erence to a source facility 1800 may be a reference to second
facility F2 and the reference to a destination facility 1802 may
be a reference to first facility F1. In this context, the second
facility F2 may be a merchant facility. This method may be a
method for depositing money into an account.

[0435] Generally, the transactional methods herein
described, in particular those described above in FIGS. 6,7, 8,
9,10,11,12, 13,14, 15, 16, 17, and 18, may be embodied as
a transactional service such as and without limitation, a driv-
er’s license service, a lottery service, a voting service, a health
service, a travel service, an infotainment service, a personal
information management service, and so forth.

[0436] FIG. 23 shows one potential exemplary embodi-
ment of a ticketing service deployed using the systems
described herein. A ticketing service system may include a
universal electronic transaction facility (“UET”) including a
customer user interface, a central service facility, a ticket
merchant facility including a merchant user interface, a user
computer, and a plurality of ticket providers. As illustrated in
FIG. 23, the system may be used to conduct a ticket purchase
including a request for payment from the merchant and a
payment authorization by the customer. However, it will be
readily appreciated that the system may be used for any
ticket-related service including related financial transactions,
reservation requests, purchases, reservation changes, travel
itinerary tracking and revisions, scheduling, and so forth. All
such related transactions and transaction types are intended to
fall within the scope of ticketing services as described herein.
[0437] The UET may contain data for a ticketing service.
For example, the UET may store travel preferences related to
reservation requests, such as a preference for non-stop versus
least expensive tickets, meal preferences, seating prefer-
ences, or a default request for a rental car or limousine at a
travel destination. As another example, the UET may store
money in digital form, or credit card account and authoriza-
tion for payment-based ticketing transactions. As another
example, the UET may store tickets and or reservations for a
user of the UET.

[0438] The customer user interface may be rendered on or
by the UET. In the example of the figure, the UET may use
financial information to respond to the request for payment
from the ticket merchant facility. In general the customer user
interface may include any features associated with an inter-
face, such as text fields, buttons, drop down lists, check boxes,
and the like, for navigation and use by the user. The user
interface may be dynamically generated in response to infor-
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mation received from the ticket merchant facility, such as a
drop down list of available flights, or seats available at an
event.

[0439] The ticket merchant facility may operate at a point
of'sale, such as entry into a concert, or may be near a point of
sale, such as an information or ticket counter at an airport, or
may be a stand alone ticket-ordering location. The ticket
merchant facility may be associated with a specific venue or
business, or may be an agent or reseller for a plurality of ticket
providers. Where other ticket providers issue tickets, these
ticket providers may communicate with the ticket merchant
facility to provide scheduling and availability information,
and to provide back-end processing and ticket issuance for
tickets that have been purchased.

[0440] In the example of the figure, the ticket merchant
facility may provide a user interface to an employee of the
merchant (or other authorized user), who may operate the
user interface to conduct a ticketing transaction with the user
of'the UET. The merchant user interface may be rendered on
a device that includes the ticket merchant facility, or a related
or peripheral device. In one embodiment, the merchant user
interface is rendered on a desktop computer, and may be, for
example, a browser-based user interface. In general the mer-
chant user interface may include any features associated with
an interface, such as text fields, buttons, drop down lists,
check boxes, and the like, for navigation and use by the
employee. In an embodiment, where the UET is running on a
cellular telephone, the system and method may further com-
prise establishing an audio communication between the
user’s cellular telephone and the merchant’s telephone to
facilitate the transaction between the merchant employee and
the user.

[0441] The central service facility coordinates transactions
between the UET and the ticket merchant facility as described
generally above, and may provide or support any related
authentication, authorization, security, financial, or other
functions associated with the ticketing transaction.

[0442] The user computer may optionally participate in the
ticketing service, and may be used by the user to program or
provide data to the UET. The user computer may also inde-
pendently connect through a network such as the PSTN or the
Internet to the central service facility, the ticket merchant
facility, and/or the ticket providers to conduct network-based
transactions. This includes transactions relating to the ticket-
ing service such as, for example, adding cash or credit pre-
approval to the UET for anticipated ticket purchases. Tickets
may also be purchased online, and then transferred to the
UET for subsequent use by the customer at a related venue.
[0443] In general, the ticketing service described herein
may be used for tickets of any form, such as tickets for
traveling on a train, bus, airplane, boat, or other transportation
medium, as well as tickets to a movie, a theater performance,
a sporting event, a concert, a trade show, a conference, and so
on.

[0444] FIG. 24 depicts a ticketing service environment
including a number of universal electronic transaction facili-
ties. The system may include a plurality of universal elec-
tronic transaction facilities (“UETs”) and a ticket counter
including at least one ticket merchant facility. Each UET may
be carried, for example, by an individual holding and/or wish-
ing to acquire one or more tickets or reservations.

[0445] This system may be employed for a number of tick-
eting services. In one embodiment, the ticketing service is an
airline ticketing service. In this embodiment, the UET and
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ticket merchant facility may cooperate to render related ser-
vices, such as check-in, baggage checking, and passenger
seating. The UET may also coordinate authentication of the
customer’s identity at various times (i.e., during check-in
and/or boarding). The customer’s ticket may be resident on
the UET, and may transferred to an airline at some time during
the travel activity, such as while boarding the airplane. Or the
ticket may be retrieved by the airline at check-in, and replaced
by a boarding pass identifying a particular seat on a particular
flight at a particular gate in an airport. The UET may also be
used to provide payment for ticketing services, including
travel tickets as well as change fees, seat upgrades, and so on.
Through the customer user interface, a traveler may make
additional travel plans, such as reservations for a rental car, a
hotel, and/or a restaurant, either in communication with the
ticket merchant facility, or a kiosk or other location including
another merchant facility.

[0446] More generally, a travel service may include the
ticketing service described above and/or a number of related
travel services. For example, flight status, destination weather
conditions, departure times, and gate information may be
wirelessly communicated to a customer’s UET when a ticket
is purchased, or when a customer checks in for a flight, and
may be periodically updated when the UET has wireless
access to the ticket merchant facility or a related network,
such as a wireless local area network offered throughout an
airport, or at specific locations within an airport. As another
example, reservations for cars, hotel rooms, meals, entertain-
ment may be arranged while a customer is checking in, or may
be entered by a customer into the customer’s UET and then
transmitted or negotiated when wireless service is available.
Traveling companions such as a family, a group of friends on
avacation, or a group of professionals on a business trip, may
also maintain a buddy list of co-travels for which travel,
location, itinerary, and status information are shared. This
information may also be shared among a group of UETs in a
peer network, or when a wireless network connection is avail-
able to one or more of the UETs. Buddy-list information such
as travel information may also, or instead, be maintained at
the central service facility (not shown) for access by buddy
list members.

[0447] In another embodiment, the ticketing service may
be a sports event ticketing service. In this embodiment, a user
may reserve one or more seats to a sporting event at a kiosk,
or at the ticket counter of an associated venue. At the ticket
counter, the UET may also be employed to convert a reserva-
tion, which may be stored on the UET or uniquely identified
by data on the UET, into a ticket for entry into the event.
[0448] In apeer-to-peer embodiment of a ticketing service
system, anumber of UETs of individual customers may coop-
erate in a ticket acquisition. For example, one customer may
purchase a group of tickets, which may then be distributed to
individual UETs through a peer network. Similarly, a cus-
tomer at one UET may distribute reservations and/or cash to
other UETs through a peer network, enabling each customer
to convert the reservation and cash into a ticket independently
at the ticket counter or other location.

[0449] While the ticket counter may be a conventional
ticket counter including a ticket window with a teller or other
employee, the ticket counter may also, or instead, include a
virtual ticket counter. This may be a designated and/or market
space within an entrance area of a venue, or may be embedded
into entranceways so that ticketing and/or check-in events
occur automatically when UET holders cross a physical
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threshold during passage into the venue. This may, for
example, advantageously decrease bottlenecks at certain
entry points into venues such as sports stadiums or concert
halls.

[0450] In an embodiment, a user may be signed up for a
loyalty reward program for an airline, rail line, hotel/motel,
store, business, or other business that may provide rewards for
loyalty to their company. Referring to FIG. 25, an embodi-
ment of an actual issuance of a loyalty card to a user is shown.
For example, a user may receive an actual loyalty reward card
2502 from a business. In an embodiment, the loyalty reward
card may be a facsimile of the reward card that may contain
information such as amount of the reward, the effective date,
when the reward can be redeemed, the ending date of the
reward, the name of the person, or other information relevant
to the loyalty card. In an embodiment, the user may then be
able to store the loyalty card 2504 on a client facility. For
example, the client facility may be a cell phone, PDA, Pocket
PC, home computer, or other device capable of data storage.
The client facility may be able to store at least one loyalty card
for a business and may be able to store loyalty cards for at
least one business.

[0451] Inembodiments, the user may be able to select from
the stored loyalty cards to determine which loyalty card to
redeem. For example, after a user selects a loyalty card to be
used, the user may transmit the redemption of the loyalty card
2508. The user may be able to redeem the loyalty card from a
remote location, as an example from home, or while at the
location of the business. If at the business location, the user
may be able to use a portable computing device to transmit the
redemption 2508 to the business. In embodiments the user
may also be able to check for new loyalty rewards upon
entering a business location that the user has a loyalty
account.

[0452] In embodiments, after a user redeems loyalty
rewards the business may transmit a receipt of the loyalty
reward 2510 back to the user’s client. For example, the loyalty
reward receipt may be an actual facsimile of a receipt with an
acknowledgement of redemption such as “paid,” “redeemed,”
or other acknowledgement.

[0453] In embodiments, the user may be able to store the
loyalty reward receipt 2512 on the user client. For example,
the user may be able to store the receipt in an archive with
other received receipts. The user may be able to store the
receipts in at least one category that may contain loyalty
reward receipts from similar businesses or the categories may
be by business.

[0454] In an embodiment of the communication between
the user client 2514, the main service facility 142, and the
business client 2518 is shown. In an embodiment, either the
user client 2514 or the business client may begin the exchange
of'information on loyalty rewards. For example, a user client
2514 may request a loyalty reward update from certain or all
businesses that may be available. A business client may
broadcast to a select number or all users of'its loyalty rewards
an update to the loyalty rewards.

[0455] In an embodiment, a user client 2514 may start a
transaction by choosing a loyalty reward to redeem and trans-
mitting the redemption 2520. For example, the request may
be sent 2520 to the main service facility 142. The main service
facility 142 may match the redemption request to a business
client and transmit the request 2522 to the business client
2518. The business client 2518 may verify the validity of the
redemption, credit the loyalty reward against the users
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account, and send a receipt 2522 to the main service facility
142. The main service facility 142 may match the receiptto a
user client 2514 and forward the receipt 2520 to the user client
2514. The user client 2514 may then archive the receipt.
[0456] Referring to FIG. 26, an embodiment of a portable
user device 2602 for viewing a user interface 2612 is shown.
For example, a portable computer device may be a cell phone,
PDA, Pocket PC, tablet PC, or other similar computer device.
In embodiments, the user interface 2612 may contain a menu
2604, buttons 2610, a window for selecting actions 2608, or
other method of navigating the user interface 2612. In
embodiments, the menu 2604 may contain categories of
actions. For example, the menu may contain file, search,
retrieve, quit, or other option associated with managing loy-
alty card rewards. In embodiments, the user interface may
also have buttons 2610 that may be shortcuts to options avail-
able on the menu 2604.

[0457] In embodiments, selecting a user interface 2612
option, either through the menu 2604 or buttons 2610, may
open a window with related options. For example, a user may
select an option to view the categories of loyalty rewards
available on the client. A listing may be presented on in the
window 2608. The listing displayed in the window 2608 may
be selected to perform additional actions.

[0458] In an embodiment of a business user interface 2614
is shown. In embodiments, the user interface 2614 may con-
tain a menu 2618, a window for selecting actions 2620, or
other method of navigating the user interface 2614. In
embodiments, the menu 2618 may contain categories of
actions. For example, the menu may contain file, search,
retrieve, quit, or other option associated with managing loy-
alty card rewards.

[0459] In embodiments, selecting a user interface 2614
option through the menu 2618 may open a window with
related options. For example, a business may select an option
to view the categories of loyalty reward accounts available on
the client. A listing may be presented on in the window 2620.
The listing displayed in the window 2620 may be selected to
perform additional actions.

[0460] In an embodiment, a user may download music,
video, movies, games, or other infotainment to a user client
for entertainment. Referring to FIG. 27, a flow chart shows an
embodiment of the process to download the infotainment. For
example, a user may receive downloaded music, video, mov-
ies, games, or other infotainment to a user client computer.
The user may receive the actual infotainment file 2702 to
reside on the user client computer. The user may store the
actual infotainment 2704 on the user client computer, the
infotainment may also contain additional information such
the viewing/playing protocol, gaming databases, play list,
movie chapter lists, or other information that would be useful
for the playing of the infotainment. The user client may also
receive the infotainment license for the downloaded infotain-
ment.

[0461] In an embodiment, once the user receives the info-
tainment the user client computer may transmit payment for
the infotainment 2708. For example, the payment may be
taken from a predetermined bank account or charged to a
credit/debit card. In an embodiment, the user may be able to
receive infotainment and make payment either remotely
using a home computer or at a local business where the
transaction may take place within the business. For example,
auser could use a portable computing device to purchase and
download music within a retail music store. The user may
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select the desired music, perform an electronic payment from
the user client to the merchant client, and then download the
music to the user client.

[0462] Inembodiments, after a user transmits payment, the
business may transmit a receipt of the payment 2710 back to
the user client. For example, the infotainment payment
receipt may be an actual facsimile of a receipt with an
acknowledgement of payment such as “paid”, “redeemed”, or
other acknowledgement of receiving payment.

[0463] In embodiments, the user may be able to store the
infotainment payment receipt 2712 on the user client. For
example, the user may be able to store the receipt in an archive
with other received receipts. The user may be able to store the
receipts in at least one category that may contain infotainment
receipts from similar sources/types or the categories may be
viewed by sources/types.

[0464] In an embodiment of the communication between
the user client 2714, the main service facility 142, and the
business client 2718 is shown. In an embodiment, either the
user client 2714 or the business client may begin the exchange
of information on infotainment. For example, a user client
2714 may request a download of music from a music store or
service. A music store or service client may broadcast to a
select number or all users of its latest available downloads.
[0465] Inan embodiment, the user client 2714 may request
an infotainment download from an infotainment merchant. In
an embodiment, the user client may transmit the download
request 2720 to the main service facility 142. The main ser-
vice facility 142 may match the download request to an info-
tainment merchant and transmit the request for a download
2722.

[0466] In an embodiment, an infotainment merchant client
2718 may receive the download request and may transmit
back 2718 to the main service facility 142 the payment
request for the download. The main service facility 142 may
match the payment request back to the user client 2714 and
transmit the payment request 2720.

[0467] Inan embodiment, the user client 2714 may autho-
rize a method of payment, for example a bank account, credit
card, debit card, or other electronic payment method. The
payment may be transmitted 2720 to the main service facility
142. The main service facility 142 may match up the payment
to the infotainment merchant client 2718 and transmit 2722
the payment.

[0468] In an embodiment, once the merchant client 2718
receives the infotainment payment the merchant client may
transmit the download file and a payment receipt 2722 to the
main service facility 142. The main service facility 142 may
match the download and receipt to the user client 2714 and
transmit the download and receipt 2720 to the user client
2714. The user client 2714 may store the receipt.

[0469] Referring to FIG. 28, an embodiment of a portable
user device 2802 for viewing a user interface 2812 is shown.
For example, a portable computer device may be a cell phone,
PDA, Pocket PC, tablet PC, or other similar computer device.
In embodiments, the user interface 2812 may contain a menu
2804, buttons 2810, a window for selecting actions 2808, or
other method of navigating the user interface 2812. In
embodiments, the menu 2804 may contain categories of
actions. For example, the menu may contain file, search,
retrieve, quit, or other option associated with managing loy-
alty card rewards. In embodiments, the user interface may
also have buttons 2810 that may be shortcuts to options avail-
able on the menu 2804.
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[0470] In embodiments, selecting a user interface 2812
option, either through the menu 2804 or buttons 2810, may
open a window with related options. For example, a user may
select an option to view the categories of types of infotain-
ment available on the client. A listing may be presented in the
window 2808. The listing displayed in the window 2808 may
be selected to perform additional actions, for example view-
ing a list of the infotainment in each category.

[0471] In an embodiment of a business user interface 2814
is shown. In embodiments, the user interface 2814 may con-
tain a menu 2818, a window for selecting actions 2820, or
other method of navigating the user interface 2814. In
embodiments, the menu 2818 may contain categories of
actions. For example, the menu may contain file, search,
retrieve, quit, or other option associated with managing info-
tainment files.

[0472] In embodiments, selecting a user interface 2814
option through the menu 2818 may open a window with
related options. For example, a business may select an option
to view the categories of purchaser accounts available on the
client. A listing may be presented on in the window 2820. The
listing displayed in the window 2820 may be selected to
perform additional actions.

[0473] Generally speaking, nearly every household pays
several bills each month. Embodiments of the present inven-
tion relate to systems and methods for receiving and or paying
bills received on a periodic basis, such as a mortgage, rent,
electric, gas, oil, phone, cell phone, cable, dish, dsl, internet
provider, tuition, medical, dental, taxes, and or other periodi-
cally occurring bills. Embodiments of the present invention
relate to receiving and paying bills on a non-periodic basis for
the purchase of goods and services, such as for groceries, gas,
repairs, improvements, tuition, cars, tickets, homes, airline
tickets, transportation, and other non-recurring or non-peri-
odic bills. In embodiments, the bill pay systems and methods
may include bill issuers that traditionally print bills, mail
them to customers, and then collect and process physical
paper checks for every billing period. In embodiments, online
or Internet based Electronic Bill Presentment and Payment
(EBPP) services may be employed as part of the overall
process according to principles of the present invention; how-
ever, the systems and methods may eliminate many of the
cumbersome aspects generally encountered when using such
systems.

[0474] An aspect of the present invention describes a
unique solution to the problems associated with paying bills.
In embodiments, a bill issuer may electronically, wirelessly,
and securely issue a bill or invoice directly to the electronic
facility 101, which may be associated with a user/customer of
the bill issuer. In embodiments, a customer may be provided
with the ability to pay a bill in real-time and or directly
through the client facility. In embodiments, the user may be
presented with the additional flexibility of using any one of a
plurality of pre-registered bank, credit card, or other transac-
tional accounts. In embodiments, the transactional account
may include tokens (personalized or non-personalized), to
settle the bill or invoice. In embodiments, the bill issuer may
use the system and methods described herein to collect a bill
electronically and or in real-time through a trusted retail
establishment. This may result in increased convenience
along with a significant reduction in cost and settlement peri-
ods.

[0475] Generally, the present invention may provide for
issuing, securely and electronically, a token (personalized or
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not) with all necessary images, branding, and/or data for
conducting a transaction, directly to the user, through a wired
and/or wireless medium, to an electronic facility 101. The
token may without limitation be associated with a service or
application such as a credit card, a bank account, a frequent
flyer card, a stored value card, a loyalty card, an insurance
card, a driver’s license, a bill, or a coupon. The electronic
facility 101 may render a token, securely and electronically,
the token so that it is visible to the user. This rendering may
comprise branding and other images along with necessary
data for conducting a transaction. The token may be procured
from one of a plurality of domains, through any wired or
wireless medium, and may be used during the initiation or
completion of a transaction. The token may be encrypted,
such as with 3DES or AES, when issued and/or when stored
in the electronic facility 101. The token, the service, or the
application may or may not be personalized and may be
provisioned with a high level of throughput, efficiency, or
fault tolerance to the client facility. This personalization or
provisioning may be conducted in whole or in part may an
expert system associated with the client facility that may
determine the appropriate personalization or provisioning
based upon observation and/or analysis of the user’s behavior,
usage patters, transaction history, other external inputs such
as time-of-day, and so forth.

[0476] FIG. 30 depicts a high-level block diagram of one
aspect of a transaction 3002, such as a bill presentment and
payment transaction, according to the principles of the
present invention. In this embodiment, the electronic trans-
action facility 101 may be associated with a client facility as
described herein. The electronic transaction facility 101 may
also be associated with a merchant facility, a retail facility, a
public utility billing facility, a service facility, or any other
facility 3004 involved in a transaction with the user of the
electronic transaction facility 101. The electronic transaction
facility 101 may also be associated with a main service facil-
ity 142 as described herein. In embodiments, the associations
between the electronic transaction facility 101 and the other
facilities may involve wired and or wireless communications
and the communications may be directed at downloading bill
information and or uploading payment information.

[0477] FIG. 30 also depicts the high-level steps of a bill
payment transaction 3008 according to the present invention.
Inthefirst step 3110, an actual bill is issued from a bill issuing
facility to the electronic transaction facility 101. For example,
the bill may be a request for payment, which may be issued by
service provider, product provider or other establishment for
which a debt may be due. In embodiments, a bank may be
used as an intermediary to facilitate the issuance or collection
of'the bill. In embodiments, the actual bill, or representation
thereof, may be encoded using a three-dimensional authenti-
cation scheme, described elsewhere herein, such as authenti-
cating the transaction based on the user, the device and the
domain. In the second step 3012, upon receipt of the actual
bill, or representation thereof, the electronic facility 101 may
store a replica of the actual bill. The replica, in certain
embodiments, may comprise a bit-for-bit copy ofthe data that
comprises the actual bill.

[0478] In the third step 3014, the user may transmit a pay-
ment in response to a received bill and the payment may be
made at the point of purchase. In some cases, the point of
purchase may be in the virtual world, such as with an on-line
retail Web site, public utility, such as an electric company,
bank, web service provider or other provider through a com-
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puter network. In other cases, the point of purchase may be in
the real world, such as at a local convenience store, depart-
ment store, gas station, grocery store, mall, food market, food
service provider, restaurant, or other provider of goods and or
services in the real world. In embodiments, the user may pay
such bills, whether on-line, in the real world or otherwise,
through his electronic transaction facility 101.

[0479] In the fourth step 3018, an acknowledgement,
receipt, or other indication of the transaction may be issued by
bill issuing company in response to an acceptable payment.
This acknowledgement may include areceipt, a confirmation,
an updated account statement, or other indication of the
acceptable outcome of the transaction.

[0480] In the fifth step 3020, the original bill and/or the
acknowledgement, either of which may include notable data
148, may be archived. As is described elsewhere herein, the
main service facility software may be capable of archiving
notable data 148. Also as is described elsewhere herein, the
electronic facility 101 may be capable of archiving the origi-
nal bill and/or acknowledgement. In this step, the original bill
and/or acknowledgement may be archived by the main ser-
vice facility software and or the electronic facility 101.
[0481] FIG. 30 also illustrates, a user interface 3022 that
may be presented on the client facility. The user interface
3022 may include a message indicative of an account; a
message indicative of an amount due; an operative element
such as a Pay Now button; an option providing for the archival
of the transaction and or other information or action buttons.
In embodiments, the transaction is initiated when the user
affects the operative element in a predefined way, such as by
selecting the button with a finger press on the LCD and touch
screen display 100. In embodiments, the user interface may
be associated with an application on the client facility. The
user interface and/or the application may be configured based
upon a preference of the user, which may be stored in or
associated with the client facility. The storage or association
of'the preference of the user may be permanent, in the case of
an electronic transaction facility 101 generally associated
with a particular user, or temporary, such as in the case of
client facility that is generally available for public use but that,
ata given instant, may be dedicated to the personal use of one
user. The user may manually enter the preference, such as by
selecting the preference with a finger press on the LCD and
touch screen display 100. Alternatively, an expert system
associated with the client facility may discern the preference
based upon observation and/or analysis of the user’s behavior,
usage patters, transaction history, other external inputs such
as time-of-day, and so forth.

[0482] Inembodiments, a value-added service may be pro-
vided and associated with the transaction, such as overdraft
protection, bill alerts, customer feedback and the like. For
example, the electronic transaction facility 101 may be used
to engage in a transaction with the second facility 3004 for
which the electronic transaction facility 101 does not have
sufficient funds. Under usual circumstances, this may result
in a rejected transaction. With overdraft protection, however,
the fourth facility 142 may clear the transaction and charge an
account associated with an overdraft protection facility, as
opposed to deducting an amount from the funds associated
with the first facility 101, which would be the normal course
of action.

[0483] Generally, a customer may be anybody that utilizes
a fourth facility 142. The customer may utilize the fourth
facility 142 via a user interface, which may comprise a cus-
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tomer-side Web-based interface, an interaction between an
autonomous agent associated with the customer and the
fourth facility 142, a scripted interaction between the second
facility 3004 and the fourth facility 142, a scheduled interac-
tion between the second facility 3004 and the fourth facility
142, an event-driven interaction between the second facility
3004 and the fourth facility 142, or any other practicable
interaction between the second facility 3004 and the fourth
facility 142.

[0484] In general people make several transaction between
one another each month. In embodiments, systems and meth-
ods are presented that improve person to person transactions.
In embodiments, the transactions may include economic
transactions and relate to payment of rent, household utility
bills like electricity, gas, cable and telephone, repaying a
friend who put a restaurant bill entirely on a credit card, for
example. In embodiments, the transactions may be non-eco-
nomic in nature, such as showing and or sending another
person a government-issued identification card, health insur-
ance card, atm card, credit card (e.g. for identification), for
example. In embodiments, the transaction is completed
through the exchange of a physical object, for example and
without limitation, a personal check (such as for rent); cash at
a later date (such as for later paying back a friend for a
restaurant meal); and handing a driver’s license to a bartender
(such as for allowing the bartender to check the age of the
person associated with the driver’s license).

[0485] In embodiments, a first person may directly, elec-
tronically, wirelessly, and or securely conduct a transaction
with a second person. In embodiments, the transaction may
involve direct communication from a first electronic facility
101, which may be associated with the first person, to a
second electronic facility 101, which may be associated with
the other person. Embodiments, may allow the second person
to accept in real-time or quasi-real-time, directly through the
second electronic facility 101, an object of the transaction,
such as for example, money or information associated with
the first person. In embodiments, the second person may use
the systems and methods described herein to collect the
object of the transaction in real-time through a trusted public
digital facility. This may result in increased convenience and
a significant reduction in inefficiency.

[0486] FIG. 31 depicts a high-level block diagram of one
aspect of a transaction according to the principles of the
present invention. In this embodiment, a P2P transaction is
presented. Each of the elements may correspond to the ele-
ments of FIG. 9, described elsewhere herein. The first facility
F1 may comprise the first electronic facility 101 and may be
associated with the first person. The second facility F2 may
comprise the second electronic facility 101. F4 may comprise
the main service facility 142.

[0487] FIG. 31 depicts the high-level steps of a transaction
flow diagram 3102 according to the principles of the present
invention. In the first step 3104, an actual transaction request
is issued. For example and without limitation, the actual
transaction request may be a request for acceptance of cash
offered from the first person to the second person, a request
for acceptance of information offered from the first person to
the second person, and so forth. The actual transaction request
may be encoded using a three-dimensional authentication
scheme, described elsewhere herein.

[0488] In the second step 3108, upon receipt of the actual
transaction request the second electronic facility 101 may
store a replica of the actual transaction request. This replica,

Jan. 12,2012

in some embodiments, may comprise a bit-for-bit copy of the
data that comprises the actual transaction request.

[0489] Inthe third step 3110, the second person may accept
the object of the transaction at the point of transaction. In
some cases, the point of transaction may be in the virtual
world, such as electronically over long distances. In other
cases, the point of transaction may be in the real world, such
as the first person being in proximity of the second person and
“beaming” the actual transaction request to the second per-
son, such as and without limitation via IrDA or other means
described elsewhere herein. In any case, either person may
have access to a client facility. Either person’s interaction
with the client facility may affect the first facility F1 and/or
the second facility F2 to engage in transactional steps, which
may involve the fourth facility F4 and may comprise the
transactional steps detailed in the description of FIG. 9.
[0490] In the fourth step 3112, an indicator of the transac-
tion may be issued by the fourth facility F4 to the first facility
F1 and/or the second facility F2, such as the confirmation in
FIG. 9. This confirmation may comprise a receipt, an
acknowledgement, an updated account statement, or any
other indication of the outcome of the transaction.

[0491] In the fifth step 3114, the replica and/or the confir-
mation, either of which may comprise notable data 148, may
be archived. As is described elsewhere herein, the main ser-
vice facility software may be capable of archiving notable
data 148. Also as is described elsewhere herein, the electronic
facility 101 may be capable of archiving the replica and/or
acknowledgement. In this step, the replica and/or acknowl-
edgement may be archived by the main service facility soft-
ware, the first electronic facility 101, and/or the second elec-
tronic facility 101.

[0492] FIG. 31 also illustrates a user interface 3118 accord-
ing to the principles of the present invention. The user inter-
face 3118 that is presented here is for the purposes of
example, not limitation. The user interface 3118 may include
a message indicative of an intended recipient; a message
indicative of an amount to be transferred from the sender
(such as the first person) to the recipient (such as the second
person); an operative element such as a “Transfer Now” but-
ton; an option providing for the archival of the transaction and
or other features relevant to the p2p transaction. In embodi-
ments, the transaction is initiated when the first person affects
the operative element in a predefined way, such as by select-
ing the button with a finger press on the LCD and touch screen
display 100.

[0493] In embodiments, an additional value-added service
may be provided, such as an overdraft protection associated
with the transaction. For example, the first facility F1 may be
used to engage in a transaction with the second facility F2 for
which the first facility F1 does not have sufficient funds
associated with it. Under usual circumstances, this may result
in a rejected transaction. With overdraft protection, however,
the fourth facility F4 may clear the transaction and charge an
account associated with an overdraft protection facility, as
opposed to deducting an amount from the funds associated
with the first facility F1, which would be the normal course of
action.

[0494] Inembodiments, a customer may be any person that
utilizes the fourth facility F4. The customer may utilize the
fourth facility F4 via a user interface, which may comprise a
customer-side Web-based interface, an interaction between
an autonomous agent associated with the customer and the
fourth facility F4, a scripted interaction between the second
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facility F2 and the fourth facility F4, a scheduled interaction
between the second facility F2 and the fourth facility F4, an
event-driven interaction between the second facility F2 and
the fourth facility F4, or any other practicable interaction
between the second facility F2 and the fourth facility F4.
[0495] Many consumers utilize prepaid facilities, for
example and without limitation a prepaid cellular telephone.
These facilities, in many embodiments allow for what is
commonly known as “top up”, which is the addition of funds
to a prepaid facility. This is convenient as prepaid facilities
eventually become depleted over time and/or with use.
[0496] This invention describes a unique solution, whereby
a consumer may directly, electronically, wirelessly, and
securely conduct a top up transaction via a merchant facility
and with a supplier facility, directly from a first electronic
facility 101. The unique solution also allows the merchant
facility to act in real-time as a retail agent of the supplier
facility. This may result in increased convenience and
reduced transactional cost.

[0497] FIG. 32 depicts a high-level block diagram of one
aspect of a transaction 3208, such as a top up transaction,
according to the principles of the present invention. Each of
the elements may correspond to the elements of FIG. 12,
described elsewhere herein. The first facility F1 may com-
prise the electronic facility 101 and may be associated with
the consumer. The second facility F2 may comprise the sup-
plier facility, such as a cellular telephone service provider
facility. F3 may comprise a merchant facility. F4 may com-
prise the main service facility 142.

[0498] FIG. 32 also depicts the high-level steps of a trans-
action 3202 according to the principles of the present inven-
tion. In the first step 3210, an actual transaction request is
issued. For example and without limitation, the actual trans-
action request may be a request for a top up transaction issued
from the merchant facility (presumably at the behest of the
consumer) to the main service facility 142. The actual trans-
action request may be forwarded, altered or unaltered, by the
main service facility 142 to the supplier facility and/or the
electronic facility 101. The actual transaction request may be
encoded using a three-dimensional authentication scheme,
described elsewhere herein.

[0499] In the second step 3212, upon receipt of the actual
transaction request the main service facility 142, the supplier
facility, and or the electronic facility 101 may store a replica
of the actual transaction request. The replica, in some
embodiments, may comprise a bit-for-bit copy ofthe data that
comprises the actual transaction request.

[0500] Inthe third step 3214, the funds may be transferred,
at the point of transaction, from an account associated with
the consumer to an account associated with the electronic
facility 101. In embodiments, the point of transaction may be
in the virtual world, such as a top up via a Web site. In
embodiments, the point of transaction may be in the real
world, such as the first person being on the merchant’s pre-
mises. In embodiments, the consumer may have access to a
client facility. The consumer’s interaction with the client
facility may affect the second facility F2 to initiate transac-
tional steps associate with a top up transaction, which may
involve the fourth facility F4, may involve the second facility
F2 and the third facility F3, and may comprise the transac-
tional steps detailed in the description of FIG. 12.

[0501] In the fourth step 3218, an indicator of the transac-
tion may be issued by the fourth facility F4 to the second
facility F2 and/or the third facility F3, such as the transaction
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confirmation and/or the authorization in FIG. 12. The confir-
mation and/or authorization may comprise a receipt, an
acknowledgement, an updated account statement, or any
other indication of the outcome of the transaction.

[0502] In the fifth step 3220, the replica and/or the confir-
mation and/or authorization, any of which may comprise
notable data 148, may be archived. As is described elsewhere
herein, the main service facility software may be capable of
archiving notable data 148. Also as is described elsewhere
herein, the electronic facility 101 may be capable of archiving
the replica. In this step, the replica and/or confirmation and/or
acknowledgement may be archived by the main service facil-
ity software, the merchant facility, and/or the supplier facility.
[0503] FIG. 32 also represents a user interface 3204 accord-
ing to the principles of the present invention. In embodiments,
the user interface 3204 may be presented on the client facility.
The user interface that is presented here is for the purposes of
example, not limitation. The user interface may include a
message indicative of an pending transaction, such as a pend-
ing top up; a message indicative of pending magnitude of the
top up; an operative element such as a Top Up Now button; an
option providing for the archival of the transaction and or
other information relating to the transaction. In embodiments,
the transaction may be initiated by the merchant at the behest
of the consumer. In embodiments, the transaction may be
completed after consumer interacts with the operative ele-
ment in a predefined way, such as by selecting the button with
a finger press on the LCD and touch screen display 100.
[0504] Inembodiments, an additional value-added service
may be provided, such as an overdraft protection associated
with the transaction. For example, the first facility F1 may be
used to engage in a transaction with the second facility F2 for
which the first facility F1 does not have sufficient funds
associated with it. Under usual circumstances, this may result
in a rejected transaction. With overdraft protection, however,
the fourth facility F4 may clear the transaction and charge an
account associated with an overdraft protection facility, as
opposed to deducting an amount from the funds associated
with the first facility F1, which would be the normal course of
action.

[0505] Inembodiments, a customer may be any person that
utilizes the fourth facility F4. The customer may utilize the
fourth facility F4 via a user interface, which may comprise a
customer-side Web-based interface, an interaction between
an autonomous agent associated with the customer and the
fourth facility F4, a scripted interaction between the second
facility F2 and the fourth facility F4, a scheduled interaction
between the second facility F2 and the fourth facility F4, an
event-driven interaction between the second facility F2 and
the fourth facility F4, or any other practicable interaction
between the second facility F2 and the fourth facility F4. In
embodiments, the interaction between the third facility F3
and the fourth facility F4 may be manual or automated and
may be event-driven, such as being initiated by the event of
the consumer requesting that a merchant initiate a top up
transaction.

[0506] An aspect of the present invention relates to provid-
ing heath care services, products, identifications, medical
records and other materials, products and services through
electronic transaction facilities. In embodiments, the transac-
tions may be economic in nature and or non-economic in
nature.

[0507] FIG. 33 illustrates a medical transaction process
3322 according to the principles of the present invention. In
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embodiments, the process involves the issuance of a health
care related record to an electronic transaction facility 3302.
In embodiments, the electronic transaction facility may be an
electronic transaction facility as described herein. Following
the transmission of the medical record to the electronic trans-
action facility, the record may be stored in memory associated
with the electronic transaction facility 3304. In embodiments,
the record may then be transmitted to another electronic
transaction facility 3308. In embodiments, a receipt of the
transaction(s) may be communicated back to the electronic
transaction facility. FIG. 33 also illustrates a medical trans-
action 3324. In embodiments, the electronic transaction facil-
ity 101 may be used to retrieve and or send a medical record
to a medical facility 3314. The medical facility 3314 may be
associated with a computer, computer network or other such
facility used for the storage of such medical records.

[0508] Inembodiments, a user of an electronic transaction
facility may have personal medical records from a health care
provider from whom the user receives medical care stored in
an electronic format. For example, a user may receive an
electronic medical record from a physician’s office, hospital
or other medical facility. In embodiments, the electronic
medical record may be an electronic facsimile of medical
record stored at the physician’s office that may contain infor-
mation such as the patient’s address, phone number, email
address, emergency contact information, primary care physi-
cian, age, height, weight, blood type, medical conditions
(e.g., disease, blood pressure, cholesterol levels), currently
prescribed medications, allergies, previous surgeries, previ-
ous health care providers, current health insurance provider
and policy number, and or other information relevant to the
user’s medical history or and treatment. In embodiments, the
user may then be able to store the electronic medical record on
a client facility. For example, the client facility may be a cell
phone, PDA, Pocket PC, home computer, or other device
capable of data storage. The client facility may be able to store
electronic medical records from one health care provider and
may be able to store the electronic medical records for at least
one health care provider. In embodiments, the issuer of the
medical information may issue a receipt of the transaction to
the user’s transaction facility. In embodiments, the user may
issue a receipt to the issuer of the medical records through his
electronic transaction facility.

[0509] Inembodiments, the user may be able to select from
stored personal health care information relevant to an inter-
action with a health care provider. For example, after a user
accesses the electronic medical record, the user may transmit
the health insurance information necessary for the health care
provider to receive reimbursement for the user’s visit to the
health care provider. The user may be able to update health
insurance information from a remote location, as an example
from home, or while at the location of the business. If at the
location of the health care provider, the user may be able to
use a portable computing device to transmit the health insur-
ance information to the health care provider’s place of busi-
ness. In embodiments, the recipient of the transmitted infor-
mation may transmit a receipt of the transaction.

[0510] In embodiments, a user in need of urgent medical
care while traveling may have his electronic medical record
transmitted from his remote health care provider directly to
his device, such as a cell phone or PDA, in order to make the
record available to health care providers with whom the user
has no treatment history. During treatment at the remote
health care provider facility, the user’s electronic medical
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record may be updated, enabling the user to integrate the new
treatment record obtained at a distant facility with that of the
primary health care provider and to share this new treatment
information with the primary health care provider.

[0511] In embodiments, a user may have health insurance
information from at least one insurer from whom the user
receives health care policy information in electronic format as
an electronic health insurance policy card. For example, a
user may receive an electronic health insurance policy card
directly from a health insurer. In embodiments, the electronic
health insurance policy card may be an electronic facsimile of
health insurance policy covering the user’s medical care that
may contain the user’s name, address, health insurance policy
number, contact information for the health insurance pro-
vider, coverage initiation and expiration dates, the user’s pri-
mary care physician, and or other information relevant to the
user’s health insurance coverage. In embodiments, the user
may then be able to store the electronic health insurance
policy card on a client facility. For example, the client facility
may be a cell phone, PDA, Pocket PC, home computer, or
other device capable of data storage. The client facility may
be able to store at least one electronic health insurance policy
card from one health insurance provider.

[0512] Inembodiments, the user may be able to select from
stored electronic health insurance policy cards relevant to an
interaction with a health care provider, pharmacy, or other
health care entities for which the user carries a health insur-
ance policy. For example, upon admission to a health care
provider’s facility, the user may transmit the health insurance
information necessary for the health care provider to receive
reimbursement for the user’s visit to the health care provider.
The user may be able to update health insurance information
from a remote location, as an example from home, or while at
the location of the business. If at the location of the health care
provider, the user may be able to use a portable computing
device to transmit the health insurance information to the
health care provider’s place of business. Additionally, the
health insurance provider may be able to update the user’s
health insurance policy information remotely by transmitting
the new information directly to the user’s device. If the user
has health insurance providing coverage for prescription
medications, the user could present the electronic health
insurance policy card at the pharmacy at the point of sale for
prescription medication. In embodiments, the cards are trans-
mitted and stored as a representation of an actual card as
disclosed herein.

[0513] In embodiments, a user may be able to request,
obtain, and transmit a health care referral that is required by a
health insurance provider from a user’s health provider to the
appropriate health insurance provider.

[0514] In embodiments, a physician may transmit a drug
prescription for a user directly to the user’s device. In embodi-
ments, the electronic drug prescription may be an electronic
facsimile of the physician’s DEA-sanctioned drug prescrip-
tion form including the physician’s name and contact infor-
mation, the patient’s name, the drug prescribed, the correct
dosage and the amount prescribed, the date of the prescrip-
tion, or other information relevant to the user’s drug prescrip-
tion. In embodiments, the user may then be able to store the
electronic drug prescription on a client facility. For example,
the client facility may be a cell phone, PDA, Pocket PC, home
computer, or other device capable of data storage. The client
facility may be able to store at least one electronic drug
prescription from one health care provider.
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[0515] Inembodiments,the user may be able to transmit the
electronic drug prescription at the point of sale with a phar-
macist. For example, upon entry to the pharmacy a user may
transmit the electronic drug prescription directly from the
user’s device to the electronic network of the pharmacy. To
assist the pharmacy in verifying the authenticity of the elec-
tronic drug prescription, the prescription may be bound to an
electronic watermark or other security encryption device. In
embodiments, the pharmacist may transmit a receipt in accor-
dance with the principles of the present invention.

[0516] In embodiments, drug manufacturers may provide
direct-to-consumer marketing for specific drugs of relevance
to the user’s current medical needs. This direct-to-consumer
marketing may take place at the time point of the physician
transmitting the prescription to the user’s device, at the time
point of the user transmitting the prescription from the user
device to the pharmacy network, or both. Pharmacy informa-
tion, such as price, inventory, hours of operation, or other
information, for pharmacies in the current locale of the user
could also be transmitted to the user’s device in a manner
similar to the drug manufacturer’s direct-to-consumer mar-
keting.

[0517] Inembodiments, the user may be able to transmit an
electronic informed consent form to a health care provider.
For example, upon admission to a hospital emergency depart-
ment, a user may transmit an electronic informed consent for
treatment from a user device to the electronic network of the
hospital. Similarly, a user eligible for participation in a clini-
cal research trial may transmit an informed consent form to
participate in the research trial directly from a user device to
a health care provider network.

[0518] In embodiments, a user may store electronic emer-
gency medical information and medical contact persons
directly to the user’s device. In an embodiment, the electronic
emergency medical information may summarize the user’s
name, address, phone, location of medical records, allergies
to medications, list of current medications person is taking,
blood type, disease, wishes for organ donation, or other infor-
mation relevant to the user’s drug prescription. In an embodi-
ment, the user may then be able to store the electronic drug
prescription on a client facility. For example, the client facil-
ity may be a cell phone, PDA, Pocket PC, home computer, or
other device capable of data storage. The client facility may
be able to store at least one emergency medical record from
one user.

[0519] Inan embodiment, a user may store personal infor-
mation on an electronic transaction facility according to
aspects of the present invention. For example, a user may
store information such as phone numbers, addresses, email
addresses, social security cards, driver license, credit card
accounts, debit card accounts, business card information,
address book, email address book, or other personal identifi-
cation. In embodiments, the personal information may be
information that is necessary for transactions, such as a driver
license, social security card, personal ID, or for communicat-
ing with acquaintances with email, messages, or phoning. A
user may need to communicate personal information for a
monetary transaction as proof of identification; the identifi-
cation may include name, address, images, bar codes or other
information for positive identification with the business. In an
embodiment, the user may communicate with other users to
exchange personal information. For example, a user may
communicate with an acquaintance that may be near by to
make an appointment. In an embodiment, a user may also be
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able to exchange electronic business cards at a meeting;
wherein the electronic business card may be a facsimile of the
business card.

[0520] In an embodiment, there may be a personal identi-
fication manager that may review all transmissions from the
user client. For example, the manager may review the distri-
bution list of an email to determine if a group of email
addresses may be associated and a new email with some of
these email addresses the personal information manager may
query if the user wants to include the related addresses on the
email. The personal identification manager may also track
when a user is traveling and establish a subset of acquaintan-
ces that were made. Upon the next visit to the same location,
the personal identification manager may query if the user
wants to contact the other associated acquaintances. In an
embodiment, the personal identification manager may be able
to interface with an available location detection facility of the
user client computer to determine a location. For example, the
personal identification manager may determine that the user
is at alocation that matches addresses in the address book and
suggest communication may be appropriate with a person in
the address book.

[0521] In an embodiment, the personal information man-
ager may track personal bill payments and may make sugges-
tions for changes in personal finances. For example, the per-
sonal information manager may determine that a user is using
a credit card with a higher interest rate than another available
card. The personal information manager may suggest that the
user take advantage of the lower interest credit card.

[0522] FIG. 34 illustrates a process flow chart for the
exchange of personal information between users 3422
according to principles of the present invention. For example,
the process may involve the exchange of business cards at a
meeting. In an embodiment, a user may store a business card
facsimile 3402 on a user client computer (e.g. an electronic
transaction facility as described herein). The business card
facsimile may contain associated attributes such as name,
address, business name, business icon, personal image, or
other information associated with a business card. In an
embodiment, a first user may transmit a business card to a
second user 3404.

[0523] Inanembodiment, after the second user receives the
business card from the first user a reply 3408 may be sent. For
example, the reply 3408 may be an acknowledgment that the
business card was received and may be a facsimile of the first
user’s business card with an indication that the first user’s
business card was received. In an embodiment, the second
user may reply 3408 by transmitting a facsimile of the second
user’s business card. The reply with a facsimile of the second
user’s business card may be the reply 3408 to the first user’s
transmission.

[0524] Inanembodiment, the first user may be able to store
the facsimile reply 3410 in an archive. For example, the
facsimile business card may be archived 3410 in at least one
category on the user client computer. The client computer
may be able to archive the facsimile business card in catego-
ries by business, name, address, or other category.

[0525] Inanembodiment of the communication between a
user client facility 3412, main service facility 142, and a
second user client facility 34148 is shown. Using the same
business card example a user 3412 may want to transmit a
facsimile of the user’s business card to a second user 3414. In
an embodiment, the user 3412 may initiate the transmission
of the business card facsimile 3418. In an embodiment, the
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user client computer 3412 may be a home PC, akiosk PC, cell
phone, PDA, Pocket PC, or other similar computer device.
The transmission may be sent 3418 to a main service facility
142. The main service facility 142 may match the user’s
transmission 3412 to the intended recipient, the second user
3414. In an embodiment, the main service facility 142 may
transmit the business card facsimile 3420 to the second user
3414. In an embodiment, the second user client computer
3414 may be ahome PC, akiosk PC, cell phone, PDA, Pocket
PC, or other similar computer device.

[0526] In an embodiment, the second user 3414 may
receive the business card facsimile. In an embodiment, the
second user 3414 may transmit a reply 3420 to the first user
3412 with a facsimile of the second user’s 3414 business card
or with an acknowledgment of the first user’s business card
facsimile. In an embodiment, the main service facility 142
may match the reply to the first user 3412 and transmit 3418
the second user’s 3414 business card or acknowledgement to
the first user 3412. After receiving the reply, the first user 3412
may archive the reply as previously described.

[0527] In an embodiment, the communication between the
user client 3412 and the second user 3414 may take place
remotely, with the users in different locations, or with the
users being at the same location.

[0528] Referring to FIG. 35, an embodiment of a user client
portable computer device 3504 is shown. For example, a
portable computer device may be a cell phone, PDA, Pocket
PC, tablet PC, or other similar computer device. In an
embodiment, a client computer 3504 may have a user inter-
face 3512 for personal information management. The user
interface 3512 may have at least one method of navigation.
For example, the user interface 3512 may have a menu 3504,
navigation buttons 3510, action window 3508, or other navi-
gation method. The menu 3504 may comprise action head-
ings file, search, category, quit, or other needed action group-
ing. Within each of these menu 3504 action groupings there
may be individual actions. The user interface 3512 may also
have short cut buttons 3510 that may perform the function of
the menu 3504 action items. After selecting an action, from
either the menu 3504 or buttons 3510, an action window 3508
may be accessed to display actions that may be associated to
the selected action. For example, in response to an action for
display of Personal Action, the action window may display
the available actions such as phone, address, business, or
cards. The available actions may be selected to begin other
actions.

[0529] Inanembodiment, a user may purchase lottery tick-
ets with a user client computer device. In an embodiment, the
user client computer device may be a home computer, a
public kiosk computer, cell phone, PDA, Pocket PC, tablet
PC, or other computing device capable of communication
according to aspects of the present invention. In an embodi-
ment, a user may initiate the purchase of a lottery ticket from
a gaming facility. A gaming facility may be any facility that is
authorized and capable ofissuing lottery tickets for a gaming
organization. For example, the user may purchase a ticket
from any government operated or legal business gaming
operations (e.g. gaming casinos). In embodiments, a user may
be ableto select a personal lottery number, have the user client
facility pick a random number, and or request the gaming
facility to pick a random number. The user may transmit the
lottery ticket purchase information to the gaming facility
either wired or wireless. In an embodiment, the user may
purchase the lottery ticket from a location other then the
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gaming facility or locally at the gaming facility. For example,
the user may purchase the lottery tickets over the internet,
through a public café, or other transaction center dealing with
the exchange of lottery tickets.

[0530] FIG. 36 illustrates a flow chart for the purchase of
lottery tickets 3624 according to the principles of the present
invention. In an embodiment, a user may select a lottery
number 3602 to play at a gaming facility. The number may be
selected by the user, randomly selected by the user’s client
computer, or the user may request the gaming facility to
randomly select the lottery number. The user may then be able
to store the lottery ticket number and or other attributes 3604
ontheuser client facility. The other attributes may be the users
gaming identification number, name, phone number, or other
information to identify the user as the lottery ticket purchaser.
In an embodiment, the use may transmit the lottery ticket
purchase to a gaming facility with the attributes 3608.

[0531] Inan embodiment, the gaming facility may receive
the lottery ticket purchase request from the user and then may
transact the purchase of the ticket. For example, the gaming
facility may transact payment of the lottery ticket before
issuing the ticket to the user. The payment information may
have been received with the lottery ticket request from the
user. After verification of payment, the gaming facility may
issue an actual facsimile of the lottery ticket 3610 to the user
as a receipt of the purchase of the lottery ticket. The actual
facsimile of the lottery ticket may be marked with an
acknowledgement of payment for the lottery ticket, for
example with the words “paid”. The gaming facility may also
issue a facsimile of the lottery ticket and a receipt indicating
the payment for the lottery ticket.

[0532] Once the user receives a copy of the lottery ticket
facsimile from a gaming facility, the user may store the fac-
simile in an archive 3612. The archives may be cataloged by
gaming type, drawing date, date purchased, or other catalog
chosen by the user.

[0533] Continuing with FIG. 36, an embodiment of the
communication flow between the user client facility 3614,
main service facility 142, and the gaming facility client 3618
is shown. In an embodiment, the user client 3614 may initiate
communication to the gaming facility client 3618. The user
client 3614 may transmit 3620 the lottery ticket request with
the associated attributes to the main service facility 142. In
embodiments, the attributes may be the number of tickets, the
ticket number information, the users 1D, the method of pay-
ment, and other information required for the purchase of the
lottery ticket. The main service facility 142 may match the
ticket request with the requested gaming facility 3618 and
transmit all of the information 3622.

[0534] In an embodiment, the gaming facility client 3618
may receive the ticket request information from the main
service facility 142. The gaming facility may process the
payment from the user and then issue a facsimile of the lottery
ticket to the user client 3614. The lottery ticket facsimile may
have a marking acknowledging payment for the lottery ticket
or the lottery ticket facsimile may be transmitted with a
receipt indicating payment of the lottery ticket. The gaming
facility 3618 may transmit 3622 the lottery ticket facsimile
along with attributes that may be the purchase date, lottery
drawing date, or other lottery information.

[0535] Inanembodiment, the main service facility 142 may
receive the lottery ticket facsimile and attributes and match
them with the user 3614. The main service may then transmit
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3620 the lottery ticket facsimile and attributes to the user
3614. The user 3614 may store the facsimile as previously
described.

[0536] Inan embodiment, either the user 3614 or the gam-
ing facility 3618 may initiate the communication for notifi-
cation for lottery winnings. In an embodiment, using the
communication method described, the user 3614 may request
from the gaming facility if at least one lottery ticket number
has won. In an embodiment, after a lottery ticket drawing, the
gaming facility may transmit to all winners’ notification a
lottery ticket has won. After notification of winning, the gam-
ing facility may credit the winning amount to a user indicated
bank account, credit account, debt account, or other desig-
nated account.

[0537] Referring to FIG. 37, an embodiment of a user client
portable computer device 3704 is shown. For example, a
portable computer device may be a cell phone, PDA, Pocket
PC, tablet PC, or other similar computer device. In an
embodiment, a client computer 3704 may have a user inter-
face 3712 for purchase of lottery tickets. The user interface
3712 may have at least one method of navigation. For
example, the user interface 3712 may have a menu 3704,
navigation buttons 3710, action window 3708, or other navi-
gation method. The menu 3704 may comprise action head-
ings file, search, category, quit, or other needed action group-
ing. Within each of these menu 3704 action groupings there
may be individual actions. The user interface 3712 may also
have short cut buttons 3710 that may perform the function of
the menu 3704 action items. After selecting an action, from
either the menu 3704 or buttons 3710, an action window 3708
may be accessed to display actions that may be associated to
the selected action. For example, in response to an action for
Lottery Tickets, the action window may display the available
actions such as Auto Pick, My Pick, Game Type, and Buy
Tickets. The available actions may be selected to begin other
actions.

[0538] Inanembodiment of a gaming facility user interface
3714 is shown. In embodiments, the user interface 3714 may
contain a menu 3718, a window for selecting actions 3720, or
other method of navigating the user interface 3714. In
embodiments, the menu 3718 may contain categories of
actions. For example, the menu may contain file, search,
retrieve, quit, or other option associated with managing lot-
tery ticket distribution.

[0539] In embodiments, selecting a user interface 3714
option through the menu 3718 may open a window with
related options. For example, a gaming facility may select an
option to view the categories of options for issuing lottery
tickets available on the client. A listing may be presented on
in the window 3720. The listing displayed in the window
3720 may be selected to perform additional actions.

[0540] Inanembodiment, a user may vote from a user client
facility in place of using paper ballots at a dedicated polling
place. For example, a user device may be used for corporate
voting (e.g. vote for directors, shareholders, proxies, tender
offers), public election voting (e.g. political candidates,
unsafe area voting, local, municipal, county, state, federal),
party elections, intra-party elections, selecting candidates,
voting on certain bills and other legislation. A user may
receive an actual facsimile of the ballot and may vote
remotely or at a polling location. In an embodiment, remote
voting may take place anywhere the user can communicate
with a network. In an embodiment, a vote may take place
within a certain distance within a polling location. In an
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embodiment, a vote may be registered by the polling location
to prevent more than one vote to be cast by the same user.
[0541] In an embodiment, a user may vote for a television
program (e.g. a game show) and the television operations may
poll the audience. For example, polling may allow an entire
population or anyone with a voting enabled electronic trans-
action facility to vote. In an embodiment, the audience may
vote to determine what happens in an alternate ending of a
television program.

[0542] Inan embodiment, a vote may be based on or relate
to advertising. For example, a user of an electronic vote
transaction facility may see, hear or otherwise interact with an
advertisement and he may vote for, or elect a preference,
based on the advertisement.

[0543] In an embodiment, a user may store a ballot on an
electronic vote transaction facility and the ballot may include
attributes such as the date of the election, the type of election,
and or past election results. In embodiments, the ballot may
be stored and or transmitted in a format that represents an
actual ballot containing ballot information.

[0544] Inanembodiment, auser client facility may create a
notification if a user misses the deadline for a certain election.
For example, the device may inform the user as the deadline
approaches, after the deadline and or when the next election
of that type is taking place. Such vote reminders may be
tailored to the users preferences. For example, the user client
facility may be sensitive to a location (e.g. through a GPS
facility, or through a proximity detection facility) and present
ballot(s) for elections taking place in an area in close prox-
imity to the user. In embodiments, such notifications may be
based, atleast in part, on the user’s qualifications to vote in the
election.

[0545] FIG. 38 illustrates a voting process flow 3824
according to the principles of the present invention. In an
embodiment, a user may be issued an actual ballot 3802 by a
polling place. The ballot may be an actual facsimile of a ballot
that the user may mark a vote. The user may store one or more
facsimile ballots on a user client facility 3804. The ballots
may be stored by ballot type, vote date, vote location, or other
storage category.

[0546] In an embodiment, on an election day, a user may
selecta ballot from the stored ballots on the user client facility
3814 that will be used for voting. In an embodiment, there
may be at least one ballot for an election. After the user has
selected a ballot the user may mark the ballot for the users
vote preferences. In an embodiment, with the ballot marked,
the user may transmit the ballot 3808 to a polling location.
[0547] In an embodiment, a polling location may receive
the user’s marked facsimile ballot and may apply the users
vote. In an embodiment, the users identification may be
marked as voted to prevent the user from voting more than
once. The user may be marked on a paper poll listing or a poll
database to indicate that the user has voted. In an embodi-
ment, after the users vote is recorded, the polling place may
issue a receipt of the voting to the user 3810. For example, the
receipt may be a facsimile of the ballot marked with an
acknowledgement that the vote was recorded. The receipt
may also be a facsimile of a document indicating that the
users vote has been recorded.

[0548] In an embodiment, the user may receive the polling
place receipt and archive it on the user client facility 3812. In
an embodiment, the receipt from the polling place may be a
facsimile of the ballot or a facsimile of a receipt document
indicating the vote has been recorded. The user may archive

IPR2025-01147
Apple EX1027 Page 136



US 2012/0011058 Al

the receipt in a category based on election date, election type,
or other archive the user chooses.

[0549] Continuing to refer to FIG. 38, an embodiment of
the communication between the user client 3814, main ser-
vice facility 142, and the polling location 3818 is shown. A
user may choose a ballot from the available ballots and trans-
mit 3820 the ballot to the polling place. The facsimile of the
ballot may be transmitted 3820 to the main service facility
142. The main service facility 142, may determine the correct
polling location to transmit the facsimile ballot and transmit
3822 the facsimile ballot to the polling location 3818.

[0550] In an embodiment, the polling location 3818 may
receive the facsimile ballot from the main service facility 142
and record the vote. In recording the users vote the polling
location may mark the user’s identification as having voted to
prevent the user from voting more than once. In an embodi-
ment, the polling place may transmit a receipt back to the user
acknowledging that the ballot has been recorded. The polling
location 3818 may transmit the receipt 3822 back to the main
service facility 142. In an embodiment, the receipt may be a
facsimile of the ballot with an indication that the vote has been
recorded or the receipt may be a facsimile of a document
indicating the vote was recorded.

[0551] Inanembodiment, the mainservice facility 142 may
match the ballot receipt to the voting user and transmit the
voting receipt 3820 to the user 3814. In an embodiment, once
the user has received the ballot receipt, the user may archive
the receipt as described previously.

[0552] Referring to FIG. 39, an embodiment of a user client
portable computer device 3904 is shown. For example, a
portable computer device may be a cell phone, PDA, Pocket
PC, tablet PC, or other similar computer device. In an
embodiment, a client computer 3904 may have a user inter-
face 3912 for voting using a facsimile ballot. The user inter-
face 3912 may have at least one method of navigation. For
example, the user interface 3912 may have a menu 3904,
navigation buttons 3910, action window 3908, or other navi-
gation method. The menu 3904 may comprise action head-
ings file, search, category, quit, or other needed action group-
ing. Within each of these menu 3904 action groupings there
may be individual actions. The user interface 3912 may also
have short cut buttons 3910 that may perform the function of
the menu 3904 action items. After selecting an action, from
either the menu 3904 or buttons 3910, an action window 3908
may be accessed to display actions that may be associated to
the selected action. For example, in response to an action for
Select Ballot, the action window may display the available
actions such as Public, Corporate, Product, or Entertainment.
The available actions may be selected to begin other actions.

[0553] A voting transaction facility according to the prin-
ciples of the present invention may include a user interface
3914 as illustrated in FIG. 39. In embodiments, the user
interface 3914 may contain a menu 3918, a window for select-
ing actions 3920, or other method of navigating the user
interface 3914. In embodiments, the menu 3918 may contain
categories of actions. For example, the menu may contain file,
search, retrieve, quit, or other option associated with manag-
ing the polling location ballots.

[0554] In embodiments, selecting a user interface 3914
option through the menu 3918 may open a window with
related options. For example, a polling location may select an
option to view the categories of options for handling ballots
available on the client. A listing may be presented on in the
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window 3920. The listing displayed in the window 3920 may
be selected to perform additional actions.

[0555] Certain embodiments of the present invention
involve communicating, storing, printing and otherwise
manipulating representations of particular transaction
medium, such as when a representation of a check or money
order is communicated and stored by an electronic transac-
tion facility. It should be understood that there are many
systems and methods adapted for communicating, storing
and or retrieving representations of transaction mediums
envisioned by the applicants of the present invention and such
systems and methods are encompassed by the present inven-
tion. For example, the representation or facsimile may be
presented in the form of a computer file associated with XML
programming language in such a way that many transaction
facilities (e.g. a pda, cell phone, laptop, or point of purchase
transaction facility) may be able to read, view, store or oth-
erwise manipulate the file. In embodiments, communicating a
universal representation of a particular transaction medium
may be used to facilitate a transaction, such as check cashing,
where the receiver of the representation can visually see a
representation that is familiar in nature.

[0556] An aspect of the present invention relates to making
check payments through an electronic transaction facility. In
embodiments, a portable transaction facility stores a fac-
simile of the check itself and or information relating to the
check. The facsimile may be transmitted along with or in
addition to check, personal, identification or other informa-
tion. The transmission of the check facsimile may provide for
the presentation of a check, as opposed to simply providing
information pertaining to the check, tracking of the check,
printing of the check and or otherwise processing ofthe check
itself. In embodiments, the check may be transmitted or oth-
erwise presented by itself. In other embodiments, the check
may be accompanied by related check information, such as an
account number, check number, routing number, account
information, magnetic ink character recognition (MICR)
number, name, address, phone, driver’s license number, form
of identification, form of identification verification, credit
card information, other check information, signature, signa-
ture information, signature facsimile, security feature infor-
mation or other information that may be useful in the trans-
action.

[0557] Inembodiments, a bank orother financial institution
may issue a customer checks in a form to be stored on the
customers electronic transaction facility. For example, the
bank may provide checks to a customer in a form to be stored
on the customer’s cell phone, pda, combination pda cell
phone, desktop computer, laptop computer, hand held com-
puter, or other transaction facility (e.g. those described
herein). In embodiments, the customer may purchase or oth-
erwise retrieve the checks and or related check information,
remote from the bank, such as through the internet, local area
network, personal area network, secure network, unsecure
network, and or through other wired and or wireless commu-
nication facilities. The actual checks, check facsimiles, check
replications, check images, and or other forms of check repro-
duction may be stored in the customer’s transaction facility.
Once the customer receives the checks and or other related
information, the customer may be ready to use the checks and
or other related information to perform transactions. For
example, the customer may then go to a store or other location
where he would like to pay for goods and or services by check
and he may make the transaction through his portable trans-
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action facility. During the transaction, the merchant in the
transaction may have a transaction facility compatible with
the customer’s portable transaction facility to enable the
transaction. The merchant’s transaction facility may be
capable of receiving the check, check information and or
other forms of payment (e.g. credit cards, atm cards, paper
checks and the like).

[0558] FIG. 40 illustrates a process for making a check
transaction 4022 according to the principles of the present
invention. For example, a check, and or related information,
may be issued to a portable, or other, transaction facility
through a financial institution (e.g. bank, credit union, or
agent) in step 4002 of the process flow diagram. Then, the
checks, and or related information, may be stored in memory
in the transaction facility in step 4004. Then, a person in
possession of the portable, or other, transaction facility may
make a check transaction by communicating the check and or
related information to another transaction facility 4008. In
embodiments, the other transaction facility may be a dedi-
cated check transaction facility or it may be a multi-functional
transaction facility capable of making several types of eco-
nomic transactions (e.g. credit card, atm card, printed check
and the like). In embodiments, the other transaction facility
may be a printer adapted to receive the check and print it for
further transaction processing and or providing a receipt of
the transaction. Once the merchant’s transaction facility
receives the check and or other related information, the mer-
chant’s transaction facility may communicate the check and
or related information to a financial institution and or other
check processing facility. For example, the check and or
related information may be transmitted into an Automated
Clearing House (ACH) processing system or other third party
system designed to process the check and retrieve funds from
the issuing financial institution 4010. Following an accepted
transaction, a cancelled check and or related information may
be communicated back to the customer’s transaction facility
where it may be stored, viewed, manipulated, re-communi-
cated or otherwise handled 4012.

[0559] FIG. 40 also illustrates an electronic check transac-
tion 4024 according to the principles of the present invention.
In embodiments, a portable check transaction facility 101
may be used to make a check transaction for the purchase of
goods, services, or to make other financial transfers. For
example, the portable transaction facility 101 may be used to
communicate with a point of purchase transaction facility
4014. The point of purchase transaction facility 4014 may
receive a check and or check information from the portable
transaction facility and communicate the check and or check
information to a computer server, computer facility, computer
network or other facility adapted to facilitate the check trans-
action 4018. For example, the computer facility 4018 may
facilitate the check transaction through ACH processing cen-
ters, other third party processing centers, with a financial
institution, bank, or other institution adapted to facilitate the
check transaction 4020. In embodiments, once the check has
been cleared, money has been transferred, money has been
allocated or the transaction has otherwise been approved, a
cancelled check, or other indication of a completed transac-
tion, may be communicated back to the portable transaction
facility 101. In embodiments, the point of purchase facility
4014 may facilitate the communication of the cancelled
check and or receipt. In embodiments, an external facility
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(e.g. wireless cell phone provider, wireless network provider)
may facilitate the communication of the cancelled check and
or receipt.

[0560] FIG. 41 illustrates a process for making a check
transaction 4122 according to the principles of the present
invention. For example, a check, and or related information,
may be issued to a portable, or other, transaction facility
through a financial institution (e.g. bank, credit union, or
agent) in step 4102 of the process flow diagram. Then, the
checks, and or related information, may be stored in memory
in the transaction facility in step 4104. Then, a person in
possession of the portable, or other, transaction facility may
make a check transaction by communicating the check and or
related information to another portable transaction facility
4108. Once the second portable transaction facility receives
the check and or other related information, the second trans-
action facility may communicate the check and or related
information to a financial institution and or other check pro-
cessing facility. For example, the check and or related infor-
mation may be transmitted into an Automated Clearing
House (ACH) processing system or other third party system
designed to process the check and retrieve funds from the
issuing financial institution 4110. Following an accepted
transaction, a cancelled check and or related information may
be communicated back to the originator’s transaction facility
where it may be stored, viewed, manipulated, re-communi-
cated or otherwise handled 4112.

[0561] FIG. 40 also illustrates an electronic check transac-
tion 4124 according to the principles of the present invention.
In embodiments, a portable check transaction facility 101a
may be used to make a check transaction for the purchase of
goods, services, or to make other financial transfers. For
example, the portable transaction facility 1014 may be used to
communicate with portable transaction facility 1016. The
second transaction facility 1015 may receive a check and or
check information from the portable transaction facility and
communicate the check and or check information to a com-
puter server, computer facility, computer network or other
facility adapted to facilitate the check transaction 4018. For
example, the computer facility 4018 may facilitate the check
transaction through ACH processing centers, other third party
processing centers, with a financial institution, bank, or other
institution adapted to facilitate the check transaction 4020. In
embodiments, once the check has been cleared, money has
been transterred, money has been allocated or the transaction
has otherwise been approved, a cancelled check, or other
indication of a completed transaction, may be communicated
back to the portable transaction facility 101a. In embodi-
ments, the second transaction facility 1015 may facilitate the
communication of the cancelled check and or receipt. In
embodiments, an external facility (e.g. wireless cell phone
provider, wireless network provider) may facilitate the com-
munication of the cancelled check and or receipt.

[0562] An aspect of the present invention relates to making
money order transactions through electronic transaction
facilities. In embodiments, a portable transaction facility
stores a facsimile of the money order itself and or information
related to the money order. The facsimile may be transmitted
along with or in addition to money order, personal, identifi-
cation or other information. The transmission of the money
order facsimile may provide for the presentation of a money,
as opposed to simply providing information pertaining to the
money order, tracking of the money order, printing of the
money order and or otherwise processing of the money order
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itself. In embodiments, the money order may be transmitted
or otherwise presented by itself. In other embodiments, the
money order may be accompanied by related money order
information, such as an account number, check number, rout-
ing number, account information, magnetic ink character rec-
ognition (MICR) number, name, address, phone, driver’s
license number, form of identification, form of identification
verification, credit card information, other check informa-
tion, signature, signature information, signature facsimile,
security feature information or other information that may be
useful in the transaction.

[0563] Inembodiments, a bank orother financial institution
may issue a customer a money order in a form to be stored on
the customer’s electronic transaction facility. For example,
the bank may provide a money order to a customer in a form
to be stored on the customer’s cell phone, pda, combination
pda cell phone, desktop computer, laptop computer, hand
held computer, or other transaction facility (e.g. those
described herein). In embodiments, the customer may pur-
chase or otherwise retrieve the a money order and or related
money order information, remote from the bank, such as
through the internet, local area network, personal area net-
work, secure network, unsecure network, and or through
other wired and or wireless communication facilities. The
actual money order, money order facsimile, money order
replication, money order image, and or other forms of money
order reproduction may be stored in the customer’s transac-
tion facility. Once the customer receives the money order and
or other related information, the customer may be ready to use
the money order and or other related information to perform
transactions. For example, the customer may then go to a
store or other location where he would like to pay for goods
and or services by money order and he may make the trans-
action through his portable transaction facility. During the
transaction, the merchant in the transaction may have a trans-
action facility compatible with the customer’s portable trans-
action facility to enable the transaction. The merchant’s trans-
action facility may be capable of receiving the money order,
money order information and or other forms of payment (e.g.
credit cards, atm cards, paper checks and the like).

[0564] FIG. 42 illustrates an electronic money order trans-
action process 4222 according to the principles of the present
invention. In embodiments, the money order transaction pro-
cess involves issuing a money order and or associated infor-
mation to an electronic transaction facility (e.g. a cell phone,
pda, laptop computer or other electronic transaction facility
described herein) 4202. The money order and or associated
information may be stored in memory in the electronic trans-
action facility 4204. In embodiments, it may be a representa-
tion of the actual money order that is communicated and or
stored. For example, a money order facsimile or other repre-
sentation may be stored in the memory of the electronic
transaction facility to be later retrieved and or manipulated.
To continue the process of performing a money order trans-
action through an electronic transaction facility, the process
may involve transmitting the money order to another trans-
action facility 4210. The money order may then be processed
through normal financial institutions 4210. Following an
accepted transaction, a receipt of the transaction may be
communicated back to the issuer’s transaction facility 4212.
[0565] FIG. 42 also illustrates an electronic transaction
4224 according to the principles of the present invention. In
embodiments, a transaction facility 101 may be used to pur-
chase a money order from financial institution B 4220. For
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example, the transaction facility 101 may be used to commu-
nicate with financial institution B 4220 to request a money
order purchase. The financial institution B 4220 may request
payment for the money order from and or through the trans-
action facility 101 or the transaction facility 101 may direct
financial institution B 4220 to withdraw the funds from
another financial institution, financial institution A 4214.
Once issuing financial institution B 4220 is paid or receives
sufficient indication that it will be paid, it may issue the
money order and or other associated information to the trans-
actional facility 101. Then, possibly at a later time, the trans-
action facility 101 may be used to communicate the money
order, representation of the money order and or other related
information, to another transaction facility (e.g. at a point of
purchase 4218). The transaction facility associated with the
point of purchase may then communicate with financial insti-
tution B, or through an intermediate financial institution or
exchange, to collect the money.

[0566] Referring now to FIG. 43, a user interface represen-
tative of a portal 4300 is depicted. In embodiments, the portal
4300 may be displayed on the display 100 of the electronic
facility 101, on the local computer 160, on the support com-
puter 134, or on any other display facility that may be opera-
tively coupled to the main service facility 142. Within the
portal 4300 may appear a user interface element representa-
tive of a service 4302. The service 4302 may be the service
provided to the user by the electronic facility 101, including
without limitation a service associated with credit, debit,
banking, identity, travel, phone, a coupon, a bill, a ticket, a
health-related service, and/or a payment, or, in other embodi-
ments, any of the other services described herein and in the
documents incorporated by reference herein. Alternatively or
additionally, the service 4302 may be personalized and/or
customized to the user, depicted in the figure as the service
4302 labeled “MY OWN.” The portal may further comprise a
binary user interface input element 4304, such as a button,
checkbox, and/or link. The input element 4304 may allow the
user to select a function associated with or related to the
service. In this figure, for example, the portal 4300 presents
the function to “SETUP” a service, to view one or more
“RECEIPTS” from one or more prior transactions performed
by the service, to view the user’s wallet service center, or to
indicate that the user has completed the current portal session.
In any case, the portal 4300 provides for a single interface
through which the user may access multiple services 4302,
which may be offered by a plurality of service partners. Ser-
vice partners have been described above and, in any case, may
comprise without limitation a telecommunications company,
an Internet service provider, an Internet content and/or ser-
vices aggregator, a game publisher, an application service
provider, or any of the other service providers described
herein. The portal 4300 may serve as the user’s view of his
electronic wallet and/or as a functional point of contact
between the service partners and the user. The portal 4300
may specialize in providing particular value added services
that are related to a particular topic, such as game-related
services, merchant-related services, airline-related services,
government-related services, enterprise-related services,
health-related services, fitness-related services, religion-re-
lated services, sports-related services, insurance-related ser-
vices, university-related services, party-related services,
pharma-exchange-related services, commodity-exchange-
related services, secure payment services, secure transaction
services, or any other services, including without limitation
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the services described herein. The portal 4300 may provide a
particular service only to a registered user. This particular
service may be personalized version of a value added service.

[0567] Referring now to FIG. 44, a Web-based user inter-
face representative of a portal 4400 is depicted. In embodi-
ments, the portal 4300 may be displayed on the display 100 of
the electronic facility 101, on the local computer 160, on the
support computer 134, or on any other display facility that
may be operatively coupled to the main service facility 142.
The task navigation bar 4402 may include navigational ele-
ments such as drop-down menus, tabs, buttons, links, and so
forth. The tasks associated with the elements may relate to
any of the services provided by the electronic transaction
platform 100. The account navigation bar 4410 may include
navigational elements such as drop-down menus, tabs, but-
tons, links, and so forth. The accounts associated with the
elements may be any of the accounts supported by the elec-
tronic transaction platform 100, many of which are described
herein and others of which will be apparent from the present
disclosure and/or from the references included herein. The
site/generic information navigation 4412 may include navi-
gational elements akin to those of the task navigation bar
4402 and/or the account navigation bar 4410. The informa-
tion associated with these elements of the site/generic infor-
mation navigation area 4412 may be associated with a privacy
policy; an item of contact information such as and without
limitation an address, an e-mail address, a phone number, a
fax number, a URL, a URI, and so forth; investor relations; a
shopping cart; an account; an item; a press release; a solici-
tation for employment; a condition of use; a copyright notice;
and so forth. The promotional space 4418 may include infor-
mational elements associated with promotion of a product
and/or service. Such informational elements may, without
limitation, comprise an advertisement, an image, a multime-
dia clip, an interactive application, text, a Google advertise-
ment, and so forth. The account identification area 4404 may
contain information pertaining to an account of a user. This
information may include an account name, a user name, a
field in which a user name may be entered, a field in which a
password may be entered, a link to a feature that may remind
the user of a password, and so forth. The account overview
area 4408 may include information associated with an
account to which the user is logged in. This information may
be associated with a type of the account or a type of good
and/or service that may be associated with the account. Many
types of accounts, goods, and services are disclosed herein
and many more will be apparent from the present disclosure
and the references included herein. The alerts/reminders area
4414 may contain alerts and/or reminders that may be asso-
ciated with the type of the account and/or with the type of a
good/and or service that may be associated with the account.
For example and without limitation, these alerts and/or
reminders may comprise a birthday reminder; a scheduled
payment reminder; an item pickup reminder; a renewal
reminder; a low-balance alert; a buy alert; a sell alert; a voting
reminder; and so forth.

[0568] Referring to FIG. 47, a platform 4700 having the
components and attributes described herein may include a
client device 162 with an electronic transaction facility 101, a
merchant system 170, also with an electronic transaction
facility 101, and a main services facility 142, which may be
associated with various service providers 168, one of which
may be a financial service provider 168. The platform 4700
may have the attributes described elsewhere herein. These
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include the attributes described in connection with the plat-
form 100 of FIGS. 1 through 5, such as secure transaction
capability, optionally using a client device 162 and supported
by a secure distributed web-based platform, such as the main
service facility 142. In embodiments, the transaction capabil-
ity may be provided with or without a wallet-based metaphor,
for payment or non-payment transactions. For example, a
client device may initiate a payment 4702, initiate another
form of electronic transaction 4708 (such as making an offer
for an item in an auction, naming a price in a reverse auction,
or the like), or initiate another action 4702, in each case
optionally engaging device-level and user-level security fea-
tures of the client device 162. In embodiments, the platform
4700 also provides the ability to issue, securely and electroni-
cally, an entire transaction token 4712 (which may be person-
alized or non-personalized) with all necessary images, brand-
ing, and/or data for conducting transactions, directly to a user,
through a wired and/or wireless medium, to a personal client
device 162. In embodiments the client device 162 may be a
public device that is taken over for temporary personal use,
such as akiosk, public access computer, ATM, billboard, sign,
appliance, or other public device equipped with computing
capabilities. A transaction token 4712 may be any facility for
enabling or embodying a transaction, including, but not lim-
ited to, credit cards, bank account cards, frequent flyer cards,
stored value cards, loyalty cards, insurance cards, drivers
licenses and other licenses, bills, invoices and similar instru-
ments, coupons, tickets, promotional flyers, and a wide range
of other tokens. A platform 4700 may also provide the ability
to reproduce, securely and electronically, multiple existing
card, account, and vendor information, or similar informa-
tion, with branding and/or images, with necessary data for
conducting transactions, on client device of choice (including
a personal device or a public device taken for temporary
personal use). Thus, a service provider may issue an item
4710, such as any of the foregoing, through the main services
facility 142. A platform 100 may also provide the ability to
conduct secure transactions n the physical world using prox-
imity communication systems, such as infrared, RF, scanners,
bar code readers, ultra-wide-band network facilities, Blue-
tooth facilities, 802.11x facilities, Wifi facilities and the like
with any client device 162 and with any merchant system 170.
In embodiments such transactions may include use of bio-
metric parameters.

[0569] The platform 4700, like the platform 100 described
above, may further include the ability to securely access
personalized web-based user interface facilities for accessing
various value added services from the service providers 168.
A platform 4700 may also include payment related services,
such as funds transfers 4724 or issuance of statements 4722
from a financial services provider 168. The platform 4700
may also include the ability to issue to, and reproduce on, a
client device 162 (which may be a personal device or public
device for temporary personal use), securely and electroni-
cally, a receipt 4720 or acknowledgement related to transac-
tions conducted in the real world and/or virtual world. A
platform 4700 may also provide the ability to store and
archive electronic replica of receipts on a client device 162
and/or on a personalized web-based portal. In embodiments
such receipts may be stored with a merchant acknowledgment
of a transaction, such as a “PAID” stamp. In embodiments a
platform 100 may enable the ability to securely and electroni-
cally interact with multiple domains, through any wired and/
or wireless medium, to procure personalized tokens, initiate
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and complete transactions, receive receipt or acknowledge-
ment of transaction, directly from client device of choice (a
personal device or public device for temporary personal use).

[0570] A platform 4700 like a platform 100 as described
herein also enables the ability to secure proximity and over-
the-air transactions, including issuance of tokens and
receipts, using multidimensional authentication, verifying
the identity of, for example, the user of a client device 162,
merchant system 170 or other device, verifying the identity of
the device itself, and verifying the identity of the domain for
one or more transactions, in each case using appropriate
cryptography tools and an appropriate strength of encryption,
optionally with the ability to customize the nature of the
Public/Private Key Infrastructure on a peruser, per device and
per domain basis. A platform 4700 also provides the ability to
securely encrypt tokens and receipts, not only when they are
issued, but also when they are stored on the client device. A
platform 100 as described herein also includes the ability to
configure the user-Interface and various personalized and/or
non-personalized applications on the client device 162
(which may be a personal device or a public device taken for
temporary personal use) based on the user’s preferences and/
or through the support of an Expert system 4732 capable of
learning over a period of time based on the user’s behavior,
usage patterns, transaction history and qualified external
inputs. An expert system 4734 may also reside on the main
services facility 142 (which may comprise one or more serv-
ers). A platform 4700 may also enable the ability to provision
multiple tokens, multiple services and multiple personalized
and/or non-personalized applications, with a high level of
throughput, efficiency, and fault tolerance, to the user’s client
device 162 (which may be a personal device or a public device
taken for temporary personal use) based on the user’s prefer-
ences and/or through the support of an expert system capable
oflearning over a period of time based on the user’s behavior,
usage patterns, transaction history and qualified external
inputs. In embodiments, the platform 4700 has a distributed
infrastructure, so that the various attributes described herein
can be embodied on a client device 162, merchant system
170, main service facility 142 or other device or system, such
as a service provider system. In embodiments a multidimen-
sional database 4738 may be used to store attributes related to
clients, client devices 162, services, service providers 168,
merchants, merchant systems 170, transactions, payments,
tokens, receipts, and other items. The database may store such
information in more than one dimension, so that it can be
accessed by different applications or for different purposes.

[0571] Referring to FIG. 48, a high-level schematic dia-
gram depicts features of a ticketing process, using a platform
100 that includes an electronic facility 101 and one or more
main service facilities 142. The electronic facility 101 is
referred to as the “OneWallet,” in this figure, and the main
service facility 142 is referred to as the wallet service center
(WSC) 4808. In embodiments, a user invokes the universal
electronic facility 101, such as invoking a “OneWallet” appli-
cation, and inputs details of the ticket to be purchased, which
might be any kind of ticket. The ticketing system 4802 of a
ticketing services provider validates the request and confirms
the availability of the ticket, optionally providing pricing data
or other data, such as prompting the user to select among other
options, such as a class of ticket, a seat location, or the like.
The user may select a payment instrument from the electronic
facility 101 and initiate a secure electronic payment process,
such as a process that results in payment from a bank or
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financial service provider 168. The service provider 168 may
receive a credit confirmation, after which an electronic ticket
is sent securely and electronically, over-the-air, through the
main service facility 142 to the electronic facility 101 on the
client device 162. In embodiments the platform 100 may also
include an electronic transaction facility 101 suitable to run as
an application on a merchant system 170, such as the mer-
chant wallet 4804. A merchant, through the merchant wallet
4804, may use the wallet 4804 on a merchant system 170,
such as a machine at a merchant location, such as a retail
location or the like. The merchant may interact with the main
service facility 142, in this case the wallet service center
4808, capturing and sending a customer’s request for a ticket
to the ticketing system. The ticketing system can validate the
request and confirm availability, communicating pricing to
the electronic facility 101 (a “merchant wallet”) on the mer-
chant system 170. On confirmation, payment details may be
sent securely and electronically through the wallet service
center 4808 (or similar main service facility 142). The mer-
chant may accept payment from the customer. On payment,
the ticketing system issues a ticket to the electronic facility
101 of the merchant system 170. In embodiments the mer-
chant may print out the ticket and hand it to the customer.

[0572] FIG. 49 shows a platform 4900 through which a
merchant using a merchant system 170 can enable the various
features and attributes described herein, such as in connection
with the platforms 100 and 4700 described above. A merchant
may be any merchant, such as a telecommunications com-
pany, bank, internet service provider, or vendor of goods or
services. The merchant can setup a web-based platform using
a main services facility 142, which may have a secure trans-
action interface with the merchant system 170 in the form of
an electronic transaction facility 101 with the attributes
described herein, which may interface with various backend
systems such as a supply chain management system, an
inventory database, and the like of the merchant. The mer-
chant may also set up payment systems using the main service
facility 142, in conjunction with a payments services provider
168, such as a bank, paypal or a similar service, so that the
payments service provider 168 can provide secure payments
4924 to the merchant through the platform of a main services
facility 142. The merchant may also set up relationships with
manufacturers, vendors, service providers, sales representa-
tives, distributors and other parties, each of whom may access
the main service facility 142 to provide various value added
services relating to the selling of the merchant’s goods or
services, including services such as distribution, fulfillment
and secure payment services. For example, a distribution
service provider 168 may display goods 4910 with a price
quote 4912, such as on a web site or by an email that can be
accessed through the main services facility 142 by a client
device 162. In some cases goods may include content items
4914 that can be fulfilled by a fulfillment provider directly to
the client device 162. The goods may be physical goods that
are shipped by the fulfillment provider after receiving a pay-
ment 4924 from a payments service provider 168, or may be
electronic goods, such as tickets, music, entertainment con-
tent, games, or the like, which in embodiments are fulfilled
with branding, logos or the like. The fulfillment provider may
provide order confirmation 4920 through the main services
facility 142. In each case, the main services facility 142 can
provide the features described above, including providing
multilevel security related to the domain, user and device, as
well as capturing multidimensional data about the goods,
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services, customers, transactions and the like supported by
the merchant in the multidimensional database 4738. The
merchant may have a physical retail location or may be an
entirely online merchant.

[0573] The platform 4900 can use client devices of a mer-
chant (which might be a personal device or a public device
such as a sign or vending machine taken for temporary per-
sonal use). This may include mobile phones, PCs, point-of-
sale terminals, kiosks, etc., to conduct various secure trans-
actions, which include but are not limited to accepting
payments, conducting payments on behalf of other service
providers, procuring goods and/or services, and distributing
goods and/or services, using existing payment instruments,
which include but are not limited to cash, credit cards, debit
cards, electronic checks, prepaid and stored value accounts,
etc. Merchants can use the platform 4900 to offer consumers
the ability to conduct various secure personalized transac-
tions, including but not limited to, buying goods and/or ser-
vices, or redeeming personalized coupons and promotions, or
paying their bills, or transferring funds, or topping up airtime,
or purchasing and procuring tickets (travel or entertainment),
or conducting mobile banking transactions, or buying/re-
deeming lotteries, or voting (for Government and/or private
Enterprise), etc., utilizing their own infrastructure (physical
and virtual) as well as the secure transaction abilities of the
platform 4900.

[0574] Merchants can use the platform 4900 to procure
goods and services from distributors and manufacturers, for
the purposes of re-selling to consumers and/or other retailers
and/or other distributors, by placing orders for such goods
and/or services and making payments securely and electroni-
cally in real time, using the secure transaction capabilities of
the platform 4900. Merchants can use the platform 4900 to
enable distributors and fulfillment service providers to dis-
tribute and fulfill the merchants’ own goods and services. The
platform 4900 can support various value added services for
merchants, such as the capability to securely store transaction
records, capability to mine and analyze the data, and capabil-
ity to avail various analytical, quantitative and value added
services for increasing overall profitability.

[0575] The merchant using a merchant system 170 may be
an entity in the real world and/or a virtual world. The provider
of the platform 4900 may without limitation be a Telco,
Internet service provider, Internet content and/or service
aggregator, game publisher, third-party application service
provider, or any other service provider 168. The capability
may be comprise the setup and provision of a Web-based
platform.

[0576] The platform 4900 may specialize in providing a
value added service related to the selling of goods and/or
services; the procurement of goods and/or services; and/or
the distribution of goods and/or services. The value added
service may comprise a secure payment and transaction ser-
vice, which may be described elsewhere in this disclosure. In
particular, the platform 4900 may have a secure transaction
interface with the merchant’s existing backend system, a
financial services provider, a payment system, a manufac-
turer, a service provider, a distributor, or with any other sys-
tem.

[0577] The platform 4900 may use an exiting client facility
of the merchant or may interface with an electronic facility
(portable or otherwise) that acts as a client facility. In any
case, the client facility may be a privately available device or
a publicly available device. The client facility may be a por-
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table electronic facility, a mobile phone, a personal computer,
a point-of-sale terminal, a kiosk, and so forth. The client
facility may conduct a secure transaction, which may without
limitation comprise accepting a payment, conducting a pay-
ment on behalf of a service provider, procuring a good and/or
service, distributing a good and/or service, using an existing
payment instrument, and so forth. The existing payment
instrument may comprise cash, a credit card, a debit card, an
electronic check, a prepaid account, a stored value account,
and so forth.

[0578] The platform 4900 may provide the merchant with
the ability to offer a user, who may be a consumer, with the
ability to conduct a secure transaction, which may be a per-
sonalized transaction, which may without limitation com-
prise without limitation buying a good and/or service,
redeeming a coupon (personalized or otherwise), participat-
ing in a promotion (personalized or otherwise), paying a bill,
transferring funds, topping up airtime, purchasing and/or pro-
curing a ticket (including without limitation a travel ticket or
entertainment ticket), conducting a banking transaction
(which may without limitation be a mobile banking transac-
tion), buying a lottery instrument (such as without limitation
a lottery ticket), redeeming the lottery instrument, voting
(such as without limitation for a governmental election, a
corporate election, and so on), and so forth.

[0579] FIG. 50 shows a platform 5000 through which a
service provider, financial provider, telecommunications pro-
vider or other provider or entity 168 can connect with an
airline system 170 or an affiliate of the airline 5110 which can
enable the various feature and attributes described herein,
such as in connection with the platforms 100 and 4700
described above. FIG. 50 illustrates a platform where an
Airline and/or Telco and/or Bank and/or Service Provider
and/or Internet Service Provider and/or Application Service
Provider and/or other entity, has the ability to setup a web-
based platform through a main service facility 142, which has
secure transaction interfaces with Airline’s existing back-end
systems 170, various financial services providers, payment
systems, service providers, and third-party ticketing systems
(e.g. providing third party tickets 5014), where such platform
5000 specializes in providing various value added services
related to the selling and distribution of tickets (such as airline
tickets 5028) and related services (e.g. for their own Airline,
as well as other partners or affiliates 5110 which may include
other Airlines, Hotels, Car-rentals, Restaurants, Banks, etc.),
selling and distribution of loyalty based products and services
(e.g. for their own Airline, as well as other partners or affili-
ates 5110 which may include other Airlines, Hotels, Car-
rentals, Restaurants, Banks, etc.), distribution of coupons and
promotions (e.g. for their own Airline, as well as other part-
ners which may include other Airlines, Hotels, Car-rentals,
Restaurants, Banks, etc.), and overall management of
employee’s time and resources, and including various secure
payment and transaction services; with a focus on increasing
efficiency, user convenience, customer and partner support,
and overall profitability.

[0580] The airline connectivity platform 5000 may also
provide Customers, Employees, Distributors and Agents,
with client devices 162 or alternately use their existing client
devices 162 (in either case, the client device could be a per-
sonal device or public device for temporary personal use),
which include but are not limited to mobile phones, PCs,
point-of-sale terminals, kiosks, etc., to conduct various
secure transactions, which includes but are not limited to
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accepting payments for goods and services, distribution of
goods and services, distribution of information with our with-
out preferences, and conducting payments on behalf of other
service providers, using existing payment instruments, which
include but are not limited to cash, credit cards, debit cards,
electronic checks, prepaid and stored value accounts, etc.
[0581] The airplane connectivity platform 5000 may also
provide Customers with the ability to securely book travel
and other related services from the Airline or any of its part-
ners, purchase tickets and related services from the Airline or
any of its partners, securely download the tickets and related
information/services from the Airline or any of its partners,
securely download loyalty cards/co-branded cards/payment
cards/coupons/promotions, etc. from the Airline or any of its
partners, redeem tickets/cards/coupons, etc. at a point of
transaction, and avail various related profile driven and per-
sonalized value added services, such as managing travel and
loyalty information, archiving transaction records, etc. For
example, a customer may make such transaction(s) thorough
the use of a client device or airline device similar to that
described in connection with Airline device 162 and other
such devices described herein.

[0582] The airline connectivity platform 5000 may also
enable the Airline to better manage its Employees and usage
of various goods and resources, with a focus on increasing
overall profitability, for example, by allowing Employees to
access their individual flight scheduling information, or by
allowing Employees to schedule the delivery of various goods
and services to the aircraft, etc., all done remotely, securely
and in real-time through client devices, airline device 162 or
other such devices as described herein.

[0583] The airline connectivity platform 5000 may also
enable the Airline to sell tickets, issue tickets and other related
services directly to their customers, without using agents and
their networks.

[0584] The airline connectivity platform 5000 may also
enable the Airline’s Agents to issue tickets and other related
services (of the Airline as well as their participating partners),
to customers.

[0585] FIG. 51 shows a platform 5100 through which a
government entity using a government entity system 170 can
enable the various feature and attributes described herein,
such as in connection with the platforms 100 and 4700
described above. FIG. 51 illustrates a government connectiv-
ity platform 5100 where a Government and/or Telco and/or
Bank and/or Service Provider and/or Internet Service Pro-
vider and/or Application Service Provider and/or other entity,
has the ability to setup a web-based platform through a main
services facility 142, which has secure transaction interfaces
with Government’s existing back-end systems 170, various
financial services providers, payment systems, utility and
service providers, where such Portal specializes in providing
value added services related to the selling and distribution of
various government run/managed goods 5110 and services
directly to citizens, as well as other government organiza-
tions, and private enterprises (G2C, G2G, G2B, etc.), and
including various secure payment and transaction services
(which may be associated with payments 5130); in associa-
tion and/or accordance with governmental regulations 5128;
in the process increasing overall efficiency, convenience for
citizens and employees, and profitability.

[0586] The government connectivity platform 5100 may
provide Employees, Commission Agents, Enterprises and
Citizens, with client devices or alternately use their existing
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client devices (in either case, the client device could be a
personal device or public device for temporary personal use),
which include but are not limited to mobile phones, PCs,
point-of-sale terminals, kiosks, etc., to conduct various
secure transactions, which includes but are not limited to
accepting payments for goods and services, distribution of
goods and services, distribution of information with our with-
out preferences, and conducting payments on behalf of other
service providers, using existing payment instruments, which
include but are not limited to cash, credit cards, debit cards,
electronic checks, prepaid and stored value accounts, etc. For
example, a government service provider 168 may provide
services through the government entity (e.g. such as provid-
ing services 5114 and issuing order confirmations 4920) on
behalf of the government entity. As another example, a ser-
vice provider 168 may provide services or goods 5110 to the
government entity along with price quotes 4912 and the like.
A citizen (or non-citizen) may connect to the government
system 170 through the main facility 142 to obtain services
5108, provide payment 4902, receive payment 4902 or obtain
another form or product or service from the government
system 170.

[0587] The government connectivity platform 5100 may
also allow Citizens to securely access information related to
various Government managed services and programs, to
securely procure various Government managed goods and
services, to securely pay for various Government managed
goods and services inreal-time, in other than real-time, and or
securely receive a receipt of payment on successful delivery
of goods and services, where all such transaction can be
conducted either by the Consumer through his/her own client
device 162, or through a client device housed in a merchant/
retail/community location and equipped with the ability to
enable such secure transactions 162.

[0588] The government connectivity platform 5100 may
also allow Employees and other Government organizations to
conduct secure transactions, related to the procurement, dis-
tribution and payment of various goods and services, using
either the client devices 162 provided by the Government, or
their own client devices, or client devices housed in a mer-
chant/retail/community location, wherein the client device is
equipped to conduct secure transactions with such a platform
(e.g. through the main services facility 142).

[0589] The government connectivity platform 5100 may
also allow Government Employees and other Government
organizations to conduct secure transactions with private
Enterprises (e.g. service provider 168), related to the procure-
ment, distribution and payment of various goods and services,
using either the client devices provided by the Government,
or their own client devices, or client devices housed in a
merchant/retail/community location, wherein the client
device is equipped to conduct secure transactions with such a
platform (e.g. through the main services facility 142).
[0590] FIG. 52 shows a platform 5200 through which an
enterprise entity using a enterprise entity system 170 can
enable the various feature and attributes described herein,
such as in connection with the platforms 100 and 4700
described above. FIG. 52 illustrates a enterprise connectivity
platform 5200 where an Enterprise and/or Telco and/or Bank
and/or Service Provider and/or Internet Service Provider and/
or Application Service Provider and/or other entity, has the
ability to setup a web-based platform through a main services
facility 142, which has secure transaction interfaces with
Enterprise’s existing back-end systems, various financial ser-
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vices providers, payment systems, and service providers,
where such Portal specializes in providing value added ser-
vices with a focus on increasing the overall profitability of the
organization, by enabling their employees to conduct various
secure payment and transaction services. For example, a ser-
vice provider 168 may receive an order for services 5114 from
an enterprise system 170 through a main services facility 142
and the service provider 168 may send confirmation of the
order 4920 to the enterprise system. The service may be a
service for the enterprise or a customer of the enterprise for
example. Where the service is for a customer, interactions
may be directed to the customer through the main services
facility 142. As another example, a service provider 168 may
deliver goods 5110 and/or goods and services 5228 to the
enterprise system 170 (or customer of the enterprise) and the
transaction for the goods may be facilitated through the main
services facility 142.

[0591] The enterprise connectivity platform 5200 may pro-
vide the enterprise’s own Employees and their partners
Employees with client devices 162 or alternately use their
existing client devices (in either case, the client device could
be a personal device or public device for temporary personal
use), which include but are not limited to mobile phones, PCs,
etc., to conduct various secure transactions, including pay-
ment transactions, using existing payment instruments,
which include but are not limited to cash, credit cards, debit
cards, electronic checks, prepaid and stored value accounts,
etc.

[0592] The enterprise connectivity platform 5200 may
enable the Enterprise’s Employees (or partner’s Employees)
to conduct secure transactions, including payment and finan-
cial transactions, either related to procuring and paying for
goods and services for the Enterprise and/or related to pro-
curing and paying for goods and services for their own per-
sonal use, where such transactions can be conducted in the
real world or the virtual world (including Bill Payments,
Money Transfers, etc.), and additionally enabling the
Employee to file expense reports and collecting reimburse-
ments.

[0593] The enterprise connectivity platform 5200 may
enable the Enterprise’s Employees (or partner’s Employees)
to conduct secure transactions, which may include instances
where an Employee or Employees can securely and electroni-
cally send a summary of the tasks performed and time/re-
sources spent to perform such tasks, to their immediate super-
visors, where the tasks may be related to an internal project
and/or an external customer.

[0594] The enterprise connectivity platform 5200 may
enable the Enterprise’s Employees (or partner’s Employees)
to conduct secure transactions, which may include instances
where a staff member can remotely send sensitive and per-
sonalized data to another Employee or Employees, in relation
to the Enterprises internal dealings (disaster recovery, etc.) or
dealings related to their Customers, Partners, etc. (e.g. quo-
tations, invoices, etc.).

[0595] The enterprise connectivity platform 5200 may inte-
grate employees’ payroll, and allow employees to use their
payroll for settling personal payment transactions conducted
using the client devices supported by the Portal, related to the
procurement of goods and services.

[0596] FIG. 53 shows a platform 5300 through which a
health/fitness entity using a health/fitness entity system 170
can enable the various feature and attributes described herein,
such as in connection with the platforms 100 and 4700
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described above. FIG. 53 illustrates a healtl/fitness connec-
tivity platform 5200 where a Health/Fitness institution and/or
Telco and/or Bank and/or Service Provider and/or Internet
Service Provider and/or Application Service Provider and/or
other entity, has the ability to setup a web-based platform
through a main services facility 142, which has secure trans-
action interfaces with Health/Fitness institution’s existing
back-end systems, potentially other Health Information Sys-
tems hosted by Hospitals, Laboratories, Pharmacies, etc.,
various financial services providers, payment systems, and
service providers, where such Portal specializes in providing
value added services to their customers, with a focus on
increasing the overall efficiency, user convenience, customer
support, and profitability of the organization, by enabling
their customers to conduct various secure payment and trans-
action services. For example, a service provider 168 may
provide transactions associated with goods 5110 and or ser-
vices 5114 to a consumer through a consumer device 162
through a main services facility 142. The main services facil-
ity may include security features to maintain the security of
the information being transferred between various providers
168, consumers 162 and the health/fitness organization sys-
tem 170.

[0597] The health/fitness connectivity platform 5300 may
provide their customers with client devices or alternately use
their existing client devices (in either case, the client device
could be a personal device or public device for temporary
personal use), which include but are not limited to mobile
phones, PCs, etc., to conduct various secure transactions,
including payment transactions, using existing payment
instruments, which include but are not limited to cash, credit
cards, debit cards, electronic checks, prepaid and stored value
accounts, etc.

[0598] The health/fitness connectivity platform 5300 may
enable customers to pay for various goods and services.
[0599] The health/fitness connectivity platform 5300 may
personalize goods and services (including, but not limited to
health/fitness programs 5329, diet/exercise programs 5308,
diets, dietary supplements, etc.) for customers, perhaps in
association with the contents health records 5302 or other
records 5330, which may comprise the health records 5302.
[0600] The health/fitness connectivity platform 5300 may
securely distribute personalized content, services and mes-
sages directly to the customer, through their client devices,
including but not limited to fitness programs, dietary instruc-
tions, alerts based on time or other relevant criteria, etc.
[0601] The health/fitness connectivity platform 5300 may
allow customers to feed information back into their person-
alized account at the Portal, using their client devices, with
the purpose of archiving and updating their records to avail
various profile driven value added services, including but not
limited to performance reports, update reports, revised train-
ing programs, revised dietary programs, etc.

[0602] The health/fitness connectivity platform 5300 may
interface with other Health Information Systems (hosted by
Hospitals, etc), including personal health monitors, and
update the customer’s profile, further customizing various
personalized goods and services offered by the Portal.
[0603] FIG. 54 shows a platform 5400 through which a
religious entity using a religious entity system 170 can enable
the various feature and attributes described herein, such as in
connection with the platforms 100 and 4700 described above.
FIG. 54 illustrates a religious connectivity platform 5400
where a Religious institution and/or Telco and/or Bank and/or
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Service Provider and/or Internet Service Provider and/or
Application Service Provider and/or other entity, has the abil-
ity to setup a web-based platform through a main services
facility 142, which has secure transaction interfaces with
Religious institution’s existing back-end systems, various
financial services providers, payment systems, and service
providers, where such platform specializes in providing value
added services to their customers or followers, with a focus on
offering personalized value added services, enabling custom-
ers to conduct various secure payment and transaction ser-
vices. For example, a religious organization may connect its
services with its parishioner’s or other followers through a
parishioner device 162 through the main services facility 142.
The religious organization may also connect service provider
(s) 168 with its own organization, affiliates, followers, other
of'its service providers and the like through the main services
facility.

[0604] The religious connectivity platform 5400 may pro-
vide their customers with client devices or alternately use
their existing client devices (in either case, the client device
162 could be a personal device or public device for temporary
personal use), which include but are not limited to mobile
phones, PCs, etc., to conduct various secure transactions,
including payment transactions, using existing payment
instruments, which include but are not limited to cash, credit
cards, debit cards, electronic checks, prepaid and stored value
accounts, etc.

[0605] The religious connectivity platform 5400 may pro-
vide for customized services or counseling 5408 (such as
religious messages, blessings, etc.), which may comprise reli-
gious content 5428, and securely send them directly to the
customer or follower’s client device 162, where such services
can in turn be dictated by various criteria, such as time,
location, auspicious periods, etc.; additionally, where similar
messages can be broadcasted to a larger group of followers.
[0606] The religious connectivity platform 5400 may allow
customer or follower’s to securely transmit the donations
5402 to the Religious organization, using existing payment
instruments and systems, in real time, and receive an
acknowledgement in the form of a receipt in real time from
the platform; additionally, where such funds may be donated
by a group of followers, and where such funds may be
donated on a periodic basis by an individual follower or a
group of followers, based on certain pre-set conditions, such
as the time of the month, anniversaries, etc.

[0607] The religious connectivity platform 5400 may cus-
tomers or followers to securely procure and pay for various
goods and services sold by the Religious organization or its
partners.

[0608] FIG. 55 shows a platform 5500 through which a
sports entity using a sports entity system 170 can enable the
various feature and attributes described herein, such as in
connection with the platforms 100 and 4700 described above.
FIG. 55 illustrates a religious connectivity platform 5500
where a Sports institution and/or Telco and/or Bank and/or
Service Provider and/or Internet Service Provider and/or
Application Service Provider and/or other entity, has the abil-
ity to setup a web-based platform through the use of a main
services facility 142, which has secure transaction interfaces
with the Sports institution’s existing back-end systems, gam-
bling organizations, casinos, various financial services pro-
viders, payment systems, and service providers, where such
platform specializes in providing value added services to their
customers or fans, with a focus on offering personalized value
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added services, enabling customers to conduct various secure
payment and transaction services.

[0609] The sports connectivity platform 5500 provide their
customers or fans with client devices or alternately use their
existing client devices (in either case, the client device could
be a personal device or public device for temporary personal
use), which include but are not limited to mobile phones, PCs,
etc., to conduct various secure transactions, including pay-
ment transactions, using existing payment instruments,
which include but are not limited to cash, credit cards, debit
cards, electronic checks, prepaid and stored value accounts,
etc.

[0610] The sports connectivity platform 5500 may provide
the ability to customize various content and services for cus-
tomers or fans (such as news 5502, which may comprise
scores, statistics, etc.) and securely send such personalized
content and services to their respective client devices.
[0611] The sports connectivity platform 5500 may enable
customers or fans to place wagers and bets (which may be
embodied as an order 5508) on live sporting events, on a P2P
basis (i.e. with other customers of fans), or on a tournament
basis (against a group of customers or fans), or against the
“house” or the Portal and/or its participating partners. The
placement of wagers and bets may be verified through the
transmission of a confirmation 5330 associated with the
wagers and bets.

[0612] The sports connectivity platform 5500 may custom-
ers or fans to procure and pay for various goods and services
5528 sold by the Sports organization or its participating part-
ners.

[0613] FIG. 56 shows a platform 5600 through which an
insurance entity using an insurance entity system 170 can
enable the various feature and attributes described herein,
such as in connection with the platforms 100 and 4700
described above. FIG. 56 illustrates an insurance connectivity
platform 5500 where an Insurance Company and/or Telco
and/or Bank and/or Service Provider and/or Internet Service
Provider and/or Application Service Provider and/or other
entity, may have the ability to setup a web-based platform
through a main services facility 142, which has secure trans-
action interfaces with the Insurance Company’s existing
back-end systems, various financial services providers, pay-
ment systems, and service providers, where such Portal spe-
cializes in providing value added services to their custom-
ers—individuals or entities—with a focus on offering
personalized value added services, increasing efficiency,
increasing convenience for customers, providing better cus-
tomer support and increasing overall profitability, enabling
customers to conduct various secure payment and transaction
services. For example, a customer may use a customer device
162 to access an insurance policy 5630 or make a claim 5608.
The customer device 162 may interact with the insurance
system 170, one of the insurance entities affiliates and or
service providers 168 through the main services facility 142.
The insurance system may provide goods, services, or
instructions 5628 to its customer or service providers 168. For
example, the insurance system may issue an instruction or
approval that may be associated with a claim 5608 to one of'its
service providers 168 and it service provider 168 may then
communicate with the customer through the customer device.
[0614] The insurance connectivity platform 5600 may pro-
vide the insurance company’s customers with client devices
or alternately use their existing client devices (in either case,
the client device could be a personal device or public device

IPR2025-01147
Apple EX1027 Page 145



US 2012/0011058 Al

for temporary personal use), which include but are not limited
to mobile phones, PCs, etc., to conduct various secure trans-
actions, including payment transactions, using existing pay-
ment instruments, which include but are not limited to cash,
credit cards, debit cards, electronic checks, prepaid and stored
value accounts, etc.

[0615] The insurance connectivity platform 5600 may
allow employees to securely send sensitive messages (includ-
ing quotations, sales figures, etc.) to other employees or their
managers, etc.

[0616] The insurance connectivity platform 5600 may
allow employees to submit information related to claims,
securely and electronically, possibly from a remote location.
[0617] The insurance connectivity platform 5600 may
allow employees to view an insurance policy 5602, securely
and electronically, possibly from a remote location.

[0618] The insurance connectivity platform 5600 may
enable employees to process payments related to claims or
other services, for customers, where claims have been
approved (on-line or off-line), where if the customer also has
capable client device the payment or funds can be transferred
from the employees client device to the customers device in
real-time.

[0619] The insurance connectivity platform 5600 may
enable customers to securely send information to the Insur-
ance Company, and also procure and pay for various goods
and services in real-time.

[0620] FIG. 57 shows a platform 5700 through which a
university entity using an university entity system 170 can
enable the various feature and attributes described herein,
such as in connection with the platforms 100 and 4700
described above. FIG. 57 illustrates a university connectivity
platform 5700 where a University and/or Telco and/or Bank
and/or Service Provider and/or Internet Service Provider and/
or Application Service Provider and/or other entity, may be
able to setup a web-based platform through the main services
facility 142, which has secure transaction interfaces with the
University’s existing back-end systems, various financial ser-
vices providers, payment systems, and service providers,
where such platform specializes in providing value added
services to the University’s students and employees, with a
focus on increasing convenience, efficiency, support, and
overall profitability, offering personalized value added ser-
vices, and enabling students and employees to conduct vari-
ous secure payment and transaction services.

[0621] The university connectivity platform 5700 the uni-
versity’s students and employees with client devices or alter-
nately use their existing client devices (in either case, the
client device could be a personal device or public device for
temporary personal use), which include but are not limited to
mobile phones, PCs, etc., to conduct various secure transac-
tions, including payment transactions, using existing pay-
ment instruments, which include but are not limited to cash,
credit cards, debit cards, electronic checks, prepaid and stored
value accounts, etc.

[0622] The university connectivity platform 5700 may
enable students to conduct secure and personalized transac-
tions with the University, as well as with other students and
employees, which may include but are not limited to brows-
ing through, selecting and registering for courses, any of
which may be associated with an act of registering 5708;
accessing various University resources including libraries,
laboratories, etc.; viewing grades 5702; procuring various
goods and services, including loyalty based services, cou-
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pons, etc. from the University and its affiliates/partners on or
off-campus (including stores, cafeteria, restaurants, cinemas,
book-stores, etc.) and paying for such goods and services.

[0623] The university connectivity platform 5700 may
enable employees to conduct secure transactions, with other
employees, with students and with the University or its affili-
ates/partners, which may include but are not limited to pro-
curement of goods and services, scheduling and/or re-sched-
uling of classes 5728, seminars, etc., collaboration with other
employees and students and the secure exchange of sensitive
information such as and without limitation grades 5730, with
the overall goal of increasing efficiency and profitability.

[0624] The university connectivity platform 5700 may
enable the University to customize and offer various person-
alized distance learning packages to students and customers.

[0625] FIG. 58 shows a platform 5800 through which a
political entity (e.g. political party) using an political entity
system 170 can enable the various feature and attributes
described herein, such as in connection with the platforms
100 and 4700 described above. FIG. 58 illustrates a political
connectivity platform 5800 where a Party and/or Government
and/or Telco and/or Bank and/or Service Provider and/or
Internet Service Provider and/or Application Service Pro-
vider or other entity, may have the ability to setup a web-
based a platform through the main services facility 142,
which has secure transaction interfaces with the Govern-
ment’s existing back-end systems, various financial services
providers, payment systems, and service providers, where
such platform specializes in providing value added services to
their members, employees and citizens, with a focus on
increasing convenience, efficiency, customer support, and
overall profitability, offering personalized value added ser-
vices, and including the ability to conduct various secure
payment and transaction services. For example, a person may
use a client device 162 to interact with the political system
170, its affiliates, service providers 168 and the like to register
5708, vote 5802, interact with poling 5828, communicate
with the political party 5830, make payments 4924 and the
like.

[0626] The political connectivity system 5800 may provide
party-members, employees and citizens with client devices or
alternately use their existing client devices (in either case, the
client device could be a personal device or public device for
temporary personal use), which include but are not limited to
mobile phones, PCs, etc., to conduct various secure transac-
tions, including payment transactions, using existing pay-
ment instruments, which include but are not limited to cash,
credit cards, debit cards, electronic checks, prepaid and stored
value accounts, etc.

[0627] The political connectivity system 5800 may be
adapted to enroll various individuals as party members and
workers, capturing their personal and professional profile,
and also issuing them personalized tokens of registration,
which may include but are not limited to plastic cards that
may additionally capture some form of bio-metric identifica-
tion and/or photographs, where the same information could
also be issued in the form of a virtual card onto the individu-
al’s client device, etc.

[0628] The political connectivity system 5800 may allow
designated and pre-authorized party-member/s (including but
not limited to Party’s Member in Parliament or House of
Representative, Party Leader, etc.) to populate, review and
consequently update the platform, with information related to
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party-members or workers, or information related to the sta-
tus of various projects in the party-member’s constituency, or
other related information, etc.

[0629] The political connectivity system 5800 may allow
citizens (which includes party members, party workers and
employees) of the state and/or country, to access certain areas
of' the platform, and view information related to the status of
projects, view information related to the activities undertaken
by their elected representatives, as well as the progress (or
lack) of initiatives in their own, and other, constituencies.
[0630] The political connectivity system 5800 may allow
citizens to express their opinions in the form of votes, on
particular party-member/s/worker/s, on the progress (or lack
off) of various initiatives, on a formal and/or informal basis.
[0631] The political connectivity system 5800 may enable
pre-authorized party workers to utilize the secure transaction
capabilities of the platform to securely send messages or
sensitive information, either directly to other party-members
and/or groups of party-members.

[0632] The political connectivity system 5800 may enable
citizens or party workers or employees to procure various
good and services, and if required pay for various goods and
services.

[0633] FIG. 59 shows a pharmaceutical connectivity plat-
form 5900 through which a pharmaceutical entity using an
pharmaceutical system 170 can enable the various feature and
attributes described herein, such as in connection with the
platforms 100 and 4700 described above. FIG. 59 illustrates a
pharmaceutical connectivity platform 5900 where a Pharma-
ceutical Company or Companies and/or Telco and/or Bank
and/or Service Provider and/or Internet Service Provider and/
or Application Service Provider or other entity, may have the
ability to setup a web-based Portal, which has secure trans-
action interfaces with the Pharmaceutical Company’s or
Companies’ existing back-end systems, manufacturers/dis-
tributors/retailers back-end systems, various financial ser-
vices providers, payment systems, and service providers,
where such platform specializes in providing value added
services to their registered users and customers, with a focus
on increasing convenience, efficiency, customer support, and
overall profitability, offering personalized value added ser-
vices, and enabling registered users and customers to conduct
various secure payment and transaction services. For
example, the client device 162 may be used to interact with
the pharma system 170, its affiliates, service providers 168 or
other entities to order refills 5908, obtain information on
generic drugs 5902, order prescriptions 5928, receive drug
information 5930 (e.g. drug interaction information, drug
overdose information, drug warning information), make pay-
ments 168 and the like.

[0634] The pharmaceutical connectivity platform 5900
may provide registered users and customers with client
devices or alternately use their existing client devices (in
either case, the client device could be a personal device or
public device for temporary personal use), which include but
are not limited to mobile phones, PCs, etc., to conduct various
secure transactions, including payment transactions, using
existing payment instruments, which include but are not lim-
ited to cash, credit cards, debit cards, electronic checks, pre-
paid and stored value accounts, etc.

[0635] The pharmaceutical connectivity platform 5900
may enable registered users, which includes but is not limited
to pharmaceutical companies, manufacturers, distributors,
retailers, healthcare providers, government organizations,
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etc., to securely access the platform and populate or post
information on goods and/or services they would like to trade,
where trading includes but is not limited to selling, bartering
or buying, from other interested and relevant entities, where
such goods may include but are not limited to generic drugs,
patented drugs, alternative medication, etc.

[0636] The pharmaceutical connectivity platform 5900
may enable registered users, which includes but is not limited
to pharmaceutical companies, manufacturers, distributors,
retailers, healthcare providers, government organizations,
etc., to securely access the platform, procure and pay for
various goods and services, including goods and services
from other registered users of the Portal, where such goods
may include but are not limited to generic drugs, patented
drugs, alternative medication, etc.

[0637] The pharmaceutical connectivity platform 5900
may facilitate on-line bidding, and enable registered users to
place goods and services for bidding, as well as enable reg-
istered users to place bids for goods and services.

[0638] The pharmaceutical connectivity platform 5900
may enable registered users to procure and pay for goods and
services.

[0639] The pharmaceutical connectivity platform 5900
may facilitate between registered users, communication of
secure messages and sensitive information; where such com-
munication may be conducted between two registered users
or groups of registered users.

[0640] FIG. 60 shows a commodity exchange platform
6000 through which a commodity entity using a commodity
exchange system 170 can enable the various features and
attributes described herein, such as in connection with the
platforms 100 and 4700 described above. FIG. 60 illustrates a
commodity exchange platform 6000 where Commodity
Cooperatives (including Cooperatives of Farmers, Mining
Companies, etc.) and/or Telco and/or Bank and/or Service
Provider and/or Internet Service Provider and/or Application
Service Provider, may have the ability to setup a web-based
Portal, which has secure transaction interfaces with the Coop-
eratives’ (and/or its members) existing back-end systems,
distributor and retailers back-end systems, various financial
services providers, payment systems, and service providers,
where such Portal specializes in providing value added ser-
vices to their registered users and customers, with a focus on
increasing convenience, efficiency, customer support, and
overall profitability, offering personalized value added ser-
vices, and enabling registered users and customers to conduct
various secure payment and transaction services. For
example, the client device 162, which may be a personal
device or a public device for temporary personal use such as
and without limitation a mobile phone or a personal com-
puter, may be used to interact with the commodity exchange
system 170, its affiliates, service providers 168 or other enti-
ties to conduct various secure transactions 6008, including
payment transactions, using existing payment instruments
6002, which include but are not limited to cash, credit cards,
debit cards, electronic checks, prepaid and stored value
accounts, and so forth.

[0641] The commodity exchange platform 6000 may
enable pre-authorized users and customers (and in turn their
members, e.g. farmers, etc.) to populate and consequently
update the information 6030 at the portal, which may include
but is not limited to pricing information, availability informa-
tion, location information, etc.
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[0642] The commodity exchange platform 6000 may allow
pre-authorized users and customers (and in turn their mem-
bers, e.g. farmers, etc.) to access the Portal, procure various
goods and services, and pay for such goods and services, such
as and without limitation via a commodity purchase/sale
order 6028.

[0643] Thecommodity exchange platform 6000 may facili-
tate on-line or off-line bidding, enabling registered users and
customers (and in turn their members, e.g. farmers, etc.) to
place goods and services for bidding, as well as enable reg-
istered users to place bids for goods and services, and conse-
quently procure and pay for such goods and services, again
such as and without limitation via a commodity purchase/sale
order 6028.

[0644] FIG. 61 shows an entertainment platform 6100
through which an entertainment entity using an entertainment
system 170 can enable the various features and attributes
described herein, such as in connection with the platforms
100 and 4700 described above. FIG. 61 illustrates an enter-
tainment platform 6100 where an Entertainment Company
(including Studios, Producers, Artists, etc.) and/or Telco and/
or Bank and/or Service Provider and/or Internet Service Pro-
vider and/or Application Service Provider, to setup a web-
based Portal, which has secure transaction interfaces with the
Entertainment Company’s existing back-end systems, vari-
ous financial services providers, payment systems, and ser-
vice providers, where such Portal specializes in providing
value added services to the Entertainment Company’s cus-
tomers, including but not limited to the end-Consumer, with a
focus on increasing convenience, efficiency, support, and
overall profitability, offering personalized value added ser-
vices, and enabling customers to conduct various secure pay-
ment and transaction services. For example, the client device
162, which may be a personal device or a public device for
temporary personal use such as and without limitation a
mobile phone or a personal computer, may be used to interact
with the entertainment system 170, its affiliates, service pro-
viders 168 or other entities to provide their goods and services
6108 (including programming content, movies, music, video-
clips, documentaries, feature shows, etc.), personalizing their
delivery, perhaps according to personalization information
6102, for registered users of the Portal, including customers,
distributors, end-Consumers, and so forth.

[0645] The entertainment platform 6100 may provide reg-
istered users and customers with client devices (in either case,
the client device could be a personal device or public device
for temporary personal use), which include but are not limited
to mobile phones, PCs, etc., to conduct various secure trans-
actions, including payment transactions, using existing pay-
ment instruments, which include but are not limited to cash,
credit cards, debit cards, electronic checks, prepaid and stored
value accounts, etc.

[0646] The entertainment platform 6100 may enable vari-
ous Entertainment Companies to provide their goods and
services (such as entertainment content 6128, which may
without limitation comprise programming content, movies,
music, video-clips, documentaries, feature shows, etc.), per-
sonalizing their delivery for registered users of the Portal,
including customers, distributors, end-Consumers, and so
forth. The entertainment content 6128 may be associated with
entertainment information 6130, which may include price,
length, type of content, title, director name, actor name, per-
former name, musician name, genre, and any other relevant
information.
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[0647] The entertainment platform 6100 may enable regis-
tered users of the Portal, including customers, distributors,
end-Consumers, etc., to setup preferences for delivery of
goods and services based on various criteria, including but not
limited to time, location, client device, and so forth.

[0648] In embodiments the entertainment platform 6100
may be a web-based gaming platform. Embodiments of the
present invention furnish a gaming provider 170 with a capa-
bility. The gaming provider 170 may without limitation be a
telecommunications company, Internet service provider,
Internet content and/or service aggregator, game publisher,
third-party application service provider, or any other service
provider. The capability may be comprise the setup and pro-
vision of a Web-based platform 6100.

[0649] The platform 6100 may specialize in providing a
value added service related to online or offline games, includ-
ing a secure payment and transaction service, which may be
described elsewhere in this disclosure. In particular, the plat-
form 6100 may have a secure transaction interface with the
game publisher, with a game developer, with an online game
host’s back-end system, with an offline game host’s back-end
system, or with any other system.

[0650] The platform 6100 may provide a mobile phone
user, a PC user, and/or a game console user, or the user of any
electronic facility (portable or otherwise) the ability to down-
load a game and/or a personalized service. The platform 6100
may, alternatively or additionally, provide the user with an
ability to pay for the game and/or personalized service. In one
embodiment, the user may be able to place a bet on the
outcome of a game. In another embodiment, the user may
collect a payment for playing a game. The platform 6100 may,
alternatively or additionally, provide the user with an ability
to pay fora service on a subscription (that is, recurring) and/or
per-transaction basis, using a payment instrument offered by
an existing financial services provider, including without
limitation a credit card, a debit card, an electronic check, a
prepaid account, a stored value account, and so forth.

[0651] The platform 6100 may enable the user to play the
game in real time against another user, where both users may
or may not be known to each other. One or both users may be
able to place a bet, via the platform 6100 and on a person-to-
person basis, on the outcome of the game. In an alternate
embodiment, one or both users may be able to put a prede-
termined amount of funds into a common pot at a predeter-
mined time, such as before and/or after the start of the game.
In this case, the platform 6100 may distribute a portion or the
entirety of the contents of the pot (minus, perhaps, a commis-
sion) to the winner of the game. In yet another alternate
embodiment, the platform 6100 may enable the user to play
the game in real time against a computer facility operated by
the platform 6100 provider. In this case, the platform 6100
may enable the user to place a bet against the platform 6100
provider. This bet may be based upon predetermined condi-
tions, predetermined milestones, or outcomes, any of which
may apply to a particular gaming session and/or multiple
gaming sessions. For example, in a first-person shoot *em up
game, the user may bet that he can kill 100 monsters within 10
minutes. Or, the user may bet that he can kill 10,000 monsters
within 8 hours of cumulative game play, which may span
multiple gaming sessions played at different times by the
user. In still yet another embodiment, the platform 6100 may
enable a non-participant, such as a platform 6100 user who is
not playing the game, to place a bet on the user. In any case,
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the game may be a game of skill and/or luck and the outcome
of the game may be a function of skill and/or luck.

[0652] The platform 6100 may enable the user to resell
games to a second user, which may allow the second user to
download the game as described above. This reselling of a
game may comprise a person-to-person transaction or a
wholesale transaction. The platform 6100 may capture acom-
mission associated with the transaction.

[0653] It should be clear to one of ordinary skill in the art
that aspects of the platform 6100 may be applied to other
items and/or events such as commodities, weather, and so
forth. For example, instead of providing for the downloading
and playing of games, the platform 6100 may provide for the
downloading and playing/rendering of ring tones, music,
songs, videos, films, books, articles, reports, and so forth.
[0654] FIG. 63 shows a user-centric set of services
deployed using the systems described herein. For a given
user, a set of services from various service providers 168 may
be may be enabled by an system that includes a universal
electronic transaction facility (“UET”) 101 on a client device
162, including a user interface 5002, and main service facili-
ties 142 (not shown). Various main services facilities 142 can
support, for example, gaming services, licensing services,
airline ticket services, content services, banking services, and
other services. Each of those services may be represented by
the user-centric user interface 5002, which allows a user to
initiate the various services from a client device 162, such as
any of those described herein. The client may thus interact
with multiple services, each of which includes the features
and attributes described herein, such as device, domain and
user-level security facilities, such as security features relating
to each service provider’s 168 own system, as well as a user
password and device password for each service of the user.
Various services may be represented as icons (optionally with
branding elements and security features that make the ser-
vices the actual item (e.g., a credit card) as opposed to a mere
representation of the item. An example of a user interface
2002 can be seen in FIG. 43, which is one of many possible
examples.

[0655] Inother embodiments, a UET 101 may contain data
foralicensing or registration item. For example, the UET may
store personal information, such as address information,
social security number, license number, registration number,
driving history, past licenses, compliance data, and the like.
As another example, the UET may store money in digital
form, or credit card account and authorization for payment-
based licensing transactions. As another example, the UET
may store licenses or registrations for a user of the UET. Inan
embodiment, the UET stores and actual license or registra-
tion, optionally including a unique identifier that identifies it
as such or permits verification of the license or registration.
Thus, the UET may contain, for example, a driver’s license,
including graphical representations of the items that appear
on the license, such as the photo of the driver, the signature of
the driver, the state seal, a watermark or similar mark to
prevent falsification of the document, and other features. The
UET system, by enabling multiple distinct layers of security,
can facilitate the storing of the actual license on the UET, with
a user being able to access the license to enable transactions,
and the issuer being able to verify the issuance and use of the
license.

[0656] Licenses that can be issued and supported by the
UET system may include a driver’s license, a fishing license,
a hunting license, a medical license, a professional license, a
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bar registration, an attorney license, a dental license, a CPA
certification, a degree or evidence of professional member-
ship or attainment, evidence of a membership in an organiza-
tion, a license to a seat in a sporting venue, a license to use a
premises or venue, a license to enter a venue, a vehicle reg-
istration, a commercial license, a license to transport goods,
an import license, an export license, a license to disclose
information, a license to access information, a license to use
aproduct, a license to receive a service, and any other kind of
license, permission, registration, an immigration visa, a pass-
port, a travel visa, a foreign filing license, a building permit,
an occupancy license, an occupancy permit, a business
license, a foreign qualification, a good standing certificate, a
corporate license, a government decree or issuance, a GSA
license, a government procurement license, or the like.
[0657] A customer user interface may be rendered on or by
the UET to support a license service. In general the customer
user interface may include any features associated with an
interface, such as text fields, buttons, drop down lists, check
boxes, and the like, for navigation and use by the user. The
user interface may be dynamically generated in response to
information received from the license issuer, such as a drop
down list of available license types, fields that indicate prices
for licenses, and the like.

[0658] The issuer facility may operate at a central location,
such as a license issuer facility, such as a government entity,
department of motor vehicles, organization headquarters, or
the like, and at a point of transaction, such as an office for
issuing licenses, or a location where a license is presented.
The issuer facility may support functions and features
described in connection with various issuer and merchant
facilities described elsewhere herein. A license issuer facility
may include modules for storing, retrieving, manipulating
and analyzing data and events that relate to issuance, main-
tenance, revocation and modification of licenses and registra-
tions. For example, an issuer facility may include a compli-
ance module for recording transaction events that relate to
licenses, such as parking tickets, moving violations, viola-
tions of fishing or hunting licenses, suspensions, debarments,
and other events. A compliance module can trigger a renewal
of a license in the case of expiration of a license that is
compliance, or it can revoke a license, either because condi-
tions have not been met for renewal, or because one or more
conditions for continued licensing have failed. A license
issuer facility may include a financial module for executing
secure financial transactions related to licensing, such as
receiving a payment from a UET for a license issuance,
renewal, or the like, applying payments, storing data related
to payments, reporting on financial transactions, or the like.
[0659] The license issuer facility may provide a user inter-
face to an employee of the issuer (or other authorized user),
who may operate the user interface to conduct a licensing
transaction with the user of the UET. The issuer user interface
may be rendered on a device that includes the license issuer
facility, or a related or peripheral device. In one embodiment,
the issuer user interface is rendered on a desktop computer,
and may be, for example, a browser-based user interface. In
general the license issuer user interface may include any
features associated with an interface, such as text fields, but-
tons, drop down lists, check boxes, and the like, for navigation
and use by the employee.

[0660] In embodiments, a central service facility as
described above coordinates transactions between the UET
and the issuer facility as described generally above, and may
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provide or support any related authentication, issuance,
renewal, revocation, authorization, security, financial, or
other functions associated with the licensing or registration
transaction.

[0661] The user computer may optionally participate in the
licensing or registration service, and may be used by the user
to program or provide data to the UET. The user computer
may also independently connect through a network such as
the PSTN or the Internet to the central service facility, the
license issuer facility, and/or the license or registration pro-
viders to conduct network-based transactions. This includes
transactions relating to the licensing or registration service.
For example, licenses may be issued online, and then trans-
ferred to the UET for subsequent use by the customer at a
related point of transaction.

[0662] In embodiments, the UET may receive and store
evidence of licensing transactions, such as proofthat a license
or registration has been approved, issued or renewed, similar
to the “paid” stamp described in other embodiments herein.
The evidence of approval may include a graphical depiction
of'a stamp, seal, or logo of a license issuer, such as a govern-
ment seal or evidence of official approval. The evidence may
be presented graphically in the UET, such as to indicate
approval or certification of the license by the issuer. Thus the
UET may store the actual approval or certification, as
opposed to merely storing evidence of the same. The UET
may track and store a history of such transactions, and/or
multiple examples of one or more licenses or transactions.
The UET may support different security protocols, such as a
security protocol for the transaction, a security protocol for
the user of the UET, and a security protocol for the issuer. The
UET system may support different security protocols for
different issuers of different licenses, including different spe-
cies of the same type of license, such as licenses to do busi-
ness issued by different states or provinces.

[0663] Inapeer-to-peer embodiment of a licensing service,
a number of UETs of individual customers may cooperate in
a license acquisition. For example, a general contractor may
procure a building license, which may be then distributed to
various subcontractors with an indication of the authenticity
of the license.

[0664] Inembodiments a license may be used at a point of
transaction. For example, a building license may be displayed
at a building site, such as to a building inspector, including to
a handheld computer interface of the building inspector, such
as a UET.

[0665] Inembodimentsthe methods and systems described
herein enable registered users, including customers, distribu-
tors, end-consumers, etc., to procure goods and services from
various platforms and pay for them.

[0666] Referring now to FIG. 62, there is shown a concep-
tual representation of a particular embodiment the aforemen-
tioned multidimensional database structure 6200. While this
representation, as shown, is limited to three database dimen-
sions (namely, “service providers, etc.” 6202, “content item,
etc” 6204, and “bill, etc.” 6208), it should be appreciated that
in embodiments the number of dimensions may be one, two,
three, or any whole number greater than three. In the depicted
example, the units of the first dimension 6202 may corre-
spond to an attribute of content items (wherein the content
items may, without limitation, comprise items of entertain-
ment content 4928, items of commodity info 4930, items of
drug info 4930, votes 4902, grades 4930, policies 4930,
orders 4908, records 4930, health records 4902, payments
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4930, regulations 4928, tickets 4928, bills 4928, or any other
content items herein described, made apparent by this disclo-
sure, or generally known), wherein the attribute may without
limitation comprise names of content items, cash values of
content items, types of content items, ages of content items,
sizes of content items, ratings of content items (such as and
without limitation MPAA ratings, personal preference rat-
ings, ratings according to a collaborative filter, Morningstar
ratings, and so forth), sources of content items, or any other
attribute an item of content items. The units of the second
dimension 6204 may correspond to an attribute of the service
providers 168, wherein this attribute may without limitation
comprise names of the service providers 168, types of the
service providers 168, geographic location of the service
providers 168, ratings of the service providers 168, and so
forth. The units of the third dimension 6208, may correspond
to an attribute of bills, wherein this attribute may without
limitation comprise amounts of bills, names of payers ofbills,
name of payees of bills, and so forth. In embodiments, the
multidimensional database structure may be associated with
the main service facility 142 and, in particular, to the data-
bases associated therewith, as may be described hereinbefore
or as may be apparent from the present disclosure and/or
included references.

[0667] The multidimensional database structure 6200 may
support a functional aspect of the electronic transaction plat-
form 100, which may be referred to as a user-centric interface.
[0668] The multidimensional database structure 6200 may
support another functional aspect of the electronic transaction
platform 100, which may be referred to as a user-centric
engine.

[0669] The multidimensional database structure 6200 may
support yet another functional aspect of the electronic trans-
action platform 100, which may be referred to as security and
may relate the client device 162; the transmission 138; and
any hardware and/or software infrastructure that may be asso-
ciated with electronic transaction platform 100.

[0670] The multidimensional database structure 6200 may
support still yet another functional aspect of the electronic
transaction platform 100, which may be referred to as an
expert system.

[0671] The multidimensional database structure 6200 may
support still another functional aspect of the electronic trans-
action platform 100, which may be referred to as a self-
learning and self-scaling system.

[0672] The multidimensional database structure 6200 may
support another functional aspect of the electronic transaction
platform 100, which may be referred to as a multi-dimen-
sional smart-data structure.

[0673] The multidimensional database structure 6200 may
support yet another functional aspect of the electronic trans-
action platform 100, which may be referred to as a secure
web-services protocol.

[0674] The multidimensional database structure 6200 may
support another functional aspect of the electronic transaction
platform 100, which may be referred to as distributed infra-
structure services (billing done directly on the phone—not
centralized—distributed infrastructure services).

[0675] The multidimensional database structure 6200 may
support still another functional aspect of the electronic trans-
action platform 100, which may be referred to as secure
application throughput management (application to manage
throughput of applications).
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[0676] Referring to FIG. 62, a main services facility 142
may include or draw on a multidimensional database 6200,
which may be stored on the same system as the main services
facility 142 or be stored on a remote machine. The main
services facility 142 may be drawing on information from
multiple sources, which are populating the database 6200,
which may be a very large database. The attributes of the data
may be set in multiple dimensions, including relationships
among data items across different dimensions. This enables
querying data in different ways for different purposes.
[0677] For example, the multi-dimensional database 6200
supports the user-centric engine and interface described in
connection with FIG. 63, whereby various data relating to
various services, service providers, domains, devices and sys-
tems are stored to allow a user to access services that use such
data. The multidimensional database 6200 allows the system
to sift through data more efficiently, employing different
dimensions that are optimized for particular retrieval tasks.
For example, an element of data may be transaction-related.
Another dimension may relate to how data is evaluated. A
third element of the data might allow static profiles or entries.
A fourth element may allow external entities to enter data
associated with the data. Data may include data related to
financial transactions such as billings 6208, data related to
service providers 6204, data related to content items 6202, or
a host of other kinds of data. Storing data in a multidimen-
sional database 6200 may assist with application throughput,
as data may be stored in a fashion that allows efficient
retrieval of data according to a user’s specific needs. For
example, a learning algorithm or expert system as described
herein may learn which services a user tends to use in which
circumstances, and the expert system may push data from the
multidimensional database 6200 to, for example, a client
device 162 or a relatively local main services facility 162 to
improve performance of such services.

[0678] A user-centric engine looks at the data and takes
advantage of it. For example, if a user flies into London, the
platform may be aware of that fact, be aware of past transac-
tions (such as meeting people before), and look at different
dimensions of data to propose various transactions. Similarly,
the engine may propose multiple transactions to the user,
enabled by the data in the multidimensional database.
[0679] As the number of applications that use transaction
services increase, a problem can arise with application
throughput capabilities. Large amounts of data are present,
organized in and efficient way in the multidimensional data-
base 6200. Also, engines exist to make applications revolve
around a user, growing with the user as the user’s history
occurs. However, as many data elements come in simulta-
neously, there is a need for efficient handling of information.
This may include many techniques, including an application
throughout switch. This may include one or more elements,
such as a physical switch that shifts between different physi-
cal communication facilities that relate to different services.
An expert system may also be used, for example, to intelli-
gently handle data to and from services, such as determining
what payments are due, determining which ones are most
important, or the like, and then prioritizing data arrival from
various services according to the rules of the expert system.
[0680] Another example ofuse of a multidimensional data-
base 6200, a user-centric platform, and application through-
put management is for delivery of entertainment services. If
the service providers 168 are digital content providers, such
as music, television or movie studios, digital content, such as
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a television show (e.g., a world premier live event), can be
delivered to a particular user via the platform 100. The con-
tent can be stored in the multidimensional database, and the
user-centric interface can allow the user to identify and obtain
content desired by the user, such as a particular television
show. For the user, a throughput management application
may be used to handle digital entertainment content and other
data that is sent to the user’s electronic transaction facility
101, such as bills, messages, receipts, and other pieces of
personalized information. There can be data structures
designed to enable better throughput of data for particular
services. Also, there can be a physical (e.g., switching) ele-
ment of application throughput to allow a user to receive such
content. Switches can include switching nodes, such as used
in digital switching technologies used in telecommunications
infrastructure. There can also be an expert system, rules
engine, learning engine or the like to manage application
throughput to improve the user’s access to data. All of these
features can enable more effective provision of multiple ser-
vices to a user.

[0681] The platform 100 may have interfaces to various
service providers. Each interface may present significant
challenges, based on the unique requirements of the service
providers. In embodiments, the main service facility 142 may
include a secure, self-learning and self-scaling platform 100,
such as one that automatically recognizes an interface of a
third party service provider and automatically initiates an
interface to that service provider. In such embodiments, the
platform 100 may include security features as described
herein, such as three-dimensional authentication across user,
device and domain, as well as the ability to store securely at
the client application and the ability to transact securely at the
transaction level. One example of a self-learning platform
would include an application that would recognize features of
an interface and apply preexisting features that are suitable
for that interface.

[0682] FIG. 64 depicts a ticket issuance process whereby a
registered user may, perhaps in association with the client
device 162, the merchant systems 170, and/or the main ser-
vice facility 142, be issued a ticket. During a setup step, a
customer registers for a service with a service provider 168,
such as a telecommunications company, financial service pro-
vider, or the like, optionally through a web-based wallet ser-
vice center, which may take the form of a main services
facility 142 as described herein. The customer may create a
unique user identifier and PIN to access services of the web-
based platform at the main services facility 142. The cus-
tomer may set up various services, such as bank accounts,
credit cards, or the like that may be used to make payments,
such as payments for tickets, top-up or the like. After setup the
platform may be used to execute a transaction. For example,
a customer may approach a retail merchant, equipped with a
merchant wallet, which may be a merchant system 170
equipped with a UET 101 and registered with the main ser-
vices facility 142 to issue tickets. The customer may provide
the merchant with a user ID and ticket details, which the
merchant enters into the merchant system 170 and sends to
the main services facility 142. On receiving the transaction
request from the merchant wallet/merchant system 170, the
wallet service center/main services facility 142 requests a
PIN from the customer. The customer can get the request
directly from a mobile phone and send it to the main services
facility 142 or the customer can get the request on the mer-
chant wallet/merchant system 170 and send the PIN through
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the merchant wallet/merchant system 170. On authorization
of'the transaction, the main services facility 142 may request
appropriate funds to be debited from the account specified by
the customer and credited to the ticket issuer’s account and
may send a receipt of the transaction to the merchant wallet
170. The merchant may print a paper receipt and an e-Ticket
for the customer using a merchant wallet/merchant system
170.

[0683] FIG. 65 depicts the steps in another embodiment of
the ticket issuance process. A user may log in to the user’s
client device 162, which may comprise a one-wallet interface.
The user may select tickets and input ticket details, then send
them to the transaction platform (a main services facility
142), which relays them to a ticket issuance system as a query
regarding availability and price. The ticket issuance system
returns an indication of availability and price through the
main services facility 142 to the client device 162. The user
then selects a payment instrument on the client device 162,
such as a credit card stored on the client device 162 and passes
it through the main services facility 142 to a financial services
provider, such as a bank, requesting financial settlement. The
bank effects settlement, such as by charging the user’s credit
card and notifies the main services facility 142 upon settle-
ment completion. The main services facility 142 then notifies
the ticket issuance system of receipt of payment, upon which
the ticket issuance system issues the ticket to the main ser-
vices facility 142, which loads the ticket (an actual ticket, not
just information about a ticket) on the user’s UET 101 on the
client device 162.

[0684] FIG. 66 also depicts the steps in another embodi-
ment of the ticket issuance process, in this case involving
interaction with a merchant. A merchant logs in and synchro-
nizes a merchant system 170 with a main services facility
142. A user may provide a merchant with details regarding a
ticket that it wishes to have. The merchant system 170
requests and then receives a PIN from the user, at which point
the merchant system 170 validates the user using the main
services facility 142/transaction platform. The user’s request
may then be routed securely to the main services facility 142,
which sends details of the requested ticket to a ticket issuance
system. The ticket issuance system may verify details and
check price and availability for the ticket, sending pricing
information through the main services facility 142 to the
merchant system 170 for discussion with the user. The user
may confirm to the merchant a desire to purchase the ticket, at
which point the merchant sends a request for financial settle-
ment through the main services facility 142 to a bank, which
may effect settlement with the user’s account and notify of
completion of the settlement process. Upon receiving notice
of receipt of payment, the merchant system 170 may confirm
payment to the ticket issuance system, which issues the ticket
to the merchant system 170, so that the merchant can print the
ticket and a receipt.

[0685] FIG. 67 depicts a system having the features and
attributes described herein for providing a P2P service. Two
users, a sender and receiver, may have client devices 162
equipped with UETs 101. Each of them may interact with a
main services facility 142/wallet service center, which may
be connected to banks or financial service providers, a tele-
communications system and to payment and settlement net-
works. The sender may open a UET 101 on the client device
162 and select a P2P service. The user may select a payment
instrument to be used and type an amount, along with an
identifier for the recipient. The main services facility 142 may
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validate details, including passwords or other security facili-
ties to ensure the security of the transaction. The sender’s
account may then be debited and the recipient’s account cred-
ited with the amount indicated by the sender. Both the sender
and recipient may receive messages confirming the transac-
tion. In embodiments the sender may send an actual item,
such as a content item, ticket, or other item as discussed
herein, securely over the main services facility 142 to the
recipient, including for a payment as supported by the finan-
cial services embodiments described herein, in exchange for
another item, or for no consideration.

[0686] FIG. 68 depicts a P2P service process whereby a
user, perhaps in association with the client device 162, the
merchant system 170, and/or the main service facility 142,
may conduct a P2P payment. First, a customer may register
for a service with a service provider, such as a telecommuni-
cations service provider, financial services provider, or other
provider or host of a main services facility 142, which may be
presented as a wallet service center (WSC). The customer
may create aunique ID and PIN to access the UET 101 on the
customer’s client device 162 or to access the main service
facility 142. The customer may download the wallet/UET 101
to a mobile phone or other client device 162. The user may set
up bank accounts or credit card accounts to be used for P2P
transactions. On the UET 101 the user may select the P2P
option, then select a bank account or credit card account to be
used for the transfer. The user can then enter the amount and
the recipient’s number. The UET 101 may then format a P2P
transaction message and send it to the main services facility
142. The main services facility 142 validates the information
and forwards a payment request to the appropriate bank. The
bank debits the user’s account and credits the recipient’s
account (optionally including interbank settlement of the
transfer). Confirmatory messages may be sent to the user and
the recipient.

[0687] FIG. 69 depicts the steps in an embodiment of the
P2P service process. A user logs in and is validated by the
main services facility 142, then selects the P2P option. The
user inputs an amount and the recipient’s number, and the
main services facility 142 validates the recipient’s informa-
tion. The user selects a payment instrument through the main
services facility 142, which in turn relays a request for settle-
ment to a bank, which effects settlement and notifies the main
services facility 142. The main services facility 142 sends a
debit confirmation to the user’s UET 101 on the client device
162 and relays a credit confirmation to the recipient.

[0688] FIG. 70 depicts a representative user interface flow
for the P2P service process, which may be displayed on the
client device 162. A log-in screen prompts a user to enter a
PIN, upon which a screen appears showing icons for various
services, one of which is PAY screen. When selected, the icon
initiates a PAY screen, which allows a userto select a payment
instrument (e.g., a credit card) and to enter the recipient,
amount and a memo. The interface shows a transaction screen
as the transaction steps described in connection with FIGS. 68
and 69 are taken by the main services facility 142 and the
financial service provider, after which a receipt screen
appears, with a “paid” stamp for the transaction. The user can
then return to a value added service screen, such as for ser-
vices of a financial services provider.

[0689] FIG. 71 depicts a platform having the attributes
described herein for enabling prepaid top-up services, includ-
ing a client device 162 (labeled a “one wallet”) with a UET
101, a merchant system 170 (labeled a “Merchant Wallet™)
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and a main services facility 142 (labeled a “wallet service
center (WSC)). Service providers 168 such as a Telco and a
financial services provider interact with the main services
facility 142. In embodiments a telecommunications services
provider may send a message through the main services facil-
ity 142 to a UET 101 on a client device 162, securely and
electronically, indicating that a prepaid balance is below a
threshold. The customer initiates payment through a UET
101, which is received, securely and electronically, through
the main services facility 142. The telecommunications ser-
vice provider then sends a receipt to the UET 101 of the client
device 162, and the prepaid account it topped up. Alterna-
tively, a merchant may use a merchant system 170/merchant
wallet at a retail location that is connected at the back end to
the main services facility 142. The merchant may send a
request for top-up and payment details securely and electroni-
cally through the main services facility 142 to the telecom-
munications service provider. The telecommunications ser-
vice provider, through the main services facility 142, may
complete the transaction and send a receipt for the customer
to the merchant system 170 at the retail location.

[0690] FIG. 72 depicts a prepaid top-up service process
whereby a user, perhaps in association with the client device
162, the merchant system 170, and/or the main service facility
142, may top-up a prepaid account. The customer registers for
a service with a telecommunications service provider and/or
bank, optionally through a branded and web-based main ser-
vice facility 142. The customer can create a unique ID and
PIN to access the UET 101 or a web-based portal of the main
service facility 142. the user can download a UET 101 to the
user’s client device 162. The user can set up bank accounts or
credit cards to be used to pay for services. The telecommu-
nications service provider, securely and electronically, noti-
fies the user through the main services facility 142 as soon as
the balance on a prepaid airtime card is below a threshold,
such as one set by the user. The UET 101 may alert the
customer upon receiving the message. Optionally, the UET
101 may locally generate a message for the user as soon as the
balance is below a preset threshold. Alternatively, the cus-
tomer opens the UET 101 to review a prepaid card balance
using a user ID and PIN. The customer may top up the prepaid
card through the UET by selecting an account or card, select-
ing an amount and initiating a secure payment request. The
main service facility 142 receives the payment request from
the customer’s UET 101. Upon authorization of the transac-
tion by the telecommunications service provider, the main
services facility 142 requests appropriate funds to be debited
from the account specified by the customer and sent to the
issuer’s account, sends a receipt of the transaction to the
customer’s UET 101 and updates the telecommunications
system provider’s log.

[0691] FIG. 73 depicts a prepaid top-up service process
whereby a registered user, perhaps in association with the
client device 162, the merchant system 170, and/or the main
service facility 142, may top-up a prepaid account. A cus-
tomer registers with a telecommunications service provider
and one or more financial service providers, creating unique
PINs and Ids to access services at the main services facility
142. The customer sets up accounts or cards with which to
make payments. The customer approaches a retail merchant
equipped with a merchant system 170 (“merchant wallet”)
that is registered to provided prepaid top-up for the telecom-
munications service provider. The customer provides the
merchant with a user ID and a top-up value, which the mer-
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chant relays to the telecommunications service provider
through the main services facility 142. On receiving the trans-
action request, the main service facility 142 asks for the PIN,
which the customer can enter directly (where the request is
sent to the customer’s mobile phone or similar client device
162) or the customer can enter through the merchant system
170. On authorization of the transaction, the main services
facility 142 requests appropriate funds to be debited from the
customer’s selected account and credited to the telecommu-
nications service provider’s account, sends a receipt to the
merchant wallet and updates the telecommunications service
provider’s system and log. The merchant may print a paper
receipt for the customer using the UET 101 of the merchant
system 170.

[0692] FIG. 74 depicts a prepaid top-up service process
whereby an unregistered user, perhaps in association with the
client device 162, the merchant system 170, and/or the main
service facility 142, may top-up a prepaid account. Here the
customer approaches the merchant equipped witha UET 101
(merchant wallet) on a merchant system 170 that is registered
to provide top-up services with a telecommunications ser-
vices provider. The customer provides the merchant with a
phone number/prepaid account number and top-up value,
which the merchant enters into the merchant wallet/UET 101.
The customer pays the merchant for the topup, using any
payment form, such as cash. The merchant sends details to the
main services facility 142, specifying the amount collected.
The main services facility 142 requests that funds be credited
from the merchant’s account and deposited to the telecom-
munications service provider’s account, sends a receipt and
updates the telecommunications service provider’s system
and log (reflecting top-up of the card). The merchant prints a
paper receipt for the customer using the UET 101 of the
merchant system 170.

[0693] FIG. 75 depicts a representative user interface flow
for the prepaid top-up service process, which may be dis-
played on the client device 162. A user logs in using a PIN and
sees a main screen with various services represented as icons.
The user selects phone services and is presented with the card
(optionally a branded image) and a message to top up the card.
The user then is presented a PAY screen at which the user can
selectan account from which to pay for top-up and an amount.
The interface shows a pending transaction as the main ser-
vices facility 142 completes the steps described in connection
with FIGS. 73 and 74. The user’s screen then shows the
receipt from the main services facility 142 and then shows a
menu of other value added services.

[0694] FIG. 76 depicts another representative user interface
flow for the prepaid top-up service process, which may be
displayed on the client device 162 or any other electronic
transaction facility 101. A merchant logs in by entering a PIN
and sees icons representing various services of the UET 101.
The merchant selects TOPUP and is presented with a prompt
to enter a payment mode (e.g., cash) and to select a customer
UET 101 type. The merchant is then prompted to enter a
customer number (e.g., phone number or account number),
after which the merchant is prompted to enter a top-up value.
The merchant verifies details and enters a PIN for the trans-
action, after which a screen indicates that the main services
facility 142 is completing the transaction. Upon completion,
a receipt appears on the merchant’s UET 101, confirming
completion.

[0695] FIG. 77 depicts the steps in an embodiment of the
prepaid top-up service process. A user logs in and receives a
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reminder from a main services facility 142 to top-up a card,
optionally in response to receiving notice of a low balance
from a telecommunications services provider. The user
selects a payment instrument and amount and sends it through
the main services facility 142, which verifies the user and
relays a top-up request to the telecommunications services
provider. The telecommunications services provider verifies
details and sends confirmation to the main services facility
142, which relays the details to a financial services provider,
which effects settlement and notifies the main services facil-
ity 142. The main services facility 142 sends a receipt marked
“paid” to the UET 101 of the user and conveys completion of
the transaction to the telecommunications services provider,
which tops up the account and sends confirmation through the
main services facility 142 to the user’s UET 101.

[0696] FIG. 78 depicts the steps in another embodiment of
the prepaid top-up service process. Here the steps are the
same as in connection with FIG. 77, except that the user’s
UET 101 tracks usage and automatically sends a low balance
alert to the user, without requiring prompting from the main
services facility 142.

[0697] FIG. 79 depicts the steps in yet another an embodi-
ment of the prepaid top-up service process. The steps are
similar to those of the processes of FIGS. 77 and 78, except
that the UET 101 of the user synchronizes with a main ser-
vices facility 142 and generates a query about the balance of
the user’s prepaid account. The telecommunications services
provider’s system queries the balance and reports it via the
main services facility 142 to the UET 101 of the user’s client
device 162, after which the user completes a top-up transac-
tion as described above.

[0698] FIG. 80 depicts the steps in still another an embodi-
ment of the prepaid top-up service process, in this case using
a merchant system 170 (“merchant wallet”). A merchant logs
in and synchronizes with a main services facility 142. A user
provides a merchant with a top-up request, including phone
number/account information, payment instrument/account
and a requested top-up amount. The merchant routes those
details to the main services facility 142 from the merchant
system 170. The request is verified by the telecommunica-
tions service provider, which sends a confirmation through
the main services facility 142. The main services facility
requests financial settlement with a financial services pro-
vider, which effects settlement and sends confirmation of
payment. The user pays the merchant, which relays confir-
mation of completion of the transaction to the telecommuni-
cations services provider’s system. The telecommunications
service provider’s system then completes top-up, after which
the merchant system 170 prints a receipt for the user.

[0699] FIG. 81 depicts the steps in another an embodiment
of the prepaid top-up service process. A merchant logs in
using a merchant UET 101 (merchant wallet) and synchro-
nizes with the main services facility 142. The user requests a
PIN for top-up, which is routed securely to the main services
facility 142. The request is then sent to the telecommunica-
tions service provider, which verifies availability of topup and
sends confirmation through the main services facility 142.
The main services facility obtains confirmation of the request
from the merchant system 170 and relays a request for finan-
cial settlement to a financial services provider, which effects
settlement and sends confirmation to the merchant system
170. The customer pays the merchant, which sends a request
to release the PIN to the telecommunications service pro-
vider. The telecommunications service provider sends the pin
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to the UET 101 of the merchant system 170, which prints the
receipt and the PIN and gives them to the user.

[0700] While certain services, such as payments, ticketing
and top-up services have been disclosed herein, it should be
understood that similar process flows, platforms and user
interfaces may support the other types of services and plat-
forms described herein.

[0701] Certain embodiments of the secure transaction plat-
form 200 may include various features, protocols, facilities,
and the like that will be described in connection with FIGS. 82
through 93. The secure transaction platform 200 optionally
enables multi-dimensional security among one or more main
service facilities 142, merchant systems 170, electronic trans-
action facilities 101 and service providers 168, optionally
including domain-, user- and device-based security for each
of those entities, systems and facilities.

[0702] The main service facility 142 enables users to avail
services from multiple service providers 168, card issuers
and/or transaction acquirers. A service may be accessed
directly by the user or through one or more electronic trans-
action facilities 101 (e.g., smart phones, PC, PDA, etc.). A
single electronic transaction facility 101 may also be shared
by multiple users (e.g., a merchant electronic transaction
facility 101 may be operated by multiple clerks). As depicted
in FIG. 82, this establishes a NxN cluster of entities (user x
electronic transaction facilities 101) that interact with the
platform 200. The type of interaction may depend upon the
type of service.

[0703] The main service facility 142 may be scaled to
include multiple service providers 168 (e.g., banking, utility,
entertainment, etc.) where the security needs increase to
Nx(NxN). There may also be multiple electronic transaction
facilities 101 (e.g., student, bank, medical) in one device (e.g.,
cellular phone). For example, a “student facility” containing
a student id, library card, copy card, and Citibank-issued
college card), and a “bank facility” containing a Citibank
issued college card. These two Citibank cards from the stu-
dent and bank electronic transaction facility 101s may syn-
chronize on the back-end. As another example, within the
field of transportation, a truck driver may have one facility
containing a gas card, routing, and bill of lading, a second
facility with a “scheduler” containing routes, assigned pick-
ups, unassigned pick-ups, and a third “distributor” facility
containing assigned pick-ups, unassigned pick-ups, and new
pick-ups.

[0704] To ensure the security and authenticity of the com-
munication taking place between the client (user or electronic
transaction facility 101) and service provider 168 entities, the
main service facility 142 may support a one-to-one secure
relationship between each client (user or electronic transac-
tion facility 101) and entity. Each cluster (user x electronic
transaction facility 101) may be introduced into the platform
through a primary/home server called the main service facil-
ity (MSF) 142. The servers may be configured for individual
service providers 168 and suffixed with the nature of the
service they provide. For example, a card issuer server is
called MSF-I or a transaction acquirer server is called MSF-
A. Collectively, these servers are called MSF Family Servers.
Each MSF Family Server is equipped with the standard set of
components like User Management, Device Management,
CA, Authorization, Administration, etc.

[0705] There may be two types of clusters interacting with
the MSF 142: electronic transaction facilities 101 and other
MSF family servers (MSFI, Utilities, etc.). These entities may
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establish trust in different ways. For electronic transaction
facilities 101, the user enrolls for an electronic transaction
facility 101 application with the MSF 142. At the time of
enrolment, the user may introduce an electronic transaction
facility 101 to the MSF 142. The MSF 142 may then authen-
ticate the user through independent channels and delivers the
electronic transaction facility 101 software. The electronic
transaction facility 101 software is typically downloaded
from the MSF 142 or comes pre-installed on the user’s physi-
cal electronic transaction facility 101 (e.g., phone, PDA, SIM,
etc). This software may have the MSF 142 server’s public
security credentials (e.g. PKI Certificate) built into its code.
The electronic transaction facility 101 software may initiate
an electronic transaction facility 101 registration process with
the server during which the electronic transaction facility 101
generates its own keys that are certified by the MSF 142.
From the server’s point of view, the MSF 142 may issue an
OTAC (One Time Activation Code) to the user for each elec-
tronic transaction facility 101. This OTAC may be delivered
to the user over arelevant channel (e.g., E-mail, Courier, etc.).
The OTAC may be an 8-character strong random generated
for the given electronic transaction facility 101 by the server
and stored securely on the server for verification. Typically,
128-bit AES key is used to secure the OTAC on the server.
Confidentiality of the OTAC may permit a user to be authen-
ticated at the time of establishing the initial trust. The user
may enter this OTAC in the electronic transaction facility 101
at the time of electronic transaction facility 101 registration,
permitting the MSF 142 to authenticate the electronic trans-
action facility 101 for the first time and relate the electronic
transaction facility 101 to its owner.

[0706] The initial trust establishment of the MSF 142 with
other MSF Family servers may be done by the administrators
of these servers by installing the given server’s security cer-
tificate as a trusted SSL/HTTPS server’s credential or by an
inter-server registration process. This allows the inter-server
communication among various MSF severs over the HTTPS
(with Client Authentication). Alternatively, an OTAC based
scheme may also be implemented between two MSF 142
servers. In this case, both the servers need to be enrolled and
registered with each other using the server registration pro-
cess. This may be useful when the inter-server communica-
tion has to be done over the C-SAM PKI.

[0707] The process of setting up the security and authenti-
cation credential with the given MSF 142 server may be
referred to as the Device Registration Process. During this
process, the electronic transaction facility 101 software may
generate the security and authentication keys (e.g. Encryption
Keys and Signing Keys) and sends them to the MSF 142. The
MSF 142 may then certify these keys with a dedicated CA and
store the certificates/public keys in its own database. A
sample device registration process for PKI based client may
involve the electronic transaction facility 101 encrypting the
username & OTAC with the MSF’s Public Encryption Key
(preinstalled) and sending the data to the MSF 142. The server
may verify the OTAC, and respond with its latest encryption
and signing keys. The electronic transaction facility 101 may
generate an encryption key-pair and a signing key-pair and
send a certification request for each to the server. An X.509
certificate may be generated for the electronic transaction
facility’s 101 keys using its dedicated CA. The electronic
transaction facility 101 may then acknowledge the comple-
tion of the registration process, and the electronic transaction
facility’s 101 account activated by the server.
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[0708] Establishing the initial trust with other MSF 142
servers (e.g., those of service providers 168) may require
more than a pre-installed credential. New service providers
168 may join and offer services to the cluster (user x elec-
tronic transaction facility 101) that have been enrolled at the
MSF 142. These service providers 168 may set up the MSF-I
or MSF-A as appropriate. The home MSF 142 server may act
as the central gateway for the user to enroll for the services
offered by the providers. This may result in the cluster (user x
electronic transaction facility 101) having a dynamic rela-
tionship with multiple service providers 168, and may, thus,
mandate that the initial trust be established dynamically.
[0709] As the MSF 142 introduces the service providers
168 and a cluster (user x electronic transaction facilities 101)
to each other, the responsibility of dynamic trust establish-
ment between these entities may be best suited for the MSF
142. Since the MSF 142 is typically owned and operated by a
service provider 168 (e.g., Mobile Operator, Bank, etc.) that
may already have a strong relationship with the client, this
introduction may be treated as reliable. When the user opts to
avail a service, their home MSF 142 may update the user’s
electronic transaction facility 101 with the respective service
provider’s 168 security and authentication credentials (e.g.
encryption and signing certificates). This may enable the
cluster (user x electronic transaction facility 101) to securely
communicate directly with the service provider 168.

[0710] When a user opts to avail a service, the MSF 142
may forward the electronic transaction facility’s 101 security
credentials (e.g. encryption certificate) to the service provider
168. However, the service provider 168 may still need to
perform its own authentication and certification of the cluster
(user x electronic transaction facility 101). The service pro-
vider 168 might not use the electronic transaction facility’s
101 MSF 142 authentication credentials (e.g. signing certifi-
cate), as the service provider 168 has not issued them. For
example, if the MSF 142 forwards the signing certificate of
the electronic transaction facility 101 to the MSFI, the MSFI
can verify the electronic transaction facility’s 101 signature.
However, it cannot verify the certificate itself, as it is issued
by the MSF’s 142 CA and not its own CA. The service
provider 168 may issue an OTAC to the user over a relevant
channel (e.g. e-mail, courier). When the electronic transac-
tion facility 101 contacts the service provider 168 for the first
time, the OTAC may be verified by the service provider 168
for the initial authentication. The service provider 168 may
then proceed to certify a unique set of credentials (PKI keys)
for the cluster (user x electronic transaction facility 101)
relationship with itself.

[0711] Different service providers 168 may offer different
services to the electronic transaction facility 101 user. This
may include services like—downloading of the virtual card to
the electronic transaction facility 101 and performing online
transactions using such cards. These operations may require a
high degree of security and authentication. The cluster (user x
electronic transaction facilities 101) may establish a one-to-
one relationship directly with the service provider 168 to
ensure maximum security and to avoid man-in-the-middle
type of attacks.

[0712] The electronic transaction facility 101 may encrypt
the service id and OTAC with the service provider’s 168
encryption public key and send the registration/download
request directly to the service provider’s 168 MSF. The server
may then verify the OTAC and respond with its latest encryp-
tion and signing keys. The electronic transaction facility 101
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may generate a new signing keypair for the given server and
send a certification request to the server. The server may issue
a signing certificate using its dedicated CA. The server may
also send the service data/download response to the electronic
transaction facility 101. The electronic transaction facility
101 may then acknowledge the registration/download, and
the server may activate the electronic transaction facility’s
101 account/services.

[0713] The electronic transaction facility 101 application
may encapsulate the NxN security credentials in the form of
virtual cards. The user may not be required to remember
which keys go with which issuer. Instead the user may select
the cards to be used for a particular transaction and the appro-
priate keys may then be selected by the electronic transaction
facility 101 application and used for the cryptography.
[0714] The electronic transaction facility 101 may allow
for a single PIN to unlock the application and retrieve all the
individual certificates. Keys and certificates are typically
stored using a PKCS#7 symmetric encryption. A PIN may be
used to decrypt and retrieve these. Without the electronic
transaction facility 101 the user would potentially have N
PINs for each relationship. The electronic transaction facility
101 may aggregate the relationships and provide a single
access channel to the different business entities. The key pairs
may be generated on the electronic transaction facility 101
itself and hence may ensure that the private keys are secure. A
secondary approach (for slow electronic transaction facilities
101) may require the key-pairs to be generated on the MSF
and delivered securely to the client. The keys may be
encrypted with the OTAC, which is delivered securely to the
user.

[0715] The Electronic transaction facility 101 platform
may enable a user to securely store his/her private data on
their personal electronic transaction facility 101. The user
may access this data using his/her PIN. This imposes a greater
level of responsibility on the client side as the single creden-
tial i.e. the PIN may be used to retrieve a bulk of private data.
The security transaction platform 200 for such systems may
need to ensure that the convenience of the single-credential
doesn’t become the vulnerability point for the system. Fur-
thermore, the Electronic transaction facility 101 may interact
with the server over the live/open networks. This communi-
cation should be secured as it may carry the user’s private data
and/or accessibility information to the user’s private data.
[0716] FIG. 83 depicts an electronic transaction facility
101 software implementation of a multi-layered data security
model. The electronic transaction facility 101 may use 128-
bit AES encryption to store the data in its database. The key
used for this may be generated using the PRNG algorithms to
ensurethekey’s effectiveness. This key is called the Data Key.
The Data Key may be encrypted with yet another key, called
the dynamic key. The dynamic key may be made up of the
user’s PIN and the physical electronic transaction facility’s
101 secret, unique identification attributes. For example, in
the case of a phone, the IMSI may be used to bind the user’s
data with given phone. When a user logs into the Electronic
transaction facility 101 system, the system may try to retrieve
the Data Key using the PIN supplied by the user. If the Data
Key can be retrieved successfully, the user is authenticated.
The dynamic key approach has two-fold advantages. First,
the dynamic key-to-data key approach may reduce, or elimi-
nate, the need for storing the user’s PIN onto the electronic
transaction facility 101. This may enhance the PIN’s security,
as the PIN is never physically stored and resides only in the
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user’s own memory. The static portion of the dynamic key
may bind the data to the user’s physical electronic transaction
facility 101, and therefore may prevent the data to be copied.
Data is not decrypted on the file system. The electronic trans-
action facility 101 application may read the encrypted data,
decrypts it in memory and then discards it. Thus, the misuse
of the data by another application or user may be reduced.

[0717] FIG. 84 depicts multiple data streams for grouping
data and encryption using different keys depending upon
business requirements. A user’s data stream may include the
basic identification and authentication data, along with the
data key used to secure the application data. If the user can
decrypt the user info with the correct PIN and therefore the
correct dynamic key, the electronic transaction facility 101
may provide the application data and various services to the
user. If an electronic transaction facility 101 caters to the
multiple users, the user info stream may be replicated for each
user. This may result in individual authentication for ‘n’ users,
without establishing electronic transaction facility 101-to-
server relationship ‘n’ times.

[0718] FIG. 85 depicts the main service facility 142 with
various types of electronic transaction facilities 101, each
with different communication and security capabilities. The
protocol for the electronic transaction facility 101-to-server
communication defines an abstract model for the secure com-
munication, which may be configured for the individual elec-
tronic transaction facility 101 types. The abstract protocol is
agnostic to the data representation schemes (encoding/decod-
ing), communication channel (HTTP, SMS, Raw TCP Sock-
ets) and security models. The MSF 142 Platform may be
configured and extended for any valid combinations of these
communication factors.

[0719] FIG. 86 represents the logical-schema of the PKI
Security model based communication protocol. The PKI
comms message structure may use the header of the message
structure to carry the origin and destination identifications,
which identifies the electronic transaction facility 101 and
MSEF’s 142 security certificate being referred by the elec-
tronic transaction facility 101. The comms message may also
contain a signature for the complete body, which can be
verified to authenticate the claimed electronic transaction
facility’s 101 identity. The message content of the comms
message may be encrypted with the recipient’s encryption
keys to ensure that only the recipient can read the data. The
integrity and non-repudiation aspects may be taken care of by
the signature field. As the complete body is signed by the
electronic transaction facility 101, the service request and
service parameters cannot be denied by the originator at a
later time.

[0720] The MSF supports multiple crypto systems and has
a set of credentials for each crypto system (RSA, ECC,NERI,
etc.). This allows N types of electronic transaction facilities
101 to use whatever crypto system is natively available or
supported. The MSF’s 142 CA also supports certification for
each crypto system.

[0721] The C-SAM Comms Message may use a service
number and sequence number for identifying the service.
Therefore a single data structure may be used to invoke all
services. This makes the overall security transaction platform
200 implementation centralized and therefore more manage-
able. Having a single message structure for all types of service
requests may provide added protection from pattern analysis
and brute-force type of crypto attacks.
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[0722] The MSF supports OneWallet (e.g., electronic
transaction facility 101) to Legacy POS Transactions. In this
type of transactions, the transaction may be carried out by
adapting the existing POS (point of sale system, such as a
merchant system 170) with a OneWallet (electronic transac-
tion facility 101)-to-POS (merchant facility 170) adapter. The
proximity transaction in this case may be between the One-
Wallet electronic transaction facility 101 and adapter mecha-
nism. The security goal is to protect the data during the
communication between the OneWallet and the adapter. As
soon as the adapter delivers the user’s data to the legacy
system, the existing system may take care of the security
aspects.

[0723] OneWallet-to-merchant electronic transaction facil-
ity 101 transactions of this type may be carried out between
the OneWallet and MSF empowered POS. Although the prox-
imity transaction happens between the Electronic transaction
facility 101 and POS electronic transaction facility 101, the
security model may need to cater to the end-to-end security
between the electronic transaction facility 101 and the trans-
action server.

[0724] The communication between the electronic transac-
tion facility 101 and the POS may be secured using the sym-
metric key exchange. The electronic transaction facility 101
and the POS may establish a common symmetric key for a
communication session following a standard Key Exchange
protocol. The actual transaction data may be transferred in the
later stages of the communication session to ensure the maxi-
mum security.

[0725] FIG. 87 shows a sample transaction flow including
the Key Exchange. In a typical transaction scenario, the elec-
tronic transaction facility 101 software forwards the details of
the user’s transaction instrument, say a Virtual Card, to the
transaction server along-with the necessary transaction
attributes. This transaction data is routed through many hops.
Each hop added in the transaction path adds a security risk.
The MCF 142 Platform may establish end-to-end security
credentials between the electronic transaction facility 101
and the transaction server. For example, when the Virtual
Card is downloaded from the WSCI, the card info may
include the transaction keys for the given user. When the
electronic transaction facility 101 uses this data for a trans-
action with a POS device, it may encrypt (and optionally
signs) the data with these keys. This makes it more difficult to
retrieve the private data for the intermediate servers, and thus
makes the man-in-the-middle type of attacks less likely.
[0726] FIG. 88 shows an outline of the end-to-end security
setup between the electronic transaction facility 101 and
Transaction Server. Certain electronic transaction facilities
101 are constrained to only communicate with the one server
from which the application is downloaded. Here, the option
for interacting with service providers 168 is to use a single
domain model.

[0727] The MSF 142 may contain a component called
Secure Proxy, which offers the services to the electronic
transaction facility 101 for secure communication with ser-
vice provider 168 servers that are transparent from the rest of
the components. The secure proxy services assume that the
security credentials are already setup between the electronic
transaction facility 101 and the service provider 168. How-
ever, often the security credentials may also be set using the
same services. The service provider 168 may issue an OTAC
over email or land mail to the user. This OTAC may be used to
encrypt the key-exchange requests between the Electronic
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transaction facility 101 and the service provider 168, making
the request safe from the proxy. The proxy may forward the
electronic transaction facility 101’s request (already
encrypted for the 168 provider) to the service provider 168
server over the HTTPS, and send the response back to the
electronic transaction facility 101. As shown in FIG. 89, this
may enable the electronic transaction facility 101 to interact
with various service providers 168 using single secure
domain.

[0728] The MSF 142 platform may offer its services to a
wide range of electronic transaction facilities 101, including
legacy GSM phones, low-end smart phones, high-end smart
phones, PDAs, PCs and custom POS. However, not all elec-
tronic transaction facilities 101 are capable of handling full
PKI, and therefore a custom security scheme may be designed
to ensure the security requirements of such electronic trans-
action facilities 101. The MSF 142 platform implements a
Symmetric Key based security transaction platform 200 for
this purpose, where the 128 bit AES keys are used as the
security credential and stored at both the ends securely.
[0729] Theelectronic transaction facility 101 software may
implement a very lightweight crypto engine. The MSF 142
platform may enable such clients with a Lightweight AES
Cipher. The AES cipher supports 128, 192 and 256 bit encryp-
tion with the performance optimised for low-capability cli-
ents. Also, the code size of this cipher is very small (~3 KB for
Java) in order to support the low-end storage capability of the
electronic transaction facilities 101. The cipher may use pre-
initialised cipher tables to reduce the number of processor
calls and the number of computation variables. This may
reduce the processor and memory requirements of the cipher,
resulting in enhanced performance.

[0730] In a memory-centric implementation of the cipher,
significant code-size may be devoted to the pre-defined (pre-
initialised at runtime) cipher tables, which consumes a large
percentage of the available application space. One embodi-
ment of the AES Cipher externalizes these cipher tables and
reads/initialises the tables when the engine is ignited from
external storage (rather than from within the executable). This
approach may allow the application to leverage the available
storage space rather than use the scarce application space in
constrained electronic transaction facilities 101. This may
result in a compact cipher size without compromising the
security (as these cipher tables are part of the public domain
algorithm of AES). The cipher tables can either be packaged
along-with the electronic transaction facility 101 software or
can be downloaded by electronic transaction facility 101 at
runtime and stored in its data storage space.

[0731] Unlike the Public Key based security setup, the big-
gest challenge in the symmetric security transaction platform
200 is the Key Distribution. The MSF may need to create
and/or store the symmetric credentials for each electronic
transaction facility 101 securely. In the absence of the pre-
installed public key/certificate, the OTAC may be used as the
tool for authentication as well as privacy. When the electronic
transaction facility 101 initiates the registration process, it
sends the user’s OTAC encrypted with the OTAC itself. This
scheme may ensure the privacy of the user’s credentials. Also,
the same OTAC may be used to encrypt the server’s response.
Thus, the OTAC can serve as a shared key between the server
and the client. During the initial trust setup, the server and the
client share a 128 bit AES key generated using the PRNG.
This key is stored at both the server and the client ends
securely. When the service message is exchanged between the
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server-client, the message is encrypted with this Key. This key
may also be changed at the end of every communication
session. As the OTAC serves as the authentication as well as
privacy key, the MSF 142 must not forward anything to the
service provider 168 or the electronic transaction facility 101
to establish the dynamic trust.

[0732] The MSF 142 platform implements a concept of
‘Symmetric Signing’ to ensure the authentication and data
integrity. In this approach, hash of the message (Message
digest) may be encrypted with a shared symmetric key,
instead of the sender’s private signing key. When the server
receives this signature, it may verify the signature by decrypt-
ing it with the client’s symmetric key. If the signature can be
verified, the originator of this message is likely to have the
shared secret key of the client. Given the fact that the shared
secret key is 256 bit strong AES key, generated using the
PRNG, it is difficult to crack it using the standard crypto
attacks. Thus, successful verification is a highly probable
indictor of the presence of a shared secret with the originator
and, therefore, may serve as the authentication mechanism.
The symmetric signature is produced by encrypting the mes-
sage digest of the message. If the message or the signature is
corrupted during the communication, the message digest will
notmatch. Given the fact that it is difficult to break the key, the
signature is unlikely to be reproduced by an intruder.

[0733] The elements depicted in flow charts and block dia-
grams throughout the figures imply logical boundaries
between the elements. However, according to software or
hardware engineering practices, the depicted elements and
the functions thereof may be implemented as parts of a mono-
lithic software structure, as standalone software modules, or
as modules that employ external routines, code, services, and
so forth, or any combination of these, and all such implemen-
tations are within the scope of the present disclosure. Thus,
while the foregoing drawings and description set forth func-
tional aspects of the disclosed systems, no particular arrange-
ment of software for implementing these functional aspects
should be inferred from these descriptions unless explicitly
stated or otherwise clear from the context.

[0734] Similarly, it will be appreciated that the various
steps identified and described above may be varied, and that
the order of steps may be adapted to particular applications of
the techniques disclosed herein. All such variations and modi-
fications are intended to fall within the scope of this disclo-
sure. As such, the depiction and/or description of an order for
various steps should not be understood to require a particular
order of execution for those steps, unless required by a par-
ticular application, or explicitly stated or otherwise clear from
the context.

[0735] The methods or processes described above, and
steps thereof, may be realized in hardware, software, or any

Jan. 12,2012

combination of these suitable for a particular application. The
hardware may include a general-purpose computer and/or
dedicated computing device. The processes may be realized
in one or more microprocessors, microcontrollers, embedded
microcontrollers, programmable digital signal processors or
other programmable device, along with internal and/or exter-
nal memory. The processes may also, or instead, be embodied
in an application specific integrated circuit, a programmable
gate array, programmable array logic, or any other device or
combination of devices that may be configured to process
electronic signals. It will further be appreciated that one or
more of the processes may be realized as computer executable
code created using a structured programming language such
as C, an object oriented programming language such as C++,
or any other high-level or low-level programming language
(including assembly languages, hardware description lan-
guages, and database programming languages and technolo-
gies) that may be stored, compiled or interpreted to run on one
of'the above devices, as well as heterogeneous combinations
of processors, processor architectures, or combinations of
different hardware and software.

[0736] Thus, in one aspect, each method described above
and combinations thereof may be embodied in computer
executable code that, when executing on one or more com-
puting devices, performs the steps thereof. In another aspect,
the methods may be embodied in systems that perform the
steps thereof, and may be distributed across devices in a
number of ways, or all of the functionality may be integrated
into a dedicated, standalone device or other hardware. In
another aspect, means for performing the steps associated
with the processes described above may include any of the
hardware and/or software described above. All such permu-
tations and combinations are intended to fall within the scope
of the present disclosure.

[0737] While the invention has been disclosed in connec-
tion with the preferred embodiments shown and described in
detail, various modifications and improvements thereon will
become readily apparent to those skilled in the art. Accord-
ingly, the spirit and scope of the present invention is not to be
limited by the foregoing examples, but is to be understood in
the broadest sense allowable by law.

[0738] While the invention has been described in connec-
tion with certain preferred embodiments, other embodiments
may be understood by those of ordinary skill in the art and are
encompassed herein.

What is claimed is:
1. A method, comprising:
providing a universal electronic transaction facility.
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