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1
SYSTEM AND METHOD FOR ACCOUNT
LEVEL BLOCKING

CROSS-REFERENCES TO RELATED
APPLICATTONS

The present application 1s o non-provisional application of
and clams prionty 1o LS. Provisional Application No.
O1/156.938, filed on Mar. 3. 2000, and S, Provisional
Application No. 6171575340, filed on Mar. 4. 2009, ‘These
applications are herein incorporated by reference wn their
entirely for all purposes.

BACKGROUNID

[n some cases. o consumer May wanl o restrict bis vsage of
his acconnt so that certain trsactions are authorized and
some are nol. A typical example may be where a parent
provides a credit card 10 a minor child. Another example may
be where an employer provides o credit card W an emplovee
for use in conducting transactions related 1o his caployment.
In such sinations. the party responsible for payment may
wish to limit the anthorized vser to a subsei of trnsactions
that is much more grannlar than just o credit it as imposed
by the card ssuer. The user may set authonyation controls
wherchy payment card transactions are blocked at the autho-
Fization stage of a trapsaction if certain blocking criteria are
met. For example. the user may mforn a central server that
authorivation reguests Tor transactions associated with a pay -
ment card should be denied 1P the transactons are conducted
out of the conntry.

Although such authorization controls are effective. there
are many siteations where o transaction may be cleared even
thongh the paymen transaclion was nol supposed 10 b,
Cleaning of o ransaction 1s the process where o merchant or
an acgumrer (e.g.. a bank with o merchant accoumt) provides
ithe appropriate issuer with mlonmation on twe sale. This may
include providing duta required w identily the cardholder’s
uccount and providing the dollar amount ol the sule. Wihen the
issuer gets this data, the ssuer posts the amount of the sale as
a draw against the cardholder’s available credit and prepares
to send payment to the acquirer. The next step afier clearing is
settlement which is the actual exchange of funds.

As an illostraton of how an elfort w control transaction
authorizations through avthorization request messages may
not be {ully elfective W prevent transactions from proceeding.
a merchant way have o Vloor imit” of S100. This means that
il o consumer makes g purchase transaction at the merchant
For less than STO0. the mercham can amborize the ransaction
without having (o go to the issuer o determine whether or oot
the corrent transaction shonld be authorized (e p. whether the
consuner has sullicient funds o cover the truansaction or has
olher restrictions ou his account} sccording 1© comeols e
are set {or anthonzation request messages. Thus, even though
the user may want (o prohibit the transaction al the merchant,
an anthonzation requesi message is not sent {0 ihe 1ssver and
the authorization controds that may reside between the mer-
clunt and thwe ssuer way not be mvoked. As a resall o rans-
action that should not have oceurred may madverienily oconr,

Lmbodiments of the invention address these and other
problems wdividually and collecuvely.

BRI SUMMARY

Lmbodiments ol the wvention are direcied o methods,
systeis. aud computer readable media for authorization and
notilication.

e

[

2

[
i

gl
A

=

h
A

9]

2

Oue cibodinent of the mventon 1s directed o method
that inclhedes roceiving, at a sorver Compuier. o wansaction
clearing request Lor a iransaction. and then determining. vsing
the server compuier, i e ransaction satis{ies a stored block-
g parameter. The method lurther includes allowing. using
the server computer. the transaction cleaning request 1f the
transuction does ol satisly the stored blocking parameter.
aned denying. vsing the server compuiter. the iransaction ¢lear-
ing request iF the wansaciion satisfics the stored blocking
paraimeler.

Another embodiment ol the nvention is directed w0 a
method that includes receiving, af a server computer. a trans-
action clearng request lor a transaction. and ten determin-
ing. wsing he server compuier, iF the transaction satisfics o
stored blocking wotfication parameter. The method lorther
icludes sending. using the server computer. @ wotification
message iF the ransaction satisties the stored blocking noti-
fication parameicr.

Another embodiment ol the nvention is directed w0 a
wwethed that incindes specilving. using g server compuler. al
least oue blocking paramieter wherein the blocking purameter
15 subsequently used to block a transaction that satisfies the
blocking parameter. The method forther ineludes recorving. a
the server compter. o aotification message whew o transac-
ton satisies e blockmg parumieler.

Another embodiment of the mvention is direcied o a
method that includes sending. using a computer apparatus. a
iransaction ¢learing request wherein g determination s made
as 1o whether the trunsacuon cleanng request satislies o stored
blocking parameter. The method orther incluades receiving
using the compuier apparatus. a cleanng return code i ihe
transaction clearing request satislies the stored blocking
parameler.

Orher cnbadiments of the wnvention are directed 10 com-
puter readable wedia compnsing code lor perfonuing the
above-described methods as well as systems, apparatuses and
devices that perlorm the methods andior that use the com-
puter readable media,

These and other cmbodiments of the
described in Turther detail below.

VeIl are

BRILE DESCRIPTION OF 1T DRAWINGS

F1G. 1 shows a block diagran ol a system sccording 10 an
embodiment of the invention.

IFIG. 2 shows a block dugram of a payment processing
uetwork secording to an cinbodiment of the vention.

FIG. 3 illustrates an exemplary computer system in winch
various ecmbodiments may be naplemented.

I'IG 4 shows a Howchart illusirating stops m
according to an embodiment of the invention.

G, 5 shows o flowchart illustrating steps m
according 10 an embodiment of the lnvention.

IFIGL 6 shows a Howchart illusirating stops m
according to an embodiment of the invention.

FIGE. 7-13 show exemplary vser inlerface screens accord-
ing W an embodiment of the invention,

a method
a method

a method

DETAILED DESCRIPTION

Finbodiments of the preseat invention are directed 0 sys-
tems. apparatuses and methods for accomt level blocking ol
transactions at the clearmg authorization stage (1.0, 10 pro-
vent the transactions from being cleared when the sales drafis
are bemg processed at the payment processimg network) and
optionally at the transucton authorization stage (1.e. 10 pre-
vent the transaction lrom being approved).
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mbodiments ol the invention allow o consuner or other
catity to set parameters o specily the types of payment trans-
actions that should not be allowed (o conclude. For example.
the consumer may wanl 1o block all transactions made with

his ereditcard outside the United States. ata partcnlar type of

merchant {e.g.. liauor store) or via a certain paymeit channel
{c.e. hnteruet purchases). Aller registration 1 g blockig
system 0 specily his blocking paramelers, any transactions
made with ns credit card ontside the United States. mna hguor
store, or on the Internet will be demed. These parpmcters can
be changed at any e by thwe consumer. The consumer can
also specily that e would like w receive notification when

these tvpes of transuctions ocenr or when these types of

iransactions are blocked.

Lmbodiments of the wvention also allow entiies such as
issners of credit cards, debit cards. prepaid cards, and the like
o specily blocking parumicters lor cleanng level authoriza-
tion and noullcation. Wihen o transacton clearing regquest
from o merchant micets oue or more of the paramelers spect-
{ied by the issuer, an action specified by the issuer may ocenr.
For example, an issuer may want (0 resirict imasaciions from
clearmig that relate W a speeific card or set ol cards that have
been lost or stolen or block all recurring transactions from
speetiicd merchunts, The ssuer may also specily that upon
the oceurrence ol a transacton clearing request {or such a
transaction. notilication should be sent 1o the issuer’s trans-
action systeat. o merchant subsequently sends o transaction
cleariig request for o transaction et was nol previously
authorized by the card wwsuer. the transacuon cleanng request
would be denied (.o the transaction s not allowed). Further-
more. a text or email message would be sent o the ssuer
indicating that a prohibited transaction had attempled o clear,

Additional details regarding embodinents ol the mvention
are described below.

FIGL T shows a system that can be wsed for conducting o
payment rnsaction. For simplicity ol illustration. one con-
suner. one cousuimer device. one clicit compuler. one sccess
device. oue merchant. one seguirer. snd one issuer are shown,
H is undersiond. however, that embodiments of the invention
may include multiple consnmers. consumer devices, client
computers. access devices. merchuits, sequirers. and 1ssuers,
In additonal. some cmbodiments ol the nvention may
include Fewer than all ol the components shown i VG, T
Also. the components w FIG. T may communicate via any
surtable communication medmm (incledmg the Internet).
using sy stikable communication protocol.

The system 100 includes o consumier [ which may be an
individual. or an orgamyaton such as a business that 15
capable of purchasing goods or services. The consumer 10
may operaie a client compuier 16 The clieni computer 16 can
be a deskiop compulter. o laplop cowputer. o wircless phone.
u personal digital assistant (PDAY. ete. [U may operate using
any sutlable operating sysiem mcluding a Windowsill based
operating system. The client computer may be used (o interact
with o merchant 20 {c.g.. via o mercham website),

The consumer deviee 12 may be i any suitable form. For
exauple. suitable consumer devices cun be hand-held and
compact so that ey i inlo a consumer’s wallet andior
pocket (v pocket-sized). They may melude smart cards.
ordinary credit or debit curds {(with o magnetic strip and
withoutl o wicroprocessor). keyvehain devices (such as e
Speedpass™  commercially avalable form Bxxon-Mobil
Corp.). ele. Other examples of poriable consumer devices
include cellular phones. PIYAs, pagers. payment cards. secu-
rity cards. secess cards. smart medio. tronsponders. and e
like. The consmuer devices can also be debit services {e.g.. a
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4
debit card). creditdevices (e.g.. o credit card). or stored valone
devices (e g.. a stored value card).

The merchant 20 may be an ndividual or an omganization
such as o business that is capable of providing goods and
services, The merchant 20 may have g compuler appuratos
{not showad, The cowpuler apparalus may COMprise u pro-
cessor and a compuier readable mediom. The computer read-
able medivm may comprise code or instructions forsending a
transacton clearing reguest and receiving a clearing rewarn
code.

Thwe merehant 20 may have one or more access devices 14,
Suitable access devices include interfices and may include
poini ol sale (POS) devices, cellular phones, PIAs, personal
computers (PCs) wbiet PCs. hondheld specialized readers.
sel-lop boxes. clectronie cash regasters (HCIR). sutomated
eller machines (ATM) virinal cash regasters (VOR). Kiosks,
security systems, access systems, and the like. They can mter-
act with conswmer devices. For example. a consumer 10 usimg
a credit cord W purchase o good or service can swipe il
tirrough an appropriate slot o the POS werminal. Alternatively
the PPOS erminal may be a contactless reader, and the con-
sumer device 12 may be g comactless device such as a con-
taetdess card. As another alternative. o consumer 10 may
purchuse o good or service viooa merchant s website wheree the
consumer enters the credit card indonuation e te client
compuier 16 and cheks on a button (o complete the purchase.
The chent compuier 16 may be considered an access device.

The system 100 alse meludes an acauirer 30 associated
with the merchant 20, The scquirer 30 may be i operative
communication with an ssuer 50 of the consomer device 12
via o payment processing network 400 The acquirer 30 is
typreally a bank that has o merchani account. The issucr 50
way also be o bank. but conid also be o business entity suclias
a retail store. Some entities are both sequirers and issuers. und
embodiments of the invention inelude such entities. The
acquirer 30 and the 1ssuer 50 may each have a server compuier
aed o database associated with the server computer (not
showi.

Thwe puyment processing network 40 15 located between {in
anoperaiional sense) the acquirer 30 and the issuer 50. [ may
melude data processing subsystoms, networks. and opera-
tons used W support and deliver aumbworization services.
exceplion file scevices. and clearing and setticinent services.
An excuplary payment processing network is shown in FIG.
2. The payment processuig network 40 may include a block-
ing system 41 which allows for costomizable level ol conirol
e restoet authorization and clearng of wunsuctions. The
blocking system 41 ntilizes services (rom the real ume deci-
sion engine 42 and the notification engine 45. The anthoriza-
uon system 43 processes anthonzation requests and the clear-
ing system 44 performs clearing and seitlement services.

lor exmuple. o payinent processing network may nclude
VisaMNe('™, Pavineat processing aetworks such as VisuNet'™
are able 1o process crednt card transactions. debit card trans-
actions, and other types of commercial irnsactions. Visa-
Ne'™, in purtcular. meludes o VP system (Visa Integrated
Pavinents systeind which processes authorization reguests
and a Base [ system which perfonus clearing and settlement
SLFVICOS.

The payment processing network 40 may vse any suitable
wired or wircless network. ncluding the nteruet. The pay-
el processing network 40 may have a server computer and
a database associated wiih the server computer (not shown).
The server compuier Y comprise a processor and g com-
puter readable medmm. The compuier readable mednmm may
comprise code or lustructions for receiving o (ransucion
clearing request. determming i the transaction satisiics o

IPR2025-01147
Apple EX1015 Page 16



US 8,103,588 B2

s
stared blocking purameter. allowing or denying the transuc-
tion clearing requesi based on the blockmy parameter. deter-
mining if the traasaction satisfios a stored blocking notifica-
tion parameter. and sending a notification il the transaction
sutisiics the stored blocking notilication parameter.

IiG. 3 dllustrates an excmplary computer system 304 1n
which varnous embodiments may be wnplemented. The sys-
fem 300 may be used o implement any of the computer
systes deseobed above {e.g.. clicnt computer 16. o server
computer al e pavinent processing network 40, o server
computer at the issuer 500 o computer apparatus ot the mer-
chant 20, eic.). The computer system 3H) 15 shown comprs-
ing hardware elements that may be elecincally conpled via a
bus 324. The hoardware elemients may include one or wore
central processing units {CPUs) 3020 one or more mnput
devices 304 (e.p.. o mouse, a keyboard, ete. ), and one or more
output devices 306 (v.g.. a display device, a pnnter. ¢tc.). The
compuier system 300 may also iclude one or more siorage
devices 308, By way ol examiple. the storape devicefs) 308
can mclude devices such as disk drives. optical storage
devices, solid-state siorage device such as a random access
menmry (CRAM™) andior a read-only memory (CROM™),
whichcan be programmable. fasbi-updateabic and/or the like.

The camputer system 300 may additionally include a com-
puter-readable storage media reader 3120 0 commications
system 314 (e o modem. a network card (wircless or
wired), an inlip-red communication device, ete. ), and work-
ing memory 318, which may include RAM and ROM devices
us desceribed above. In some cinbodiments. the computer sys-
tem 300 may also include a processing acceleratton unit 3146,
which can include a digital signal processor DSP. a special-
purpose processor, andior the hke.

The computer-readable storage media reader 312 cun lur-
ther be comected 0 o computer-readable storuge medinm
310, topether (and. optionally, 1 combination with storape
device(s) 308) comprehensively representing remote, local,
{ixed. and‘or removable storage devices plus storage media
for empaorunly andfor maore penanently containing. stonng.
transiniting. and retrieving cowputer-readable indbmation.
The commmications sysiem 314 may permt data 10 be
exchanged with the network and/or any other computer
desenbed above with respect 1o the system 300,

The computer system 300 may also comprise soltware
clements. shown as being currently located within o working
memory 318, including an operaiing system 320 and/or other
code 322, such as an application program (which may be a
client application. Web browser. mid-tier apphication. rela-
tiom] database manageent system (RDBMSY cwe)
shounld be appreciated that alternate cmbodiments of a com-
puier system 300 may have numerous variations from that
described above. For example. cosiomized hardware might
ulso be used andfor partcular clements wight be nuple-
mented in hardware. soltware {including portabie sollware.
such as applets). or both. Forther, comnection (o other com-
puting devices such as network inpotioniput devices may be
ciuployed.

Storage medio sud computer readable media [or containing,
code. or portions of code. can include any appropriate wedia
known or used m ihe art. incleding siorage media and com-
muncation media, such as ot not himited 1o volatile and
non-volutile. removabie and non-removable media iple-
mented 1 any method or teelnology o storage andfor rans-
mission of inlormation such as computer readable instruc-
tions, daia streciores. program modules. or other data,
including RAM. ROM. FEPROM. Hash memory or other
memory weehnology, CD-ROM. digital versatiie disk (1V1))
or other oplical storage. magnetic casselles. magnelic pe.
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wgnene disk storage or other magoetic storage devices. duta
signals, data ransmssions, or any other medium which con
be used (o store or transmit the desived information and which
can be accessed by the computer. Based on the disclosure and
teachings provided herent. o person ol ordinary skiil in the art
will appreciate other ways andfor methods o implement the
various embodimenis.

FIG 4 shows a Howchart nxcluding a pencral method
according W an cinbodiment of the invention. The wethod can
be desenbed with relerence w the block diagrams m FIGS. 1
and 2 and the sereen shots in FIGS. 6-13

irst. @ consumer 10 may be presented wiilia webpage via
a client computer 16 to register for account level blocking, as
showi i FIG. 7 and 10 step 405 ol FiG. 4. This webpage or
web application may be hosted at the payviment processing
network 40 or the 1ssuer 56 A consumer may also registor in
other manners such as by phone. email. SMS. cte. As part of
the registration. the consumer may be asked to provide iden-
ufving inlormation w the registration web server. i order W
anthentcate w0 the server that thie consumer 1s mfuct who he
clams w0 be. Once the consumer has been authenticated. he
may then specify blocking criteria to be associated with one
or mare secounts. Thevse olsuch blocking criteria may allow
the consumer 1) w0 place restrictions on s acconnt that are
wwore specilic than resteictons that way be pluced by the
issuer S0 of the accound. 1 s vselnl for a consumer (o be able
0 1mpose speciiic restnetions on his account.

Blocking criteria way include juasdiction {e.g.. countrics
ar regions 1n which the transactions will not be allowed).
merchant category code or merchant calegory group (2.
type of business o merchant operates), merchant verification
vahw (e.p.. transactions that originate from a particular mer-
chunt. category ol erchants. or st ol werchants will not be
allowed). poyient channel (e fuce-wo-fuce. card wot
present. e-commerce). enmal 13 (e, deny transaciions
that originate from specilic terminals). transaction type (e.g..
cash. POS purchase. quasi-cash, account funding ransaction
(ALY oniginal credit. paviment). lost or stolen card {e.g.. o
“hoteard™ list which will Block ail ransactions rom that card
from being anthorized). service code (e a list of service
codes rom a card’s magnete stripe that shonld be blocked).
recurring payment {e.g. stop all recurring transactions (rom
specilied merchants). single transacton limit, daily limit. or
wonthly limit FIGS. 8-12 show exemplory user niterlace
screens that may be provided to o consumer 10 o specily
blocking parameicrs.

G 8 shows an exemplury screen For setting spending
control parameters, The consumier 10 may have the option o
select preset profiles (g emplovee. sindent. high scounty.
cic. ) winch would antomatically set authorization paramelers
1o the most common setting or the type of profile selected.
The use of o predetermined profile 1s advantageons. s it can
suve an gecount holder tine and can provide suggestions on
what types ol transactions to block. For examiple. a “siudent”
profile may preclude transactions conducted al merchants
that sell lignor, The account holder may not think of s
transacton bocking scenario and an exemplary profile may
suggest (s for him.

Additionally or alternatively. the consumer 10 has the abil-
Hy 1o create a custom profile and designate anthonzation
paraineters Jor that profile. Any account subsequently desig-
nated with this profile wounld wke on the sume iathonzaton
parameters. The consvmer 10 can desipnate as many cards o
he same profile as appropriate. For example. a small business
owner can sel all of his employee cards as “employee”

A consumer 10 can choose o deny or allow cash advanees
lor the accomu and Internet purchases. The consumer 10
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could also set a single purchase Linit which may provide for
the maximom amonnt that may be spent i a smgle transac-
fion (e.g.. S5000). Apothwer blocking criteria may be a daily
limit, which lnmts that maamuom that may be spent ina simgle
day. Similarly. o monthly lunit may also be provided.

IIG. 9 shows an exeinplary screen for seting calegory
controls. A consumer 10 can choose W allow or deny o trans-
action relating o shoppmg. dimng and enlertainment. hovse-
hold mamicnance. utilittes and telecom. healtheare. oduca-
tion and charrtios. auto related. ravel. services, cic. For
exauple. o parent who has given a card 10 o winer child may
wish o block purchases ot merchants whe sell sdult oriented
goods (e.g. hguor stores),

Another potenual blocking critena may be the channel
sed ma transaciion. Some cxamples ol channels con inclhede
merchant's brick and mortar stores, onlme purchases, Anto-
mated Teiler Mauciine {ATM ) transactions. and others, A con-
sumer 10 may wish 1o block transactions from certain chan-
nels. wihile allowing then lrow other channels. Siuilaely w
channel blocking. o consumer 10 may also wish o specily
blocks based on transaction iype. For example. purchase
transactions may be allowed. widle cosh advance trunsuctions
may be demed.

FIGE. 10 and 1 show exemplary screcns lor setting loca-
won controls so that a consumer 10 may block transaction
based on geographic Jocation. A consomer 10 can spearly
blocking purameters by broad categories (e, United States.
luropey or by specific states within o country {e.g.. Arivon.
Colorado). For example. the consumer 10 may wish o block
transactions that oceur ontside ol a specified list of states. or
outside ola specified list of countries, or outside ol ihe prosent
country.

The above hist of blocking criteria is not intended W be
exhanstive. Embodiments of the present disclosure may make
se of any blocking criiena as may be made available. Addr-
tionally. the blocking criteria as prosented above may be vsed
in auy combmation. For example. the consumer 10 may
speeily o monthdy transaction limit along with a list of unac-
cepiable merchant codes, while restncting purchases o the

United States. [fa transaction is attempted that violates any of

the blocking eriteria. the transuction may be disallowed.
The eritenu presented above for blocking transactions may
ulso be used W provide the consumier responsible lor thw
account with notilications. An exemplary webpage that may
be presented 0 8 consumer o set potification parmmetors is
shown in FIG. 12 Por example. a consumer 1 can specily a
parameter W0 be notilied when tronsuctions are denied bused
on his blocking parameters. Notifications can include a toxt
message 10 a mobile phone. an c-maml message. a phone call,
# voice message or iy other suitable form ol notification. [n
some embodiments. instead of blocking o transaction. o noa-
ficution wwessage will be sent 10 the consumer 10, Such a
notification can be vseful in situations where the responsible
party may not wish or the transaction (o be demed. but wishes
w0 be notified ol the oceurrence. For example. an employer
may wish 1o control the maximun muount an cinplovee may
spend on g single transaction. o blocking criteria based on
asmple transaction linnt is set. ransactions above that limit
will ahways be dened. Towever, siinations may anse where
the emplovee must spend an amount that is outside of normal
{c.g.. the employee muost pay a lurge velucle repair bill Tor a

company owned vehicle). 13y using notifications. instead of

blocking. the caplovee will be on notice that lns trnsaciions
are being monitored by the employer, while at the same time
ot restricting thwe cimplovee™s nse ol (e card voder exeep-
o] cireuimstances.
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I semie cbodiments. transaction blocking and notidica-
tons may be used ogether. For example. the cardholder may
wish 1o sct a monthly spending hnt, and specily an account
level block which will deny iransaciions thai would conse the
wonthly limit to be exceeded. AL the suime tne. the sceount
holder may wish o only be notiied of any single wunsucuon
that exceeds a sel hmit, while ot denving the transaction.
Any combination of blocking and notiflcations using criteria
sucl as has been described above are conteplated.

Ouee the consumer 10 has Oaished registration for account
level blocking related 10 oue or more accounts. the blocking,
parameters will be vsed by the payment processing network
40 via the blocking system 41 to determine wheilier ornot a
payvineid transaction using the account should be blocked
{e.g.. authorization for the puyiment transaction declined ). A
consumer 10 may retorn (o the blockimg system webpage 1o
make any vpdates or modifications to blocking and notifica-
don parameters. A consimer can also view all of the recont
activity for los acconnt as shown in FlG. 13,

Retrning to FIG. 4. g wypical purchase tansaction. the
consumer 10 purchases a good or service at the merchant 20
using a consumer deviee 12 such as a credit card (siep 410).
The consumer™s consuner device 12 can nteraet with an
access device 14 such as o POS {pomt ol sule) tenuinal at the
wwerehuit 20. For example. the consumer 10 may ke o credit
card and may swipe # through an appropriate slot in the POS
ierminal. Aliernaiively, the POS terminal may be a contact-
less reader. and the consumer device 12 may be u contactess
device such us a contuctless card or o mobile phone with o
contactloss clement.

An avthorization request message 15 then {orwarded o the
acquirer 30 Adier receiving the anthonzation reguest mes-
suge. the acquirer 30 sends the mathorizution request message
o the pauymeit processing network 40 (step 4153, The untho-
nization request messaged 15 then recerved by a server com-
puter al e pavment processing network (step 4200 The
pavment processing network 40 via the blocking sysiem 41
then determines whether the transaction satisfies o stored
blocking purameter {step 425} by comparing the data cle-
menis available in the auihorization request message againsi
ihe blockmg parameters specilied by the consumer tor types
of transactions 1w be bocked.

For example. o consumer 1D may provide o credit card 1o
his nnor son. Using the example shwown in UG, 6. te con-
sumer 10 may have specilied a blocking parameter associated
with a certain merchant category code (MCC) or liquor
stores (e.g.. 23563 dicuting that he wats all transuctons at
higuor stores blocked for thunt accomnt. Te may also specily
parameters indicating that all transactions that ocewr in Aus-
iria, Brazal, Canada, and laly be blocked for that account. The
minor son may then attempt (0 wse the credt card (o make a
purchuse @ liguor store i France, Onee the iathonzaton
request message is received at the server computer gt the
pavment processing network 40, the payment processing net-
work 40 via the blocking sysiem 41 compares the information
i the anthonzation request message o the blocking puram-
eters selected by the consmuer 10, For example. the blocking
system 41 compares the acguirer conntry “lrance”™ with the
blocked covntries and determines that no blockmg parameter
apphies. lithen compares the MCC o the blocked MCCs and
uotes that the code 2356 lor liquor stores matches the code on
the blocked MOCs Dist. Thus. the transaction would not be
allowed.

Returning o 1G4, [Fihe blocking system 41 determines
hat a blocking parameter is satislied (e.g.. the transaction is
occurring al g liguor store as in the example above). then an
anthorization is declined (step 4353 and the pavineid process-
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ing network 40 Forwards the authorization respoise message
back to the acquirer 30 The acguirer 30 then sends the
response message back o the merchant 200

Adier the merchant 20 receives the authorization response
message. the aceess device 14 at the merchunt 20 may then
provide the inthonzaton response message for the consumer
10. The response message may be displayed by the POS
termmnal, the consumer device 12. or may be prinied out on o
receipl.

IF the blocking system 41 determines that o blocking
paramceter 15 not satisled. the tansacton 15 allowed {step
430} and the paymoent processing network 40 then forwards
the anthorzation request message o the issver 50 of the
consuiner device 12,

Adler the ssuer 50 receives the inthonzation request mes-
sage. the wssuer 50 sends an anthorizalion response message
back 10 the payment processing network 40 (o indicate
whether or not the current wansaction 15 anthorized (e
whiether the secount has sulficient credit or lunds to cover the
transaction). The pavment processing network 40 then lor-
wards the anthorzaton response message back 1o the
acquirer 30. The acquirer 36 then sends the response message
buck w0 the mercham 20,

Adler the merchant 20 receives the authorization response
message. the aceess device 14 at the merchunt 20 may then
provide the anthorization response message for the consumer
10. The response message may be displayed by the POS
terminal. the consumer device 12, or may be printed out onu
receipl.

Regardless of whether anthorization is granted or declined.
the blocking system 41 determines whether or not a notica-
tion parameter 15 mel (step 440) by comparing the data cle-
ments available i the suthonzaton reguest message against
the potification parameters specilied by the consumer or
types of transactions he should be notified about. As
descnbed carlwer. o consumer 10 may want (o be potified
abont a particular type of ransacion. whether or not the
transaction was aclually bocked.

M blockmg system 41 determines that o notification
parameter 1s not satislicd. the process ends (step 445). 1 the
blocking system 41 delermines that a notification parameter
is satisfied. then notificaton is sent o the consumer 10 {step
4503 by means previously specilied by the consumoer 10 {c.g..
thengh registration or 10 later updutes made via o webpage).
For example, a consumer 10 may receive notification via an
SMS message on his mohle phone.

IiG. 5 shows u Uowchan ncluding o general method
uccording to anembodiment ol the nvention. The method can
be described with relerence o the block diagrams in FIGS. 1
and 2.

Fipst an issuer 50 repisters for account level blocking (step
5053, An issuer 30 may register via o website {similar o wia
was descnbed above For o consumer registeation). by email.
phone, other means to specify blocking parameters o the
payment processing network 40 An issuer 50 may also
specily such parameters o bateh upload periodicaily {e.e.
hourly. daily. weekly., monthly ). For example. the issuer 50
may wanl 1 provide an updated list of lost or stolen cards wt
ithe end of the day drectly 1o the blocking sysiem 41 at the
payment processmg neitwork 490,

Similar o the exampie described corlier mrelerence o
FIG. 8. an assuer 50 may have the option o select preset
prodiles (e.g. high secuniy) which wonld antomatically sot
authorization parameters (o the most common setting for the
type of prodile selected. The use of o predetermined profile is
advanlageons. as 10 can suve an ssuer ime and con provide
suggestions on what types of transuctions w block. The ssuer
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way 1ol think ol tios cansacuon blocking sceuano and an
exemplary profile may suppost this or the issuer.

Addiionally or alternatively. the issver 50Hhas the ability to
creaie a custom profile and designate anthorization param-
cters Jor that prodile. Any account snbsequently designated
with tus profile would ke on the sumic suthorzation param-
clers. The wssuer 50 can designate as many accounts fo e
same profile as appropnate. For example. an ssuer 50 can
speci iy o didfferent profile for cach merchant category. for
specilic pavinent channels. or or u specific merchant,

As deseribed above and in relerence 1o FIGE. 8-12. block-
mg critenia may include jurisdiction (€2 cCounines of regions
m which the tmnsactions will not be allowed). merchant
cutegory code or merchant category gronp {c.g.. type ol mer-
chaint lrom which ransactuons will oot be allowed). merchant
verification value (c.p.. transactions hal originate rom 2
particulay merchant. category of merchants. or list of mer-
chants will not be allowed), payment chamel (e.g.. tace-io-
lace. card not prescat. e-comnmnerce). wrinal 11 {e.g.. deny
transactons tat originate lrom speciiic wrnninals). runsuc-
tton type (¢ g cash, POS purchase, quasi-cash, acconni fund-
mg transaction (A1) orgmal credit. payvment). lost orsiolen
card {e.g.. a “hoteard™ list which will block oll transactions
lrow that eard Trom being iathonzed). service code {cg. 8
list ol service codes from a card’s wagnete stape that should
be blocked). recurring payment (¢ 2. stop all recurrmg trans-
actions from specilied merchants), single transaction limit,
daily limit. or monthly limit

The above list of blockmg eritenz 1s ot ntended o be
exhausitve. mbodiments of the present disclosore may make
use of any blocking criteria as may be made available. Addi-
tonally. the blocking coieria as presented above may be used
1 any combinatuon. For example. the issuer 50 may specily o
list of unacceptable merchant codes and restrict purchases w
he United Siates. [T a transaction s atiempied that violates
any of the blocking crieria, e mnsaction may be disal-
kowed.

Auny mmuber of transactions may be conducted over the
course of uun hour, duy. week. ele. at o particoiar merchunt 20
or by a particular consumer 10 account. At the end of the day,
a clearing and setilement process may be conducied by e
pavinent processing network 40, Adler the ssuer 50 has reg-
istered lor account level blockmg related 160 one or more
accounts. the blocking parmueiers will be vsed by the pay-
ment processing network 40 via the blocking system 41 1o
determmne whether or not a clearnng transaction related 1o the
account should be blocked (e.g.. transuction clearing reguest
dechned).

ipst. a merchant 20 sends a transaction clearing request via
a computer apparaius Jocaied at the merchant (o the payment
processing network 40 via an acquirer 30 (step ST0). A server
computer gt the pavinet processiing network 40 receives the
transacton clearing request (step 5153, The payvinent process-
g network 40 via the blocking system 41 determnes
whether or not a blocking parameter s satis{ied (step $20) by
compuring the data elemients available 1w the transucuon
clearing reguest message {e.g.. clearing record) against the
blocking parumeters speciiied by (e issuer 50 lor types ol
iransactions w be blocked.

As described above, FIG. 6 shows an anthornization moes-
suge and how the puyment processing network 40 via the
blocking system 41 compares the data clements avanlable in
the authorization message with the blocking  paramcters
speciied by the consumer 10, [n s embodiment. insiead of’
an avthorization message, the payment processing network
40 via the blocking system 41 is companng a ransaclion
clearing request with the blocking parameters. For exumple.
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ui issuer 50 may have speeliied parameters W block transuc-
tions from clearing that originate in Ausitia, Brazil. Canada,
and lialy. The ssuer 80 may also specify that iransactions
shounld be blocked from clearing that have the merchant cat-
cpory codes 15210 1953, 21150 2356, and 5267, Finally. the
issuer S0 may specily that transactions should be blocked
from clearing that are in a list o Jost or stolen cards (not
shown).

In this example. o merchant 20 may send o transaction
clearing request via o computer apparats located ot the mer-
clant 1o the puyment processing network 40 lor clearing, A
merchant 20 may send one request at o time or may send a
baich of many requests. Oncee the transaction clearing request
is receivied at the server computer ut the payment processing
network 40, the blocking systein 41 compares the inlormation
in the transaction clearing request 1o the parameters specilied
by the wsuer 54 For example. the blocking system 41 com-
pares the acquirer country “France” with the blocked conn-
tries and detenuines that o blocking parameter applics. it
then compares e MOC o the blocked MOCs and notes it
the code 2356 maiches the code on the blocked MCCs st
Thus, the ransaction wonld not be allowed. The blocking
system 41 would also compare the list ol lost or stolen cards
{not shown} and determine whether or aot the aecount nain-
bor matched o lost or stolen card.

If the blocking sysiem 41 deiermines thal a blocking
parameter is sairsliod (e the MOC maiches a code on the
blocked MOC list as in the example above). then the transac-
tion cleunng requiest 1s declined (step 5303 and the payinent
processing network 40 sends a transaction cleanng response
to the acgumirer 30 The response may mclude an appropriaic
decline code indicating the reason the reqguest was declhined.
T seguirer 30 then sends the response wmwessage back o the
merchant 20,

If the blocking sysiem 41 deiermines thal a blocking
parameter is not satisfied. the trapsaction clearing request s
allowed and the payment processing network 40 theihiates
settleinent {step 5253, Thus. the payment processing network
40 pays the merchunt 20 {via the aequirer 30). debits the issuer
account and sends the transaction to the wsuer 50 The ssuer
50 posts the transaction to the consmer accomi and sends a
monthly stacment w the consumer 10, The consumer 10
receives the statement from the issuer 50,

Regardless of whether the transaction clearing request 1s
allowed or declined. the blocking system 41 nexi determines
whether or not a blocking notification parameter 15 met (step
5353 Anissuer S0 may want 1o be notilied about o particnlar
ype ol transactoi. whether or not (he transaction was aclu-
ally blocked.

If the blocking sysiem 41 deiermines thal a blocking
parametor 1s not satislicd. the process ends (step 540). 1 the
blocking system 41 determines that o blockmg parameter 15
sutisfied. then notification is sent o e issuer 50 (step 5453 by
means previously specified by the wssuer 50 (e though
regtsivation or m later updates made via a webpage or by bulk
processing). For exauple. an issuer S0 may receive notifica-
tion by email or directly o a system at the issuer S0¢ designed
10 receve such notifications.

Embodiments of the ivention have a number of advan-
tages. As described above there are many situations where a
transaction may be cleared even though the payment transac-
tion wus not iatially aathonzed by the issuer of the eredin
card, debit card, or the like (ep. the merchant has a loor
limit. the network s down. ete ). By allowing the wssoer 50 o

restrict the clearing of cortain transactions, the problem of

clearing transaction that were not mitiaiiy suthonzed may be
avorded.
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Another advantage 1s the ability lor the issuer. consuiuer or
other entily (o select preset or predetermined profiles or set
customized profiles 10 sl parameters common o speciiic
types ol vse (e transactions to block for a student’s use
versus anemployee s use ). The use of o predetermined prodile
15 advantageous. as iLcun save an citity me and can provide
sugpestions o what types of transactions 0 block. or
example. a “sindent” profile may prechude transactions con-
ducted gt merchants that sell liauor, The cotity may not tunk
ol tlus transaction blocking scenurio and an excinplary profile
iy suggest this for hin. A custom or predetenined profile
also makes it mech easier for the issuers, consumer or other
omtilics 1o specily parmctors common © more than one
account without having o specily the suime purmueters for
cuch account individually winch could be quite ume consum-
g il for oxample. an emily has 100 cmployees with
ACCOUNLS.

Lmbodiments of the mvention are addinonally advania-
geous 10 o consmner by allowing o consnmer W restnet nsage
ol his seconnt st certoin ransactions are authorived and
some are nol anthorrsed. A consumer may have a lamge credit
limit (... S10.000) set by the issuer but may wani to specify
a lower spending limil w more sccurately rellect his linancial
sitnation. Further, the consumer responsible for puyving the
account may nol necessarily be the same as the person who is
using the account (e a parel providing a credii card 0 2
minor ¢hld. and employer providing a credit card {0 an
emplovee wased for business-related ransacuons ). Himbodi-
weits of the imvention ailow the consumer who 1s responsible
{or paying for the account o pul restrictions on the use by
others for transactions using the accoum.

Yet another advaniage is the ability for a consumer or issuer
o speeily parameters 10 be notidied about o particular tvpe ol
transacton. whether or not the transacton was  actaally
blocked. As mentioned above, an emplover nay wish o con-
tro] the maximum amount an employee may spend on a single
transaction. Ha blockmng criteria based on a single iransaction
himit is set transactions above that limit will always be
denied. However. situations may anse where the coployee
must spend an amonnt that is outside of normal (cg.. the
employee must pay a large vehicle repair bill lor a company
owned veliele). By using notilications. wstead of blocking.
thwe ciplovee will be on notce it los transactions are being
womtored by the emplover. wihile a the same tme aot
resinicing the emplovee’s use of the cord vnder exeeptional
circumstances. Sumilardy, an ssoer may want © momior
transactons by certuin merchants. payment channels. cle. for
lroud or marketing purposes. but uot necessurily block the
iransactions.

It should be understood that the present mvenion as
described above can be implemented in the form of control
logie using computer soltware in o modalar or integrated
wuer. Based on the disclosore and wachings provided
herein. a person ol ordmary skill m the art wall know and
appreciate other ways andior methods o implement the
present veition using hardware and o comnbination of hard-
ware sud soltware

Any ol the software componeits or functions descobed in
his application. may be mmplemented as soltware code o be
ecxeented by a processor using any smiable compuier lan-
auage such as. for example. Tava, Ce+ or Perl using. lor
example. conventional or object-oriented welnigues. The
software code may be stored as a series of instructions, or
commands on a computer readable mediom. such as a random
access memory (RAM). a read only memory (ROM). a mag-
uctic medinm such as o hard-dove or o Qoppy disk. or un
optical mediom such as o CD-ROM. Ay such computer
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readable medium may reside on or within a single computa-
tional apparatus, and may be present on or withm different
compuiational apparatuses within a system or network.

The above desernption is (llustrative and is not restoctive,
Muny variations of the veation will beeome apparent o
those skilled in the art upon review ol the disclosoee. The
scope ol the mvention should. therelore. be detenuined not
with reference 1o the above description. but mstead should be
determined with reference 0 the pending claims along with
their fll scope or equivalonts.

Oue or wwore leatures rom sy embodiment may be com-
bined with one or more featores ol any other embodinent
without departing from the scope ol the invention.

A recitation of 0™, "an™ or “the” 15 intended (o mean “one
or more” unless specifically indicated to the comrary.

All patents. paient apphcations, publications. and descrip-
tions mentioned above are herein ncorporated by relerence in
their entirety for all purposes. Noue 1s admitied 1o be prior art.

What is claimed s

. A method comprising:

receiving. gl g server compuler. o transuction clearing

request lor o transaction. wherein the transaction clear-
I request was sent by g merchant:

determining. vsing the server computer, i the transaction

satisfics a stored blocking parameter:

ullowing. vsing the server computer. the tronsuction clear-

Tng request 1§ the transaction does nol satisly the stored
blocking parameter: and

denying. using the server compuier, the transaction clear-

g request i ihe ransaction satis{ies the stored blocking
paraimeler.

2. The method of clann T wherein the blocking parameter
includes o junsdiction. merchant category code, merchant
category group, merchant verification value, paymoent chan-
nel. termnal D, transaction type. lost card. stolen card. ser-
vice code. recurring pavment. single transacton limit dly
limit. or monthly bt

3. The meihod of ¢laim 1 wherein the blocking parameler
is specified in a predetermined profile.

4. ‘The wethwed of claim 1 Norther compnsing initially
receiving. al the server computer. al least one blockng paruim-
ler.

5. The method ofclaim 1 furihier comprising sending using
the server computer, o clearing return code if the transaction
sutisfies the stored blocking paraineter.

6. ‘The method ol cliam T whercin the ransacuon was
authorized durning a transaction anthonzation process af the
time the ransacion was ocowrmng.

7. The method of claim 1 wherein the transaciion clearing

request 1s received at the server computer within o buotch of

other transaction clearg requests.

8 The meihod of ¢laim 1 wherein the blocking parameler
is specified in o baich vpload.

9. A non-trausitory computer readable mediv comprising,
computer readable program code cmbodied therem. swmd
coputer readable program code adapted w be executed by a
processor for:

receiving, at a server compuier, o transaction clearing

request lor o transaction. wherein the transaction clear-
I request was sent by g merchant:

determining. vsing the server computer, i the transaction

satisfics a stored blocking parameter:

allowing. wsmg the server compuier. the transaction clear-

Tng request 1§ the transaction does nol satisly the stored
blocking purameter: aud
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denying. using the server computer. the ransaction clear-
ing request i the transaction satisfics the stored blocking
parameter.

T3 A server compnler comprsing a processor: and a non-
trunsitory computer readable medium coupled W the proces-
sor. the non-transitery cowputer readable medimim compris-
ing computer readable program code embodied therein. said
compuler readable program code adapted o be executed by
ihe processor {or

Feceiving. al @ server compuier. o transaction clearing
request lor o ransacuon. wherein the wonsuction cleae-
ing request was seal by a merchant:

determimng. using the server computer. il the transucuon
satts{ies a stored blocking parameter:

allowmng. vsing the server compuiter. the transaction clear-
ing request i the imosaction does not satisfy the stored
blocking parameter: and

denying. using the server computer. the ransaction clear-
ing request e transaction satisiies thw stored blocking
parameter.

11. A method comprising:

receiving. al a server cowputer. o lransasclion cleanng
request lor o ransacuon. wherein the wonsuction cleae-
ing request was seal by a merchant:

determining. using the server compuler. it the ransaction
satisties a stored blocking notification parameter: and

sending. using thw server computer. a notification message
il the transaction satisfies the stored blocking. notifica-
fion paramaeter.

12, The meihod of ¢laim 11 wherein the blocking notifica-
ton parameter meludes o jonsdiction. merchant caiegory
code. merchant category gronp. merchant verilication vaine.
pavinent chomel. terminal 112, ansacuon type. lost card.
stolen card. service code. recurning payment. single ransac-
ton haut, dmly it o monthly hmit.

13, The method of claim 11 wherein the blocking param-
eter is specilied m o predeternined profile.

I4. The method of el 11 Further comprising itially
recerving al the server computer ai least one blockmg noti-
cation parameier.

I5. The method of claim 11 wherein seuding the notidica-
ton message inchades providing un conal. SMS message. or
4 VOHCC TIessape.

16. The method of ¢laim 11 wherein notification is sent io
an issuer by email or directly 10 a system at the ssoer

I7. A non-transitory computer readable mediim compris-
ing computer readable program code embodied therein. said
computer readable program code adapted (o be exeented by a
processor for:

Feceiving. al @ server compuier. o transaction clearing
request lor o ransacuon. wherein the wonsuction cleae-
ing request was seal by a merchant:

determining. using the server compuler. it the ransaction
satisties a stored blocking notification parameter: and

sending. using thw server computer. a notification message
il the transaction satisfies the stored blocking. notifica-
Lo paraneter,

18, A server compuier comprisiig a processor, and a non-
wansitory compuier readable mediom coupled o the proces-
sor. the non-transitery cowputer readable medimim compris-
ing computer readable program code embodied therein. said
compuler readable program code adapted o be executed by
ihe processor {or

Feceiving. al @ server compuier. o transaction clearing
request lor o ransacuon. wherein the wonsuction cleae-
ing request was seal by a merchant:
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determining. using the server computer. 1§ the transaction
satisfies a stored blocking notification parameter: and

sending. using the server compuier. a noti{ication message
' the transaction satisiies the stored blocking notifica-
UoR paraimeler.

19, A micthod comprising:

specifying. nsing o server computer. at least one blocking
parameter wherein the blocking parameter s subsc-
quenily used 1o block a transaction clearing request that
satisfies the blocking parametor, wherein the transaction
clearing regquest was sent by o merchant and

receiving. al the server computer. o nouiicaton message
when a trnsaction satisfices the blocking parameioer.

20. The meihod of claim 19 wherem the blocking param-
cler mcludes a junsdiction. merchant category code. mer-
clant category group. merchont verilication vaine, payment
clannel. wrminal §i 2. ransaction wype. lost card. stolen card.
service code. recurring payment. smgle transaction it
daly hmid. or monthly hmit.

21. The method of clam 19 lurther comprising creating a
profile that specilies at least one blocking purameter.

22, "The method of clanm 19 whercin selecting at least one
blocking parameter includes selecting a predeiermmed pro-
{ile that specries at least one blocking parameter.

23, A non-transitory cowputer readabie medivin compris-
ing computer readuble program code embodied therein. said
coputer readable program code adapted w be executed by a
processor for:

specfying. using a server computer. al least one blocking

paraineter wheeein the blocking parameter is subse-
queitly used o block o transuction clearing request that
satisfies the blocking parametor, wherein the transaction
clearing request was sent by a merchant: and
receiving. af ihe server computer. a notification message
when o transaction satisfies the blocking paramcter.
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24, A server compuler comprising o processor and o non-
wansitory compuier readable mediom coupled o the proces-
sor. the non-transiory compuier readable mediom compris-
g compuier readable program code embodied theromn. said
computer readabie prograin code adapted 1o be executed by
lhw processor Lo

speciving. using a server compuler. af least one blocking

parameter wherem the blocking parameier 15 subse-
quently used o block a transaction cleanng reguest that
sutislies the blocking parameter. wheren the transaction
clearing reguest was seid by o wwerchont: and
receiving. al the server computer. o nolilication messape
when a transaction satstios the blocking paramcter.

25, A method comprising:

sending. nsing o compuler apparatus. o ransaction cleanng

request wherein o deiermination s made as o whether
the transaction clearing request satisfios a stored block-
ing parameter, wherein the transaction cleanng requesi
was sent by o wwerchant: and

receving. al the cowputer apparatus. a cleanng retarn code

if the transaction clearing request satisfies the stored
blockmgp parametor.

26. The method of cluim 25 Jurther comprising mitially
anthorizing g pavinent ransacion.

27, Thwe method of elmm 25 wherein thwe blocking puram-
cler inchodes a jurisdicton. merchant catepory code, mer-
chant category proup. merchant verification value, payment
chunnel. terminal 1. tansaction type. lost card. stolen card.
service code. recurring puymenl. single transuction limit.
daily Lt or monthly limi.

28. The method of claim 25 wherein the blocking param-
eter is specified n a predetermined profile.

24, The method of cluim 1 wherem the stored blocking
paraimeter is speciiied by an issuer.,
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