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archive . 

Brief Description of Prior Developments BRIEF DESCRIPTION OF THE DRAWINGS 
U . S . Pat . No . 6 , 889 , 205 , which is hereby incorporated by 25 

reference in its entirety , discloses a system and method for The foregoing aspects and other features are explained in 
preparing a redacted statement , message or file from an the following description , taken in connection with the 
electronic statement , message or file and sending it to a accompanying drawings , wherein : 
party . U . S . Patent Publication Nos . 2002 / 0158864 , 2004 ] FIG . 1 is a block diagram depicting a redaction system ; 
0075692 , and 2005 / 0027495 , which are hereby incorporated 30 FIG . 2 depicts a document to be redacted ; 
by reference in their entireties , describe automatic creation FIG . 3 depicts the document of FIG . 2 in a redacted form ; 
of graphical representations , and intelligent agents for inte FIG . 4 is a block diagram depicting components of the 
grating information access over extended networks . redaction system comprising an embodiment of the inven 

Businesses as well as Federal , State and Local govern - tion depicted in FIG . 1 ; 
ment agencies must share information . Examples include 35 FIG . 5 is a flowchart depicting an example method ; 
case files , arrest reports , subpoenaed documents ( e . g . , Free - FIG . 6 is a flowchart depicting an example method ; 
dom of Information Act — FOIA , Law Enforcement Infor FIG . 7 is a flowchart depicting an example method ; 
mation Sharing Program - LEISP , etc . ) Redacting classified , FIG . 8 depicts a field in the document shown in FIG . 1 that 
confidential or secret information from documents can be is to be redacted ; 
labor intensive . No effective means of automating the pro - 40 FIG . 9 depicts the document field of FIG . 8 in a redacted 
cess of removing sensitive information from documents form ; 
exists . There is a need for a system and method for auto FIG . 10 is a flowchart depicting an example method ; 
matically removing sensitive information from documents ; FIG . 11 is a flowchart depicting an example method ; 
especially a system which can work with different document FIG . 12 is a flowchart depicting an example method ; 
types . 45 FIG . 13 depicts tools for use in entering rules into the rule 

set ; 
SUMMARY FIG . 14 depicts an aspect of the invention wherein the 

invention can operate on documents in any format ; 
The following summary is merely intended to be exem - FIG . 15 is a block diagram of a system in accordance with 

plary . The summary is not intended to limit the scope of the 50 an example ; 
claims . FIG . 16 is a block diagram depicting documents in several 

In accordance with one aspect , a method includes creating formats being input into a system operating in accordance 
a universal view of a document in an archive , where the with the invention for redaction purposes and being output 
universal view comprises individual portions of information in a common universal view format ; 
from the document as individual elements of the universal 55 FIG . 17 is a block diagram depicting documents in several 
view ; applying classifications to at least some of the indi - formats being input into a system operating in accordance 
vidual elements ; and supplying the individual elements with with the invention for redaction purposes and being output 
their respectively applied classifications from the archive . in several formats ; 

In accordance with another aspect , a method comprises FIG . 18 is a block diagram of a system in accordance with 
comparing by a filter at least one releasable classification to 60 the invention operating in a networked environment ; 
a classification of at least one individual universal view FIG . 19 is a block diagram of a system in accordance with 
element , where each of the universal view elements com - another example operating in a networked environment ; 
prises an individual portion of an original document ; and FIG . 20 is a block diagram depicting a system in which 
creating a redacted document by applying an exclusion to at documents sourced from several sites over a network are 
least one first element of the universal view elements based 65 input into a system for redaction purposes ; 
upon the classification of the at least one first element not F IG . 21 is a block diagram depicting a system in which 
matching the at least one releasable classification . documents sourced from several sites over a network are 
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input into a system for redaction purposes and then made document content can be displayed in the viewer , not only 
available over a network following redaction ; slide content , but also specialized content such as notes and 

FIG . 22 is a block diagram depicting a system in which comments . 
documents in several formats are made available over a In a second demonstration , automatic redaction can be 
network following redaction ; 5 performed by applying a set of redaction rules to the 

FIG . 23 is a diagram illustrating components and steps of document . The ruleset can be composed from pre - defined 
one example ; rules , and / or from ad hoc rules . Rules can be either regular 

FIG . 24 is a sample of a ruleset shown in FIG . 23 ; expressions or simple text matches for example . In this 
FIG . 25 is a sample of a universal view shown in FIG . 23 ; example , this rule set can be used to match phone numbers 
FIG . 26 is a sample of classification marks shown in FIG . 10 and email addresses , as well as the name ' Hodson ’ . The 

document can be imported into the Universal Viewer the 23 ; same way as for manual redaction . After the document has FIG . 27 is a sample of label schemes shown in FIG . 27 ; been imported , the ruleset can be applied to the document . FIG . 28 is a sample of releasable classifications and Thus , the phone numbers and emails have been marked for 
releaselexclusion marks shown in FIG . 23 ; redaction , along with the name ' Hodson ' . In the redacted FIG . 29 is a sample of releasable classifications and document , all of the marked content has been removed . 
release / exclusion marks shown in FIG . 23 ; Manual redactions may be added to the document in addi 

FIG . 30 is a sample of releasable classifications and tion to the redactions matched by the rule set . 
release / exclusion marks shown in FIG . 23 ; In a third demonstration , classification labels allow the 

FIG . 31 is a diagram similar to FIG . 23 illustrating 20 reviewer to mark document content for multiple audiences . 
components and steps of one example ; An example is a simple hierarchical label scheme . A system 

FIG . 32 is a diagram similar to FIG . 23 illustrating comprising features of the invention can also support pre 
components and steps of another example ; existing label schemes of arbitrary complexity , under the 

FIG . 33 is a diagram similar to FIG . 23 illustrating control of external systems through a plug - in to the redac 
components and steps of another example ; 25 tion engine for example . When content is marked for redac 

FIG . 34 is a diagram similar illustrating components and tion using a label scheme , the reviewer chooses the label to 
steps of one example ; be applied to each redaction . In this case the reviewer can 

FIG . 35 is a diagram similar illustrating components and choose to mark agent ' s names as " Top Secret ' , and the 
steps of one example ; and reviewer can mark other content as ‘ Secret ' . The reviewer 

FIG . 36 is a diagram similar illustrating components and so ents and 30 can then choose to release the document for a specific 
audience . The release criteria can also be supplied to the steps of one example . redaction engine externally through a plug - in . In a first case , 
the reviewer chooses to releases for a ‘ Public ' audience , and DETAILED DESCRIPTION OF EMBODIMENTS all marked content will be redacted . In a second case , the 

35 reviewer chooses to release for a ‘ Secret audience , and all To highlight some of the unique features of a system content marked ‘ Secret ' will be released , but all content comprising features , its two primary components can be a marked “ Top Secret will be redacted . “ Universal Viewer ” and an engine such as a redaction / In a fourth demonstration , the Universal Viewer provides extraction engine or other classification use engine . The tools for partial redaction of images . These tools can be used 
Universal Viewer lets the user view documents of all formats 40 with PDF files , images embedded in documents , and raw 
in their entirety , including document meta - data , and allows images , such as TIFF files . Embedded document images can 
the user to manually or automatically identify and tag be redacted without conversion to TIFF or PDF . The 
information . Much like a virus scanner , the Universal released document can retain the same format as the origi 
Viewer can act as a safety net to ensure that sensitive nal . Multi - page TIFF documents are manually redacted 
information is identified before a document is allowed to 45 using the image redaction tools . One or several pages of the 
change hands . Once information has been classified with the document may be marked for redaction . The Universal 
Universal Viewer , it can be passed along to the engine to be Viewer provides tools for creating image rule sets based on 
acted upon depending upon rules established by the user manual redactions . Here the reviewer can apply manual 
Versatility of a system comprising features described herein redactions to a PDF form . The reviewer can then create a 
allows the user to produce final documents cleansed of 50 rule set which can then be applied to other documents . This 
sensitive information in all formats , not just PDF . is useful for collections of documents that have the same 

In a first demonstration , the Universal Viewer can be used formatting . 
to redact both data and metadata . One example is a Micro - In a fifth demonstration , documents can also be redacted 
soft Word document that contains both text and images . The automatically using redaction rules and rule sets . The Uni 
document ' s text and images are displayed in the Universal 55 versal Viewer can provide end - to - end options that allow the 
Viewer ' s ' Content ' tab , where the viewer ' s tools can be used user to create redacted documents directly without going 
to redact portions of text and to remove images from the through a manual review . Documents may also be submitted 
document . The ‘ Metadata ' tab displays the document ' s for automatic redaction through an add - in in Microsoft Word 
hidden data , like the creator and modifier of the document for example . Single documents or groups of documents may 
This metadata can also be removed using the viewer ' s tools . 60 be submitted for redaction through Microsoft Explorer for 
The format of the redacted document can be the same as the example . 
original , and can be opened and viewed using its native Referring to FIG . 1 , there is shown a block diagram of a 
editor . For a redacted document where the selected text and redaction system 10 . Although the invention will be 
image have been removed , one can dig deeper into the described with reference to the exemplary embodiments 
document ’ s metadata , to see that the document ' s creator and 65 shown in the drawings , it should be understood that the 
modifier tags have also been removed . Powerpoint is invention can be embodied in many alternate embodiments . 
another format supported by the Universal Viewer . All A similar redaction system is described in U . S . Patent 
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Publication No . 2007 / 0094594 Al which is hereby incor establishment of the rule set 32 , or at least a portion of the 
porated by reference in its entirety . rule set , can comprise identifying portions in a document as 

The redaction system 10 is adapted to process a document indicated by block 42 , and identifying portion ( s ) to be 
12 or electronic version of the document or information in classified for exclusion as indicated by block 44 , such as the 
the document to create a modified document 14 or electronic 5 monitoring portion 22 , the Name of Officer portion 23 , the 
version of the modified document with one or more redac - Badge number portion 24 and the Home Office of Arresting 
tions . Modified document 14 is also referred to below as 130 Officer portion 25 shown in FIGS . 2 and 3 . The portion ( s ) in 
or 132 . An example is shown with reference to FIGS . 2 and a sample document could be used to identifying portion ( s ) as 
3 . FIG . 2 shows a portion of the document 12 in the form of indicated by block 42 , such as the portions 18 - 29 shown in 
an arrest report 16 . The arrest report 16 comprises portions 10 FIGS . 2 and 3 . For example , use of software such as 
18 - 29 . The portions of a document , as is shown in FIG . 2 , described in U . S . Patent Publication Nos . 2002 / 0158864 , 
can be established with the software of the invention . As 2004 / 0075692 , and 2005 / 0027495 could be used . The iden 
seen with reference to FIG . 3 , one or more of the portions tity of the portion ( s ) to be classified in the rule set is then 
can be redacted in a computer generated modified document recorded for that type of document as indicated by block 46 
14 of the arrest report 16 . 15 for use in the future on similar types of documents ( e . g . , 
Referring also to FIG . 4 , the redaction system 10 gener other arrest reports ) . As indicated by block 48 , portion ( s ) 

ally comprises a redaction engine 30 and a rule set 32 . The could also be identified and classified to be included for use 
redaction engine 30 generally comprises a computer system . with block 40 shown in FIG . 5 . In a preferred embodiment 
A computer system operating in accordance with the inven - 48 is not provided . However , in an example embodiment 
tion can take many forms such as a desktop computer ; a 20 were 48 was provided conflicts between 44 and 48 could be 
notebook computer ; or a computing system distributed prevented from occurring because 44 could always occur . 
across a network . In each instance , the computing system Referring also to FIG . 7 , features can be used with 
comprises a source of documents to be redacted ; a memory different types of documents . For example , a police drug 
for storing a program configured to perform operations in seizure report could be different than an arrest report . When 
accordance with the methods of the invention when 25 features are used with different type documents , the redac 
executed ; and digital processing apparatus coupled to the tion system may be adapted to identify a type of document 
source of electronic documents to be redacted and the as indicated by block 50 . This could be a manual indication 
memory . The redaction engine 30 is adapted to take an of the type of document by a person inputting the document 
electronic version of the document 12 , and remove or redact into a database , a code on the document , or automatic 
information in the document using rules accessed from the 30 recognition of the document type by the redaction system for 
rule set 32 to produce the modified document 14 . The rule example . 
set 32 comprises a set of rules and / or process models to be After the type of document is identified , or perhaps during 
applied by the redaction engine 30 . identification , the rule set - up process can comprise identi 

Referring also to FIG . 5 , the redaction engine 30 com - fying portion ( s ) to be excluded as indicated by blocks 44 . 48 
prises software which is adapted to identify and classify 35 is optional . The identity of the portion ( s ) to be classified for 
portions ( s ) in a document as indicated by block 34 ; such as exclusion / inclusion in the rule set is then recorded for that 
at least portions 22 - 25 in the example of FIGS . 2 - 3 . The type of document as indicated by block 52 for use in the 
redaction engine 30 is then able to identify portion ( s ) in the future on similar types of documents ( e . g . , other arrest 
document to be excluded based upon the classifications in reports ) . Portion ( s ) could also be identified to be classified 
the rule set 32 as indicated by block 36 . As indicated by 40 for inclusion in the rule set with block 40 shown in FIG . 5 . 
block 38 , the redaction engine can create a modified docu Referring also to FIG . 8 , another portion of the arrest 
ment with one or more portions redacted based upon clas - report document 12 is shown , specifically the Narrative of 
sification . For the example shown in FIGS . 2 and 3 , the Arrest portion 29 . Referring also to FIG . 9 , which shows the 
redaction engine can identify classification of the portions portion 29 after automatic redaction by the redaction system 
18 - 29 in the original document 12 , identify the portions 22 , 45 10 , the invention can be used to redact sub - portions or text 
23 , 24 and 25 to be excluded based upon their individual in a portion . The text could comprise words , phrases or 
classifications and the rules in the rule set 32 , and create the characters or specific combinations for example . In the 
modified document 14 with the information in the portions example shown , the names of the special agents , witness 
22 - 25 redacted . In this embodiment the redacted information location , and name of confidential informant are automati 
is replaced by the phrase " SECTION REDACTED ” . How - 50 cally redacted . Other forms of information could also be 
ever , any suitable type of redaction indicia , such as marking redacted , such as , for example , graphical information ( orga 
could be provided . In other embodiments , no redaction nization logos ) , visual information , photographic images , 
indicia are provided in the redacted versions of the docu - etc . These are merely examples . 
ments . This masks from users what categories of informa Referring also to FIG . 10 , the redaction engine 30 com 
tion have been redacted . 55 prises software which is adapted to identify text or words or 

In addition to identifying portion ( s ) to be excluded , or as phrases or characters in a document and classify them as 
an alternative to identifying portion ( s ) to be excluded when indicated by block 134 . The redaction engine 30 is then able 
all are to be excluded unless indicated to be included , as to identify text or words or phrases or characters or areas in 
indicated by block 40 the redaction engine 30 could be the document to be excluded based upon the classification 
adapted to identify portion ( s ) in the document to be included 60 134 as indicated by block 136 . As indicated by block 138 , 
based upon the classifications by rule set 36 . In a preferred the redaction engine can create a modified document with 
embodiment 40 is not provided . In the event that 40 is one or more of the identified areas redacted . For the example 
provided , in such an example embodiment there still could shown in FIGS . 8 and 9 , the redaction engine can exclude 
be no conflicts between 36 and 40 because 36 would always the names of the special agents , witness location , and name 
occur . 65 of confidential informant in portion 29 of the original 

The rule set 32 is setup or established before the redaction document 12 , exclude the names Henry Thompson , Gary 
engine 30 can run automatically . Referring also to FIG . 6 , Williams , Delta Airlines , and informant Bert , and create the 

Page 30 of 38



US 10 , 089 , 287 B2 

modified document 14 with the information in the automati can comprise a document pre - processor and a document 
cally identified text redacted . In this embodiment the post - processor 68 . As seen with reference to FIG . 16 , the 
redacted information is replaced by the phrase document pre - processor 66 is adapted to convert the format 
“ REDACTED " . However , any suitable type of redaction of the original document 12 to a common format 14 ' such as 
marking or deletion could be provided . In addition to 5 WEBRECORDERTM XML format or CELWARE XML 
identifying portion ( s ) to be excluded , or as an alternative to format by CelCorp Inc . for example . This allows a document 
excluding portion ( s ) when all are to be excluded unless to be broken into regions to be identified with the redaction 
indicated to be included , as indicated by block 140 the rule set . After the redaction engine , the document post 
redaction engine 30 could optionally be adapted to include processor 68 can convert the modified document from its 
portion ( s ) . In this example , the text to be redacted in portion 10 common format 14 ' to a target format 14 , such as a HTML , 
29 could be imported into the rule set from a database ( s ) DOC , PDF , XML , or XLS format for example . 
containing names of police officers , confidential informants Referring also to FIG . 18 , features of the present inven 
and witnesses for example . tion could be used over the Internet or on a web site . A web 

Referring also to FIG . 11 , establishment of the rule set 32 , document recorder 70 could be connected to as a server for 
or at least a portion of the rule set , can comprise identifying 15 a web site . The recorder 70 could form a link to the 
text portions as indicated by 142 , and identifying text to be documents via the Internet , but with the redaction engine 
classified for exclusion as indicated by block 144 , such as running in the recorder 70 . The recorder 70 could apply the 
the names of officers as shown in FIGS . 8 and 9 . Text rule set 32 as needed when the documents are viewed on the 
recognition software or an optical recognition software web site supported by the web document recorder 70 . 
could be used . The text in previous redacted documents 20 Referring also to FIG . 19 , features of the present inven 
could be used to identify text to be classified for exclusion . tion could be used with a web document manager or server 
For example , use of software such as described in U . S . 72 . The manager 72 could manage application of the rule set 
Patent Publication Nos . 2002 / 0158864 , 2004 / 0075692 , and with the document pre - processor 66 , redaction engine 30 
2005 / 0027495 could be used . The identity of the portion ( s ) and document post - processor 68 . With this type of system 
to be classified for exclusion / inclusion in the rule set is then 25 the same rule set 32 could be used with multiple redaction 
recorded for that type of document as indicated by block 146 engines . 
for use in the future on similar types of documents ( e . g . , Referring also to FIG . 20 , the system shown in FIG . 18 
other arrest reports ) . As indicated by block 148 , portion ( s ) could be used in connecting documents from multiple sites 
could optionally also be identified to be included for use 74 to the web document recorder 70 such as 71 symbolizing 
with block 140 shown in FIG . 10 . 30 the Internet or a computer network . 

Referring also to FIG . 12 , once a rule set is developed as Referring also to FIG . 21 , the system shown in FIG . 19 
indicated by block 54 , the rule set is preferably tested as could be used in connecting documents from multiple sites 
indicated by block 56 . Testing can also be conducted peri - 74 to multiple agencies 76 with the addition of an informa 
odically after the rule set is in place . As indicated by block tion gateway 78 and perhaps a threat assessment system 80 . 
58 , the rule set can preferably be refined and edited . For 35 For example , the agencies could comprise the FBI , Police , 
example , names of police officers can change because of the Hospitals , 911 service , or other agency . The threat assess 
addition of new police officers . The rule set could be edited ment system 80 could record web process , automate the web 
to include the names of new police officers . In addition , if process , and correlate information across web sites and other 
testing finds an error or conflict causing an error , the rule set information sources . Referring also to FIG . 22 , the Gateway 
can preferably be refined . However , conflicts should not 40 78 can be adapted to sort and route information such that 
occur . If a portion has a classification , and that classification information is available to users on a predetermined basis , 
has been indicated for exclusion , then it is to be excluded . such as by document type or information in the portions of 
Rules could also be auto - generated based upon subsequent the documents for example . 
manual redactions by users . The rules set could be accumu With the invention , documents could be redacted in real 
lating for redaction maintenance . There could be automatic 45 time or , alternatively , the documents could be pre - redacted 
use of common rules for multiple users or documents or and stored for subsequent viewing . Alternatively , the system 
other specifics could be adapted to redact documents in real time , but once 

Referring now also to FIG . 13 , identification of portions redacted store the redacted document for subsequent view 
and text in a document for a rule set can comprise , for ing without further automated redaction being needed for the 
example , a point and click procedure with a mouse as 50 same document . In other words , a library of redacted docu 
indicated by block 60 , a text or data entry by a keyboard as ments could be created over time . A batch of documents 
indicated by block 62 , or import from another database as could also be redacted and stored if desired for an immediate 
indicated by block 64 . These are only some examples of how library or database of redacted documents , thus allowing 
information can be input into a rule set . Any suitable separation of the redacted document database from more 
alternative for data entry could be used including relation - 55 secure original document databases . 
ship correlation in text . For example : The methods depicted and described herein can be tan 

If “ X ” before “ Y ” , then redact “ X ” and “ Y ” . gibly embodied as a computer program in a computer 
Referring also to FIG . 14 , in a preferred method the readable memory medium . Such computer - readable 

system is adapted to work with any suitable type of original memory media comprise an aspect of the invention . Instruc 
document format and output any suitable type of modified 60 tions of the computer program perform operations in accor 
document format . Referring also to FIGS . 15 - 17 , the origi - dance with the methods of the invention when executed by 
nal document 12 could comprise any one of a plurality of digital processing apparatus . Tangible computer - readable 
different document formats . For example , the original docu - memory media included , but are not limited to , hard drives , 
ment could comprise HTML , DOC , PDF , XML , or XLS CD - or DVD ROM , flash memory storage devices or RAM 
format . The system could be adapted to work with any 65 memory of a computer system . 
suitable format . Those formats mentioned above are merely With the invention , a system can be provided comprising 
examples . As illustrated in FIG . 15 , the redaction system 10 a source of electronic documents to be redacted ; a source of 
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redaction rules ; a redaction engine coupled to the source of documents accesses the electronic document . Redacting the 
electronic documents and the source of redaction rules , the electronic documents in accordance with the redaction rules 
redaction engine configured to redact the electronic docu - can be performed prior to requests for electronic documents 
ments in accordance with the redaction rules contained in contained in the source of electronic documents , the opera 
the source of redaction rules , the redaction engine config - 5 tions further comprising : saving to memory redacted elec 
ured to perform operations , the operations comprising : tronic documents . 

accessing electronic documents to be redacted ; The source of electronic documents can comprise a scan 
accessing redaction rules from the source of redaction edaction ning system configured to convert hard copies of documents 

rules ; to electronic documents ; and a database configured to store redacting the electronic documents in accordance with the 10 the electronic documents created by the conversion . Redac redaction rules , creating redactions in the electronic tions can be reflected in the tangible version by redaction documents ; and indicia , the redaction indicia identifying what categories of generating tangible versions of the electronic documents 
information have been redacted in the electronic documents . containing the redactions . 

The source of electronic documents can comprise an 15 Redactions might not be identified by redaction indicia , the 
electronic database . The source of electronic documents can absence of redaction indicia masking what categories of 
comprise an electronic database accessible over a network . information have been redacted in the electronic documents . 
Generating a tangible version can comprise displaying The source of redaction rules can comprise a redaction rule 
redacted versions of the electronic documents on a display entry system configured to receive redaction rules to be used 
screen . Redacting the electronic documents in accordance 20 when performing redaction operations . The redaction rule 
with the redaction rules can comprise identifying the elec entry system can comprises a redaction rule editing system 
tronic documents by document type ; selecting redaction for editing pre - existing redaction rules comprising the 
rules to be applied to the electronic documents in depen source of redaction rules . The redaction rule entry system 
dence on the identified document type ; and redacting the can be configured to receive commands associating redac 
electronic documents in accordance with the selected redac - 25 tion rules with specific electronic document types , wherein 
tion rules . a particular redaction rule associated with a particular elec 

The electronic documents can comprise categories of tronic document type is used when redacting electronic 
information ; where the redaction rules specify which cat - documents corresponding to the particular electronic docu 
egories of information are to be redacted ; and where redact - ment type . 
ing the electronic documents in accordance with the redac - 30 The source of redaction rules can comprise rules speci 
tion rules further comprises redacting information contained fying portions in electronic documents to be reproduced 
in the electronic documents corresponding to the categories without redaction . The operations can comprise identifying 
of information specified in the redaction rules . The catego - portions in electronic documents corresponding to portions 
ries of information can comprise text information . The the redaction rules specify are to be reproduced without 
categories of information can comprise graphical informa - 35 redaction ; reproducing the identified portions without redac 
tion . The graphical information can comprise an organiza - tion . The system can further comprise a manual redaction 
tion logo . The categories of information can comprise visual entry system configured to allow users to manually redact 
information . The visual information can comprise photo electronic documents ; and where the source of redaction 
graphic information . The electronic documents can com - rules further comprises an automated system configured to 
prise a plurality of document portions , where the selected 40 monitor patterns of manual redactions entered by users and 
redaction rules specify which document portions are to be to generate redaction rules in dependence on the monitoring 
redacted , and where redacting the electronic documents in activity . 
accordance with the selected redaction rules further com The source of redaction rules can comprise rules speci 
prises redacting the document portions in the electronic fying categories of information to be reproduced without 
documents specified in the selected redaction rules . The 45 redaction . At least one of the categories of information can 
electronic documents can comprise categories of text , where comprise text information . At least one of the categories of 
the selected redaction rules specify which categories of text information can comprise graphical information . At least 
are to be redacted , and where redacting the electronic one of the categories of information can comprise visual 
documents in accordance with the selected redaction rules information . The visual information further can comprise 
further comprises redacting text in the electronic document 50 photographic images . The system is can be configured to 
corresponding to categories of text specified in the selected redact electronic documents recorded in a plurality of dif 
redaction rules . The electronic documents can contain iden - ferent electronic formats . 
tification codes identifying document type , and where iden - The system can further comprise an electronic document 
tifying the document further comprises detecting the iden - pre - processor configured to identify which electronic format 
tification codes in the electronic documents to determine 55 a particular electronic document is recorded in and to 
document type . convert the particular electronic document to a common 

The identifying the electronic documents by document electronic format . Redacting the electronic documents in 
type can comprise receiving inputs identifying the electronic accordance with the redaction rules can comprise perform 
documents by document type . Identifying the electronic ing the redaction operations on the electronic documents 
documents by document type can comprise using pattern 60 when the electronic documents are in the common format . 
recognition to identify the electronic documents by docu - The electronic document pre - processor can be configured to 
ment type . Document redaction can be performed in real impose a portion format on a particular electronic document 
time . The electronic documents can be stored in unredacted in dependence on redaction rules contained in the source of 
form and wherein redacting the electronic documents in redaction rules . Redacting the electronic documents in 
accordance with the redaction rules is performed in real time 65 accordance with the redaction rules can comprise redacting 
when a user not entitled to view in unredacted form an portions generated in the particular electronic document by 
electronic document contained in the source of electronic the imposition of a portion format . The system can further 
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comprise an network gateway for disseminating redacted information . The ruleset 32 ( e . g . FIG . 24 ) is used to identify 
electronic documents to users . information elements in the universal view 113 ( e . g . FIG . 

A computer program product can be provided comprising 25 ) and create classification marks 118 ( e . g . FIG . 26 ) . The 
a computer readable storage medium storing a computer classification marks 118 can be any suitable type of classi 
program configured to perform redaction operations when 5 fication , for example , " Top Secret ” and “ Secret ” , and 
executed by digital processing apparatus , the operations “ SSN ” . This is obviously only one example . Thus , classifi 
comprising : cation marks 118 are created with one or more classifications 

accessing an electronic document to be redacted ; for one or more of the elements in the universal view 113 . 
accessing at least one redaction rule to be applied to the The logical manifest 111 , universal view 113 with images 

electronic document ; 10 114 and the classification marks 118 ( having at least one 
redacting the electronic document in accordance with the classified element ) can then be stored in the archive 110 ; 

redaction rule ; and perhaps along with the original document 12 . 
storing the redacted electronic document in computer The universal view 113 with images 114 for each docu 
memory ment can be accessed by a viewer / editor 120 . A person at the 

The computer program product operations can further 15 viewer / editor 120 can review the information in the univer 
comprise generating a tangible version of the redacted sal view 113 with images 114 and the classification marks 
electronic document . The computer program product can 118 , and add , change , or delete classification marks 118 . In 
generate a tangible version of the redacted electronic docu - a preferred embodiment the logical manifest 111 and uni 
ment and further comprises displaying the redacted elec - versal view 113 with images 114 never change . Only the 
tronic document on a display device . The computer program 20 classification marks 118 might need to be added , modified , 
product can generating a tangible version of the redacted or deleted . Review with viewer 120 of the classification 
electronic document further comprising printing a hard copy marks 118 might not be necessary for every document . For 
of the redacted electronic document . The computer program example , it might merely be done for a few test documents 
product operations can further comprise : after accessing the such that the ruleset 32 can be generated or updated based 
electronic document to be redacted and prior to redacting the 25 upon the classification marks 118 made by the user at the 
electronic document , converting the electronic document viewer / editor 120 . For documents containing very sensitive 
into a different electronic format , and wherein redacting the or top secret information , the additional user review ( quality 
electronic document further comprises redacting the elec assurance ) via the viewer editor 120 might be done for every 
tronic document in the different electronic format . The such document . 
computer program product operations can further comprise 30 With one embodiment of the invention , the person at the 
converting the redacted electronic document into a different viewer / editor 120 , performing the review process , can be 
electronic format . provided with a format independent universal view 113 with 

With the invention a method can be provided comprising images 114 of the input document 12 , and their respective 
receiving redaction rules to be used in redacting electronic computer generated classification marks 118 for review . The 
documents , where the redaction rules are specified in depen - 35 person can use any classification system they want in the 
dence on document type ; storing the redaction rules to a ruleset 32 . When they wish to release a document the 
computer memory , the computer memory comprising a universal viewer will prompt them for the releasable clas 
source of redaction rules , accessing an electronic document sifications 123 . The filter 124 will then determine which 
to be redacted from a source of electronic documents ; classification marks 118 will become exclusion marks 125 
identifying the electronic document to be redacted by docu - 40 when creating the redacted document 130 via the engine 
ment type ; accessing redaction rules from the source of 126 . As an alternative to pre - existing classification systems 
redaction rules appropriate for use in redacting the type of which a company or government agency might already have 
document to which the electronic document corresponds ; in place , the redaction system can include and use its own 
redacting the electronic document in accordance with the classification label scheme 119 . The label scheme comprises 
redaction rules specified for the document type to which the 45 the labels which are assigned to users at the universal viewer 
electronic document corresponds , creating redactions in the 120 relating to their classification authorization . In other 
electronic document ; and generating a tangible version of words , a person who is authorized to see “ Top Secret ” 
the electronic document containing the redactions . information must have a “ Top Secret ” or higher classifica 

Referring also to FIG . 23 , a diagram is shown of a system tion assigned to him / her . The label scheme is , thus , the 
101 which can include redaction in combination with clas - 50 nomenclature used for a classification system . The label 
sification and archiving for format independence . A docu - scheme 119 can include both independent and dependent 
ment 12 can be imported 100 into the system . The document labels . One example of dependent labels would be classifi 
12 is usually a format dependent document . For example , a cations such as “ Secret ” and “ Top Secret ” for example 
MICROSOFT WORD document is a type of format depen - which could be supplied to the owner of the document by a 
dent document having information regarding formatting , 55 vendor operating the archiving system 101 for example . An 
layout , fonts , bold , italics , etc . During the import step 100 , example of an independent label would be “ Social Security 
the information in the document 12 is mapped to create a Number " . Another alternative to the owner created / specified 
logical manifest 111 . The logical manifest 111 comprises a classification could be a simple single classification of 
standard logical manifest of everything from the original “ redact ” . 
document 12 and an address unique ID number for every 60 The review process can go back and forth multiple times 
portion or element of the document 12 , such as OOXML . between mark steps 116 performed directly by the human 

After the initial import logical manifest 111 is created , a reviewer at the viewer / editor 120 and indirectly using rule 
universal view 113 with images 114 is also created . The s ets 32 . 
universal view 113 is a format independent view having Release of information from each document stored in the 
element - by - element backlinks to the logical manifest 111 . In 65 archive 110 preferably comprises a filter step 124 and then 
this example embodiment , the system has at least one ruleset a redaction step 126 . The filter step 124 compares the 
32 which comprises rules for identifying and classifying classification marks 118 for each element of the document 
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such as 18 - 29 for example ( or an overall classification for The system could perform the filter step 124 before the 
the document ) to the releasable classifications 123 to select system performs the extraction 128 . The filter step 124 can 
the exclusion marks 125 to be used in the redaction step 126 . compare classification marks 118 to release classifications 
As an example , for the universal view 113 in FIG . 25 and 123 and mark individual elements of the document for 
label scheme 119 in FIG . 27 . different releasable classifica - 5 exclusion 125 . The releasable classification ( s ) 123 could be 
tions 125 will result in different redacted documents 130 . In arbitrarily set by the owner of the document ( perhaps based 
one example shown in FIG . 28 the releasable classifications upon their own security requirements or security system for 
123 include “ Secret " but not “ SSN ” , so exclusion marks 125 example ) . 

With this type of system the owner of the document can are created for any classification marks with “ Top Secret ” or 
“ SSN ” , but “ Secret ” classified elements will not be redacted . 10 specify its own redaction classification nomenclature or 
In another example shown in FIG . 29 the releasable classi categories for each document element . A supplier or vendor 

which operates the systems 101 does not need to use a same fications 123 include " Top Secret ” but not “ SSN ” , so exclu classification ( s ) for each owner of documents stored in the sion marks 125 are created for any classification marks with archive 110 . The owner can , thus , use or create redaction “ SSN ” . In another example FIG . 30 the releasable classifi 15 classification nomenclature or categories of their own , such cations 123 include “ Secret ” and “ SSN ” , so the exclusion as specific to their type of documents ; irrespective of what 
marks 125 are created for any classification marks with “ Top others might be using . A feature of one embodiment of the 
Secret ” , but not " Secret ” or “ SSN ” classified elements . For invention , however , is that the system 101 could be able to 
some documents , such as where an entire document is work with all these different classifications at the same time . 
classified as “ Top Secret ” , and the classification 123 is at a 20 In order to produce the end product document ( the 
level less than “ Top Secret ” , any release of information redacted document 130 , or the new document 132 ) the 
regarding the document might be stopped . system can use the universal view 113 with images 114 and 

Referring also to FIG . 31 , another diagram is shown of a exclusion marks 125 . The exclusion marks 125 are based 
system 101 . Document redaction can also be controlled by upon what the portal 122 has requested and what the system 
an external client portal 122 that provides release classifi - 25 has determined is appropriate based upon the classification 
cations 123 . For example , a user at the portal 122 may have 123 and the classification marks 118 to release the redacted 
to sign in with a user ID to gain access to specific releasable document 130 or new document 132 . 
classifications 123 . For the example classification given Classifications are able to overlap on same portions . For 
above , releasable classifications 123 for the user ID might be example , for a social security number the last four digits are 
“ Secret ” and , thus , the user ID would be allowed to access 30 sometimes used on a report where the first five digits are 
“ Secret ” documents , but not “ Top Secret ” documents . For redacted . Thus , the first five digits could be given a classi 
some documents , such as where an entire document is fication Secret , and the total nine digit social security 
classified as “ Top Secret ” , and the releasable classifications number could be given a classification SSN . In this example 
123 does not contain “ Top Secret ” , any release of informa - SSN overlaps Secret . In order for a redacted document 130 
tion regarding the document might be stopped . 35 to include the entire nine digits of the social security number , 

Referring also to FIGS . 32 and 33 , further diagrams are the releasable classifications 123 would need to include both 
shown of system 101 . The system could extract 128 content classifications : A and B . If the releasable classifications 123 
without exclusion marks 125 from the universal view 113 do not include “ Secret ” , the portions of the document with 
with images 114 rather than redacting 126 the original secret classification marks 118 would be redacted from the 
document 12 . The extracted information can be used to 40 released document . 
generate a new document 132 . For example , for an There may be some instances where a document element 
employee record , the owner of the document might classify has more than one classification or partially overlapping 
payroll information at a level “ A ” , home contact information classifications . For example , for an employee ' s social secu 
at level “ B ” and medical information at level “ C ” . People rity number , the whole social security number could have a 
with classifications could have levels “ A ” and / or “ B ” and / or 45 classification mark 118 of “ A ” , and the last six digits of the 
“ C ” as part of their classification access . The extraction step social security number could have a classification mark 118 
130 could then produce a new document 132 for the portal of “ B ” , and the last four digits of the social security number 
122 based upon the user ' s classification and the classifica - could have a classification mark 118 of “ C ” . Thus , the 
tion of individual elements of the document as “ A ” or “ B ” middle two digits of the social security number could have 
or “ C ” classified information . For example , if the user only 50 three different classifications marks 118 . An embodiment of 
had levels “ A ” and “ B ” in their releasable classifications the invention can allow for these overlapping or partial 
123 , then the new document 132 would have document classifications to be used in properly storing information in 
element ( s ) classified as “ A ” and “ B ” shown , but the new the archive 110 for subsequent export into the end product 
document 132 would not have document element ( s ) classi document 130 , 132 as noted above . This allows three 
fied as “ C ” shown . The document element ( s ) classified as 55 different users ( each having the different releasable classi 
“ C ” would be totally absent . Sub - information in A and B fications 123 “ A ” , “ B ” , “ C ” ) to extract and / or see the 
could be redacted with exclusion marks 125 . For example , non - redaction portion of their respective classification 
if “ A ” is an element corresponding to a nine digit social authorized level of information ( the whole number , the first 
security number portion of a document , and “ D ” is an five digits , or the last four digits , respectively ) . With one 
element corresponding to the last four digits of the social 60 embodiment of the invention , the exclusion marks can be 
security number portion of a document , the system could selectively applied back to the logical manifest 111 to 
identify “ A ” to be used in the new document , and the system immediately edits the original document 12 to create a 
could identify “ D ” as not being redacted , then the new redacted document 130 . In another example , the exclusion 
document 132 could be created using the information of the marks can be applied to the universal view 113 with image 
nine digit social security number , but only the last four digits 65 114 to create a new document 132 for export / output . After 
would not be redacted ( the first five digits would be the redacted document 130 or original document has been 
redacted ) . prepared it can be converted to other formats such as PDF . 
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With one embodiment of the invention , three independent element not matching the at least one releasable classifica 
features can be provided including a system 101 which can tion . The at least one releasable classification may be 
operate : identified by a universal viewer 120 which is adapted to 

regardless of what type of document the original docu - view all of the elements of the universal view . The at least 
ment was ( so long as the software and ruleset have been 5 one releasable classification may be identified by a client 
prepared to properly create the import map and the portal 122 connected to the archive . 
logical map ) ; The method may further comprise the filter 124 compar 

regardless of whether the end product document is a ing the classifications applied to the individual elements to 
redaction , an extract or a redacted extract ; and at least one releasable classification , and creating a new 

regardless of the type of classification system that is being 10 document 132 with at least one first element of the universal 
used ( such as a standard type of classification system or view elements , where the classification of the at least one 
an owner created classification system ) . first element matches the at least one releasable classifica 

In addition , because all the information from the original tion , where the classification of at least one second element 
document is stored in the archive 110 , the original document of the universal view elements does not match the at least 
can also be created without having to store the original 15 one releasable classification , and where the at least one 
document per se . In other words , the elements 18 - 29 can be second element is excluded from creating the new docu 
stored in the archive 110 with their classification and the ment . Creating the new document 132 may further comprise 
import map and logical map without actually storing the applying an exclusion 125 to at least one of the first elements 
document 12 in its original form . This can save space in the based upon the classification of the at least one first element 
archive 110 . 20 not matching at least one of the releasable classifications 

Referring also to FIG . 34 , the “ immediate redaction ” 123 . 
feature of system 101 is shown . The mark step 116 can first one of the portions may be in at least two of the 
produce exclusion marks 125 rather than classification elements ( such as the A , B and C social security number 
marks 118 . As soon as the mark step 116 is complete the parts described above ) , and where each of the at least two 
system can immediately redact 126 the original document 12 25 elements has a different one of the classifications . Applying 
to produce a redacted document 130 . the classifications may comprise applying the classifications 

Referring also to FIG . 35 , the “ immediate extraction ” to all of the individual elements of the universal view . At 
feature of system 101 is shown . The mark step 116 can least some of the classifications 118 may be applied auto 
produce exclusion marks 125 rather than classification matically with use of a ruleset 32 . At least some of the 
marks 118 . As soon as the mark step 116 is complete the 30 classifications 118 are applied manually by a user at a 
system can immediately extract 130 content from the uni - universal viewer 120 capable of viewing all of the elements 
versal view 113 with images 114 to produce a new document of the universal view . 
132 . In one example , a method may be provided comprising 

Referring also to FIG . 36 , the “ safe copy ” feature of comparing by a filter 124 at least one releasable classifica 
system 101 is shown which constructs a new document 132 35 tion 123 to a classification 118 of at least one individual 
from the universal view 113 with images 114 rather than universal view element , where each of the universal view 
from the original document ( such as when the original elements comprises an individual portion of an original 
document is not stored in the archive in its original form ) . As document ; and creating a redacted document 130 by apply 
soon as the import step 100 is complete the system can ing an exclusion 125 to at least one first element of the 
immediately extract 130 content from the universal view 113 40 universal view elements based upon the classification of the 
with images 114 to produce a new document 132 . This at least one first element not matching the at least one 
system allows a clean new document 132 to be immediately releasable classification . 
produced from the original document 12 . The method may further comprise creating the universal 
One example method comprises creating a universal view view of the original document in an archive ; and applying 

113 ( see FIG . 25 for example ) of a document 12 in an 45 the classifications of the individual elements to all of the 
archive 110 , where the universal view comprises individual individual elements in the universal view . Creating the 
portions of information from the document as individual universal view may comprise forming an import logical 
elements ( such as 25A and 25B in FIG . 25 ) of the universal manifest of the portions of information from the original 
view ; applying classifications 118 ( such as 26A and 26B in document . Creating the universal view may comprise form 
FIG . 26 ) to at least some of the individual elements ; and 50 ing a format independent view having element - by - element 
supplying the individual elements with their respectively backlinks to the logical manifest . Applying classifications 
applied classifications from the archive ( such as to filter 124 may comprise applying classification marks to elements . 
in FIG . 23 ) . In one example , a method may be provided comprising 

Creating the universal view can comprise forming an comparing at least one releasable classification to a classi 
import logical manifest of the portions of information from 55 fication of at least one individual universal view element , 
the document . Creating the universal view can comprise where each of the universal view elements comprises an 
forming a format independent view having element - by - individual portion of an original document ; and creating a 
element backlinks to the logical manifest . Applying classi new document 132 with at least one first element of the 
fications can comprise applying classification marks to ele - universal view elements , where the classification of the at 
ments . The individual elements with their respectively 60 least one first element matches the at least one releasable 
applied classifications can be supplied from the archive to a classification , where the classification of at least one second 
filter . The method may further comprise the filter 124 element of the universal view elements does not match the 
comparing the classifications 118 applied to the individual at least one releasable classification , and where the at least 
elements to at least one releasable classification 123 , and one second element is excluded from creating the new 
creating a redacted document 130 by applying an exclusion 65 document . 
125 to at least one first element of the universal view In one example , a method may be provided comprising 
elements based upon the classification of the at least one first creating a universal view of a document in an archive , where 
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the universal view comprises portions of information from can create different results to supply to the requester . For 
the document as individual elements of the universal view ; example , the user can select the releasable classifications 
and applying classifications to at least some of the individual 123 based upon the classification access level of the 
elements , where a first one of the portions is in at least two requester . If the requester has a Top Secret classification 
of the elements , and where each of the at least two elements 5 access level , then the user would identify the release clas 
has a different one of the classifications . Thus overlapping sifications for that Top Secret classification access level and 
classifications can be provided , such as described above the redacted document 130 created by the user would have 
with the A , B and C classifications for a social security “ Top Secret ” elements on the redacted document 130 which 
number . are not redacted . If the requester does not have a Top Secret 

In one example , a program storage device ( such as a 10 classification access level , then the user would identify the 
CD - ROM or flash memory for example ) readable by a release classifications for that non - Top Secret classification 
machine , tangibly embodying a program of instructions access level and the redacted document 130 created by the 
executable by the machine for performing operations may be user would have “ Top Secret " elements redacted on the 
provided where the operations comprise creating a universal redacted document 130 . For the system as shown in FIGS . 
view of a document in an archive , where the universal view 15 31 and 33 , a user at the client portal 122 can control when 
comprises individual portions of information from the docu - the document 130 or 132 is created . For creating the 
ment as individual elements of the universal view ; applying documents 130 , 132 ( after the universal view elements have 
classifications to at least some of the individual elements ; all been classified , and after user classification access levels 
and supplying the individual elements with their respec have been identified for the universal view element classi 
tively applied classifications from the archive . 20 fication , the user at the viewer 120 of FIGS . 23 and 32 and 

In one example , a program storage device ( such as a the user at client portal 122 of FIGS . 31 and 33 could be 
CD - ROM or flash memory for example ) readable by a automated to control creation and release of the documents 
machine , tangibly embodying a program of instructions 130 , 132 . 
executable by the machine for performing operations may be The foregoing description has provided by way of exem 
provided where the operations comprise comparing by a 25 plary and non - limiting examples a full and informative 
filter at least one releasable classification to a classification description of the best methods and apparatus presently 
of at least one individual universal view element , where each contemplated by the inventors for performing document 
of the universal view elements comprises an individual redaction . One skilled in the art will appreciate that the 
portion of an original document ; and creating a redacted various embodiments described herein can be practiced 
document by applying an exclusion to at least one first 30 individually ; in combination with one or more embodiments 
element of the universal view elements based upon the described herein ; or in combination with redaction systems 
classification of the at least one first element not matching differing from those described herein . Further , one skilled in 
the at least one releasable classification . the art will appreciate that the invention can be practiced by 

In one example , a program storage device ( such as a other than the described embodiments ; that the described 
CD - ROM or flash memory for example ) readable by a 35 embodiments are presented for the purposes of illustration 
machine , tangibly embodying a program of instructions and not of limitation ; and that the invention embraces all 
executable by the machine for performing operations may be alternatives , modifications and variations . 
provided where the operations comprise comparing at least It should be understood that the foregoing description is 
one releasable classification to a classification of at least one only illustrative . Various alternatives and modifications can 
individual universal view element , where each of the uni - 40 be devised by those skilled in the art . For example , features 
versal view elements comprises an individual portion of an recited in the various dependent claims could be combined 
original document ; and creating a new document with at with each other in any suitable combination ( s ) . In addition , 
least one first element of the universal view elements , where features from different embodiments described above could 
the classification of the at least one first element matches the be selectively combined into a new embodiment . Accord 
at least one releasable classification , where the classification 45 ingly , the description is intended to embrace all such alter 
of at least one second element of the universal view elements natives , modifications and variances which fall within the 
does not match the at least one releasable classification , and scope of the appended claims . 
where the at least one second element is excluded from What is claimed is : 
creating the new document . 1 . A method comprising : 

In one example , a program storage device ( such as a 50 creating an import logical manifest of individual portions 
CD - ROM or flash memory for example ) readable by a of information from a document by a digital processing 
machine , tangibly embodying a program of instructions apparatus ; 
executable by the machine for performing operations may be creating a universal view from the import logical manifest 
provided where the operations comprise creating a universal by the digital processing apparatus in an archive , where 
view of a document in an archive , where the universal view 55 the creating of the universal view comprises creating 
comprises portions of information from the document as images of individual portions of information from the 
individual elements of the universal view ; and applying document as individual elements of the universal view 
classifications to at least some of the individual elements , stored in at least one memory of the archive , where the 
where a first one of the portions is in at least two of the creating of the universal view comprises forming ele 
elements , and where each of the at least two elements has a 60 ment - by - element backlinks to the import logical mani 
different one of the classifications . fest ; 

For the system as shown in FIGS . 23 and 32 , the user at identifying different ones of the individual elements of the 
the universal viewer 120 can control when the document 130 universal view for having different classifications and 
or 132 is created . This could be done by the user when the applying the classifications to at least some of the 
user receives a request from a requester ( such as a request 65 individual elements by the digital processing apparatus 
under the Freedom Of Information Action - FOIA ) . Based of the archive , where the applying of the classifications 
upon who has requested the original document 12 , the user comprises applying different ones of the classification 

Page 36 of 38



19 
US 10 , 089 , 287 B2 

20 
marks to at least two different ones of the individual creating a redacted document based upon a comparison of 
elements based , at least partially , upon an analysis of the received release classifications and the classifications 
the individual portions of information ; and marks of the individual elements of the universal view . 

supplying at least some of the individual elements with 12 . A method as in claim 1 where the individual elements 
their respectively applied classifications from the 5 of the universal view only comprise images , which are 
archive , where the individual elements with their created from the document , which are used to form the 
respectively applied classifications are supplied from universal view . 
the archive to a filter , and further comprising the filter 13 . A method comprising : 
comparing the classifications applied to the individual receiving at least one releasable classification from an 
elements to at least one releasable classification , and 10 external client portal ; 

creating a new document with at least one first element of comparing by a filter the at least one releasable classifi 
the universal view elements , where the classification of cation to an element classification of at least one 
the at least one first element matches the at least one individual universal view element , where each of the at 
releasable classification , where the classification of at least one individual universal view element comprises 
least one second element of the universal view ele - 15 an image of an individual portion of an original docu 
ments does not match the at least one releasable clas ment , where the comparing by the filter comprises use 
sification , and where the at least one second element is of at least one digital processing apparatus and at least 
excluded from creating the new document . one memory which comprises the at least one indi 

2 . A method as claimed in claim 1 where the creating of vidual universal view element ; 
the universal view comprises forming a format independent 20 the at least one digital processing apparatus and a com 
view having the element - by - element backlinks to the import puter program stored in the at least one memory 
logical manifest . creating a redacted document by applying an exclusion 

3 . A method as claimed in claim 1 where the individual to at least one first element of the at least one individual 
elements with their respectively applied classifications are universal view element based upon the element classi 
supplied from the archive to a filter , and further comprising : 25 fication of the at least one first element not matching the 

the filter comparing the classifications applied to the at least one releasable classification and storing the 
individual elements to at least one releasable classifi redacted document in the at least one memory ; 
cation , and creating a universal view of the original document in an 

creating a redacted document by applying an exclusion to archive , where the archive comprises the at least one 
at least one first element of the universal view elements 30 memory , where the creating of the universal view 
based upon the classification of the at least one first comprises forming element - by - element backlinks to an 
element not matching the at least one releasable clas import logical manifest of the individual portions of the 
sification . original document ; and 

4 . A method as claimed in claim 3 where the at least one applying at least one of the element classifications to all 
releasable classification is identified by a universal viewer 35 of the individual elements in the universal view , where 
which is adapted to view all of the elements of the universal the element classifications comprise at least two dif 
view , and where the at least one releasable classification is ferent element classifications ; 
identified by a client portal connected to the archive . where applying the element classifications comprises 

5 . A method as claimed in claim 1 where the creating of applying classification marks to individual elements in 
the new document further comprises applying an exclusion 40 the universal view . 
to at least one of the first elements based upon the classifi - 14 . A method as claimed in claim 13 where the creating 
cation of the at least one first element not matching at least of the universal view comprises forming the import logical 
one of the releasable classification . manifest of the portions of information from the original 

6 . A method as claimed in claim 1 where a first one of the document . 
individual portions is in at least two of the individual 45 15 . A method as claimed in claim 14 where the creating 
elements of the universal view , and where each of the at least of the universal view comprises forming a format indepen 
two individual elements has a different one of the classifi - dent view having the element - by - element backlinks to the 
cations , and where applying the classifications comprises logical manifest . 
applying the classifications to all of the individual elements 16 . A method as in claim 13 where all of the individual 
of the universal view . 50 universal view elements comprise an image of respective 

7 . A method as claimed in claim 1 where at least some of ones of the individual portions of the original document . 
the classifications are applied automatically with use of a 17 . A method as in claim 16 where the individual univer 
ruleset . sal view elements comprise only the image of the respective 

8 . A method as claimed in claim 7 where at least some of ones of the individual portions of the original document . 
the classifications are applied manually by a user at a 55 18 . A method comprising : 
universal viewer capable of viewing all of the elements of creating an import logical manifest of individual portions 
the universal view . of information from a document by an apparatus com 

9 . A method as in claim 1 where the import logical prising at least one processor and at least one memory 
manifest is created with an address unique ID number for storing a computer program ; 
each of the individual portions of information from the 60 creating a universal view from the import logical manifest 
document . by the apparatus , where the creating of the universal 

10 . A method as in claim 1 where the method comprises view comprises creating images of the individual por 
use of a rule set to determine which of the different classi tions of information from the document as individual 
fications to apply to the images of the individual elements of elements of the universal view , where the universal 
the universal view . 65 view is a format independent view and comprises an 

11 . A method as in claim 1 further comprising receiving element - by - element backlink to the import logical 
release classifications from an external client portal , and manifest ; 
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comparing , by the apparatus , at least one releasable view , where the portions of information are only 

classification to an element classification of at least one images of the information , where the universal view is 
of the individual elements of the universal view , where a format independent view and comprises an element 
the element classification of the at least one individual by - element backlink to the import logical manifest ; 
elements of the universal view comprises a classifica - 5 applying element classifications to at least some of the 
tion mark applied to the at least one individual elements individual elements by the digital processing apparatus 
of the universal view , where each of the individual and storing the individual elements and classifications 
elements of the universal view are stored in the at least in the at least one memory , where the element classi 
one memory and each of the individual elements of the fications comprises a classification mark applied to the universal view comprises the images of individual 10 
portions of information from the document ; and individual elements , where a first one of the portions is 

the apparatus , including use of the at least one processor in at least two of the individual elements , and where 
and the computer program , creating a new document each of the at least two individual elements has a 
with at least one first element of the individual elements different one of the element classifications ; and 
of the universal view , where the element classification 15 comparing , by the digital processing apparatus , at least 
of the at least one first element matches the at least one one releasable classification to the element classifica 
releasable classification , where the element classifica tion of at least one of the individual elements of the 
tion of at least one second element of the individual universal view , where each of the individual elements 
elements of the universal view does not match the at of the universal view comprises the images of the 
least one releasable classification , and where the at least 20 portions of information from the document ; and 

creating a new document with at least one first element of one second element is excluded from creating the new 
document , and the individual elements of the universal view , where the 

storing the new document in the at least one memory element classification of the at least one first element 
and / or outputting the new document from the appara matches the at least one releasable classification , where 

the element classification of at least one second element tus . 
19 . A method comprising : of the individual elements of the universal view does 
creating an import logical manifest of individual portions not match the at least one releasable classification , and 
of information from a document by a digital processing where the at least one second element is excluded from 
apparatus ; the creating of the new document , and 

creating a universal view of by the digital processing 30 storing the new document in the at least one memory 
apparatus from the import manifest , where the univer and / or outputting the new document from the digital 
sal view comprises all portions of information from the processing apparatus . 
document being individual elements of the universal * * * * 
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