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6 INTRODUCTION CHAP. 1

computer network as a sophisticated communication system may reduce the
amount of traveling done, thus saving energy. Home work may become popular,
especially for part-time workers with young children. The office and school as we
now know them may disappear. Stores may be replaced by electronic mail order
catalogs. Cities may disperse, since high-quality communication facilities tend to
reduce the need for physical proximity. The information revolution may change
society as much as the Industrial Revolution did.

1.2. NETWORK STRUCTURE

It is now time to turn our attention from the social implications of networking to
the technical issues involved in network design. In any network there exists a col-
lection of machines intended for running user (i.e., application) programs. We will
follow the terminology of one of the first major networks, the ARPANET, and call
these machines hosts. The term end system is sometimes also used in the litera-
ture. The hosts are connected by the communication subnet, or just subnet for
short. The job of the subnet is to carry messages from host to host, just as the tele-
phone system carries words from speaker to listener. By separating the pure com-
munication aspects of the network (the subnet) from the application aspects (the
hosts), the complete network design is greatly simplified.

In most wide area networks, the subnet consists of two distinct components:
transmission lines and switching elements. Transmission lines (also called cir-
cuits, channels, or trunks) move bits between machines.

The switching elements are specialized computers used to connect two or more
transmission lines. When data arrive on an incoming line, the switching element
must choose an outgoing line to forward them on. Again following the original
ARPANET terminology, we will call the switching elements IMPs (Interface
Message Processors) throughout the book, although the terms packet switch node,
intermediate system, and data switching exchange are also commonly used.
Unfortunately, there is no consensus on terminology here; every writer on the sub-
ject seems to use a different name. The term “IMP”’ is probably as good as any. In
this model, shown in Fig. 1-2, each host is connected to one (or occasionally
several) IMPs. All traffic to or from the host goes via its IMP.

Broadly speaking, there are two types of designs for the communication subnet:

1. Point-to-point channels.

2. Broadcast channels.

In the first one, the network contains numerous cables or leased telephone lines,
each one connecting a pair of IMPs. If two IMPs that do not share a cable
nevertheless wish to communicate, they must do this indirectly, via other IMPs.
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Fig. 1-4. Communication subnets using broadcasting. (a) Bus. (b) Satellite or ra-
dio. (c) Ring.

how the channel is allocated. A typical static allocation would be to divide up time
into discrete intervals, and run a round robin, allowing each machine to broadcast
only when its time slot comes up. Static allocation wastes channel capacity when a
machine has nothing to say during its allocated slot, so some systems attempt to
allocate the channel dynamically (i.e., on demand).

Dynamic allocation methods for a common channel are either centralized or
decentralized. In the centralized channel allocation method, there is a single entity,
for example a bus arbitration unit, which determines who goes next. It might do
this by accepting requests and making a decision according to some internal algo-
rithm. In the decentralized channel allocation method, there is no central entity;
each machine must decide for itself whether or not to transmit. You might think
that this always leads to chaos, but it does not. Later we will study many algo-
rithms designed to bring order out of the potential chaos.

1.3. NETWORK ARCHITECTURES

Modern computer networks are designed in a highly structured way. In the fol-
lowing sections we examine the structuring technique in some detail.

1.3.1. Protocol Hierarchies

To reduce their design complexity, most networks are organized as a series of
layers or levels, each one built upon its predecessor. The number of layers, the
name of each layer, the contents of each layer, and the function of each layer differ
from network to network. However, in all networks, the purpose of each layer is to
offer certain services to the higher layers, shielding those layers from the details of
how the offered services are actually implemented.
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Layer n on one machine carries on a conversation with layer n on another
machine. The rules and conventions used in this conversation are collectively
known as the layer n protocol, as illustrated in Fig. 1-5 for a seven-layer network.
The entities comprising the corresponding layers on different machines are called
peer processes. In other words, it is the peer processes that communicate using the
protocol.
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Fig. 1-5. Layers, protocols, and interfaces.

In reality, no data are directly transferred from layer n on one machine to layer
n on another machine. Instead, each layer passes data and control information to
the layer immediately below it, until the lowest layer is reached. Below layer 1 is
the physical medium through which actual communication occurs. In Fig. 1-5,
virtual communication is shown by dotted lines and physical communication by
solid lines.

Between each pair of adjacent layers there is an interface. The interface
defines which primitive operations and services the lower layer offers to the upper
one. When network designers decide how many layers to include in a network and
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demultiplexing is done transparently, it can be used by any layer. Multiplexing is
needed in the physical layer, for example, where all the traffic for all connections
has to be sent over at most a few physical circuits.

When there are multiple paths between source and destination, a route must be
chosen. Sometimes this decision must be split over two or more layers. For exam-
ple, to send data from London to Rome, a high level decision might have to be
made to go via France or Germany based on their respective privacy laws, and a
- low-level decision might have to be made to choose one of the many available cir-
cuits based on current traffic.

1.4. THE OSI REFERENCE MODEL

Now that we have discussed layered networks in the abstract, it is time to look
at the set of layers that will be used throughout this book. The model is shown in
Fig. 1-7. This model is based on a proposal developed by the International Stan-
dards Organization (ISO) as a first step toward international standardization of the
various protocols (Day and Zimmermann, 1983). The model is called the ISO OSI
Open Systems Interconnection) Reference Model because it deals with connect-
ing open systems—that is, systems that are open for communication with other sys-
tems. We will usually just call it the OSI model for short.

The OSI model has seven layers. The principles that were applied to arrive at
the seven layers are as follows:

1. A layer should be created where a different level of abstraction is
" needed. '

2. Each layer should perform a well defined function.

3. The function of each layer should be chosen with an eye toward
defining internationally standardized protocols.

4. The layer boundaries should be chosen to minimize the information
flow across the interfaces.

5. The number of layers should be large enough that distinct functions
need not be thrown together in the same layer out of necessity, and
small enough that the architecture does not become unwieldy.

In Sections 1.5.1 through 1.5.7 we will discuss each layer of the model in turn,
starting at the bottom layer. Note that the OSI model itself is not a network archi-
tecture because it does not specify the exact services and protocols to be used in
each layer. It just tells what each layer should do. However, ISO has also pro-
duced standards for all the layers, although these are not strictly speaking part of
the model. Each one has been published as a separate international standard.




















































