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I. INTRODUCTION 

Petitioner Orca Security Ltd. (“Petitioner”) requests Inter Partes Review of 

Claims 1-29, (the “Challenged Claims”) of U.S. Pat. No. 11,929,896 (the “’896 

Patent”) assigned to Wiz, Inc. (“Patent Owner”). 

II. SUMMARY OF THE ’896 PATENT 

A. Description of the ’896 Patent 

The ’896 Patent identifies a problem with which the inventors were involved 

as providing simple, unified understandings of technologies included in complex and 

large-scale computing systems implemented through cloud service providers. ’896 

Patent, 1:13-2:30; Ex. 1003, ¶56. For example, some solutions required separate 

analysis and representation of similar network components, thus failing to provide 

simple, unified views. Id. Other solutions failed to provide for an integrated 

representation and analysis of both “explicit” and “implicit” objects (e.g., traffic 

management devices incorporated into a cloud platform host system). Id. 

The ’896 Patent describes the “technical field” as generally relating to 

“cybersecurity,” and, more particularly, to “systems and methods for automated 

generation of unified graph models for network entities.” ’896 Patent, 1:5-9. Figure 

2 depicts an exemplary method: 
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’896 Patent, Fig. 2, 3:37-39. 

The ’896 Patent proposes genericizing network entities to create “[g]eneric 

network entities,” which are network entities “configured to include one or more 

standard properties.” ’896 Patent, 9:18-22. The “[g]enericization” process may 

include “converting specific objects into generic objects, or generating new generic 

objects based on specific objects” (’896 Patent, 9:57-60) and is depicted in Figure 

4: 



IPR2025-01084 
U.S. Patent No. 11,929,896 

3 

 

’896 Patent, Fig. 4; see also, Id., 9:29-31, 3:42-43. 

The ’896 Patent also proposes creating “imputed entities” to “provide 

representation of network entities which are integrated into host platforms, or 

network entities which are shielded from, or not otherwise exposed to, a system 

configured to execute network analysis processes and methods[.]” ’896 Patent, 

10:58-67. An example of such an implicit network entity is load balancing 

functionality provided by a cloud platform provider. ’896 Patent, 11:29-41. 

The ’896 Patent proposes generating a network graph including generic 

entities and imputed entities and the connections between such entities. ’896 Patent, 

11:54-64. Figure 3 provides an example network graph visualization: 
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’896 Patent, Fig. 3; see also, Id., 14:41-49. 

B. Summary of the Prosecution History 

The ’896 Patent issued on March 12, 2024, from an application that was filed 

January 28, 2021. ’896 Patent at (22), (45). During prosecution, the claims were 

repeatedly rejected. After a final rejection on March 7, 2023, Applicant filed an 

appeal brief. Ex. 1002 at 134, 100-125. In its appeal brief, Applicant argued 

Examiner’s primary reference, Prabhu (U.S. Patent Publication No. 2019/0258973), 

failed to teach collecting data on, genericizing, or generating network graphs 

modeling “network entities.” Ex. 1002 at 106-108. Applicant argued that Prabhu is 
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directed to “business entity modeling,” where the “business entities” are not 

“network entities.” Ex. 1002 at 106-109. Applicant also argued that the Examiner’s 

secondary reference, Manghirmalani (U.S. Patent No. 5,819,028), did not teach 

generic network entities representative of respective network entities, instead 

teaching that generic objects provided only a level of the network’s functioning (e.g., 

health, load, performance). Ex. 1002 at 109-110.  Applicant also argued that neither 

reference represented entities across cloud computing platforms. Ex. 1002 at 106-

114. 

Following the appeal brief, an Examiner’s amendment was entered for the 

independent claims to include the “creating at least one imputed entity” limitation 

previously present in dependent claim 5 (Ex. 1002 at 51, 43-49) and a Notice of 

Allowance issued on November 2, 2023 (Ex. 1002 at 39). 

C. Level of Skill of a Person Having Ordinary Skill in the Art 

A POSITA at the time of the ’896 Patent would have had a bachelor’s degree 

in an academic area emphasizing computer science (i.e., computer science, computer 

information systems, computer engineering, etc.) or cybersecurity and (2) at least 

two years of work experience with cybersecurity and cloud computing. A POSITA 

would also have had some training in graph theory. Additional education or 

experience might substitute for the above requirements. Ex. 1003, ¶¶53-54. 
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III. REQUIREMENTS UNDER 37 C.F.R. § 42.104 

A. Grounds for Standing Under 37 C.F.R. § 42.104(a) 

Petitioner certifies the ’896 Patent is eligible for IPR. 

B. Identification of Challenge Under 37 C.F.R. § 42.104(b) 

Petitioner requests the Challenged Claims be found unpatentable on the 

following grounds. 

Proposed Grounds of Unpatentability Exhibits 

Ground 1: Claims 1-29 are obvious under 35 U.S.C. § 103 over 

Ross in view of Agarwal and Biran. 

1004, 1005, 

1006 

 
C. Claim Construction Under 37 C.F.R. § 42.104(b)(3) 

Petitioner notes that the parties have agreed to the following construction for 

one term of the ’896 Patent in the related—and stayed1— district court litigation: 

Claim Term Joint Proposed Construction 
“imputed entity” “Generic entity representing a network entity that 

is integrated into one or more host platforms, or a 
network entity that is shielded from, or not 
otherwise exposed to, a system configured to 
execute network analysis processes and methods” 

 

 
1 The district court litigation was stayed “through final written decision in each of 

the Wiz IPRs.” Ex. 1012, 2. The “Wiz IPRs” refer to the instituted IPRs filed by 

Patent Owner against Petitioner’s patents. Ex. 1012, 1. 
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Ex. 1053, Amended Joint CC Chart, 3. The district court’s Markman hearing “is 

CONTINUED” and has not been rescheduled in view of the instituted Wiz IPRs and 

related stay. Orca Security Ltd. v. Wiz, Inc., 1:23-cv-00758-JLH-SFR, Dkt. 223, Oral 

Order (Dec. 17, 2024). 

Because the proposed grounds below render the Challenged Claims obvious 

under the parties’ agreed construction and the plain/ordinary meaning, Petitioner 

does not contend that any claim construction is necessary. Nidec Motor Corp. v. 

Zhongshan Broad Ocean Motor Co., Ltd., 868 F.3d 1013, 1017 (Fed. Cir. 2017) 

IV. SHOWING OF ANALOGOUS, PRIOR ART 

A. U.S. Patent No. 11,863,580 (Ross et al.) 

Ross was filed December 23, 2020, qualifying as prior art to the ’896 Patent 

under at least 35 U.S.C. § 102(a)(2).2 Ross, (22), (45). Ross is analogous prior art to 

the ’896 Patent because Ross is in the same field of endeavor as the ’896 Patent and 

is reasonably pertinent to a problem with which the inventors of the ’896 Patent were 

involved. Ex. 1003, ¶¶21-24. Ross, like the ’896 Patent, is directed to cybersecurity, 

including the generation of graph models for network entities. Compare Ross, 1:24-

26, Abstract, 3:3-6 with ’896 Patent, 1:7-9, Abstract. Further, like the ’896 Patent, 

Ross addresses problems related to providing a simple, unified network graph of 

technologies included in multiple cloud computing platforms without requiring 

 
2 All references to Title 35 are to AIA unless otherwise stated. 
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separate representation of similar network components. Compare Ross, 2:54-63, 

5:67-6:48, 9:20-41, Figs. 2, 4A with ’896 Patent, 1:13-28, 1:37-62, Fig. 3. Ross was 

neither cited nor considered during the prosecution of the ’896 Patent. See generally 

Ex. 1002. 

B. U.S. Patent No. 9,800,470 (Agarwal et al.) 

Agarwal was filed November 10, 2014, and published October 24, 2017, 

qualifying as prior art to the ’896 Patent under at least 35 U.S.C. § 102(a)(1). 

Agarwal, (22), (45). Agarwal is analogous prior art to the ’896 Patent because 

Agarwal is in the same field of endeavor as the ’896 Patent and is reasonably 

pertinent to a problem with which the inventors of the ’896 Patent were involved. 

Ex. 1003, ¶¶25-27. Agarwal, like the ’896 Patent, is directed to the generation of 

graph models for network entities. Compare Agarwal, 1:20-25, 2:35-38, 7:54-62, 

9:20-30 with ’896 Patent, 1:7-9, Abstract. Further, like the ’896 Patent, Agarwal 

addresses problems related to providing a simple, unified network graph of 

technologies included in a large cloud computing environment without requiring 

separate representation of similar network components and including automatically 

discovered cloud resources such as virtual load balancers. Compare Agarwal, 1:20-

25, 1:60-2:7, 2:47-62, 5:6-19, 8:48-52, 13:21-32 with ’896 Patent, 1:13-28, 1:37-

2:28, Fig. 3. Agarwal was neither cited nor considered during prosecution of the ’896 

Patent. See generally Ex. 1002. 
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C. U.S. Patent No. 10,447,553 (Biran et al.) 

Biran was filed May 5, 2017, and published October 15, 2019, qualifying as 

prior art to the ’896 Patent under at least 35 U.S.C. § 102(a)(1). Biran, (22), (45). 

Biran is analogous prior art to the ’896 Patent because Biran is in the same field of 

endeavor as the ’896 Patent and is reasonably pertinent to a problem with which the 

inventors of the ’896 Patent were involved. Ex. 1003, ¶¶28-32. Biran, like the ’896 

Patent, is directed to the generation of a unified, service-aware view of network 

entities. Compare Biran, 1:33-39, 1:59-2:16 with ’896 Patent, 1:7-9, Abstract. 

Further, like the ’896 Patent, Biran addresses problems related to providing a simple, 

unified view of technologies included in a large cloud computing environment, 

including automatically discovered transparent assets incorporated into the cloud 

platform host system, such as AWS or Azure load balancers. Compare Biran, 1:16-

41, 1:52-2:16, 4:31-41 with ’896 Patent, 1:13-28, 1:37-2:28, Fig. 3. Biran was 

neither cited nor considered during the prosecution of the ’896 Patent. See generally 

Ex. 1002. 

V. GROUND 1: CLAIMS 1-29 ARE OBVIOUS OVER ROSS, AGARWAL, 
AND BIRAN 

A. Claim 1 

1. Claim 1[pre]: “A method for generation of unified graph 
models for network entities, comprising:” 

Petitioner contends that Claim 1[pre] is not limiting because the body of the 

claim sets out the complete invention, and the preamble is not necessary to give “life, 
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meaning, and vitality” to the claim. Pitney Bowes, Inc. v. Hewlett Packard Co., 182 

F.3d 1298, 1305 (Fed.Cir.1999); See also Rowe v. Dror, 112 F.3d 473, 478 (Fed. 

Cir. 1997) (“[W]here a patentee defines a structurally complete invention in the 

claim body and uses the preamble only to state a purpose or intended use for the 

invention, the preamble is not a claim limitation.”); IMS Tech., Inc. v. Haas 

Automation, Inc., 206 F.3d 1422, 1434 (Fed. Cir. 2000) (“If the preamble adds no 

limitations to those in the body of the claim, the preamble is not itself a claim 

limitation and is irrelevant to proper construction of the claim.”) 

To the extent the preamble is deemed limiting, the combined Ross-Agarwal-

Biran system teaches a method for the generation of unified graph models for 

network entities. See Claims 1[a]-1[e]. Namely, the ’896 Patent provides “a 

flowchart depicting a method for generating unified graph models for network 

entities, according to an embodiment” in Figure 2, and the Figure 2 steps correspond 

(at a high level) to each of Claims 1[a]-1[e]. ’896 Patent, 3:37-39, Fig. 2, Claim 1. 

Because the Ross-Agarwal-Biran combination teaches Claims 1[a]-1[e], the 

combination also renders obvious Claim 1[pre]. 
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2. Claim 1[a]: “collecting, for each network entity of a plurality 
of network entities, network entity data, wherein the network 
entity data collected for a network entity includes at least a 
network entity property, wherein the plurality of network 
entities are deployed in a plurality of cloud computing 
platforms;” 

Ross alone or in view of Agarwal discloses limitation 1[a]. Ross teaches 

collecting network entity data3 including at least a network entity property (e.g., IP 

address, geographic location/zone, database name, service name, etc., Ross at 4:10-

30, 5:36-45, 3:35-46) for each network entity (e.g., workload) of a plurality of 

network entities (e.g., workloads 1101,1 – 110X,Y, Ross at Fig. 1) that are deployed in 

a plurality of cloud computing platforms (e.g., cloud computing environment 100, 

which “can be hosted by more than one cloud service, such as those provided by 

Amazon, Microsoft, and Google,” Ross at 2:54-3:6, 4:10-16, Fig. 2). 

First, Ross’s workloads are network entities. As described in Ross, a 

“workload” can be “a unit of computing resource, such as a physical computing 

system (also referred to as a bare metal server), virtual machine, container, pod, and 

combinations thereof.” Ross, 3:3-6. Similarly, the ’896 Patent provides example 

“network entities” including “containers,” “virtual machines,” “virtual entities or 

instances of systems, devices or components,” “third-party containers and images,” 

“virtual entities, devices, and the like, to process layer-7 (application layer) 

 
3Claim language indicated by italics unless stated otherwise.   
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traffic[.]” ’896 Patent, 5:44-6:14, Claim 13. Workloads, represented as “nodes” in 

Ross’s graph, perform network activities and are entities configured to process data, 

send data, or receive data. Compare, e.g., Ross, 6:36-43 (describing how constituent 

workloads of a community “each perform different functions, such as web server, 

database server, application server, and the like[,]” “communicate with each other 

often and in high volume[,]” “act collectively to perform an application, service, 

and/or business function”), 13:32-33 and Fig. 7 (“Node 710 may send out 

information consumed by Node 730”), 4:25-30 (describing data packets exchanged 

between workloads), 3:47-67 with ’896 Patent, 5:29-37 (“network entities” include 

“entities configured to process data, send data, or receive data”), 5:37-43 ( “network 

entities” connect with other network and/or external entities for “sending data” and 

“receiving data”). A POSITA would have understood Ross’s workloads to be 

network entities. Ex. 1003, ¶¶74-77; Ex. 1052 (Woolward), 6:42-43 (“Each of VMs 

2601-260V (FIG. 2) and containers 3401-340Z can be referred to as workloads and/or 

endpoints.”). 

Second, Ross’s plurality of workloads 1101,1 – 110X,Y are deployed in a 

plurality of cloud computing platforms. For example, Ross discloses “cloud 

computing environment 100 including workloads 1101,1 – 110X,Y” “can physically 

reside in one or more data centers and/or be physically distributed over multiple 

locations” and that environment 100 “can be hosted by more than one cloud 
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service, such as those provided by Amazon, Microsoft, and Google.” Ross, 2:54-

63 (emphasis added4); see also, Id., 8:4-9 (contemplating “one” cloud computing 

environment of “cloud services 2601-260Z (e.g., Amazon Web Services (AWS), 

Microsoft Azure, and Google Cloud Platform (GCP))”), 8:57-62 (describing a 

container or pod (i.e., workload, see supra) that “is deployed” in the cloud 

computing environment “hosted by cloud services 2601-260Z”), 8:11-14 (“Cloud 

drivers 2501-250Z maintain an inventory and topology (i.e., current state) of the 

workloads in the cloud computing environments hosted by cloud services 2601-260Z, 

respectively.”), 2:63-3:2. Cloud computing platforms, also known as “cloud 

platforms,” generally refer to the underlying infrastructure, and a “cloud service” 

generally refers to specific services (e.g., Infrastructure as a Service, Platform as a 

Service, Software as a Service) built on top of that platform. Ex. 1003, ¶85 (citing 

Ex. 1007 (US2019/0190778), [0001], [0009]); ’896 Patent, 5:1-5 (“A cloud platform 

104 may be a commercially available cloud system, provided on a service basis, such 

as, as examples and without limitation, Amazon AWS®, Microsoft Azure®, and the 

like.”). Ross’s disclosure that a cloud environment can be hosted by multiple cloud 

services (e.g., Amazon AWS, Microsoft Azure, and Google GCP) is an express 

teaching that workloads of such an environment are deployed in a plurality of cloud 

platforms. Ex. 1003, ¶¶84-86 (citing Ex. 1007 (US2019/0190778), [0001], [0009]). 

 
4 Bold emphasis added unless stated otherwise.   
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Finally, Ross teaches collecting network entity data including at least a 

network entity property from each of the plurality of workloads. For example, Ross 

teaches: “Exemplary methods include: gathering data about workloads and 

applications in the cloud computing environment ....” Ross, Abstract. Ross 

teaches collecting “streaming telemetry 275 from network logs 270 (also referred to 

herein as logs or network and middleware system logs), events 285 from cloud 

control plane 280, and inventory 295 from configuration management database 

(CMDB) 290.” Ross, 4:3-9, 9:10-19, Figs. 2, 5. A POSITA would have understood 

that each such source of information provides data, including network entity data 

(e.g., data describing one or more entities in the cloud environment 100). Compare, 

e.g.,’896 Patent, 8:64-67 (“Network entity data [] is data describing one or more 

entities included in a network, cloud, environment, or other, like, deployment.”) with 

Ross, 4:45-50 (“Events 285 can include information about a container (and/or a pod) 

being created” including “information about the workload such as a service 

name, image deployed, and the like can be received in events 285.”), 4:53-58 

(CMDB 290 “can be a database of information about the hardware and software 

components (also known as assets) used in [] cloud computing environment 100 [] 

and relationships between those components and business functions”), 4:10-30 

(streaming telemetry 275 provides information about data exchanges between 
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workloads including the 5-tuple (source IP address/port number, destination IP 

address/port number, and protocol in use for the exchange)); Ex. 1003, ¶¶78-83. 

The ’896 Patent provides exemplary “properties” including “entity names, 

addresses, types, configurations, edge direction, and the like[.]” ’896 Patent, 13:34-

40; see also, Id., 8:64-9:5. Ross expressly teaches that collected information includes 

IP addresses. Ross, 4:10-30, Fig. 4A. More broadly, a POSITA would have 

understood a “network entity property” to be an attribute or characteristic of the 

network entity (i.e., Ross’s workload). Ex. 1003, ¶83 (citing Ex. 1042 and Ex. 1051). 

Ross teaches that “[u]sing streaming telemetry 275, events 285, and inventory 295, 

graph 220 (FIG. 2) can determine information 335 about node 330” (i.e., one of the 

workloads) including application or service name, function (e.g., application, 

service, business function), “business organization (e.g., division within a 

company),” “realm (e.g., production system, development system, and the like),” 

“(geographic) location/zone” and the “name of the database[,]” among other 

attributes. Ross, 5:36-45, 5:30-31, Fig. 3. A POSITA would have understood that 

such attributes are collected network entity properties of each workload. Ex. 1003, 

¶¶78-83. Additionally, a POSITA would have understood that where one or more 

workloads is a container, the collected “service name” is a property or attribute of 

the container and therefore constitutes a network entity property. Ross, 3:35-46, 

4:45-50; see also ’896 Patent, Claim 13; Ex. 1003, ¶¶82-83. 
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Additionally, a POSITA would have found it obvious and been motivated to 

implement the combined Ross-Agarwal system to collect network entity property 

information including “security groups,” “instance tags,” “auto scaling groups,” 

“key pair,” process names, port numbers, identifier, instance name, region, etc. See 

Claim 1[b], Claim 2, infra; Ex. 1003, ¶¶87-91, 104-107. 

3. Claim 1[b]: “genericizing each of the network entities based 
on the respective collected network entity data to generate a 
plurality of generic network entities, wherein a generic 
network entity includes a generic representation of respective 
network entities from different cloud computing platforms of 
the plurality of cloud computing platforms;” 

Ross alone or in view of Agarwal discloses limitation 1[b]. Ross teaches or 

suggests, genericizing (e.g., classifying into groups, clustering together, and/or 

forming into communities, Ross at 5:64-6:48) each of the network entities (e.g., 

workloads 1101,1 – 110X,Y, see Claim 1[a]) based on collected network entity data 

(e.g., streaming telemetry 275, events 285, inventory 295, see Claim 1[a]). For 

example, Ross discloses classifying each workload node in graph database 225 into 

groups by analyzing its “relationships” to other workload nodes, which are created 

“as streaming telemetry 275, events 285, and inventory 295 are processed” (i.e., 

based on collected network entity data). Ross, 5:64-6:2; see also id., 6:2-6 (“if the 

node accepts database client connections from systems that are known to be 

application servers, then graph 220 may classify the node as a database management 

system (i.e., a certain group)”); Ex. 1003, ¶¶92, 95. The classification criteria for 
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membership in a group can include heuristic rules or machine learning algorithms. 

Ross, 6:6-14. 

Additionally, or alternatively, Ross discloses clustering together workload 

nodes that behave similarly, for example, workloads that “run the same application, 

are associated with the same organization, and the like[,]” including workloads that 

fulfill the same function. Ross, 6:21-32. Ross further discloses identifying 

“communities” consisting of workloads that “act collectively to perform an 

application, service, and/or business function.” Ross, 6:33-48. Application and 

service name, application and service function, business organization, etc., are 

collected streaming telemetry 275, events 285, and inventory 295 data, and thus 

clustered workload nodes and identified communities are based on collected network 

entity data. Ross, 5:36-45; Ex. 1003, ¶¶93-95. 

Ross’s cloud computing environment 100 includes network entities (e.g., 

workloads 1101,1 – 110X,Y, Ross at Fig. 1) that are deployed in a plurality of cloud 

computing platforms (e.g., cloud computing environment 100, which “can be hosted 

by more than one cloud service, such as those provided by Amazon, Microsoft, and 

Google[,]” Ross at 2:54-3:6, Fig. 2 (Cloud SVC 2601 … Cloud SVC 260z)). See 

Claim 1[a]. A POSITA would have understood or found obvious that Ross’s 

disclosed classification/clustering/community grouping is across all workloads from 

which data is collected, and thus workloads of different cloud service providers are 
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classified/clustered/grouped together so long as they, for example, run the same 

application or perform the same function. Ex. 1003, ¶96. 

A POSITA reading Ross’s disclosure of 1) classifying workload nodes into 

groups; 2) clustering together workload nodes; and/or 3) identifying “communities” 

of workloads would have understood Ross to teach, or at the very least suggest, 

genericizing workloads based on collected network entity data, including from 

different cloud computing platforms. Ex. 1003, ¶¶96-97. However, Ross does not 

disclose the specifics of any generic network entity that results from such 

genericizing. Ex. 1003, ¶97. 

In related art, Agarwal expressly discloses genericizing network entities (e.g., 

cloud resources, such as virtual machines or instances (servers), Agarwal, 5:5-14, 

5:35-43, 11:59-63, 15:11-13) based on collected network entity data (e.g., security 

group, instance tags, process name, identifier, instance name, region, etc., Agarwal, 

15:45-51, 18:55-19:5, 25:34-39) to generate generic network entities (e.g., node 

groups), where each group includes a generic representation of respective network 

entities (e.g., a group object, e.g., Agarwal, 24:23-46, that shares the common 

properties of the specific workload nodes in the group). Namely, Agarwal teaches 

“collect[ing] data associated with a user’s collection of cloud resources[,]” such as 

through deployed sensors or a cloud provider’s API, where “[t]he collected data can 

reveal a user’s nodes and the connection between nodes in the cloud environment.” 
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Agarwal, 14:8-24; See also 14:10-20, Fig. 7 (“Collect data using cloud resource 

API”). 

The Agarwal system uses one or more collected node characteristics (e.g., 

security groups, instance tags, load balancer, key pair, auto scaling groups, process 

names, port numbers, identifier, instance name, region, etc.) to generate node groups. 

Agarwal, 15:45-51, 18:55-19:5, 25:34-39. The specific characteristics used to 

generate the node groups can be selected/recommended by system logic, and the 

user may manually select or modify the metadata attributes used. Id. A POSITA 

would have understood that Agarwal’s characteristics (also referred to as 

“parameters” or “metadata attributes”) are collected network entity data, such as 

through deployed sensors or a cloud provider’s API. Compare, e.g.,’896 Patent, 

8:64-67 (“Network entity data [] is data describing one or more entities included in 

a network, cloud, environment, or other, like, deployment.”) with Agarwal, 15:14-

17 (referring to security groups, instance tags, load balancer, key and auto scaling 

groups as “characteristics of nodes”), 14:21-22 (“collected data can reveal a user’s 

nodes and the connection between nodes in the cloud environment”), 18:34-35 (“An 

entity can be described by metadata.”), 14:8-17, 18:55-56; Ex. 1003, ¶¶87-90, 99-

100. Like Ross, Agarwal teaches using clustering techniques to generate initial node 

groups. Agarwal, 19:6-49. 
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A POSITA would have understood that each of Agarwal’s node groups is a 

generic representation of respective network entities. Ex. 1003, ¶¶98-102. Like the 

generic network entities of the ’896 Patent, Agarwal’s node groups include 

properties that are common to the specific nodes that are part of the group. Compare, 

e.g., ’896 Patent at 15:56-16:60, Fig. 4, with Agarwal at 23:65-25:20; Ex. 1003, 

¶¶100-101. Namely, in Agarwal’s “Test Case 1,” collected instance characteristics 

include: 

 

Agarwal, 24:6-22 (annotated); Ex. 1003, ¶101. Note that node 1 and node 2 have 

similar names of node.x.#, while node 3 and node 4 have similar names of node.y.#. 

Id. Following Test Case 1, the two generated groups include properties that 

correspond to the properties shared among the nodes of the group: 
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Agarwal, 24:23-46; Ex. 1003, ¶¶101-102. 

A POSITA would have found it obvious and been motivated to implement the 

Ross system to genericize network entities as taught by Agarwal. Ex. 1003, ¶¶103-

108. Agarwal provides an express motivation for the combination: “The grouping of 

nodes can be helpful when attempting to understand system properties in a cloud 

environment, like availability, security and performance, where the system includes 

a large number of nodes (e.g., more than twenty single nodes)….” Agarwal, 4:13-

26; see also, 13:21-27; Ex. 1003, ¶103. Additionally, the Ross-Agarwal combination 

would have merely involved use of known techniques to improve similar devices in 

the same way. Ex. 1003, ¶106. A POSITA would have recognized that both 

references expressly contemplate grouping network entities based on collected 

network entity data and also using clustering techniques and machine learning 

algorithms to group network entities. Ex. 1003, ¶107; Ross, 5:64-6:48; Agarwal, 

13:21-46, 18:27-29, 19:6-49, 25:34-39. A POSITA would have been motivated to 

implement the genericizing teachings of Agarwal into Ross for ease of visual 



IPR2025-01084 
U.S. Patent No. 11,929,896 

22 

representation to a user. Ex. 1003, ¶107. Implementing the combined system to 

group network entities based on other collected network entity data (e.g., security 

group, instance tags, instance name, identifier, geographic location/region, etc.) 

would have been obvious at least because these other properties are the type of data 

that is typically stored in a CMDB from which Ross collects data. Ex. 1003, ¶105. 

It also would have been obvious to a POSITA to implement the combined 

Ross-Agarwal system, such that the generic network entity (e.g., workload node 

group) includes a generic representation of respective network entities from the 

different cloud computing platforms (e.g., Amazon, Microsoft, Google, see Claim 

1[a]). Ex. 1003, ¶¶104-106. A POSITA would have been motivated to group similar 

workload nodes across cloud service providers (i.e., from different cloud computing 

platforms) to simplify the visualization, management, and security of complex cloud 

environments. Ex. 1003, ¶104. 

4. Claim 1[c]: “generating at least a network graph, wherein the 
generated network graph is a multi-dimensional data 
structure providing a representation of the plurality of generic 
network entities and relations between the generic network 
entities of the plurality of network entities; and” 

Ross in view of Agarwal discloses limitation 1[c]. First, Ross teaches 

generating at least a network graph (e.g., graph database), which a POSITA would 

have understood to be a multi-dimensional data structure. Ex. 1003, ¶¶109-110. 

Namely, Ross teaches graph 220 uses collected data (e.g., streaming telemetry 275, 
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events 285, and inventory 295) “to create and update graph (database) [225].” Ross, 

5:16-20, Fig. 2. “Graph database 225 uses a graph data model comprised of nodes 

(also referred to as vertices), which is an entity such as a workload[,]” and “edges, 

which represent the relationship between two nodes.” Ross, 4:66-5:13; see also, Id. 

5:7-13. A POSITA would have understood that a “graph database,” as described in 

Ross, is a specific type of database that stores data as nodes (entities) and edges 

(relationships), instead of in tables and documents. Ex. 1003, ¶¶109-110. 

Accordingly, a POSITA would have understood that creating and updating a graph 

database, as described in Ross, constitutes generating a network graph that is a multi-

dimensional data structure. Ex. 1003, ¶¶109-110. 

Second, a POSITA would have found Ross to teach or suggest that the graph 

database provides a representation of the plurality of generic network entities (e.g., 

workload node groups, see Claim 1[b], visually represented as a single shape, Ross, 

6:21-48) in addition to the relations (e.g., double-sided arrows) between such 

groups. Ross, Figure 4A; Ex. 1003, ¶¶111-114. Namely, Ross teaches “visually 

organiz[ing] information from graph database 225.” Ross, 6:15-48, Fig. 4A. In Ross, 

a group of specific workload entities (e.g., as a result of being clustered together or 

formed into a community) can be visually presented as a single shape (e.g., circle, 

rectangle, and the like) instead of a shape for each individual specific entity. Ross, 

6:21-48. Ross discloses that a single shape of the network graph can denote “the 
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application performed, the number of constituent workloads, and the like.” Ross, 

6:43-48. For example, Figure 4A includes a group of 51 workloads labeled “Auto-

Group 1” (annotated in red in Fig. 4A below). Ex. 1003, ¶113. In view of these 

disclosures, a POSITA would have found Ross to teach, or at least suggest, that the 

visualized graph of Figure 4A (and, thus the contents of the graph database) provides 

a representation of groups of specific entities in addition to the relations between 

such group entities (i.e., depicted as double-sided arrows). Ex. 1003, ¶113. For 

example, a POSITA would have understood Figure 4A to show or at least suggest 

(particularly in view of Agarwal as discussed below), that a group of 4 workloads 

running “SWIFT_NetLink” communicate with 8 workloads running “SWIFT_GUI” 

(annotated in green in Fig. 4A below). Ex. 1003, ¶113. 
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Ross, Fig. 4A (annotated). 

To the extent Patent Owner argues that the disclosures of Ross alone are 

insufficient to render this limitation obvious, Agarwal is directed to “a system and a 

user interface associated with grouping entities and visualizing the relationship […] 

of grouped entities in the context of virtual networks and clouds.” Agarwal, 1:20-

25. In addition to disclosing generating generic network entities (e.g., node groups, 

see above Claim 1[b]), Agarwal teaches generating flows between node groups, 

where a collection of flows can form “flow groups.” Agarwal, 14:49-51, 14:62-67, 

15:37-44. Similar to Ross’s network graph, Agarwal teaches generating a “flow 



IPR2025-01084 
U.S. Patent No. 11,929,896 

26 

map” that “represents a particular grouping of resources and the connections 

between the resources.” Agarwal, 8:11-12. “FIG. 23H shows a flow map for the 

groups of Family A,” including groups of nodes and the relationships between the 

groups, as shown below: 

 

Agarwal, 25:67-26:1, Fig. 23H. 

Agarwal also teaches “recommend[ing] a group structure for a set of 

ungrouped nodes” and that “[t]he ability of the system to generate an initial group 

structure for an existing set of nodes and recommend a placement of new nodes 
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within an existing group structure can also simplify the management of a cloud 

system.” Agarwal, 18:15-26. For example, when using a machine learning algorithm 

such as clustering to create groups, Agarwal teaches storing new groups in a “Groups 

DB.” Agarwal, 3:51-54, Fig. 20 (illustrating the result of “Add nodes to Closest 

Cluster” and “create new Cluster” is to “store in DB,” namely the “Groups DB”). 

Agarwal also teaches using a Grouping Manager service to create groups of nodes 

(see limitation 1[b]) and flows, and a TGraph Server service to represent a cloud 

infrastructure as a graph, where the output of the Grouping Manager is to the TGraph 

Server whose output is to “OrientDB.” Agarwal, 23:51-64, Fig. 21. A POSITA 

would have understood that “Orient DB,” initially released in 2010, is an open-

source NoSQL database management system that supports graph models and where 

relationships are managed in the same way as graph databases with direct 

connections between records. Ex. 1003, ¶118. Based on these disclosures, a POSITA 

would have understood Agarwal to teach a multi-dimensional data structure (e.g., 

Orient DB) providing a representation of generic network entities (e.g., node groups) 

and relations between them (e.g., flow groups). Ex. 1003, ¶¶115-120. 

A POSITA would have found it obvious and been motivated to implement the 

Ross-Agarwal system to generate at least a network graph that is a multi-dimensional 

structure (e.g., a graph database or OrientDB) providing a representation of the 

plurality of generic network entities (e.g., workload node groups, see Claim 1[b]) 
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and relations between them (e.g., flow groups), such that, for example, the workload 

node groups themselves are stored as individual nodes/records in the database with 

direct connections between the records representing the flow groups. Ex. 1003, 

¶¶121-125. As discussed above, Ross and Agarwal each teach, or at least suggest, 

that when the contents of a graph database or a similar database are visualized, 

groups of specific entities and the relationships between those groups are displayed. 

Implementing the combined Ross-Agarwal network graph structure to provide the 

generated workload node groups and the relationships between them amounts to use 

of a known technique to improve similar devices in the same way. Ex. 1003, ¶122. 

Additionally, a POSITA would have been motivated to generate a network graph in 

this way to better visualize complex cloud computing environments. Ex. 1003, ¶123. 

Use of a network graph structure in this way was commonplace and disclosed by 

numerous references, giving a POSITA a reasonable expectation of success in the 

modification. Ex. 1003, ¶¶124, 36-48. 

5. Claim 1[d]: “creating at least one imputed entity, wherein the 
at least one imputed entity is a generic network entity 
representing an executed platform functionality, and wherein 
the executed platform functionality is different than a network 
entity; and” 

Ross in view of Agarwal and Biran discloses the limitations of Claim 1[d]. 
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a) Discovering host-less components 

First, Ross teaches that collected information includes information from 

configuration management database (CMDB) 290, including known “assets” used 

in a cloud computing environment. Ross, 4:3-9, 4:53-65; see also, Claim 1[a]. A 

POSITA would have found it obvious and been motivated to include host-less 

component information in Ross’s CMDB and to collect it in view of the express 

teachings of Biran. Ex. 1003, ¶¶127-136. 

Biran teaches “service mapping logic that generates an accurate, service-

aware view (e.g., a ‘service mapping’) of the system infrastructure[.]” Biran, 1:59-

61. Biran’s service mapping logic enables discovery of logical Platform as a Service 

(PaaS) services, such as “Amazon Web Services (AWS) elastic load balancing 

(ELB) and relational database services (RDS) and/or Azure Load Balancer (LB),” 

and stores information regarding the discovered services in the CMDB. Biran, 2:4-

10, 4:9-10, 4:31-41. 

Particularly, Biran teaches that “[t]he CMDB 108 is a series of tables 

containing information about all of the assets and enterprise services controlled by a 

client 102 and the configurations of these assets and services. The assets and services 

include configuration items (CIs) 110 that may be computers, other devices on a 

network 112 (or group of networks), software contracts and/or licenses, or enterprise 

services.” Biran, 5:41-47; see also, Id., 5:47-6:5. According to Biran, PaaS service 
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discovery is “more complex than discovering typical hosts” because they are “host-

less components (e.g., where the host or hosts are transparent to a service consuming 

the service)[.]” Biran, 17:46-65. These host-less components are “discovered by 

infrastructure patterns and/or application patterns[.]” Id.; see generally, Biran, 

17:66-18:46. A POSITA would have understood that host-less components such as 

an AWS ELB and Azure LB (among other host-less components) are network 

entities that are integrated into one or more host platforms. Ex. 1003, ¶¶128-131. A 

POSITA would also have understood that host-less components include components 

that are transparent (i.e., shielded from or not otherwise exposed) to a system 

configured to execute network analysis processes and methods. Id. 

Biran further teaches a “service mapping timeline” that is used to “display an 

accurate, up-to-date view of infrastructure of one or more networks[,]” including a 

graphical representation of discovered CIs. Biran, 16:38-49. An exemplary service 

mapping timeline, including a graphical representation of a discovered elastic load 

balancer 804 (annotated in red below), appears in Figure 12: 
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Biran, Fig. 12 (annotated); see also, Biran, 18:41-46; Ex. 1003, ¶133. Biran 

expressly discloses that each CI in the CMDB includes a “class” and “type” and that 

the “type” field indicates that the entity is a particular type of component (e.g., 

“Cloud Database”) and that the “class” field may indicate, for example, a host-less 

CI. Biran, 18:27-40, Fig. 11. 

A POSITA would have understood that the discovered “host-less 

components” in Biran each constitute a network entity that is integrated into one or 

more host platforms, or a network entity that is shielded from, or not otherwise 

exposed to, a system configured to execute network analysis processes and methods. 

Ex. 1003, ¶¶128-131. 
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Biran provides express motivation to implement Ross to gather information 

on host-less components (in addition to hosted components) – to generate an 

accurate, service-aware view of the system infrastructure. Biran, 1:59-61; Ex. 1003, 

¶134. Moreover, the combination represents the simple addition of one known 

element (e.g., discovering and tracking host-less components) to another known 

element (e.g., CMDB) to obtain a predictable result (e.g., a CMDB that tracks both 

hosted and host-less components). Ex. 1003, ¶135. Moreover, this modification 

would have been straight forward and well within the skill of a POSITA, giving a 

POSITA a reasonable expectation of success in the modification. Ex. 1003, ¶136. 

b) Creating imputed entities based on host-less 
components 

Second, when implemented to gather information on host-less components, a 

POSITA would have found it obvious and been motivated to create at least one group 

of similar host-less components, thereby creating at least one imputed entity. Ex. 

1003, ¶¶137-144. 

As discussed above with respect to limitation 1[b], the combined Ross-

Agarwal system allows for classification/clustering/community formation based on 

collected data (e.g., application or service name, function, security group, instance 

tags, instance name, identifier, geographic location/region, etc.) to generate groups 

of workload nodes that include a generic representation of respective workload 

nodes (e.g., share common properties or characteristics). Supra, limitation 1[b]. 
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Agarwal also broadly teaches that node groups can be created for 

automatically discovered cloud resources (e.g., Agarwal, 4:7-12, 8:44-52, 11:59-

12:7, 13:47-50, 14:8-22), including for resources such as “a virtual load balancer, a 

virtual router, a virtual switch[,]” or other “network service” (e.g., Agarwal, 5:12-

13, 5:35-46). 

When implementing Ross to collect information on automatically discovered 

host-less components, including elastic load balancers and other transparent assets 

as taught in Biran, a POSITA would have found it obvious and been motivated to 

create a group of such transparent assets, particularly in view of Agarwal’s express 

suggestion to create a group of similar virtual load balancers and other network 

service resources. Ex. 1003, ¶¶137-138. A POSITA would have understood that a 

group of similar transparent assets (e.g., elastic load balancers) constitutes an 

“imputed entity” under the agreed construction of “generic entity representing a 

network entity that is integrated into one or more host platforms, or a network entity 

that is shielded from, or not otherwise exposed to, a system configured to execute 

network analysis processes and methods.” Ex. 1003, ¶¶139-141. A POSITA would 

also have understood that a group of one or more similar transparent assets represents 

an executed platform functionality (e.g., AWS elastic load balancing (ELB), Azure 

Load Balancer (LB)), and that the executed platform functionality is different than 

a network entity (e.g., workloads, see Claim 1[a]). Ex. 1003, ¶139-141. 
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In addition to providing an accurate, service-aware view of the cloud 

infrastructure, Agarwal provides an additional express motivation for implementing 

the combined system in this way: “The grouping of nodes can be helpful when 

attempting to understand system properties in a cloud environment, like availability, 

security and performance, where the system includes a large number of nodes (e.g., 

more than twenty single nodes).” Agarwal, 4:13-17; See also, Agarwal, 13:21-26; 

Ex. 1003, ¶142. Creating generic entities for transparent assets, such as ones 

representing an executed platform functionality, was known and specifically 

suggested by Agarwal, giving a POSITA a reasonable expectation of success in 

implementing the system in this way. Ex. 1003, ¶143. 

6. Claim 1[e]: “storing the generated network graph.” 

Ross and Agarwal each teach storing generated network graphs in a graph 

database or a similar database. Ex. 1003, ¶¶145-152. Ross discloses storing the 

generated graph in “graph database 225.” Ross, 4:67-5:3, 9:20-30 (“…stored in 

graph database 225…. present a graph using data in graph database 225.”). Figure 2 

shows Ross’s system for cloud security management, including graph database 225: 
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Ross, Fig. 2; see also Id., 5:16-19, Fig. 5 

Additionally, as discussed in Claim 1[c], Agarwal teaches the use of a 

Grouping Manager service to group nodes and a TGraph Server service to represent 

a cloud infrastructure as a graph, where the output of the TGraph Server is to 

“OrientDB.” Agarwal, 23:51-64, Fig. 21; Supra, Claim 1[c]. A POSITA would have 

understood that “OrientDB,” initially released in 2010, is an open-source NoSQL 

database management system that supports graph models and where relationships 

are managed in the same way as graph databases, with direct connections between 

records. Ex. 1003, ¶150. Accordingly, a POSITA would have understood Agarwal 



IPR2025-01084 
U.S. Patent No. 11,929,896 

36 

to teach storing a network graph in OrientDB, which is similar to a graph database. 

Id. 

When implementing the Ross-Agarwal-Biran combination, a POSITA would 

have found it obvious and been motivated to store the generated network graph in a 

graph database or similar database, including because Ross and Agarwal expressly 

teach doing so. Ex. 1003, ¶151. A POSITA would have had a reasonable expectation 

of success in implementing the system to store the generated network graph because 

gtorage of network graphs in graph databases or other similar databases was 

commonplace and taught by Ross and Agarwal. Ex. 1003, ¶151. 

B. Claim 2: “The method of claim 1, wherein the network entity 
property relates to at least one of: a network entity type, a network 
entity class, a network entity category, and a network entity 
configuration.” 

The ’896 Patent does not distinguish between a “network entity type,” a 

“network entity class,” and a “network entity category,” instead repeatedly referring 

to them as “like” properties that are “common to specific network entities configured 

to achieve the same or similar functionalities” including “properties relevant to the 

execution or provision of such functionalities.”’896 Patent, 9:32-38; see also id., 

9:60-10:2. Exemplary property “configurations” include “pre-defined properties” 

and “user-defined properties,” among others. ’896 Patent, 9:39-56. 

Ross alone or in view of Agarwal and Biran discloses Claim 2. Ross discloses 

that the collected network entity properties (see limitation 1[a]) include application 
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or service name, function (e.g., application, service, business function), “business 

organization (e.g., division within a company),” “realm (e.g., production system, 

development system, and the like),” “(geographic) location/zone” (among others). 

Ross, 5:36-45, 4:45-65, 6:41-43; Supra, limitation 1[a]. A POSITA would have 

considered a workload’s application or service name, function, business 

organization, realm, and location/zone to each be a network entity “type,” “class,” 

and/or “category” because they are key characteristics or attributes of the workload 

that enable classifying the workload together with other similar workloads and are 

therefore common among workloads that are configured to achieve the same or 

similar functionality. Ross, 6:15-48; Ex. 1003, ¶¶153-155. 

Additionally, a POSITA would have found it obvious and been motivated to 

implement the combined Ross-Agarwal system to collect network entity properties, 

such as “security group,” “instance tag,” “auto scaling group,” “key pair,” process 

names, port numbers, identifier, instance name, region, etc., in order to create groups 

based on such information as discussed in Claims 1[a] and 1[b]. Agarwal, 14:8-24, 

15:11-28, 18:55-19:5, Fig. 7 (“step 702”); Supra, Claims 1[a] and 1[b]; Ex. 1003, 

¶156. A POSITA would have considered a security group, instance tag, autoscaling 

group, and key pair to be a network entity “configuration” at least because each such 

property is a “pre-defined property” and/or “user-defined property.” Ex. 1003, ¶157. 
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Additionally, Biran expressly discloses that each configuration item in the 

CMDB includes a “class” and “type” and that the “type” field indicates that the entity 

is a particular type of component (e.g., “Cloud Database”) and that the “class” field 

may indicate, for example, a host-less CI. Biran, 18:27-40, Fig. 11. A POSITA 

would have found it obvious and been motivated to implement the combined Ross-

Agarwal-Biran system to collect class and type information from hosted and host-

less components for the reasons discussed in Claim 1[d]. Ex. 1003, ¶158. See Section 

V.A.5.a). 

C. Claim 3: “The method of claim 1, wherein genericizing each of the 
network entities further comprises: generating a new generic 
network entity, wherein the new generic network entity includes at 
least a network entity property of network entities.” 

In the Ross-Agarwal-Biran combination, a POSITA would have found it 

obvious and been motivated to genericize each of the network entities (see Claim 

1[b]) such that the genericizing further includes generating a new generic network 

entity (e.g., new workload node group) that includes at least a network entity 

property of network entities (e.g., a property that is common to the specific network 

entities that the node group represents). Ex. 1003, ¶¶160-167. As discussed above 

with respect to limitation 1[b], Agarwal expressly teaches genericizing network 

entities in this way. Agarwal, 14:34-40 (“In 710, the system can generate a node 

grouping model based upon the input parameters and generate initial node groupings 

so that each node group is populated with one or more nodes.”), 4:29-31(“the system 
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can be configured to automatically generate a node grouping”), 24:6-46 (showing 

that two generated groups include network entity properties (e.g., security group, 

instance tag, auto scaling group, key pair) that correspond to the properties common 

to the specific nodes of the group), Fig. 7 (“step 710”); See also, Agarwal, 15:45-

17:17, 24:47-25:19; see limitation 1[b]. For the reasons discussed above with respect 

to limitation 1[b], a POSITA would have found it obvious and been motivated to 

implement the Ross system to genericize network entities as taught by Agarwal. Ex. 

1003, ¶¶161-166. 

D. Claim 4: “The method of claim 1, wherein a new generic network 
entity includes at least a network entity property of at least one 
network entity.” 

In the Ross-Agarwal-Biran combination, a new generic network entity (e.g., a 

new workload node group) includes at least a network entity property of at least one 

network entity (e.g., a property that is common to the specific network entities that 

the node group represents). Supra, Claim 3; Ex. 1003, ¶168. 

E. Claim 5: “The method of claim 1, wherein creating at least one 
imputed entity comprises: identifying at least one cloud computing 
platform of the plurality of cloud computing platforms or 
environment functionality which corresponds with a functionality 
of a generic network entity.” 

In the Ross-Agarwal-Biran combination, creating at least one imputed entity 

(see Claim 1[d]), comprises identifying at least one cloud platform or environment 

functionality (e.g., AWS elastic load balancing (ELB), Azure Load Balancer (LB)), 
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which corresponds with a functionality of a generic network entity (e.g., an 

automatically generated group of host-less components). Supra, Claim 1[d]; Ex. 

1003, ¶170. 

F. Claim 6: “The method of claim 5, wherein the generated network 
graph is a unified representation of the plurality of network entities 
including the imputed network entities and the generic network 
entities.” 

A POSITA would have found it obvious and been motivated to implement the 

combined Ross-Agarwal-Biran system to include the created imputed network 

entities (e.g., groups of host-less components, see Claim 1[d]) in addition to the 

generic network entities (e.g., groups of hosted components, see Claims 1[b] and 

1[c]) in the network graph, thereby generating a network graph that is a unified 

representation of the network entities. Ex. 1003, ¶¶172-176. 

Biran expressly teaches displaying host-less components together with hosted 

components in a service-mapping timeline. Biran, 18:41-46, Fig. 12; See also supra, 

limitation 1[d]. Agarwal broadly teaches that node groups can be created for 

automatically discovered cloud resources, including resources such as “a virtual load 

balancer, a virtual router, a virtual switch,” or other “network service.” Agarwal, 

4:7-12, 8:44-52, 11:59-12:7, 13:47-50, 14:8-22, 5:12-13, 5:35-46. Agarwal also 

teaches that created groups are displayed in a flow map. Supra, limitation 1[c]. 

When implementing the Ross-Agarwal-Biran system to automatically 

discover and group host-less components (e.g., AWS elastic load balancing (ELB), 
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Azure Load Balancer (LB), or other transparent assets), a POSITA would have found 

it obvious and been motivated to include the group(s) of host-less components in the 

generated network graph based on the express suggestion of Biran and Agarwal to 

do so. Ex. 1003, ¶¶177-180. Additionally, implementing the system in this way 

would have provided an accurate, service-aware view of the multi-platform cloud 

environment. Ex. 1003, ¶181. Providing a unified representation of hosted and host-

less assets together, such as in a network graph, was known and disclosed by 

Agarwal and Biran, giving a POSITA a reasonable expectation of success in 

implementing the system in this way. Ex. 1003, ¶182. 

G. Claim 7: “The method of claim 1, wherein the generated network 
graph includes at least one graph vertex, wherein the at least one 
graph vertex represents at least one of: a network entity, a generic 
entity, and an imputed entity.” 

In Ross, the generated network graph includes at least one graph vertex. Ross, 

5:3-7 (“Graph database 225 uses a graph data model comprised of nodes (also 

referred to as vertices), which is an entity such as a workload” and “edges, which 

represent the relationship between two nodes.”); see also limitation 1[c]. 

In the Ross-Agarwal-Biran combination, the graph vertices represent at least 

one network entity (e.g., a specific network entity, see, e.g., Agarwal, Fig 23H (Node 

labeled “Instance”)), at least one generic entity (e.g., a group of similar workload 

nodes, supra, Claim 1[c]), and an imputed entity (e.g., a group of similar host-less 

components, supra, limitation 1[d] and Claim 6). A POSITA would have found it 
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obvious and been motivated to include each such entity in the generated network 

graph based on the express suggestion of Biran and Agarwal to do so. Ex. 1003, 

¶¶184-1890. Additionally, implementing the system in this way would have 

provided an accurate, service-aware view of the multi-platform cloud environment. 

Ex. 1003, ¶188. Providing a unified representation of hosted and host-less assets 

together, such as in a network graph, was known and disclosed by Agarwal and Biran, 

giving a POSITA a reasonable expectation of success in implementing the system in 

this way. Ex. 1003, ¶189. 

H. Claim 8: “The method of claim 7, wherein the at least one graph 
vertex includes at least a property label, wherein the at least a 
property label includes at least a description of a property of the at 
least one graph vertex.” 

Ross teaches at least one graph vertex includes a label, annotated in green in 

Figure 4A below (e.g., “SWIFT_CommInterface,” “SWIFT_NetLink,” 

“SWIFT_DB,” etc.): 
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Ross, Fig. 4A (annotated); Ex. 1003, ¶191. A POSITA would have understood the 

above labels to be a description of a property of the vertex (e.g., the application 

function of the underlying workload(s)). Ex. 1003, ¶¶191-192; see also limitation 

1[a]. 

Additionally, or alternatively, a POSITA would have found it obvious and 

been motivated to implement the combined Ross-Agarwal-Biran system such that 

graph nodes/vertices are labeled with a description of a property of the node/vertex. 

Ex. 1003, ¶193. Labels for use in graphs are well-known and commonplace, and a 

POSITA would have found it obvious and been motivated to include vertex labels 
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to assist users in understanding the resulting visualization and the underlying 

network entity/entities that the vertex represents. Id. 

I. Claim 9: “The method of claim 7, wherein the generated at least a 
network graph includes at least one graph edge, wherein the at least 
one graph edge is a connection between two graph vertices, and 
wherein the at least one graph edge represents a relationship 
between two connected entities, wherein a connected entity is at 
least one of: a network entity, a generic entity, and an imputed 
entity.” 

Ross teaches a network graph that includes at least one graph edge that is a 

connection between two graph nodes (i.e., vertices) and that the edge “represent[s] 

the relationship between two nodes.” Ross, 5:3-9. In the Ross-Agarwal-Biran 

combination, the graph vertices represent a network entity, a generic entity, and an 

imputed entity. Supra, Claim 7. A POSITA would have found it obvious and been 

motivated to include at least one graph edge in the Ross-Agarwal-Biran network 

graph to represent relationships between connected entity vertices based on Ross’s 

express suggestion to do so. Ex. 1003, ¶¶195-201. Use of edges to represent 

relationships between connected entities was ubiquitous, giving a POSITA a 

reasonable expectation of success in implementing the system in this way. Ex. 1003, 

¶200. 
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J. Claim 10: “The method of claim 9, wherein the at least one graph 
edge includes at least one of: a property label, and a directionality 
indicator, wherein a property label includes at least a description 
of a property of the at least one graph edge, and wherein a 
directionality indicator includes at least a description of a direction 
of the at least one graph edge.” 

Ross specifically teaches that edges of the network graph “can have a start 

node, end node, type, and direction,” where “an edge can describe parent-child 

relationships, actions, ownership, and the like.” Ross, 4:67-5:13. A POSITA would 

have understood that an edge having a start node, end node, and direction is an edge 

having a “directionality indicator” that “includes at least a description of a direction 

of the at least one graph edge.” Ex. 1003, ¶202. 

Additionally, or alternatively, a POSITA would have found it obvious and 

been motivated to implement the Ross-Agarwal-Biran combination such that the 

graph edges include such a directionality indicator. Ex. 1003, ¶203. Directionality 

indicators for use in graphs were well-known and commonplace, giving a POSITA 

a reasonable expectation of success in the modification. Ex. 1003, ¶204. A POSITA 

would have been motivated to include directionality indicators to assist users in 

understanding the resulting visualization and the underlying relationships of the 

network entities that the edge connects. Ex. 1003, ¶204. 

A POSITA would also have found it obvious and been motivated to 

implement the combined Ross-Agarwal-Biran system such that graph edges are 

labeled with a description of a property of the edge. Ex. 1003, ¶205. Labels for use 
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in graphs are well-known and commonplace, and a POSITA would have found it 

obvious and been motivated to include edge labels to assist users in understanding 

the resulting visualization and the underlying relationship that the edge represents. 

Ex. 1003, ¶205. 

K. Claim 11: “The method of claim 1, wherein storing the generated 
network graph further comprises: returning at least a visualization 
of the generated at least one network graph.” 

Ross, Agarwal, and Biran each teach returning a visualization of a generated 

graph or map. Ross, 9:20-30, Fig. 4A; Agarwal, 25:66-26:1, Fig. 23H; Biran, 18:41-

46, Fig. 12. Accordingly, in implementing the Ross-Agarwal-Biran combination, a 

POSITA would have found it obvious and been motivated to return a visualization 

of the generated network graph, including in furtherance to storing the graph. Ex. 

1003, ¶¶207-212; See also, supra, Claim 1[e]. 

L. Claim 12: “The method of claim 1, wherein storing the generated 
at network graph further comprises: storing the generated network 
graph in a graph database.” 

Ross discloses storing the generated network graph in graph database 225: 
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Ross, Fig. 2 (annotated); See also, Ross, 4:67-5:3; Claim 1[c]; Ex. 1003, ¶¶213-217. 

M. Claim 13: “The method of claim 1, wherein a network entity of the 
plurality of network entities includes any one of: a private 
endpoint, a transit gateway, a tag-based ruleset, an entity 
configured to implement a tag-based ruleset, a container-
management service, a container-management application, a third-
party container, a third-party image, a web-access firewall, a 
firewall implementation, a multi-entity connection, a cross-entity 
connection, a container manager, and a container manager 
connection.” 

Ross teaches that a network entity (e.g., workload) can be a “container,” where 

a “container is an instance of an image.” Ross, 3:3-6, 3:35; see also id., 3:3-46, 4:34-
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52. A POSITA would have known that Docker was a popular and well-known third-

party container and that NGINX and Redis (among others) were popular and well-

known third-party images running in containers as of the relevant time. Ex. 1003, 

¶¶218-223 (citing Ex. 1008 (US 11,159,366), 7:43-8:29; Ex. 1009 (US 11,175,939), 

2:54-3:25 Ex. 1010 (https://www.datadoghq.com/container-report-2020/); Ex. 1011 

(https://www.datadoghq.com/docker-adoption/)). A POSITA would have found it 

obvious and been motivated to utilize a third-party container (e.g., Docker) and/or 

third-party image (e.g., NGINX, Redis), as doing so is nothing more than combining 

prior art elements according to known methods to yield predictable results. Ex. 1003, 

¶¶222-225. It also would have been obvious to try any of the finite number of third-

party containers readily available to a POSITA at the time (i.e., Docker, CoreOS 

Rkt, LXC, OpenVZ, FreeBSD jail, AIX workload partitions, Solaris), as container 

technology was extremely well-known and commonplace, providing a POSITA with 

a reasonable expectation of success in doing so. Id. 

N. Claim 14 

1. Claim 14[pre]: “A non-transitory computer readable medium 
having stored thereon instructions for causing a processing 
circuitry to execute a process for generation of unified graph 
models for network entities, the process comprising:” 

To the extent the preamble is limiting, because the Ross-Agarwal-Biran 

combination teaches limitations 14[a]-14[e], the combination also renders obvious 

“a process for generation of unified graph models for network entities.” See Claims 
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14[a]-14[e]; ’896 Patent, 3:37-39, Fig. 2, Claim 14; see also Claim 1[pre]. 

Additionally, Ross discloses that computer program instructions, including the 

software for implementing Ross’s disclosed system and methods, may be stored in 

a “computer readable medium”, such as exemplary “mass data storage 630”, which 

is a “non-volatile storage device” for storing data and instructions. Ross, 10:7-35, 

14:64-15:20; Ex. 1003, ¶¶227-230. Agarwal and Biran’s disclosed systems and 

methods are also implemented in software. See, e.g., Agarwal, Abstract, 27:36-59; 

Biran, 9:1-10:4, Figs. 1-2. 

2. Claim 14[a]: “collecting, for each network entity of a plurality 
of network entities, network entity data, wherein the network 
entity data collected for a network entity includes at least a 
network entity property, wherein the plurality of network 
entities are deployed in a plurality of cloud computing 
platforms;” 

Supra, limitation 1[a]. 

3. Claim 14[b]: “genericizing each of the network entities based 
on the respective collected network entity data to generate a 
plurality of generic network entities, wherein a generic 
network entity includes a generic representation of respective 
network entities from different cloud computing platforms of 
the plurality of cloud computing platforms;” 

Supra, limitation 1[b]. 

4. Claim 14[c]: “generating at least a network graph, wherein 
the generated network graph is a multi-dimensional data 
structure providing a representation of the plurality of generic 
network entities and relations between the network entities of 
the plurality of network entities;” 

Supra, limitation 1[c]. 
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5. Claim 14[d]: “creating at least one imputed entity, wherein 
the at least one imputed entity is a generic network entity 
representing an executed platform functionality, and wherein 
the executed platform functionality is different than a network 
entity; and” 

Supra, limitation 1[d]. 

6. Claim 14[e]: “storing the generated network graph.” 

Supra, limitation 1[e]. 

O. Claim 15 

1. Claim 15[pre]: “A system for generating unified graph models 
for network entities, comprising:” 

To the extent the preamble is limiting, because the Ross-Agarwal-Biran 

combination teaches limitations 15[a]-15[g], the combination also renders obvious 

a system for generation of unified graph models for network entities. See Claims 

15[a]-15[g]; ’896 Patent, 3:37-39, Fig. 2, Claim 15; see also limitation 1[pre]. 

2. Claim 15[a]: “a processing circuitry; and” 

Ross discloses that the system includes “one or more processor unit(s) 610” 

(i.e., processing circuitry) connected to other system components via a local 

microprocessor bus. Ross, 10:7-13, 10:21-28, Fig. 6; Ex. 1003, ¶328-330. 
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3. Claim 15[b]: “a memory, the memory containing instructions 
that, when executed by the processing circuitry, configure the 
system to:” 

Ross discloses a “main memory 620” containing instructions “for execution 

by processor unit(s) 610.” Ross, 10:13-16, Fig. 6; Ex. 1003, ¶¶333-335. See also 

limitations 15[c]-15[g]. 

4. Claim 15[c]: “collect, for each network entity of a plurality of 
network entities, network entity data, wherein the network 
entity data collected for a network entity includes at least a 
network entity property, wherein the plurality of network 
entities are deployed in a plurality of cloud computing 
platforms;” 

Supra, limitation 1[a]. 

5. Claim 15[d]: “genericize each of the network entities based on 
the respective collected network entity data to generate a 
plurality of generic network entities, wherein a generic 
network entity includes a generic representation of respective 
network entities from different cloud computing platforms of 
the plurality of cloud computing platforms;” 

Supra, limitation 1[b]. 

6. Claim 15[e]: “generate at least a network graph, wherein the 
generated network graph is a multi-dimensional data 
structure providing a representation of the plurality of 
network entities and relations between the network entities of 
the plurality of network entities;” 

Supra, limitation 1[c]. 
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7. Claim 15[f]: “creating at least one imputed entity, wherein the 
at least one imputed entity is a generic network entity 
representing an executed platform functionality, and wherein 
the executed platform functionality is different than a network 
entity; and” 

Supra, limitation 1[d]. 

8. Claim 15[g]: “store the generated network graph.” 

Supra, limitation 1[e]. 

P. Claim 16: “The system of claim 15, wherein the network entity 
property relates to at least one of: a network entity type, a network 
entity class, a network entity category, and a network entity 
configuration.” 

Supra, Claim 2. 

Q. Claim 17: “The system of claim 15, wherein the system is further 
configured to: generate a new generic network entity, wherein the 
new generic network entity includes at least a network entity 
property of network entities.” 

Supra, Claim 3. 

R. Claim 18: “The system of claim 15, wherein a new generic network 
entity includes at least a network entity property of at least one 
network entity.” 

Supra, Claim 4. 

S. Claim 19: “The system of claim 15, wherein the system is further 
configured to: identify at least one cloud computing platform of the 
plurality of cloud computing platforms or environment 
functionality which corresponds with a functionality of a generic 
network entity.” 

Supra, Claim 5. 
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T. Claim 20: “The system of claim 19, wherein the generated network 
graph is a unified representation of the plurality of network entities 
including the imputed network entities and the generic network 
entities.” 

Supra, Claim 6. 

U. Claim 21: “The system of claim 15, wherein the generated at least 
a network graph includes at least one graph vertex, wherein the at 
least one graph vertex represents at least one of: a network entity, 
a generic entity, and an imputed entity.” 

Supra, Claim 7. 

V. Claim 22: “The system of claim 21, wherein the at least one graph 
vertex includes at least a property label, wherein the at least a 
property label includes at least a description of a property of the at 
least one graph vertex.” 

Supra, Claim 8. 

W. Claim 23: “The system of claim 21, wherein the generated at least 
a network graph includes at least one graph edge, wherein the at 
least one graph edge is a connection between two graph vertices, 
and wherein the at least one graph edge represents a relationship 
between two connected entities, wherein a connected entity is at 
least one of: a network entity, a generic entity, and an imputed 
entity.” 

Supra, Claim 9. 

X. Claim 24: “The system of claim 23, wherein the at least one graph 
edge includes at least one of: a property label, and a directionality 
indicator, wherein a property label includes at least a description 
of a property of the at least one graph edge, and wherein a 
directionality indicator includes at least a description of a direction 
of the at least one graph edge.” 

Supra, Claim 10. 
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Y. Claim 25: “The system of claim 15, wherein the system is further 
configured to: return at least a visualization of the network graph.” 

Supra, Claim 11. 

Z. Claim 26: “The system of claim 15, wherein the system is further 
configured to: store the generated network graph in a graph 
database.” 

Supra, Claim 12. 

AA. Claim 27: “The system of claim 15, wherein a network entity of the 
plurality of network entities includes any one of: a private 
endpoint, a transit gateway, a tag-based ruleset, an entity 
configured to implement a tag-based ruleset, a container-
management service, a container-management application, a third-
party container, a third-party image, a web-access firewall, a 
firewall implementation, a multi-entity connection, a cross-entity 
connection, a container manager, and a container manager 
connection.” 

Supra, Claim 13. 

BB. Claim 28: “The method of claim 3, wherein the generic network 
entity represents at least an entity configured to apply security 
rules.” 

Ross teaches that a security policy is deployed in the cloud computing 

environment. Ross, 8:4-18, 8:49-56, 9:55-62. Agarwal teaches that entities can be 

grouped based on the “security group” to which they belong. Supra, limitation 1[b]. 

A POSITA would have understood that a grouping of entities that share the same 

security group is a generic entity that represents an entity configured to apply 

security rules. Ex. 1003, ¶¶510-513, 99-102. A POSITA would have found it 

obvious and been motivated to implement the Ross-Agarwal combination to group 
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entities based on the security group. Supra, limitation 1[b]. Ex. 1003, ¶¶514, 103-

107. 

CC. Claim 29: “The system of claim 17, wherein the generic network 
entity represents at least an entity configured to apply security 
rules.” 

Supra, Claim 28. 

VI. CONCLUSION 

For the foregoing reasons, Petitioner respectfully requests institution of inter 

partes review of the Challenged Claims. 

     Respectfully submitted, 
 
     ERISE IP, P.A. 
 
     BY:    /s/ Robin A. Snader    
      Robin A. Snader, Reg. No. 66,085 
      robin.snader@eriseip.com 
      7015 College Boulevard, Suite 700 
      Overland Park, Kansas 66211 
      (913) 777-5600 Telephone 
      (913) 777-5601 Facsimile 
 
      COUNSEL FOR PETITIONER 
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VII. MANDATORY NOTICES UNDER 37 C.F.R. § 42.8(A)(1) 

A. Real Party-In-Interest 

Petitioner is the real party-in-interest. 37 C.F.R. § 42.8(b)(1). 

B. Related Matters 

The ’896 Patent is presently asserted in the stayed district court litigation: 

Orca Security Ltd. v. Wiz, Inc., No. 1:23-CV-00758 (D. Del.). The ’896 Patent is 

not currently and has not been subject to any other district court litigation, inter 

partes review, reexamination, or other post-grant proceeding. 

C. Lead and Back-Up Counsel 

Petitioner provides the following designation and service information for lead 

and back-up counsel. 37 C.F.R. § 42.8(b)(3) and (b)(4). 

Lead Counsel Back-Up Counsel 
Robin A. Snader (Reg. No. 66,085) 
robin.snader@eriseip.com 
PTAB@eriseip.com 
 
Postal and Hand-Delivery Address: 
ERISE IP, P.A. 
7015 College Blvd., Suite 700 
Overland Park, Kansas 66211 
Telephone: (913) 777-5600 
Fax: (913) 777-5601 

Eric A. Buresh (Reg. No. 50,394) 
eric.buresh@eriseip.com 
 
Kathleen Fitterling (Reg. No 62,950) 
kathleen.fitterling@eriseip.com 
 
Christopher Schmidt (Reg. No. 63,982) 
chris.schmidt@eriseip.com 
 
Postal and Hand-Delivery Address: 
ERISE IP, P.A. 
7015 College Blvd., Suite 700 
Overland Park, Kansas 66211 
Telephone: (913) 777-5600 
Fax: (913) 777-5601 
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D. 37 C.F.R. § 42.8(b)(4) – Service Information 

Please address all correspondence to the lead and back-up counsel as shown 

above. Petitioner consents to electronic service by e-mail at the e-mail addresses 

provided above. 
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CLAIM LISTING APPENDIX 
U.S. Patent No. 11,929,896 for Claims 1-29 

 
Claim 

Designation 
Claim Language 

Claim 1[P] A method for generation of unified graph models for 
network entities, comprising: 

Claim 1[a] collecting, for each network entity of a plurality of network 
entities, network entity data, wherein the network entity 
data collected for a network entity includes at least a 
network entity property, wherein the plurality of network 
entities are deployed in a plurality of cloud computing 
platforms; 

Claim 1[b] genericizing each of the network entities based on the 
respective collected network entity data to generate a 
plurality of generic network entities, wherein a generic 
network entity includes a generic representation of 
respective network entities from different cloud computing 
platforms of the plurality of cloud computing platforms; 

Claim 1[c] generating at least a network graph, wherein the generated 
network graph is a multi-dimensional data structure 
providing a representation of the plurality of generic 
network entities and relations between the generic network 
entities of the plurality of network entities; and 

Claim 1[d] creating at least one imputed entity, wherein the at least one 
imputed entity is a generic network entity representing an 
executed platform functionality, and wherein the executed 
platform functionality is different than a network entity; and 

Claim 1[e] storing the generated network graph. 
Claim 2 The method of claim 1, wherein the network entity property 

relates to at least one of: a network entity type, a network 
entity class, a network entity category, and a network entity 
configuration. 

Claim 3[P] The method of claim 1, wherein genericizing each of the 
network entities further comprises: 

Claim 3[a] generating a new generic network entity, wherein the new 
generic network entity includes at least a network entity 
property of network entities. 

Claim 4[P] The method of claim 1, 
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Claim 
Designation 

Claim Language 

Claim 4[a] wherein a new generic network entity includes at least a 
network entity property of at least one network entity. 

Claim 5[P] The method of claim 1, wherein creating at least one 
imputed entity comprises: 

Claim 5[a] identifying at least one cloud computing platform of the 
plurality of cloud computing platforms or environment 
functionality which corresponds with a functionality of a 
generic network entity. 

Claim 6 The method of claim 5, wherein the generated network 
graph is a unified representation of the plurality of network 
entities including the imputed network entities and the 
generic network entities. 

Claim 7 The method of claim 1, wherein the generated network 
graph includes at least one graph vertex, wherein the at least 
one graph vertex represents at least one of: a network entity, 
a generic entity, and an imputed entity. 

Claim 8 The method of claim 7, wherein the at least one graph vertex 
includes at least a property label, wherein the at least a 
property label includes at least a description of a property 
of the at least one graph vertex. 

Claim 9 The method of claim 7, wherein the generated at least a 
network graph includes at least one graph edge, wherein the 
at least one graph edge is a connection between two graph 
vertices, and wherein the at least one graph edge represents 
a relationship between two connected entities, wherein a 
connected entity is at least one of: a network entity, a 
generic entity, and an imputed entity. 

Claim 10 The method of claim 9, wherein the at least one graph edge 
includes at least one of: a property label, and a directionality 
indicator, wherein a property label includes at least a 
description of a property of the at least one graph edge, and 
wherein a directionality indicator includes at least a 
description of a direction of the at least one graph edge. 

Claim 11[P] The method of claim 1, wherein storing the generated 
network graph further comprises: 

Claim 11[a] returning at least a visualization of the generated at least one 
network graph. 
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Claim 
Designation 

Claim Language 

Claim 12[P] The method of claim 1, wherein storing the generated at 
network graph further comprises: 

Claim 12[a] storing the generated network graph in a graph database. 
Claim 13 The method of claim 1, wherein a network entity of the 

plurality of network entities includes any one of: a private 
endpoint, a transit gateway, a tag-based ruleset, an entity 
configured to implement a tag-based ruleset, a container-
management service, a container-management application, 
a third-party container, a third-party image, a web-access 
firewall, a firewall implementation, a multi-entity 
connection, a cross-entity connection, a container manager, 
and a container manager connection. 

Claim 14[P] A non-transitory computer readable medium having stored 
thereon instructions for causing a processing circuitry to 
execute a process for generation of unified graph models for 
network entities, the process comprising: 

Claim 14[a] collecting, for each network entity of a plurality of network 
entities, network entity data, wherein the network entity 
data collected for a network entity includes at least a 
network entity property, wherein the plurality of network 
entities are deployed in a plurality of cloud computing 
platforms; 

Claim 14[b] genericizing each of the network entities based on the 
respective collected network entity data to generate a 
plurality of generic network entities, wherein a generic 
network entity includes a generic representation of 
respective network entities from different cloud computing 
platforms of the plurality of cloud computing platforms; 

Claim 14[c] generating at least a network graph, wherein the generated 
network graph is a multi-dimensional data structure 
providing a representation of the plurality of generic 
network entities and relations between the network entities 
of the plurality of network entities; 

Claim 14[d] creating at least one imputed entity, wherein the at least one 
imputed entity is a generic network entity representing an 
executed platform functionality, and wherein the executed 
platform functionality is different than a network entity; and 
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Claim 
Designation 

Claim Language 

Claim 14[e] storing the generated network graph. 
Claim 15[P] A system for generating unified graph models for network 

entities, comprising: 
Claim 15[a] a processing circuitry; and 
Claim 15[b] a memory, the memory containing instructions that, when 

executed by the processing circuitry, configure the system 
to: 

Claim 15[c] collect, for each network entity of a plurality of network 
entities, network entity data, wherein the network entity 
data collected for a network entity includes at least a 
network entity property, wherein the plurality of network 
entities are deployed in a plurality of cloud computing 
platforms; 

Claim 15[d] genericize each of the network entities based on the 
respective collected network entity data to generate a 
plurality of generic network entities, wherein a generic 
network entity includes a generic representation of 
respective network entities from different cloud computing 
platforms of the plurality of cloud computing platforms; 

Claim 15[e] generate at least a network graph, wherein the generated 
network graph is a multi-dimensional data structure 
providing a representation of the plurality of network 
entities and relations between the network entities of the 
plurality of network entities; 

Claim 15[f] creating at least one imputed entity, wherein the at least one 
imputed entity is a generic network entity representing an 
executed platform functionality, and wherein the executed 
platform functionality is different than a network entity; and 

Claim 15[g] store the generated network graph. 
Claim 16 The system of claim 15, wherein the network entity 

property relates to at least one of: a network entity type, a 
network entity class, a network entity category, and a 
network entity configuration. 

Claim 17[P] The system of claim 15, wherein the system is further 
configured to: 
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Claim 
Designation 

Claim Language 

Claim 17[a] generate a new generic network entity, wherein the new 
generic network entity includes at least a network entity 
property of network entities. 

Claim 18[P] The system of claim 15, 
Claim 18[a] wherein a new generic network entity includes at least a 

network entity property of at least one network entity. 
Claim 19[P] The system of claim 15, wherein the system is further 

configured to: 
Claim 19[a] identify at least one cloud computing platform of the 

plurality of cloud computing platforms or environment 
functionality which corresponds with a functionality of a 
generic network entity. 

Claim 20 The system of claim 19, wherein the generated network 
graph is a unified representation of the plurality of network 
entities including the imputed network entities and the 
generic network entities. 

Claim 21 The system of claim 15, wherein the generated at least a 
network graph includes at least one graph vertex, wherein 
the at least one graph vertex represents at least one of: a 
network entity, a generic entity, and an imputed entity. 

Claim 22 The system of claim 21, wherein the at least one graph 
vertex includes at least a property label, wherein the at least 
a property label includes at least a description of a property 
of the at least one graph vertex. 

Claim 23 The system of claim 21, wherein the generated at least a 
network graph includes at least one graph edge, wherein the 
at least one graph edge is a connection between two graph 
vertices, and wherein the at least one graph edge represents 
a relationship between two connected entities, wherein a 
connected entity is at least one of: a network entity, a 
generic entity, and an imputed entity. 

Claim 24 The system of claim 23, wherein the at least one graph edge 
includes at least one of: a property label, and a directionality 
indicator, wherein a property label includes at least a 
description of a property of the at least one graph edge, and 
wherein a directionality indicator includes at least a 
description of a direction of the at least one graph edge. 
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Claim 
Designation 

Claim Language 

Claim 25[P] The system of claim 15, wherein the system is further 
configured to: 

Claim 25[a] return at least a visualization of the network graph/ 
Claim 26[P] The system of claim 15, wherein the system is further 

configured to: 
Claim 26[a] store the generated network graph in a graph database. 
Claim 27 The system of claim 15, wherein a network entity of the 

plurality of network entities includes any one of: a private 
endpoint, a transit gateway, a tag-based ruleset, an entity 
configured to implement a tag-based ruleset, a container-
management service, a container-management application, 
a third-party container, a third-party image, a web-access 
firewall, a firewall implementation, a multi-entity 
connection, a cross-entity connection, a container manager, 
and a container manager connection. 

Claim 28 The method of claim 3, wherein the generic network entity 
represents at least an entity configured to apply security 
rules. 

Claim 29 The system of claim 17, wherein the generic network entity 
represents at least an entity configured to apply security 
rules. 
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