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1
METHODS AND SYSTEM FOR AUTOMATED
OR USER-ASSISTED GROUPING AND
MANAGEMENT OF GROUPS IN CLOUD
INFRASTRUCTURE AND NETWORK

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority of U.S. Provisional Patent
Application No. 61/902,269, entitted METHODS AND
SYSTEMS FOR AUTOMATED USER-ASSISTED
GROUPING AND MANAGEMENT OF GROUPING IN
CLOUD INFRASTRUCTURE AND NETWORK, filed 10
Nov. 2013 by Ankit AGARWAL, et al., which application is
incorporated herein by reference in its entirety for all pur-
poses.

FIELD OF THE INVENTION

The invention relates to the area of managing virtual
resources in a cloud environment more particularly the
invention is related to a system and a user interface associ-
ated with grouping entities and visualizing the relationship,
influence, and performance of grouped entities in the context
of virtual networks and clouds.

DESCRIPTION OF THE RELATED ART

In the cloud, applications are deployed over virtual
resources that are dynamically provisioned and mapped to a
pool of physical servers that are allowed to communicate in
some manner through some type of physical network. From
a customer perspective, the virtual resources are typically
virtual machines that execute customer applications. The
machines are “virtual” in the sense that the underlying
physical servers on which the virtual machines are operating
can change over time (migration) and a variable number of
virtual machines are running on the same physical server,
sharing the underlying processor, memory, disk and network
interface capabilities (sharing). Using the representation of
a virtual machine, the changing nature of the physical
servers is opaque to customer applications.

The customer applications often include components that
execute on different virtual machines that need to commu-
nicate with one another to complete a particular task. Thus,
a virtual network is formed between the virtual machines
where the performance of the virtual resources including
both the virtual network and the virtual machines affects
how quickly the particular task is completed within the
customer application. The performance of the virtual
resources is constantly changing and is difficult to charac-
terize as the underlying physical resources are constantly
changing. In addition, for a particular customer application,
how the application interacts with the virtual resources
affects the perceived performance of the virtual resources
from the point of view of the application. The coupling
between the application and the resources adds additional
complexity to characterizing performance in a cloud envi-
ronment.

When performance is characterized, another challenge is
finding the right balance between presenting too much or too
little performance characterization information. When too
little, it is difficult for the user to make good decisions which
increase the overall performance of the system. Further,
when too much information is presented, it is also difficult
for the user to make good decisions which increase the
overall performance of the system. As the number of virtual
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resources increases, the amount of characterization infor-
mation which is available increases in an exponential man-
ner. As the number of virtual resources become large, it
becomes more difficult to find the right balance of perfor-
mance characterization information which both captures the
complexity of the system and yet doesn’t overwhelm the
user with too much information.

Besides the amount of information, the format in which
the characterization information is presented is also impor-
tant. There is not a standard for presenting performance
characterization information in a cloud environment. Dif-
ferent users have different preferences in regards to the type
and format of information which they need to help them
make good decisions. These preferences typically evolve
from the particular experiences a user has had in managing
cloud resources or other types of networked resources.

Every customer utilizing cloud resources wants to ensure
that their applications are sufficiently optimized to meet the
demands of their business at all times while not wasting
resources. Optimization requires a dynamic characterization
of cloud resource performance, which varies from applica-
tion to application. To make effective and actionable opti-
mization decisions, the characterization information needs
to be presented in a user friendly manner which is in
accordance with user preferences where the presentation
accounts for varying levels of system complexity. Currently,
such tools are very limited or non-existent. In view of the
above, new methods and apparatus for presenting perfor-
mance characterization information in a cloud network are
needed.

SUMMARY

Methods and apparatus which enable the grouping of
entities are described. The grouping tools can be applied to
the management of all non-functional properties, such as
availability, security and performance. For example, visual-
izing the performance of grouped entities is described. An
important property of scalable application is the paralleliza-
tion of the task. Typically a job is split into numerous tasks,
which are distributed to a set of “workers” working in
parallel. Therefore, besides “non-functional” property
assessment and optimization. Functional grouping can be
helpful for designing or understanding the scalability of
distributed application architecture.

In one embodiment, the entities can be nodes. In particu-
lar, details of a user interface which enables a user to i)
manually group nodes, ii) specify parameters which allow
the system to automatically group nodes, iii) view relation-
ships between nodes (e.g., provisioned virtual links) and iv)
view performance characteristics associated with grouped
nodes are discussed. Flows and heatmaps can be generated
between the nodes. The flows between the group nodes and
heat maps can help to identify the relationships between the
system entities, such as nodes, and overall system charac-
teristics. In addition, details of a method, including a
machine learning algorithm, which generates an initial
grouping of nodes from a set of ungrouped nodes and then
each time a new node is added generates a recommendation
of a node grouping in which to place the newly added node
is described.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a flow path representation, including a
source and a destination, for one embodiment.
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FIG. 2 shows a path connecting two resources in accor-
dance with one embodiment.

FIG. 3 is a diagrammatic representation of an example
flow map in accordance with one embodiment of the present
invention.

FIG. 4 a is a screen shot from a user interface (UI)
including a heat map in accordance with a specific embodi-
ment.

FIG. 5 is diagrammatic representation of an example
system that can provide flow characterization and resource
management for customer cloud resources in accordance
with one embodiment.

FIG. 6 is a diagrammatic representation of a system
providing cloud resource management in accordance with
one embodiment.

FIG. 7 is a flow chart of a method associated with
grouping nodes in accordance with one embodiment of the
present invention.

FIG. 8 illustrates family groups according to different
family grouping parameters in accordance with one imple-
mentation of the present invention.

FIG. 9 shows an interface state in which a user can select
a group family, create a new family view the groups in a
group family, and view the nodes in a group in accordance
with one embodiment.

FIG. 10A shows an example of a widget page showing
flows.

FIG. 10B shows another example of a widget page
showing heatmaps.

FIG. 11 shows a large version of a global group controller
in accordance with one embodiment of the present inven-
tion.

FIG. 12 shows a small version of a global group controller
in accordance with one embodiment of the present inven-
tion.

FIG. 13 shows filtering options according to family
groups in accordance with an example implementation.

FIG. 14 illustrates filtering by family groups in the global
group controller using drop down menus in accordance with
one embodiment.

FIG. 15 is a chart for a group associated with an alarm in
accordance with one implementation of the present inven-
tion.

FIG. 16 illustrates intergroup and intragroup flows in
accordance with one implementation of the present inven-
tion.

FIG. 17 shows a heatmap configuration in accordance
with one implementation of the present invention.

FIG. 18 illustrates an expanded portion of heatmap in
FIG. 17.

FIG. 19 shows an example of K-means clustering in
accordance with a specific implementation of the present
invention.

FIG. 20 is a diagrammatic representation of an example of
using a machine learning algorithm to classify a new node
in accordance with an alternative implementation of the
present invention.

FIG. 21 shows a configuration of a test case in accordance
with one embodiment of the present invention.

FIG. 22 represents a Ul state for generating families in
accordance with one embodiment of the present invention.

FIGS. 23A-O show Ul interface states related to node
grouping in accordance with additional example implemen-
tations of the present invention.

DETAILED DESCRIPTION OF THE
DESCRIBED EMBODIMENTS

In the following detailed description, numerous specific
details are set forth to provide a thorough understanding of
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the concepts underlying the described embodiments. It will
be apparent, however, to one skilled in the art that the
described embodiments can be practiced without some or all
of these specific details. In other instances, well known
process steps have not been described in detail in order to
avoid unnecessarily obscuring the underlying concepts.

As will be described in more detail below, methods and
apparatus related to the grouping of entities in a cloud
environment are discussed. One such entity which can be
grouped is a node. However, other entities can be grouped
and the example of a node is for the purposes of illustration
only and is not meant to be limiting.

The grouping of nodes can be helpful when attempting to
understand system properties in a cloud environment, like
availability, security and performance, where the system
includes a large number of nodes (e.g., more than twenty
single nodes). The node groups can be visualized in a
manner similar to single nodes. For example, flows can be
generated and visualized between node groups. However,
each node group can be expanded to allow a user to also
view such properties, as availability, performance and secu-
rity related data associated with the nodes within each node
group. The functional grouping of nodes can also be useful
in designing and understanding the scalability of a distrib-
uted application architecture in the cloud or on a dedicated
system. Tools useful in this application can also be provided.

In particular embodiments, methods are described which
are related to initially grouping a set of ungrouped nodes.
Based upon user selected node characteristics, the system
can be configured to automatically generate a node grouping
and present it to a user. The system can be configured to
allow the user to accept and/or modity the generated node
grouping. Further, the system can be configured to generate
and maintain multiple node groupings grouped according to
different node characteristics. Tools used to generate, con-
figure, and view a node grouping can be provided in a
graphical user interface associated with the system.

After an initial node grouping is generated, each time a
new node is added, the system can be configured to recom-
mend a node grouping for the new node. The recommen-
dations can be generated using a machine learning algorithm
which accounts for user modifications to the node grouping,
such as moving a node from one node grouping to another
node grouping. The machine learning algorithm can increase
the likelihood that the recommended node grouping gener-
ated for the new node is accepted by the user.

Once the node grouping is specified, performance char-
acteristics associated with the node grouping can be gener-
ated. For example, information associated with a flow
between two node groupings can be provided. Within the
user interface, the node groupings can be expanded to allow
a user to view performance characteristics between nodes
within a node grouping. For example, flows and heatmaps
between nodes in a node grouping can be generated and
output to via the user interface.

With respect to the following figures, first a system
architecture involving ungrouped nodes in a cloud environ-
ment is described. In particular, the system architecture
associated with single nodes is discussed with respect to
FIGS. 1-4 in the section titled, “System Architecture.” In the
“System Architecture” section, some examples of methods
used to analyze the network performance between different
nodes, such as flows and heat maps, are discussed. Next, an
overview of a system configured to implement the system
architecture in a cloud environment is described with respect
to FIGS. 5 and 6 in the section titled, “System Overview.”
Finally, methods and apparatus, including a graphical user
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interface, associated with grouping nodes and viewing the
performance characteristics of grouped nodes are described
with respect to the section titled, “Node Grouping,” and
FIGS. 7-22 and 23A~230.

System Architecture

In the cloud, computing and communication resources are
dynamically provisioned and managed to implement an
application. The cloud includes software or hardware com-
ponents which process, store, or transport data in a cloud.
There are resources which can be dynamically provisioned
and managed by cloud infrastructure users and other which
cannot. A resource can be a virtual machine, a virtual load
balancer, a virtual router, a virtual switch or a virtual link. A
manageable resource is a resource which can be reconfig-
ured and monitored by a cloud infrastructure user. A provi-
sionable resource is a resource which can be dynamically
provisioned and allocated to a specific cloud user for a
period of time.

FIG. 1 shows a representation of a flow path, including a
source and a destination, for one embodiment. Two compo-
nents of the architecture described herein are a flow and a
path. A flow or path can be aa representation of resources
between a source resource and a destination resource used to
carry data between two points. In one embodiment, the flow
or path starts at the source’s socket layer 1044 and ends at
the destination’s socket layer 1045. The illustrated flow
moves in direction 112. In a specific example, a source
process 102a may initiate a flow in the source socket layer
1044, which transmits through transport layer 106a and then
1P layer 108a. A destination IP layer 1085 receives data from
such source IP layer 1084, which is then received through
destination transport layer 1065 and destination socket layer
1045, and finally received by a destination process 1025.

A source or a destination of a flow or a path can be any
type of logical resource. As described above, a resource is a
dynamically provisioned and manageable software or hard-
ware component which has a functional role in an applica-
tion. For example, the role may be to process, store or
transport data in a cloud. In one embodiment, the resource
can be a logical entity. For example, it can be a virtual
machine, a network service or a storage space. A resource
can also be a group of similar resources. In this case, the flow
between clustered resources is the aggregation of the indi-
vidual flows between the clustered resources and the desti-
nation resource. This flow is also named a flow group.

The resource can be identified by its universally unique
identifier (UUID). A UUID is an identifier standard used in
software construction, standardized by the Open Software
Foundation as part of the Distributed Computing Environ-
ment. The intent of UUIDs is to enable distributed systems
to uniquely identify information without significant central
coordination.

A resource can implement a transport layer, which mul-
tiplexes and demultiplexes data from different connections
and communicates with the application processes via sock-
ets. The connections are characterized by IP addresses and
ports (e.g., 104a, 1045). As example, the transport layers can
be UDP or TCP. In TCP/IP, every accessible server (in this
case, virtual machines) has one or more IP addresses and
each of those IP addresses has a large range (0-65,535) of
“ports” that can be used. Connections to servers can be made
based on a combination of IP address plus port. Services
running on the server that accept incoming requests desig-
nate what IP/port combination they are going to listen to,
and only one service can listen to any combination at one
time.

25
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A flow can represent the data exchanged between a source
and a destination during a period of time. As indicated FIG.
1, a flow starts at the source transport layer 106a and ends
at the destination transport layer 1065. As shown in FIG. 1,
a flow is an aggregation of microflows (or connections). A
flow can be composed of different types of microflows (or
connections) 110, referred to as “elephants” (high volume,
long duration) or “mice” (small volume, short duration).

As described above, to optimize the implementation of an
application in the cloud, metrics that characterize the acces-
sible underlying cloud infrastructure are useful. Metrics
which characterize the activity generated by the application
on this cloud infrastructure are also useful. The flow repre-
sents the activity of the application in the underlying net-
work path. In one embodiment, a flow can be characterized
at a minimum by its latency and throughput, which are both
functions of time. The latency can be defined as an average
time it takes for information to go from a source to a
destination and back. The relevant unit of measurement is
typically the millisecond. The latency metric can be applied
to both flow or path objects. The throughput can be defined
as a rate at which information can be reliably sent to a
destination. Throughput can be expressed in terms of mega-
bits per second (Mb/s) and it is applicable to characterizing
the flow.

Other metrics that can be used to characterize a flow are
reliability and the number of connections. The number of
connections is the number of connections composing a flow.
The reliability metric can relate to packets lost and dupli-
cated over time, a percentage of redundant information that
have to be sent to recover these errors and congestion events
(timeout) over time.

A path is the representation of the sequence of network
software and hardware components between a source and a
destination used to carry flow data between these two points.
A path starts at the transport layer of the source and ends at
the transport layer of the destination. FIG. 2 shows a path
202 between two resources 204 and 206, e.g., a source and
a destination.

In the embodiments described herein, it can be desirable
to characterize a path. As described above, a path is defined
by its source and destination. In one embodiment, the path
may be characterized by its latency and capacity. The
bandwidth capacity of the path is the upper bound of the rate
at which information can be sent to a destination. It may
happen that a flow using a path exceeds the capacity of the
path. In this case there is a congestion event and flow packets
can be lost. The location where this congestion occurs is
referred to as a bottleneck.

Another example of a metric is congestion level. This
metric can be used to evaluate the severity of the congestion
of a path. The congestion level can be defined on a 0 to 10
scale. Level O is used for a network path that is never
congested (which never drops packet because of buffer
overflow) while a 10 corresponds to a path blocking or
dropping almost all packets for more than 1 hour. The
congestion level can be defined by the number of drops and
the duration of the event. Congestion can be costly. Some
studies give numbers, such as $42K cost for one hour of
network outage. Path congestion for one hour is considered
as an outage.

The path latency can be defined as the average round trip
time experienced by a packet forwarded in the path. The
minimum path latency is the lower bound of the path latency
observed during a period of time. The latency may be
expressed in milliseconds. The latency can be represented as
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a time function or by its statistics (min, max, mean, standard
deviation, 90th percentile, 99th percentile).

The capacity can be considered as an upper bound on the
amount of information that can be transmitted, stored, or
processed by an allocated resource. The capacity can be
represented as a time function or by its statistics. For
example, the path capacity is expressed in Mb/s. The path
capacity is the sum of the available capacity and utilized
capacity.

The latency and capacity of a path can vary over time and
are not necessarily accessible directly. In particular embodi-
ments, these characteristics can be estimated by active
probing or inferred from transported data. The capacity can
be represented as a time function or by its statistics.

As described above, flow or a path can start and end in the
transport layer of a resource, where TCP is one example of
a transport layer that can be utilized. TCP is a transport
protocol which has several functions. One TCP function is
to send and receive data from/to the application process. A
second function is to control the congestion within the
network (specifically on the network path used by the
connections). In various embodiments, described herein in
more detail as follows, both of the functions and variables
associated with these functions (TCP variables) can be
utilized. In one embodiment, TCP variables of connections
between a source and a destination can be used to estimate
the flow patterns as well as to detect congestions within a
path.

One of the aspects of optimization and resource manage-
ment may be related to identifying and responding to
communication bottlenecks. A bottleneck is a spot of the
infrastructure where the activity is perturbed and slowed
down. A bottleneck is a problem in the cloud network that
is preventing cloud resources from operating at their full
capacity. For example, this could be a slow router creating
network congestion or an underpowered computing resource
that causes an application to slow down.

The capacity of a path is the sum of utilized capacity and
available capacity. The utilized capacity is the consumed
amount of information that can be transmitted by unit of
time, stored or processed by a utilized allocated resource.
For a path, the utilized capacity is expressed in Mb/s. The
utilized capacity corresponds to the flow throughput. The
available capacity is the remaining amount of information
that can be transmitted by unit of time, stored or processed
by a utilized allocated resource. For a path, the available
capacity is expressed in Mb/s. When the available capacity
approaches zero, the flow can be considered bottlenecked.
When TCP is utilized, the TCP (or TCP-friendly) connec-
tions of the flow will be forced to reduce their throughput
and may experience congestion events. The congestion may
materialize as packet drops and a decrease of the congestion
window of the connections of the source.

Once the flows are characterized, a flow map can be
generated to visually represent properties of the flow. The
visual representation can be geared toward providing infor-
mation that aids in managing the cloud resources. In one
embodiment as shown in FIG. 3, a flow map can be
generated to display congestion or bottleneck events. The
flow map includes 3 nodes (e.g., 302a¢-302f) and 7 flows
(e.g., 3044 and 3045). Two nodes (3024 and 302d) and one
flow (3045) are high-lighted because of resource issues.
Node 302a has a CPU usage greater than 90%. A second
node 3024 has a disk near capacity. The flow 3045 is
identified as having a high latency. A resource graph 306
associated with the latency may be displayed to provide
additional insight into the latency issue.
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In general, the flow map can be configured to display the
application graph with flows between nodes. The flows can
represent the usage of the network from one virtual resource
to another. A flow list generated by a system component,
such as the Ul can display the activity and corresponding
health (time-series (charts) and statistics with user-defined
alert thresholds) of each flow. A node list generated by the
system can display activity and corresponding health (time-
series (charts) and statistics with user-defined alert thresh-
olds) of each node.

A flow map represents a particular grouping of resources
and the connections between the resources. In particular
embodiments, the connections can be associated to exactly
one flow to make sure there is no double-counting. The rules
to create flows can be defined using any characteristics
associated to connections. The default partitioning may be
done using the source and destination IPs of the connections.
If connections are not covered by any flows, a warning can
be issued to make the user reconsider its partition scheme.

In other embodiments, along with the flow map, the
system can generate snap shots and heat maps. A snap shot
can display quantities, such as top utilized resources
(hotspots & potential bottlenecks), top flows (max through-
put, max activity) and top flow latency (highest latency). The
flows can be sorted according to these different parameters.
A heat map can prove a representation of network perfor-
mance, where the individual values (latency & available
capacity) of the network path matrix are represented by
gradual colors. In this matrix, the row and lines correspond-
ing to path with activity, the flow statistics are represented.
In the example of FIG. 4, each cell is active, such that a
selection of the cell redirects the user to detailed perfor-
mance information. After selection, the detailed information
can be displayed in a pop up window or the system can
generate another page that displays the information.
System Overview

In this section, an overview of a system providing tools
that allow a user to manage their cloud resource is described.
For illustrative purposes, an example topology of customer’s
resources in the cloud and management of these cloud
resources is first described with respect to FIG. 5. Then, a
system for implementing the resource management strategy
described in FIG. 5 is discussed with respect to FIG. 6.

Referring back to the example of FIG. 2, four resources
A-~D associated with a user’s applications executing in the
cloud are shown. In FIG. 5, four flows (Flows 1 and 2 of
506a, Flow 3 of 506¢, and Flow 4 of 5064d)) have been
mapped to the resources in FIG. 2. The resources and the
associated flows may have been automatically discovered by
the system. For instance, a user may have provided access
credentials to the system that enable the system to discover
the user’s current usage of cloud resources.

With respect to FIG. 5, resource topologies with more or
less flows and more or less resources are possible. Further,
different flow mappings between resources A, B, C and D
including more or less flows is possible. In addition, the
number of flows and the number of resources for a particular
user can change over time. For example, at a first time the
user may utilize four resources, at a second time a user may
utilize three resources, and at a third time a user may use six
resources. From time to time, some of the flows may remain
constant, new flows may be added or existing flows and/or
resources may be terminated. Thus, the number of flows and
their associated sources and destinations is provided for the
purposes of illustration only and is not meant to be limiting.

Returning to the example in FIG. 5, resource A can collect
flow data for a first flow between resource A and B and a
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second flow between A and C as shown by 506a. Resource
C can collect flow data for a third flow between C and B as
shown in 506¢. Resource D can collect flow data for a fourth
flow between D and A as shown in 506d. Resource B may
have the ability to collect flow data but, in this example, the
collected data is not associated with any flows (50656). To
enable the data collection measurement, software may have
been previously downloaded to the resources.

The measurement software on each of the resources can
acquire data and send the acquired data to a core 504 for
processing. The data acquisition can be an ongoing process,
where the measurement software is acquiring at different
times. The data acquired over time can be used to charac-
terize resource performance over time. In one embodiment,
the measurement software on each resource may acquire
data in an asynchronous manner from one another. Thus, the
core can be configured to perform operations that involve
synchronizing the data received from each of the resources,
such that it can be output in a time consistent manner.

Besides processing the data acquired from the resources,
the core can be configured to automatically discover the
resources for a user, such as resources A, B, C and D,
generate a topology of the resources, deploy instrumentation
to collect flow data, determine the flows between the
resources, process the acquired data to generate path and
flow characterization metrics, publish results, and process
the flows to generate a network graph of flows. In one
embodiment, the results can be published via a UI 502 that
provides flow maps and flow data visualization for the
various discovered resources. Further, the UI can be used to
perform actions that affect the resources.

With respect to FIG. 5, a system configured to perform
some of the core and UI functions is described. In FIG. 6, for
the purposes of illustration, an example configuration
involving resource performance visualization and manage-
ment for two different companies, company A and company
B is discussed. Company A and company B utilize cloud
resources 2. Company A and company B may each have a
distinct set of customers that utilize the applications pro-
vided by each company. Company A and company B are
typically unaware of each other’s resource utilization in the
cloud.

The cloud resources 2 are distributed in two different
regions, region 4 and region 6. Typically, regions refer to
separate geographic locations, such as resources located in
the eastern United States and the western United States or
resources located in United States and FEurope. The
resources are distributed to serve users of the applications in
a particular geographic area. The allocation of resources in
relation to demand in a particular area affects application
performance. Thus, the assessment and visualization of the
performance of cloud resources according to region can be
important.

In the example of FIG. 6, a first set of applications 12
associated with company A are executing on device 10 in
region 4, a second set of applications 13 associated with
company A are executing on device 12 in region 4 and a
second instantiation of the first set of applications 12 asso-
ciated with company A are executing on device 25 in region
6. Further, a first set of applications 14 associated with
company B are executing on device 16 in region 4, a second
set of applications 15 associated with company B are
executing on device 20 in region 4, a second instantiation of
the first set of applications 14 associated with company B are
executing on device 22 in region 6 and a second instantiation
of the second set of applications 15 associated with company
B are executing on device 24 in region 6. As described

—_

5

25

40

45

50

55

10

above, the devices can refer to logical entities. For example,
device 10 can be a single virtual machine or a cluster of
virtual machines. In addition, a set of applications executing
on a device can include multiple instantiations of one or
more applications within the set where the number of
instantiations within the set can change over time.

The different sets of applications can communicate with
one another to complete a task. For example, the first set of
applications 12 for company A on devices 10 and 25 may
each communicate with the second set of applications 13 on
device 11. As another example, the first instantiation of the
first set of applications 14 associated with company B on
device 16 can communicate with the first instantiation of the
second set of applications 15 associated with company B on
device 20 to complete a task. In addition, the second
instantiation of the first set of applications 14 associated
with company B on device 22 in region 6 can communicate
with one or both of the first instantiation of the second set of
applications 15 on device 20 in region 4 or the second
instantiation of the second set of applications 15 on device
24 in region 6 to complete a task.

In one embodiment, proprietary monitoring software can
be deployed. However, its deployment is optional. The
proprietary monitoring software can be executed in conjunc-
tion with the applications to provide additional measure-
ments that can be used to characterize application perfor-
mance in the cloud. However, even without the deployment
of the software, some useful performance measurements
may be obtained using functions that are native to the cloud
resource, such as functions available via a cloud resource
API (Application Program Interface) or a Network moni-
toring API. Thus, embodiments with and without the pro-
prietary monitoring software are possible. In the example of
FIG. 6, additional monitoring software 18 has been deployed
for the applications executed by company B but not for the
applications executed by company A.

The applications, the devices on which they execute and
the communication patterns form a topology in cloud. The
topology may involve two layers. At a higher level, the
network topology can be presented as virtual devices and
virtual communication paths. At a lower level, the virtual
devices and virtual communication paths can be mapped to
actual physical devices and physical communication paths.
Thus, a mapping exists which translates the virtual repre-
sentation of the devices and paths at the higher level to the
lower level including physical devices and paths.

In a cloud environment to allow for the most efficient use
of resources, cloud resource providers do not provide users
with a fixed set of physical resources. Instead, the users are
provided with access to some amount of physical resources.
However, the physical resources that are provided to each
user at a particular time can vary. The representation from
higher level virtual entities to lower level physical entities
helps to enable providing cloud resources as part of a “fee
for service” model because it allows some of the physical
aspects associated with providing the resources to be hidden
from the user.

A very simple analogy is purchasing power. Users of a
power grid can agree to purchase a certain amount of power
and are provided access to the power. The power can be
generated by different power plants at different times, and
the user has no control from which power plants they receive
power. In addition, the power can be routed by different
paths to the user over the electricity grid. Again, the user has
no control over how power is routed on the grid. Generally,
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as long as the user of the power receives reliable power, the
user does not care where or how the power is delivered to
them.

In traditional networking, to use the analogy above, users
often had control of and were responsible for upkeep of the
power plants (e.g., servers) and a portion of the electricity
grid (e.g., local communications within or between servers).
In a cloud environment, this paradigm has changed which
provides some advantages but also introduces some new
complexities. One such complexity is that unlike power
consumption, cloud resource providers have not reached the
point where they can reliably provide a guaranteed level of
performance under varying demand levels to all of their
customers.

If there was sufficient excess computational, memory, and
network capacity in the cloud and the cost was low, then
cloud resource management would not be such an issue.
However, currently, this is not the case in the cloud envi-
ronment. Thus, tools are needed that help users manage their
resource consumption and utilization to respond to changes
in the cloud environment that affect the performance of the
user’s application. If power delivery were less reliable, then
one would expect to have tools in the power industry to help
users manage their power consumption in a similar manner.

As described in more detail as follows, the system can be
configured to discover different sets of applications execut-
ing in the cloud including patterns of inter-device commu-
nication that the applications utilize, generate metrics as a
function of time that characterize that resource performance
including inter-device communication, and determine a
topology. The performance information can be mapped to
the determined topology. The topology and its associated
information can be presented in a user interface (UI).
Besides the topology, the Ul can provide a number of
different services for managing the discovered cloud
resources in real-time. The topology is determined and
visually formatted in the Ul to present information in a
manner that makes managing the cloud resources simple and
intuitive. The topology is also encoded in an XML format so
that the user can access in an online or offline manner.
VXDL is an example of a virtual network description
language that can be expressed in XML.

In FIG. 6, the cloud resource management 44 is config-
ured to provide the functions described in the previous
paragraph. Cloud resource management 44 communicates
with the cloud resources 2 and generates user interfaces for
managing the cloud resources. In this example, the cloud
resource management 44 is shown generating two UI’s
simultaneously, a first one 46 for company A and a second
one 50 for company B. The UI’s can receive inputs that
trigger actions by the cloud resource management 44, such
as inputs from user 48 and user 52. The UI’s can be
presented remotely on company controlled devices.

The cloud resource management 44 can be implemented
on one or more electronic devices including processors,
memory and network interfaces. Some examples of the
functions that can be provided by the cloud resource man-
agement 44 are as described as follows. Data collector 26
uses native cloud functions, such as a cloud resource API, to
collects data for a resource topography map that can be
output in a Ul It can automatically discover a company’s
resources in the cloud. This function does not require
proprietary software deployed to and running on cloud
devices. However, if the proprietary software is deployed,
data acquired from 26 and the proprietary software can be
combined in some manner and then output to a UL
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Data collector 28 receives data from proprietary monitor-
ing software executing in the cloud. In one embodiment, the
received data can be used to generate paths and flows that
are output to the Ul or to an API. Device topography
generator 30 generates a device topography map with or
without flows depending on the data collected. Different
topography representations are possible. Thus, the device
topography generator 30 can be configured to generate one
or more different topography maps, depending on the rep-
resentation that is utilized. In one embodiment, the Ul may
allow a user to select from among group of different topog-
raphy representations one or more maps to be presented in
the UL

The interface object generator 32 generates and formats
data for presentation to the user in a Ul. For example, in one
embodiment, the interface object generator 32 may generate
flow and path objects that are used in a device topology map
or a representational flow map. The recommendation gen-
erator 34 can be configured to analyze data acquired from
the cloud resource and determine actions that may improve
the performance of the applications executing in the cloud.
The actions can be presented as recommendations in the Uls,
such as 46 and 50, where the Ul provides mechanisms for
allowing a user, such as 48 or 52, to indicate they wish to
implement the recommendation. The UI Generator 36 gen-
erates and controls a UI that can include recommendations,
topography map, and interface objects for each user (e.g.,
company A and company B). The execution of the recom-
mended workflow of actions can also be automated after
some machine learning mechanism has captured the optimal
remediation and typical choice of a user in a given scenario.

The device command generator 38 can be configured to
generate commands for actions triggered via the Ul. Actions
in the Ul can be presented in a high-level format. For
example, a user may indicate they wish to move an execu-
tion of an application from a first virtual machine to a second
virtual machine by dragging a symbol associated with the
application from the first virtual machine and placing it in
the second virtual machine using a cursor or some other
control mechanism. In response to this action, the device
command generator 38 can generate a sequence of low-level
commands to implement the action on the two devices. For
instance, commands can be generated by the Ul that cause
the first virtual machine to shut down a resource running
application and cause a new instantiation of the resource
with the application running to be generated on the second
virtual machine. The action can also involve moving the
entire virtual machine from one network to one another with
less congestion.

The command implementer 40 communicates with spe-
cific devices to implement commands determined from the
device command generator 38. The command implementer
40 can be configured to communicate with the affected
resources and keep track of whether the action has been
successfully completed or not. The state and action logging
42 can be configured to log actions that are implemented,
such as actions triggered from inputs received via the Ul
Further, the state and action logging 42 can be configured to
saves snap shots of a topology maps showing a state of user
resources at various times. For example, the snap shots can
be taken before and after a user implements one or more
actions via the Ul Then, the snap shots can be shown side
by side in the interface to allow the user to visually assess
whether the actions had their intended effect. The evolution
of the infrastructure state associated to the sequence of
actions that are selected to improve the performance can be
captured and encoded to reinforce the machine learning
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system. A model based on a dynamic graph can be used. The
main attributes of this graph can be encoded in a computing
language so an application can program its adaptation to the
infrastructure in advance and the actions be executed auto-
matically when conditions appear.

The various aspects, embodiments, implementations or
features of the described embodiments can be used sepa-
rately or in any combination. Various aspects of the
described embodiments can be implemented by software,
hardware, or a combination of hardware and software. The
computer readable medium, on which software for imple-
menting various embodiments may be stored, may be any
data storage device that can store data which can thereafter
be read by a computer system. Examples of the computer
readable medium include read-only memory, random-access
memory, CD-ROMs, DVDs, flash memory, memory sticks,
magnetic tape, and optical data storage devices. The com-
puter readable medium can also be distributed over network-
coupled computer systems so that the computer readable
code is stored and executed in a distributed fashion.

As the number of nodes increases in a system, visualizing
system performance becomes more complex. In one
embodiment, to simplify the visualization of system perfor-
mance, nodes can be assembled into groups. Then, the
performance of individual nodes and groups of nodes can be
characterized. Within the cloud resource management 44,
tools, such as 60, can be provided for initially grouping
nodes and then determining a node group in which to place
a new node. The Ul generator 36 can be used to visual the
performance of groups of nodes, such as a flow between two
different node groups. Details of methods and apparatus for
node grouping are described in the following section.
Node Grouping

In this section, methods and apparatus which enable the
grouping of nodes and visualizing the performance of
grouped nodes are described. In particular, details of a user
interface that enables a user to i) manually group nodes, ii)
specify parameters which allow the system to automatically
group nodes and iii) view performance characteristics asso-
ciated with grouped nodes, such as flows between the group
nodes and heat maps, are discussed. In addition, details of a
method, including a machine learning algorithm, which
generates an initial grouping of nodes from a set of
ungrouped nodes and then each time a new node is added
generates a recommendation of a node grouping in which to
place the newly added node, is discussed.

A user’s collection of cloud resources can be viewed as a
number of nodes. It is possible to specify and utilize other
entities and a node is provided for the purposes of illustra-
tion only and is not meant to be limiting. Tools that enable
grouping nodes can make it easier to scale the UX (User
Experience) to medium and large deployments (e.g.,
>twenty nodes), including applying widgets to the node
groups, such as flow mapping between node groups, as
opposed to just between individual nodes. Further, tools
which enable the grouping of nodes can allow users to filter
by groups, which may allow the user to find items of interest
more quickly. Also, the tools which enable node grouping
may allow each user to construct an interface used to
manage their infrastructure in way which is most intuitive
according to their individual preferences. An interface con-
structed in this manner may allow a user to make better,
quicker and easier actionable decisions regarding their infra-
structure.

As follows, an overview of a node grouping methodology
is described with respect to FIG. 7. Then, a few terms used
in the description of the grouping methodology are speci-
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fied. Next, additional details of an UI which includes node
groups and tools for manipulating node groups is described
with respect to FIGS. 8-22. Additional examples of interface
states associated with the Ul are shown in FIGS. 23A-O.
Finally, methodology associated with grouping nodes is
described with respect to these figures.

FIG. 7 is a flow chart of a method associated with
grouping nodes. In 702, the system can be configured to
collect data associated with a user’s collection of cloud
resources. For example, the user can provide access creden-
tials which allow the system to collect data associated with
a user’s resources in the Amazon Web Services™ (AWS)
cloud infrastructure.

In another embodiment, sensors can be deployed with a
user’s collection of resources that discover their environ-
ment. The sensors can be used to collect data without using
the cloud provider’s API (application program interface).
Thus, the same information can be obtained within physical
or virtualized (cloud as service) environments.

The collected data can reveal a user’s nodes and the
connection between nodes in the cloud environment. Based
upon the collected data, a topography map of the user’s
infrastructure can be generated. In one embodiment, the
topography map can show multiple nodes and their associ-
ated communicating connections. For example, a first node
can be shown to be communicating with a second and third
node. In 706, a graphical user interface (UI) can be gener-
ated and deployed such that the UI includes information
about various nodes.

In 708, in one embodiment, the system can receive
parameters which are used to generate node groups. The
node groups which are generated can vary depending on the
input parameters. In 710, the system can generate a node
grouping model based upon the input parameters and gen-
erate initial node groupings so that each node group is
populated with one or more nodes. In alternate embodi-
ments, the system can receive inputs via the UI which are
used to create a node group and populate the node group
with one or more nodes. In yet another embodiment, the
node groups including the nodes in each node group can be
specified in a data file and the system can be configured to
read information from the data file and generate the new
nodes groups.

In 712, an Ul including the recommended node groupings
from 710 can be generated. In 714, the user can accept
and/or modify the node groupings suggested by the system.
In response, to any user changes, the node grouping model
can be updated. The system can be configured to generate
performance information at the node group level, such as
flows between node groups and output the information. As
described above, the Ul can also be configured to output
performance information, such as flows between nodes.

In 716, the system, such as via the Ul, can receive a
request to add a new node. In response, based upon the
current node grouping model, the system can be configured
to recommend a node group for the new node. The user may
accept the recommended node group or specify a different
node group for the new node. In 718, the Ul can be updated
to include the new node and the node grouping model can be
updated to reflect the addition of the new node.

Next, an Ul state involving node grouping and some terms
used to discuss node grouping are described. The system can
discover different entities in a cloud environment. In the case
of grouping, two examples of entities that can be grouped
are nodes and flows. With the system, a user can group these
entities into node groups and flow groups. Node groups and
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flow groups can both belong to a group family. Via the UlI,
a user can create one or more group families.

For each family, a user can select which characteristics of
the nodes that are used to form a group. A number of
functional constraints can be specified for groups and fami-
lies. In particular embodiments, one family can contain an
unlimited number of groups, instances cannot be shared
between groups of the same family, instances can be shared
between groups of different families, and groups can contain
unlimited amount of instances.

In one embodiment, a node can be single instance (server)
in an Amazon Web Service (AWS) or some other network
infrastructure. Some characteristics of nodes which can be
used to form groups include, but are not limited, to security
groups, instance tags, load balancer, key, or auto scaling
groups. Security groups can be a set of rules constraining
communication and access to a node. A node can belong to
one or more security groups. In the AWS, an instance tag can
be set by a user to identify nodes. A node can have one or
more tags.

A node can be connected to one or several load balancers.
A key pair can be the .pem key that serves to SSH into a
node. A node may have only one key pair. Auto scaling
groups can automatically scale the number of nodes up and
down according to a set of conditions, to meet demand
spikes or lulls. A node can belong to one or more auto
scaling groups.

A flow, described in more detail above, can be the network
connection between two nodes, such as two nodes in the
AWS. Characteristics of a flow can be that it has a sender,
and a receiver—both of which are nodes. A node group can
be a collection of nodes. Conditions for two nodes to be in
the same node can be that the nodes have similar values for
one or more specified characteristics (e.g., security groups,
instance tags, etc.).

A flow group can be a collection of flows. In one
embodiment, flow groups can be formed based upon node
groups. As example, conditions for two flows to be in the
same flow group can be the senders of the two flows are in
a first node group and the receivers of the two flows are in
a second node group. More than two flows can be in the
same flow group and the example is provided for illustration
purposes only.

A group family can be a collection of node groups and
flow groups. In one embodiment, a user can select what
characteristics that are used to group, from among the
following node characteristics: 1) security groups, ii)
instance tags, iii) load balancers, iv) key air and v) auto
scaling groups. Based on the selected characteristics, the
nodes that have similar values will be grouped together. As
an example, three nodes with particular characteristics are
described as follows:

Node 1

Tag: Name=node.test.1

Tag: color=blue

Security Group=SG1

Load Balancer=LB1

Auto Scaling Group=ASG1

Key Pair=KP1
Node 2

Tag: name=node.test.2

Tag: color=blue

Security Group=SG1

Load Balancer=LB1

Auto Scaling Group=ASG1

Key Pair=KP1
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Node 3

Tag: name=lyatiss.node

Tag: color=blue

Security Group=SG1

Load Balancer=L.B1

Auto Scaling Group=ASG1

Key Pair=KP1

The node grouping which might be created is two groups,
wherein group 1 includes Node 1 and Node 2 and where
Group 2 includes Node 3. The system may generate this
grouping because the two first nodes have similar names
(node.test.1 and node.test.2 only differ by one character),
whereas the third node has a very different name (lyatiss-
.node). This example is predicated based upon the tag name
being specified for grouping. When tag name is not specified
as a grouping characteristic, the three nodes are indistin-
guishable.

FIG. 8 shows some examples of forming grouping fami-
lies. In the example of FIG. 8, nodes are sorted into family
groups by applications, architecture, OS and teams. Differ-
ent categories can be utilized and these are provided for the
purposes of illustration only.

Next, some details of a Ul are described. FIG. 9 shows an
interface state in which a user can select a group family,
create a new family view the groups in a group family, and
view the nodes in a group.

In one embodiment, groups can be viewed on widget
pages. For example, the system can include widget pages for
a node list, flow list, heatmaps, flow map and network
topology map. For each widget, nodes can be organized per
group, so that they are easier to visualize. The system can
also be configured to allow a user to filter what nodes are
displayed in each widget by selecting which group(s) to
display.

FIG. 10A shows an example of a widget page showing
flows. A number of different groups are shown on the page.
In one embodiment, groups are selected such that the groups
can be expanded or collapsed. In the Figure, some groups are
shown as expanded such that the nodes within the group are
visible, while other groups are shown in a collapsed format.
FIG. 10B shows an example of a widget page showing
heatmaps. Further details of the heatmap are described
below.

In one embodiment, a global group controller can be
provided within the UI. A group controller icon is shown in
FIG. 9. In one embodiment, a group controller can be
provided to filter nodes in different widgets, such as charts,
flow map, heatmaps, reports and network topology map. To
use the group controller, groups may need to be defined. The
system can be configured to support different types of
groups, such as custom groups which are created manually
and updated manually and smart groups that can be edited
manually and updated manually. Smart groups can refer to
automation of some aspect of the grouping process. Custom
groups can refer to a manual aspect of the grouping process,
i.e., based upon inputs provided by a user.

FIGS. 11 and 12 show a small and large version of a
global group controller. The small version may be used
when the space on a page is limited. It also may be selectable
as a user preference.

Not all the groups may be displayed on the group con-
troller at the same time. For example, if there are too many
groups and not enough space on the widget page, then only
a portion of the groups may be displayed. In one embodi-
ment, the system is configured to displays all groups if
(groups_count*one_group_block_width)<groups_block_
width.
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The groups can be displayed in a particular order. If there
are some statistics for the most viewed groups, then these
groups can be displayed first. For the example of FIG. 11,
Groups A~D are displayed as the most viewed groups. If
there are no statistics, then the groups can be displayed in
alphabetical order. Other ordering schemes are possible and
these are provided for the purposes of illustration only. For
example, groups with alerts can be displayed first.

The global group controller can include a smart dropdown
list with a number of options, such as create new family,
manage group/family button that links to the group manager
and make the group a favorite. The example of FIG. 12
shows a Family Dropdown button 1202 for selecting a
particular family or all families to be displayed, as well as
a Group Dropdown button 1204 for selecting a particular
group or all groups for displaying. In one embodiment,
multiple groups may be selected via the Group Dropdown
button 1204 (e.g., the pulldown menu is persisted so the user
can select multiple groups until the users clicks out of the
pulldown menu). Example filtering results are shown in FIG.
23F. Other filtering options are available for drop down
menus. These are shown FIGS. 13 and 14.

In one embodiment, groups can be provided for alarms
and charts. A group alarm can be raised when there is at least
one alarm raised in the group. Smart groups and custom
groups can be used to display imbalance charts. When the
user selects a group and a metric, the system can display a
cumulative diagram for the selected metric. In one embodi-
ment, the metric can be shown on the same chart with all the
resources stacked. It may be possible some resources have
no data, thus they’re not included in the stack. In a particular
embodiment, the resources cannot be selected or deselected.
In other words, the group is displayed as a whole and cannot
be modified. FIG. 15 shows an example of a chart for a
particular group including five nodes where seven different
metrics are available for viewing.

Flow groups can be created by a separate service that
updates groups or flows and network services based on
groups of nodes. In one embodiment, group metrics are not
provided. Instead, an imbalance charts is generated for each
flow metric. A group alarm will be raised when there is at
least one alarm raised for any node in the group. FIG. 16
shows an intergroup flow within the oval and then flows
between the expanded group and a number of other groups.

Next, groups in heatmaps are discussed. Within the global
grouping controller, global family controls allow group
families to be selected for viewing. The global family and
global grouping controls are configured to display selected
groups of a chosen family. In one embodiment, only flows
with a source or a destination that is part of a selected family
is displayed if no groups are selected.

Global family and grouping controls can be applicable
when sorting is applied. Some examples of sorting include,
but are not limited to, name sorting, group sorting, use of
local sort controls, and sorting by group names. In one
embodiment, only group names are displayed. In particular,
only one group name may be displayed for all the nodes in
a group. Names can be displayed for columns on the bottom
or top of the heatmap. Names can be displayed for rows on
the left of the heat map. In one example, names can be
displayed in alphanumeric order.

Groups can be displayed in separate heatmaps that form
a single grouping heatmap. In one embodiment, each sepa-
rate heatmap may display one way flows between two
groups. Via the interface, a user can input a selection to
separate a group. In another embodiment, only one heatmap
is displayed, showing the one way flows between two
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groups. Separate group heatmaps can display nodes in cells.
The node cell size can depend on the square of each group’s
heatmap. An option can be provided that allows the user to
go back and show the whole heatmap. The Ul may allow the
heatmap to be sorted by node names or some other param-
eter. Names can be displayed in alphanumeric order as
default.

FIG. 17 shows a heatmap configuration. FIG. 18 shows an
expanded view of a portion of the heatmap in FIG. 17. The
heat map indicates groups where an alarm is present. Addi-
tional examples of Ul interface states related to node group-
ing are shown below in FIGS. 23A-0O.

Tools for Grouping Nodes

As described above, tools can be provided that recom-
mend a group structure for a set of ungrouped nodes,
recommend a placement of a new node within an existing
group structure, allow a user to manually create a group, and
allow a user to manually manipulate existing groups, such as
moving a node from one group to another group. The ability
to group nodes can simplify the management of cloud
systems, including many nodes. The ability of the system to
generate an initial group structure for an existing set of
nodes and recommend a placement of new nodes within an
existing group structure can also simplify the management
of a cloud system.

In one embodiment, the grouping of resources (nodes and
flows) can be made using any suitable machine learning
methods. To illustrate how the grouping methodology
works, an analogy can be drawn between groups of nodes
(e.g., VMs) in the cloud resource management system and
groups of friends in a social network. In Table 1, in the
system, groups can be formed from nodes. In the social
network groups can be formed from a user’s friends. An
entity can be described by metadata. Of course, metadata for
a node is different than metadata for friends. The metadata
can be used to help define groups. In Table 1, two types of
groups are listed: 1) smart groups and 2) custom groups.
Smart groups can refer to automation of some aspect of the
grouping process. Custom groups can refer to a manual
aspect of the grouping process, i.e., based upon inputs
provided by a user.

TABLE 1

Comparison of Cloud Resource Management System to Social Network

Entity to
group Metadata Types of Groups
Cloud Resource  Node AMI id, Instance Smart and Custom
Management Name, Security Groups of VMs
System Group, . . .
Social Network ~ Friends Location, College,  Smart and Custom
Interests, . . . Lists of friends

Metadata attributes can be used by a grouping component
within the system to group nodes together. A single attribute
or different combinations of metadata attributes can be
utilized in the grouping component. The choice of the
attribute can significantly impact what grouping structure is
generated from the grouping component. In one embodi-
ment, logic associated with an expert system can be embed-
ded within the grouping component. The logic can select/
recommend attributes that may best suit a user’s needs in
regards to a grouping structure. In addition, the system may
allow a user to manually select or modify metadata attributes
that are used by the system. In one embodiment, selectable
metadata attributes can include one or more of security
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groups, instance tags, load balancer, key pair or auto scaling
groups. In another embodiment, the selectable metadata
attributes can include one or more of process names, port
numbers, different types of flow metrics and other types of
performance characteristics.

An initial generation of a grouping structure can involve
applying clustering techniques. The initial generation of the
grouping structure can be referred to as the boot strapping
phase. In the bootstrapping phase only unclassified data may
be available, i.e., no classified data. Unclassified data means
the nodes have not been assigned to groups so that the class
can refer to a particular group. Thus, in the boot strapping
phase the data can have the following characteristics:

A set of N features: a;, . . ., ay and a class c.

A set of M vectors with no class (unsupervised) of

dimension N+1:

a v, =a,,, 8 - .oy Y forxell, ..., M]

b. Each vector v, represent a set of values for the N
features.

The features can be the metadata.

Table 2 shows a structure for the data and Table 3 shows
an example of the structure populated with some values.

TABLE 2

Structure for unclassified data prior to clustering

Feature

Node Feature a;,  a, Feature a, Class
1 a1 a1 an,y ?

2 a5 a2 a2 ?
M ayar s s ?
TABLE 3
Structure for unclassified data with example values

Security
Node Groups Key Pair Tag Class
1 securityGroupl kpl tagl ?
2 securityGroupl kp-US-1 tag2 ?
4 securityGroup2 kp3 tag2 ?

A clustering algorithm can be used to generate class labels
(groups) for the unclassified data. In this bootstrapping
phase, there may not be any historical data available to
predict the class labels. Therefore, an unsupervised machine
learning algorithm, such as K-means with Euclidean dis-
tance), can be used to find clusters of similar data. The
cluster centroids can be used as class labels.

K-means clustering is a method of vector quantization. In
K-means clustering, n observations are partitioned into k
clusters in which each observation belongs to the cluster
with the nearest mean, serving as a prototype of the cluster.
This results in a partitioning of the data space into Voronoi
cells. An iterative refinement technique, often called the
K-means algorithm, can be used to solve the problem. Given
an initial set of K means, the algorithm proceeds by alter-
nating between two steps: an assignment step and an update
step. In the assignment step, each observation can be
assigned to the cluster whose mean yields the least within-
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cluster sum of squares (WCSS). In the update step, the new
means are calculated to be the centroids of the observations
in the new clusters. The algorithm has converged when the
assignments no longer change. Since both steps optimize the
WCSS objective, and there only exists a finite number of
such partitionings, the algorithm converges to a (local)
optimum, but not necessarily a global optimum.

FIG. 19 shows an example of K-means clustering. The
value of K is a desired number of partitions. The value of K
can be an input parameter. In one embodiment, the initial
value of K can be greater than the number of data points
(also, referred to as observations). If this is the case, then
some partitions may be created without members. The
partitions without members can be removed during the
iterative process. Thus, the value of K can decrease. Thus,
as part of the iterative process, the system can converge to
a particular value of K, i.e., the value of K is not specified
a priori. In other embodiments, the system may allow a user
to specify a certain number of partitions in which to divide
the nodes.

Initial values can be generated for the means of each
cluster. In FIG. 19, three initial means for each cluster are
generated. In one embodiment, the initial means are ran-
domly generated. The values of the means associated with
the initial values of each cluster are related to the metadata
for each node specified in each vector (e.g., a value associ-
ated with a name, a key pair, etc.). Next, a distance can be
calculated between each node and each of three means for
each cluster based upon the values in the vector associated
with each node and the mean. In one embodiment, based
upon the distance, each node can be assigned to the closet of
three means.

Next, after each node is assigned to a cluster, a new
centroid (mean) can be calculated for the cluster. Then, the
distances between each node and the new centroids can be
determined and the nodes can again be assigned to each of
the three clusters. It is possible that one or more of the nodes
may switch clusters. This process can continue until con-
vergence, i.e., the nodes are no longer changing clusters
from iteration to iteration.

Distance calculations depend on the value and its format
of the data being compared. For instance, for a value which
is a name, the distance can be binary where if the names
being compared match, the distance is zero whereas if the
names don’t match the distance is 1. If there is some
structure to the names such that different portions of the
name have different meanings then a different distance
calculation may be utilized. For example, when a name has
a first portion with a first meaning and a second portion with
a second meaning, then a first distance value can be attrib-
uted when only first portions match, a second distance value
can be attributed when only the second portions match, a
third distance value can be attributed when the first and
second portions match and a fourth distance value can be
attributed when different neither the first portion and the
second portion match.

In above example, rather than being, a binary determina-
tion of distance, there are multiple distance values which are
possible. In another example, the values in the vector can be
two numbers and the distance can be based upon a com-
parison of the magnitude of the two numbers. In general, a
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specific distance determination can be made for each feature
in a vector, wherein the possible distance values vary from
feature to feature.

In some instance, the distance values can be scaled or
weighted in some manner for each feature so that the
distance values contributions from each feature are consis-
tent with one another. In one embodiment, the distance
values can be scaled or weighted such each feature contrib-
utes an approximately equal amount to the distance calcu-
lation. In other embodiments, the weighting or scaling
factors can be configured such that the distance value
determine from one feature is given more weight than the
distance value determine from another feature.

K-means clustering is one example of cluster analysis
which can be utilized. Cluster analysis can use different
models. For example, clustering can use connectivity mod-
els, centroid models, distribution models, density models,
subspace models, group models and graph-based models.
The models can result in a hard clustering determination so
that each object belongs to a cluster or not or soft clustering
so that each object belongs to a cluster to a certain degree.
Thus, the example of k-means clustering is provided for the
purposes of illustration only and is not meant to be limiting.

After the clustering step, the data has class labels (clas-
sified data). This classified data can be used to build a
predictive model to classify new incoming data points (e.g.,
in the case of the grouping, to group a new node that is
discovered). Table 4 shows an example structure for the
classified data.

TABLE 4
Structure for classified data after clustering
Feature
Node Feature a, ay Feature ay Class
1 ay a1 an,1 C,
2 a2 a5 a2 G
M ayar a1 s Car

In various embodiments, it is possible that different clus-
tering can be useful in different use cases. The system can be
configured to generate and maintain different clusterings of
the same or overlapping data. For example, a first set of
nodes can be grouped in two, three or a plurality of different
ways, depending on what attributes are selected for the
groupings.

The groupings are not necessarily restricted to perfor-
mance optimization, but can be more generally applied to
intelligent cloud management. The ISO FCAPS model
(fault, accounting, configuration, performance and security)
is the ISO Telecommunications Management Network
model and framework for network management. Within the
model, different management tasks can be used to specify
different use cases in which different features are important.
The different features can be used to develop different
groupings which are maintained by the system.

Thus, performance control and optimization are one
example for which groupings can be developed, and the
system is not limited to this example. For instance, security
is also very relevant and different security groupings can be
maintained within the system. Groups can be developed for
faults in regards to fault detection, missing communication
or even fault resiliency. In general, use cases can be devel-
oped for all other management functions.
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Grouping tools can also useful for the architecture design
of scalable networked applications (in Cloud or not). For
example, the tools can be used to define “scaling metrics”
based on the summing of individual metrics. These metrics
can be linked to performance goals, can be used to help in
the planning and sizing of an infrastructure as a function of
response time and can be used as a base for benchmarking.

In yet other embodiments, entities, such as nodes, can be
automatically grouped based on the communication patterns
or flow topology. The analysis of the group topology can
enable detection of anomalies such as connectivity prob-
lems, e.g., unexpected connections or missing connections).
Pattern recognition, as well as characterization of traffic
demand, can be used in this process.

Next, a steady state phase is discussed. In the steady-state
phase, some amount of classified data is available. That is,
the steady-state phase is when classified data is available
(e.g., the data in Table 4). In this phase the data can have the
following characteristics:

A set of N features: a,, .

A set of M vectors with class of dimension N+1

..,ayand a class c.

where v,=[a, ;,a,,,...,a,.,, ¢ forxe[l,..., M]and
each vector v, represent a set of values for the N features.

‘When there is a new incoming data point that needs to be
classified, a predictive model based upon the currently
available classified data can be used. For example, a new
node that needs to be grouped can be discovered by the
system. In this case, the available classified data can be used
to build a model that will predict in which group to classify
the new data point.

The class of the classified data can be modified by a user
interaction. For example, a node can be moved from one
group to another group via the system UL The user inter-
action results in a new class for the node and, hence, the
classified data changes. When the classified data is changed,
the predictive model used to recommend a node grouping
changes.

Each time there is a new incoming data point, a predictive
model can be built from the classified data with a machine
learning algorithm, such as J48 decision tree, a neural
network, or the KOAC algorithm illustrated below in FIG.
19.

For a new node, the algorithm can involve forming an
incoming data point which includes a vector of the node’s
features. As described above, a predictive model can be built
from the classified data. In particular embodiments, all or a
portion of the classified data can be used. For example, the
system can be configured to receive user inputs that specify
the features that are used to build the predictive model.
Using the predictive model, the class of the new data point
can be predicted. When the predictive model is next built,
the new data point can become part of the classified data.

As described above, the classified data can be modified
based on user interaction. For example, in the case of the
grouping, data features are the network characteristics of a
node, such as, but not limited to, load balancer, security
group, tag, etc. The class is the group of the node. Therefore,
when a user moves a node from one group to another group,
this user modification will change the class of this node’s
vector in the data. An example of a user interaction on the
classified data is shown in tables 5 and 6.
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TABLE 5

Classified data before user interaction where node 1 is in group 1

Feature Feature
Node a; a, Feature ay Class
1 ap) Ay a1 C1
2 a2 a5 a2 &
M ayar a7 avar Car
TABLE 6

Classified data after user interaction where node 1 was moved to group 3

Feature Feature Feature
Node a a, ay Class
1 a1 2 ay,1 3
2 a2 o aN2 <
3 .
M aar LR ANar Car

In particular embodiments, it is possible that more than
one type of grouping is associated with a set of nodes. The
system can be configured to maintain a predictive model
associated with each type of grouping and then provide a
recommendation for placing a new mode in each type of
grouping. The different types of groupings do not have to be
created all at once. For example, initially a configuration of
a first type of grouping can be generated, starting with
unclassified data and progressing to classified data. Subse-
quently, a new grouping type can be created. If the previ-
ously generated classified data is of use, then some portion
of'it can be utilized for generating the initial configuration of
the new grouping type. It is also possible to generate the

5

15

20

25

30

24

respectively. Three security Groups (SG) with the following
Names, sg.x, sg.y and sg.z, respectively. Three Key Pairs
(KP) with the following names: key.x.pem, key.z.pem and
key.y.pem, respectively. Three auto scaling groups (ASG)
with the following Names, asg.x, asg.y and asg.z.

Test Case 1: Test Set Up

Total number of instances in AWS environment: 4

Instances Characteristics:

node
ID # Tag SG KP LB ASG
1 Key Name tag.a tag.b sgx keyx lbx asgx
Value nodex.l taga.x tagb.x
2 Key Name tag.a tag.b sgx keyx Ibx asgx
Value nodex.2 tagax tagbx
3 Key Name tag.a tag.b sgx keyx Ilbx asgx
Value nodey.l tagax tagb.x
4  Key Name tag.a tag.b sgx keyx lbx asgx
Value nodey.2 taga.x tagb.x
Test Case 1: Create Group Family
Create a Group Family by clicking on “Create Family” in
the Group Manager tab. A pop-up similar to the one shown

in FIG. 22 can be displayed:

The following characteristics can be selected to group on:
a) Tag Name—tag.a and tag.b, b) Load Balancers—Ib.x, Ib.y
and lb.z, ¢) Security Groups—sg.x, sg.y and sg.z, d) Key
Pairs—key.x.pem, key.z.pem and key.y.pem and e) Scaling
Groups—asg X, asg.y and asg.z.

Test Case 1: Expected Result

Two Groups can be created, with the following charac-
teristics:

Group Nodes
Name D # Group Details
tag:Name:name.x 1,2 Tag SG KP LB ASG
Key Name tag.a tag.b sgx keyx lbx asgx
Value nodex tagax tag.b.x
tag:Name:name.y 3,4 Tag SG  KP LB ASG
Key Name tag.a tag.b sgx keyx lbx asgx
Value nodey tagax tag.b.x
initial configuration of the new grouping type using only Test Case 2: Test Set Up
unclassified data. Via the UI, a user may be able to add new Total number of instances in AWS environment: 4
grouping types and delete previously created grouping Instances Characteristics:
types. 50
Next a grouping test case and examples are described.
FIG. 20 shows components of a grouping test case. The three node
building blocks of the grouping are: (1) grouping Manager, D # Tag SG KP LB ASG
(2) TGraph Server, and (3) Job Server. The grouping man- T . N k -
ager is the entity that creates groups of nodes and flows after 55 e nodae t;;gfx tzgg R T DR meR
reception of a job from the job server. The job server is the 2 Key Name  tega  tagh sgx keyx lbx asgx
entity receiving and dispatching jobs to the different services Value nodex.2 tagax tagbx
of the system. In the case of the grouping, there can be two 3 Key Name  taga  tagb sgx keyx lbx asgx
. . . Value nodex.3 tagax tag.b.x
services at play: grouping manager and TGraph server. Both
X . 4 Key Name tag.a tagb sgx keyx Ibx asgx
services can send and receive jobs from the TGraph server. 60 Value nodex3 tagax tagbx

The Tgraph Server can be the entity that is in charge of
representing a cloud infrastructure—such as an AWS envi-
ronment discovered by the system—as a graph. FIG. 22
illustrates a configuration of a test case.

As a test case environment, the following entities can be
defined. Three load balancers (LB) with the following names
(refer to AWS ESB for more info), lb.x, lb.y and lb.z,

65

Test Case 2: Group Family

A Group Family can be created, for example, by clicking
on a “Create Family” option in the a Group Manager tab in
the UI. A pop-up similar to the one below will appear for
selecting various characteristics of the family:
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Select the following characteristics to group on via inter-
face: a) Tag Name—tag.a and tag.b, b) Load Balancers—
Ib.x, Ib.y and 1b.z, ¢) Security Groups—sg.x, sg.y and sg.z,
d) Key Pairs—key.x.pem, key.z.pem and key.y.pem, e) Scal-
ing Groups—asg.x, asg.y and asg.z.

Test Case 2: Expected Result

Two Groups can be created, with the following charac-

teristics:

26
A, which has been selected for display. FIG. 231 illustrates
the results for selecting display of Groups A and C of Family
A.

Selection of a particular group may result in display of
various metrics for such group, such as number of nodes and
flows as well as other metrics described further herein. If
only one group is selected. the flow map for the instances of
such selected single group can be displayed automatically.

Group
Name Nodes ID # Group Details
key:key.x 1,2 Tag SG KP LB ASG
Key Name tag.a tagb sgx keyx lbx asgx
Value nodex tagax tagbx
key:key.y 3,4 Tag SG KP LB ASG
Key Name tag.a tagb sgx keyx lbx asgx
Value nodex tagax tagbx
Additional Example UT States 20 Selection of a particular instance can result in display of

FIG. 23A illustrates a Ul for viewing all families in
accordance with one embodiment of the present invention.
For example, selecting an “All” button 2302 on the Ul
results in Families A, B, and C being displayed. The groups
of all the families can also be shown. For instance, Family
A includes Groups A, B, C, and D. A user may also display
only the smart families by selection of the “Smart Families”
button 2302a, and display only the custom families by
“Custom Families” button 23025. If the “Smart Families
button 2302a was selected, only smart Families A and C
would be displayed, excluding the custom Family B from
the display.

Creation of a new family may be initiated by selection of
“New Family” button 2304. Further UI’s may then be
presented to the user for choosing whether the new family
will be a smart or custom family, as well as selection of
metadata such as an identifier, instance name, security
group, key pair, instance type, region, etc.

One of the families may be selected so that the groups of
such family are displayed in more detail. For instance, one
may select Family A by clicking on area 2306. FIG. 23B
illustrates a detailed view of Family A. As shown, the
individual instances of each group are displayed. In this
example, more groups and corresponding instances can be
viewed by scrolling, e.g., via 2308a or 23085.

Instances can be moved between the groups of the family
by any suitable Ul mechanism. In the example of FIG. 23B,
a user may select “group B” button 2310 to display the
instances of group B, and these displayed instances can then
be dragged to other groups. FIG. 23C illustrates display of
the instances of Group B of Family A. All nodes for all
groups, as opposed to only Group B, may also be displayed
as shown in FIG. 23D, e.g., by selection of “Show All
Nodes” button 23124 of FIG. 23C. The nodes/instances per
group, such as shown in FIG. 23B, may again be displayed,
e.g., via “Show Groups” button 23125.

Regardless of whether all instances or a particular node’s
instances are displayed, instances can be dragged to a
particular group as illustrated in FIG. 23E. As shown,
instances 2314 are dragged to Group B area 2310 to then
form part of Group B. Further example filtering results are
shown in FIG. 23F.

FIG. 23G shows a UI for displaying a flow map for all
instances without reference to groups or families. In con-
trast, FIG. 23H shows a flow map for the groups of Family
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various node metrics, such as CPU, memory, disk, and
network metrics. Such metrics may be displayed in any
suitable manner, such as heat maps, percentage values, or a
graph. FIG. 23] illustrates display of the memory usage over
time for Node A. Similar graphs may be displayed for other
metrics, such as CPU, 10 Read, IO Write, Network In,
Network Out, Latency, etc. For example, FIG. 23K illus-
trates selection of various flows, both inter- and intra-flows
for selected groups. FIG. 231 shows selection of a plurality
of nodes for an imbalance chart display (e.g., of memory or
CPU).

FIG. 23M shows selected groups and nodes per region
area. Selection of a collapsed group, such as group C 2320,
results in expansion of the group as illustrated in FIG. 23N.
Various metrics regarding groups or nodes can also be
displayed by selection of a particular node or group. Addi-
tionally, nodes may be listed for each selected group in a
hierarchical manner as illustrated in FIG. 230 or simply
listed for all groups if all groups are selected. Similarly,
Network service identifiers can be displayed for selected
groups or all groups.

The many features and advantages of the present inven-
tion are apparent from the written description and, thus, it is
intended by the appended claims to cover all such features
and advantages of the invention. Further, since numerous
modifications and changes will readily occur to those skilled
in the art, the invention should not be limited to the exact
construction and operation as illustrated and described.
Hence, all suitable modifications and equivalents may be
resorted to as falling within the scope of the invention.

What is claimed is:

1. A method for managing cloud infrastructure for client
devices implemented by a network traffic management sys-
tem comprising one or more network traffic apparatuses,
client devices, or server devices, the method comprising:

identifying virtual resources associated with an execution

of a user’s applications in a cloud resource configura-
tion comprising virtual machines, network services and
storage,

generating a first topology map of the identified virtual

resources including a plurality of nodes;

outputting the generated first topology map comprising

the plurality of nodes;

generating a vector associated with each of the plurality of

nodes, wherein the generated vector comprises one or
more features associated with each of the plurality of
nodes;
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determining a distribution of the plurality of nodes within
two or more groups based on the generated vector,
wherein the plurality of nodes are distributed based on
a network data file; and

outputting the second topology map comprising each of
the two or more groups in one of a collapsed format
based on the determined distribution of the plurality of
nodes.

2. The method of claim 1, further comprising:

identifying a new node, based upon the distribution of

plurality of nodes; and

determining an existing group of the two or more groups

to place the new node, wherein the determining further
comprises creating a new group to place the new node.

3. The method of claim 2, further comprising:

outputting the existing group or the new group in which

to place the new node; and

receiving one of first input indicating a confirmation to

place the new node in the existing group or the new
group or second input indicating a request to place the
new node in a group different from the existing group
or the new group.

4. The method of claim 3, further comprising recommend-
ing the existing or new group to place the new node, wherein
the recommendation is based on a machine learning algo-
rithm that accounts for user modifications to the two or more
groups and wherein the user modifications include moving
nodes from one group to another group.

5. The method of claim 1, further comprising generating
and providing performance characteristics associated with
each group of the plurality of groups, wherein the perfor-
mance metrics are provided for display in a user interface
(UI), wherein the performance characteristics include flow
information for pairs of groups and wherein the flow infor-
mation pertains to latency or throughput.

6. A non-transitory computer readable medium having
stored thereon instructions for secured SCEP enrollment for
client devices comprising executable code which when
executed by one or more processors, causes the processors
to:

identify virtual resources associated with an execution of

a user’s applications in a cloud resource configuration
comprising virtual machines, network services and
storage;

generate a first topology map of the identified virtual

resources including a plurality of nodes;

output the generated first topology map comprising the

plurality of nodes;

generate a vector associated with each of the plurality of

nodes wherein the generated vector comprises one or
more features associated with each of the plurality of
nodes;
determine a distribution of the plurality of nodes within
two or more groups based on the generated vector,
wherein the plurality of nodes are distributed based on
a network data file; and

output the second topology map comprising each of the
two or more groups in one of a collapsed format based
on the determined distribution of the plurality of nodes.

7. The non-transitory computer readable medium as set
forth in claim 6, further comprising: identify a new node,
based upon the distribution of plurality of nodes; and
determine an existing group of the two or more groups to
place the new node, wherein the determining further com-
prises creating a new group to place the new node.

8. The non-transitory computer readable medium as set
forth in claim 7 further comprising: output the existing
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group or the new group in which to place the new node; and
receive one of first input indicating a confirmation to place
the new node in the existing group or the new group or
second input indicating a request to place the new node in a
group different from the existing group or the new group.

9. The non-transitory computer readable medium as set
forth in claim 6 further comprises generate and provide
performance characteristics associated with each group of
the plurality of groups, wherein the performance metrics are
provided for display in a user interface (UI), wherein the
performance characteristics include flow information for
pairs of groups and wherein the flow information pertains to
latency or throughput.

10. A network traffic manager apparatus, comprising
memory comprising programmed instructions stored in the
memory and one or more processors configured to be
capable of executing the programmed instructions stored in
the memory to:

identify virtual resources associated with an execution of

a user’s applications in a cloud resource configuration
comprising virtual machines, network services and
storage;

generate a first topology map of the identified virtual

resources including a plurality of nodes;

output the generated first topology map comprising the

plurality of nodes;

generate a vector associated with each of the plurality of

nodes wherein
the generated vector comprises one or more features
associated with each of the plurality of nodes;

determine a distribution of the plurality of nodes within
two or more groups based on the generated vector,
wherein the plurality of nodes are distributed based on
a network data file; and

output the second topology map comprising each of the
two or more groups in one of a collapsed format based
on the determined distribution of the plurality of nodes.

11. The network traffic manager apparatus as set forth in
claim 10 wherein the one or more processors are further
configured to be capable of executing the programmed
instructions stored in the memory to: identify a new node,
based upon the distribution of plurality of nodes; and
determine an existing group of the two or more groups to
place the new node, wherein the determining further com-
prises creating a new group to place the new node.

12. The network traffic manager apparatus as set forth in
claim 11 wherein the one or more processors are further
configured to be capable of executing the programmed
instructions stored in the memory to: output the existing
group or the new group in which to place the new node; and
receive one of first input indicating a confirmation to place
the new node in the existing group or the new group or
second input indicating a request to place the new node in a
group different from the existing group or the new group.

13. The network traffic manager apparatus as set forth in
claim 10 wherein the one or more processors are further
configured to be capable of executing the programmed
instructions stored in the memory to generate and provide
performance characteristics associated with each group of
the plurality of groups, wherein the performance metrics are
provided for display in a user interface (UI), wherein the
performance characteristics include flow information for
pairs of groups and wherein the flow information pertains to
latency or throughput.

14. A network traffic management system, comprising one
or more traffic management apparatuses, client devices, or
server devices, the network traffic management system com-
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prising memory comprising programmed instructions stored
thereon and one or more processors configured to be capable
of executing the stored programmed instructions to:
identify virtual resources associated with an execution of
a user’s applications in a cloud resource configuration
comprising virtual machines, network services and
storage;
generate a first topology map of the identified virtual
resources including a plurality of nodes;
output the generated first topology map comprising the
plurality of nodes;
generate a vector associated with each of the plurality of
nodes wherein the generated vector comprises one or
more features associated with each of the plurality of
nodes;
determine a distribution of the plurality of nodes within
two or more groups based on the generated vector,
wherein the plurality of nodes are distributed based on
a network data file; and
output the second topology map comprising each of the
two or more groups in one of a collapsed format based
on the determined distribution of the plurality of nodes.
15. The network traffic management system as set forth in
claim 14 wherein the one or more processors are further
configured to be capable of executing the programmed
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instructions stored in the memory to: identify a new node,
based upon the distribution of plurality of nodes; and
determine an existing group of the two or more groups to
place the new node, wherein the determining further com-
prises creating a new group to place the new node.

16. The network traffic management system as set forth in
claim 15 wherein the one or more processors are further
configured to be capable of executing the programmed
instructions stored in the memory to: output the existing
group or the new group in which to place the new node; and
receive one of first input indicating a confirmation to place
the new node in the existing group or the new group or
second input indicating a request to place the new node in a
group different from the existing group or the new group.

17. The network traffic management system as set forth in
claim 14 wherein the one or more processors are further
configured to be capable of executing the programmed
instructions stored in the memory to generate and provide
performance characteristics associated with each group of
the plurality of groups, wherein the performance metrics are
provided for display in a user interface (UI), wherein the
performance characteristics include flow information for
pairs of groups and wherein the flow information pertains to
latency or throughput.

£ * * * *
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