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Sir:

Responsive to the Non-Final Office Action dated September 3, 2021, the following
amendments and remarks are hereby submitted. Reconsideration and allowance of the
pending claims, in light of the amendments and remarks presented herein are respectfully

requested.

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 6 of this paper.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the

application:

1. (Currently Amended) A method for cataloging network objects in a cloud
environment, comprising:

collecting atHeast network object data on a plurality of network objects operable in
a cloud environment, wherein the plurality of network objects is operable at different
layers of the cloud environment;

identifying the plurality of network objects operable in the cloud environment;

constructing atleast a network graph based on the identified network objects;

determining relationships between the identified network objects in the atleasta
network graph;

generating atdeast an insight for at least one of the identified network objects,
wherein the insight is generated irrespense—te based on the network graph and the
determined relationships; and

tagging each of the plurality of network objects for which [[an]] the insight is

generated.

2. (Original) The method of claim 1, wherein the cloud environment includes at least

one cloud computing platform.

3. (Currently Amended) The method of claim 2, wherein collecting at least network
object data further comprises:

querying each-of the at least one cloud computing platform.

4. (Currently Amended) The method of claim 1, wherein constructing atleast-a the
network graph further comprises:

generating visual representations of the atdeasta the network graph.
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5. (Original) The method of claim 1, wherein determining relationships between the
identified objects further comprises:

determining the relationships using a static analytic method.

6. (Currently Amended) The method of claim 5, further comprising:
adding visual representations of the determined relationships to visual

representations of the atHeasta network graph.

7. (Currently Amended) The method of claim 1, wherein determining the relationships
between the identified network objects in the atHeasta network graph further comprises:
determining the relationships using at least one of. observational methods, and

active logging methods.

8. (Original) The method of claim 1, wherein tagging each of the plurality of network
objects further comprises:

updating one or more search tags associated with the plurality of network objects.

9. (Original) The method of claim 1, wherein each of the plurality of network objects
includes a virtual network, a firewall, a network interface card, a proxy, a gateway, a
software container, container, a management object, a virtual machine, a subnet, a hub,

a virtual private networks (VPN).

10.  (Currently Amended) A non-transitory computer readable medium having stored
thereon instructions for causing a processing circuitry to execute a process for cataloging
network objects in a cloud environment, the process comprising:

collecting atHeast network object data on a plurality of network objects operable in
a cloud environment, wherein the plurality of network objects is operable at different
layers of the cloud environment;

identifying the plurality of network objects operable in the cloud environment;

constructing atleast a network graph based on the identified network objects;
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determining relationships between the identified network objects in the atleasta
network graph;

generating atdeast an insight for at least one of the identified network objects,
wherein the insight is generated inresponse-to based on the network graph and the
determined relationships; and

tagging each of the plurality of network objects for which [[an]] the insight is

generated.

11.  (Original) A system for cataloging network objects in a cloud environment,
comprising:

a processing circuitry; and

a memory, the memory containing instructions that, when executed by the
processing circuitry, configure the system to:

collect atdeast network object data on a plurality of network objects operable in a
cloud environment, wherein the plurality of network objects is operable at different layers
of the cloud environment;

identify the plurality of network objects operable in the cloud environment;

construct atHeast a network graph based on the identified network objects;

determine relationships between the identified network objects in the atdeasta
network graph;

generate atdeast an insight for at least one of the identified network objects,
wherein the insight is generated ir—respoense—te based on the network graph and the
determined relationships; and

tag each of the plurality of network objects for which [[an]] the insight is generated.

12.  (Original) The system of claim 11, wherein the cloud environment includes at least

one cloud computing platform.

13.  (Currently Amended) The system of claim 12, wherein the system is further

configured to:
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query each-of the at least one cloud computing platform.

14.  (Currently Amended) The system of claim 11, wherein the system is further
configured to:

generate visual representations of the atdeasta network graph.

15.  (Original) The system of claim 11, wherein the system is further configured to:

determine the relationships using a static analytic method.

16.  (Currently Amended) The system of claim 11, wherein the system is further
configured to:
add visual representations of the determined relationships to visual

representations of the atleasta network graph.

17.  (Original) The system of claim 11, wherein the system is further configured to:
determine the relationships using at least one of. observational methods, and

active logging methods.

18.  (Original) The system of claim 11, wherein the system is further configured to:

update one or more search tags associated with the plurality of network objects.

19.  (Original) The system of claim 13, wherein each of the plurality of network objects
includes a virtual network, a firewall, a network interface card, a proxy, a gateway, a
software container, container, a management object, a virtual machine, a subnet, a hub,

a virtual private networks (VPN).
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REMARKS

In the Non-Final Office Action dated September 3, 2021, it is noted that claims 1-
19 are pending. Claims 1-19 stand rejected under 35 USC 103. Claims 1, 3, 4, 6, 7, 10,
11, 13, 14 and 16 have been amended,

By the foregoing amendments, no new matter has been added.

Claim Rejections under 35 USC 103

Claims 1-19 stand rejected under 35 U.S.C. 103 as allegedly being unpatentable
over Janakiraman, US 20200322227A1 (hereinafter “Janakiraman”) in view of Xia et al.,
US 20180024981A1 (hereinafter “Xia”).

Applicant traverses this ground of rejection for the following reasons.

The test for determining if a claim is rendered obvious by one or more references
for purposes of a rejection under 35 U.S.C. § 103 is set forth in KSR International Co. v.
Teleflex Inc., 550 U.S. 398, 82 USPQ2d 1385 (2007):

“Under § 103, the scope and content of the prior art are to be determined;
differences between the prior art and the claims at issue are to be
ascertained; and the level of ordinary skill in the pertinent art resolved.
Against this background the obviousness or nonobviousness of the subject
matter is determined. Such secondary considerations as commercial
success, long felt but unsolved needs, failure of others, etc., might be
utilized to give light to the circumstances surrounding the origin of the
subject matter sought to be patented.” Quoting Graham v. John Deere Co.
of Kansas City, 383 U.S. 1 (1966).

As set forth in MPEP 2143.03, to ascertain the differences between the prior art
and the claims at issue, “[a]ll claim limitations must be considered” because “all words in
a claim must be considered in judging the patentability of that claim against the prior art.”
In re Wilson, 424 F.2d 1382, 1385. According to the Examination Guidelines for
Determining Obviousness Under 35 U.S.C. 103 in view of KSR International Co. v.
Teleflex Inc., Federal Register, Vol. 72, No. 195, 57526, 57529 (October 10, 2007), once
the Graham factual inquiries are resolved, there must be a determination of whether the
claims would have been obvious to one of ordinary skill in the art based on any one of

the following proper rationales:
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(A) Combining prior art elements according to known methods to yield
predictable results; (B) Simple substitution of one known element for
another to obtain predictable results; (C) Use of known technique to
improve similar devices (methods, or products) in the same way; (D)
Applying a known technique to a known device (method, or product)
ready for improvement to yield predictable results; (E) “Obvious to
try”—choosing from a finite number of identified, predictable solutions,
with a reasonable expectation of success; (F) Known work in one field
of endeavor may prompt variations of it for use in either the same field
or a different one based on design incentives or other market forces if
the variations would have been predictable to one of ordinary sKkill in
the art; (G) Some teaching, suggestion, or motivation in the prior art
that would have led one of ordinary skill to modify the prior art reference
or to combine prior art reference teachings to arrive at the claimed
invention. KSR International Co. v. Teleflex Inc., 550 U.S. 398, 82
USPQ2d 1385 (2007).

Furthermore, as set forth in KSR International Co. v. Teleflex Inc., quoting from In
re Kahn, 441 F.3d 977, 988 (CA Fed. 2006), “[R]ejections on obviousness grounds cannot
be sustained by mere conclusory statements; instead, there must be some articulated
reasonings with some rational underpinning to support the legal conclusion of
obviousness.”

Therefore, if the above-identified criteria and rationales are not met, then the cited
reference(s) fails to render the claims obvious and, thus, the claims are distinguishable
over the cited reference(s).

With respect to the independent claims 1, 10 and 11, the Office Action, page 3,
agrees that Janakiraman does not discloses determining relationships between the
identified network objects in the network graph, generating at least an insight for least
one of the identified network objects, wherein the insight is generated in response to the
network graph and the determined relationships, and tagging each of the plurality of
network objects for which an insight is generated.

The Office Action appears to rely on Xia for allegedly teaching relationships and
insights that are determined and identified from the highlighted nodes (figure 33, page 28,
[0392] [0393]) and provides a visual representation to show analysis information 2204 for

the identified/highlighted nodes). However, Xia teaches at par. 0392:
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FIG. 33 depicts a network visualization 2202 with a group 3302 of two nodes
that are highlighted. The high-lighted nodes of group 3302 contain data
points correspond-ing to data points selected in the spreadsheet 2100 (e.g.,
the two highlighted nodes contain data points with ID values of 5, 7, 11, 23,
24, 29, and 32).

Xia also teaches at par. 0393:

By selecting different data points in the spreadsheet, the user or data
analyst may identify which nodes contain those data points. By leveraging
the interaction between the network visualization 2202 and the spreadsheet
2100, insights and relationships within the data may be identified, assessed,
and/or investigated.

Accordingly, Xia merely states that comparison of the visualization and the
spreadsheet may be used to identify insights. The independent claims 1, 10 and 11 have

been amended to recite (emphasis added):

generating an insight for at least one of the identified network
objects, wherein the insight is generated based on the network graph
and the determined relationships; and

tagging each of the plurality of network objects for which an
insight is generated

Xia does not appear to teach generating the insight based on the network graph and

the determined relationships, as required by the amended independent claims 1, 10 and

11. Xia also fails to teach tagging each of the plurality of network objects for which an

insight is generated. Application of Xia to the instant claims appears to be an attempt to
merely match the reference to the words of the claims’ language without accreting the
claims based on their merits in light of the specification. None of the above cited features
of Xia constitute that the insights are actually generated based on certain parameters of
the network graph.

Accordingly, even assuming for the sake of argument that one of ordinary skill in
the art were somehow motivated to combine Janakiraman and Xia as suggested in the
Office Action, the proposed combination would still fail to result in each and every element

recited in the independent claims 1, 10 and 11. The proposed combination therefore fails
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to render these claims along with their dependent claims 2-9 and 12-19 prima facie
obvious.
Accordingly, reconsideration of the rejections and allowance of all pending claims

are respectfully requested.
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CONCLUSION

Having fully addressed the Examiner’s rejections it is believed that, in view of the
preceding remarks, this application stands in condition for allowance. Accordingly,
reconsideration and allowance are respectfully solicited. If, however, the Examiner is of
the opinion that such action cannot be taken, the Examiner is invited to contact the
undersigned at 908-274-3111, so that a mutually convenient date and time for a
telephonic interview may be scheduled.

Any fee due this paper may be charged to, or overpayment credited to, deposit
account 50-6438.

Respectfully submitted,
M&B IP Analysts, LLC

/Michael Ben-Shimon/
Michael Ben-Shimon
Reg. No.: 69,610

Mail all correspondence to:
CUSTOMER NO.: 122066
M&B IP Analysts, LLC
908-274-3111
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Notice of Pre-AIA or AIA Status

The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.

DETAILED ACTION

1. Claims 1-19 are presented for examination.

Response to Arguments

2. Applicant’s arguments filed 12/3/21, have been fully considered but they are not

persuasive.

3. In that remarks, applicant argues in substance:

a.

That: Applicant argues Xia merely stated that comparison of the visualization and
the spreadsheet may be used to identify insights, and Janakiraman in view of Xia
does not teach generating an insight for at least one of the identified network
objects, wherein the insight is generated based on the network graph and the
determined relationships; and tagging each of the plurality of network objects
for which an insight is generated.

In response to applicant’s argument, Janakiraman discloses collecting
network device information to generate network graph (abstract, page 5 [0033],
page 8 [0050], page 10 [0063]). And Xia teaches when a user interacts with a
network device graph, it will provide insight/analysis of the selected objects on
the graph (figure 22, figure 33, page 28 [0393] insights and relationship are
identified, assessed and/or investigated) which correspond to “generating an

insight for at least one of the identified network based on the network graph”, and
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Xia in page 28 [0392][0393] also disclose highlighting two nodes for the insight
corresponds to “tagging each of the plurality of network objects”.

Rejection is maintained.

Claim Rejections - 35 USC § 103
4. The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness

rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is not
identically disclosed as set forth in section 102 of this title, if the differences between the claimed
invention and the prior art are such that the claimed invention as a whole would have been obvious
before the effective filing date of the claimed invention to a person having ordinary skill in the art to
which the claimed invention pertains. Patentability shall not be negated by the manner in which the
invention was made.

5. Claims 1-19 are rejected under 35 U.S.C. 103 as being unpatentable over Janakiraman,
US Patent Application Publication Number 2020/0322227, hereinafter Janakiraman, in
view of Xia et al. US Patent Application Publication Number 2018/0024981, hereinafter
Xia.

6. Referring to claim 1, Janakiraman discloses a method for cataloging network objects
(network device) in a cloud environment (page 4 [0029], cloud)(abstract, page 10 [0063],
visualization of the communication network including graphical representations of the
generated clusters of devices), comprising:

a. collecting at least network object data on a plurality of network objects operable
in a cloud environment, wherein the plurality of network objects is operable at
different layers of the cloud environment (page 5 [0033], page 8 [0050], page 10
[0063], information from each network device is received to generate

visualization of the network);
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b. identifying the plurality of network objects (network device)operable in the cloud
environment (page 4 [0029], cloud) (abstract, page 5 [0033], page 8 [0050], page
10 [0063], network devices are identified in order to be part of the network
graph);

c. constructing at least a network graph based on the identified network objects
(page 10 [0063], visualization of the communication network including graphical
representations of the generated clusters of devices);

Janakiraman does not discloses determining relationships between the identified
network objects in the at least a network graph, generating at least an insight for least one
of the identified network objects, wherein the insight is generated in response to the
network graph and the determined relationships, and tagging each of the plurality of
network objects for which an insight is generated.

Xia teaches relationships and insights are determined and identified from the
highlighted nodes (figure 33, page 28, [0392][0393] and provides a visual representation
to show analysis information for the identified/highlighted nodes) .

It would have been obvious to a person with ordinary skill in the art before the
effective filing date of the invention to incorporate the idea of analyzing information
gathered from the network nodes of the network graph to determine and generate
relationship and insights associated with the network nodes of Xia into Janakiraman
because Janakiraman discloses a network graph comprises multiple network nodes and
Xia suggests further analysis can be performed among the selected nodes to provide

additional information.
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10.

11.

A person with ordinary skill in the art would have been motivated to make the
modification to Janakiraman to provide analytical information of the network graph to the
users.

Referring to claim 2, Janakiraman in view of Xia discloses the method of claim 1,
wherein the cloud environment includes at least one cloud computing platform
(Janakiraman, page 5 [0033], page 12 [0081], network graph can be a visual
representation of the topology of a network, and the invention could be implemented in a
cloud computing environment).

Referring to claim 3, Janakiraman in view of Xia discloses the method of claim 2,
wherein collecting at least network object data further comprises: querying each of the at
least one cloud computing platform (Janakiraman, page 8 [0050], ITA messages from the
network devices are collected from the network),

Referring to claim 4, Janakiraman in view of Xia discloses the method of claim 1,
wherein constructing at least a network graph further comprises: generating visual
representations of the at least a network graph (page 10 [0063], visualization of the
communication network including graphical representations of the generated clusters of
devices).

Referring to claim 5, Janakiraman in view of Xia discloses the method of claim 1,
wherein determining relationships between the identified objects further comprises:
determining the relationships using a static analytic method (Xia, page 5 [0075],
statistical analysis is used on the selected nodes. The limitation rejected in the analysis of
claim 1 above, and the claim is rejected on that basis).

Referring to claim 6, Janakiraman in view of Xia discloses the method of claim 5, further

comprising: adding visual representations of the determined relationships to visual
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12.

13.

14.

representations of the at least a network graph (Xia, figures 22 and 33, page 5 [0075],
page 28, [0392][0393], analysis information 2204 is generated and displayed with the
network graph. The limitation rejected in the analysis of claim 1 above, and the claim is
rejected on that basis).

Referring to claim 7, Janakiraman in view of Xia discloses the method of claim 1,
wherein determining the relationships between the identified network objects in the at
least a network graph further comprises: determining the relationships using at least one
of: observational methods, and active logging methods (Xia, page 5 [0075], allowing user
to observe relationship in the data. The limitation rejected in the analysis of claim 1
above, and the claim is rejected on that basis).

Referring to claim 8, Janakiraman in view of Xia, discloses the method of claim 1,
wherein tagging each of the plurality of network objects further comprises: updating one
or more search tags associated with the plurality of network objects (Xia, page 11 [0180],
page 12 [0198], page 14 [0217], visualization map can be searched and updated in real
time. The limitation rejected in the analysis of claim 1 above, and the claim is rejected
on that basis).

Referring to claim 9, Janakiraman in view of Xia, discloses the method of claim 1,
wherein each of the plurality of network objects includes a virtual network, a firewall, a
network interface card, a proxy, a gateway, a software container, container, a
management object, a virtual machine, a subnet, a hub, a virtual private networks (VPN)
(Janakiraman, page 5 [0033], Nodes can represent various types of network devices,
including by not limited to, a client device, a router, an AP, a host server, a database, or
any network device in a network architecture, and the claimed a virtual network, a

firewall, a network interface card, a proxy, a gateway, a software container, container, a
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15.

16.

17

18.

management object, a virtual machine, a subnet, a hub, a virtual private networks (VPN)
are all known network devices in a communication network environment).

Referring to claims 10-19, the claims encompass the same scope of the invention as that
of the claims 1-9. Therefore, claims 10-19 are rejected on the same ground as the claims

1-9.

Conclusion
THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the
advisory action. In no event, however, will the statutory period for reply expire later than

SIX MONTHS from the mailing date of this final action.

. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to LIANGCHE A WANG whose telephone number is
(571)272-3992. The examiner can normally be reached on M-F 10:00am to 6:30pm.
Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at

http://www.uspto.gov/interviewpractice.
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19.

20.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Joon H Hwang can be reached on 571-272-4036. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.
Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For
more information about the PAIR system, see https://ppair-my.uspto.gov/pair/PrivatePair.
Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information system,

call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Liang-che Alex Wang
December 14, 2021

/LIANG CHE A WANG/
Primary Examiner, Art Unit 2447
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' DERWENT
., IBM_TDB -

%ON

2021/12/1
41341

L86 and @ad<"20201211"

US- OR
PGPUB;
'USPAT;
_EPO; JPO; -
 DERWENT
; IBM_TDB

2021/12/1
413141

L88 2129 gcloud adj platform and network adj graph

US-

 PGPUB;
_USPAT;
'EPO; JPO;
 DERWENT -
;IBM_TDB

%ON

12021/12/1
41341

cloud adj platform and network adj graph
-with network adj (element node device)

-US- ‘OR
PGPUB;
(USPAT;
_EPO; JPO;
' DERWENT
; IBM_TDB

12021/12/1
41341

IPR2025-01083

Orca Security EX1018 Page 159



189 and @ad<"20201211"

Us- OR
PGPUB;
'USPAT;
'EPO; JPO;
 DERWENT
;IBM_TDB

12021/12/1
413:41

o1

§L91 and cloud

"10171300".pn.

Us-

'PGPUB;
_USPAT;
'EPO; JPO; -
 DERWENT
; IBM_TDB'

Us- OR
PGPUB;
'USPAT;
'EPO; JPO;
 DERWENT
: IBM_TDB

ON

2021/12/1
413:41

12021/12/1
413:41

93

L91 and firewall

Us-

 PGPUB;
'USPAT;
'EPO; JPO; -
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DocuSign Envelope ID: BF70224F-B39E-4A0A-83E5-1F09C3722A94
T PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A))

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and

to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 122066

|:| | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

|:| The address associated with Customer Number:
OR

|:| Firm or
Individual Name

Address

City | state | Zip
Country

Telephone | Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

Wiz, Inc.

|:| Inventor or Joint Inventor (title not required below)
|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

|:| Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)
SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied beloyq.is.guthorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature M ) | Date (Optional)  3/16/2022
Name Nir Dagan --- FBBBF360D1FF48A
Title Legal Counsel

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

I:lTotaI of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select optlHE)RZO 25_0 1 083
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DocuSign Envelope |D: BF70224F-B39E-4A0A-83E5-1F09C3722A94

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in
connection with your submission of the attached form related to a patent application or patent.
Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used
by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent
and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the
patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including
disclosures to opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains,
when the individual has requested assistance from the Member with respect to the
subject matter of the record.

4. Arecordin this system of records may be disclosed, as a routine use, to a contractor of
the Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974,
as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty
in this system of records may be disclosed, as a routine use, to the International Bureau
of the World Intellectual Property Organization, pursuant to the Patent Cooperation
Treaty.

6. Arecordin this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant
to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency's responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and
which application is referenced by either a published application, an application open to
public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.
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UNITED STATES Nexangrin VA aaaiet 1488

PATENT AND TRADEMARK OFFICE T WA usnto.gov

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
17/109,883 03/16/2022 02:15:16 PM ET WZI0 P1839

Title of Invention
SYSTEM AND METHOD FOR ANALYZING NETWORK OBJECTS IN A CLOUD ENVIRONMENT

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 1038 FILED BY Catherine Hodic
PATENT CENTER # 60575296 FILING DATE 12/02/2020
CUSTOMER # 122066 FIRST NAMED Shai KEREN
INVENTOR
CORRESPONDENCE - AUTHORIZED BY Michael Ben-Shimon
ADDRESS
Documents TOTAL DOCUMENTS: 1
GOCURMENT PAGES DESCRIPTION SIZE (KB

IS0 General POA Niv Da

ggﬁ“_iai&s NED 2022031 iﬂ.upd’a’

AW

Fower of Altormey 264 KB
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ARADDDOTAESDEEESSOBFTEZA4LS 4

> y

This Acknowledpgement Recaipd evidences receipt on the noted dale by the USPTO of the indicated documents, characterized
e

b serves as evidencs of receipt similar to a Post Card, as

By the applicant, and including pags counts, where ap
desaribed in MPER 508

New Applications Under 35 U.8.0. T

fa new application is being Sled and the J;,sisnamn inciuce rgaary componants for filing date (see 37 CFR1.53 L} i
and MPEP 808}, a Filing Receipt (37 CFR 1.54) wili ba issued in dus courss and tha date shown on this Acknowledgame
Racaipt will establish the filing date of the application

National Stage of an International Application under 38 UE.C. 381

if a timely subrission fo enter the national stage of an inlsmational application s compliant with the conditions of 35 U.S.0.
371 and other applicabls requiremenia a Mm PLT/OOMEDGB0S indicating ascs pia.* cg of the application as a national stage

sut:m.\mém under 35 L.8.C. 371 will be issued in addition i the Fiing Hecsipt, in dus cowss.

New International Application Flled with the USPTO as 2 Recsiving Offics
H a naw internalional ao{- Hination is baing fHad and the international application includes the nacassary componanis for an

international filing date (see PUT Article 11 and MPEP {810}, & Notification of the infernational Application Number and of the
International Filing Sa-:‘. g {Form POT/RO/IT0S) will be issusd in dus course, subjsct {o prescriptions congeming national sacurily,
and the date shown on this Acknowledgement '%<:c il will esiablish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
17/109,883 12/02/2020 Shai KEREN WZIO P1839
CONFIRMATION NO. 1038
122066 POA ACCEPTANCE LETTER
M&B IP Analysts, LLC
150 Morristown Road IR A A A
Suite 205 000000132538990

Bernardsville, NJ 07924-2626
Date Mailed: 03/18/2022

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 03/16/2022.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/ltaba/

page 1 of 1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/109,883 12/02/2020 Shai KEREN WZIO P1839 1038
122066 7590 03/25/2022 | A AMINGR |
M&B IP Analysts, LLC
150 Morristown Road WANG, LIANG CHE A
Suite 205
Bernardsville, NJ 07924-2626 | ART UNIT | paper~UMBER |
2447
| NOTIFICATION DATE | DELIVERY MODE |
03/25/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

eofficeaction@appcoll.com
pair@mb-ip.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
17/109,883 KEREN et al.
. s . i AlA (First Inventor P
Applicant-Initiated Inferview Summary Elea ,T G";‘L’E A Grntit to Fi(le) Status "9
WANG 2447 | Yes 1oft

LIANGCHE A WANG Primary Examiner Telephonic
Michael Ben-Shimon (Reg. No. 69,610) Attorney

Date of Interview: 22 March 2022

Issues Discussed:

Proposed Amendment(s)

Applicant presented proposed amendment. The examiner indicated the discussed amendment "using
static analysis of at least configuration files of the identified network objects, wherein determining the
relationships between the identified network objects further includes determining access permissions
between the identified network objects" would overcome current ground of rejection. No agreement on
allowability is reached and updated search is required.

Attachment

/LIANG CHE A WANG/
Primary Examiner, Art Unit 2447

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the
interview. (See MPEP section 713.04). If a reply to the last Office action has already been filed, applicant is given a
non-extendable period of the longer of one month or thirty days from this interview date, or the mailing date of this
interview summary form, whichever is later, to file a statement of the substance of the interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Pape 0220322
IPR2025-6083"
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From: Michaal Ben-Shimon L MEE IR

To: Warng, Alex

Subject: [Interview Agenda] USSN: 17/109,883 | Docket: WZIO P1839
Date: Monday, March 21, 2022 1:33:27 PM

Attachments: f s

: PLEASE CONSIDER THE SOURCE before

A 3 This email has originated fravs asouras o
responding, clicking on links; or opening attachments

Dear Examiner Wang:

In preparation for our interview tomorrow, | would like to discuss the following proposed
amendment:

1. (Currently Amended) A method for cataloging network objects in a cloud
environment, comprising:
collecting network object data on a plurality of network objects operable in a cloud
environment, wherein the plurality of network objects is operable at different layers of the
cloud environment;
identifying the plurality of network objects operable in the cloud environment;
constructing a network graph based on the identified network objects;
determining relationships between the identified network objects in the network

graph using static analysis of at least configuration files of the identified network objects,
wherein the relationships between the identified network objects further includes
determining access permissions between the identified network objects;

generating an insight for at least one of the identified network objects, wherein the
insight is generated based on the network graph and the determined relationships; and
tagging each of the plurality of network objects for which the insight is generated.

| would like to note that Xia appears to teach performing teaches statistical analysis and not static
analysis, as now claimed. Further, neither of the cited references appears to teach determining
permissions between the network objects.

Thanks,
Michael

s

e nEws
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Doc code: RCEX PTO/SB/30EFS (01-22)

Doc description: Request for Continued Examination (RCE) Approved for use through 05/31/2024. OMB 0651-0031
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USSN: 17/109,883
Docket: WZIO P1839

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor: Shai KEREN

Serial No. : 17/109,883

Filed ) December 2, 2020
Attorney Docket No. : WZI0 P1839
Examiner : WANG, LIANG CHE A
Group Art Unit : 2447

Confirmation No. : 1038

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

RESPONSE TO FINAL OFFICE ACTION

Sir:

In support of an RCE filed herewith and responsive to the Final Office Action dated
December 27, 2021, the following amendments and remarks are hereby submitted.
Reconsideration and allowance of the pending claims, in light of the amendments and

remarks presented herein are respectfully requested.

Applicant Interview Summary begin on page 2 of this paper.
Amendments to the Claims begin on page 3 of this paper.

Remarks/Arguments begin on page 7 of this paper.
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STATEMENT REGARDING SUBSTANCE OF INTERVIEW

Applicant submits that an interview occurred on March 22, 2022, with Applicant’s

representative, Michael Ben-Shimon, and Examiner Wang. Applicant appreciates the
courtesies extended during the interview. During the interview, Applicant’s representative
discussed the claims, the rejection, the applied references, and proposed claim
amendments. Examiner Wang agreed that the proposed amendments, substantially

included in this amendment, overcome the applied references.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the

application:

1. (Currently Amended) A method for cataloging network objects in a cloud
environment, comprising:
collecting network object data on a plurality of network objects operable in a cloud
environment, wherein the plurality of network objects is operable at different layers of the
cloud environment;
identifying the plurality of network objects operable in the cloud environment;
constructing a network graph based on the identified network objects;
determining relationships between the identified network objects in the network

graph using static analysis of at least configuration files of the identified network objects,

wherein determining the relationships between the identified network objects further

includes determining access permission between the identified network objects:

generating an insight for at least one of the identified network objects, wherein the
insight is generated based on the network graph and the determined relationships; and

tagging each of the plurality of network objects for which the insight is generated.

2. (Original) The method of claim 1, wherein the cloud environment includes at least

one cloud computing platform.

3. (Previously Presented) The method of claim 2, wherein collecting at least network
object data further comprises:

querying the at least one cloud computing platform.

4. (Previously Presented) The method of claim 1, wherein constructing the network
graph further comprises:

generating visual representations of the network graph.
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5. (Original) The method of claim 1, wherein determining relationships between the
identified objects further comprises:

determining the relationships using a static analytic method.

6. (Previously Presented) The method of claim 5, further comprising:
adding visual representations of the determined relationships to visual

representations of the network graph.

7. (Previously Presented) The method of clam 1, wherein determining the
relationships between the identified network objects in the network graph further
comprises:

determining the relationships using at least one of. observational methods, and

active logging methods.

8. (Original) The method of claim 1, wherein tagging each of the plurality of network
objects further comprises:

updating one or more search tags associated with the plurality of network objects.

9. (Original) The method of claim 1, wherein each of the plurality of network objects
includes a virtual network, a firewall, a network interface card, a proxy, a gateway, a
software container, container, a management object, a virtual machine, a subnet, a hub,

a virtual private networks (VPN).

10.  (Currently Amended) A non-transitory computer readable medium having stored
thereon instructions for causing a processing circuitry to execute a process for cataloging
network objects in a cloud environment, the process comprising:

collecting network object data on a plurality of network objects operable in a cloud
environment, wherein the plurality of network objects is operable at different layers of the
cloud environment;

identifying the plurality of network objects operable in the cloud environment;

constructing a network graph based on the identified network objects;
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determining relationships between the identified network objects in the network

graph using static analysis of at least configuration files of the identified network objects,

wherein determining the relationships between the identified network objects further

includes determining access permissions between the identified network objects:

generating an insight for at least one of the identified network objects, wherein the
insight is generated based on the network graph and the determined relationships; and

tagging each of the plurality of network objects for which the insight is generated.

11.  (Currently Amended) A system for cataloging network objects in a cloud
environment, comprising:

a processing circuitry; and

a memory, the memory containing instructions that, when executed by the
processing circuitry, configure the system to:

collect network object data on a plurality of network objects operable in a cloud
environment, wherein the plurality of network objects is operable at different layers of the
cloud environment;

identify the plurality of network objects operable in the cloud environment;

construct a network graph based on the identified network objects;

determine relationships between the identified network objects in the network

graph using static analysis of at least configuration files of the identified network objects,

wherein determining the relationships between the identified network objects further

includes determining access permissions between the identified network objects:

generate an insight for at least one of the identified network objects, wherein the
insight is generated based on the network graph and the determined relationships; and

tag each of the plurality of network objects for which the insight is generated.

12.  (Original) The system of claim 11, wherein the cloud environment includes at least

one cloud computing platform.

13.  (Previously Presented) The system of claim 12, wherein the system is further

configured to:
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query the at least one cloud computing platform.

14.  (Previously Presented) The system of claim 11, wherein the system is further
configured to:

generate visual representations of the network graph.

15.  (Original) The system of claim 11, wherein the system is further configured to:

determine the relationships using a static analytic method.

16.  (Previously Presented) The system of claim 11, wherein the system is further
configured to:
add visual representations of the determined relationships to visual

representations of the network graph.

17.  (Original) The system of claim 11, wherein the system is further configured to:
determine the relationships using at least one of. observational methods, and

active logging methods.

18.  (Original) The system of claim 11, wherein the system is further configured to:

update one or more search tags associated with the plurality of network objects.

19.  (Original) The system of claim 13, wherein each of the plurality of network objects
includes a virtual network, a firewall, a network interface card, a proxy, a gateway, a
software container, container, a management object, a virtual machine, a subnet, a hub,

a virtual private networks (VPN).
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REMARKS
In the Final Office Action dated December 27, 2021, it is noted that claims 1-19
are pending. Claims 1-19 stand rejected under 35 USC 103. Various claims have been
amended. Various claims have been amended.

By the foregoing amendments, no new matter has been added.

Claim Rejections under 35 USC 103

Claims 1-19 stand rejected under 35 U.S.C. 103 as allegedly being unpatentable
over Janakiraman, US 20200322227A1 (hereinafter “Janakiraman”) in view of Xia et al.,
US 20180024981A1 (hereinafter “Xia”). Applicant traverses this ground of rejection for
the following reasons.

The test for determining if a claim is rendered obvious by one or more references
for purposes of a rejection under 35 U.S.C. § 103 is set forth in KSR International Co. v.
Teleflex Inc., 550 U.S. 398, 82 USPQ2d 1385 (2007):

“Under § 103, the scope and content of the prior art are to be
determined; differences between the prior art and the claims
at issue are to be ascertained; and the level of ordinary skill in
the pertinent art resolved. Against this background the
obviousness or nonobviousness of the subject matter is
determined. Such secondary considerations as commercial
success, long felt but unsolved needs, failure of others, etc.,
might be utilized to give light to the circumstances surrounding
the origin of the subject matter sought to be patented.”
Quoting Graham v. John Deere Co. of Kansas City, 383 U.S.
1 (1966).

As set forth in MPEP 2143.03, to ascertain the differences between the prior art
and the claims at issue, “[a]ll claim limitations must be considered” because “all words in
a claim must be considered in judging the patentability of that claim against the prior art.”
In re Wilson, 424 F.2d 1382, 1385. According to the Examination Guidelines for
Determining Obviousness Under 35 U.S.C. 103 in view of KSR International Co. v.
Teleflex Inc., Federal Register, Vol. 72, No. 195, 57526, 57529 (October 10, 2007), once
the Graham factual inquiries are resolved, there must be a determination of whether the
claims would have been obvious to one of ordinary skill in the art based on any one of

the following proper rationales:
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Combining prior art elements according to known methods to
yield predictable results; (B) Simple substitution of one known
element for another to obtain predictable results; (C) Use of
known technique to improve similar devices (methods, or
products) in the same way; (D) Applying a known technique
to a known device (method, or product) ready for improvement
to yield predictable results; (E) “Obvious to try”’—choosing
from a finite number of identified, predictable solutions, with a
reasonable expectation of success; (F) Known work in one
field of endeavor may prompt variations of it for use in either
the same field or a different one based on design incentives
or other market forces if the variations would have been
predictable to one of ordinary skill in the art; (G) Some
teaching, suggestion, or motivation in the prior art that would
have led one of ordinary skill to modify the prior art reference
or to combine prior art reference teachings to arrive at the
claimed invention. KSR International Co. v. Teleflex Inc., 550
U.S. 398, 82 USPQ2d 1385 (2007).

Furthermore, as set forth in KSR International Co. v. Teleflex Inc., quoting from In
re Kahn, 441 F.3d 977, 988 (CA Fed. 2006), “[R]ejections on obviousness grounds cannot
be sustained by mere conclusory statements; instead, there must be some articulated
reasonings with some rational underpinning to support the legal conclusion of
obviousness.”

Therefore, if the above-identified criteria and rationales are not met, then the cited
reference(s) fails to render the claims obvious and, thus, the claims are distinguishable
over the cited reference(s).

With respect to the independent claims 1, 10, and 11, the Office Action, page 4,
agrees that Janakiraman does not disclose determining relationships between the
identified network objects in the network graph, generating at least an insight for least
one of the identified network objects, wherein the insight is generated in response to the
network graph and the determined relationships, and tagging each of the plurality of
network objects for which an insight is generated. The Office Action appears to rely on
Xia for allegedly teaching relationships and insights that are determined and identified
from the highlighted nodes (figure 33, page 28, [0392] [0393]) and provides a visual
representation to show analysis information 2204 for the identified/highlighted nodes).

Applicant respectfully disagrees.
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Claim 1, as amended, requires, in part:

determine relationships between the identified network
objects in the network graph using static analysis of at least
configuration files of the identified network objects, wherein
determining the relationships between the identified network
objects further includes_determining access permissions
between the identified network objects; (emphasis added)

In the cited potions, Xia fails to disclose the claimed features. Specifically, Xia,
paragraph [0392] teaches:

FIG. 33 depicts a network visualization 2202 with a group
3302 of two nodes that are highlighted. The high-lighted
nodes of group 3302 contain data points correspond-ing to
data points selected in the spreadsheet 2100 (e.g., the two
highlighted nodes contain data points with ID values of 5, 7,
11, 23, 24, 29, and 32).

Accordingly, Xia merely states showing the connection between nodes, but does

not teach, show, or suggests any determination of access permissions between the

identified network objects. In fact, Xia's disclosure does not mention whatsoever any
determination of access permissions.

Further, in contrast to the Office action assertion on page 5, Xia does not teach
show or disclose any static analysis, Xia, in contrast to the Office action assertion on page
5, does not teach show or disclose any static analysis, and particularly static analysis of
configuration files of the identified network objects, as recited in Applicant’s claim 1.

Xia, paragraph [0075], teaches processing the underlying data stored in the
virtualization of the graph with, for example, using statistical analysis on the underlying
data. First, statistical analysis cannot be confused with the static analysis, as even their
plain meaning differs. Further, the static analysis recited in the claim 1 is utilized to
determine relationships between network objects. Xia does not even remotely suggest
this claimed feature.

Although, not directly cited against the discussed-above features discussed above,
a review of Janakiraman does not exhibit any teachings that can be read on the claimed
features “determine relationships between the identified network objects in the network

7

graph using static analysis of at least configuration files of the identified network objects.
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Accordingly, even assuming for the sake of argument that one of ordinary skill in
the art were somehow motivated to combine Janakiraman and Xia as suggested in the
Office Action, the proposed combination would still fail to result in each and every element
recited in the independent claims 1, 10 and 11. The Examiner appears to agree with the
Applicant’s position that the amendments to claim 1 overcome the cited art. See the
Examiner Interview Statement dated March 25, 2022.

Therefore, the proposed combination fails to render these claims along with their
dependent claims 2-9 and 12-19 prima facie obvious.

Accordingly, reconsideration of the rejections and allowance of all pending claims
are respectfully requested.
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CONCLUSION

Having fully addressed the Examiner’s rejections it is believed that, in view of the
preceding remarks, this application stands in condition for allowance. Accordingly,
reconsideration and allowance are respectfully solicited. If, however, the Examiner is of
the opinion that such action cannot be taken, the Examiner is invited to contact the
undersigned at 908-274-3111, so that a mutually convenient date and time for a
telephonic interview may be scheduled.

Any fee due this paper may be charged to, or overpayment credited to, deposit
account 50-6438.

Respectfully submitted,
M&B IP Analysts, LLC

/Michael Ben-Shimon/
Michael Ben-Shimon
Reg. No.: 69,610

Mail all correspondence to:
CUSTOMER NO.: 122066
M&B IP Analysts, LLC
908-274-3111
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Under the Paperwork Reduction Act of 1995, no persons are req

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PARTI

Application or Docket Number Filing Date
PATENT APPLICgIggmtSfEFFCEEEEg_gISI\IATION RECORD 171100,883 12/02/2020 (7o be Maied
ENTITY: {JLARGE sMALL (JMicro

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] BAsic FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
() SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A
(] EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A
TOTAL CLAIMS . *
(37 CFR 1.16(i)) minus 20 = x $50 -
INDEPENDENT CLAIMS . *
(37 GFR 1.16(h)) minus 3 = x $240 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:TRLIE?ZSI(%'\)I SIZE FEE (37 for small entity) for each additional 50 sheets or
’ fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
(7] MULTIPLE DEPENDENT GLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1} (Column 2} (Column 3}
CLAIMS HIGHEST
— 03/25/2022 ;{E#"EAF'{N'NG gg'g\ﬁgﬁjsw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ! *x _ _
= ., 19 Minus | ** 20 -0 x $50 = 0
Z | Independent B : xx B —
g (37 CFF:% 1.16(h) 3 Minus 3 =0 x $240 - 0
< ] Application Size Fee (37 CFR 1.16(s))
[:] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 0
(Column 1} (Column 2} (Column 3}
CLAIMS HIGHEST
REX/IF:?III;I'I:{NG PRNELill\IAC‘)gLIJESRLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
LU | Total * ; *x = =
= | (37CFR 1160} Minus — X $ 0 -
O | Independent . ; exx _ _
E (37 CFF:% 1.16(h) Minus = x $0 =
5 (] Application Size Fee (37 CFR 1.16(s))

(_J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16()))

TOTAL ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.

LIE

** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

/VIOLA D ROGERS/

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent} is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
122066 7590 05/02/2022
M&B IP Analysts, LLC WANG, LIANG CHE A
150 Morristown Road
Suite 205 | ART UNIT PAPER NUMBER |
Bernardsville, NJ 07924-2626 2447
DATE MAILED: 05/02/2022
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
17/109,883 12/02/2020 Shai KEREN WZIO P1839 1038

TITLE OF INVENTION: SYSTEM AND METHOD FOR ANALYZING NETWORK OBJECTS IN A CLOUD ENVIRONMENT

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $600 $0.00 $0.00 $600 08/02/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

122066 7590 05/02/2022 Certificate of Mailing or Transmission

M&B IP Analysts LLC I hereby certify that this Fee(s) Transmittal is being deposited with the United
. ’ States Postal Service with sufficient postage for first class mail in an envelope
150 Morristown Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 205 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Bernardsville, NJ 07924-2626 (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

17/109,883 12/02/2020 Shai KEREN WZIO P1839 1038

TITLE OF INVENTION: SYSTEM AND METHOD FOR ANALYZING NETWORK OBJECTS IN A CLOUD ENVIRONMENT

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $600 $0.00 $0.00 $600 08/02/2022
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
WANG, LIANG CHE A 2447 709-223000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/109,883 12/02/2020 Shai KEREN WZIO P1839 1038
| EXAMINER |
122066 7590 05/02/2022
M&B IP Analysts, LLC WANG, LIANG CHE A
150 Morristown Road
Suite 205 | ART UNIT PAPER NUMBER |
Bernardsville, NJ 07924-2626 2447

DATE MAILED: 05/02/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Fedéglm&ﬁac@ﬁe)

enforcement agency, if the USPTO becomes aware of a vioar@és@@rli@o@ﬁ(ﬁ]c@ 18 @%@@5



Application No. Applicant(s)
) o 17/109,883 KEREN et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
LIANGCHE A WANG 2447 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to RCE filed on 3/25/22.

[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-19 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[3 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.{] Interview Summary (PTO-413),
Paper No./Mail Date.

/LIANG CHE A WANG/
Primary Examiner, Art Unit 2447

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220407

IPR2025-01083
Orca Security EX1018 Page 196




Application/Control Number: 17/109,883 Page 2
Art Unit: 2447

Notice of Pre-AIA or AIA Status

The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.

1.

Reason for allowance

Claims 1-19 are allowed.

2. The following is an examiner’s statement of reasons for allowance: the prior art of record

does not teach or suggest, determining relationships between the identified network
objects in the network graph using static analysis of at least configuration files of the
identified network objects, wherein determining the relationships between the identified
network objects further includes determining access permission between the identified
network objects; generating an insight for at least one of the identified network objects,
wherein the insight is generated based on the network graph and the determined
relationships; and tagging each of the plurality of network objects for which the insight is
generated, in light of other features described in independent claims 1, 10 and 11.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany
the issue fee. Such submissions should be clearly labeled “Comments on Statement of
Reasons for Allowance.”

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to LIANGCHE A WANG whose telephone number is

(571)272-3992. The examiner can normally be reached on M-F 10:00am to 6:30pm.

IPR2025-01083
Orca Security EX1018 Page 197



Application/Control Number: 17/109,883 Page 3
Art Unit: 2447

5. [If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Joon H Hwang can be reached on 571-272-40364036. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

6. Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you
have questions on access to the Private PAIR system, contact the Electronic Business
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
Customer Service Representative or access to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Liang-che Alex Wang
April 24, 2022

/LIANG CHE A WANG/
Primary Examiner, Art Unit 2447
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 17109883 KEREN et al.
T e
LIANGCHE A WANG 2447
CPC - Searched*
Symbol Date Examiner
HO04L67/10, HO4L41/046, HO4L41/5096, H04L49/70, HO4L63/1433 04/24/2022 LW
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
709 201,204,205,217,218,219,223,224 04/24/2022 LW

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
EAST Text Search: USPAT, USPUB, EPO, JPO, DERWENT 04/24/2022 Lw
NPL Search: Google 04/24/2022 LW
Interference Search
US Class/CPC US Subclass/CPC Group Date Examiner
Symbol
709 201,204,205,217,218,219,224 04/24/2022 Lw
HO4L 41/046, 41/5096, 49/70, 63/1433 04/24/2022 Lw
/LIANG CHE A WANG/
Primary Examiner, Art Unit 2447

U.S. Patent and Trademark Office IPRZ0 25083 20220407
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |.7;109 gs3 KEREN et al.
H “‘ “H“ Examiner Art Unit
LIANGCHE A WANG 2447
CPC
Symbol Type Version
HO4L 10 F 2013-01-01
HO4L 70 | 2013-01-01
HO4L 1433 | 2013-01-01
HO4L 5096 | 2013-01-01
HO4L 046 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 19
/LIANG CHE A WANG/ 24 April 2022 . . _—
Primary Examiner, Art Unit 2447 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 2
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Commissioner for Patents
F.O. Box 1450
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PO Box 1480

UNITED STATES et e 2B 1480
PATENT AND TRADEMARK OFFICE AN Yt topto G0

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
17/109,883 07/25/2022 03:50:41 PM ET WZI0 P1839

Title of Invention
SYSTEM AND METHOD FOR ANALYZING NETWORK OBJECTS IN A CLOUD ENVIRONMENT

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 1038 FILED BY Catherine Hodic
PATENT CENTER # 60809743 FILING DATE  12/02/2020
CUSTOMER # 122066 FIRST NAMED  Shai KEREN
INVENTOR
CORRESPONDENCE - AUTHORIZED BY Michael Ben-Shimon
ADDRESS

Documents TOTAL DOCUMENTS: 1
DOCOUMENTY FAGES  DESCRIPTION SIZE (KR
WO P183%8 noa PanB Fe 1 ssue Fee Payment (PTO-858) 1130 KB

gs_Due 20020725.pat

Digest

GOCUMENY MESSAGE DIGEST(SHA-S18)

WG _P183%8 noa Parti_Fees  SDECROFOEFSED2GFSBESZTFEAGCATAROFFFIOFAR0EEEDFO4E
Due 20220725 pdt ASDCSARIFODE8O7FER4ERTHEBUTISOECAA480 1 304BAZEREBA
A3265FDABTEDTASERZ207FDATRDERE

This Acknowledgement Receipl evidences receipt on the noted dale by the USPTO of the indicated documents, characterizad
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by the applicant, and including page counts, where ap
describred in MPEP 504

ie. It serves as evidence of receipt similar 1o a Post Card, as

New Applications Under 35 LS.C, 111

i anew application is being fled and the application inciudas the necessary componanis for filing date (see 37 CFR 1.583{(b)-(dh
Filing Receipt (87 GFR1.54) will ba issued in dus courss and the date shown on this Acknowledgement

h the filing dale of the application

\

National Sia gg of an nternational Appleation under 35 US.E. 371

& imely submission o enter the national slage of an s*terrai-ur‘ it application s compliant wilh the conditions of 35 U.8.C.
371 and othe swpisrab- requiremenis a Form POT/DO/EG/R03 i acceptancs of the application a5 a national stage
% SRION und@: 35 UB.8.C. 371 will he issued in addition o ih{- Fiiing Reacsipt, in dus cowrsa.

cali

ulry

s

New international Applicadion Filed with the USPTO as a Recsiving Office
H g new international application is hein j§i ed and the infernational application includes the necessary compor

nternational filing date {(ses PCT Article 11 and MFER 1810}, a Notification of the Infernational Appli hc.ior MNumbes iof the
International Filing Date (Form PCT/ROTES will be issuad in due course, subject to prescriptions concarning national securty,
and the daiﬁ shown on this Acknowledgerment Receint will eslablish the infernational filing dale of the application.
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UNITED STATES PO Box 1450

Alaxandrizg 3 - 1450

PATENT AND TRADEMARK OFFICE L W Lsto.gov

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
T7/108,883 QF/25/2022 035041 PM EY W0 P1838

Title of Invention
SYSTEM AND METHOD FOR ANALYZING NETWORK ORBJECTS IN ACLDUD ENVIRONMENT

Application Information

APPLICATION TYPE  Uiility - Nonprovisional Application PATENT # -
under 35 USC 111i{a)

CONFIRMATION # 1038 FILED BY {atherine Hodie
PATENT CENTER # §S0309743 AUTHORIZED BY Michae! Ben-Shimon
CUSTOMER # 122056 FILING DATE  12/02/2020

CORRESPONDENCE - FIRST NAMED  Zhai KEREN
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY
CARD /8738 E20237OFR1IT4154 Catherine Hodie

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
251 UTILITY I8SUE FEE G080 800.00

TOTAL AMOUNT: $800.00

This Acknowladgermend Recaipt evidencses raceipt on the notad date by the USPTE of the ing
by the apnlicant, and including page counts, where app
described in MPEP 503

waled documaents, characterizad
a, it serves as evidence of receipt similar 10 8 Post Card, as

New Applications Under 38 LSO 111

¥ anow applicalion is being filed and the application includes the necessary componanis for filing date (see 37 CFR 1.553{b- (el
and MPER 508}, a Filing Receipt (37 CFR 1.54) will ba issued in dus cowss and the dale shown on this Acknowledgemeant
Receipt will aslabiish the filing dales of the application

National Stage of an International Application under 38 UE.C. 381
i a timely submission o entar the national stage of an international applicalion is compliant with the conditions of 35 11L.8.C.

371 and othar applicabls requirements a Form POT/DO/EGB03 indicating accegtance of the application as a national stage
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ubmission under 35 LLE.C. 371 will e issued in addition 1o the Fiing Heosipt, in dus course.

New International Application Flled with the USPTO as & Bogelving Offics

i a new internalional application s baing filed and the international
international {i

pplication includes the nacassary componants for an
g dats (see PCT Article 11 and MPEF 1810), a Notification wi‘ the infernational Application Number and of the

International Filing Date (Form PCT/ROMGE) will be issued In due course, subjact 1o prescriplions concerning national securily,
and the date shown on this Acknowledgement Rbﬁ@!}}i will establish the misrnational filing date of the apglication.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
17/109,883 08/30/2022 11431786 WZIO P1839 1038
122066 7590 08/10/2022
M&B IP Analysts, LILC
150 Morristown Road
Suite 205

Bernardsville, NJ 07924-2626

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Shai KEREN, Tel Aviv, ISRAEL;

Danny SHEMESH, Netanya, ISRAFL;
Roy REZNIK, Tel Aviv, ISRAEL;

Ami LUTTWAK, Binyamina, ISRAEL;
Avihai BERKOVITZ, Tel Aviv, ISRAEL;

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Wiz, Inc., Palo Alto, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION # FILING OR 371(C) DATE  FIRST NAMED APPLICANT ATTORNEY DOCKET # REQUEST ID

17/109,883 12/02/2020 Shai KEREN WZIO P1839 112223

The entity status change request below filed through Patent Center on 09/27/2023 has been accepted.

I certify, in accordance with 37 CFR 1.4(d)(4), that I am one of the signatories making the entity status change.

Signature Name Registration #

/Michael Ben-Shimon/ Michael Ben-Shimon 69610
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