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Receipt date: 09/27/2019 16/585,967 - GAU: 2435

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PE2E SEARCH - Search History (Prior Art)

Ref # Hits

Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

L1 3

L2 2781668

L3 5067

L6 0

L7 2

L8 31

L9 15

"16585967"
Orca Security LTD.as.
SHUA, Avi.in.

"Orca near2
Security".as. AND (
(determin$4 identifi$5
identify$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3) near3 (virtual
"VM").clm.

(SHUA near2 Avi).in.
AND ( (determin$4
identifi$5 identify$3)
near2 (snapshot
snap?shot image copy
replicat$3 clon$3) near3
(virtual "VM")).clm.

( (determin$4 identifi$5
identify$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3) near3 (virtual
"VM")) SAME (threat
malware malicious
attack) AND
(H04L63/1416 OR
G06F9/45558 OR
GO06F11/1464 OR
G06F16/128 OR
H04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
H04L63/1425).cpc.

( (determin$4 identifi$5
identify$3) near2

(snapshot snap?shot

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)
(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/01/18
09:01 AM

2022/01/18
11:10 AM

2022/01/18
11:11 AM

2022/01/20
11:50 AM

2022/01/20
11:51 AM

2022/01/20
11:55 AM

2022/01/20
12:09 PM

01/27/2022 06:24:25 PM
Workspace: 16585967

IPR2025-0168&! of 11
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image copy replicat$3
clon$3) near3 ((virtual
near2 disk) "VM"))
SAME (threat malware
malicious attack) AND
(H04L63/1416 OR
G06F9/45558 OR
GO06F11/1464 OR
G06F16/128 OR
H04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
H04L63/1425).cpc.

L10 26 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/20
identify$3) near2 USOCR; FIT (AU, AP, 12:13 PM
(snapshot snap?shot AT, BE, BG, BR, BY,
image copy replicat$3 |CA, CH, CN, CS, CU,
clon$3) near3 ((virtual |CZ, DD, DE, DK, EA,
near2 disk) "VM")) EE, EP, ES, FI, FR, GB,

SAME (threat malware |HR, HU, ID, IE, IL, IS,
malicious attack) AND |IT, JP, KR, LT, LU, LV,
(H04L63/1416 OR MA, OA, RU, SU, WO,
GO06F9/45558 OR MC, MD, MY, NL, NO,
GO6F11/1464 OR NZ, PH, PL, PT, RO,
GO06F16/128 OR RS, SE, SG, SI, SK,
H04L63/1433 OR TH, TN, TR, TW, UA,
H04L63/1441 OR VN); FPRS; EPO;
GO06F2009/45562 OR |JPO; DERWENT;
GO06F2009/45583 OR (IBM_TDB)
GO06F2009/45587 OR

GO06F2009/45591 OR

GO06F2009/45595 OR

G06F2201/84 OR

GO06F2201/815 OR

G06F2201/86 OR

GO6F11/1451 OR

GO06F11/301 OR

GO06F11/3476 OR

H04L63/1408 OR

H04L63/1425).cpc.

L11 7 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/20
identify$3) near2 USOCR; FIT (AU, AP, 12:17 PM
(snapshot snap?shot AT, BE, BG, BR, BY,
image copy replicat$3 |CA, CH, CN, CS, CU,
clon$3) near3 ((virtual |CZ, DD, DE, DK, EA,
near2 disk) "VM")) EE, EP, ES, FI, FR, GB,

01/27/2022 06:24:25 PM IPR2025-016xg&3 of 11
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near5 (location spot
place site placement
area) SAME (threat
malware malicious
attack) AND
(HO4L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
HO04L63/1425).cpc.

HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO: DERWENT:
IBM_TDB)

L12 7 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/20
identify$3) near2 USOCR; FIT (AU, AP, 12:17 PM
(snapshot snap?shot AT, BE, BG, BR, BY,
image copy replicat$3 |CA, CH, CN, CS, CU,
clon$3) near3 ((virtual |CZ, DD, DE, DK, EA,
near2 disk) "VM")) EE, EP, ES, FI, FR, GB,
near5 (location spot HR, HU, ID, IE, IL, IS,
place site placement IT, JP, KR, LT, LU, LV,
area) SAME (threat MA, OA, RU, SU, WO,
malware malicious MC, MD, MY, NL, NO,
attack) NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L13 11 ("10412109" OR (US-PGPUB; USPAT) |OR ON ON 2022/01/20
"20070266433" OR 01:54 PM
"20140137190" OR
"20150052520" OR
"20170011138" OR
"20180255080" OR
"20180293374" OR
"9177145" OR
"9519781" OR
"9563777" OR
"9798885").pn.
L14 3 ("10412109" OR (US-PGPUB; USPAT) |OR ON ON 2022/01/20
"20070266433" OR 01:56 PM
"20140137190" OR
"20150052520" OR
"20170011138" OR
"20180255080" OR
01/27/2022 06:24:25 PM IPR2025-016xg&3 of 11
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"20180293374" OR
"9177145" OR
"9519781" OR
"9563777" OR
"9798885").pn. AND
((snapshot snap?shot
image copy replicat$3
clon$3) near3 ((virtual
near2 disk) "VM"))

L15 0 ("10412109" OR (US-PGPUB; USPAT) |OR ON ON 2022/01/20
"20070266433" OR 01:58 PM
"20140137190" OR
"20150052520" OR
"20170011138" OR
"20180255080" OR
"20180293374" OR
"9177145" OR
"9519781" OR
"9563777" OR
"9798885").pn. AND
((virtual near2 disk)

"VM") near5 (location
spot place site
placement area)

L16 11 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/20
identify$3) near2 (threat |USOCR; FIT (AP, AT, 02:19 PM
malware malicious AU, BE, BG, BR, BY,
attack) near9(snapshot |CA, CH, CN, CS, CU,
snap?shot image copy (CZ, DD, DE, DK, EA,
replicat$3 clon$3) near5|EE, EP, ES, FI, FR, GB,

((virtual near2 disk) HR, HU, ID, IE, IL, IS,

"VM™).ti,ab,bsum. IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L17 30 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/20
identify$3) near2 (threat |USOCR; FIT (AP, AT, 02:20 PM
malware malicious AU, BE, BG, BR, BY,
attack) near9(snapshot |CA, CH, CN, CS, CU,
snap?shot image copy (CZ, DD, DE, DK, EA,
replicat$3 clon$3) near5|EE, EP, ES, FI, FR, GB,

((virtual near2 disk) HR, HU, ID, IE, IL, IS,
"VM™) IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L18 1919 (snapshot snap?shot (US-PGPUB; USPAT; |OR ON ON 2022/01/20
01/27/2022 06:24:25 PM IPR2025-01 of 11
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L19

L20

L21

130

117

58

image copy replicat$3
clon$3) near3 ((virtual
near2 disk) "VM") nears
(location spot place site
placement area)

(determin$4 identifi$5
identify$3) near2
(location spot place site
placement area)
near5(snapshot
snap?shot image copy
replicat$3 clon$3) near3
((virtual near2 disk)
"VM")

L19 AND
(@ad<"20190128")

L20 AND (H04L63/1416
OR GO06F9/45558 OR
GO06F11/1464 OR
G06F16/128 OR
H04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR

USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,

OR

OR

OR

ON

ON

ON

ON

ON

ON

02:30 PM

2022/01/20
02:31 PM

2022/01/20
02:33 PM

2022/01/20
02:33 PM

01/27/2022 06:24:25 PM
Workspace: 16585967
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GO06F2009/45595 OR |PT, RO, RS, RU, SE,
G06F2201/84 OR SG, SI, SK, SU, TH,
GO06F2201/815 OR TN, TR, TW, UA, VN,
G06F2201/86 OR WO); FPRS; EPO;
GO6F11/1451 OR JPO; DERWENT;
GO06F11/301 OR IBM_TDB)
GO06F11/3476 OR

H04L63/1408 OR

H04L63/1425).cpc.

L22 226 (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/21
identify$3) near2 USOCR; FIT (AP, AT, 09:45 AM
(location spot place site |AU, BE, BG, BR, BY,
placement area) CA, CH, CN, CS, CU,
near5(snapshot CZ, DD, DE, DK, EA,
snap?shot image copy |EE, EP, ES, FI, FR, GB,
replicat$3 clon$3) near3|HR, HU, ID, IE, IL, IS,

((virtual near2 (disk IT, JP, KR, LT, LU, LV,

machine)) OR "VM") MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L23 210 L22 AND (US-PGPUB; USPAT; |OR ON ON 2022/01/21

(@ad<"20190128") USOCR; FIT (AP, AT, 09:46 AM
AU, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L24 116 L23 AND (H04L63/1416 | (US-PGPUB; USPAT; [OR ON ON 2022/01/21

OR G06F9/45558 OR [USOCR; FIT (AP, AT, 09:46 AM
GO6F11/1464 OR AU, BE, BG, BR, BY,
GO06F16/128 OR CA,CH,CN, CS, CU,
H04L63/1433 OR CZ, DD, DE, DK, EA,
H04L63/1441 OR EE, EP, ES, FI, FR, GB,
GO06F2009/45562 OR |HR, HU, ID, IE, IL, IS,
GO06F2009/45583 OR |IT, JP, KR, LT, LU, LV,
GO06F2009/45587 OR |MA, MC, MD, MY, NL,
GO06F2009/45591 OR |NO, NZ, OA, PH, PL,
GO06F2009/45595 OR |PT, RO, RS, RU, SE,
G06F2201/84 OR SG, SI, SK, SU, TH,
GO06F2201/815 OR TN, TR, TW, UA, VN,
G06F2201/86 OR WO); FPRS; EPO;
GO6F11/1451 OR JPO; DERWENT;
GO06F11/301 OR IBM_TDB)
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GO06F11/3476 OR
H04L63/1408 OR
H04L63/1425).cpc.

L25 6 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/25
identify$3) near2 USOCR; FIT (AP, AT, 09:01 AM
(location spot place site |AU, BE, BG, BR, BY,
placement area) CA, CH, CN, CS, CU,
near5(snapshot CZ, DD, DE, DK, EA,
snap?shot image copy |EE, EP, ES, FI, FR, GB,
replicat$3 clon$3 HR, HU, ID, IE, IL, IS,
backup) near3 ((virtual |IT, JP, KR, LT, LU, LV,
near2 (disk machine)) |MA, MC, MD, MY, NL,

"VM") SAME cloud NO, NZ, OA, PH, PL,

near2 (asset service) PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L26 92 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/25
identify$3) near2 USOCR; FIT (AP, AT, 09:15 AM
(location spot place site |AU, BE, BG, BR, BY,
placement area) CA, CH, CN, CS, CU,
near5(snapshot CZ, DD, DE, DK, EA,
snap?shot image copy |EE, EP, ES, FI, FR, GB,
replicat$3 clon$3 HR, HU, ID, IE, IL, IS,
backup) near3 ((virtual |IT, JP, KR, LT, LU, LV,
near2 (disk machine)) |MA, MC, MD, MY, NL,

"VM™) AND cloud NO, NZ, OA, PH, PL,

near2 (asset service) PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L27 24 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/25
identify$3) near2 USOCR; FIT (AP, AT, 09:25 AM
(location spot place site |AU, BE, BG, BR, BY,
placement area) CA, CH, CN, CS, CU,
near5(snapshot CZ, DD, DE, DK, EA,
snap?shot image copy |EE, EP, ES, FI, FR, GB,
replicat$3 clon$3 HR, HU, ID, IE, IL, IS,
backup) near3 ((virtual |IT, JP, KR, LT, LU, LV,
near2 (disk machine)) |MA, MC, MD, MY, NL,

"VM™) AND cloud NO, NZ, OA, PH, PL,
near2 (asset service) PT, RO, RS, RU, SE,
AND (threat malware SG, Sl, 8K, suU, TH,
malicious attack) TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L28 21 L27 AND (H04L63/1416 | (US-PGPUB; USPAT; [OR ON ON 2022/01/25
OR G06F9/45558 OR [USOCR; FIT (AP, AT, 09:29 AM
GO6F11/1464 OR AU, BE, BG, BR, BY,

GO06F16/128 OR CA,CH,CN, CS, CU,
H04L63/1433 OR CZ, DD, DE, DK, EA,
H04L63/1441 OR EE, EP, ES, FI, FR, GB,
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GO06F2009/45562 OR |HR, HU, ID, IE, IL, IS,
GO06F2009/45583 OR |IT, JP, KR, LT, LU, LV,
GO06F2009/45587 OR |MA, MC, MD, MY, NL,
GO06F2009/45591 OR |NO, NZ, OA, PH, PL,
GO06F2009/45595 OR |PT, RO, RS, RU, SE,
G06F2201/84 OR SG, SI, SK, SU, TH,
GO06F2201/815 OR TN, TR, TW, UA, VN,
G06F2201/86 OR WO); FPRS; EPO;
GO6F11/1451 OR JPO; DERWENT;
GO06F11/301 OR IBM_TDB)
GO06F11/3476 OR

H04L63/1408 OR

H04L63/1425).cpc.

L29 57 L26 AND (H04L63/1416 | (US-PGPUB; USPAT; [OR ON ON 2022/01/25
OR G06F9/45558 OR [USOCR; FIT (AP, AT, 09:30 AM
GO6F11/1464 OR AU, BE, BG, BR, BY,

GO06F16/128 OR CA,CH,CN, CS, CU,
H04L63/1433 OR CZ, DD, DE, DK, EA,
H04L63/1441 OR EE, EP, ES, FI, FR, GB,
GO06F2009/45562 OR |HR, HU, ID, IE, IL, IS,
GO06F2009/45583 OR |IT, JP, KR, LT, LU, LV,
GO06F2009/45587 OR |MA, MC, MD, MY, NL,
GO06F2009/45591 OR |NO, NZ, OA, PH, PL,
GO06F2009/45595 OR |PT, RO, RS, RU, SE,
G06F2201/84 OR SG, SI, SK, SU, TH,
GO06F2201/815 OR TN, TR, TW, UA, VN,
G06F2201/86 OR WO); FPRS; EPO;
GO6F11/1451 OR JPO; DERWENT;
GO06F11/301 OR IBM_TDB)
GO06F11/3476 OR

H04L63/1408 OR

H04L63/1425).cpc.

L30 193 (access$3 obtain$3 (US-PGPUB; USPAT; |OR ON ON 2022/01/25
retriev$3) near2 USOCR; FIT (AP, AT, 09:54 AM
(snapshot snap?shot AU, BE, BG, BR, BY,
image copy replicat$3 |CA, CH, CN, CS, CU,
clon$3 backup) CZ, DD, DE, DK, EA,
near5(location spot EE, EP, ES, FI, FR, GB,
place site placement HR, HU, ID, IE, IL, IS,
area) near3 (virtual IT, JP, KR, LT, LU, LV,
near2 (disk machine) MA, MC, MD, MY, NL,

"VM") NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L31 96 L30 AND (H04L63/1416 | (US-PGPUB; USPAT; [OR ON ON 2022/01/25
OR G06F9/45558 OR [USOCR; FIT (AP, AT, 09:55 AM
GO6F11/1464 OR AU, BE, BG, BR, BY,

GO06F16/128 OR CA,CH,CN, CS, CU,
H04L63/1433 OR CZ, DD, DE, DK, EA,
H04L63/1441 OR EE, EP, ES, FI, FR, GB,
GO06F2009/45562 OR |HR, HU, ID, IE, IL, IS,
GO06F2009/45583 OR |IT, JP, KR, LT, LU, LV,
GO06F2009/45587 OR |MA, MC, MD, MY, NL,
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GO06F2009/45591 OR |NO, NZ, OA, PH, PL,
GO06F2009/45595 OR |PT, RO, RS, RU, SE,
G06F2201/84 OR SG, SI, SK, SU, TH,
GO06F2201/815 OR TN, TR, TW, UA, VN,
G06F2201/86 OR WO); FPRS; EPO;
GO6F11/1451 OR JPO; DERWENT;
GO06F11/301 OR IBM_TDB)
GO06F11/3476 OR

H04L63/1408 OR

H04L63/1425).cpc.

L32 1 (access$3 obtain$3 (US-PGPUB; USPAT; |OR ON ON 2022/01/25
retriev$3) near2 USOCR; FIT (AP, AT, 10:11 AM
(snapshot snap?shot AU, BE, BG, BR, BY,
image copy replicat$3 |CA, CH, CN, CS, CU,
clon$3 backup) CZ, DD, DE, DK, EA,
near5(location spot EE, EP, ES, FI, FR, GB,
place site placement HR, HU, ID, IE, IL, IS,
area) near3 (virtual IT, JP, KR, LT, LU, LV,
near2 (disk machine MA, MC, MD, MY, NL,
asset service) "VM") NO, NZ, OA, PH, PL,

SAME (analyz$3 PT, RO, RS, RU, SE,
inspect$3 process$3) SG, SI, SK, SU, TH,
near2 (virtual near2 TN, TR, TW, UA, VN,
(disk machine asset WO); FPRS; EPO;
service)) near7 (threat [JPO; DERWENT;
malware malicious IBM_TDB)

attack)

L33 2 (analyz$3 inspect$3 (US-PGPUB; USPAT; |OR ON ON 2022/01/25
process$3) near2 USOCR; FIT (AP, AT, 10:14 AM
(virtual near2 (disk AU, BE, BG, BR, BY,
machine asset service)) |CA, CH, CN, CS, CU,
near7 (threat malware |CZ, DD, DE, DK, EA,
malicious attack) SAME |EE, EP, ES, FI, FR, GB,

(alert$3 notif$ warn$3) |HR, HU, ID, IE, IL, IS,

near3 (threat malware |IT, JP, KR, LT, LU, LV,

malicious attack) near7 |MA, MC, MD, MY, NL,

(priority order) NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L34 2 (analyz$3 inspect$3 (US-PGPUB; USPAT; |OR ON ON 2022/01/25
process$3) near2 USOCR; FIT (AP, AT, 10:15 AM
(virtual near2 (disk AU, BE, BG, BR, BY,
machine asset service)) |CA, CH, CN, CS, CU,
near7 (threat malware |CZ, DD, DE, DK, EA,
malicious attack) SAME |EE, EP, ES, FI, FR, GB,

(alert$3 notif$ warn$3) |HR, HU, ID, IE, IL, IS,
near3 (threat malware |IT, JP, KR, LT, LU, LV,
malicious attack) near7 |MA, MC, MD, MY, NL,
(priority order NO, NZ, OA, PH, PL,
preference) PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
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L35

"10944778"

JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT)

OR

ON

ON

2022/01/27
06:23 PM

PE2E SEARCH - Search History (Interference)

Ref #

Hits

Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

N1

N2

2

(( (determin$4 identifi$5
identify$3) near2
(location spot place site
placement area)
near5(snapshot
snap?shot image copy
replicat$3 clon$3
backup) near3 ((virtual
near2 (disk machine))
"VM")) AND cloud
near2 (asset
service)).clm. AND
(HO4L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
HO04L63/1425).cpc.

((access$3 obtain$3
retriev$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3 backup)
near5(location spot
place site placement
area) near3 (virtual
near2 (disk machine
asset service) "VM")
SAME (analyz$3
inspect$3 process$3)
near2 (virtual near2
(disk machine asset
service)) near7 (threat
malware malicious
attack) ).cim. AND

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

ON

ON

ON

ON

2022/01/25
10:18 AM

2022/01/25
10:19 AM
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N3 0

(HO4L63/1416 OR
G06F9/45558 OR
GO6F11/1464 OR
GO6F16/128 OR
HO4L63/1433 OR
HO4L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO6F11/1451 OR
GO6F11/301 OR
GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

((analyz$3 inspect$3
process$3) near2
(virtual near2 (disk
machine asset service))
near7 (threat malware
malicious attack) SAME
(alert$3 notif$ warn$3)
near3 (threat malware
malicious attack) near7
(priority order
preference)).clm. AND
(HO4L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
HO04L63/1425).cpc.

(US-PGPUB; USPAT)

OR

ON

ON

2022/01/25
10:20 AM

01/27/2022 06:24:25 PM
Workspace: 16585967

IPR2025-0168811of 11
Orca Security EX1020 Page 108




Application No.: 16/585,967
Attorney Docket No.: 15635.0003-00000

PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Application of:

Techniques for Securing Virtual
Machines

Group Art Unit: 2435

Examiner: SAADOUN, HASSAN
Application No.: 16/585,967

Filed: 09/27/2019
Confirmation No.: 9843

N N N N N N N e e e

For:  Avi SHUA

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Commissioner:

AMENDMENT

Applicants are appreciative of the Examiner’s indication in the non-Final Office
Action mailed on February 3, 2022, that all the pending the claims are allowed, subject to
a statutory double patenting rejection. In response, Applicant submits the following
amendments and explains why statutory double patenting does not apply in this case.

Amendments to the Claims are reflected in the listing of claims in this paper.

Remarks follow the amendment sections of this paper.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in

the application:

. (Original) A method for securing virtual cloud assets in a cloud computing
environment against cyber threats, comprising:
determining a location of a snapshot of at least one virtual disk of a protected
virtual cloud asset, wherein the virtual cloud asset is instantiated in the cloud
computing environment;
accessing the snapshot of the virtual disk based on the determined location;
analyzing the snapshot of the protected virtual cloud asset to detect potential cyber
threats risking the protected virtual cloud asset; and
alerting detected potential cyber threats based on a determined priority.

(Currently Amended) The method of claim 1, further comprising:

prioritizing each of the detected [[of]] potential cyber threats based on their
respective risk to the protected virtual cloud asset; and

mitigating a potential cyber threat posing a risk to the protected virtual cloud

asset.

(Original) The method of claim 1, wherein determining the location of the snapshot
of at least one virtual disk further comprises:
determining a virtual disk allocated to the protected virtual cloud asset.

(Currently Amended) The method of claim 2, further comprising:
querying a cloud management console of the cloud computing
environment platterm to determine the location of the snapshot and the location

of the virtual disk.
(Canceled).

(Previously Presented) The method of claim 1, wherein analyzing the snapshot of

the protected virtual cloud asset further comprises:

2
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parsing a copy of the snapshot; and
scanning the parsed copy to detect the potential cyber threats, wherein the
potential cyber threats include known and unknow vulnerabilities, and wherein the

detection is based on a type of vulnerability.

(Previously Presented) The method of claim 6, wherein scanning the parsed copy
further comprises any one of:

checking configuration files of applications and operating system installed in the
protected virtual cloud asset;

verifying access times to files by the operating system installed in the operating
system;

analyzing system logs to deduce what applications and modules executed in

the protected virtual cloud asset; and
analyzing machine memory stored in the snapshot to deduce what applications

and modules executed in the protected virtual cloud asset.

(Previously Presented) The method of claim 6, further comprising:
instantiating an instance copy of the protected virtual cloud asset from the

snapshot; and
monitoring all activity performed by the instance copy of the protected virtual

cloud asset.

(Previously Presented) The method of claim 6, wherein scanning the
parsed copy further comprises any one of:

reading process identification number (PID) files; and

checking if the at least access times of the PID files match against process

descriptors.
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(Original) The method of claim 1, wherein the protected virtual cloud asset

includes any one of: a virtual machine, a software container, a micro-service.

(Previously Presented) A non-transitory computer readable medium having stored
thereon instructions for causing a processing circuitry to execute a process for
securing virtual cloud assets in a cloud computing environment against cyber
threats, the process comprising:

determining a location of a snapshot of at least one virtual disk of a protected
virtual cloud asset, wherein the virtual cloud asset is instantiated in the cloud
computing environment;

accessing the snapshot of the virtual disk based on the determined location;
analyzing the snapshot of the protected virtual cloud asset to detect potential cyber
threats risking the protected virtual cloud asset; and

alerting detected potential cyber threats based on a determined priority.

(Original) A system for securing virtual cloud assets in a cloud computing environment
against cyber threats, comprising:

a processing circuitry; and

a memory, the memory containing instructions that, when executed by the
processing circuitry, configure the system to:

determine a location of a snapshot of at least one virtual disk of a protected
virtual cloud asset, wherein the virtual cloud asset is instantiated in the cloud
computing environment;

access the snapshot of the virtual disk based on the determined location;

analyze the snapshot of the protected virtual cloud asset to detect potential
cyber threats risking the protected virtual cloud asset; and

alert detected potential cyber threats based on a determined priority.

(Original) The system of claim 12, wherein the system is further configured to:
prioritize each detected of potential cyber threats based on their respective risk to

the protected virtual cloud asset; and
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mitigate a potential cyber threat posing a risk to the protected virtual cloud

asset.

(Original) The system of claim 12, wherein determining the location of the
snapshot of at least one virtual disk further comprises:
determining a virtual disk allocated to the protected virtual cloud asset.

(Previously Presented) The system of claim 13, wherein the system is further
configured to:
query a cloud management console of the cloud computing environment to

determine the location of the snapshot and the location of the virtual disk.
(Canceled).

(Previously Presented) The system of claim 12, wherein analyzing the snapshot
of the protected virtual cloud asset further comprises:

parsing a copy of the snapshot; and

scanning the parsed copy to detect the potential cyber threats, wherein the
potential cyber threats include known and unknow vulnerabilities, and wherein the

detection is based on a type of vulnerability.

(Previously Presented) The system of claim 17, wherein scanning the
parsed copy further comprises any one of:

checking configuration files of applications and operating system installed
in the protected virtual cloud asset;

verifying access times to files by the operating system installed in the
operating system;

analyzing system logs to deduce what applications and modules executed

in the protected virtual cloud asset; and
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analyzing machine memory stored in the snapshot to deduce what
applications and modules executed in the protected virtual cloud asset.

19. (Previously Presented) The system of claim 17, wherein the system
is further configured to:
Instantiate an instance copy of the protected virtual cloud asset from the
snapshot; and monitor all activity performed by the instance copy of the

protected virtual cloud asset.

20. (Previously Presented) The system of claim 17, wherein scanning the
parsed copy further comprises any one of:
reading process identification number (PID) files; and
checking if the access times of at least the PID files match against process

descriptors.

21. (Original) The system of claim 12, wherein the protected virtual cloud asset

includes any one of: a virtual machine, a software container, a micro-service.
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REMARKS

Applicants are appreciative of the Examiner’s indication that all claims (1-21) contain

allowable subject matter. The present response is intended to place the application in

condition for allowance.

Status of the Claims

Claims 2 and 4 are amended for clarity. Applicant respectfully asserts that no new
subject matter is added.

Claims 5 and 16 are canceled without prejudice or disclaimer of the subject matter
thereof.

Claims 1-21 stand rejected under the doctrine statutory double patenting over claims
1-21 of co-pending Application No. 17/330,998 (referred to hereinafter as the ‘998
application) and claims 1-19 of co-pending Application No. 16/750,556 (referred to
hereinafter as the ‘556 application).

In view of the amendments above, the amendments that are concurrently being made
in the co-pending ‘998 application, and the remarks below, Applicant respectfully

traverses the statutory double patenting rejection.

Statutory Double Patenting Rejection

The Examiner provisionally rejected claims 1-21 on the grounds of statutory double
patenting with respect to claims 1-21 of the ‘998 application and claims 1-19 of the
‘656 application. In a concurrently filed Amendment in the ‘998 application, the claims
are changed to obviate the statutory double patenting rejection issued in the instant
application. The claims of the ‘556 application significantly differ from those of this
application, and therefore there should be no statutory double patenting rejection for
the reasons discussed below.
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Regarding the provisional double patenting rejection with respect to the ‘998

application

In a concurrently filed response to a non-Final Office Action issued in the co-pending
‘998 application, independent claims 1, 11, and 12 are amended to include the subject
matter of claim 5 of the ‘998 application. Thus, claims 1, 11, and 12 of the ‘998
application now recite, inter alia, “taking a new snapshot of the protected virtual
cloud asset, when an existing snapshot cannot be located’, the subject matter of
which is not included in claim 1 of the instant Application. Accordingly, claim 1 of the
instant Application differs from independent claims 1, 11, and 12 of the ‘998
application, at least as to “taking a new snapshot of the protected virtual cloud

asset, when an existing snapshot cannot be located.”

Claim 1 (and its dependent claims) therefore overcome the statutory double patenting
rejection with respect to the ‘998 application. Claims 11 and 12 (and their dependent
claims) recite the subject matter of claim 1 in computer readable medium and system
form, respectively, and similarly overcome the provisional double patenting rejection
with respect to the ‘998 application.

Regarding the statutory double patenting rejection with respect to the ‘556 application

Claim 1 of the instant Application relates to a cloud computing environment, (e.g.,
an active or inactive environment), whereas the co-pending ‘556 application
specifically relates to securing virtual cloud assets while these assets are at rest
(e.g., inactive). Thus, the subject matter of claim 1 of the instant application differs
substantially from that recited in claim 1 of the co-pending ‘556 application, and a
statutory double patenting rejection is not appropriate. More specifically, Claim 1 of
the instant Application recites, inter alia, “A method for securing virtual cloud assets
in a cloud computing environment against cyber threats,” whereas claim 1 of the
‘656 application recites, inter alia, “A method for securing virtual cloud assets at rest
against cyber threats.” Therefore, the statutory double patenting rejection in view of
the ‘556 application should be withdrawn for a first reason.
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In addition, Claim 1 of the instant Application further recites, inter alia, “determining
a location of a snapshot of at least one virtual disk’ (emphasis added), whereas
claim 1 of the ‘556 application recites, inter alia, “determining a location of a view of
at least one virtual disk” (emphasis added). The two are not the same, and therefore,
the statutory double patenting rejection in view of the ‘5656 application should be

withdrawn for a second reason.

Moreover, Claim 1 of the instant Application recites, inter alia, “wherein the virtual
cloud asset is instantiated in the cloud computing environment’ (emphasis
added), whereas claim 1 of the ‘556 application recites, inter alia, “wherein the
virtual cloud asset is at rest’ (emphasis added). The two are not the same, and
therefore, the statutory double patenting rejection in view of the ‘556 application

should be withdrawn for a third reason.

Even further, Claim 1 of the instant Application recites, inter alia, “accessing the
snapshot of the virtual disk’ (emphasis added), whereas claim 1 of the ‘556
application recites, inter alia, “accessing the view of the virtual disk” (emphasis
added). The two are not the same, and therefore, the statutory double patenting
rejection in view of the ‘556 application should be withdrawn for a fourth reason.

Finally, Claim 1 of the instant Application recites “analyzing the snapshot of the
protected virtual cloud asset” (emphasis added), whereas claim 1 of the ‘556
application recites “analyzing the view of the protected virtual cloud asset ...
wherein the virtual cloud asset is inactive during the analysis” (emphasis
added). The two are not the same, and therefore, the statutory double patenting

rejection in view of the ‘556 application should be withdrawn for a fifth reason.

Accordingly, at least these noted differences between the limitations of
independent claim 1 of the instant Application versus independent claim 1 of the

‘656 application point to substantially different subject matter claimed by each.
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These differences render improper the statutory double patenting rejection of
claims 1-21 with regard to the ‘556 application.

Claim 1 (and its dependent claims) therefore overcome the statutory double patenting
rejection with respect to the ‘556 application. Claims 11 and 12 (and their dependent
claims) recite the subject matter of claim 1 in computer readable medium and system
form, respectively, and similarly overcome the statutory double patenting rejection with
respect to the ‘556 application.

CONCLUSION

In view of the foregoing amendments and remarks, Applicant respectfully
requests reconsideration of this application and the timely allowance of the pending
claims.

Please grant any extensions of time required to enter this response and charge
any additional required fees to Deposit Account No. 06-0916.

Respectfully submitted,

FINNEGAN, HENDERSON, FARABOW,
GARRETT & DUNNER, L.L.P.

Dated: 1 June 2022 By:_ /Christopher C. Johns/
Christopher C. Johns
Reg. No. 68,664
(202) 408-4000

-10-
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | 15635.0003-00000

Application Number File

16/585,967 " September 27, 2019

“"TECHNIQUES FOR SECURING VIRTUAL MACHINES

Art Unit Examiner

2435 SAADOUN HASSAN

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
One month (37 CFR 1.17(a)(1)) $220 $110 $55 s 110.00
[] Twomonths (37 CFR 1.17(a)2)) $640 $320 $160 $
[ ] Three months (37 CFR 1.17(a)(3)) $1,480 $740 $370 $
[] Four months (37 CFR 1.17(a)(4)) $2,320 $1,160 $580 $
[ ] Five months (37 CFR 1.17(a)(5)) $3,160 $1,580 $790 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

]
]
[
D Payment by credit card. Form PTO-2038 is attached.
[]

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 96-0916

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the

|:| applicant.

attorney or agent of record. Registration number 68’664

|:| attorney or agent acting under 37 CFR 1.34. Registration number
/Christopher C. Johns/ June 1, 2022

Signature Date
Christopher C. Johns (202) 408-4000
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below™.

|:] * Total of forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

IPR2025-01083
Orca Security EX1020 Page 119




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES | Mexandiin, VA A25 0% 14RE
PATENT AND TRADEMARK OFFICE T wwwusplo.gov

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/588, 987 Q8/01/2022 853245 PM EY 15635.0003-00000

Title of Invention
TECHNIQUES FOR BECURING VIRTUAL MACHINES

Application Information

APPLICATION TYPE  Uiility - Nonprovisional Application PATENT # -
under 35 USC 111i{a)

CONFIRMATION # 8843 FILED BY Wanda Whittington
PATENT CENTER # GO645348 AUTHORIZED BY  Christopher Johng
CUSTOMER # 22852 FILING DATE {Q&/27/2018
CORRESPONDENCE - FIRST NAMED  A«i SHUA
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY

CARD /1007 E203201HIZ3T2EN Wanda Whittingion

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
2251 EXTENSION FOR RESPONSE 110.00 1 110.00

WITHIN FIRST MONTH

TOTAL FHI0.00
AMOUNT:

This Acknowlaggem
by the applicant, and including page counis, where applicable. ise
described in MPER 503

st Recelpt avidances racaipt on the notad date by the USPTO of the indicated documaents, characlanizad
vas as evidencs of receipt similar 1o a Post Card, as

New Applications Under 35 U.8.C, 111
I a new application is being Hled and the %;‘siif*aa‘fm ninciudas the necessary compaonants for fiing date (see 37 OFR 1.53{b)-(h
PPN

and MPEP 508}, a Filing Receigt (37 CFR 1.54) will be lssued in dug course and the dale shown on this Acknowledgement
Receipl will astablish the Hling date of the application

National Stage of an international Apphication under 358 US.C. 371
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if a timely submission o enter the national stage of an infernational application is compliant with the conditions of 35 U.S.C.
71 and other applicable requiraments a Form POT/DOEGANS indicating accaplancs of the ap_;:shcm:on as a national slage

ission under 35 U.B.C. 371 will be issuad in addition to the Filing Receipl, in due course.

New Infornational Application Flled with the USPTO as a Recslving Office

& new international & sp ication is being fled and the infermalionat agpiicai Vincludies the necessary components for an
international Hiing dads (see PCT :f%; Mﬂa 11 and MPEP 1810}, a Noblification of the International Apphcation Number and of the
international Filing Dals (Form POT/ROM0E) will be issuad in COUrSE subje&i o prascriptions concerning national security,
and the date shown onthis Px:::kr:o\;uitzagm.:s;sr‘.t Receipt will s ;abis\ b the intarmaticnal Hling date of the application.
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UNITED STATES enetrin Vi ARAEEX 1450
PATENT AND TRADEMARK OFFICE AT Yt spto. gov
ELECTRONIC ACKNOWLEDGEMENT RECEIPT
APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/585,967 06/01/2022 05:32:45 PM ET 15635.0003-00000
Title of Invention
TECHNIQUES FOR SECURING VIRTUAL MACHINES
Application Information
APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)
CONFIRMATION # 9843 FILED BY Wanda Whittington
PATENT CENTER # 60696946 FILING DATE  09/27/2019
CUSTOMER # 22852 FIRST NAMED  Avi SHUA
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Christopher Johns
ADDRESS

Documents TOTAL DOCUMENTS: 4
DOCUMENTY PAGES  DESCRIPTION SIZE (KB}
1H835-0003- 10 - 84 KB
GOOODAMENDMENT -as-
filed . polf

15835-0003- {t-1) 1 Amendment/Request for 13 KB

SOO00AMENDMENT -as- Heconsideration-After Non-

filed-A.pdi Final Rejection

15635-0003- {2-8} 5 Claims 24 KB

QOO00AMENDMENT-as-

filed-CLM. pdf

15635-0003- {7-10) 4 Applicant Arguments/Remarks 41 KB

GQOOODAMENDMENT-35- Made in an Amendmeant
filed-REM . pdf
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15635-0003-00000E0T- 2 Extension of Time 167 KB
signed. paf
Digest
DOCUMENT MESSAGE (HGEST{BHA-S1E)
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GOO00AMENDMENT -as-filed- CoBSDOFATEFTIB14CORT740FDG704AFCFIISOBRDBFERSE44E
CLMpdt 1D4814BSICDOES1B4DOCHETOAADSESRCS
15835-0003- ADB7507ETI70A4TERARRTIDZ247D1 381 TEFDARSE24ACKFORRY
QOOO0AMENDMENT -as-filed- DATOZAFQ0ARGRCR4BFRZDACTIBE30TERRTDEB 1380053471
REM.pdi ARARBOPCC34ABGRTER4A02BBCATECSES
TEE35-0003-00000E0T- IES7A0SRIZCEBADRTERAUBEZG 1 30ET322 1IN 387EC3CEs3 1IN 2
signed.paf SREDEAFOSOBACTIAODROCHRA4T28CHFa6DCHOCBALDFETIR
ESCO08C45BSFRG54F45E088F58208281
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371 and other applicable requiraments a Form POT/DOEGAD waling acceptancs of the application as a national xiv\qo

submission under 35 US.0. 371 will be msuad in diimiasﬁ o the Filing Recelpt, in dus course.
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PARTI

Application or Docket Number Filing Date
PATENT APPLICgIggmtSfEFFCEEEEg_gISI\IATION RECORD 16/585,067 09/27/2019 (7o be Maied
ENTITY: {JLARGE sMALL (JMicro

(Column 1} (Column 2}
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] BAsic FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
() SEARCH FEE
(37 CFR 1.16(k), (i), or (m)) N/A N/A N/A
(] EXAMINATION FEE
(37 CFR 1.16(0), (p), or () N/A N/A N/A
TOTAL CLAIMS . .
(37 CFR 1.16(i)) minus 20 = x $50 -
INDEPENDENT CLAIMS . .
(37 GFR 1.16(h)) minus 3 = x $230 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:;LIE?QON SIZE FEE (37 for small entity) for each additional 50 sheets or
16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
(7) MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1} (Column 2} (Column 3}
CLAIMS HIGHEST
— 06/01/2022 QE%AF'{N'NG Eggﬁgﬁsw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ! *x _ _
=|e ., 20 vins | = 21 -0 x $50 = 0
Zl x ;
v I vinus | 3 -0 x 5240 - 0
< ] Application Size Fee (37 CFR 1.16(s))
[:] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 0
(Column 1} (Column 2} (Column 3}
CLAIMS HIGHEST
REX"FATlgl:{NG PRNE%'\IAC?ESRLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
LU | Total * ; *x = =
= | (37CFR1.160) Minus = x $0 =
ali . i -
2 eeercen Minus - xs0 -
S | (O Application Size Fee (37 CFR 1.16(s))
< D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16()))

TOTAL ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.

SLIE

** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

/JOCELYN M GASKINS/

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent} is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING | Docket Number (Optional)
REJECTION OVER A PENDING “REFERENCE” APPLICATION 15635.0003-00000

In re Application of: Avi SHUA
Application No.: 16/585,967

Filed: 09-27-2019
For: TECHNIQUES FOR SECURING VIRTUAL MACHINES

The applicant, Orca Security LTD. , owner of 100  percent interest in the instant application hereby
disclaims, except as provided below, the terminal part of the statutory term of any patent granted on the instant application which would extend
beyond the expiration date of the full statutory term of any patent granted on pending reference Application Number 17/330,998 ,
filed, 05-26-2021 , as the term of any patent granted on said reference application may be shortened by any terminal disclaimer
filed prior to the grant of any patent on the pending reference application. The applicant hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

In making the above disclaimer, the applicant does not disclaim the terminal part of any patent granted on the instant application that would
extend to the expiration date of the full statutory term of any patent granted on said reference application, “as the term of any patent granted on
said reference application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference
application,” in the event that: any such patent granted on the pending reference application expires for failure to pay a maintenance fee, is
held unenforceable, is found invalid by a court of competent jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37
CFR 1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any manner terminated prior to the expiration of its full
statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. |:| The undersigned is the applicant. If the applicant is an assignee, the undersigned is authorized to act on behalf of the assignee.

| hereby acknowledge that any willful false statements made are punishable under 18 U.S.C. 1001 by fine or imprisonment of not more than
five (5) years, or both.

2. |Z| The undersigned is an attorney or agent of record. Reg. No. 33,751

/Gerson S. Panitch/ 24 June 2022
Signature Date

Gerson Panitch
Typed or printed name

Attorney of record 202-408-4080
Title Telephone Number

Terminal disclaimer fee under 37 CFR 1.20(d) is included.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (6 U.S.C. 5§52) and the Privacy Act (6 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

16585967

Filing Date:

27-Sep-2019

Title of Invention:

TECHNIQUES FOR SECURING VIRTUAL MACHINES

First Named Inventor/Applicant Name:

Avi SHUA

Filer:

Christopher Charles Johns/Elizabeth Samuels

Attorney Docket Number:

15635.0003-00000

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Fee Code
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Miscellaneous:

STATUTORY OR TERMINAL DISCLAIMER

1814

1

170

170

Total in USD ($)

170
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Electronic Acknowledgement Receipt

EFS ID: 46037771
Application Number: 16585967
International Application Number:
Confirmation Number: 9843

Title of Invention:

TECHNIQUES FOR SECURING VIRTUAL MACHINES

First Named Inventor/Applicant Name:

Avi SHUA

Customer Number:

22852

Filer:

Christopher Charles Johns/Elizabeth Samuels

Filer Authorized By:

Christopher Charles Johns

Attorney Docket Number: 15635.0003-00000
Receipt Date: 24-JUN-2022
Filing Date: 27-SEP-2019
Time Stamp: 12:12:16

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $170

RAM confirmation Number E20226NC13334225

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
192287
1 Terminal Disclaimer Filed 15635_0003_00000_TD.pdf no 2
105a4f436ebe48619bed339b1e48eb62cb2)
3817c
Warnings:
Information:
38208
2 Fee Worksheet (SB06) fee-info.pdf no 2
7aa5cd36eldd44adfdeadel1791898c4b126)
Tede6
Warnings:
Information:
Total Files Size (in bytes): 230495

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IPR2025-01083

Orca Security EX1020 Page 133




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
22852 7590 07/07/2022
FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER SAADOUN, HASSAN
LLP
901 NEW YORK AVENUE, NW | ART UNIT PAPER NUMBER |
WASHINGTON, DC 20001-4413 2435
DATE MAILED: 07/07/2022
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
16/585,967 09/27/2019 Avi SHUA 15635.0003-00000 9843

TITLE OF INVENTION: TECHNIQUES FOR SECURING VIRTUAL MACHINES

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $600 $0.00 $0.00 $600 10/07/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

22852 7590 07/07/2022 Certificate of Mailing or Transmission
FINNEGAN. HENDERSON. FARABOW. GARRETT & DUNNEglereby certify that this Fee(s) Transmittal is being deposited with the United
b b b t

ates Postal Service with sufficient postage for first class mail in an envelope

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

LLP addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
901 NEW YORK AVENUE. NW the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
WASHINGTON, DC 20001-4413 (Typedor printed pame)
(Signature)

(Date)

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/585,967 09/27/2019 Avi SHUA 15635.0003-00000 9843

TITLE OF INVENTION: TECHNIQUES FOR SECURING VIRTUAL MACHINES

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $600 $0.00 $0.00 $600 10/07/2022
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
SAADOUN, HASSAN 2435 726-023000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2

- e N . L 2 registered patent attorneys or agents. If no name is
Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a 3
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
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, UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/585,967 09/27/2019 Avi SHUA 15635.0003-00000 9843
22852 7590 07/07/2022 | EXAMINER |
FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER SAADOUN, HASSAN
LLP
901 NEW YORK AVENUE, NW | ARTUNIT PAPERNUMBER |
WASHINGTON, DC 20001-4413 2435

DATE MAILED: 07/07/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Fedéglm&ﬁac@ﬁe)
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Application No. Applicant(s)
) o 16/585,967 SHUA, Avi
Notice of Allowability Examiner ArtUnit | AlA (FITF) Status
HASSAN SAADOUN 2435 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to 06/01/2022.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-4,6-15 and 17-21 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[3 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.{] Interview Summary (PTO-413),
Paper No./Mail Date.

/HASSAN SAADOUN/ /{JOSEPH P HIRL/
Examiner, Art Unit 2435 Supervisory Patent Examiner, Art Unit 2435

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220613
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Application/Control Number: 16/585,967 Page 2
Art Unit: 2435

Notice of Pre-AlA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Response to Amendment
2. The Amendment filed 06/01/2022 has been entered. Claims 2 and 4 have been
amended. Claims 5 and 16 are canceled. Claims 1-4, 6-15 and 17-21 are pending in

this application.

3. Applicant's arguments filed on 06/01/2022 with respect to claims 1-21 Statutory
Double Patenting rejection with respect to claims 1-21 of copending applications
17/330,998 and 16/750,556 have been fully considered and persuasive. The rejection

has been withdrawn.

4. Note: The terminal disclaimer filed on 06/25/2022 disclaiming the terminal
portion of any patent granted on this application which would extend beyond the
expiration date of any pateni granisd on Application Number 17/338,898 has been

reviewed and is accepted. The terminal disclaimer has been recorded.

Allowable Subject Matter
5. Claims 1-4, 6-15 and 17-21 are allowed.

The following is an examiner’s statement of reasons for allowance:

IPR2025-01083
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Application/Control Number: 16/585,967 Page 3
Art Unit: 2435

6. The closest prior arts made of records are, Golan et al. (U.S Patent No.
10,944,778 B1, referred to as Golan), Derbeko et al. (U.S Patent No. 10,536,471 B1,
referred to as Derbeko) and Deng et al. (U.S Pub No. 2017/0103212 A1, referred to as

Deng).

Golan discloses a method and system for implementing risk-based cyber
security. Specifically, the disclosed method and system entail evaluating risk as a
decision threshold for conducting cyber security assessments of system images within
cloud computing environments. Further, the disclosed method and system pivot on

intelligence pertaining to the latest cyber threats and/or vulnerabilities found worldwide.

Derbeko discloses a system and a method of detecting malware in a virtual
machine (VM), the method comprising periodically creating snapshots of the VM,
analyzing each of the snapshots in comparison to one or more previous snapshots to
determine whether anomalies exist, and based on a threshold amount of anomalies

detected, scanning the VM to determine whether malware is detected.

Deng discloses determining which snapshot deltas tend to occur in: (i) healthy
virtual machines (VMs) that have been subject to an attack yet remained healthy, and/or
(i) unhealthy VMs that have apparently been adversely affected by an attack. Snapshot
deltas that occur in at least some (or more preferably all) of the healthy VM subset
provide information about software changes (for example, updates, configuration

changes) that may be helpful. Snapshot deltas that occur in at least some (or more

IPR2025-01083
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Application/Control Number: 16/585,967 Page 4
Art Unit: 2435

preferably all) of the unhealthy VM subsets provide information about software changes

(for example, updates, configuration changes) that may be unhelpful.

7. However, regarding claims 1 and 11, the prior art of Golan, Derbeko and Deng
when taken in the context of the claim as a whole do not disclose nor suggest,
‘determining a location of a snapshot of at least one virtual disk of 3 protected virtual
cloud asset, wherein the virtual cloud asset iz instantiated in the cloud computing
environment; accessing the snapshot of the virual disk based on the determined
focation; analyzing the snapshot of the protecied virtual cloud asset o detect polential
cyber threals rigking the protected virtual cloud gaset; and aleriing detecied potential

cyber thregts based on a determined priority.”.

8. Regarding claim 12, the prior art of Golan, Derbeko and Deng when taken in the
context of the claim as a whole do not disclose nor suggest, “determing g location of a
snapshot of gt least one virtual disk of a protected virtual cloud asset, wherein the virtual
cloud asset is instantiated in the cloud computing environment; access the spnapshot of
the virtual disk based on the delermined location; analyze the snapshot of the profected
virtual cloud gsset (o detect potential cyber threals risking the protected virtual cloud

asset; and glert detected potential cyber threats based on a determined priority.”

9. Claims 2-4 and 6-10 depend on claim 1 and claims 13-15 and 17-21 depend

on claim 12, and are of consequence allowed.
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Application/Control Number: 16/585,967 Page 5
Art Unit: 2435

Conclusion

The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure: See PTO-892.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to HASSAN SAADOUN whose telephone number is
(671)272-8408. The examiner can normally be reached Mon-Fri 9:00-5:00.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Joseph Hirl can be reached on 571-272-3685. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.
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JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
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"9563777" OR
"9798885").pn. AND
((virtual near2 disk)

"VM") near5 (location
spot place site
placement area)

L16 11 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/20
identify$3) near2 (threat |USOCR; FIT (AP, AT, 02:19 PM
malware malicious AU, BE, BG, BR, BY,
attack) near9(snapshot |CA, CH, CN, CS, CU,
snap?shot image copy (CZ, DD, DE, DK, EA,
replicat$3 clon$3) near5|EE, EP, ES, FI, FR, GB,

((virtual near2 disk) HR, HU, ID, IE, IL, IS,

"VM™).ti,ab,bsum. IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L17 30 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/20
identify$3) near2 (threat |USOCR; FIT (AP, AT, 02:20 PM
malware malicious AU, BE, BG, BR, BY,
attack) near9(snapshot |CA, CH, CN, CS, CU,
snap?shot image copy (CZ, DD, DE, DK, EA,
replicat$3 clon$3) near5|EE, EP, ES, FI, FR, GB,

((virtual near2 disk) HR, HU, ID, IE, IL, IS,
"VM™) IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L18 1919 (snapshot snap?shot (US-PGPUB; USPAT; |OR ON ON 2022/01/20
06/28/2022 11:05:49 AM IPR2025-01 of 16

Workspace: 16585967

Orca Security EX1020 Page 155




L19

L20

L21

130

117

58

image copy replicat$3
clon$3) near3 ((virtual
near2 disk) "VM") nears
(location spot place site
placement area)

(determin$4 identifi$5
identify$3) near2
(location spot place site
placement area)
near5(snapshot
snap?shot image copy
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IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,

OR

OR

OR

ON

ON

ON

ON

ON

ON

02:30 PM

2022/01/20
02:31 PM

2022/01/20
02:33 PM

2022/01/20
02:33 PM
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L22

L23

L24

226

210

116

G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO6F11/1451 OR
GO6F11/301 OR
GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

(determin$4 identifi$5
identify$3) near2
(location spot place site
placement area)
near5(snapshot
snap?shot image copy
replicat$3 clon$3) near3
((virtual near2 (disk
machine)) OR "VM")

L22 AND
(@ad<"20190128")

L23 AND (H04L63/1416
OR GO06F9/45558 OR
GO06F11/1464 OR
G06F16/128 OR
H04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR

PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

OR

OR

OR

ON

ON

ON

ON

ON

ON

2022/01/21
09:45 AM

2022/01/21
09:46 AM

2022/01/21
09:46 AM
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Workspace: 16585967

IPR2025-0188& of 16
Orca Security EX1020 Page 157




GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

L25 6 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/25
identify$3) near2 USOCR; FIT (AP, AT, 09:01 AM
(location spot place site |AU, BE, BG, BR, BY,
placement area) CA, CH, CN, CS, CU,
near5(snapshot CZ, DD, DE, DK, EA,
snap?shot image copy |EE, EP, ES, FI, FR, GB,
replicat$3 clon$3 HR, HU, ID, IE, IL, IS,
backup) near3 ((virtual |IT, JP, KR, LT, LU, LV,
near2 (disk machine)) |MA, MC, MD, MY, NL,

"VM") SAME cloud NO, NZ, OA, PH, PL,

near2 (asset service) PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L26 92 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/25
identify$3) near2 USOCR; FIT (AP, AT, 09:15 AM
(location spot place site |AU, BE, BG, BR, BY,
placement area) CA, CH, CN, CS, CU,
near5(snapshot CZ, DD, DE, DK, EA,
snap?shot image copy |EE, EP, ES, FI, FR, GB,
replicat$3 clon$3 HR, HU, ID, IE, IL, IS,
backup) near3 ((virtual |IT, JP, KR, LT, LU, LV,
near2 (disk machine)) |MA, MC, MD, MY, NL,

"VM™) AND cloud NO, NZ, OA, PH, PL,

near2 (asset service) PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L27 24 ( (determin$4 identifi$5 | (US-PGPUB; USPAT; |OR ON ON 2022/01/25
identify$3) near2 USOCR; FIT (AP, AT, 09:25 AM
(location spot place site |AU, BE, BG, BR, BY,
placement area) CA, CH, CN, CS, CU,
near5(snapshot CZ, DD, DE, DK, EA,
snap?shot image copy |EE, EP, ES, FI, FR, GB,
replicat$3 clon$3 HR, HU, ID, IE, IL, IS,
backup) near3 ((virtual |IT, JP, KR, LT, LU, LV,
near2 (disk machine)) |MA, MC, MD, MY, NL,

"VM™) AND cloud NO, NZ, OA, PH, PL,
near2 (asset service) PT, RO, RS, RU, SE,
AND (threat malware SG, Sl, 8K, suU, TH,
malicious attack) TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L28 21 L27 AND (H04L63/1416 | (US-PGPUB; USPAT; [OR ON ON 2022/01/25
OR G06F9/45558 OR [USOCR; FIT (AP, AT, 09:29 AM
GO6F11/1464 OR AU, BE, BG, BR, BY,

GO06F16/128 OR CA,CH,CN, CS, CU,
H04L63/1433 OR CZ, DD, DE, DK, EA,
H04L63/1441 OR EE, EP, ES, FI, FR, GB,
06/29/2022 11:05:49 AM IPR2025-01 of 16
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L29

L30

L31

57

193

96

G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO6F11/1451 OR
GO6F11/301 OR
GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

L26 AND (H04L63/1416
OR GOBF9/45558 OR
GO6F11/1464 OR
GO6F16/128 OR
HO4L63/1433 OR
HO4L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO6F11/1451 OR
GO6F11/301 OR
GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

(access$3 obtain$3
retriev$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3 backup)
near5(location spot
place site placement
area) near3 (virtual
near2 (disk machine)
"VM")

L30 AND (H04L63/1416
OR GO06F9/45558 OR
GO06F11/1464 OR
G06F16/128 OR
H04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR

HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,

OR

OR

OR

ON

ON

ON

ON

ON

ON

2022/01/25
09:30 AM

2022/01/25
09:54 AM

2022/01/25
09:55 AM

06/29/2022 11:05:49 AM
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L32 1
L33 2
L34 2

G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO6F11/1451 OR
GO6F11/301 OR
GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

(access$3 obtain$3
retriev$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3 backup)
near5(location spot
place site placement
area) near3 (virtual
near2 (disk machine
asset service) "VM")
SAME (analyz$3
inspect$3 process$3)
near2 (virtual near2
(disk machine asset
service)) near7 (threat
malware malicious
attack)

(analyz$3 inspect$3
process$3) near2
(virtual near2 (disk
machine asset service))
near7 (threat malware
malicious attack) SAME
(alert$3 notif$ warn$3)
near3 (threat malware
malicious attack) near7
(priority order)

(analyz$3 inspect$3
process$3) near2
(virtual near2 (disk
machine asset service))
near7 (threat malware
malicious attack) SAME
(alert$3 notif$ warn$3)
near3 (threat malware
malicious attack) near7
(priority order
preference)

NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR: FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, 8K, 8SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;

OR

OR

OR

ON

ON

ON

ON

ON

ON

2022/01/25
10:11 AM

2022/01/25
10:14 AM

2022/01/25
10:15 AM

06/29/2022 11:05:49 AM
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L35

L36

L37

L38

L39

L40

31

15

"10944778"
"16585967"

"Orca near2
Security".as. AND (
(determin$4 identifi$5
identify$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3) near3 (virtual
"VM").clm.

(SHUA near2 Avi).in.
AND ( (determin$4
identifi$5 identify$3)
near2 (snapshot
snap?shot image copy
replicat$3 clon$3) near3
(virtual "VM")).clm.

( (determin$4 identifi$5
identify$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3) near3 (virtual
"VM")) SAME (threat
malware malicious
attack) AND
(H04L63/1416 OR
G06F9/45558 OR
GO06F11/1464 OR
G06F16/128 OR
H04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
H04L63/1425).cpc.

( (determin$4 identifi$5
identify$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3) near3 ((virtual
near2 disk) "VM"))
SAME (threat malware
malicious attack) AND

JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT)
(US-PGPUB; USPAT)

(US-PGPUB; USPAT:
USOCR)

(US-PGPUB; USPAT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR)

(US-PGPUB; USPAT:
USOCR)

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/01/27
06:23 PM

2022/06/13
02:12 PM

2022/06/13
02:13 PM

2022/06/13
02:13 PM

2022/06/13
02:14 PM

2022/06/13
02:14 PM

06/29/2022 11:05:49 AM
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L41

L42

26

(HO4L63/1416 OR
G06F9/45558 OR
GO6F11/1464 OR
GO6F16/128 OR
HO4L63/1433 OR
HO4L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO6F11/1451 OR
GO6F11/301 OR
GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

( (determin$4 identifi$5
identify$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3) near3 ((virtual
near2 disk) "VM"))
SAME (threat malware
malicious attack) AND
(H04L63/1416 OR
G06F9/45558 OR
GO06F11/1464 OR
G06F16/128 OR
H04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
H04L63/1425).cpc.

( (determin$4 identifi$5
identify$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3) near3 ((virtual
near2 disk) "VM"))
near5 (location spot
place site placement
area) SAME (threat
malware malicious
attack) AND

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, 8K, 8SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT)

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,

OR

OR

ON

ON

ON

ON

2022/06/13
02:15 PM

2022/06/13
02:15 PM

06/29/2022 11:05:49 AM
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L43 7
L44 2
L45 2

(HO4L63/1416 OR
G06F9/45558 OR
GO6F11/1464 OR
GO6F16/128 OR
HO4L63/1433 OR
HO4L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO6F11/1451 OR
GO6F11/301 OR
GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

( (determin$4 identifi$5
identify$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3) near3 ((virtual
near2 disk) "VM"))
near5 (location spot
place site placement
area) SAME (threat
malware malicious
attack)

(analyz$3 inspect$3
process$3) near2
(virtual near2 (disk
machine asset service))
near7 (threat malware
malicious attack) SAME
(alert$3 notif$ warn$3)
near3 (threat malware
malicious attack) near7
(priority order
preference)

(analyz$3 inspect$3
process$3) near2
(virtual near2 (disk
machine asset service))
near7 (threat malware
malicious attack) SAME
(alert$3 notif$ warn$3)
near3 (threat malware

SG, SI, 8K, 8SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT)

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, 8K, 8SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT)

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, 8K, 8SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT)

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,

OR

OR

OR

ON

ON

ON

ON

ON

ON

2022/06/13
02:15 PM

2022/06/13
02:16 PM

2022/06/13
02:16 PM
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malicious attack) near7
(priority order)

MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, 8K, 8SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT)

L46 1 (access$3 obtain$3 (US-PGPUB; USPAT; |OR ON ON 2022/06/13
retriev$3) near2 USOCR; FIT (AP, AT, 02:16 PM
(snapshot snap?shot AU, BE, BG, BR, BY,
image copy replicat$3 |CA, CH, CN, CS, CU,
clon$3 backup) CZ, DD, DE, DK, EA,
near5(location spot EE, EP, ES, FI, FR, GB,
place site placement HR, HU, ID, IE, IL, IS,
area) near3 (virtual IT, JP, KR, LT, LU, LV,
near2 (disk machine MA, MC, MD, MY, NL,
asset service) "VM") NO, NZ, OA, PH, PL,
SAME (analyz$3 PT, RO, RS, RU, SE,
inspect$3 process$3) SG, SI, SK, SU, TH,
near2 (virtual near2 TN, TR, TW, UA, VN,
(disk machine asset WO); FPRS; EPO;
service)) near7 (threat |JPO; DERWENT)
malware malicious
attack)
PE2E SEARCH - Search History (Interference)
Ref # Hits Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
N1 2 (( (determin$4 identifi$5 | (US-PGPUB; USPAT) |OR ON ON 2022/01/25
identify$3) near2 10:18 AM

(location spot place site
placement area)
near5(snapshot
snap?shot image copy
replicat$3 clon$3
backup) near3 ((virtual
near2 (disk machine))
"VM")) AND cloud
near2 (asset
service)).clm. AND
(HO4L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR

GO06F11/301 OR

06/29/2022 11:05:49 AM
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N2 1

N3 0

GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

((access$3 obtain$3
retriev$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3 backup)
near5(location spot
place site placement
area) near3 (virtual
near2 (disk machine
asset service) "VM")
SAME (analyz$3
inspect$3 process$3)
near2 (virtual near2
(disk machine asset
service)) near7 (threat
malware malicious
attack) ).cim. AND
(HO4L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
HO04L63/1425).cpc.

((analyz$3 inspect$3
process$3) near2
(virtual near2 (disk
machine asset service))
near7 (threat malware
malicious attack) SAME
(alert$3 notif$ warn$3)
near3 (threat malware
malicious attack) near7
(priority order
preference)).clm. AND
(HO4L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

ON

ON

ON

ON

2022/01/25
10:19 AM

2022/01/25
10:20 AM

06/29/2022 11:05:49 AM
Workspace: 16585967

IPR2025-0168314 of 16
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N5 1

G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO6F11/1451 OR
GO6F11/301 OR
GO6F11/3476 OR
HO4L63/1408 OR
HO4L63/1425).cpc.

((analyz$3 inspect$3
process$3) near2
(virtual near2 (disk
machine asset service))
near7 (threat malware
malicious attack) SAME
(alert$3 notif$ warn$3)
near3 (threat malware
malicious attack
hack$3) near7 (priority
order preference)).cim.
AND (H04L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
HO04L63/1425).cpc.

((access$3 obtain$3
retriev$3) near2
(snapshot snap?shot
image copy replicat$3
clon$3 backup)
near5(location spot
place site area) near3
(virtual near2 (disk
machine asset service)
"VM") SAME (analyz$3
inspect$3 process$3)
near2 (virtual near2
(disk machine asset
service)) near7 (threat
malware malicious

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

ON

ON

ON

ON

2022/06/13
02:18 PM

2022/06/13
02:18 PM

06/29/2022 11:05:49 AM
Workspace: 16585967

IPR2025-0168815 of 16
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N6 2

attack) ).cim. AND
(HO4L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
HO04L63/1425).cpc.

(( (determin$4 identifi$5
identify$3) near2
(location spot place site
area) near5(snapshot
snap?shot image copy
replicat$3 clon$3
backup) near3 ((virtual
near2 (disk machine))
"VM")) AND cloud
near2 (asset
service)).clm. AND
(HO4L63/1416 OR
GO06F9/45558 OR
GO06F11/1464 OR
GO06F16/128 OR
HO04L63/1433 OR
H04L63/1441 OR
G06F2009/45562 OR
G06F2009/45583 OR
G06F2009/45587 OR
G06F2009/45591 OR
G06F2009/45595 OR
G06F2201/84 OR
G06F2201/815 OR
G06F2201/86 OR
GO06F11/1451 OR
GO06F11/301 OR
GO06F11/3476 OR
H04L63/1408 OR
HO04L63/1425).cpc.

(US-PGPUB; USPAT)

OR

ON

ON

2022/06/13
02:19 PM

06/29/2022 11:05:49 AM

Workspace: 16585967

IPR2025-0168&16 of 16
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UNITED STATES osantin A AaaogX 1450
PATENT AND TRADEMARK OFFICE A Y o soto o
ELECTRONIC ACKNOWLEDGEMENT RECEIPT
APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/585,967 07/22/2022 10:57:55 AM ET 15635.0003-00000
Title of Invention
TECHNIQUES FOR SECURING VIRTUAL MACHINES
Application Information
APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)
CONFIRMATION # 9843 FILED BY Wanda Whittington
PATENT CENTER # 60804667 FILING DATE 09/27/2019
CUSTOMER # 22852 FIRST NAMED Avi SHUA
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Christopher Johns
ADDRESS

Documents TOTAL DOCUMENTS: 2
DOCOUMENTY FAGES DESCRIPTION SIZE (KB
1H8E5-0003-000040- 1 ssue Fee Payment (PTO-858) 176 KB
Issuekes Transmittal-07-22-
2022 et
158535-0003- 2 Post Allowance Communication TH KB

J0000CommentsOnSiatemen - Incoming
tofRasonskorAllowance?-22-
2022 pdt

Digest

DOCUMENTY MESSAGE DHGEST{SHA-S1Z)

IPR2025-01083
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S635-0003-00000- SBAZGR4CESABEESBIBEOZBBBCI7T7AZTAREISTEIBFACADT4D
ssuekeeTransmittal-07-22- D4GHIFTRBRFZC2T700 EBZREQE364TIBF4ADTITETFOAAABRBI 1
2022 pat 4042B80DSTEACT41054840322528BA52

15835-0003- B78E 10ABF37FO20F38E2100F23C0E024048EAFA 12834140613
QOO00CommentsOnSiatementol SOBBBTIFOBV129158821 2CCT7RR7HSDAZRETIIOTTOIBDEGTS
RasonsForAllowance7-22- AFBT7DECHI2GFZCBCDADOFERTTEFS

2022 it

This Acknowledgement Receipt evidences recaipt on the noted dats by th FT\ of the mdicated documenis, characterized
by the applicant, and including page counts, where appiicabla, It servas as avidence of racaipt similar o a Post Card, as

descnpad in MPER 508

New Applications Under 35 U8.C. 111

H# a new application is baing filsd and the application includes the necassary componenis for filing dale (ses 37 OFR 1 53'1"-‘:-
app! g & ¥ I s }

and MPER B08), a Filing Receipt (37 OFR1.54) wilt be issued in due course and tha dals shown on this Acknowladgerms

Raceipt wil ..e:i'ab::s.i 1ihe filing daa‘e of the application

fax
fird
{v"l

National Stage of an intermnational Spplication under 38 US.C, 371

H# a tmely submission {o enter the nadional stags of an infernational apphcation is compiiant with the conditions of 35 U

371 and other applicable requirements a Form PCT/DO/EN/SOE indicaling asceptance of the application as a natic :“":85 slags
asubmission under 35 ULS.C. 871 will be issuad in addition 1o the Fiing Receipt, in due course.

R

N

New Infernational Application Filed with the USPTO as a Recelving Office

i a new internatlional application s being fHled and the international application includes the necessary componanis for an
international fiing dats {see PCT Arlicle 11 and MP L»* 1818}, a Notification of the International Apsiicaiian Number and of the
International Filing Date (Form PCT/ROAM0S) will be issuead in due course, subjsct 1o prescriplions concerning nalional security
ardd the date shown on this Ackrowledgement f%w*e;“i‘ will establish the international Hling date of the appiicaiign

IPR2025-01083
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PATENT
Attorney Docket No. 15635.0003-00000

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Techniques for Securing Virtual
Machines

Group Art Unit: 2435

Examiner: SAADOUN, HASSAN
Application No.: 16/585,967

Filed: 09/27/2019
Confirmation No.: 9843
For: Avi SHUA

N N N N N N N e e e

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Commissioner:

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Applicants are appreciative of the Examiner’s allowance of the pending claims on
July 7, 2022. Without withdrawing the allowed claims from issue, Applicant submits
these comments.

In the Notice of Allowance, the Examiner made certain characterizations and
assertions regarding the allowed claims. Although Applicant agrees with the Examiner’s
ultimate conclusion that the claims are patentable, Applicant does not necessarily agree
with all of the characterizations and assertions made or suggested in regard to the
Examiner’s reasons for allowance. For instance, Applicant submits that each of the
allowed claims is patentable based on the subject matter defined by the claim language
and the combination of recitations within the claims, and not based solely on the

recitations discussed during examination.

IPR2025-01083
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Application No.: 16/585,967
Attorney Docket No.: 15635.0003-00000
Should the Examiner disagree with the Applicant’'s comments on the Examiner’s
Statement of Reasons for Allowance, the Examiner is invited to contact the
undersigned, in order to resolve such disagreement.
Please charge any fees due in connection with the filing of this paper to Deposit

Account No. 06-0916.

Respectfully submitted,

FINNEGAN, HENDERSON, FARABOW,
GARRETT & DUNNER, L.L.P.

Dated: 22 July 2022 By:_ /Christopher C. Johns/
Christopher C. Johns
Reg. No. 68,664
(202) 408-4000

IPR2025-01083
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UNITED STATES PO Bax éigg

PATENT AND TRADEMARK OFFICE o lwvw.uéatu;ggv

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/585,967 QF/22/2022 15755 AMET 15635.0003-00000

Title of Invention
TECHNIQUES FOR BECURING VIRTUAL MACHINES

Application Information

APPLICATION TYPE  Uiility - Nonprovisional Application PATENT # -
under 35 USC 111i{a)

CONFIRMATION #  ©343 FILED BY  Wanda Whittington
PATENT CENTER # §0O804887 AUTHORIZED BY  (hristophar Johns
CUSTOMER # 22852 FILING DATE (@/27/2018

CORRESPONDENCE - FIRST NAMED  A«i SHUA
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY
CARD /1007 E20327LARE03810 Wanda Whittingion

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
251 UTILITY I8SUE FEE G080 800.00

TOTAL AMOUNT: $800.00

This Acknowladgermend Recaipt evidencses raceipt on the notad date by the USPTE of the ing
by the apnlicant, and including page counts, where app
described in MPEP 503

waled documaents, characterizad
a, it serves as evidence of receipt similar 10 8 Post Card, as

New Applications Under 38 .80, 111

¥ anow applicalion is being filed and the application includes the necessary componanis for filing date (see 37 CFR 1.553{b- (el

and MPEPR 508}, a Filing Recelpt (37 CFR 1.54) will ba issued in dus courss and the dale shown on this Acknowledgement

Receipt will aslabiish the filing dales of the application

National Stage of an International Application under 38 UE.C. 381

i a timely submission o entar the national stage of an international applicalion is compliant with the conditions of 35 11L.8.C.

371 and othar applicabls requirements a Form POT/DO/EGB03 indicating accegtance of the application as a national stage
Orca Security EX1020 Page 173
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o5

ubmission under 35 LLE.C. 371 will e issued in addition 1o the Fiing Heosipt, in dus course.

New International Application Flled with the USPTO as & Bogelving Offics

i a new internalional application s baing filed and the international
international {i

pplication includes the nacassary componants for an
g dats (see PCT Article 11 and MPEF 1810), a Notification wi‘ the infernational Application Number and of the

International Filing Date (Form PCT/ROMGE) will be issued In due course, subjact 1o prescriplions concerning national securily,
and the date shown on this Acknowledgement Rbﬁ@!}}i will establish the misrnational filing date of the apglication.

IPR2025-01083
Orca Security EX1020 Page 174



PART B - FEE(S) TRANSMITTAL
Coraplete and sead this form, together with applicable fee(s), by wail or fax, or via BFS
By mail, send to: Mail Stop ISSUE FEE By fax, send to: (871)-273-2885
Cornmissioner for Patents

P.O. Box 1450
Alexandria, Virginia 22313-1450

v

s 1 through 5 should b
correspendence addres
2 ADDRESS" for maintenance fee notitications.
n only be used for domestic mailings of the
ate cannot be used for any other accompanying

INSTRUCTIONS: This forra should be used for ransmitting the ISSUE FEE and PUBLICATION FEE {f required). Block
further correspos ¢ including the Patent, advance orders and notification of maintenance fees will be mailed to the curr
below or directed otherwise in Block 1, by {a) specifying a new correspondence address; and/or (b} mdicating a separate "FE
\Ime A ce
Fee(s) Transt

I

nittal. This certifi

NI CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

papers. Each additiopal paper, such as an assighment or formal drawing, must
have its own certificate of mailing or transmuission.
22852 7A90 G022 Certificate of Malling or Transmission
I‘ENJ\}‘(IAN HENDFE R&.’()‘l\ FAR AB(}\N GARRETT & DUN] \}gemb certify that this Feels) Transmitial is being deposited with the United
fates Postal Service with sufficient postage for first class mail in an envelope
LLP addressed to the Mail Stop ISSUE FEE address above, or being transmitted to

901 NEW YORK AVENUE. NW the USPTO via EFS-Web or by facsimile to (371) 273-288S, on the date below,
WASHINGTON, DC 206001-4413 (Iyeed o primes wame)
(Signaturs)
{Date)
E APPLICATION NO. i FILING DATE E FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. E CONFIRMATION NO. I
167583 967 0972712019 Avi SHUA 15635.0003-00000 9R43
TITLE OF INVENTION: TECHNIQUES FOR SECURING VIRTUAL MACHINES
E APPLN, TYPE I ENTITY STATUS i {88UE FEE DUE E PUBLICATION FEE DUE I PREV. PAID ISSUE FEE E TOTAL FEE(S) DUE E DATE DUE I
nonprovisional SMALL $600 30.00 SO.00 $600 10/07/2022
E ENAMENER ; ART UNIT E £1.A5S-SURCLASS I
SAADOUN, HASSAN 2435 726-023000
i. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, hist
CFR 1.363). (1) The names of up to 3 registered patent attorneys Finnegan‘, }-{endersgn,
or agents OR, alternatively, 1

Lk Change of correspondence address {or Change of Correspondence
Address form PTO/ATANZZ or PTO/SRA22) attached.

(2) The name of a single firm {having as a member a Farab(ﬂv* Garrett &
g wed attorney or sgent) and the names of up to 2 )

o . o . epistered patent (mom"w or agents. If no name is - s

td “Pee Address” md;catxon {or "Fee Address” Indication form PO/ z:teil, a0 narir}xe will be printed. . . PDunner LLP

ATAJAT or PTQYSB/AT, Rev 03-02 or more recent) attached. Use of 3 3
Customer Number is veguired.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT {print or type}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. I an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(€8]

{A) NAME OF ASSIGNEE (B} RESIDENCE: (CITY and STATE OR COUNTRY)
Orrea Secarity LTD. Tel Aviv, Israel
Please check the appropriare assignee category or categortes {will not be printed ou the patent} - [ Tndividual L Corporation or other privaie group entity L4 Government
4a. Fees submitted: ﬁ;sxu& Fee [ JPublication Fee (if required} [ JAdvance Order - # of Copies
4b. Method of Payment: {Please first reapply any previously paid fee shown above}
2% rectronic Payment via EFS-Web {4 Pnciosed check [.d Nop-electronic payment by credit card {Attach form PTO-2038)

td The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

3. Change in Entity Status (from status indicared aboy

3 Applicant certifying micro entity siatus. See 37 CFR 1,20 \OTL Absent 4 valid certification of Micro Emny Status (nvc forms PTO/SR/ISA and 13B), m,u"
“ & B At fes sment in the micro entity amount wit! not be acce pied at the risk of application abandonment.

pplication was previously ur nicro entiny status

ation of loss of entitlement (o micro enti ¥ st atus.

“hecking this box will be taken to be a notification of loss of entitlement to small or micrc

entity status, a5 applicable.

i . . . . - . p i il b V 2 2
L Applicant asserting smail entity status. See 37 CFR 1.27 ng this box will be MM”

L4 Applicant changing to regular undiscounted {ee status.

NGTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signatire requirements and certifications

Authorized Signamre_/ Chiristopher C. Johns/ Date 22 fuly 2022
Typed or printed name Chl‘istopher . }rOhﬂS Registration No. 68,664
5 s IRR2022:01083
PTOL-83 Part B (08-18) Approved for use through 03/3172020 OMRB 06510033 1.5, Patent and Trademark Qflice; SEPAR COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/585,967 08/30/2022 11431735 15635.0003-00000 9843
22852 7590 08/10/2022
FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER
LLP

901 NEW YORK AVENUE, NW
WASHINGTON, DC 20001-4413

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 381 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Avi SHUA, Tel Aviv, ISRAEL;

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Orca Security LTD., Tel Aviv, ISRAEL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09) |PR2025_01 083
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Complete if Known
Application Number 16/585,967
|NFORMAT|ON DlSCLOSU RE Filing Date September 27, 2019
First Named Inventor Avi SHUA
STATEMENT BY APPLICANT .
Group Art Unit 2435
(Use as many sheets as necessary) Examiner Name Saadoun, Hassan
Sheet | 1 | of | 1 Attorney Docket Number | 15635.0003-00000
U.S. PATENTS
Examiner Cite Document Number Issue or Name of Patentee or Pages, Columns, Lines, Where
Initials” No.! . R Publication Date Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code“ (if known) MM-DD-YYYY Figures Appear
US-10/944,778 B1 03-2021 Golan, Oron
US-10/536,471 B1 01-2020 Derbeko, Philip
US-11/068,353 B1 07-2021 Ved, Amber
US-9/268,689 B1 02-2016 Chen, Grace Jing
US-10/469,304 B1 11-2019 Kempe, Gregory Jonathan
U.S. PUBLISHED PATENT APPLICATIONS
Examiner Cite Document Number Issue or Name of Patentee or Pages, Columns, Lines, Where
Initials” No.® . Publication Date Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code® (if known) MM-DD-YYYY Figures Appear
US-2017/0103212 A1 04-2017 Deng, Yu
US-2016/0094568 A1 03-2016 Balasubramanian, Swaminathan
US-2016/0004449 A1 01-2016 Lakshman, Avinash
US-2013/0191643 A1 07-2013 Song, Zhexuan
US-2018/0137032 A1 05-2018 Tannous, Samuel Joseph
US-2008/0189788 A1 08-2008 Bahl, Pradeep
US-2016/0364255 A1 12-2016 Chefalas, Thomas E.
US-2011/0289584 A1 11-2011 Palagummi, Siva Sai Prasad

Note: Submission of copies of U.S. Patents and published U.S. Patent Applications is not required.

FOREIGN PATENT DOCUMENTS

Examiner Cite Publication Date Name of Patentee or Pages, Columns, Lines, Translation®

Initials” No. Foreign Patent Document MM-DD-YYYY Applicant of Cited Document Where Relevant Passages

or Relevant Figures
Country Code’ Number® Kind Code” (if known) Appear
NONPATENT LITERATURE DOCUMENTS

Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item Translation®

Initials” No.! (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),

publisher, city and/or country where published.
Examiner Date
Signature Considered

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

IPR2025-01083
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PTO Notes regarding this form:

' Applicant’s unigue citation designation number (optional).
2 See Kinds Codes of USPTO Patent Documents at www iispta. goyv or MPEP 901.04.

3 Applicant’s unique citation designation number (optional).

4 See Kinds Codes of USPTO Patent Documents at wwiw.uspio.gov or MPEP 901.04.

> Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3).

6 For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document.

" Kind of document by the appropriate symbols as indicated on the document under WIPO
Standard ST.16 if possible.

8 Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required
to obtain or retain a benefit by the public which is to file (and by the USPTO to process) an
application. Confidentiality is governed by 35 U.S.C. 122 and CFR 1.14. This collection is
estimated to take 2 hours to complete, including gathering, preparing, and submitting the
completed application form to the USPTO. Time will vary depending upon the individual case.
Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-
1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

IPR2025-01083
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PATENT
Attorney Docket No. 15635.0003-00000

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Avi SHUA Group Art Unit: 2435

Application No.: 16/585,967 Examiner: Saadoun, Hassan
Filed: September 27, 2019 Confirmation No.: 9843

For:  TECHNIQUES FOR SECURING
VIRTUAL MACHINES

L P N A N )

Commissioner for Patents Via EFS-Web
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Commissioner:
INFORMATION DISCLOSURE STATEMENT

Pursuant to 37 C.F.R. §§ 1.56, Applicant submits the documents on the attached
listing and requests that the documents be made of record and placed in the file of this
application.

Furthermore, because the related applications associated with this submission
are identified in Office records as sharing priority with the instant application, it is
assumed that the Examiner has already considered these related applications and the
references cited during their prosecution to the patentability of the claims of the instant
application. Nevertheless, in a further abundance of caution, Applicant identifies the

related applications below.
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Application No. 16/585,967
Attorney Docket No. 15635.0003-00000

Application No. Filing date
17/330,998 05/26/2021
17/361,861 06/29/2021

This submission does not represent that a search has been made or that no
better art exists and does not constitute an admission that each or all of the listed
documents are material or constitute “prior art.” If the Examiner applies any of the
documents as prior art against any claim in the application and Applicant determines
that the cited documents do not constitute “prior art” under United States law, Applicant
reserves the right to present to the U.S. Patent and Trademark Office the relevant facts
and law regarding the appropriate status of such documents.

Applicant further reserves the right to take appropriate action to establish the
patentability of the disclosed invention over the listed documents, should one or more of
the documents be applied against the claims of the present application.

Please charge any fee due in connection with the filing of this Statement to
Deposit Account No. 06-0916.

Respectfully submitted,
FINNEGAN, HENDERSON, FARABOW,

GARRETT & DUNNER, L.L.P.

Dated: August 22, 2022 By:___/Christopher C. Johns/
Christopher C. Johns
Reg. No. 68,664
Phone: 202-408-4000
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‘ ) P03, Box 1450
Alaxandrizg, VA 22

UNITED STATES

PATENT AND TRADEMARK OFFICE B »;"’»fé‘”
ELECTRONIC ACKNOWLEDGEMENY BECEIPT
APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/585,967 08/22/2022 03:53:21 PM ET 15635.0003-00000
Title of Invention
TECHNIQUES FOR SECURING VIRTUAL MACHINES
Application Information
APPLICATION TYPE  Utility - Nonprovisional Application PATENT # 11431735
under 35 USC 111(a)
CONFIRMATION # 9843 FILED BY Sharon Horton
PATENT CENTER # 60894931 FILING DATE 09/27/2019
CUSTOMER # 22852 FIRST NAMED  Avi SHUA
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Christopher Johns
ADDRESS
Documents TOTAL DOCUMENTS: 2
DOCUMENT FAGES DESCRIPTION SIZE (KB
15835 0003-00000 As-Filed 2 Transmilial Lelter a3 KB
DS Transmitial
{8.22.20228.pdf
15835 000300000 As-filed - P information Disglosure 113 KB
PTO-5808.pdt Statement (08} Form (SBOS)

Waming: This is not a USPTC supplied S fillable form. Bata in the form cannot be
automalically loaded o other USPTO gsystems.

Digest

DOCUMENTY MESSAGE IGESTSHA-SS}
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15635 0003-00000 As-Filled 1DS 11BBE77DERE7TETI3852AATIDEBTDECESFOFBEFAZBO40350CC

Transmittal 08,22 2022 pdi 34E4DSCDADBSATAARCESTCASEEREFOSCCEE14408308AA182
4B851BO3 153004008 10AGTCEB3A30GT

15635.0003-00000 As-filed - 1 QSAQ-SSFQQSSQAS?@S&4"&',"’ GEEECRE2ZADTC888611F30AEEE
PTO-5BO8 . pdt 42EBSANREEET445FCARSBOTO0RDT7E 133 1076AFET 162440584
GﬁFAGasiCFSR&EQ 735085060 A460648

This Acknowledgement Raceipd evidencses receipt on the noted date by the USPTO of the indicated documents, characterize
by the applicant, and Including pags counts, where sppiicabla, It serves as evidence of recept simiar 1o a Post Card, as

¢hin
described in MPEP 503

New Applications Under 35 U.8.0. T

# a new applicalion is bemng #led and the amiécstim inchudes tha necassary componaenis {or filing date (see 37 CFR 1.
and MPEP 508}, a Filing Receipt (37 CFR 1.54) wili be issusd in due courss and the dale shown on this Acknowlsdgamen
Hacaint will estabiish ths filing date of the application

in
o]
(o2

33(b-(d

==

National Stage of an international Application under 38 US.C. 371

H g Hmely subrission fo enter the national ciaf}s OE s intsrnational application is compliant with the conditions of 35 .80
371 and other appilic ab:w sequuﬂ"m is a Form PCTAGEDSGS indi c-i ng accagiance of tha apglication as a naiss:mai stage
submission under 35 LL.5.C. 371 will be issuad in addition o the Fiing Hecsipt, in dus cowrsa

Now International Application Fllad with the USPTO as a Recelving Qffies
H# a new intermalional application s baing filed and the international apn
international filing date {see PUT Article 11 and MPEP 1818}, & Notific
international Fiiir“@; Date
and the date shown on thi

iy includes the nacassary components for an
ation of the Inlernational Application Numbsr and of the
Form PCT/RGAES) will be issuad in due courss, x:ubjui o presoriptions congerning nalional seourily,

Acknowledgement Raceipl will establish the internationad filing date of the uppis(..alsan‘

|
s
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Doc Code: STAT.DISCLMR

Document Description: Statutory Disclaimers per Manual of Patent Examining Procedure(MPEP) 1490

PTO/SB/43 (11-23)
Approved for use through 05/31/2024. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DISCLAIMER IN A PATENT UNDER 37 CFR 1.321(a)

Name of Patentee

Docket Number (optional

) 15635.0003-00000

Orca Security LTD.
Patent Number1 1431 735

Date Patent Issued

30 August 2022

Title of Invention

TECHNIQUES FOR SECURING VIRTUAL MACHINES

Patentee hereby disclaims:

[
L

[

overpayment, to Deposit Account No.

the following complete claim(s) in the above-identified patent: 1-7,9-17, 19

the terminal part of the term of the above-identified patent beginning on the date:
the entire term of the above-identified patent.

The disclaimer is binding on the patentee and its successors or assigns.

The extent of patentee’s ownership interest in the above-identified patent is: 100% (Reel/Frame 050520/0770)
The fee for this disclaimer is set forth in 37 CFR 1.20(d) and is being paid in the following manner:
payment by the USPTO patent electronic filing system.

the Director is hereby authorized to charge any fees which may be required, or credit any

[
H

a check in the amount of the fee is enclosed.

The undersigned is:

entity.

attorney or agent of record.

payment by credit card. Form PTO-2038 is attached.

WARNING: Information on this form may become public. Credit card information should not be included on this
form. Provide credit card information and authorization on form PTO-2038.

patentee. If patentee is a juristic entity, the undersigned is authorized to act on behalf of the juristic

Signature

/Christopher C. Johns/

Date

17 April 2024

Name (printed/typed

)Christopher C. Johns

Practitioner registration number

68,664

Note: See 37 CFR 1.4(d) for signature requirements and certifications.

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to
comply with an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has
a currently valid OMB Control Number. The OMB Control Number for this information collection is 0651-0031. Public burden for this form is
estimated to average 12 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the information collection. Send comments regarding this burden estimate or any
other aspect of this information collection, including suggestions for reducing this burden to the Chief Administrative Officer, United States Patent
and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. If filing the completed form by mail, send to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. The United States Patent
and Trademark Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The
USPTOQ’s system of records is used to manage all applicant and owner information including name,
citizenship, residence, post office address, and other information with respect to inventors and their
legal representatives pertaining to the applicant's/owner’s activities in connection with the invention for
which a patent is sought or has been granted. The applicable Privacy Act System of Records Notice for
the information collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, available in the
Federal Register at 78 FR 19243 (March 29, 2013). https:/fwww. govinfo. gov/content/pke /FR-2013-03-
29/ ndi/2013-07341 ndf

Routine uses of the information in this record may include disclosure to:

1) law enforcement, in the event that the system of records indicates a violation or potential violation of
law;

2) a federal, state, local, or international agency, in response to its request;
3) a contractor of the USPTO having need for the information in order to perform a contract;

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA)
requires disclosure of the record;

5) a Member of Congress submitting a request involving an individual to whom the record pertains,
when the individual has requested the Member’s assistance with respect to the subject matter of the
record;

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including
disclosures to opposing counsel in the course of settlement negotiations;

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of
records conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA
regulations and any other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be
used to make determinations about individuals;

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review
pursuant to the Atomic Energy Act (42 U.S.C. 218(c));

9) the Office of Personnel Management (OPM) for personnel research purposes; and
10) the Office of Management and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process
and/or examine your submission, which may result in termination of proceedings, abandonment of the

application, and/or expiration of the patent. IPR2025-01083
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i a Himely submission {¢ enter the national slags of an b
371 and other applicable req draments a Form PG
submission undey I3 US.0

ntarnational application is compilant with the conditions of 35 U.S.C.
TAVEGANS indicating acceplancs of the application as a national stage
@ ssuad in addition o the Fiing Receipt, in due course.

New Infornational Application Fllod with the USPTO as a Recsiving Office

# & new international me ication ia being fed and the internadional application includes the necessary components for an
international iing dads (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number and of the
international Filing i‘)aa

CT/ROM0E) will be issuad in due cowrss, subject to prascriptions concarming national security,
and the date shown onthis A(zkna\;uhzzdgemszsr‘.t Receipt will sstablish the intamational filng date of the application.
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desgorinad in MPEPR 503,

New Applications Under 35 U.8.C, 11

i a new application is baing filed and the application includes the necessary componenis Tor fling dale (sea 37 OFR 1.83(0]
andd MPEPR 506}, a } ing Receipt (37 CFR 1.54) will be issued in dus course and the date shown on this Acknowledgement
Receipt will astablish the filing date of the applicalion

Nationas! Stage of an international Application under 35 US.C. 3T

~

§ a tmely submission i entar the national stage of an intermational dpvimmr is compliant with the conditions of 35 U.8.C.
71 and other applicabie requiram SDOEGSNE indica Q aceey x of the application as a national stage
submission under 33 U.8.C. 371 will he issuad in addition o the Filing Recelpt, in due course.

Neow Internationsal A;};}iémi%un Fllod with the USPTO as a Recsiving Office

# & new international apphication ia being fed and the inlemadional application includes the necessary components for an
infernational Bing date (see ! CT Article 11 and MPEP 1510), a Notification of the Inlemal -a:-rai Apphoztion Number and of the
internationat Filing Dals Form POT/ROA0E) will be issusd in due courss, subject to prascriptions concaming national security,

and tha date shown on this Acknowledgemant Hecaipt will astablish the internabional Hling date of the agplication.
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* 16/585,967 *

Applicant(s)/Patent under
Reexamination

16/585,967 SHUA, Avi
Examiner Art Unit
SAADOUN, HASSAN 2435
Document Code - DISQ Internal Document - DO NOT MAIL
TERMINAL
DISCLAIMER 0O APPROVED DISAPPROVED
This patent is subject
Date Filed: 17 April 2024 to a Terminal
Disclaimer

Approved/Disapproved by:

/KIMBERLY R WHITE/

Technology Center: OPLC

Telephone: (571)272-6179

TD form is missing. Please resubmit information on form PTO/AIA/26 (04-14). No additional fee is required

with resubmission.

U.S. Patent and Trademark Office

TSS-IFW Terminal Disclaimer Part of Paper No. 20240418
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Trials@uspto.gov Paper 7
571-272-7822 Date: May 9, 2024

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

WIZ, INC.
Petitioner,

V.

ORCA SECURITY LTD,
Patent Owner.

IPR2024-00220
Patent 11,431,735 B2

Before RICHARD M. LEBOVITZ, DANIEL J. GALLIGAN, and
GARTH D. BAER, Administrative Patent Judges.

LEBOVITZ, Administrative Patent Judge.

DECISION
Denying Institution of /nter Partes Review
3I5US8C.§314
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I. INTRODUCTION
Wiz, Inc. filed a petition for inter partes review of claims 1-7, 9—17,
and 19 (“the challenged claims™) of U.S. Patent No. 11,431,735 B2 (Ex.
1001, “the *735 patent™). Paper 2. Orca Security Ltd. (“Patent Owner™) filed
a Preliminary Response to the Petition. Paper 6 (“Prelim. Resp.”).
For the reasons discussed below, we do not institute an inter partes

review of any challenged claim.

II. DISCUSSION

Patent Owner argues that the Petition 1s moot and an IPR cannot be
instituted because a statutory disclaimer was filed with the U.S. Patent and
Trademark Office disclaiming all challenged claims 1-7, 9-17, and 19 of the
’735 patent. Prelim. Resp. 1; see also Ex. 2001 (Disclaimer in Patent under
37 CFR. § 1.321(a), Form PTO/SB/43 (11-23), filed Apr. 17, 2024).

Under 37 C.F.R. § 42.107(e), “[t]he patent owner may file a statutory
disclaimer under 35 U.S.C. 253(a) in compliance with § 1.321(a) of this
chapter, disclaiming one or more claims in the patent,” and “[n]o infer
partes review will be instituted based on disclaimed claims.”

A statutory disclaimer 1s “considered as part of the original patent™ as
of the date on which it is “recorded” in the Office. 35 U.S.C. § 253(a). “A
statutory disclaimer under 35 U.S.C. § 253 has the effect of canceling the
claims from the patent and the patent is viewed as though the disclaimed
claims had never existed in the patent.” Guinn v. Kopf, 96 F.3d 1419, 1422
(Fed. Cir. 1996). See also Raytheon Technologies Corporation v. General
Electric Company, 993 F.3d 1374, n.4 (Fed. Cir. 2021) (“Disclaimed claims

are treated as if they never existed.”)
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For a disclaimer to be “recorded” in the Office, the document filed by
the patent owner must:
(1) Be signed by the patentee, or an attorney or agent of record;

(2) Identify the patent and complete claim or claims, or term
being disclaimed. A disclaimer which is not a disclaimer of a
complete claim or claims, or term will be refused recordation;

(3) State the present extent of patentee’s ownership interest in the
patent; and

(4) Be accompanied by the fee set forth in [37 C.F.R.] § 1.20(d).
37 CF.R. § 1.321(a). “[N]othing in the statutes or regulations requires any

29

action by the [Patent Office] for a disclaimer to be ‘recorded.”” Vectra
Fimess, Inc. v. INWK Corp., 162 F.3d 1379, 1382 (Fed. Cir. 1998).

From our review of Exhibit 2001 and the Office’s public records, we
conclude that a disclaimer of claims 1-7, 9—17, and 19 of the *735 patent
under 35 U.S.C. § 253(a) has been recorded in the Office as of April 17,
2024. Ex. 2001. Because the Board cannot institute trial on disclaimed
claims and all of the challenged claims have been disclaimed here, no inter
partes review will be instituted. See Gen. Elec. Co. v. United Techs. Corp.,
[PR2017-00491, Paper 9 (PTAB July 6, 2017) (precedential) (denying
institution of inter partes review under rule 37 C.F.R. § 42.107(e) based on
disclaimer).

III. ORDER

In consideration of the foregoing, it is hereby ORDERED that
pursuant to 35 U.S.C. § 314(a), no inter partes review of the challenged
claims of U.S. Patent No. 11,431,735 B2 is instituted.
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FOR PETITIONER:

Matthew Argenti

Michael Rosato

Wesley Derryberry

WILSON SONSINI GOODRICH & ROSATI
margenti@wsgr.com

mrosato@wsgr.com

wderryberry(@wsgr.com

FOR PATENT OWNER:

Inge Osman

Steven Peters

Kristina McKenna

LATHAM & WATKINS LLP
inge.osman(@lw.com
steven.peters@lw.com
krissy.mckenna@lw.com

IPR2025-01083

Orca Security EX1020 Page 193



Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv, IL. TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 17, 2024, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-7, 9-17 and 19 of said patent.
(Official Gazette, July 2, 2024)
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Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv (IL). TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 17, 2024, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-7, 9-17 and 19 of said patent.
(Official Gazette, September 17, 2024)
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Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv (IL). TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 14, 2024, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-7, 9-17 and 19 of said patent.
(Official Gazette, December 10, 2024)
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Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv (IL). TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 17, 2024, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-7, 9-17, 19 of said patent.
(Official Gazette, March 25, 2025)
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Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv (IL). TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 17, 2024, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-7, 9-17, 19 of said patent.
(Official Gazette, April 8, 2025)
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Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv (IL). TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 17, 2024, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-7, 9-17, 19 of said patent.
(Official Gazette, May 6, 2025)
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Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv (IL). TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 17, 2024, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-17, 9-17, 19 of said patent.
(Official Gazette, June 3, 2025)
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Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv (IL). TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 17, 2025, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-7, 9-17, 19 of said patent.
(Official Gazette, July 8, 2025)
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Disclaimer

11,431,735 B2 - Avi Shua, Tel Aviv (IL). TECHNIQUES FOR SECURING VIRTUAL MACHINES. Patent
dated August 30, 2022. Disclaimer filed April 17, 2024, by the assignee, Orca Security LTD.

I hereby disclaim the following complete Claims 1-7, 9-17, 19 of said patent.
(Official Gazette, August 12, 2025)
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