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(57) ABSTRACT

A scalable cloud infrastructure serves two or more customers,
where each customer is associated with at least one unit of
virtual resources. The virtual resources are established by
apportioning physical resources in the cloud infrastructure
that are partitioned into pods within one or more zones in a
scalable manner. Each pod comprises a strongly connected
discrete set of physical resources in a zone. Additionally, the
cloud infrastructure establishes one or more management
server clusters each comprising one or more management
servers. Hach management server is configured for allocating
the units of virtual resources to an account associated with
each customer. The traffic from two or more customer
accounts within the scalable cloud infrastructure is isolated
and segmented.

19 Claims, 12 Drawing Sheets

Pod 115

Computing Server 420

User Interaction
Resource
520

315 1

Virtual Machine 505a

Processing Resource Memory Resource
525 530

Multitenant

Networking Resource
515

Storage Resource

Hypervisor
510

535

Virtual Machine 505b

Virtual Machine 505¢

IPR2025-01083

Orca Security EX1008 Page 1



U.S. Patent Feb. 11,2014 Sheet 1 of 12 US 8,650,299 B1

w w w w
—~
%
D
%) w <C
- <<
L 'l
3 212 O O
O —_—
b W o
53] w w
o] al
S’
o 1) [dp] w

2|
o | [
o
o
~
| —
e O w | |»n
— O
s [ S
c w| |»n =
[ [ 5
) ]
P w | |wn
[
S
w | |w
\

IPR2025-01083
Orca Security EX1008 Page 2



US 8,650,299 B1

Sheet 2 of 12

Feb. 11, 2014

U.S. Patent

r-r---——i1I1r—_-----_- -___-_—-_—_—_—_—"—_——=
| 1! 1 ] |
& EE ) EIEE)
. _ _
dl 9|4 __ﬂ_ﬂ_“__m__m_"__m__m_"_H"_
| L1l Gpod 1! gppog 1) oSk g ]
vooBOZL g 1 2rETd Ay sHPed L"_ooa_"
i oSN 0} 8uU0Z -==
] - t--- == — = — = | __—

_
iLs], s, ris], !

_ ! ! |
(s, s, 18], !

| L by L
T T
y Pod b Pod I pod 1
Vo ___ 9Queuoz ._
L LS s N _m__m_ __
| glpod I | Ghipod |
EQ| | |uozZ |

Q601 0d

—_— e — — — o — — e — — — — = = = = = = = = ]

__.IIJ.IIJ.IIJ.IIJ.IIJ]

_ I HE S [sHals]
L [S1[S] __.__.__.__.__.__.
_

! _

___ GLL M GLL I gL _" Gl __ Gl " Gl
it pog Il pod Il pog IT pod ! poq !! pod |
i it olewoz

|~

IPR2025-01083

Orca Security EX1008 Page 3



US 8,650,299 B1

Sheet 3 of 12

Feb. 11, 2014

U.S. Patent

Jl Ol

_—,— e — —— — — — — —_— —— —y

01} suoz

a501 od

€601 Od

IPR2025-01083

Orca Security EX1008 Page 4



US 8,650,299 B1

Sheet 4 of 12

Feb. 11, 2014

U.S. Patent

eGle

Joniag JWoH
| e0CL OSW

¢

Ol

~

0%z JonIes
I

|
_
_
_ 0¥ Jonag
_
_

€Gll Pod

eG0l Od

0€e

0L¢ J0jedjsiuipy

G0z Jawoisn)

IPR2025-01083

Orca Security EX1008 Page 5



US 8,650,299 B1

Sheet 5 of 12

Feb. 11, 2014

U.S. Patent

€ Ol

I
I
| G0
I = T oetr B I ¢
1 kdd | | Jawoisng
___Pd___| _ 0l
IIIIIII I
| |_ 4
| agll | "
___Pd___i _
-~ T~ T I
H ) eGlLl _ I
Sie | Pd |
I
I
I
G0¢ 0Zs “
YoImMS [lemauld _
Joke suoz i
I
I
04} 8uoz "
|||||||||||||||||||| 4
0cl
JSW ol

IPR2025-01083

Orca Security EX1008 Page 6



US 8,650,299 B1

Sheet 6 of 12

Feb. 11, 2014

U.S. Patent

0cy
Janieg Bunndwo)

0cy
Janag Bunndwion

0cy

02y
Janieg Bunndwon

Jaaag Bunndwion

Gly
Janieg abeing

(117
Joniag Bunnoy

oLy

Gy
laniag obelois

Joniag Bunnoy

Gl Pod

0%
Yyoumg Jeke pod

e — —————

IPR2025-01083

Orca Security EX1008 Page 7



US 8,650,299 B1

Sheet 7 of 12

Feb. 11, 2014

U.S. Patent

9G0G SUILOBJ [enHIA

QG0G Uyl [ENUIA

Ges
80Inosay abeinig

GLg

92Jn0say BuiomoN

0€G

80In0saYy AJOLa

1A

80In0saYy Buissanold

BG0G SUIYOBY [ENMIA

4"
80IN0S8Y

uonoeJa| Jesn

0L
JosinadAn

jueuspiniy

0Z% Janag Bunndwo?n

GL1 pod

\.ﬁ G1e

IPR2025-01083

Orca Security EX1008 Page 8



US 8,650,299 B1

Sheet 8 of 12

Feb. 11, 2014

U.S. Patent

q019

0Z1 Jaisn|) Janiag Juswabeuep

| _

| _

_ _

| abeioig _

I dnyoeg _

_ _

_ _

I ¢le _

" 2019 Janlag uswabeuepy _

| abeioig _

' Arewiig 4509 _

| Jgoue[eg peoT _

“ _ 0€¢
| 9512 |, OHomeN
_ I18AI8G 1sWabRuR _ 0Ll
' _ S8U07 0]
I EG09 |

“ Jaouejeg peo _

_ _

[ EGlC !

I Janag yuswabeuep _

I

_ _

_ _

_ _

IPR2025-01083

Orca Security EX1008 Page 9



U.S. Patent

Feb. 11,2014 Sheet 9 of 12 US 8,650,299 B1

Management Server
215

Management Ul Management API
705 710

Service Manager Workload Manager
715 720

FIG. 7

IPR2025-01083
Orca Security EX1008 Page 10



US 8,650,299 B1

Sheet 10 of 12

Feb. 11, 2014

U.S. Patent

V8 Ol

T
gs0¢
Jawo)sno

€G0¢
Jawio)sno

! i
- i B
N T o
Loy 160G WA < I _
|l LT * m !
I I
! m 202 Janiag Bunndworn “ !

I |
N -
| ! 1 |
I LTI Lo
| 950G A - L
Ly LI o
HE= — -
I =T N .
N m A
L HETTTETTTTT m .
N Nanainiily T W P Lo S8
I T e qg08 !
| | " J <% ’ 1 “
m || dozp Jenies Bugndwon i e aouelddy Bunnoy |e m "
| ! m | |
| m ‘ommcancas - BG0Q Au-.m::“: ) 0ee
m L = ds0sWA — ﬂmnnunn“ souelddy Buinoy | m 3
| I Gpocccscea " 1 | "
| m " B0} Jonlag bBunnoy 1 os
A I 1] (TN VY ¥ Lo ;
| o e
| 1| eozy Janias Bunndwo) m !
I I
m ! Gi1 pod m m
| bmmmmme e 0LLOUOZ  mmmmmmmmmmmme—e—ooo oo .

IPR2025-01083

Orca Security EX1008 Page 11



US 8,650,299 B1

Sheet 11 of 12

Feb. 11, 2014

U.S. Patent

£ OIN
[eNuIA
9605 WA
R ZOIN
' [ENUIA
; PSS WA
; L OIN
m [eNUIA
m 950G WA
; Z ebpug
m OIN "shyd
......... | 8bpug
OLS HLN 0 NOd
qozy Jealag buindwon

e
9502
Jawoisno
4508 v
BGoB VY | i
e
BG0Z
Jawoisno

IPR2025-01083

Orca Security EX1008 Page 12



U.S. Patent

Feb. 11, 2014 Sheet 12 of 12
’\ To network 230
Firewall
320
Zone Layer Switch 305

ik st iy L{'
' L3 Switch L3 Switch | |
: 910a 910b |

|
L

—d

Pod Layer
Switch 4052

L2 Switch | | L2 Switch | L2 Switch | | L2 Switch i L2 Switch [ | L2 Switch
905w oosw || 90sx 905w || 905y 905y
] T
Management Server Computing Server Computing Server | |
| 215w 420x 420y
| | Load Balancer | | Routing Server || Routing Server
605w 410x 410y
St
Storage Storage 80:39?
610w Server erve
415x 415y

IPR2025-01083
Orca Security EX1008 Page 13

US 8,650,299 B1




US 8,650,299 B1

1
SCALABLE CLOUD COMPUTING

CROSS REFERENCE TO OTHER
APPLICATIONS

This application claims the benefit, under 35 U.S.C. §119
(e), of U.S. Patent Application No. 61/301,168, filed on Feb.
3, 2010, and incorporated by reference herein.

BACKGROUND

This disclosure generally relates to cloud computing, and,
more particularly, to enabling infrastructure information
technology services, including computing, storage, and net-
working services to be provisioned on demand and delivered
over the Internet in a scalable manner.

Service providers and enterprises have traditionally relied
on large local installations of commodity data center hard-
ware, including computing, storage, and networking devices,
to provide information technology services and applications
to their users. The advent of computing services that enable
applications to run in “the cloud,” or on remote data centers
that provision computing, storage, and networking services to
applications, has left many service providers and enterprises
with a large inventory of unused commodity data center hard-
ware.

A cloud infrastructure provides on-demand computing
resources to a customer (whether an individual or an enter-
prise) of the cloud operator through virtualization. The cus-
tomer typically is physically remote from the computing
resource and is agnostic to the location of the physical
resources that support the computing resources. In a virtual-
ized cloud infrastructure, the computing resource generally
comprises a virtual machine characterized by some amount of
processor, memory, storage, networking capability or capac-
ity. Virtualization allows the physical resources support a
large number of computing resources, often well beyond the
limited number of actual physical devices. Physical resources
in the cloud infrastructure are shared amongst the different
customers of the cloud infrastructure. Each customer gets the
illusion of operating a physically distinct computing
resource.

Traditional virtualization infrastructure is built on shared
storage and shared Layer-2 (Data Link) networking. These
requirements severely limit scalability of conventional cloud
systems. In shared storage, the physical disks may be physi-
cally separate from the computing server. These disks are
typically controlled by a dedicated computer known as a
storage controller or storage server. The storage controller
provides access to the physical server via network protocols
such as NFS and iSCSI. The virtual machines therefore
access their storage over the network, but in a transparent
fashion such that their storage appears to be locally attached.
Each storage server provides storage to multiple physical
servers. The virtual machines access their virtual disks over
the network via a hypervisor deployed on the physical servers
hosting the virtual machines. The hypervisor is responsible
for managing the virtual machines’ access to the storage
servers.

When the storage is networked in such a fashion, it may
provide many advantages to the cloud operator. However, a
typical infrastructure cloud is characterized by massive scale
with hundreds or thousands of customers operating thousands
of virtual machines simultaneously, with each customer get-
ting the illusion of operating physically distinct computers.
To support such scale, the operator needs to deploy hundreds
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of physical servers and the networking elements and storage
to support these physical servers.

While advantageous as outlined above, commercially
available storage servers are not the ideal solution. The stor-
age servers may not scale sufficiently to support such deploy-
ments due to architectural limitations. They may be prohibi-
tively expensive or represent more capital outlay than
warranted by the initial anticipated demand for the service.
They may present single points of failure or increased cost
due to deployment of redundant elements. Insurmountable
performance bottlenecks may be present, for example, due to
the limits of networking speed. Expensive large centralized
storage may require long-term technology and vendor lock-in
detrimental to the competitiveness of the cloud operator.

The networking elements may provide a similar challenge
in large scale cloud deployments. Typically the network
between the physical servers is provided by switched Ether-
net since it provides performance at optimal price points.
However, interconnecting all physical servers using Layer-2
switching has a number of drawbacks.

First, each physical server uses broadcasts and multicasts
to discover services and advertise services on the network. As
the number of physical servers increases to accommodate a
growing number of virtual machines, the amount of broadcast
traffic scales accordingly. Broadcast traffic is detrimental to
the performance of the network since each server is inter-
rupted by every broadcast even if it is not relevant to the
server. Commercially available network switches can often
only support a few dozen physical ports—each physical
server is connected to one or more ports. Switches can be
linked together with high speed switches but at great expense
and potentially lower reliability.

Additionally, previous virtualization technologies resorted
to one of two approaches: physical host-based network vir-
tualization using software drivers integrated in the hypervisor
or physical network/VLLAN-based network virtualization,
either via port-based VLANs or IEEE 802.1q tagged Ethernet
frames. The popular IEEE 802.1Q standard defines a 12-bit
tag, which allows more than 4000 VLLANSs to be supported
within a broadcast domain. But neither of these approaches
by themselves are sufficient to build a scalable cloud infra-
structure.

SUMMARY

In a cloud infrastructure, physical resources are partitioned
into pods within one or more zones in a scalable manner. The
physical resources comprise physical compute, storage, and
networking resources within data centers distributed across a
network. Each zone comprises a subset of the pods and is
physically isolated from other zones in the plurality. Each pod
comprises a discrete set of physical resources in a zone, which
resources are tightly connected via a communications net-
work. The physical resources across pods are weakly con-
nected via a communications network, in contrast to the
physical resources within pods. Additionally, the cloud infra-
structure establishes one or more management server clusters
each comprising one or more management servers. In one
embodiment, resources are strongly connected by physical
and data link level protocols, and weakly connected by net-
work or higher level protocols. In another embodiment,
resources are strongly connected by having relatively low
latency and/or high bandwidth network links between them,
and weakly connected by having high latency and/or low
bandwidth network link between them.

The cloud infrastructure serves two or more customers
with authenticated accounts. Each customer is associated

IPR2025-01083
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with units of virtual resources on the cloud infrastructure. The
cloud infrastructure establishes units of virtual resources by
apportioning selected sets of the physical resources within the
pods. The apportioned physical resources may be shared
between two or more of the units of virtual resources. Each
management server is configured for allocating the units of
virtual resources to an account associated with each customer.

The cloud infrastructure comprises one or more data net-
works built from the distributed networking resources. A data
network connects the pods and is configured for routing traf-
fic to the pods from the customers of the cloud infrastructure
and vice versa. The cloud infrastructure also comprises estab-
lishing one or more management networks. A management
network connects the management servers to one of the
zones, and connects the compute and storage resources par-
titioned within the pod.

Embodiments of the invention provide for a method to
segment and isolate traffic from two or more customer
accounts within the scalable cloud infrastructure. To segment
traffic, VLANs may be employed by allocating a VL AN ID to
a customer account at the time a virtual machine is created. To
isolate virtual machines associated with two different cus-
tomer accounts and hosted on the same physical resource, the
cloud infrastructure may specify limits on the network band-
width and storage bandwidth used by the virtual machines.

The features and advantages described in this summary and
the following detailed description are not all-inclusive. Many
additional features and advantages will be apparent to one of
ordinary skill in the art in view of the drawings, specification,
and claims hereof.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A-1C provide one embodiment of a collective con-
ceptual framework for a scalable cloud infrastructure.

FIG. 2 is one embodiment of a high-level entity diagram for
a scalable cloud infrastructure.

FIG. 3 depicts one embodiment of a zone 110.

FIG. 4 illustrates one embodiment of a pod 115.

FIG. 5 depicts one embodiment of a computing server 420.

FIG. 6 shows one embodiment of a management server
cluster 120.

FIG. 7 is a block diagram illustrating one embodiment of a
management server 215 architecture.

FIG. 8A is a conceptual diagram showing one embodiment
of'an overlay of the virtual machines on the physical devices.

FIG. 8B shows additional detail for one embodiment of
traffic routed between the different virtual machines 505c¢-
505¢ within computing server 4205, when the traffic is
to/from two different customers 205a, 2055.

FIG. 9 illustrates switching at different layers in the net-
work architecture of the scalable cloud infrastructure in
accordance with one embodiment.

The figures and the following description relate to pre-
ferred embodiments of the present invention by way of illus-
tration only. It should be noted that from the following dis-
cussion, alternative embodiments of the structures and
methods disclosed herein will be readily recognized as viable
alternatives that may be employed without departing from the
principles of the claimed invention.

DETAILED DESCRIPTION

Reference will now be made in detail to several embodi-
ments of the present invention(s), examples of which are
illustrated in the accompanying figures. It is noted that wher-
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4

ever practicable similar or like reference numbers may be
used in the figures and may indicate similar or like function-
ality.

FIG. 1A shows three separate data centers 105, each hous-
ing a number of servers S. A server S is a computer system
based upon any type of hardware, including for example
low-cost commodity data center hardware: x86 servers con-
nected together using gigabit Ethernet. Service providers and
enterprises have traditionally relied upon large local installa-
tions of this type of commodity data center hardware, includ-
ing computing, storage, and networking devices, to provide
information technology services and applications to their cus-
tomers. Currently there is a large inventory of unused data
center hardware in the market.

The present invention improves the organization and utili-
zation of data center hardware to provide a scalable cloud
infrastructure, by building a system of small blocks within
data centers, and connecting the physical servers across data
centers using high speed networks. FIGS. 1B-1C illustrate the
overall framework for the scalable cloud infrastructure.

FIG. 1B shows several data centers (“DC”) 105 and servers
S partitioned into groupings of zones 110, pods 115 and
management server clusters (MSC) 120. Each zone 110 is
physically isolated from each other zone 110. Typically each
data center 105 includes only one zone 110, however, a data
center 105 can include multiple zones 110, e.g., as shown in
data center 1055. When two zones such as 110a, 1105 are not
geographically distributed, they may still be physically iso-
lated, e.g., via use of a separate power supplies, network
uplinks, and other supporting infrastructure. Each zone 110
includes a grouping of pods 115.

Each pod 115 is a self-contained, physical grouping of
servers that acts as a management unit for the scalable cloud
infrastructure. Each pod 115 includes a discrete (i.e., non-
overlapping) set of the physical resources in the zone 110.
The physical resources in each pod have strong connectivity
with each other and weak connectivity with the physical
resources outside the pod. The strong connectivity and weak
connectivity refer to the latency for traffic between connected
physical resources. The latency for traffic may be determined
by many different factors.

In one embodiment, strong connectivity and weak connec-
tivity may be switching of traffic between any two connected
physical resources on a particular layer of a standard, for
instance the OSI model. As an example, strong connectivity
may imply Layer-2 switching. Similarly, weak connectivity
may imply layer-3 or higher layer switching. In another
embodiment, strong connectivity and weak connectivity may
be based on the bandwidth available for traffic between the
connected physical resources. As an example, strong connec-
tivity may be implemented by provisioning a minimum of 10
GHz links between the connected physical resources. Simi-
larly, weak connectivity may be implemented by a minimum
of 1 GHz links between the connected physical resources.
Additionally, geographic proximity may also be used to
define strong connectivity and weak connectivity. It is pos-
sible that geographically distant physical resources have a
higher latency for traffic than geographically closer physical
resources.

The discrete set of physical resources in a pod 115 may be
based on the anticipated processor, memory, network, and
storage requirements of potential customers of resources
within a zone 110. For example, a customer’s storage and
network requirements can be significant. Given a specifica-
tion of resources, e.g., an average and peak throughput in
terms of input-output operations per second (IOPS), and
assuming that that throughput is to be divided equally
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amongst the devices (e.g., virtual machines) in a pod 115,
then the IOPS capacity of the servers determines an overall
total number of virtual machines for a pod 115. If each server
within the pod 115 can host a specified number of virtual
machines, then a pod 115 could be sized accordingly in terms
of the number of servers, storage, and networking require-
ments.

The pods 115 can be coupled with any number of other
pods 115 using Layer-3 switching, thereby enabling unlim-
ited scaling of the number of customers using the scalable
cloud infrastructure. The pods 115 allow the scalable cloud
infrastructure to be built from smaller units of management,
and without a large up-front hardware investment.

FIG. 1B also shows one or more management server clus-
ters (MSC) 120 to the data centers 105 housing the zones 110.
The management server cluster 120 is a cluster of front-end
servers S and their associated backend storage. The servers
that make up the management server cluster 120 allocate and
manage use of the physical resources in the associated zones
110 by one or more customer accounts associated with units
ofvirtual resources as shown in FIG. 1C and further described
below. A virtual machine is characterized by a combination of
the units of virtual resources for processor, memory, storage
and networking. In brief, units of virtual resources are estab-
lished by apportioning selected physical resources within the
pods 115 and zones 110; the physical resources may be shared
between units of virtual resources (i.e., may overlap).

Typically the management server cluster 120 is deployed
as a primary management server cluster 120q in a first data-
center 105a, with a back up management server cluster 12056
installation at a second datacenter 105c¢.

In one embodiment, data stored by the first management
cluster 120q is replicated and transmitted for storage by the
second management cluster 1205. In response to a failure of
the first management cluster 120a, the domain name system
(DNS) records are updated in the servers in the zones 110
such that network traffic that would normally be directed to
the first management server cluster 120q instead is directed to
the second management server cluster 1205. Thus, operation
of'the servers in the zones 110 is unaffected by failure of the
first management server cluster 120a. The two management
server clusters 120 are isolated from one another by residing
in different data centers 1054, 105¢ to minimize the likeli-
hood of simultaneous failure of the management server clus-
ters 120.

It is within the architectural framework of FIGS. 1B-1C
that the scalable cloud infrastructure is further described
herein.

FIG. 2 is ahigh-level entity diagram for one embodiment of
a scalable cloud infrastructure. The entities included are one
or more customers 205, an administrator 210, one or more
management server clusters 120 and servers 240, which are
physical resources within zones 110 in data centers 105,
connected to a network 230. The data center 105 are parti-
tioned into a plurality of zones 110, and each zone contains
one or more pods 115, as described above. Each zone 110 is
connected to a management server 215 in the management
server cluster 120 and to the network 230. The network 230 is
the Internet according to one embodiment, but may be any
other network, including but not limited to any combination
of a LAN, a WAN, a MAN, a mobile, a wired or wireless
network, a private network, or a virtual private network,
where Layer 2 and Layer 3 switching is required.

The administrator 210, or operator of the cloud infrastruc-
ture, deploys the various resources as discussed above. In one
embodiment, the operator of the cloud infrastructure is dis-
tinct from one or more providers of the resources, e.g., a
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6

provider may own any number of virtual machines that will be
used by the administrator 210 in the cloud infrastructure. In
one embodiment, the provider owns a large number of servers
240.

One or more customers 205 are users of portions of the
resources of the cloud infrastructure. The term customer may
refer to either the device or the user (entity or person). Cus-
tomers 205 access the resources associated with their respec-
tive customer accounts and are connected to the resources via
the network 230. Details of customer 205 account resource
allocation and access to those resources are discussed further
in conjunction with FIGS. 8 and 9.

The management server cluster 120 is a cluster of manage-
ment servers 215 and their associated database 220. As indi-
cated in conjunction with FIG. 1C, the management server
cluster 120 serves multiple zones 110 and pods 115 within
data centers 105. The management server cluster 120 also
maintains customer account information. For example, the
management server cluster 120 may establish virtual
machines, units of virtual resources, by apportioning the
physical resources within the pods to each of the units. The
physical resources may be shared between two or more of the
virtual machines. Although one management server cluster
120 is depicted, multiple management server clusters 120
may be distributed throughout the cloud infrastructure, each
serving a plurality of data centers 105 and zones 110. The
details of the management server cluster 120 are described
further in conjunction with FIG. 6.

Each management server 215 allocates and manages use of
the physical resources within one or more zones 110. For
example, management server 2154 manages the resources in
zone 110a, management server 21556 manages the resources
in zone 1105, and management server 215¢ manages the
resources in zone 110¢. A management network may connect
each of the management servers 215 to a zone 110, and may
also connect the physical resources within the pod 115. A
management server 215 can allocate to, and manage, units of
virtual resources associating customer accounts with the
physical resources in a zone 110 associated with that man-
agement server 215. The details of the management server
215 are described further in conjunction with FIG. 7. The
database 220 can be any database commonly used for storage.
According to one embodiment, the database 220 is a MySQL
database.

The data centers 105, zones 110, and pods 115 were
described briefly in conjunction with FIG. 1B-1C. Switching
within the zones 110 typically is Layer 3 switching, while
switching within the pods 115 typically is Layer 2 switching,
providing unlimited scaling of the cloud infrastructure. Zones
110 are described in greater detail in conjunction with FIG. 3,
pods 115 are described in greater detail in conjunction with
FIG. 4, and the servers in each pod 115 are described further
in conjunction with FIG. 5

FIG. 3 depicts one embodiment of'a zone 110. As discussed
above, a zone 110 is a grouping of physical devices, including
a grouping of pods 115, that is physically isolated from other
zones 110. Devices within a zone 110 utilize a one or more
power supplies and/or network uplink(s) that are dedicated
solely to the zone 110. The zone 110 includes a zone layer
switch 305 that process traffic in and out of the zone 110 over
a data network 310 and a management network 315. The zone
110 is separated from other devices on the network 230 by a
firewall 320.

The zone layer switch 305 manages the network traffic to
and from the pods 115 within the zone 110 and comprises one
or more Layer 3 (“L3”) (i.e., network layer) switches. For a
zone 110 comprising the servers in a small data center 105, a
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pair of L3 switches may suffice. For large data centers, high-
end core switches may implement core routing capabilities
and include line cards that support firewall capabilities. A
router redundancy protocol like VRRP also may be deployed.
Traffic within the zone 110 (and/or pods 115) also is switched
at other levels of either the OSI model or other networking
models, as described further below.

One embodiment of the zone layer switch 305 supports two
internal networks within the zone 110: adatanetwork 310 and
a management network 315. The data network 310 is used to
carry traffic to and from the zone 110 from customers 205 and
other entities on the network 230. For example, operation of
virtual machines implemented on the servers within the pods
115 of the zone 110, e.g., if a virtual machine within the zone
110 issues an HTTP request over the network 230, both the
HTTP request and any associated HTTP response will be
routed via the data network 310.

The management network 315 is used to carry traffic to and
from the zone 110 from the management server cluster 120
(and individual management servers 215 within the manage-
ment server cluster 120), as well as traffic generated internally
within the zone 110. Each pod 115 in the zone 110 is com-
municatively coupled to both the data network 310 and the
management network 315.

All traffic in and out of the zone 110 passes through a
firewall 320. The firewall 320 may comprise one or more
network firewalls specific to each internal network 310, 315.
The firewall 320 provides connection to the public network
space (i.e., network 230) and is configured in routing mode.

In one embodiment, the firewall 320 operates in a transpar-
ent mode for the data network 310 such that the data network
310 comprises the same IP address space as the public Inter-
net. For example, if the data network 310 utilizes public IP
addresses, the zone 110 is assigned a unique set of IP
addresses that do not overlap with the IP addresses assigned
to other zones 110.

In one embodiment, the firewall 320 operates in a network
address translation (NAT) mode for the management network
315. For example, the zone 110 can be assigned an IP address
in the 192.168.0.0/16 Class B private address space, and each
pod 115 within the zone 110 can be assigned an IP address in
the 192.168.%.0/24 Class C private address space; the firewall
320 remaps between the two address spaces as data is sent to
or from the pods 115 within the zone 110. Hence, it is possible
for the pods 115 of different zones 110 to have overlapping or
identical private IP addresses. In some embodiments, the
firewall 320 is outside of the zone 110 such that it filters traffic
to both the zone 110 and the management server cluster 120.
In some embodiments, the firewall 320 enables site-to-site
VPN such that servers in different zones 110 can reach each
other within a virtual private network.

FIG. 4 illustrates one embodiment of a pod 115. The pod
115, as described above comprises a discrete set of the plu-
rality of physical resources in the zone 110. The servers in a
pod 115 typically comprise one or more each of routing
servers 410, storage servers 415, and computing servers 420.
In one embodiment, distinct routing servers 410 and comput-
ing servers 420 are used, whereas in another embodiment (not
shown), they are one and the same and provide both function-
alities described below. Traffic on the management network
310 and data network 315 in and out of the pod 115 is
switched by one or more pod layer switches 405. The servers
in a pod, both individually and collectively are implemented
by one or more computer systems.

The routing servers 410 are configured primarily to provide
networking for computer data by the inclusion of suitable
networking hardware (network interfaces, networking ports,
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and the like). The routing servers 410 can be implemented
using any manner of suitable networking hardware and soft-
ware, and in some instances are combined with computing
servers 420.

The storage servers 415 are implemented as any device or
combination of devices capable of persistently storing data in
non-transitory computer-readable storage media, such as a
hard disk drive, RAM, a writable compact disk (CD) or DVD,
a solid-state memory device, or other optical/magnetic stor-
age mediums. Other types of computer-readable storage
mediums can be used, and it is expected that as new storage
mediums are developed in the future, they can be configured
in accordance with the teachings here. In addition, the storage
servers 415 support local or distributed databases for storing
customer information; in one embodiment the database are
MySQL databases.

Typically single uniform storage servers do not scale to
more than a few dozen servers. A system architecture using
pods 115, however, allows multiple smaller storage servers
415 to be associated with each pod 115. Pod-level shared
storage delivers the benefit of shared storage such as the
ability to restart virtual machines on a server different than
where the virtual machine last ran, which provides the ability
to start up, shut down, and reallocate available servers.

The computing servers 420 host the virtual machines
within the pod 115 as will be discussed further in conjunction
with FIG. 5. The computing servers 420 may comprise com-
puting, routing, and/or storage servers having different pro-
cessing, memory, storage, and networking -capabilities
according to various embodiments, and may perform all of
the functions of routing servers 410 in embodiments that
exclude separate routing servers 410. Additionally, the com-
puting servers 420 can utilize different data storage systems,
such as direct-attached storage (DAS), network-attached
storage (NAS), or a storage area network (SAN).

The pod layer switch 405 switches network traffic into and
out of the pod 115. The pod layer switch 405 may comprise
one or more pod layer switches. The pod layer switch 405
typically is a Layer 2 switch, but switching is also possible at
other levels of either the OSI model or other networking
models. In alternate embodiments, the pod 115 may imple-
ment internal networks in addition to or distinct from the data
network 310 and the management network 315.

In one embodiment, a public switch may be used for public
traffic (e.g. traffic on the data network 310) and a private
switch for management traffic (e.g. traffic on the management
network 315). Storage traffic (e.g., traffic between the com-
puting servers 420 and the storage servers 415 via the private
switch) may be isolated from other traffic to avoid packet loss
and delays that are common with regular TCP/IP traffic, and
to protect the servers 240 from potentially malicious Internet
traffic. In addition, the storage traffic may be directed over a
higher speed switch to meet the higher performance demands
of the storage system.

Inone embodiment of the pod 115, the pod layer switch(es)
405 are duplicated for redundancy, with each computing
server 420 connected to multiple switches. Further, it should
be noted that multiple layers of switches can be coupled to
effectively form a pod layer switch 405 with an increased
number of ports.

In another embodiment of the pod 115 design, Virtual
LANs (VLANSs) are used to segment traffic while using a
single pod layer switch 405. The pod layer switch 405 may
support quality of service guarantees for virtual machines
within the pod; the storage VLLAN is then given the appropri-
ate share of the available bandwidth on the switch to meet the
IOPS requirements of such virtual machines.
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The VL ANs for the management, public and storage traffic
may be created before the pod is deployed into production, by
programming the pod layer switch 405 using the usual man-
agement interfaces. The storage server 415 is also configured
to use the storage and management VILANs using the usual
management interfaces of the storage server 415. In other
embodiments, more than one traffic type can be directed over
a single switch while other traffic types can have their own
separate switches. For example, guest traffic, which refers of
traffic between the virtual machines of each customer, may be
segmented using VL ANs and directed on the same switch as
management traffic.

FIG. 5 depicts one embodiment of a computing server 420.
The computing server 420 hosts one or more virtual machines
505 and a multitenant hypervisor 510. The computing server
420 is communicatively coupled to at least the management
network 315, and may also be coupled to the data network 310
in embodiments without separate routing servers 410. In
other embodiments, the virtual machines 505 and the multi-
tenant hypervisor 510 each are individually coupled to the
management network 315.

In one embodiment, the multitenant hypervisor 510 is
implemented on the computing server 420 as a set of com-
puter-executable instructions encoded onto a non-transitory
computer-readable storage medium included in the comput-
ing server 420 and executed by a processor included in the
computing server 420. The multitenant hypervisor 510 there-
fore can comprise, for example, a software layer that manages
the physical computing elements (e.g., processors, memory,
network cards and interfaces, data storage disks) of the com-
puting server 420. The virtual machines 505 access and use
these physical computing elements as dictated by the multi-
tenant hypervisor 510. The multitenant hypervisor 510 can
alter the allocation and accessibility of computing elements
within the computing server 420 over time in response to
changes in the number and configurations of hosted virtual
machines 505. The changes in the number and configurations
of hosted virtual machines 505 may occur, for example,
because the customers 205 associated with the hosted virtual
machines 505 made such a request or changes have occurred
at other virtual machines 505 associated with the customer
205.

A number of virtual machines 505 may run on the comput-
ing server 420. The virtual machine 505 comprises an allo-
cation of the computer hardware and computer software ele-
ments of the computing server 420. The virtual machine 505
simulates a physical computing device and can be configured
to perform any computing task via inclusion of appropriate
computer hardware and/or computer software elements
therein. For example, a virtual machine 505 can simulate a
physical computing device having a 1 GHz processor, 1 GB of
memory, and a 16 GB hard drive.

A virtual machine 505 is associated exclusively with a
single customer 205. However, a computing server 420 may
host a set of virtual machines 505, each associated with dif-
ferent customers 205. For example, in FIG. 5, one customer
205 may be associated with virtual machine 505a, where as
another customer may be associated with virtual machine
5055 and 505c.

A single computing server 420 simultaneously can host
virtual machines 505 associated with different customers
205, but the multitenant hypervisor 510, along with the asso-
ciated management server 215, manages the hosted virtual
machines 505 such that each virtual machine 505 appears to
the corresponding customer 205 as a physically distinct and
self-contained computing device.
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In one embodiment, the virtual machine 505 comprises a
processing resource 525, a memory resource 530, a storage
resource 535, a networking resource 515, and a user interac-
tion resource 520. The resources 515-535 of the virtual
machine 505 comprise allocations of the computer hardware
and/or computer software elements of the computing server
420, according to the units of virtual resources designated for
a given customer account. The processing resource 525 com-
prises an allocation portion of one or more computer proces-
sors. The memory resource 530 and the storage resource 535
can comprise an allocation of any physical device or combi-
nation of physical devices capable of persistently storing
computer data, such as a hard disk drive, random-access
memory (RAM), a writable compact disk (CD) or DVD, a
solid-state memory device, or other optical/magnetic storage
mediums. Other types of non-transitory computer readable
storage mediums can be used for the memory resource 530
and/or the storage resource 535, and it is expected that as new
storage mediums are developed in the future, they can be
configured in accordance with the teachings here. In one
embodiment, the memory resource 530 provides operational
memory and comprises a specified amount of RAM. The
storage resource 535 provides long-term data storage and,
again, can comprise any suitable type of non-transitory com-
puter readable storage medium such as one or more hard disk
drives.

The networking resource 515 comprises an allocation of
computer networking hardware and software elements to
enable the virtual machine 505 to communicate with other
networked entities over the management network 315. One or
more IP addresses can be associated with the virtual machine
505 and supported by the networking resource 515. Accord-
ingly, the networking resource 515 can include any type of
communication interface suitable for transmitting and receiv-
ing data over the network 315. For example, the networking
resource 515 can comprise an Internet interface, a serial inter-
face, a parallel interface, a USB (Universal Serial Bus) inter-
face, an Ethernet interface, a T1 interface, a Bluetooth inter-
face, IEEE 802.11 interface, IEEE 802.16 interface, or any
other type of wired or wireless communication interface.

The user interaction resource 530 comprises hardware and
software elements to enable the customer 205 or administra-
tor 210 to interact with the virtual machine 505. For example,
the user interaction resource 520 can provide display ele-
ments, such as a graphical user interface (GUI) whereby
either the customer 205 or administrator 210 can interact with
and manage operation of the virtual machine 505. The user
interaction resource 530 can also support a keyboard, and
mouse, or the like to further enable the customer 205 or
administrator 210 to manage operation of the virtual machine
505.

In some embodiments, the resources 515-535 of the virtual
machine 505 are supported within a single computing device,
such as a server. In other embodiments, portions of the virtual
machine 505 can be distributed among any number of physi-
cally separate computing devices that are communicatively
coupled via the network 315. For example, the storage
resource 535 can comprise multiple hard-drives residing on
multiple servers. Because the resources 515-535 are commu-
nicatively coupled to one another, the virtual machine 505
appears to the customer 205 to be a single computing device
that includes the cumulative capabilities of the resources 515-
535 regardless of the actual physical location or distribution
of any computer hardware or software elements associated
with of the resources 515-535.

In some embodiments, there is a specially designated vir-
tual machine called the management domain that provides a
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standard set of commands to control the multitenant hyper-
visor 510, for example, to start and stop virtual machines, and
to control the networking stack of the multitenant hypervisor
510. In other embodiments, the multitenant hypervisor 510 is
hosted by a host operating system and the virtual machines
operate as processes of the operating system with the multi-
tenant hypervisor 510 providing isolation. The multitenant
hypervisor 510 ensures that the virtual machines share the
physical resources of the compute host such as the processor,
memory, network interfaces and storage. In some cases, the
multitenant hypervisor 510 defers the operation and manage-
ment of the network stack and storage interfaces to the man-
agement domain or host operating system.

The physical network interfaces are shared among the vir-
tual machines by the multitenant hypervisor 510. In one
embodiment, the virtual machines get the illusion of possess-
ing a standard physical network interface such as those pro-
vided by commercially available network interface cards. The
multitenant hypervisor 510 ensures that these virtual inter-
faces are connected to the underlying physical network inter-
faces of the compute host.

The cloud infrastructure comprises a management server
215 interacting with agents that in turn interact with and
control the multitenant hypervisor 510 using its standard set
of commands. In one embodiment there may be one agent
running in each operating system or management domain on
a server 240. In other embodiments one agent may interact
with a group of servers 240 whose multitenant hypervisors
have been clustered using cluster management software. The
agents are controlled by the management server 215.

The management server 215 also interacts with the storage
servers 415 in order to create and destroy the virtual disks for
the virtual machines. In one embodiment, a special version of
the agent known as the storage agent runs on the processor
subsystem of the storage server 415 to perform these activi-
ties. In another embodiment, the management server 215 uses
the standard set of commands provided by the management
server 215, or its Application Programming Interface (API) to
create and destroy virtual disks.

The storage server 415 presents virtual disks to the com-
puting server 420. In one embodiment, the virtual disks are
visible as networked file systems to the multitenant hypervi-
sor 510. In another embodiment the virtual disks are pre-
sented as block devices to the multitenant hypervisor 510.
The multitenant hypervisor 510 ensures that these virtual
disks are presented to the virtual machine while giving the
illusion of locally attached storage to the virtual machines.

The multitenant hypervisor 510 provides a standard set of
commands that the agent uses. Some examples of the com-
mand set are: start a virtual machine, stop a virtual machine,
reboot a virtual machine, add or remove a virtual disk for a
virtual machine, add or remove a virtual network interface for
a virtual machine, mount/dismount a virtual disk from the
storage server 415, add or remove VL ANs from the physical
network interfaces of the server 240.

The agents collect information from the computing servers
420 and storage servers 415 and report to the management
server 215. The management server 215 maintains the
reported information in database tables. The database
includes for example: the state of the multitenant hypervisor
510, the state of the virtual machines, the configuration of the
networking stack, such as configured VLANS (explained
subsequently in the description of FIG. 8), IP addresses,
speeds and aggregations of the physical network interfaces,
storage resources visible from the compute server 420, the
capabilities of the multitenant hypervisor 510, the capabili-
ties of the storage server 415, the capacity, used and allocated
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size of the storage server 415, statistics such as network traffic
consumed by the virtual machine, processor and memory
usage of virtual machine.

The management server commands the agent to perform
certain actions in response to actions by the cloud customer or
cloud operator at the user interface or AP1. For example, when
a customer starts a virtual machine, the management server
215 may look up its table of servers 240 and identify a server
240 that has enough spare capacity to satisfy the requested
processing, memory and network resources for the virtual
machine. The management server 215 may also look up its
table of virtual machines to verify if the virtual machine is
already running or ifits virtual disks already exist on a storage
server 415. If the virtual machine is not already running or its
virtual disks do not exist, the management server 215 may
command the storage server 415 or storage agent to create the
disks.

The management agent then sends a start virtual machine
instruction to the agent for the compute host chosen in step 1.
In the start instruction are included information such as: the
portion of the physical processors to allocate to the virtual
machine, the virtual network interfaces to create for the vir-
tual machine and their mapping to the physical interfaces and
identification of the virtual disks to present to the virtual
machine.

The agent may then instructs the multitenant hypervisor
510 on the computing server 240 (or computing server 420 in
the example of FIG. 5) to mount the virtual disks from the
storage server 415, create the virtual network interfaces and
start the virtual machine with the desired processors,
memory, network interfaces and disk. The agent verifies that
the virtual machine has started using the hypervisor com-
mand set and reports the success to the management server
215. The management server 215 updates its table of virtual
machines with information about the virtual machine includ-
ing the server 240 it is running on.

The management network 315 handles traffic associated
with the multitenant hypervisor 510 executed by the comput-
ing servers 420 within the pods 115 of the zone 110. Hence,
traffic on the management network 315 may additionally
comprise messages between a multitenant hypervisor 510
and a virtual machine 505 (e.g., messages related to the allo-
cation of the physical computing elements of the particular
computing server 420 to a particular virtual machine 505).

In an embodiment of the invention, network and storage
isolation may comprise isolation of data alone and not quality
of'service. In other embodiments, the quality of service capa-
bilities built into the multitenant hypervisor’s 510 as well as
network and storage hardware may be used to support
enhanced isolation.

Network bandwidth throttling is used to limit the rate of
traffic from each virtual machine. The operator of the cloud
infrastructure may configure the management server 215 with
the desired maximum network bandwidth for each virtual
machine. The configuration can be done on a per-service-
offering basis, a per-customer account basis or across the
cloud. A management server 215 includes this maximum in
the start instructions sent down to the multitenant hypervisor
510 when starting a virtual machine. The multitenant hyper-
visor 510 uses a standard set of commands to limit the guest
traffic from the new virtual machine.

Storage bandwidth throttling is used to limit the rate of
storage traffic from each virtual machine while reading or
writing to a virtual disk. The operator of the cloud infrastruc-
ture may configure the management server 215 with the
desired maximum IOPs bandwidth for each virtual machine.
As before, the configuration can be done on a per-service-

IPR2025-01083

Orca Security EX1008 Page 19



US 8,650,299 B1

13

offering basis, a per-consumer basis or across the cloud. The
management server includes this maximum in the start
instructions send down to the multitenant hypervisor 510
when starting a virtual machine. The multitenant hypervisor
510 uses a standard set of commands to limit the storage
traffic from the new virtual machine to a maximum number of
IOPS as defined by the operator of the cloud infrastructure.

FIG. 6 shows one embodiment of a management server
cluster 120. As noted above, the management server cluster
120 is a cluster of front-end servers and their associated
backend storage. The servers 215 that make up the manage-
ment server cluster 120 allocate and manage use of the physi-
cal resources in the associated zones 110 by one or more
customer accounts associated with units of virtual resources.

The depicted management server cluster 120 comprises
three management servers 215, two load balancers 205, pri-
mary storage 610a, and backup storage 6105. Other embodi-
ments of a management server cluster 120 may comprise
different numbers of management servers 215 and load bal-
ancers 605.

The management servers 215 are communicatively
coupled to the load balancers 605, and the load balancers 605
are communicatively coupled to the networks 310, 315. Thus,
the management servers 215 can transmit and receive data
and commands via the networks 310, 315 through the load
balancers 605. The load balancers 605 distribute traffic from
the networks 310, 315 and associated workload among the
management servers 215 to optimize utilization of the man-
agement servers 215. In some embodiments, the load balanc-
ers 605 comprise dedicated hardware devices (e.g., multi-
layer hardware switching devices or severs configured to
provide load balancing functionality). In other embodiments,
the load balancers 605 comprise load balancing software
installed on the management servers 215.

The primary storage 610a and the backup storage 6105 can
be implemented as any device or combination of devices
capable of persistently storing data in non-transitory com-
puter-readable storage media, such as a hard disk drive,
RAM, a writable compact disk (CD) or DVD, a solid-state
memory device, or other optical/magnetic storage mediums.
Other types of computer-readable storage mediums can be
used, and it is expected that as new storage mediums are
developed in the future, they can be configured in accordance
with the teachings here. In one embodiment, the primary
storage 610a and the backup storage 6105 further comprise
MySQL databases. The primary storage 610a and backup
storage 6105 can also comprise one or more dedicated storage
servers. The primary storage 610« for the management server
cluster 120 is communicatively coupled to the management
servers 215 and provides data storage as required by the
management servers 215. The backup storage 6105 is com-
municatively coupled to the primary storage 610a and com-
prises a replicated version of the data stored by the primary
storage 610a. The devices in the management server cluster
120 may be Layer 2 switched.

FIG. 7 is a block diagram illustrating one embodiment of a
management server 215 architecture. The operations of the
management server 215 as described herein can be controlled
through either hardware (e.g., dedicated computing devices
or daughter-boards in general purpose computers), or through
computer programs installed in computer storage of the man-
agement server 215 and executed by one or more processors
of the management server 215 to perform the functions
described herein. One of'skill in the art of system engineering
will readily determine from the functional and algorithmic
descriptions herein the construction and operation of such
computer programs.
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In one embodiment, the management server 215 comprises
a management user interface (UI) 705, a management appli-
cation programming interface (API) 710, a service manager
715, and a workload manager 720.

In one embodiment, the management Ul 705 provides the
primary user interface for customers 205 and administrators
210. The management Ul 705 can provide a graphical user
interface (GUI) that is accessible over the networks 310, 315
via a conventional web browser using any networked com-
puting device. A customer can, for example, input specifica-
tions for configuring a new virtual machine 505 using a web
GUI provided by the management UI 705. More particularly,
a customer configures a virtual machine by specifying the
amount of processor, storage, memory and networking
resources, in appropriate units (e.g., processor speed for pro-
cessors, amount in mega- or giga-bytes for storage and
memory, and throughput for networking).

A customer can also interact with a configured virtual
machine 505 using a web GUI provided by the management
UI 705 by, for example, inputting data for processing by the
virtual machine 505, viewing outputs computed by the virtual
machine 505, and inputting commands related to a complete
or partial shutdown of the virtual machine 505. The manage-
ment Ul 705 can provide a different web GUI for a customer
205 than for an administrator 210.

One embodiment of the management API 710 allows an
administrator 210 (or a customer 205 with appropriate access
credentials) to further oversee virtual machine 505. For
example, the management API 710 can enable customization
of'the primary user interface provided by the management Ul
705. The management API 710 can also allow customization
of billing policies and procedures, as well as access policies
(e.g., granting different levels of access to a virtual machine
505 based on credentials associated with a customer 205).

The service manager 715 communicates with computing
servers 420 to oversee the creation, operation, and shutdown
of virtual machines 505. For example, the service manager
715 can receive specifications for a virtual machine 505 from
the management Ul 705, select a computing server 420 suit-
able for hosting the virtual machine 505, and transmit com-
mands to the selected computing server 420 that case the
computing server 420 to implement the virtual machine 505.
Once the virtual machine 505 is configured and implemented
on the computing server 420, the service manager 715 can
monitor its operation and implement corresponding billing
and access policies, e.g., via routing appliance 805 discussed
further in FIG. 8. For example, the service manager 715 can
bill a customer $20 per hour of operation for a virtual machine
505 with processing equivalent to a 1 GHz processor, memory
equivalent to 1 GB of RAM, and storage equivalent to a 250
GB hard drive, as well as $0.10 per GB of network traffic
associated with the networking resource of the virtual
machine 505.

The workload manager 720 interacts with the multitenant
hypervisors 510 installed on the computing servers 420. The
workload manager 720 monitors the status (e.g., availability
and workload) of the different physical computing elements
included in the computing servers 720. The workload man-
ager 720 can also oversee the transfer of a virtual machine 505
from a first computing server 420 to a second computing
server 420 upon failure of the first computing server 420 or an
imbalance of workload between computing servers 420.

FIG. 8A is ablock diagram showing one embodiment of an
overlay of the virtual machines allocated to two customers
205a, 20556 on the physical devices, e.g., virtual machines
505a-505f. As shown, virtual resources such as virtual
machines 505, are allocated to customer accounts associated
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with customers 205a¢ and 205b4. In this example, virtual
machines 505a, 5055, and 505d are allocated to customer
205q and virtual machines 505¢, 505¢, and 5051 are allocated
to customer 2055. The virtual resources correspond to physi-
cal resources within various computing servers 420 within a
pod 115 and zone 110. Note that some of the physical
resources are shared, at least in part, by customers 205a,
2055. For example, computing server 4205 is shared by both
customers 205a, 2055.

In a cloud infrastructure serving multiple customers, the
administrator 210 may ensure that accesses are secure and
protected against attacks from malicious customers, by allo-
cating resources on demand for instance. Routing appliances
805 run as virtual machines in the system to provide func-
tionalities such as routing, DNS, load balancing, console
access, etc. When they are no longer needed, they are garbage
collected to release any precious system resources that they
are holding. The routing appliances 805 may be hosted by the
routing server 410.

The ethO interface of a routing appliance 805 serves as the
gateway for the guest virtual network and has the IP address
of 10.1.1.1, which is configurable. The ethl interface of the
routing appliance 805 resides on the management network
315 and is used to configure the routing appliance. The eth2
interface is assigned a public IP address on the data network
310.

As indicated in FIG. 8A, VMs associated with customers
205a and 2055 are segmented on the same physical network.
In order for the VMs associated with a customer 205 to access
the internet or to accept connections from the internet (such as
ssh), a routing appliance may be started up for the VM. In the
example of FIG. 8A, customer 205a¢ accesses virtual
machines VM 505a, 5056 and 5054 through routing appli-
ance 8054 hosted on computing server 4204, while customer
20556 accesses virtual machines VM 505¢, 505¢ and 505/
through routing appliance 80556. While physical resources
such as network and physical server are shared, the networks
of customers 205 are segmented and cannot see each other.

When a customer 205 starts a VM in a certain zone 110, a
management server 215 determines if a routing appliance 805
for that customer 205 is already running within that zone 110.
If it is not, the routing appliance 805 is started prior to the
actual start of the VM. As the VM starts, the routing appliance
805 may then provide network functionalities such as DHCP,
DNS, routing, load balancing, and firewall protection to the
VM. After the last VM associated with customer 205 is
stopped, the management server garbage 215 may garbage
collect the routing appliances 805 after a defined interval.
One routing appliance 805 may be needed per customer
account per zone 110.

In one embodiment, each customer 205 is assigned a guest
virtual network in each zone 110. A guest virtual network may
be configured to any private address space, for example the
Class A network in 10.0.0.0/8 private address space. The
guest virtual network is an overlay network on top of the
management network 315 and is managed by the multitenant
hypervisor 510.

A guest virtual network may be valid within one zone 110.
Therefore virtual machines in different zones 110 cannot
communicate with each other using their IP addresses in the
guest virtual network. Virtual machines in different zones 110
communicate with each other by routing through a public IP
address.

A routing appliance 805 is associated with each guest
virtual network. The routing appliance 805 automatically
assigns an [P address for each virtual machine associated with
the customer 205, for example, in the 10.0.0.0/8 network. The
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customer 205 may manually reconfigure virtual machines to
assume different IP addresses as long as the customer 205
does not introduce IP address conflicts.

Source NAT is automatically configured in the routing
appliance 805 to forward out-bound traffic for all virtual
machines associated with the customer 205. The customer
205 may configure port forwarding rules to direct inbound
public traffic to the virtual machines associated with the cus-
tomer 205. A management server 215 programs the routing
appliance 805 and the firewall 320 according to the port
forwarding rules specified by the customer 205. A customer
205 may also configure a software load balancer running on
the routing appliance 805 to dispatch inbound traffic to mul-
tiple virtual machines associated with the customer 205
according to customer-specified load balancing rules.

The cloud infrastructure can support multiple guest virtual
networks per customer 205. The concept of routing appli-
ances 805 as virtual machines may be generalized to include
virtual machines with multiple virtual NIC interfaces and
connected to multiple guest virtual networks. The virtual NIC
interfaces are discussed further in conjunction with FIG. 8B.

As shown in FIG. 8A, although some of the physical
resources are shared by the customers 205a, 2055, traffic
between the two customers 205a, 2055 and their virtual
machines 505 is segmented using two separate routing appli-
ances 805, as are the individual virtual machines 505 assigned
to each customer 205.

The customer 205 can provide a functional specification
for the virtual machine 505 (i.e., that the virtual machine 505
be capable of performing one or more specified computing
tasks while meeting specified performance criteria) or the
customer 205 can provide a resource specification for the
virtual machine 505 (i.e., that the virtual machine 505 include
specified computing resources such as hardware and/or soft-
ware elements). The virtual machine 505 can also be config-
ured according to any number of default specifications. Once
the virtual machine 505 is configured, the customer 205 can
access the virtual machine 505 over the network 230 and
thereby interact with the virtual machine 505 to accomplish
tasks as desired. For example, the customer 205 can utilize
remote access software such as secure shell and/or virtual
displays to control the virtual machine 505.

FIG. 8B shows additional detail for one embodiment of
traffic routed between the different virtual machines 505c¢-
505¢ within computing server 4205, when the traffic is
to/from two different customers 205a, 2055. Traffic from
customer 205a goes through routing appliance 805a, when it
meets the physical NIC of domain zero (“DOM 0”) associated
with the corresponding virtual machine (505d), it goes
through a separate bridge (1) reserved only for traffic from
customer 2054 before being routed to Virtual NIC2 for virtual
machine 5054. In some embodiments of the invention, the
domain zero is also the multitenant hypervisor 510.

The agent running on the computing server 420, on behalf
of'the management server 215 ordering the instantiation, sets
up a number of virtual networking components that co-oper-
ate to achieve communication between the virtualized oper-
ating system and the hardware. The virtual NIC is an emu-
lated network adapter that shuttles traffic back and forth
between dom0 and VM 505. The bridge is a virtual switch that
shuttles traffic back and forth between two segments-in this
case, the network adapter of the customer virtual machine and
VLAN network adapter. The bridge may also comprise a
VNIC in some embodiments. The VNIC is a pseudo-network
adapter that tags and untags frames in the communication
using a standard, for example the 802.1q trunking standard.
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Similarly, traffic from customer 2055 goes through routing
device 8055, and when it meets the physical NIC of DOM 0,
it goes instead through a separate bridge (2) for customer
205b traffic, before reaching virtual NIC1 or virtual NIC3 of
virtual machines 505¢ and 505e, respectively. Note that even
though customer 2055 has two virtual machines (505¢, 505¢)
within the computing server 42054, it has only one bridge (2),
as only one is needed for each customer 2055. Doing so
allows traffic for the same customer (2055) to be seen, but not
traffic to/from other customers (e.g., 205a) on the same com-
puting server 4206.

The cloud infrastructure combines physical host-based
network virtualization and physical network/VLLAN-based
network virtualization. Each customer’s virtual machine gets
the illusion of participating in a physically distinct local area
network, with the customer’s other virtual machines. It is
possible for example that both customer A’s private network
and customer B’s private network is in the IP address space
10.1.1.0/24 but they never see each other’s packets. It is
possible that the networks addresses are not shared as well.

A prospective customer 205x may contact the administra-
tor 210, requesting resources from the cloud infrastructure.
The administrator 210 registers a customer account in the
name of customer 205x. A management server 215 reserves
and assigns a unique VLAN ID Vx, for example within the
802.1q VL AN range (12-bit number totaling 4000 possible
unique IDs) to the customer. If no unused VLAN IDs are
found, the customer 205x is informed that it is not possible to
start a virtual machine.

In some embodiments, this ID is stored in a database that
the management server 215 uses. The customer 205x now
starts a virtual machine within the cloud infrastructure and the
management server 215 orders the instantiation of a virtual
machine within one of the computing servers 420.

Vy is then transmitted to the agent running on the comput-
ing server 420 in question, as part of the virtual machine
instantiation procedure. The agent uses Vy to set up a tagged
VLAN interface that will shuffle the correct traffic back and
forth between the network and the virtual machine. In some
embodiments, this setup communication happens through the
management network 315. The management network 315
shares the same physical network but is effectively segmented
from other customers because it has a different (or no) tag.|

Traffic coming out of the virtual machines set up in this
fashion will be tagged with the VLLAN number as the packet
travels through the multitenant hypervisor 510; traffic coming
into that interface tagged with Vy will be unwrapped from the
tagged frame and delivered to the appropriate virtual machine
based on the MAC address.

When a virtual machine associated with a customer actu-
ally starts on a particularly server 240, the virtual NIC
required to provide multi-tenancy is created on the server 240
and associated with the virtual machine to provide segmented
network access. When the user VM is stopped, the virtual NIC
is destroyed (i.e. garbage collected) and its resources returned
to the server 240.

In the embodiment of FIG. 8B, for VM 505¢ and VM 505e,
there’s only one virtual NIC and bridge created because they
belong to the same customer and the virtual machines are
allowed to see each other’s traffic. This makes the virtual NIC
garbage collection more difficult as the agent cannot termi-
nate the bridge until all virtual machines for that customer are
stopped on that server 240. Each bridge and virtual NIC
created requires resources on the server 240 in terms of
memory. The agent may create and garbage collect bridges
and virtual NICs as needed.
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FIG. 9 illustrates switching in the network architecture of
the scalable cloud infrastructure, in accordance with one
embodiment. For the sake of illustration, two pods each with
one computing server 420, one routing server 410 and one
storage server and an MSC 120 with one management server
215, one load balancer 605 and one storage 610 are displayed.
The firewall 320 provides connection to the network 230 and
is configured in routing mode. The firewall 320 forwards
HTTP requests and API calls from the network 230 to a
management server 215. The public traffic, which may be
routed on a VLAN, also passes through the firewall 320
en-route to the zone layer switch 305. Additionally, in some
embodiments, the firewalls 320 may route traffic on internal
networks between pods 115. In certain embodiments, the
firewall 320 enables site-to-site VPN such that servers 240
and management servers 215 in different zones 110 can reach
each other.

In the embodiment of FIG. 9, the zone level switch 305
comprises two layer-3 switches [.3 switches 910. Addition-
ally, redundant pairs of layer-2 switches [.2 switches 905 are
deployed in the pod layer switches 405. In large deployments
of'pods 115 that include multiple racks, a second level of pod
layer switch 405 may be deployed.

The present invention has been described in particular
detail with respect to various embodiments, and those of skill
in the art will appreciate that the invention may be practiced in
other embodiments. In addition, those of skill in the art will
appreciate the following aspects of the disclosure. First, the
particular naming of the components, capitalization of terms,
the attributes, data structures, or any other programming or
structural aspect is not mandatory or significant, and the
mechanisms that implement the invention or its features may
have different names, formats, or protocols. Second, the sys-
tem may be implemented via a combination of hardware and
software, as described, or entirely in hardware elements.
Third, the particular division of functionality between the
various system components described herein is merely exem-
plary, and not mandatory; functions performed by a single
system component may instead be performed by multiple
components, and functions performed by multiple compo-
nents may instead performed by a single component.

Some portions of above description describe the embodi-
ments in terms of algorithms and symbolic representations of
operations on information. These algorithmic descriptions
and representations are commonly used by those skilled in the
data processing arts to convey the substance of their work
effectively to others skilled in the art. These operations, while
described functionally, computationally, or logically, are
understood to be implemented by computer programs or
equivalent electrical circuits, microcode, or the like. Further-
more, it has also proven convenient at times, to refer to these
arrangements of operations as modules, without loss of gen-
erality. The described operations and their associated mod-
ules may be embodied in software, firmware, hardware, or
any combinations thereof.

In addition, the terms used to describe various quantities,
data values, and computations are understood to be associated
with the appropriate physical quantities and are merely con-
venient labels applied to these quantities. Unless specifically
stated otherwise as apparent from the following discussion, it
is appreciated that throughout the description, discussions
utilizing terms such as “processing” or “computing” or “cal-
culating” or “determining” or the like, refer to the action and
processes of a computer system, or similar electronic com-
puting device, that manipulates and transforms data repre-
sented as physical (electronic) quantities within the computer
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system memories or registers or other such information stor-
age, transmission or display devices.

The present invention also relates to apparatus (e.g., com-
puter systems) for performing the operations herein. These
apparatuses may be specially constructed for the required
purposes, or it may comprise a general-purpose computer
selectively activated or reconfigured by a computer program
stored in the computer. Such a computer program may be
stored in a non-transitory, computer readable storage
medium, such as, but is not limited to, any type of disk
including floppy disks, optical disks, CD-ROMs, magnetic-
optical disks, read-only memories (ROMs), random access
memories (RAMs), EPROMs, EEPROMs, magnetic or opti-
cal cards, application specific integrated circuits (ASICs), or
any type of non-transistory media suitable for persistently
storing electronic instructions, and each coupled to a com-
puter system bus. Furthermore, the computers referred to in
the specification may include a single processor or may be
architectures employing multiple processor designs for
increased computing capability.

As used herein any reference to “one embodiment” or “an
embodiment” means that a particular element, feature, struc-
ture, or characteristic described in connection with the
embodiment is included in at least one embodiment. The
appearances of the phrase “in one embodiment” in various
places in the specification are not necessarily all referring to
the same embodiment.

As used herein, the terms “comprises,” “comprising,”
“includes,” “including,” “has,” “having” or any other varia-
tion thereof, are intended to cover a non-exclusive inclusion.
For example, a process, method, article, or apparatus that
comprises a list of elements is not necessarily limited to only
those elements but may include other elements not expressly
listed or inherent to such process, method, article, or appara-
tus. Further, unless expressly stated to the contrary, “or”
refers to an inclusive or and not to an exclusive or. For
example, a condition A or B is satisfied by any one of the
following: A is true (or present) and B is false (or not present),
A is false (or not present) and B is true (or present), and both
A and B are true (or present).

In addition, use of the “a” or “an” are employed to describe
elements and components of the embodiments herein. This is
done merely for convenience and to give a general sense of the
invention. This description should be read to include one or at
least one and the singular also includes the plural unless it is
obvious that it is meant otherwise.

Finally, it should be noted that the language used in the
specification has been principally selected for readability and
instructional purposes, and may not have been selected to
delineate or circumscribe the inventive subject matter. Thus,
upon reading this disclosure, those of skill in the art will
appreciate still additional alternative structural and functional
designs for a system and a process providing a scalable archi-
tecture for cloud computing. Accordingly, while particular
embodiments and applications have been illustrated and
described, it is to be understood that the disclosed embodi-
ments are not limited to the precise construction and compo-
nents disclosed herein. Various modifications, changes and
variations, which will be apparent to those skilled in the art,
may be made in the arrangement, operation and details of the
method and apparatus disclosed herein without departing
from the spirit and scope defined in the following claims.

What is claimed is:

1. A method for establishing a scalable cloud infrastruc-
ture, the method comprising:

partitioning a plurality of physical resources into a plural-

ity of pods within a plurality of zones, wherein:
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the physical resources comprise physical compute, stor-
age, and networking resources within a plurality of data
centers distributed across a network;

each zone comprises a weakly connected subset of the

plurality of pods and is physically isolated from other
zones in the plurality, and one or more zone-level layer-3
network switches providing interconnections among the
pods of the zone and providing connections to other
zones; and

each pod comprises a strongly connected discrete set of the

plurality of physical resources in the zone, the physical
resources in each pod including one or more compute
servers, one or more storage servers, and one or more
routing servers connected together by one or more pod-
level layer-2 network switches;

establishing at least one data network from the distributed

networking resources, the at least one data network con-
necting, and configured for routing traffic to, the plural-
ity of pods from at least one customer;

establishing at least one management server cluster com-

prising a plurality of management servers;

establishing at least one management network from the

distributed networking resources, the at least one man-
agement network connecting one of the plurality of
management servers to one of the plurality of zones, and
connecting the compute and storage resources parti-
tioned within the pod;

establishing a plurality of units of virtual resources by

apportioning selected of the physical resources within
one or more of the plurality of pods to each of the
plurality of units, wherein the apportioned physical
resources may be shared between two or more of the
plurality of units of virtual resources; and

wherein each management server is configured for allocat-

ing one or more of the plurality of units of virtual
resources to an account associated with the at least one
customer; and

wherein the compute servers of'a pod execute a multitenant

hypervisor, and the storage servers of the pod present
virtual disks to the compute servers, the virtual disks
being visible to the multitenant hypervisor as networked
file systems or as block devices and being presented as
locally attached storage to virtual machines of the com-
pute servers.

2. A method for segmenting traffic from a plurality of
customer accounts within a scalable cloud infrastructure, the
method comprising:

allocating one or more units of virtual resources to each of

aplurality of customer accounts, each of the one or more
units of virtual resources corresponding to physical
resources partitioned into a plurality of physically iso-
lated zones within the scalable cloud infrastructure, the
plurality of physical resources comprising a plurality of
physical compute, storage, and networking resources
within a plurality of data centers distributed across a
network, wherein the plurality of physical resources are
shared at least in part between two or more of the plu-
rality of customer accounts, and wherein for each cus-
tomer account, the physical resources are selected from
one or more of a plurality of weakly connected pods
within one of the plurality of zones, each zone including
one or more zone-level layer-3 network switches pro-
viding interconnections among the pods of the zone and
providing connections to other zones, each of the plu-
rality of pods comprising a strongly connected discrete
set of the plurality of physical resources within the zone,
the physical resources in each pod including one or more
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compute servers, one or more storage servers, and one or
more routing servers connected together by one or more
pod-level layer-2 network switches; and

for the physical resources that are shared at least in part
between two or more of the plurality of customer
accounts, segmenting traffic from the one or more units
of virtual resources allocated to a first of the two or more
of the plurality of customer accounts from the one or
more units of virtual resources allocated to a second of
the two or more of the plurality of customer accounts;

wherein the compute servers of a pod execute a multitenant
hypervisor, and the storage servers of the pod present
virtual disks to the compute servers, the virtual disks
being visible to the multitenant hypervisor as networked
file systems or as block devices and being presented as
locally attached storage to virtual machines of the com-
pute servers.

3. The method of claim 2, wherein segmenting further

comprises:

allocating a first subset of the at least in part shared physical
resources exclusively to the first customer account and a
second subset of the at least in part shared physical
resources exclusively to the second customer account,
the first and second subsets each comprising at least one
virtual machine; and

segmenting first customer account traffic across the at least
in part shared physical resources corresponding to the
one or more units of virtual resources allocated to the
first customer account from second customer account
traffic across the at least in part shared physical
resources corresponding to the one or more units of
virtual resources allocated to the first customer account.

4. A system for a scalable cloud infrastructure, the system

comprising:

aplurality of physical resources partitioned into a plurality
of pods within a plurality of zones, wherein:

the physical resources comprise physical compute, stor-
age, and networking resources within a plurality of data
centers distributed across a network;

each zone comprises a weakly connected subset of the
plurality of pods and is physically isolated from other
zones in the plurality, and one or more zone-level layer-3
network switches providing interconnections among the
pods of the zone and providing connections to other
zones; and

each pod comprises a strongly connected discrete set of the
plurality of physical resources in the zone, the physical
resources in each pod including one or more compute
servers, one or more storage servers, and one or more
routing servers connected together by one or more pod
level layer-2 network switches;

at least one data network from the distributed networking
resources, the at least one data network connecting, and
configured for routing traffic to, the plurality of pods
from at least one customer;

at least one management server cluster comprising a plu-
rality of management servers;

at least one management network from the distributed net-
working resources, the at least one management network
connecting one of the plurality of management servers
to one of the plurality of zones, and connecting the
compute and storage resources partitioned within the
pod;

a plurality of units of virtual resources by apportioning
selected of the physical resources within one or more of
the plurality of pods to each of the plurality of units,
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wherein the apportioned physical resources may be
shared between two or more of the plurality of units of
virtual resources; and

wherein each management server is configured for allocat-

ing one or more of the plurality of units of virtual
resources to an account associated with the at least one
customer; and

wherein the compute servers of'a pod execute a multitenant

hypervisor, and the storage servers of the pod present
virtual disks to the compute servers, the virtual disks
being visible to the multitenant hypervisor as networked
file systems or as block devices and being presented as
locally attached storage to virtual machines of the com-
pute servers.

5. A system according to claim 4, wherein the storage
servers of each pod provide pod-level shared storage includ-
ing an ability to restart a virtual machine on a compute server
of the pod different from another compute server of the pod
where the virtual machine last ran.

6. A system according to claim 4, wherein storage band-
width throttling is used to limit a rate of storage traffic from a
virtual machine while reading from or writing to a virtual
disk.

7. A system according to claim 6, wherein the storage
throttling is specified by a desired maximum 10 per second
value configured by a management server on either a per-
service basis, a per-customer basis, or across the system.

8. A system according to claim 4, wherein virtual LANs are
used to segment traffic within the data network between man-
agement, public and storage traffic.

9. A system according to claim 4, wherein virtual LANs are
used to segment traffic within the data network among differ-
ent customers.

10. A system according to claim 9, wherein a virtual LAN
is allocated to a customer in response to a request from a
customer for resources from the system.

11. A system according to claim 9, wherein network band-
width throttling is used to limit a rate of network traffic from
virtual machines of customers.

12. A system according to claim 11, wherein the network
bandwidth throttling is specified by a desired maximum net-
work bandwidth for each virtual machine, configured by a
management server on either a per-service basis, a per-cus-
tomer basis, or across the system.

13. A system according to claim 4, wherein a customer
provides a resource specification for virtual machines to be
used by the customer, the resource specification including
specification of hardware and/or software elements.

14. A system according to claim 4, wherein the routing
servers include routing appliances executed as virtual
machines providing per customer secure and protected rout-
ing functionality, the routing appliances being garbage col-
lected when no longer needed so as to release system
resources for other uses.

15. A system according to claim 14, wherein the routing
functionality includes automatic network address assignment
and source network address translation for virtual machines
of' the respective customer.

16. A system according to claim 4, wherein the manage-
ment servers are organized into one or more management
server clusters.

17. A system according to claim 16, wherein each manage-
ment server cluster is deployed as a primary management
server cluster in a first data center with a backup management
server cluster at a second distinct data center.

18. A system according to claim 17, wherein data stored by
the primary management server cluster is replicated and
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transmitted for storage by backup management server cluster,
and in the event of failure of the primary management server
cluster network traffic is automatically directed to the second-
ary management server cluster instead of the primary man-
agement server cluster such that operation of the servers inthe 5
zones is unaffected by the failure of the primary management
server cluster.

19. A system according to claim 16, wherein a manage-
ment server cluster serves multiple zones and pods within the
data centers. 10
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