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(54) DATA CARRIER

The invention relates to a data carrier (1) comprising
a non-volatile memory (2), a data interface (3) via
which data can be written to and read from the non-
volatile memory (2), and an interface module (4),
which is connected between the data interface (3) and
the memory (2) and by way of which the data can be
encrypted and/or decrypted. The data carrier (1)
according to the invention is characterized in that the
interface module (4) comprises a control unit (5) and a
logic component (6) connected thereto, the encryption
and/or decryption being performed by the logic
component (6) and the key to be employed being
establishable by the control unit (5).
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Description

[0001] The invention relates to a data carrier comprising a non-
volatile memory, a data interface via which data can be written
to and read from the non-volatile memory, and an interface
module which is connected between the data interface and the
memory and by way of which the data can be encrypted and/or
decrypted.

[0002] Such data carriers are used as memory cards, for
example. Data of any kind can be stored on a small card. A host
sends the data to the card via an interface. If the data is sensitive,
the data is usually stored in encrypted form. In principle, two
options are available for encrypting and decrypting the data.
Either the host or the card itself performs this task. However,
since the desired data rates are very high, the transmission
including encryption or decryption must be very fast and, in the
best case, at the same speed as if the data were not encrypted.
[0003] If encryption and decryption are carried out by the host,
this is less problematic since sufficient processor power is
usually available there. However, many memory cards are
designed in such a way that almost all hosts, which may belong
to different applications, can read from and write to these cards.
So if a first application stores a data record that it has previously
encrypted using a specific algorithm, the host of a second
application that is to read the data record again must also have
this algorithm, otherwise the data cannot be decrypted again.
[0004] For this reason, it is advantageous if the card itself
handles the encryption and decryption, since in this case it is
not necessary to know in advance which applications the
memory card is to work with, and it is not necessary to ensure
that these applications have the appropriate algorithms.

[0005] In the case of data carriers, today's chip card controllers
are able to apply almost any encryption algorithm to any data.
In terms of flexible data encryption, this is a practicable
solution, but the data rates are extremely limited. They are
currently around 100 kbit per second and therefore do not come
close to meeting the required data rates of a memory card,
which are over 10 Mbit per second. Encryption and decryption
can therefore only be carried out very slowly when using
conventional chip card controllers. Although more powerful
controllers having sufficient processor power are feasible in
principle, they usually cannot be used for cost reasons.

[0006] The object of the invention is therefore to provide a data
carrier which is suitable for carrying out data encryption and/or
decryption at a substantially higher speed, without requiring a
particularly powerful processor.

[0007] This object is achieved by a data carrier of the type
mentioned at the outset, which is characterized in that the
interface module comprises a control unit and a logic
component connected thereto, wherein the encryption and/or
decryption are carried out by the logic component and the key
to be employed can be established by the control unit.

[0008] The interface module of a data carrier according to the
invention is thus divided into two parts. On the one hand, it
comprises a control unit, which can be a conventional chip card
controller or a part thereof, for controlling the processes and
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specifying the keys to be used. On the other hand, the interface
module comprises a logic component that is responsible for the
encryption and/or decryption process itself and is optimized for
this task. A hardware-based solution for implementing a
function is always significantly faster than a software-based
implementation.

[0009] The advantage of such an arrangement is that a powerful
logic component is much less expensive to manufacture than a
processor suitable for this task.

[0010] A particularly flexible solution for providing the logic
component is to provide it by means of a function-
programmable logic circuit. This allows the interface module to
be adapted to changing requirements.

[0011] Further advantageous embodiments of the invention are
described in the subclaims.

[0012] The invention will be described in more detail hereafter
based on an exemplary embodiment. FIG. 1 shows a schematic
representation of a data carrier according to the invention.
[0013] The figure shows a data carrier 1, in this case a memory
card. The memory card comprises a non-volatile memory 2,
preferably a flash memory, which has a high capacity so that the
memory card is suitable as a mass storage medium. The
memory card is equipped with a data interface 3 for connecting
to a host. Contact surfaces 8 are provided for contacting, to
which various signals are applied during operation, such as a
clock signal CLK, an operating voltage VDD, a control
command CMD and, above all, a data signal DAT. An input
circuit 7 is provided to receive these signals and also represents
a driver level by way of which an adaptation to various hosts is
carried out so that the memory card can be used flexibly with
different hosts or applications. It is likewise possible to convert
serial signals into parallel signals, and vice versa, at this point.
[0014] The data interface 3 is connected to an interface module
4, which in the shown exemplary embodiment comprises a
controller 5 and a logic component 6. The logic component 6
has three interfaces. A connection to the data interface 3 is
provided via a first interface 11, a second interface 12 connects
the logic component 6 to the controller 5, and a third interface
13 connects the logic component 6 to the memory 2.

[0015] Data to be transmitted from the data interface 3 to the
memory 2 is encrypted in the logic component 6. When reading
data from the memory card, data is transmitted from the
memory 2 to the data interface 3, with decryption being
performed by the logic component 6. In both cases, the data
path for encryption and decryption runs exclusively via the
logic component 6, but not via the controller 5. The controller
is only responsible for control and monitoring tasks.

[0016] The key to be employed by the logic component 6 is
specified by the controller 5. However, the controller also takes
over other tasks. These are the control of the data stream, which
ensures that the data is written and read correctly. Employed
mechanisms are, for example, bad block management or the
monitoring of "physical versus logical memory address".
[0017] In an advantageous implementation, the logic component 6
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is designed as an additional module of a chip card controller 5.
This enables a compact and cost-effective implementation.

List of reference symbols

1 Memory card

2 Non-volatile memory

3 Data interface

4 Interface module

5 Controller

6 Logic component

7 Input circuit

8 Contact surfaces

11, 12, 13 Interfaces of the logic component

Claims

1. A data carrier comprising:
- a non-volatile memory (2);
- a data interface (3) via which data can be written to and
read from the non-volatile memory (2); and
- an interface module (4), which is connected between the
data interface (3) and the memory (2) and by way of which
the data can be encrypted and/or decrypted,
wherein the interface module (4) comprises a control unit (5)
and a logic component (6) connected thereto, the encryption
and/or decryption being performed by the logic component (6)
and the key to be employed being establishable by the control
unit (5).
2. The data carrier according to claim 1, wherein the carrier is a
mass storage card.
3. The data carrier according to claim 1 or 2, wherein the control
unit (5) is formed by a microcontroller.
4. The data carrier according to any one of claims 1 to 3,
wherein the data rate of the data which can be encrypted and/or
decrypted by the logic component (6) is greater than 10 Mbit/s.
5. The data carrier according to any one of claims 1 to 4,
wherein the logic component (6) is a function-programmable
logic circuit.

1 page(s) of drawings
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