
































































































































































































































































































































































































































































































































3.6 Contactless Cards 137

Table 3.22 Coding of the Minimum TR0 parameter

b8 b7 Minimum TRO
0 0 Default value
0 1 48/ fs
1 0 16/fs
1 1 RFU

The value of the ‘Minimum TR1’ parameter defines the minimum delay between the ac-
tivation of the subcarrier and the start of data transmission (see Figure 3.107). The terminal

needs this time for synchronization with the card.

Table 3.23 Coding of the Minimum TR1 parameter

b6 b5 Minimum TR1
0 0 Default value
0 1 64/fs
1 0 16/ fs
1 1 RFU

Bits b3 and b4 indicate to the terminal whether the card supports suppression of EOF and/or
SOF from the card to the terminal in order to reduce communications overhead. This capability

is optional for the card.

Table 3.24 SOF utilization

b3 SOF required
0 yes
1 no

Table 3.25 EOF utilization

b4 EOF required
0 yes
1 no

The lower nibble of Parameter 2 (bits b4-b1) specifies the maximum size of a frame that can
be received from the terminal. The upper nibble is used to select the bit rates in both directions.
The terminal can make this choice, since it already knows the bit rates supported by the card

from the ATQB.
The lower nibble of Parameter 3 is used to confirm the protocol type. The coding corresponds

to that shown in Table 3.19. The upper nibble is set to '0'. All other values are reserved for
future use.
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Table 3.26 Coding of bits b4-b1 in Parameter 2, which specify the maximum frame size

Max_Frame_Size code in ATTRIB 0 1 2 3 4 5 6 7 8 9-F

Maximum frame size (bytes) 16 24 32 40 48 64 96 128 256 RFU>256

Table 3.27 Coding of bits b8-—b5 in Parameter 2, which select the transmission bit rate

b8 b7 b6 b5 Meaning
0 0 X X PICC to PCD: 1 etu = 128/ f¢, bit rate is 106 kbit/s
0 1 X X PICC to PCD: 1 etu = 64/ fc, bit rate is 212 kbit/s
1 0 X X PICC to PCD: 1 etu = 32/ f¢, bit rate is 424 kbit/s
1 1 X X PICC to PCD: 1 etu = 16/ fc, bit rate is 847 kbit/s
X X 0 0 PCD to PICC: 1 etu = 128/ f¢, bit rate is 106 kbit/s
X X 0 1 PCD to PICC: 1 etu = 64/ f, bit rate is 212 kbit/s
X X 1 0 PCD to PICC: 1 etu = 32/ f¢, bit rate is 424 kbit/s
X X 1 1 PCD to PICC: 1 etu = 16/ f¢, bit rate is 847 kbit/s

Parameter 4 also consists of two parts. The lower nibble is called the ‘card identifier’ (CID)
and defines the logical number of the addressed card, with a range of O to 14. The value 15 is
reserved for future use. The card identifier is specified by the terminal and is unique for each
active card. If the card does not support CID, a value of '0’ is used. The upper nibble is set to
‘0". All other values are reserved for future use.

The ‘Higher-Layer Inf’ field can be used to transfer any desired higher level commands.
The ability to process such commands is optional for the card.

Response to the ATTRIB command

The card responds to every valid ATTRIB command (having the proper PUPI and correct
CRC_B checksum) as shown in Figure 3.118.

Byte 1 Bytes 2-n
MBLI CID Higher-layer response CRCB
I byte Optionally O or more bytes 2 bytes

Figure 3.118 Format of the response to an ATTRIB command

If the terminal receives a valid response to an ATTRIB command (one having the same
CID and a correct CRC_B checksum), it knows that card selection was successful. The lower
nibble of the first byte in the response (bits b4-b1) contains the CID. The upper nibble of the
first byte (bits b8-b5) is called the ‘maximum buffer length index’ (MBLI). The card uses the
MBLI to tell the terminal the maximum size of its input buffer. This allows the terminal to
avoid causing the input buffer of the card to overflow by sending too many chained frames. If
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3.6 Contactless Cards 139

MBILI s set to 0, the card does not provide any information about the size of its internal buffer.
If MBLI is greater than 0, the maximum internal buffer length (MBL) can be calculated using
the following formula:

MBL = (PICC maximum frame size) x 2MBL=D

The card sends its maximum frame size parameter to the terminal in the ATQB. When the
terminal transmits chained frames, it must ensure that the cumulative length does not exceed
the value of MBL.

The HLTB command

The HLTB command is used to place a card in the Halt state, so that it no longer responds
to REQB commands. After responding to this command, the card ignores all subsequent
commands except WUPB.

'50' Identifier CRCB
1 byte 4 bytes 2 bytes

Figure 3.119 Format of the HLTB command

The Identifier parameter contains the PUPI of the card to be placed in the Halt state. The format
of the card’s response to a valid HLTB command is shown in Figure 3.120.

'00' CRCB
1 byte 2 bytes

Figure 3.120 Format of the response to a HLTB command

Example of an anticollision sequence with three Type-B cards

The standard gives the developer the freedom to implement various types of anticollision
strategies. This corresponds to the basic function of a standard, which is to make interoperability
possible while providing as much latitude as possible for implementation in order to avoid
hindering technical progress. An example of an anticollision sequence is shown in Figure
3.121. This example, which is also contained in the annex to the standard, serves to illustrate
the processes and commands described in the previous section. It makes no claim to being a
technically superior implementation.

3.6.3.4 Data transmission protocol (ISO/IEC 14 433-4)

A half-duplex block transmission protocol that is tailored to the specific requirements of a
contactless system is defined in Part 4 of ISO/IEC 14 433-4. This protocol is largely based on
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PCD

Start of anticollision sequence:
transportation application, AFl =10’
number of slots (N) = 1

transmit REQB \
Apf| AFl|Param|CRC|CRC PICC1

051101 00 | xx | xx PICC with transportation application
AFI match
N=1

transmit ATQB
PiCC2

PICC with health-care application
no AFl match
wait for next REQB/WUPB

PICC3

multiapplication PICC
AFl match
N=1

— transmit ATQB

PCD

collision detected
change number of slots:: N=4

transmit REQB

APf} AFl |Param|CRC{CRC

05|10 00" | xx | xx picet

PICC with transportation application
AFI match

select random R between 1 and N
R = 2, so wait for slot marker 2

PiCC2

PICC with health-care application
no AFl match

wait for next REQB/WUPB

Figure 3.121 Example of an anticollision sequence with three Type-B cards (Part 1 of 2)

the T = 1 protocol defined in the ISO/IEC 7816-3 standard, which is widely used throughout
the world. This simplifies the implementation of dual-interface cards, since they anyhow must
support a contact-type transmission protocol.

For Type-A cards, the standard defines an activation sequence that must be executed
before starting the actual protocol. During this sequence, parameters for the subsequent data
transmission are specified and exchanged between the terminal and the card. These parameters
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PICC3
PICC with transportation application
AF| match
select random R between1 and N
R =1, so transmit in slot 1

// transmit ATQB
PCD

Depending on the application,
the PCD now has the choice of
selecting PICC3 without sending
any additional slot markers,
sending additional slot markers
or..

In this example, the PCD
continues sending slot markers.

transmit REQB \
CRC|CRC PICC1

Apn

PICC with transportation application
AF| match
R =2, so transmit in slot 2

transmit ATQB
PCD / PICC2

PICC with health-care application
The PCB now has two PICC wait for next REQB / WUPB
responses. In this example, it

15| xx XX

continues to send slot markers. PICC3
transmit slot marker for slot 3: no response multiapplication PICC
transmit slot marker for slot 4: no response wait for HLTB or ATTRIB
PCD

The PCB decides to select PCC1
(transportation application) using
the ATTRIB command. It could
also use the HLTB command to
stop PICC3.

Figure 3.121 Example of an anticollision sequence with three Type-B cards (Part 2 of 2)

relate to things such as the bit rate in each direction and the required waiting times between
frames.

Type-B cards do not need any special activation sequence. They can immediately initiate
the actual data transmission protocol after being selected. With such cards, the necessary
parameters for data transmission are specified and exchanged during the initialization and
selection processes, as described in the previous section.
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Protocol activation for Type-A cards

After a Type-A PICC has been successfully selected, as previously described, the terminal
executes an activation sequence as illustrated by the flow chart shown in Figure 3.122.

@

send REQA send DESELECT
‘ request
receive ATQA receive DESELECT
response
v v
anticollision send WUPA

loop

ATS present?
(i.e., is
ISO/IEC 14 443-4
supported?)

send HLTA —

ISO/IEC 14 443-3

ISO/IEC 14 443-4

use
ISO/IEC 14 443-4
protocol?

send RATS
parameters o5
receive ATS to be changed? y v

send PPS request
no *

receive PPS response

PPS supported?

no

exchange
transparent data

Figure 3.122 Activation of a Type-A card by a terminal
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From the SAK (Select Acknowledge) transmitted by the card at the end of the anticollision
loop, the terminal can recognize whether the card supports the standard data transmission
protocol. If it does not, the terminal issues a HLTA command to place the card in the Halt state.
If the protocol defined in ISO/IEC 14 433-4 is supported, the terminal sends a RATS (request
for answer to select) command to the card. The RATS command and the ATS (answer to reset)
returned by the card are used to exchange data and parameters in order to determine the data
transmission options supported by the card and the terminal. Following this, the values of the
modifiable parameters can be selected using PPS (protocol and parameter selection) to make
optimum use of the capabilities of the card and the terminal. In order to make inexpensive,
technically simple implementations possible, default values are defined for the modifiable
parameters. In the simplest case, the card supports only these default values. In this case, the
PPS sequence is unnecessary, and the terminal can immediately start exchanging data using
the block protocol after receiving the ATS.

Request for answer to select (RATS)

The RATS command contains a parameter byte specifying the maximum frame size that the
terminal can receive (‘frame size for proximity coupling card’, or FSDI) and the card identifier
(CID) assigned to the card for the duration of its active state. Starting with the reception of the
RATS command, the card uses this CID as its logical identifier.

'E0 Parameter CRCA
1 byte 1 byte 2 bytes

Figure 3.123 Format of the RATS (Request for Answer to Select) command

b8 b7 b6 bS b4 b3 b2 bl
FSDI CID

Figure 3.124 Format of the Parameter byte of the RATS command. The CID defines the logical number
of the addressed card and has a range of O through 14; 15 is reserved for future use. FSDI codes the
maximum frame size (FSD) that the terminal can receive

Table 3.28 Coding of bits b8-b5 of the Parameter byte of the RATS command

FSDI 0 1 2 3 4 5 6 7 8 9-F

FSD (bytes) | 16 24 32 40 48 64 96 128 256 RFU>256
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Answer to Select (ATS)

A Type-A card responds to a RATS command with an Answer to Select (ATS). The ATS
identifies the set of parameters supported by the card. These parameters may include:

¢ the maximum frame size

e the bit rates in both directions supported by the card
¢ the waiting time between frames

® the specific frame guard time

support for NAD and CID.

Default values are specified for cards that do not offer any selection of parameters. In the
simplest case, which is when only the default values are supported, the ATS consists of only
the length byte and the CRC bytes.

TL>1

| To | _b1..b4 Tbs[belb7]bg]
T "L

v v
FSC'»] TA1 | 181 p»| TCH |-]

2

T,
T2,

earny

Tk

Figure 3.125 Format of ATS

Table 3.29 The data elements of the ATS and their
designations according to ISO/IEC 14 433-4

Data element Designation

TL Length byte

TO Format byte

TA1, TB1, TC1 Interface bytes
T1,T2,...Tk Historical bytes

CRC1, CRC2 Cyclic redundancy check

Length byte The length byte (TL) indicates the number of bytes transmitted in the ATS,
including the TL byte but excluding the two CRC bytes. The length of the ATS is not allowed
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3.6 Contactless Cards 145

to exceed the maximum frame length (FSD) given in the RATS command. This means that the
maximum value of TL is not allowed to be greater than FSD — 2.

Format byte If the length given in TL is greater than 1, the format byte (T0) is sent next. TO
consists of three parts, as follows:

® The most significant bit (b8) has a value of 0. The value 1 is reserved for future use.

® Bits b7-b5 indicate the presence of subsequent interface bytes TC1, TC2 and TC3.

® The lower nibble (b4-b1) is called the ‘frame size for proximity card integer’ (FSCI). It
codes the value of ‘“frame size for proximity card’ (FSC), which is the maximum frame size
that can be received by the card. The default value for FSCI is 2, which corresponds to a
maximum frame size of 32 bytes.

Table 3.30 Coding of the format byte (T0)

b& b7 b6 bS b4 b3 b2 bl Meaning

0 Set to 0 (1 is RFU)

0 1 X X c. o e o TC1 transmitted

0 X 1 X - o e - TB1 transmitted

0 X X 1 .. A . o TA1 transmitted

0 X X X X Maximum frame size (FSCI)

Table 3.31 Coding of bits b4-b1 of the FSCI parameter

FSCI 0 1 2 3 4 5 6 7 8 9-F

FSC(bytes) | 16 24 32 40 48 64 96 128 256 RFU>256

TA1 interface byte The TA1 interface byte consists of four parts, as follows:

e The most significant bit (b8) indicates whether different divider values can be used for the
two transmission directions. The value of the etu (elementary time unit, equal to the duration
of one bit) is determined by the divider D according to the formula 1 etu = 128 = (D x f¢).
The initial value of D is 1, which yields an etu value of 128/ fc.

@ Bits b7-b5, which are called ‘divisor send’ (DS), specify the bit rates supported by the card
for data transmission from the card to the terminal.

e Bit b4 is set to 0. The value 1 is RFU.

® Bits b3-b1, which are called ‘divisor receive’ (DR), specify the bit rates supported by the
card for data transmission from the terminal to the card.

The divider values are selected by the terminal in the subsequent PPS command.
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Table 3.32 Coding of the TAT1 interface byte

b8 b7 b6 b5 b4

b3

b2

bl Meaning

0 0
1 0
1 0

1 0

1 0

0

0

0

Different values of D are supported for
data transmissions in the two directions
Only one value of D is supported for data
transmissions in the two directions

DS = 8 is supported

DS =4 is supported

DS = 2 is supported

DR = 8 is supported

DR = 4 is supported

1 DR = 2 is supported

TB1 interface byte The TBI1 interface byte is used to transfer parameters that define the frame
waiting time and the start-up frame guard time. Consequently, the TB1 interface byte consists

of two parts, as follows:

e The upper nibble (b8-b5) is called the ‘frame waiting time integer’ (FWI) and determines
the frame waiting time (FWT). The meaning and calculation of the frame waiting time are

described in the next section.

® The lower nibble (b4-b1) is called the ‘start-up frame guard time integer’ (SFGI) and is
used to calculate the start-up frame guard time (SFGT). The SFGT is the time needed by the
card after transmission of the ATS before it is ready to receive the next frame. The value 15
is RFU. The value 0 means that the card does not need any particular SFGT. With a value
ranging from 1 through 14, the SFGT is calculated using the formula:

SFGT = (256 x 16/ fc) x 259!

The default value of SFGIis 0, and its maximum value (SFGTwpax) is approximately 4949 ms.

b8 b7

b6

b5

b4 b3 b2 bl

FWI

SFGI

Figure 3.126 Format of the TB1 interface byte

TC1 interface byte The TC1 interface byte indicates special protocol options. It consists of

the following parts:

® The six most significant bits (b8-b3) are set to '0'. All other values are RFU.

e Bits b2 and bl indicate which optional fields in the prologe field are supported by the card
(see the next section). The terminal is not obliged to actually transmit all fields that are
supported, so it may omit one or more fields. However, fields that are not supported by
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the card may not be transmitted by the terminal to the card under any circumstances. The
default value for bit b2 is 1, and the default value for bl is 0. These values mean that CID
is supported and NAD is not supported.

Table 3.33 Coding of the TC1 interface byte

b8 b7 b6 b5 b4 b3 b2 bl

0 0 0 0 0 0 b2 = 1 means that CID bl =1 means that NAD
(card identifier) is supported | (node address) is supported

Historical bytes The historical bytes (T1 through Tk) are optional. Their contents are defined
in ISO/IEC 7816-4 (see also Section 6.2, ‘Answer to Reset (ATR)’). The maximum possible
number of historical bytes can be determined from the maximum length of the ATS.

Protocol and parameter selection

If the card indicates in the ATS that it supports modifiable parameters, the terminal can change
the parameters for the subsequent protocol by using the PPS (protocol and parameter selection)
command. If the card does not support any modifiable parameters, it is not required to support
the PPS command (see Figure 3.122). In this case, the protocol will continue with unaltered
parameters.

If we assume that the card has indicated in the ATS that it supports modifiable parameters,
the terminal can now evaluate whether it wants to utilize the modification options indicated by
the card. If so, it transmits a PPS Request command having the structure shown in Figure 3.127.

Byte 1 Byte 2 Byte 3 Byte 4 Byte S
PPSS PPSO PPS1 CRCI1 CRC2
tart byte Parameter 0 indicates Parameter 1 codes
slart by whether PPS1 is present DRI and DSI

Figure 3.127 Format of the PPS Request (protocol and parameter selection request) command
Start byte The start byte (PPSS) consists of two parts:

® The upper nibble (b8-b5) is set to 'D' to identify the PPS. All other values are RFU.

o The lower nibble (b4-b1), which is called the ‘card identifier’ (CID), defines the logical
number of the addressed card.

Parameter 1 Parameter 1 indicates which of the possible values of DS and DR in the TA1
interface byte have been selected. This determines the transmission rates for subsequent data
transmissions.
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Table 3.34 Coding of Parameter 1 (PPS1)

b8& b7 b6 b5 b4 b3 b2 bl Meaning

0 0 0 0 DSI DRI DRI and DSI code the divisor D

Table 3.35 Coding of D by DRI and DRS

DRI/ DSI 0 0 0 1 1 0 1 1

D 1 2 4 8

Protocol and parameter selection response

The card confirms correct reception of the protocol and parameter selection request by means
of a protocol and parameter selection response, which consists of only the PPSS start byte and
the two checksum bytes (CRC 1 and CRC 2). After this, the terminal and the card use only the
selected parameters for data transmission.

Activation frame waiting time

In order to avoid unnecessarily long waiting times in case of transmissions errors, ISO/IEC
14 433-4 specifies the maximum time between when a Type-A card receives the end of a frame
and when it sends a response. This time is called the ‘activation frame waiting time’, and it
is set to 65,536/ fc (4833 ps). If a card does not respond within this interval, the terminal
knows that communications with the card are impaired.

Error detection and correction

In a system using contactless cards, it must be expected that errors will occur more often during
data transmission than is usual with contact-type cards. For example, with contact-type cards
it is relatively uncommon for a card to be removed from a terminal while it is communicating
with the terminal. With contactless cards, interruptions to communications can occur more
often, since the cards are free to move within the working range of the terminal during use and
can unintentionally leave the working range. It is thus important to have methods available that
allow such interruptions to be recognized as quickly as possible and allow communications to
be resumed in a state that is as well defined as possible.

In order to avoid having every type of error completely interrupt communications and force
re-initiation of the entire process, ISO/IEC 14 433-4 defines rules for error detection and
correction during the protocol activation phase for Type-A cards. Rather than describe these
rules in detail, we refer you to the appropriate section of the standard, where they are presented
in an illustrative manner.
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Half-duplex protocol in accordance with ISO/IEC 14 433-4

The transmission protocol defined in Part 4 of ISO/IEC 14 433-4 takes into account the special
requirements imposed by the use of contactless cards. For instance, it allows a terminal to
communicate with several cards in parallel.

Like the T =1 protocol for contact-type cards, this protocol supports a clean separation
of layers in accordance with the OSI reference model. Separation of layers means that data
belonging to a higher level layer are transmitted completely transparently with respect to lower
lever layers. This protocol is based on the frames defined for both types of cards (Type A and
Type B) in Part 3 of the standard. Four layers are distinguished:

the physical layer (byte transmission in accordance with 14 433-3)

the data link layer (for exchanging data blocks in accordance with 14 433-3)

® the session layer (coupled to the data link layer in order to minimize overhead)

the application layer (where the commands are processed).

This block-oriented protocol starts after the activation sequence has been completed. The
terminal is entitled to make the first transmission. This means that after the activation sequence,
the card must wait until it receives a block from the terminal. The card responds to each block
that it receives by transmitting a response block within a defined frame waiting time. After
the response block has been sent, the terminal again holds transmit authorization and the card
switches back to reception mode. Communications continue in this manner, with transmit
authorization alternately held by the terminal and the card.

The protocol allows several cards to be concurrently activated by a terminal. It can switch
back and forth among several cards without having to spend time deactivating a card and
activating another card each time it switches cards.

As already mentioned, the probability of errors in data transmissions is higher in systems
using contactless cards than in comparable systems using contact-type cards. It is thus espe-
cially important for communications between the terminal and the card to take place in the
shortest possible time. The data transmission rate, which has a default value of 106 kbit/s, is rel-
atively high compared with the default value of 9.6 kbit/s for the T=0and T =1 transmission
protocols.

Block structure

Each transmission block consists of a leading prolog field, an optional information field and a
trailing epilog field. The information field contains data for the application layer.
There are three different types of blocks:

e Information blocks, which are used for the transparent exchange of data belonging to the
application layer.

® Reception confirmation blocks (R blocks), which do not contain information fields and serve
to indicate positive or negative confirmation of reception.
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prologue field

information field | epilogue field

PCB CiD NAD INF EDC
1 byte 1 byte 1 byte 2 bytes
\ _J T
Y error detection code
\ _J
Y
FSD/FSC

Figure 3.128 Block structure

System blocks (S blocks), which are used to exchange control data for the protocol. Two

types of S blocks are defined: WTX, which is an S block for extending the frame waiting
time and has a single-byte information field, and DESELECT, which is an S block with no
information field that is used to place the card in the Halt state.

Prologue field The prologue field consists of the protocol control byte (PCB), an optional
card identifier (CID) and an optional node address (NAD). The coding of the protocol control

byte is shown in Table 3.36.

Table 3.36 Coding of a the protocol control byte (PCB)

Bit I-block PCB R-block PCB S-block PCB
DESELECT WTX

b8 0 1 1 1

b7 0 0 1 1

b6 0 (1 is RFU) 1 0 1

b5 1 = chaining 0=ACK, 1 =NAK 0 1

b4 1 = CID follows 1 = CID follows 1 = CID follows

b3 1 = NAD follows 0 (no NAD) 0 (no NAD)

b2 1 1 (0 is RFU) 1 (0is RFU)

bl block number block number 0 (1 is RFU)

Card identifier (CID) The card identifier field is used to identify a particular card, and it also
contains information about the power supplied to the card. The most significant two bits (b8
and b7) indicate the power level provided to the card by the terminal. Bits b6 and bS5 are set to
0, with 1 being reserved for future use. Bits b4-bl code the card identifier.

b8 b7

b6

bS b4

b3 b2 bl

Power level indication

0 (1=RFU)

0 (1 =RFU) CID

Figure 3.129 Format of the card identifier field
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The coding of CID is defined in the PPS command for Type-A cards and in the ATTRIB
command for Type-B cards. The following rules apply to evaluating the CID field:
® A card that does not support CID ignores all blocks containing a CID.

e A card that supports CID responds to blocks containing its CID by sending back its CID. It
ignores blocks that contain other CIDs, and it responds to any block containing a CID of O
by returning a block with no CID.

These rules allow the terminal to communicate concurrently with several active cards without
having to deactivate cards that are not being addressed.

Table 3.37 Coding of the power level indication

b8 b7 Meaning

The card does not support power level indication
The amount of power is insufficient for full functionality
Adequate power for full functionality

0
0
1
1 More than adequate power for full functionality

0
1
0
1

Node address (NAD) The third byte of the prologue field is called the ‘node address’. The
node address is used to establish and address certain types of logical connections between the
card and the terminal. Node addresses are used in the same manner as for contact-type cards.
They are defined in ISO/IEC 7816-3 and described in Chapter 6.

Information field (INF) In I blocks, the information field acts as a container for data for the
application layer. The content of this field is transferred fully transparently. In S blocks, the
information field is used to control extending the frame waiting time.

Frame waiting time (FWT)

In order to achieve a defined termination of communications with a non-responding card in
the shortest possible time, a ‘frame waiting time’ (FWT) is defined. It corresponds to the
block waiting time of the T = 1 protocol for contact-type cards. The frame waiting time is
the maximum interval between the end of a frame transmitted by the terminal and the start of
the response frame from the card. If this interval expires without a response from the card, the
terminal assumes that there is a malfunction in the card and reacquires transmit authorization
in order to initiate error-detection mechanisms. As previously described, the ATS for Type-A
cards contains the value of the frame waiting time integer (FWI) in the TB1 interface byte.
The frame waiting time can be calculated from the FWI using the following formula:

FWT = (256 x 16 + fc) x 2FWV!
For Type-B cards, the FW1is defined in the ATQB (Answer to Request, Type B). The minimum

value of FWT, which is obtained when the value of FWI is 0, is approximately 302 ps. The
maximum value of FWT (FWTymax), which is obtained when the value of FWI is 14, is
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approximately 4949 ms. The normal command processing time of the card must be taken into
account when selecting the frame waiting time. If the value of the frame waiting time is set too
large, it will take longer for the terminal to detect that a card is not responding. In practice, cards
can respond relatively quickly to most commands, but a few commands, such as commands
involving the computation of a cryptographic algorithm, require significantly more time to
execute. In order to avoid having to use a long frame waiting time for all commands just to
accommodate such cases, there is a mechanism for extending the waiting time. This allows
the card to request an extension of the frame waiting time for an individual command.

Extending the frame waiting time

To request an extension of the FWT, the card transmits a special S block called ‘S(STX)
request’. It receives a corresponding ‘S(WTX) response’ from the terminal to confirm the
request. The terminal is not allowed to deny such a request.

The length of the extension to the frame waiting time is sent to the terminal using one byte
in the information field of the S(WTX) S block. The new, temporary frame waiting time for
processing the current command is obtained by multiplying this value by the frame waiting time.

b8 b7 b6 b5 bd b3 b2 bl
Power level indication WXTM (1-59; 0 and 60-63 are RFU)

Figure 3.130 Format of the INF field of an S(WTX) request

b8 b7 b6 b5 b4 b3 b2 bl
WXTM

Figure 3.131 Format of the INF field of an S(WTX) response

The temporary frame waiting time (FWTtgpmp) is measured starting with the end of the
S(WTX) response sent by the terminal. It is calculated using the following formula:

FWTTEMP =FWT x WTXM

If the formula yields a result greater than FWTyax (4949 ms), the value of FWTyax must
be used instead of the calculated value of FWTteMmp.

Block chaining

The chaining function allows either one of the communicating parties to transmit data blocks
that are too big to fit within a single frame by partitioning the data into several I frames sent in
succession. Each of these chained I blocks has a length that is less than or equal to the frame
length specified by FSC or FSD, as appropriate.

When block chaining is used, the sender sets the chaining bit in the protocol control byte
(PCD) of the first block of the chain. This indicates to the recipient that the block chaining
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function is being used and that the subsequent block contains chained data. If the recipient
receives the first block of the chain correctly, it indicates correct reception and its readiness
to receive the next block by returning an R block with the same block number as the block it
just received. The next block can then be sent. This back-and-forth exchange of I blocks and
R blocks continues until the sender transmits an I block in which the chaining bit is not set.
On receiving this block, the recipient knows that all of the application-layer data have been
received, so it can process this data block and send the associated response.

Deactivating a card

When data transmission between the terminal and the card is completely finished, the terminal
places the card in the Halt state by sending it a DESELECT command, which is transmitted
using an S block. The card responds to this command with an S(DESELECT) response block
and enters the Halt state.

Error handling

The block transmission protocol has error-detection mechanisms that are similar to those of
the T = 1 protocol and allow resynchronization at various levels in case of transmission errors.
The exact rules for the protocol processes can be found in Part 4 of ISO/IEC 14 433. Extensive
examples of error-free protocol processes and error handling can also be found in the Annex
to the standard.

3.6.4 Vicinity integrated circuits cards (ISO/IEC 15 693)

The ISO/IEC 15 693 standard, whose exact title is ‘Identification cards — Contactless integrated
circuit(s) cards - Vicinity cards’, describes the properties and operating modes of contactless
smart cards having a range up to 1 m. This type of card is preferred for applications such as
access control, since a range of around 1 m means that it is not necessary for the card to be held
in the user’s hand. Instead, it can remain in the user’s pocket, purse or other location. Up to
now, this standard has not found widespread use in smart card systems, so we omit providing
an extensive description of it here.

3.6.5 Test methods for contactless smart cards

The ISO/IEC 10 373 standard contains a compilation of all test methods for ID cards with
and without chips. ISO/IEC 10 373 consists of seven parts, as shown below. As can be seen
from this following list, three parts of this standard contain special test methods for contactless
cards.

Part 1: General characteristics tests

Part 2: Cards with magnetic stripes

Part 3: Integrated circuit(s) cards with contacts and related devices

Part 4: Close-coupled cards
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® Part 5: Optical memory cards
¢ Part 6: Proximity cards

® Part 7: Vicinity cards.

3.6.5.1 Part 4: Test methods for close-coupling smart cards

This part of the standard describes methods for testing the physical interfaces of contactless
close-coupling smart cards compliant with ISO/IEC 10 536. Test aids in the form of reference
coils and capacitive coupling surfaces are defined for use in measuring energy and data transfers
between the terminal and the smart card and verifying conformance with the values specified
in the standard (ISO/IEC 10 536).

3.6.5.2 Part 6: Test methods for proximity-coupling smart cards

Part 6 of the standard describes methods for testing the physical interfaces of contactless
proximity-coupling smart cards compliant with ISO/IEC 14 433. The test aids necessary for
this purpose, which consist of a calibration coil, a test setup for measuring load modulation
and a reference card, are defined in the standard. Test methods for the following properties of
the card or terminal are described in the standard:

® the resistance of the card to damage by electrostatic discharge

o the amplitude of the load modulation and the functionality of the card within its defined
modulation region, as described in the basic standard

¢ the strength of the field generated by the terminal

o the modulation index and transient behavior (rise and fall times, overshoots etc.) of the signal
generated by the terminal.

It must be noted that the small amplitude of the load modulation signal means it is difficult
to make accurate and reproducible measurements of this signal, and it is to be hoped that
suitable measurement equipment will soon be commercially available. Until such time, it is
advisable to request assistance from suppliers of cards and/or terminals and agree on terms
and conditions of delivery at an early date.

3.6.5.3 Part 7: Test methods for vicinity-coupling smart cards
Part 7 of the standard describes methods for testing the physical interfaces of vicinity-coupling
smart cards compliant with ISO/IEC 15 693. The test aids and methods largely correspond to

those in Part 6 of the standard. The only difference is in the construction of the reference card,
due to the different subcarrier frequency.
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Informatic Foundations

‘A smart card is a small computer in credit-card format with no man-machine interface’. This
statement expresses an essential fact, which is that in contrast to all other types of cards, the
specific properties of smart cards are determined by the microcontroller integrated into the
card.

The primary function of the plastic body of the card is to carry the microcontroller. Of course,
other components may be present in addition to the microcontroller, but they are not essential
to the actual smart card functions. A basic understanding of certain aspects of informatics is
necessary to understand the characteristics of these small computers and the IT mechanisms
based on them.

Our intention here is not to convey expert knowledge. That is anyhow not necessary for
understanding the basic features of the procedures and techniques used with smart cards. The
basic knowledge that this chapter offers provides a fully adequate level of comprehension.
Consequently, the information presented here delves into the technical details only to the
extent necessary to understand fundamental relationships.

Nearly half of this chapter is dedicated to cryptographic procedures used in the field of
smart cards. Until a few years ago, the subject of cryptography was surrounded by a veil
of secrecy and ignorance. However, this situation has changed dramatically in recent years,
and there is now an extensive literature on this subject. As with the sections of this chapter
that deal with the general aspects of information technology, here we provide only the basic
information necessary for understanding cryptographic algorithms and protocols. For more
detailed information, we refer you to the well-known books on this subject, such as those by
Bruce Schneier [Schneier 96] and Alfred Menezes [Menezes 97]. A further rich source of
information on cryptography is the World Wide Web, where you will find the home pages
of several research institutes (such as [GMDY]), standards organizations (such as [ETSE, IEC,
ISO]), agencies (such as [BSI, NSA]), companies (such as [Certicom, Counterpane, R3, RSA)),
associations (such as [CCC, Teletrust]) and individuals with an interest in the subject (such as
[Gutmann]).

Smart Card Handbook, Third Edition. W. Rankl and W. Effing
© 2004 John Wiley & Sons, Ltd ISBN: 0-470-85668-8
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4.1 STRUCTURING DATA

Storing or transmitting data unavoidably requires an exact definition of the data in question
and their structure. Only then is it possible to subsequently recognize and interpret the data
elements. Fixed-length data structures with non-modifiable sequences regularly cause systems
to ‘collapse’. The best example of this is the conversion of the many different European
currencies to the euro. All systems and data structures with fixed currency definitions had to be
upgraded at considerable cost. The same difficulties manifest themselves in many smart card
applications. Fixed data structures that need to be extended or shortened sooner or later give
rise to considerable effort and expense.

However, the problem of structuring data has been around for a long time, and there is an
adequate choice of methods that can be used to solve the problem. One method that is very
popular in the world of smart cards, and which is coming into more general use in informatics,
comes from the field of data transmission. It is called Abstract Syntax Notation 1, or ASN.1
for short. This is a coding-independent description of data objects, originally developed for
transmitting data between different computer systems. An alternative to ASN.1 would be using
extensible markup language (XML) to structure data, but up to now this method has not gained
a foothold in real applications in the smart card world.

In principle, ASN.1 is a sort of artificial language that is suitable for describing data and
data structures, rather than programs. The syntax is standardized in ISO/IEC 8824, and the
coding rules are defined by ISO/IEC 8825. Both of these standards were developed from
Recommendation X.409 of the CCITT.

Describing ASN.1 in detail would require a book on its own, so here we only address a few
essential aspects in order to give a general ideal of how it works. For further information, we
suggest you consult the relevant literature, such as Walter Gora [Gora 98].

ASN.1 has a number of elementary (‘primitive’) data types and composite (‘constructed’)
data types. It is also possible to extend the syntax of ASN.1 using macros in order to obtain
any desired enhancements to ASN.1. Listings 4.1 through 4.3 show some simple examples of
how ASN.1 can be used, including defining and coding data.

Table 4.1 Some of the data types used in ASN.1

Data type Sort Meaning

BOOLEAN Primitive Boolean value: yes/no

INTEGER Primitive Negative and positive integers

OCTET STRING Primitive Byte sequence (one byte = one 8-bit octet)

BIT STRING Primitive Bit sequence

SEQUENCE Constructed Several components combined to form a new data type

The basic idea of coding data using ASN.1 is to prefix each data object with a unique label
and information about its length. The rather complex syntax of the description language also
allows users to define their own data types and nest data objects. The original idea, which
was to create a generally valid syntax that could form the basis for data exchange between
fundamentally different computer systems, is scarcely used in smart cards. Currently, only
a very small part of the available syntax is used in this area, mainly due to the very limited
memory capacity of smart cards.
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Listing 4.1 A simple example of data type definition using ASN.1

SC.Controller ::— SEQUENCE {
; ‘Name IASStrlng, ; .
’ _:CPUType CPUPower,

Deﬁmtlon of a new data type for SC_Controller ;
The name of the mlcrocontroller 1s an ASCII strmg

‘ fEE ROMSlze INTEGER
- V'RAMSJ.ze INTEGER
;Romslze INTEGER}

CPUPower ENUMERATED;{,$f~;;k

: 32‘B1t (32 )‘} - . :Poss1ble selectlon value for the 32 b1t CPU type

Listing 4.2 The data definitions from Listing 4.1, filled with data for a particular microcontroller

- 2 bytes c 02') and cOntent of ‘04 00' (1024)
- Tag '02! for an mteger data type with a length of
2 bytes ('02') and a content of '01 00' (256).
 Tag '02! for an mteger data type with a length of
" bytes ('02') and a content of '02 00' (8192).

0202 20 00"
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The Basic Encoding Rules (BER) for ASN.1 are defined in the ISO/IEC 8825 standard. Data
objects created according to these rules are called BER-TLV-coded data objects. A BER-coded
data object has a label (called a ‘tag’), a length field and the actual data part, with an optional
end marker. Certain bits in the tag are predefined by the coding rules. The actual structure is
shown in Figure 4.1. The Distinguished Encoding Rules (DER) form a subset of the BER.
These coding rules specify, among other things, the coding of the length information, which
may be one, two or three bytes long. A basic summary of the BER and DER can be found in
Burton Kaliski [Kaliski 93].

ASN.1 objects are coded using the classic TLV structure, in which “T” (tag) denotes the
object’s label, ‘L’ (length) refers to its length and ‘V’ (value) is the actual data. The first field
of a TLV structure is the tag for the data object in the following V field. To avoid the need for
each user to define his or her own tags, which would open the door to incompatibility, there
are standards that define tags for various, frequently used data structures. ISO/IEC 7816-6,
for example, defines tags for objects used in general industrial applications, ISO/IEC 7816-4
defines tags for secure messaging, and EMYV also defines several other tags. It is by no means
the case that a given tag is universally used for the same type of data element, but a process of
standardization is essentially taking place.

tag length value
T L \Y TLV object
1... 2 bytes 1... 3 bytes nbytes

L 7

Figure 4.1 The principle of BER-based TLV coding according to ANS.1

The two most significant bits of the tag encode the class of the following data object. The
class indicates the general type of the data object. The universal class indicates general data
objects, such as an integers and character strings. The application class indicates that the data
object belongs to a particular application or standard (e.g. ISO/IEC 7816-6). The other two
classes, context-specific and private, fall under the heading of non-standardized applications.

The bit following the two class bits indicates whether the tagged object is constructed from
other data objects. The five least-significant bits are the actual label. Since this can have a value
of only O through 30, due to its limited address space, it is possible to point to the following
byte by setting all five bits to 1. All values from 31 to 127 are allowed in the second byte. Bit 8
of the second byte is a pointer that is reserved for future use, so it cannot presently be used.
The required number of length bytes is shown in Table 4.3.

The standard also defines the term ‘template’. A template is a data object that serves as a
container for other data objects. ISO/IEC 7816-6 defines the tags for possible data objects in
the domain of industry-wide applications of smart cards. ISO 9992-2 covers the domain of
smart card financial transactions.

This method of data encoding has several characteristics that are particularly useful in the
field of smart cards. Since the available memory space is generally never enough, using data
objects based on ASN.1 can produce considerable space savings. TLV encoding makes it
possible to transfer and store variable-length data without a lot of complications. This allows
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Table 4.2 ASN.I tag coding

Byte 1 b8 b7 b6 b5 b4 b3 b2 bl Meaning

0 0 Universal class

0 1 Application class

1 0 Context-specific class
1 1 . Private class

0 Primitive data object

1 Constructed data object
X X X X X Tag code (0-30)
1 1 1 1 1 Pointer to the following

byte (byte 2), which
specifies the tag code

Byte 2 b8 b7-b1 Meaning

0 31-127 Tag code

Table 4.3  Structure of the DER length field in ASN.1

Byte 1 Byte 2 Byte 3 Meaning

0-127 _— — One byte is needed for these length values
81" 128-255 Two bytes are needed for these length values
82! 256-65,535 Three bytes are needed for these length values

memory to be used very economically. This is illustrated in Figure 4.2, which shows the TLV
encoding of a name.

tag length value

‘88’ ‘08’ ‘57" 1I'6F' 1l '5C' 11 '66' 11 '67" 11 '61' |l '6E" I '67"

\ \—— first name "Wolfgang”

length of the first name
tag for first names

Figure 4.2 TLV encoding of the name ‘Wolfgang’

Subsequent extensions to data structures can be undertaken very easily with ASN.1, since all
that 1s necessary is to insert additional TLV-coded data objects into the existing data structure.
Full compatibility with the previous version is retained as long as the previous TLV objects
are not deleted. The same is true of new versions of data structures in which changes have
been made with respect to the previous coding. This is a straightforward process that only
requires modifications to the tags. It is equally simple to represent the same data using different
codings. Collectively, these advantages explain why the ASN.1 syntax, based on TLV coding,
is particularly popular in the smart card industry.
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tag for a constructed data object

length of the constructed data object

value of the constructed data object
(= additional [primitive] data objects)

Teg L bpi | VPr f Tr2 | Lpa | VP2 | Tps | Lps | Vprs

Figure 4.3 Basic scheme for forming constructed TLV-coded data structures from several primitive
TLV-coded data objects. The indices ‘C’ and ‘P’ stand for ‘constructed’ and ‘primitive’

The main disadvantage of ASN.1 data objects is that the administrative data overhead is
rather high if the volume of user data is small. For example, if the user data is only one byte,
two additional bytes (tag and length) are still needed for its administrative data. However, the
larger the volume of the user data, the more favorable is the relationship. The ASN.1 structured
data in the German health insurance card form a good example of this. There are between 70
and 212 bytes of user data. The administrative data amount to 36 bytes, which means that the
administrative overhead ranges from 17 to 51 %.

We canrecapitulate all the above with a further example. Suppose we wish to store surnames,
given names and titles in a file with a transparent data structure. Irrespective of the proper ASN.1
description, the TLV-coded data will have the structure shown in Figure 4.4. The tags used in
this example have been freely chosen and thus do not correspond to any relevant standard.

T L \% T L \Y T L \%
version 1

'85' | ‘07" "Manfred" '87' | '05' "Meier" '‘84' | '04' "Ing."

T L \' T L \ T L \Y
version 2

'84' | '04' "Ing." '85' | ‘07" "Manfred" ‘87' | '05' "Meier"

T L \ T L \Y T L Vv
version 3

'87' | '05' "Meier" '85' { ‘07" "Manfred" '‘84' | '04' "Ing."

Figure 4.4 An example of sequence independence within a TLV structure

When evaluating this data structure, the computer compares the first tag with all tags known
to it. If it finds a match, then it recognizes the first object as a given name. It reads the length
of this object from the next byte. The subsequent bytes are then the actual object, i.e. the given
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name. This is followed by the next TLV object, whose first byte is the tag for a surname. The
computer recognizes this using exactly the same process as for the first object.

If it becomes necessary to extend the data structure, e.g. by adding a title, a new type of data
object can simply be inserted into the existing structure. The insertion point is unimportant.
The extended structure remains fully compatible with the previous version, since the new type
of data object receives its own tag and is thus unambiguously identified. Programs that only
know the old tags will not be upset by the new one, since they do not recognize it and thus
automatically skip it. Other programs that do know the new tag can evaluate it, but even if the
old structure is used, they will not experience any problems.

4.2 CODING ALPHANUMERIC DATA

The alphanumeric data in the files and data objects of smart cards can be stored in a wide
variety of formats. In part, this is a result of intensive memory space optimization measures
and a lack of general agreement among the various applications and specifications, and in part
it is due to the triumphant progress of smart cards in countries outside of Western Europe,
which have their own alphabets. In such situations, the original 7- and 8-bit character sets must
be replaced by more powerful coding schemes for alphanumeric data.

4.2.1 7-bit code

A total of 128 (27) characters can be represented using a 7-bit code. The most widely used
international 7-bit code, which is commonly known as the ASCII (American Standard Code
for Information Interchange) code, is specified in ISO/IEC 646. The importance of ASCII has
been steadily decreasing for many years, since the number of characters it can represent is
much too small.

4.2.2 8-bit code

The most commonly used 8-bit code (28 =256 characters) is derived from the 7-bit ASCII code
and is standardized in ISO/IEC 8859. It consists of two 7-bit code tables specifying control
characters and printable characters. The lower order table is identical to the 7-bit ASCII table
and is always the same. The higher order table can vary to accommodate a country-specific
character set. Probably the best-known higher-order code table is Latin 1, which contains the
characters specific to the countries of Western Europe. Latin 2, by contrast, contains the special
characters for the East European countries, ISO/IEC 8859 consists of 16 parts in total, which
define a series of higher order code tables for the character sets of various languages.

The characters of the Latin 1 code table in ISO/IEC 8869 are also found in a slightly modified
coding in DOS as ‘Code Table 850’ according to the IBM register, in the form of ‘PC ASCII’
and as ‘ANSI code’ under Windows.

EBCDIC (‘extended binary coded decimal interchange code’), which is widely used in
mainframe computers, is not used with smart cards.
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Table 4.4 The 7-bit standard character table specified for the GSM system by GSM 03.38, which is
based on the ASCII character set. Each character is shown at the top center of each cell, with the 7-bit
code in decimal notation at the bottom left and hexadecimal notation at the bottom right. The
following abbreviations are used: CR = carriage return, LF = line feed, SP = space

@ A Sp 0 i P & P

0 00" | 16 '10' |32 "20' |48 30| 64 40" | g0 50" | 96 '60" | 112 70

[ '01' | 17 "I [ 33 21" | 49 '31' |65 '41' | 81 'S51° | 97 '6l' | 113 7

2 '02' |18 "2 |34 22 | 50 '32' |66 42" | 82 '52' |98 62" | 114 72"

3 '03' | 19 13 |35 23 | 51 '33' |67 43|83 'S3T| 99 '63' | 115 73

(¢
>
o

4 D T d t

4 04 |20 4|36 24 52'34' | 68 44" | 84 '54' | 100 ‘'64' | 116 74’

a
e}

% 5 E U e u

5 05 121 "15'|37 '25'|{ 53 35 169 '45'| 85 's55 {101 '65' | 117 '75

6 06' |22 '16' |38 '26' |54 36|70 46" |8 '56' | 102 '66' | 118 ‘76

]
~
Q
€
oa
£

7 '07 (23 17|39 27155 37|71 47|87 'S7TT 103 ‘67 | 119 7T

) = ( 8 H X h X

8 '08 |24 18|40 28" | 56 38 |72 48" | 88 '58' | 104 '68' [120 '7¥®

9 09 |25 '19'| 41 29" |57 '39' |73 49" ) 89 'S5 | 105 '69' | 121 79

LEF

4]
¥
—
N
—
N

10 '0A |26 A |42 A |58 3A |74 4A' | 90 'SA | 106 '6A | 122 'TA
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Table 4.4 (Cont.)

o 1) + ; K A k ]

11 OB' |27 'IB'}43 "2B' |59 3B' |75 4B' |91 ‘'sB'|107 '6B' | 123 /B

12 0C' |28 "C'144 wC |60 3C' 176 '4C' |92 'sC' | 108 '6C' | 124 IC

CR & - = M N m fi

13 0D |29 'ID'] 45 2D |61 3D |77 4D'| 93 'SD' | 109 ‘6D’ | 125 '7D'

14 'OE' |30 '1E'[46 2E'| 62 "3E' |78 '4E'| 94 'SE'|110 '6E' | 126 '7E'

a E / ? 0 $ o a

15 'OF' |31 '1F'| 47 '2F' | 63 '3F' | 79 ‘4F' |95 'SF' |11l '6F'| 127 '7F

4.2.3 16-bit code (Unicode)

Codes with a width of 16 bits allow 65,546 (2'°) characters to be represented. The only
example of such a code is Unicode, which was developed as a private initiative by the Unicode
Consortium [Unicode] as an industry standard.

The first 256 Unicode characters are identical to ISO/IEC 8859 Latin 1, so there is at least
upward compatibility in this part of the character coding. Although the number of characters
that can be represented with a 16-bit code is sufficient to represent the characters of the most
important living languages, it is unfortunately not sufficient to represent all existing characters.

To compensate for this, a sort of escape sequence (‘surrogate pairs’) has been incorpo-
rated into the 16-bit character code in the current version of Unicode (3.0). This allows a
supplementary byte to be used, so that up to one million characters can be represented.

4.2.4 32-bit code (UCS)

Unicode was originally limited to 65,536 characters. Although this limitation does not cause
problems in everyday use, it can be avoided by using an extended character coding scheme.
ISO/IEC 10 646 specifies a 32-bit code called the ‘Universal Character Set’ (UCS), which
allows 4,294,967,296 (23?) characters to be represented, although only half of the available
codes (2,147,483,648) are actually used.

The four bytes of the UCS are called (in decreasing order of significance) group, level, row
and cell. USC thus consists of 256 groups of 256 levels, each of which has 256 rows of 256
cells. A level thus specifies 65,546 characters. The lowest level, which is Group 0, Level 0, is
called the ‘basic multilingual plane’ (BMP) and is identical to Unicode. The lowest row, which
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is Group 0, Level 0, Row 0, thus automatically corresponds to the character set of ISO/IEC
8859 Latin 1, and the first 128 characters are thus identical to the ASCII code.

This can be illustrated using a brief example. The letter "A" is coded as '30' in 7-bit ASCII
and 8-bit ISO/IEC 8859 Latin 1. Since the first 256 characters of Unicode are identical to
ISO/TEC 8859 Latin 1, the letter "A" is coded as '00 30' in 16-bit Unicode and as '00 00 00
30" in 32-bit UCS. UCS is the only character coding scheme that allows all characters of all
living and dead languages to be coded using unique numerical values. Consequently, UCS is
the most important coding scheme for future use, despite its memory requirement of four bytes
per character.

There are three commonly used schemes, called ‘UCS transition formats’ (UTFEs), for
translating the codes of 32-bit UCS and 16-bit Unicode characters. UTF-8 translates characters
into variable-length byte strings whose least-significant seven bits correspond to ASCII. UTF-
16 uses 16 bits for coding and thus corresponds to the BMP of UCS, which also uses two bytes
for coding. UTF-16 is also referred to as ‘UTF-2’, since it uses two bytes for coding. UTF-32
corresponds to the usual four-byte representation of UCS, for which reason it is also referred
to as ‘UCS-4".

32 25 24 17 16 98 1
7-bit code (ASCII)
8-bit code (ISO/IEC 8859) [8 18 1]
16-bit code (Unicode) E 118 1]8 1]
32-bit code (UCS) 8 group 1|8 level 1|8 row 1]8 o cell 1]

Figure 4.5 The relationships between the internationally most commonly used 7-, 8-, 16- and 32-bit
codes for alphanumeric characters

4.3 SDL NOTATION

This book uses SDL notation to describe states and state transitions. For some years, this
approach has been used ever more frequently in the smart card domain to describe state-oriented
mechanisms, such as those used for communication protocols. ‘SDL’ stands for ‘Specification
and Description Language’, and it is described in detail in CCITT Recommendation Z.100.

SDL notation is similar to the notation used in standard flowcharts. However, it does not
describe program flows, but instead states and state transitions. SDL diagrams are constructed
using standardized individual symbols interconnected by lines. The flow is always from top
left to bottom right, so the lines connecting individual symbols do not need arrowheads to
identify their start and end points.!

In simplified form, the notation can be regarded as a description of a system consisting of
a certain number of processes, where each process is a state machine. If a state machine is
in a stable state, it can receive a signal from outside. Depending on the data it receives, the

! For a detailed example of an SDL. diagram, see Section 6.4.2, “The T = 0 transmission protocol’
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machine may then attain a specific new state. Additional actions may occur between the initial
and final states, such as receiving and transmitting data or computing a value.

Figure 4.6 shows the 10 symbols used in this book. They are a selection from a much
larger set defined in Z.100, but they suffice as a basic set for use with smart cards. The Start
symbol (1) denotes the beginning of a process. Most SDL diagrams begin with this symbol.
The Task symbol (2) indicates a specific activity, which is described by text within the box.
With this symbol, there is no additional detailed description in the form of a subroutine. The
Decision symbol (3) allows a query during a state transition, to which the answer may be ‘yes’
or ‘no’. The Label symbol (4) marks a link to another SDL diagram and is primarily used to
divide large diagrams into several smaller diagrams.

The Input (5) and Output (6) symbols represent interfaces to the outside world. The exact
input and output parameters are described inside the symbol. The State symbol (7) is used to
describe a state. The state attained at each stage is indicated by this symbol.

The final three symbols describe subroutines. The Subroutine symbol (8) indicates that
the content of this box is described in more detail elsewhere. The Subroutine start (9) and
Subroutine end (10) symbols delimit the detailed description of a subroutine.

: [ X
<> () e ®
e

Figure 4.6 The SDL notation symbols used in this book, which are compliant with CCITT Z.100:

1 - Start 5 — Input 8 — Subroutine

2 — Task 6 — Output 9 — Subroutine start
3 — Decision 7 — State 10 — Subroutine end
4 —Label

4.4 STATE MACHINES

A state machine is a type of automaton. A common example of an automaton is a vending
machine, into which you insert a coin and then press a button. After this, you can open
a compartment and remove your selection. In slightly more abstract terms, this automaton
defines a chain of events involving various state transitions. In the initial state, the automaton
waits for money to be inserted. Any other action, such as pressing a button, will not cause
anything to happen. Only the insertion of a coin causes a transition from the initial state to the
‘money inserted’ state. The next transition occurs as a result of pressing the button, following
which the automaton allows a compartment to be opened.

Petitioner Micron Ex-1032, 0200



166 Informatic Foundations

In informatics, state machines can be very effectively visualized using graphs or Petri
networks. These are not only useful for modeling state machines; they can also be used to
investigate certain properties of the systems they describe. The objectives are to identify any
deadlocks that may occur in the process and ensure correct command processing.

4.4.1 Basic theory of state machines

The objective of this section is to provide an introduction to state diagrams, which are used to
describe smart card applications, and a general explanation of how to interpret them.

A state diagram is a type of graph that represents a set of states and the interrelationships of
these states. The states are shown as nodes, and their relationships are shown as lines. If a line
indicates a direction, which means that it has an arrowhead at one end, it is called a ‘directed
line’ and the graph is a ‘directed graph’. The arrow indicates the direction in which a state
transition can take place. The actual placement of the nodes and lines in the graph plays no part
in the interpretation of the diagram. A sequence of nodes connected by lines is called a path. If
the first and last nodes are the same and there is more than one node, the path is called a loop.

This is only a very small part of graph theory, but it is essentially all we need to be able to
describe states and their associated state machines in smart card applications.
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Figure 4.7 Examples of two different representations of state diagrams. On the left is a directed state
diagram, and on the right an equivalent SDL diagram

4.4.2 Practical applications

An additional advantage of microprocessor cards compared with simple memory cards is that
the command sequences can be specified in advance. It is thus possible to precisely specify
all commands in terms of their parameters and sequence. In combination with object-oriented
access authorization for files, this provides additional protection against unauthorized access.
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Table 4.5 Description of the state diagram of Figure 4.6 in tabular form

State after State before transition
transition
1 2 3 4 5
1 — —_— — J— —
2 A —_ —_— — E
3 —_— B —_— —_ —
4 — — C — —_—
5 — e — D —
initial state
event A event A
state 1 state 1
eventC
event B event B
state 2 y
state 2 ovent G
o state 2.1 state 2.2
event D
event E
final state v
event D
®

Figure 4.8 Two sample state diagrams using UML notation. The diagram on the left shows a simple
sequential state flow, while the diagram on the right shows a state diagram with substates

However, the possibilities offered by smart cards in this respect vary greatly. Simple operating
systems usually cannot manage state machines, while with modern operating systems it is even
possible to define application-specific state machines that work with command parameters.

A typical example of a simple state machine is provided by the two commands needed to
authenticate a terminal. The first command asks the card for a random number. This activates
a state machine that accepts only an authentication command as the next command. If the card
receives this command, the process completes and all other types of command are allowed.
If the card receives any command other than an authentication command, the state machine
generates an error message and the process is aborted. The command sequence must then be
restarted from the beginning.

Such simple state machines have several major advantages in smart cards. Since they are
limited to very few commands in a rigidly defined sequence, they require little memory space
and program overhead. In many applications, it is sufficient to protect file contents using object-
oriented access mechanisms, without imposing any other restrictions on command sequences.
Only a few procedures, such as authentication, must follow prescribed sequences. This can be
implemented with very little memory using simple state machines.

These simple state machines can be extended to verify all commands, along with all of
their parameters, within a defined graph before they are executed. Depending on how the
state machine is constructed, under certain conditions it may be possible to dispense with
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command response command
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e response

Figure 4.9 An example of a simple smart card state machine with two states, ‘X’ and ‘1’

N\

object-oriented file access protection, since the state machine can perform all the necessary
checks before a command is actually executed. Of course, an error in the state diagram could
have fatal consequences for the security of the system. As it is very difficult to verify the com-
plete absence of errors in the state diagrams of complex state machines, file access protection is
still used in practice. Correctly describing all of the processes and commands present on a smart
card is very time-consuming, so it is often necessary to do this empirically to a certain extent.

Now that we have described the advantages of state machines, we must mention their draw-
backs. Implementing a state machine with the required capabilities is very time-consuming in
terms of both design and subsequent programming. Since a state machine is controlled by the
stored representation of a graph, a considerable amount of program memory is needed just to
hold a state machine, since the graph must be stored in memory in addition to the actual state
machine. The amount of memory space naturally depends on the complexity of the graph to be
executed. The amount of information contained in a graph having many states and a correspond-
ing number of transitions can be very large relative to typical smart card memory capacities.

State machines for smart cards are addressed by the ISO/IEC 7816-9 standard. It describes
‘access control descriptors’ (ACDs), which define the commands that are permitted in a specific
state, along with their associated parameters. A smart card operating system can monitor hard-
coded state machines using these ACDs.

In order to illustrate the capabilities of a state machine in summary form, Figure 4.10 shows
the state diagram for a small application. Its operation is described below.

After areset, the smart card is in the initial state, denoted by 1. In this state, every file in the
directory may be selected using SELECT FILE,; this does not cause a state transition. All other
commands except PIN verification (VERIFY) are prohibited, and the card responds to such
commands with an error message. After successful verification of the PIN, the state machine
changes to state 2.

Two commands are permitted in state 2. The first path leads via SELECT FILE to state 3,
where the selected file may be read. The second path originating from state 2 leads to state 4
after the terminal requests a random number from the card (ASK RANDOM). From here, any
command other than EXTERNAL AUTHENTICATE leads back to the initial state (1). When
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Figure 4.10 Example of a smart card state machine with the following states and transitions:

1 — initial state 2 & 4 - intermediate states 3 & 5 - final states
A - SELECT FILE E - ASK RANDOM

B - VERIFY F — all commands except G

C ~ SELECT FILE G — EXTERNAL AUTHENTICATE

D - READ BINARY H - SELECT FILE / UPDATE BINARY

the terminal has been successfully authenticated, the card reaches state 5. In this state, according
to the diagram, files may be selected and written using SELECT FILE and UPDATE BINARY.
In this diagram, states 3 and 5 cannot be exited during a session, so they represent the two
end states. A transition to state 1 is only possible via a card reset. This is not shown in the
diagram, since the ‘awareness’ of every state machine is limited to its current session. No
information at all is transferred from one session to the next within the state machine.

4.5 ERROR DETECTION AND CORRECTION CODES

Whenever data are transmitted or stored, it should be possible to detect any changes to the
data. In particular, stored programs must be protected against corruption, since a single altered
bit of program code could ruin the program or modify its execution to such an extent that
it no longer provides the required functions. The EEPROM memory used in smart cards is
especially sensitive to external influences, such as heat and voltage fluctuations. Consequently,
the sections that perform security-related functions must be protected so that undesired changes
can be detected by the operating system and their negative effects can be avoided.

Very sensitive file contents, such as program code, keys, access conditions, pointer structures
and the like, must be protected against alteration. Error detection codes (EDCs) are used for

Petitioner Micron Ex-1032, 0204



170 Informatic Foundations

this purpose. The probability of detecting a change in a memory region protected by an EDC
depends on the type of code used. Error correction codes (ECCs) are an extension of error
detection. They make it possible to not only detect errors in the protected data, but to also
correct errors to a limited extent

generating an testing an
error detection code (EDC) error detection code (EDC)
data EDC data EDC
. J \
EDC generation EDC generation ——1

(yes-@—no—l

data not data
altered altered

Figure 4.11 The basic processes for generating and checking an error detection code (EDC)

All of these codes work on the principle of assigning a checksum to the protected data.
The checksum is usually stored along with the protected data. It is computed using a generally
known algorithm, not a secret one. The data can be checked for changes as necessary by using
the EDC. This is done by comparing the stored checksum with one computed anew.

A particular aspect of error detection and correction is that it utilizes a wide variety of
mathematical procedures. Some of these provide a higher degree of protection for the more
significant bits, in order to reduce adverse effects on numerical values as much as possible. In
most cases, however, using such algorithms enormously increases the complexity and size of
the program code. It is thus more common to use procedures in which error detection does not
distinguish between the upper and lower parts of a byte, but instead operates on the byte as a
whole.

Error detection and correction codes are very similar to message authentication codes
(MACs) and cryptographic checksums (CCSs). However, there is a fundamental difference.
EDC and ECC checksums can be computed and checked by anyone. In contrast, the computa-
tion of a MAC or CCS requires a secret key, since these codes are designed to protect against
manipulation of the data instead of against accidental corruption.

The most widely known type of error detection code is doubtless the parity bit, which
is appended to each byte in many data transmission protocols and some types of memory
modules. Before computing a parity bit, you must decide whether to use even or odd parity.
With even parity, the parity bit is chosen such that the total number of ‘1’ bits in the data byte
plus the parity bit is an even number. With odd parity, this total is an odd number.

If two bits in a byte are simultaneously wrong, the parity will not change and no error will
be detected. Another drawback of parity-based error detection is the relatively large overhead
of one parity bit for every eight data bits. This represents an additional memory load of 12.5 %.
Furthermore, it is very difficult to work with supplementary parity bits when the memory is
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data byte parity bit

00110101 1
. J I

Figure 4.12 Example of error detection using a supplementary odd parity bit

organized in bytes, since this requires significant program overhead. This is why parity bits are
not used for error detection in smart card memories. Other methods, such as XOR and CRC
checksums, are better suited to this task.

4.5.1 XOR checksums

An XOR checksum, which is also known as a longitudinal redundancy check (LRC) due to how
it is computed, can be obtained very simply and very quickly. These are both important criteria
for error detection codes used in smart cards. In addition, the algorithm can be implemented
extremely easily. Besides protecting data stored in memory, XOR checksums are typically used
for data transmission (e.g., ATR with the T = 1 transmission protocol). An XOR checksum is
computed by performing consecutive logical XOR operations on all data bytes. In other words,
byte 1 is XOR-ed with byte 2, the result of this is XOR-ed with byte 3 and so on.

data XOR
'46' ||'72' || '61' || '6E’ || 'TA’ '41° 00’
computation \ _J

Y

L

check \. _J
h'd
L

Figure 4.13 Computing and checking an XOR checksum

If the checksum is placed directly after the data and a new checksum is computed using
both the data and the first checksum, the result is '00'. This is the simplest way to verify that
the data and the checksum still have their original values and thus are uncorrupted.

The primary advantage of XOR checksums is that they can be computed quickly using a
simple algorithm. The algorithm is so simple that its assembler code is only 10 to 20 bytes long.
One reason for this is that the XOR operation is directly available in all processors as a machine
instruction. In addition, an algorithm for XOR checksum computation must be implemented
in almost every smart card operating system, due to the requirements of various ISO standards
relating to data transmission using the T = 1 protocol. This algorithm can be used for other
purposes without any additional overhead.

Unfortunately, XOR checksums also suffer from several serious drawbacks, which consid-
erably limit their practical application. They are in principle not very secure. For example,
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they do not allow the interchange of two bytes within the overall data to be detected. Also,
multiple errors can occur at the same position in several bytes and cancel each other out. The
consequence of all this is that XOR checksums are mainly used for data transmission; they
are used only to a very limited extent to verify the consistency of memory contents. XOR
checksums can be computed very quickly, since specific machine instructions for this purpose
are generally available. With a typical 8-bit smart card microcontroller clocked at 3.5 MHz, a
rate of 1 us/byte can be achieved, which corresponds to a throughput of 1 MB/s.

4.5.2 CRC checksums

The CRC method (cyclic redundancy check) also comes from the field of data communications,
but it is significantly better than the XOR method. Still, a CRC checksum is also only an error
detection code, so it cannot be used for error correction. The CRC method has been used for
a long time in data transmission protocols, such as Xmodem, Zmodem and Kermit, and it is
widely used in hard disk drive controllers in a hardware implementation. It is based on the
CCITT V.41 recommendation. An additional standard for CRC checksums is ISO/IEC 13 329.

A CRC-16 checksum is generated by a 16-bit cyclic feedback shift register, while a 32-bit
shift register is used to generate a CRC-32 checksum. The following description refers only
to the CRC-16 checksum, since this is the most commonly used CRC checksum method for
smart cards. The feedback in the shift register is determined by a generating polynomial. In
mathematical terms, the data to be checked are represented as a large number, which is divided
by the generating polynomial. The remainder from this division is the checksum. The CRC-16
method (that is, a 16-bit CRC) should only be used with data volumes up to 4 kB, since the
error detection probability drops sharply beyond this point. However, this restriction can easily
be circumvented by dividing the data into blocks that are no larger than 4 kB. Alternatively,
a CRC-32 method (32-bit CRC checksum) can be used, which allows single-bit errors to be
detected in up to 4 GB of data.

Table 4.6 Commonly used generator polynomials for CRC-16 computation

Designation Generator polynomial

CRC CCITT V41, ISO/IEC 3309 Gx) =x¥+x12+x° +1

CRC-16 G(x) =x10+x¥ +x2+1

CRC-12 Gx)=x2+xM+x3 4+ x4+ x+1

With a CRC checksum, it is always necessary to know the generating polynomial as well as
the initial value for the shift register, since otherwise the computation cannot be reproduced.
In the overwhelming majority of cases (e.g. ISO 3309), the initial value for the shift register is
zero, but several data transmission protocols (such as CCITT Recommendation X.25) set all
bits to 1.

The computation of a CRC checksum, as illustrated in Figure 4.14, proceeds as follows:
(a) the 16-bit CRC register is set to its initial value; (b) the data bits are fed into the feedback
shift register one after the other, starting with the least-significant bit; and (c) the feedback
(which represents the polynomial division) takes place via bitwise logical XOR operations on
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1 OV RRUUUR SR (RUUUE VU O B s data
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data input CRC checksum (LSB) CRC checksum (MSB)

Figure 4.14 Calculating a CRC-16 checksum with a generator polynomial G(x) = x'® +
x'2 + x% 4 1. The data and the CRC register are both shown as bits

the CRC bits. After all data bits have been fed into the register, the computation is complete
and the content of the 16 bits is the desired CRC checksum.

data CRC

46" 11 '72" 11 '61' 1l 'BE" I} 'TTA 'E5 80'

\, J J
Figure 4.15 Sample computation of a CRC checksum using the generator polynomial G(x) = x'¢ +
x' + x° + 1 and an initial value of ‘0000’

A CRC checksum can be verified by again calculating the CRC checksum of the data and
comparing the result with the checksum provided with the data. If they are the same, it follows
that the data and the checksum have not been altered.

The major advantage of CRC checksums is that they provide reliable error detection, even
with multiple errors. Only very few methods can achieve this. In addition, in contrast to the
XOR method, CRC allows interchanged data bytes to be detected, since byte order definitely
plays arole in checksum generation via the feedback shift register. However, it is very difficult
to specify exact detection probabilities for such errors, since they are very dependent on the
locations of the errors within the bytes in question.

The CRC algorithm is relatively simple, and the amount of code needed to implement it
thus matches the needs of small smart card memories. Its greatest drawback is the slowness
of the computation, since the algorithm requires the data to be shifted bit by bit. The CRC
checksum algorithm was originally designed for hardware implementation, and this has a strong
detrimental effect when it is implemented in software. The throughput of a CRC-16 routine
is lower than that of an XOR checksum routine by a factor of around 200. A typical figure is
0.2 ms/byte at a 3.5-MHz clock frequency, which corresponds to a throughput of 5000 byte/s.
Computing aCRC checksum for a 10-kB smart card ROM would thus require around 2 seconds.

Many types of microcontrollers have a special component for hardware-assisted generation
of CRC checksums for definable memory regions. The rates that can thereby be achieved can
be as high as one byte per clock cycle. For a microcontroller clocked at 5 MHz without an
internal clock divider, this would yield a throughput of 5 MB/s.
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4.5.3 Reed-Solomon codes

In 1960, the mathematicians Irving S. Reed and Gustave Solomon published a paper with the
title ‘Polynomial Codes over Certain Finite Fields’, which forms the basis for what has become
one of the most widely used methods for error detection and correction. Reed—-Solomon codes
(RS codes), which are named after their inventors, are used for error detection and correction
for data storage (e.g. bar codes, DAT, CD and DVD) and data transmission (e.g. DSL, satellite
communications and space probes).

Reed-Solomon codes are block-oriented error correction codes (ECCs) that can also correct
burst errors. They are computed using the arithmetic of finite bodies (Galois fields, or GF). The
characteristics of a Reed—Solomon code, in terms of the number of detectable and correctable
errors for a specific data length, can be adapted to a particular application via the choice of
generator polynomial.

For several years now, Reed—Solomon codes have been used by various smart card operating
systems for error detection, and quite rarely for error correction, in order to secure data stored
in EEPROM. The generator polynomials used are matched to the properties of EEPROM
storage with regard to the occurrence of burst errors, thus yielding significantly more secure
error detection than what is possible using the CRC method.

For example, with an RS code using a 28 GF and two supplementary bytes in addition to
the data to be protected, it is possible to detect two incorrect bytes or correct one incorrect
byte. With three supplementary bytes, three incorrect bytes can be detected or one incorrect
byte can be corrected, and with four supplementary bytes, four incorrect bytes can be detected
or two incorrect bytes can be corrected. The size of the executable code in 8051 assembler is
approximately 100 bytes, and the computation rate is approximately 10 ms/byte at 3.57 MHz.
RS codes are also quite suitable for implementation in hardware.

4.5.4 Error correction

If it is necessary to not only detect changes in memory regions, but also to correct them
if possible if they result from errors, error correction codes must be used. Since computing
such codes is costly in terms of program code, using them to protect smart card memory is
problematic. Furthermore, the algorithms in question are usually designed to correct only low
error rates. Since EEPROM memory in smart cards is page-oriented, a whole page usually
fails in the event of an error, so only methods that are capable of correcting burst errors are
worth considering. Consequently, a different approach is taken for error correction.

The technically simplest solution is to store the data in multiple, physically separate memory
pages and use a majority-vote procedure when reading the data. Triple storage is commonly
used, together with a 2-of-3 vote. A less memory-intensive variation of this method is to store
the data in two locations with EDC checksum protection for each location. The occurrence of
a memory error can be detected by checking the two EDC values. This also allows the memory
region where the error occurred to be identified. The region with no detected error must then
contain the valid data, which can be restored to the faulty region.

Of course, a significant amount of extra memory is needed for these error correction methods,
but for small quantities of data it is still well within acceptable limits. The main advantage is
that no complicated, code-intensive algorithm is needed to evaluate the data.
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Asan alternative to protection by multiple data storage, it is possible to use an error correction
algorithm, such as the Reed-Solomon algorithm. This is particularly suitable for use with clus-
tered errors, such as may occur in smart cards due to page failures. The algorithm occupies a few
hundred bytes of memory when programmed in assembly language, and the size of the ECC data
depends primarily on probability with which errors must be detected and/or properly corrected.

generating an evaluating an
error correction code (ECC) error correction code (ECC)
data ECC data ECC
\\ J L J
Y T possibility of
ECC generation EGCC evaluation <— erroneous
l error correction

corrected data

Figure 4.16 The basic principle of using an error correction code (ECC)

Several basic remarks are in order here with regard to using error correction methods in
smart cards. At first glance, it may be tempting to use these methods to correct errors that occur
in the EEPROM. However, the presumed data security is bought at the price of several serious
drawbacks. The required amount of memory space is enormous, and the time required to write
data to memory also increases considerably, since data must be stored in multiple locations.
Algorithms that can correct clustered errors on the scale at which they typically occur with
page-based EEPROMs are complicated and require a large amount of memory space for the
EDCs. However, there is an even more serious fundamental drawback. Even when an error
correction algorithm is used, errors can in principle still be present in the corrected data, since
the algorithm works properly only up to a certain number of errors. If an operating system
corrects memory errors automatically, in principle it is never possible to be certain that the
correction was made properly.

Forexample, suppose that automatic error correction is applied to the balance in an electronic
purse. The system operator can never be sure of what will happen to the credited amounts in
the event of an error. The balance may be corrected properly, but there is a certain probability
that it will be too high or too low after the correction. In this regard, it must be remembered
that smart cards are inexpensive mass-produced articles, which can simply be replaced if they
are faulty.

As arule, when problems occur with data contents, a higher level system that allows human
intervention must decide what to do. For example, on the first instance of an error occurring in
a smart card purse, the cardholder’s balance will most likely be manually restored. However, if
the error recurs repeatedly, the system operator will be much less forthcoming with regard to
the cardholder, since there is a possibility that the EEPROM has been fraudulently manipulated.
This cannot be handled by an error correction code in the card; instead, the system administrator
must intervene.
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4.6 DATA COMPRESSION

As is well known, the amount of memory available in a smart card is severely limited. Conse-
quently, the desire to improve this situation by using data compression repeatedly arises among
application providers.

There are certain hurdles that must be overcome before data compression can be used. The
algorithm must not take up too much memory space, and in particular it must require very little
RAM. In addition, an acceptable compression speed should be achieved. The compression
factor is not all that important, since the data volume is always only a few hundred bytes
at most. The methods that are frequently used for smart cards are run-length encoding and
variable-length encoding.

With run-length encoding, a contiguous string of identical data objects is replaced by the
combination of a repetition count and the object (such as a character) to be repeated. With
variable-length encoding, the frequency of occurrence of characters having a fixed length (e.g.,
one byte) is analyzed, and the most frequently occurring characters are replaced by characters
with shorter lengths (Huffman algorithm). Less frequently occurring characters are encoded
using longer codes.

With static variable-length encoding, replacements are made using a previously defined
table. The dynamic version of variable-length encoding first analyzes the frequency distribution
of the characters in the original data and then constructs a replacement table based on the
results of this analysis. A third variation is adaptive variable-length encoding, in which the
replacement table is continuously updated during the compression process to achieve optimum
compression.

Both dynamic and adaptive variable-length encoding are out of the question for smart cards,
due to the complexity of their algorithms and their large memory requirements. Run-length
encoding and static variable-length encoding are thus the only real alternatives for use in
smart cards. The algorithm for run-length encoding does not need much program code, but
it has the drawback that it can only be used with repetitive data. Image data, for example,
are particularly suitable, since images often contain large areas with the same value. Keys for
symmetric cryptographic algorithms would be completely unsuitable for compression with
this algorithm, since they have the characteristics of random numbers.

Static variable-length encoding is the second compression method used with smart cards.
It is quite suitable for files containing telephone directory information, for instance, since the
structure of the stored data is known and the replacement table can be permanently built into
the algorithm. Telephone numbers consist of only the numerals O through 9 and a few special
characters, such as “*’ and ‘#’. If only capital letters are allowed for names, the replacement
table only has to accommodate the 26 characters of the alphabet. Furthermore, certain letters
occur significantly less often in names than do others, which also affects the encoding. With
telephone directories, a memory space reduction of 30 % (compared with the uncompressed
data) can certainly be achieved, although this does not take into account the memory occupied
by the compression algorithm.

However, certain things must be considered with regard to data compression for smart cards.
Ideally, data compression should be performed in the operating system in a manner that is fully
transparent to the outside world, such that uncompressed data can be read and written in the
usual way using standard commands. Compression can also only be applied to certain types of
data. The results of attempting to compress program code and keys are usually unsatisfactory.
This must be taken into account in the design of the application, since otherwise the anticipated
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Figure 4.17 The basic principle of data compression for stored data

reduction in memory space can (in the worst case) turn into a need for even more memory as
the result of ‘compression’.

For all of these reasons, data compression has been used only sparingly in smart cards up
to now. In special applications, such as telephone directories in cards used in the telecommu-
nications sector, compression algorithms are sometimes used. With general-purpose operating
systems and applications in which the structure of the data is not known in advance, using
data compression does not produce satisfactory results. It should thus be avoided, due to the
additional memory space required by the compression algorithm.

4.7 CRYPTOLOGY

In addition to their function as data storage media, smart cards are also used as authorization
media and encryption modules. As aresult, cryptography achieved a central significance in the
early days of smart cards. Nowadays, the procedures and methods of this discipline are firmly
established components of smart card technology.

Cryptology can be split into two areas of activity, namely cryptography and cryptanalysis.
Cryptography is the study of the methods used for encrypting and decrypting data, while
cryptanalysis is concerned with attempting to break existing cryptographic systems.

I Cryptology ]

cryptography ! l cryptanalysis

Figure 4.18 The two subdivisions of cryptology are cryptography and cryptanalysis
In the smart card realm, the practical use of existing cryptographic procedures and meth-

ods represents the principal task and primary application area with regard to cryptography.
Consequently, here we concentrate more on the practical aspects of cryptography than on the
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theoretical aspects. However, we do not entirely neglect the application of the procedures and
the basic features of their theoretical foundations.

The four objectives of cryptography are maintaining the secrecy of messages (confidential-
ity), ensuring the integrity and the authenticity of messages and ensuring the binding force
(non-repudiation) of messages. These objectives are mutually independent, and they place
different demands on the system in question. Confidentiality means that only the intended
recipient of a message can decrypt its contents. Authenticity means that the recipient can
verify that the received message has not been altered in the course of being transmitted. Non-
repudiation means that the sender can verify that a certain recipient has received a particular
message, which means that the message has binding force.

Objectives of cryptography l

confidentiality !

integrity I

authenticity [

NN

bindingness i

Figure 4.19 Classification of the four independent objectives of cryptography

The notation used in this book for cryptographic procedures is illustrated in Figures 4.20
and 4.21. The terms and principles described below form the basis for cryptology and are a
prerequisite for understanding the procedures described in the rest of this section.

In simplified terms, there are three types of data in encryption technology. The first is
plaintext, which is unencrypted data. Encrypted data is referred to as ciphertext. Finally there
is a key, one or more of which is required for encryption and decryption. These three types of
data are processed by an encryption algorithm. The algorithms that are currently used in smart
cards are generally block-oriented, which means that the plaintext and ciphertext can only be
processed in packets with fixed lengths (such as 8 bytes with DES).

Modern cryptographic algorithms are generally based on Kerckhoff’s principle. This prin-
ciple, which is named after Auguste Kerckhoff (1835-1903), says that the entire security
of an algorithm should be based only on the secrecy of the key, and not on the secrecy of
the cryptographic algorithm. The consequence of this generally known but often-disregarded
principle is that many algorithms used in the civil sector have been published, and in part also
standardized.

The opposite of Kerckhoff’s principle is the principle of security by concealment. With this
principle, the security of a system is based on the idea that a would-be attacker does not know
how the system works. This principle is very old, and it is still frequently used even today.
However, you should take care not to develop a cryptographic system (or any other system)
based on this principle alone. Up to now, every system based on this principle alone has been
broken, usually in a very short time. In our information society, it is generally not possible to
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key

encryption plaintext —>l><—> ciphertext
key
decryption ciphertext —»N—» plaintext

key
one-way function for ¢
computing a signature text —» hash value or signature

or hash value

Figure 4.20 The symbols used in this book for cryptographic algorithms

keep the technical details of a system secret for a long time, and that is precisely what this
principle requires.

Of course, the consequences of the unintentional interception of messages can most certainly
be limited by using concealment. This principle is thus repeatedly used in combination with
Kerckhoff’s principle. In many large systems, it is also incorporated as a supplementary security
level. Since the security of modern, published cryptographic algorithms is primarily based only
on the limiting processing capacity of current computers, concealing the procedure that is used
increases the level of protection against attacks.

If you rely only on the protection provided by the assumption that a potential attacker does
not have access to sufficient processing power, you may be quickly overtaken by the rapid
pace of technical progress. Statements such as ‘it would take a thousand years to break this
cryptographic system’ are unreliable, since they are based on currently available processing
capacities and algorithms. They cannot take future developments into account, since such de-
velopments are generally unknown. The arithmetic processing capacities of processors double
around every 18 months, which means that the capacity per processor has increased by a factor
of approximately 25,000 over the last 25 years.

Recently, the increased degree of networking of computers has created another option
for mounting serious attacks on keys or cryptographic systems. For instance, a request to
help break a DSS key, if posted on the Internet, would be forwarded to millions of users
by the snowball effect. If only 1% of all current users® participated in such an action, the
potential attacker would have access to a parallel computer composed of 300,000 individual
computers.

Cryptographic algorithms are divided into two types: symmetric and asymmetric. This
division is based on the key that is used. Here ‘symmetric’ means that the algorithm uses
the same key for encryption and decryption. By contrast, asymmetric algorithms (which were

2 1n the summer of 2001, it was assumed that there were around 500 million users of the Internet
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encryption CT=enc (K; PT)

\L plaintext
key
encrypt
ciphertext

decryption PT =dec (§; CT)

\L ciphertext
signature
decrypt
plaintext

signing SIG =sign (SK; T)

X—\— text
secret key
sign (decrypt)
signature

Figure 4.21 The notation used in this book for cryptographic procedures

postulated in 1976 by Whitfield Diffie and Martin E. Hellman) use different keys for encryption
and decryption.

A term that often comes up in connection with cryptographic algorithms is the magnitude
of the key space. This refers to the number of possible keys that can be used with a particular
cryptographic algorithm. A large key space is one of several criteria for a secure cryptographic
algorithm.

A requirement that has only recently become prominent with regard to the technical imple-
mentation of cryptographic algorithms in smart cards is freedom from noise. In this context,
this means that the execution time of the algorithm must not depend on the key or the plaintext
and ciphertext. If this requirement is not met, it could be possible to discover the key in a
relatively short time, which would mean that the entire cryptographic system was broken.

In cryptology, there is a strong distinction between the theoretical and practical security
of a system or an algorithm. A system is theoretically secure if an attacker, given unlimited
time and technical resources, cannot break the system. This means that even if an attacker
would need 100 years and the aid of several supercomputers to break a system, it could not
be considered to be theoretically secure. If a system cannot be broken when the attacker
has only a limited amount of time and technical resources, it is considered to be practically
secure.

A cryptographic system can assure the confidentiality and/or authenticity of a message. If
the system has been broken, this means that confidentiality and/or authenticity are no longer
guaranteed. If an attacker can discover the secret key of an encryption algorithm, for example,
he can then decrypt data that have been protected by being encrypted, in order to learn their
content and modify them as desired.

Several different methods of attack can be used to break the key of a cryptographic algorithm.
In a ‘ciphertext-only’ attack, the attacker knows only the ciphertext and attempts to determine
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Cryptographic techniques

cryptographic protocols and miscellaneous
algorithms procedures
{ symmetric challenge-response rrandom numbers
— Diffie-Hellman
SCA 85 Eiat-Shamir block encryption
DES modes
zero-knowledge
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AES blind signatures - ECB
——CBC
———-{ asymmetric ———r hash functions J
—— RSA —— MD5
elliptic curves - RIPE-MD
b DSA
= SHA-1
—— DES-based

—-I key generation

Figure 4.22 Classification chart for cryptographic techniques used in the smart card area

the key or plaintext from the ciphertext. A more promising method of attack is the ‘known-
plaintext’ attack, which involves the attacker knowing several plaintext—ciphertext pairs for a
secret key. The ‘chosen-plaintext’ and ‘chosen-ciphertext’ attacks require the attacker to be
able to generate his own plaintext—ciphertext pairs. If this is possible, the likelihood of success
is improved, since the secret key can be discovered experimentally.

Manipulation options
for an attacker

—— delete (part of) a message

— modify (part of) a message

—insert (part of) a message

Figure 4.23 Classification of the various manipulation options available to an attacker

Discovering a key by trial and error (a ‘brute-force’ attack) is naturally the least sophisticated
method of attack. With this method, an attempt is made to find out the correct key by employing
a large amount of processing capacity to test all possible keys with a know plaintext—ciphertext
pair. Obviously, a processing capacity in the supercomputer range is normally a prerequisite
for this method. Statistically seen, on average half of the possible keys must be tested before

the right one is found. Naturally, a large key space considerably increases the difficulty of such
an attack.
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Fundamental cryptographic attacks

[— cipher text only attack
— known plain text attack
— chosen plain text attack

— chosen cipher text attack

——chosen key attack

Figure 4.24 Classification of the basic methods of cryptographic attack

4.7.1 Symmetric cryptographic algorithms

Symmetric cryptographic algorithms are based on the principle of performing encryption and
decryption using the same secret key — hence the designation ‘symmetric’.

The DES algorithm

The best-known and most widely used type of symmetric cryptographic algorithm is the
Data Encryption Algorithm (DEA). It was developed by IBM in collaboration with the NBS
(US National Bureau of Standards) and published in 1977 as the US FIPS 46 standard. The
standard that describes the DEA is generally referred to as the DES (Data Encryption Standard).
Consequently, the Data Encryption Algorithm is often (but not entirely correctly) called the
DES algorithm.

Since this algorithm is of course fashioned according to Kerckhoff’s principle, it could be
published without losing any of its security. However, even today not all of the development
criteria have been made known, which repeatedly leads to assumptions regarding possible
methods of attack and the possible presence of ‘trap doors’. However, up to now all attempts
to break the algorithm on this basis have failed.

Two important principles for a good encryption algorithm were incorporated into the design
of the DES algorithm. These are the principles of confusion and diffusion, as first proposed
by C. Shannon. The confusion principle states that the statistics of the ciphertext should affect
the statistics of the plaintext in a manner that is so complex that an attacker can derive no
advantage from them. The diffusion principle states that each bit of the plaintext and each bit
of the key should affect as many bits of the ciphertext as possible.

DES, which is a symmetric block encryption algorithm, does not expand the ciphertext.
This means that the plaintext and ciphertext blocks have the same size. The block size is 64
bits (8 bytes), which is also the length of the key, although only 56 of these bits are used as the
actual key. The key contains eight parity bits, which reduces the available key space. The 64
bits of the key are numbered consecutively from left (msb) to right (Isb). Bits 8, 16, 24, ...,
64 are the parity bits. The parity is always odd. Due to the parity bits, the key space is 25,
which means that there are approximately 7.2 x 10'6 possible keys. At first glance, a key space
with 72,057,594,037,927,936 possible keys may appear very large, but the limited size of its
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Figure 4.25 Operating principle of a symmetric cryptographic algorithm for encrypting and decrypting
data. The DES is a typical example of this type of cryptographic algorithm

key space is actually the main weakness of the DES algorithm.® Given the steadily increasing
processing capacity of modern computers, a key space of this size is already considered to be
too small for a secure cryptographic algorithm. If a plaintext—ciphertext pair is available, it is
easy to test all possible keys if the key space is too small.

key

‘AB'|'A7'|'AB'|'AB'|'A4 |'AT|'A2' | 'AT

plaintext ciphertext

\ 4
'57'|'6F'1'6C'| '66' | '67' | '61' | '6E'| '67 —>[><—> 'F5'{'0B'| '37' |'AE'|'A8'| 'FO'|'AA'| 'B4’

Figure 4.26 The operation of the DES algorithm for encrypting data

If a plaintext—ciphertext pair is obtained by tapping the communications between a terminal
and a smart card, a brute-force attack can be mounted by encrypting the plaintext using all
possible keys. The correct key can be determined by comparing all of the resulting ciphertexts
with the previously obtained ciphertext. This procedure can very easily be executed using
several parallel processors. Each of the processors tests only the relatively small portion of
the key space assigned to it. A sample calculation can illustrate the amount of time needed for
such a brute-force attack. The fastest currently available DES components require 64 ns for a
complete block encryption.* If 10,000 such computation modules are assembled in parallel,
each one can independently test a small part of the key space. Assuming that on average only
half of the key space must be searched to find the correct key, the processing time can be
calculated as follows:

((2°® x 64 ns) + 10,000) x 0.5 ~ 64 h

In 1993, Michael Wiener published plans for a million-dollar computer that could test all
the DES keys of a given plaintext—ciphertext pair within seven hours [Wiener 93]. In 1998, a

3 To get a feeling for the size of this large number, you might enjoy considering the following comparison. The mass
of the earth is roughly 5.974 x 107 grams. Based on this value, the number of electrons, protons and neutrons that
make up the earth can be taken to be around 10°2. If only a single elementary particle were needed to store a bit,
then at most 1052 bits could be stored in a memory with the mass of the earth

4 Using a DEC gate array built with gallium-arsenide technology that operates in the ECB and CBC modes
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similar concept, called ‘DES Cracker’, was implemented by the Electronic Frontier Foundation
(EFF) at a cost of approximately US $ 250,000. The DES Cracker can test approximately 88.8
billion keys per second, and in a public test it took 56 hours to determine an unknown key
[EFF 98]. The biggest problem with the use of DES is that its key space has become too
small over time. Consequently, the triple-DES algorithm is used almost exclusively for new
applications.

A full description of the exact implementation of the DES algorithm is far beyond the scope
of this book, and it is not necessary for understanding the subject. If you are interested in
having more detailed information, consult FIPS Publication 46, Carl Meyer [Meyer 82] or
Bruce Schneier [Schneier 96]. However, one significant detail must be mentioned. The DES
was designed as an encryption algorithm that can easily be implemented in hardware. There
are presently many smart card microcontrollers with a DES hardware module. However, if
it is necessary to implement DES in a smart card in software, it will occupy around 1 kB of
assembler code, even in a highly optimized version. The size of a DPA-resistant version is
approximately 2 kB. Its computational speed is consequently rather low.

Typical computation times for encryption and decryption using a smart card, with compar-
ison values for using a PC and a hardware integrated circuit, are shown in Table 4.7. These
numbers can vary depending on the actual implementation, and they take into account only
the pure processing time for DES encryption or decryption of an 8-byte block, assuming that
all registers are already loaded. As a general rule, it can be assumed that DES implemented in
hardware is approximately 150 times faster than DES in software.

Keys forthe DES algorithm can be generated using a random number generator that produces
an 8-byte random number, which is then checked against the four weak and 12 semi-weak
keys. If the computed value does not match any of these easily broken keys, the parity bits are
computed and the result is a DES key.

Table 4.7 Typical DES computation times (8-byte block)

Implementation Computation time / throughput
Smart card, 3.5-MHz clock, software implementation 17.0 ms / 3.8 kbit/s
Smart card, 3.5-MHz clock and DES processing unit 112 ps /571 kbit/s
Smart card, 3.5-MHz clock and triple-DES processing unit 130 ps / 492 kbit/s
Smart card, 4.9-MHz clock, software implementation 12.0 ms / 5.3 kbit/s
Smart card, 4.9-MHz clock and DES processing unit 80 ps / 800 kbit/s
Smart card, 4.9-MHz clock and triple-DES processing unit 93 ps / 688 kbit/s
PC (80486, 33 MHz) 30 us /2.1 MB/s
PC (Pentium, 90 MHz) 16 us/ 4 MB/s

PC (Pentium, 200 MHz) 4 us/ 16 MB/s
DES integrated circuit 64 ns/ 100 MB/s
IDEA algorithm

There are many other symmetric cryptographic algorithms besides DES. Here we consider
only the International Data Encryption Algorithm (IDEA) as a representative example. It was
developed by Xuejia Lai and James L. Massey, and it was published in 1990 as the ‘proposed
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encryption standard’ (PES). It was improved in 1991, and for a short while the improved
version was known as the ‘improved proposed encryption standard’ (IPES), but nowadays
it is commonly known as IDEA. The development criteria and internal construction of this
algorithm have been fully published, so Kerckhoff’s principle is satisfied. However, IDEA is
subject to patent restrictions, which was formerly also the case with the RSA algorithm.

IDEA, like DES, is a block-oriented cryptographic algorithm, and it also uses 8-byte
plaintext and ciphertext blocks. In contrast to the DES algorithm, the key length is 16
bytes (2 x 8 bytes). This provides a significantly larger key space, with a size of 2!?% ~
3.4 x 10®. In regular decimal notation, the number of possible keys for the IDEA is exactly
340,282,366,920,938,463,463,374,607,431,768,211,456.

Due to its structure, IDEA is compatible with DES except for its extended key length. It
is also compatible with triple-DES systems, which use keys that are 2 x 56 bits long, which
means that changing the algorithm used does not affect the lengths of the keys or the input and
output data blocks. Of course, compatibility in this regard does not mean that DES-encrypted
data can be decrypted using the IDEA. In general, IDEA is considered to be a very good
cryptographic algorithm. It has also been widely distributed in the form of the public-domain
program PGP (Pretty Good Privacy) from Philip Zimmermann, which is used for secure data
transmission.

There are only a few smart card implementations of IDEA. The amount of memory space
needed for the program is around 1000 bytes. Typical computation times for encryption and
decryption are somewhat less than for DES. However, in the development of IDEA, it was
assumed that the computations would be executed by a 16-bit processor. Since most smart
cards still have §-bit processors, the speed advantage in comparison with DES is not as great
as might be expected. Table 4.8 lists typical values for IDEA operations on an 8-byte block,
assuming that previously computed keys are available.

Table 4.8 Typical IDEA computation times (8-byte block)

Implementation Computation time
Smart card with 3.5-MHz clock, software implementation 12.3 ms
Smart card with 4.9-MHz clock, software implementation 8.8 ms

PC (80386, 33 MHz) 70 us

PC (Pentium Pro, 180 MHz) 4 us
IDEA integrated circuit 370 ns
AES algorithm

The amount of processing capacity available at the end of the 1990s, as the result of tech-
nical progress and the international networking of computers, was sufficient to allow even
ambitious private individuals with organizational abilities to mount successful brute-force at-
tacks on the DES algorithm. As a result, the future viability of DES became so questionable
that the relevant national authorities increasingly devoted their attention to specifying a new
symmetrical cryptographic algorithm as the official successor to DES. In light of the never
fully extinguished doubts about the integrity of DES arising from the fact that not all of the
design criteria were made available for public inspection, in 1997 the US National Institute
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of Standards and Technology (NIST) requested the international cryptographic community to
submit possible successors to DES, accompanied by all associated documentation, to the NIST
for a sort of competitive evaluation. In 1998, the NIST announced that there were 15 candidates
for the Advanced Encryption Standard (AES) and published all of the documentation so that
it could be studied with regard to informatics and cryptanalytical aspects by the US National
Security Agency (NSA), research institutes, experts and interested parties. Following detailed
investigations of these methods and broad public discussion of the results, a candidate for the
successor to the DES algorithm was announced by the NIST in 2000.% This algorithm was
developed by the Belgian cryptologists Joan Daemen and Vincent Rijmen and was already
known as the Rijndael algorithm prior to the announcement of the competition.

AES is a symmetric block encryption algorithm with a block length of 128 bits (16 bytes)
that can be used with three different key lengths: 128 bits (16 bytes), 192 bits (24 bytes) and 256
bits (32 bytes). It is thus referred to as AES-128, AES-192 or AES-256, depending on the key
length. AES can be implemented in hardware logic, and good software implementations are also
possible using relatively low-performance 8-bit processors as well as high-performance 16-
and 32-bit processors. Furthermore, it can be used throughout the world free of licensing fees,
and according to the official pronouncement its anticipated useful life is more than 20 years.
AES is standardized by FIPS 197, which is available free of charge via the Internet [NIST].

The size of the key space of the AES algorithm with a 128-bit key is approximately 3.4 x 103
(2'28), which makes it a factor of 4.7 x 10?! greater than the key space of DES with a
56-bit key. The large key space obtained with a key length of only 128 bits enormously
increases the difficulty of attacks involving successively testing all possible keys. The software
implementation of AES in a DPA-resistant form in a smart card occupies approximately 4 kB
of ROM.

Table 4.9 Typical computation times for AES using a 128-bit key (16-byte block)

Implementation Computation time
Smart card, 16-bit CPU, 4.9-MHz clock, software implementation; encryption 20 ms
Smart card, 16-bit CPU, 4.9-MHz clock, software implementation; decryption 25 ms

Operating modes for block-oriented encryption algorithms

The DES algorithm, like every block-oriented encryption algorithm, can be used in four differ-
ent operating modes that are standardized in ISO 8372. Two of these operating modes, the CFB
and OFB modes, are especially suitable for sequential text with no block structure. The other
two, the ECB and CBC modes, are based on a block size of 8 bytes. These two block-oriented
modes are most commonly used in smart card applications.

The basic operating mode of the DES algorithm is designated as the ECB (electronic code
book) mode. In this mode, 8-byte plaintext blocks are independently encrypted using a single
key. This is the DES algorithm in its pure form, without extensions.

3 A good summary of the selection process and selection criteria can be found in [Nechvatal 00]

Petitioner Micron Ex-1032, 0221



4.7 Cryptology 187

ERENSNO

plaintext block 1 plaintext biock 2 plaintext block 3
ciphertext block 1 ciphertext block 2 ciphertext block 3

Figure 4.27 Data encryption with a block-oriented encryption algorithm operating in the ECB mode.
Decryption is performed in a similar manner

The second block-oriented mode is known as the CBC (cipher block chaining) mode. In
this mode, a data string consisting of several blocks is chained using XOR operations during
the encryption such that each block becomes dependent on the block preceding it. This makes
it possible to reliably detect interchanging, adding or deleting encrypted blocks. This is not
possible with the ECB mode. If the plaintext blocks are suitably structured (with sequence
counters in their headers or initialization vectors), a consequence of CBC chaining is that even
identical plaintext blocks are converted into non-identical ciphertext blocks. This makes the
cryptanalysis of intercepted data much more difficult, since codebook analysis (for example)
is not possible.

The first plaintext block is XOR-ed with an initialization vector (often called an IV), and
then encrypted with the DES algorithm. The result is the ciphertext, which is in turn XOR-ed
with following plaintext block. The process continues in this manner with the following blocks.
As arule, the initialization vector is preset to null. However, in some systems, a session-specific
random number is written to the initialization vector as a substitute for a temporary key. This
number must naturally be known when the data are subsequently deciphered.

o 0O

plaintext block 1 plaintext block 2 plaintext block 3
initialization vector H H %
ciphertext block 1 ciphertext block 2 ciphertext block 3

Figure 4.28 Data encryption with a block-oriented encryption algorithm operating in the CBC mode.
Decryption is performed in a similar manner
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Multiple encryption

In addition to the four operating modes of a block-oriented encryption algorithm, another
variation is also used to improve security. However, it is actually only used with the DES
algorithm, due to the small key space of this algorithm. In principle, it can be used with any
block-oriented encryption algorithm that is not a group. If an encryption method has the group
property, double encryption using two different keys will not increase the level of security,
since the same result could be obtained by single encryption using a third key. The size of
the key space is not increased by double encryption using an algorithm that has the group
property, since an attacker would only have to discover the third key in order to obtain the
result previously obtained by double encryption using two different keys:

ciphertext = enc (key 2; (enc (key 1; plaintext))

Since DES is not a group, the result of double DES encryption using two different keys
fundamentally cannot be duplicated by single encryption using a third key.

However, in 1981 Ralph C. Merkle and Martin E. Hellman published a method of attack
called the ‘meet-in-the-middle’ attack [Merkle 81], which can be used very successfully against
every type of double encryption using a block-oriented encryption algorithm. It presupposes
that the attacker knows several plaintext—ciphertext pairs. The operating principle of this attack
is based on computing all possible encryptions of the plaintext using the first of the two keys,
followed by decrypting the known result (the ciphertext) with every possible second key. The
set of results from the first process is then compared with the set of results from the second
process. If a match can be found, there is a certain probability that the two keys have been
discovered. The level of confidence that the correct key has been found can be increased by
making the same comparisons using additional known plaintext—ciphertext pairs. As can be
seen, the amount of effort required for this attack is not significantly greater that the amount of
effort needed for a normal attack that requires the entire key space to be searched. Consequently,
cascaded double encryption is not used with the DES algorithm.

The process that is used instead is called triple-DES. In this mode, three sequential CBC-
mode DES operations are performed using alternating encryption and decryption. Blocks that
have been encrypted in this manner are decrypted by reversing the order of the operations (in
other words: decryption, encryption and then decryption). If all three keys are the same, the
result of the alternating encryption and decryption operations is the same as that obtained by a
single encryption. This is the reason for not using a sequence of three encryption operations.

If the three DES operations using three keys are applied directly to each plaintext block in
turn, the process is referred to as ‘DES in the inner CBC mode’. If instead the plaintext is first
completely encrypted using the first key and the result is then further encrypted in a similar
manner, the process is referred to as ‘DES in the outer CBC mode’. The outer CBC mode is
more resistant to attack and is therefore generally recommended [Schneier 96].

The triple-DES algorithm has several other names, such as TDES, DES-3, 3-DES and 2-
DES. Actually, the terms ‘triple-DES’ and ‘3-DES’ only mean that three 56-bit keys are used.
If the first and third keys are the same, this is called 2-DES, but if the three keys are all different,
the designation 3-DES is often used. The key length must always be stated with triple DES in
order to unambiguously specify the algorithm.
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Figure 4.29 Operating principle of data encryption using triple-DES in the outer CBC mode. Key 1
is normally chosen to be the same as key 3, so the effective key length is 2 x 56 bits (112 bits). Less
commonly, three independent keys are used, yielding a key length of 3 x 56 bits (168 bits)

The triple-DES algorithm is significantly more secure than sequential double encryption us-
ing two different keys, since the meet-in-the-middle attack is not effective against this method.
Three 56-bit keys are needed instead of only one, but the first and third keys are usually
the same. This yields a key length of 2 x 56 bits. This means that this procedure is data-
compatible with the normal DES algorithm and that it imposes no additional costs except for
the doubled key size. This in particular is one of the main reasons for the widespread use of
triple-DES in smart cards. It is primarily used for deriving keys and protecting very sensitive
data, such as when transferring keys, due to its improved level of security compared with single
encryption.

4.7.2 Asymmetric cryptographic algorithms

In 1976, Whitfield Diffie and Martin E. Hellman described the idea of developing an encryption
algorithm based on two different keys [Diffie 76]. One of these keys was to be public, the other
secret or ‘private’. This would allow persons to encrypt a message using the public key, with
only the owner of the private key being able to decrypt it. This in turn would eliminate the
problems associated with exchanging and distributing secret symmetric keys. In addition,
it would for the first time make certain other processes possible, such as generating digital
signatures that can be verified by everyone.

public private
key key

plaintext —»D‘———» ciphertext —-—»»4———-» plaintext

Figure 4.30 Encryption and decryption using a public-key algorithm

The RSA algorithm

Two years later, Ronald L. Rivest, Adi Shamir and Leonard Adleman presented an algorithm
that met the above-mentioned criteria [Rivest 78]. This algorithm, which is called the RSA
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Table 4.10 Summary of symmetric and asymmetric cryptographic algorithms used in smart cards,
with their input and output parameters

Name Type Plaintext length Ciphertext length Key length
DES Symmetric 8 bytes 8 bytes 56 bits
Triple DES Symmetric 8 bytes 8 bytes 2 x 56 bits
(with two keys) (112 bits)
Triple DES Symmetric 8 bytes 8 bytes 3 X 56 bits
(with three keys) (168 bits)
IDEA Symmetric 8 bytes 8 bytes 128 bits
AES Symmetric 8 bytes 16 bytes 128 bits
(16 bytes)
192 bits
(24 bytes)
256 bits
(32 bytes)
RSA Asymmetric 512 bits (512 bytes) 512 bits
(64 bytes) (64 bytes) (64 bytes)
768 bits 768 bits 768 bits
(96 bytes) (96 bytes) (96 bytes)
1024 bits 1024 bits 1024 bits
(128 bytes) (128 bytes) (128 bytes)
2048 bits 2048 bits 2048 bits
(256 bytes) (256 bytes) (256 bytes)
4096 bits 4096 bits 4096 bits
(512 bytes) (512 bytes) (512 bytes)
DSS (512 bits) Asymmetric 20 bytes 20 bytes (64 4 20) bytes

algorithm after the initials of its inventors, is the best-known and most versatile asymmetric
encryption algorithm presently in use. Its very simple operating principle is based on the
arithmetic of large integers. The two keys are generated from two large prime numbers.°
The encryption and decryption processes can be expressed mathematically as follows:
encryption: y = x° mod n
decryption: x = y¢ mod n
where x = plaintext

y
e

i

ciphertext

il

public key

§ Whitfield Diffie and Martin E. Hellman discovered the principle of public-key algorithms, while Ronald L. Rivest,
Adi Shamir and Leonard Adleman produced the first implementation. However, public-key algorithms had already
been discovered several years earlier in the field of military cryptography. In the period 1969-1973, James Ellis,
Clifford Cocks and Malcolm Williamson, working at the British Government Communication Headquarters
(GCHQ), developed both the principle of public-key algorithms and the asymmetric encryption algorithm now known
as the RSA algorithm, several years before they were discovered by civilians. Unfortunately, these cryptologists
were pledged to secrecy and were not allowed to publish anything about their work until after 1997 [Levy 99]
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d = private key
n = public modulus = p g

p,q = secret prime numbers

Before being encoded, the plaintext block must be padded to the appropriate block size,
which varies in the RSA algorithm according to the length of the key used. Encryption itself
is performed by exponentiation of the plaintext followed by a modulo operation. The result
of this process is the ciphertext. This can only be decoded if the private key is known. The
decryption process is analogous to the encryption process.

The security of the algorithm is thus based on the difficulty of factoring large numbers. It
is quite easy to compute the public modulus from the two prime numbers by multiplication,
but it is very difficult to decompose the modulus into its two prime factors, since there is no
effective algorithm for this operation.

The RAM capacity of smart cards is not sufficient for performing exponential operations
on large numbers as required for encryption and decryption, since the numbers become very
large before being subjected to the modulo operation. For this reason, modular exponentiation
is used, which means that the intermediate result of the calculation never exceeds the value
of the modulus. For example, if the value of x> mod » must be calculated, the expression
(x-x) mod # is not evaluated directly, since the intermediate result (x - x) would be excessively
large before being reduced by the modulo operation. Instead, the expression ((x mod n) -
(x mod »)) mod 7 is evaluated, which yields the same mathematical result. The advantage of
this is that it requires significantly fewer calculations and less memory, since the intermediate
results are immediately reduced in size.

An additional way to increase the speed of the RSA algorithm is to use the Chinese remainder
theorem for the calculations.” Of course, a prerequisite for using the Chinese remainder theorem
is that both of the secret prime numbers p and g are known, which means that it can only be
used for decryption (which means for signing).

The private key should be as long as possible, since this impedes attempts to break the code.
Public and private keys may have different lengths, and in fact this is usually the case, since the
time required to verify a digital signature can be considerably reduced by making the public
key as short as possible. The fourth Fermat number is frequently used as a public key. This
prime number has the value of 2'® 4 1 = 65537, and due to its small size it is very well suited
to quickly verifying digital signatures. The numbers 7 and 17 are likewise used.

Table 4.11 Typical public keys for the RSA algorithm

Public key Remarks

2 ="°10° The only even prime number; used for the Rabin
procedure

3=02'+ 1) ="11° The smallest odd prime number

17 = (2* + 1) =°1 0001° —

65537 = (2 4+ 1) = °1 0000 0000 0000 0001° The fourth Fermat number Fy

7 For additional information regarding both procedures, see [Simmons 92, Schneier 96]

Petitioner Micron Ex-1032, 0226



192 Informatic Foundations

If an attacker succeeds in factoring the public modulus into its two prime components, he
could then reproduce the entire encryption process. With a small value, such as 33, it is easy
to factor the modulus, but there is presently no fast algorithm that can be used to factor large
numbers. If the values of both prime factors can be found, the system is thereby broken, since
the private key is then known.®

Consequently, a requirement for RSA keys is that they are sufficiently long. A length of
512 bits (64 bytes) is presently considered to be the lower limit. In any case, keys with a length
of 768 bits (96 bytes) and 1024 bits (128 bytes) are presently used. In the coming years, the
first 2048-bit (256-byte) key will come into use. The amount of computational effort needed
for encryption and decryption increases with the key length. This increase is not linear, but
instead approximately exponential.

Smart card microcontrollers, with their 8-bit CPUs, are normally not capable of performing
an RSA computation in less than a few minutes. However, there are now microcontrollers with
arithmetic coprocessors that have been specially developed for fast exponentiation. With such
coprocessors, it is possible to perform RSA computations in an acceptable length of time with
reasonable software overhead. The size of the code for a hardware-supported 512-bit RSA
algorithm is around 300 bytes. Around 1 kB of assembler code in the smart card is needed
for 768-bit and 1024-bit keys. As can be seen from Table 4.12, even with a 512-bit key the
number of possible prime numbers is so large that collisions between two different key pairs
will never occur.’

Table 4.12 Typical RSA key lengths with characteristic parameters. The ratio NS/PN indicates the
relationship between the number of non-prime numbers and the number of prime numbers. The
reciprocal of this is the probability that a random number in the number space is a prime. This is very
important with regard to the length of time that is required to generate an RSA key

Key length Maximum Size of the Number of prime NS/PN
number number space (NS) numbers in the
of digits number space (PN)
8 bits (1 byte) 3 256 54 ~ 4.7
40 bits (5 bytes) 13 ~ 1.1 x 10" ~ 3.9 x 1010 ~ 28
512 bits (64 bytes) 155 ~ 1.3 x 1034 ~ 3.8 x 101! ~ 342
768 bits (96 bytes) 232 ~ 1.6 x 108! ~ 2.9 x 1078 ~ 552
1024 bits (128 bytes) 309 ~ 1.8 x 10°8 ~ 2.5 x 1033 ~ 720
2048 bits (256 bytes) 617 ~ 3.2 x 10818 A 2.3 x 1098 ~ 1391
4096 bits (512 bytes) 1234 ~~ 1.0 x 10'23 ~ 2.5 x 1012% ~ 4000

However, one of the strengths of the RSA algorithm is that it is not limited to a particular
key length, in contrast to algorithms such as DES. If increased security is needed, longer keys

As early as the summer of 1994, a 426-bit key was broken in eight months using approximately 1600 computers
connected via the Internet. The total amount of computation amounted to 5000 MIPS-years. A 100-MHz Pentium
processor, for comparison, has a capacity of 50 MIPS. In 19991, a 512-bit key was successfully factored in seven
months using 292 networked computers

9 The largest number that can be represented with 512 bits is 2512 — 1, or in full: 13,407,807,929,942,597,
099,574,024,998,205,846,127,479,365,820,592,393,377,723,561,443,721,764, 030,073,546,976,801,874,298,166,
903,427,690,031,858,186,486,050,853,753,882,811,946,569,946,433, 649,006,084,095
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can be used without modifying the algorithm. The RSA algorithm is thus scaleable. However,
computation time and amount of memory space needed must be kept in mind, since even 768-
bit keys are presently still considered to be secure. With current factoring algorithms, a good
rule of thumb is that increasing the key length by 15 bits doubles the effort of computing the
factors.!® Andrew Odlyzko [Odlyzko 95] provides an excellent summary of the internationally
available and required processing capacity for factoring integers.

Although the RSA algorithm is very secure, it is rarely used to encrypt data, due to its long
computation time. It is primarily used in the realm of digital signatures, where the benefits of
an asymmetric procedure can be fully realized. The greatest drawback of the RSA algorithm
with regard to smart cards is the amount of memory space required for the key. The complexity
of the key generation process also causes problems in certain cases.

Widespread use of the RSA algorithm is restricted by patent claims that have been made
in several countries and by major import and export restrictions imposed on equipment that
employs this algorithm. Smart cards with RSA coprocessors fall under these restrictions, which
considerably hinders their use internationally.

Table 4.13 Sample computation times for RSA encryption and decryption as a function of key
length. The indicated values are in part subject to considerable variation, since they are strongly
dependent on the microcomputer used, the bit structure of the key and the use of the Chinese
remainder algorithm (which can only be used for signing)

Implementation Mode 512 bits 768 bits 1024 bits 2048 bits
Smart card without NPU, Signing 20 min — — —
8-bit CPU, 3.5 MHz clock

Smart card without NPU, Signing 6 min — — —

8-bit CPU, 3.5 MHz clock
(with Chinese remainder theorem)

Smart card with NPU, Signing 308 ms 910 ms 2.0s —
3.5 MHz clock
Smart card with NPU, Signing 84 ms 259 ms 560 ms —

3.5 MHz clock
(with Chinese remainder theorem)

Smart card with NPU, Signing 220 ms 650 ms 14s —
4.9 MHz clock

Smart card with NPU, Verifying — —_ 1.04 s —
3.5 MHz clock

Smart card with NPU, Signing 60 ms 185 ms 400 ms —_
4.9 MHz clock

(with Chinese remainder theorem)

Smart card with NPU and PLL Verifying 60 ms 185 ms 400 ms —
PC (Pentium, 200 MHz) Signing 12 ms 46 ms 60 ms

PC (Pentium, 200 MHz) Verifying 2 ms 4 ms 6 ms

RSA integrated circuit Signing 1.6 ms — —_

10" A5 of January 1998, the largest known prime number had 909,256 digits and a value of 23:402:377 _ |
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Generating RSA keys

Keys for the RSA algorithm are generated using a simple process. The following is a small
worked-through example:

1. First, select two prime numbers p and g: p=3qg=11
2. Next, calculate the public modulus: n=p-q=33

3. Calculate the temporary variable z for use during
key generation: z=(p—-1D(g—-1)

4. Calculate a public key e which satisfies the conditions
e < z and ged (z, e) = 1 (that is, the greatest common
denominator of z and e is 1). Since there are several
numbers that meet these conditions, select one of them: e =7

5. Calculate a private key d that satisfies the condition
(d-e)mod z = 1: d=73

This completes the computation of the keys. The public and private keys can now be tested for
encryption and decryption using the RSA algorithm, as illustrated in the following numeric
example:

1. Use the number ‘4’ as the plaintext x (x < n): x =4

2. Encrypt the text: y=4"mod 33 =16
2. The result of the calculation is the ciphertext y: y =16

3 Decrypt the ciphertext: x=16>mod 33 =4

The result of decrypting the ciphertext is again the original plaintext, as expected.

In actual practice, key generation is more laborious, since it is very difficult to test large
numbers to determine if they are prime. The well-known sieve of Eratosthenes cannot be used
here, since it requires prior knowledge of all prime numbers smaller than the number being
tested. This is practically impossible for numbers as large as 512 bits. Consequently, probabilis-
tic tests are used to determine the likelihood that the selected number is a prime number. The
Miller—Rabin test and the Solovay—Strassen test'! are typical examples of such tests. To avoid
having to use these time-consuming tests more than necessary, randomly generated candidate
numbers are first tested to see if they have any small prime factors. If the randomly generated
number can be exactly divided by a small prime number, such as 2, 3, 5 or 7, it obviously
cannot be a prime number. Once it has been determined that the number to be tested does not
have any small prime factors, a prime number test such as the Miller—Rabin test can be used.
The principle of this test is illustrated in Figure 4.31 and described in detail in the appendix of
the IEEE 1363 standard.!?

1 The procedure and the algorithm are described by Alfred Menezes [Menezes 97]
12 Many tips and criteria that must be taken into account for the generation of prime numbers can be found in an
article by Robert Silverman [Silverman 97]
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Figure 4.31 Basic procedure for generating RSA keys for use in smart cards

The algorithms for generating RSA keys have a special feature, which is that the time
required to generate a key pair (a public key together with a private key) is only statistically
predictable. This means that it is only possible to say that there is a certain probability that
key generation will take a given amount of time. A definitive statement such as °.. . will take x
seconds’ is not possible, due to the need to run the prime number test on the random number.
The time required to perform this test is not deterministically predictable.

The DSS algorithm

In mid-1991, the NIST (US National Institute of Standards and Technology) published the
design of a cryptographic algorithm for adding signatures to messages. This algorithm, which
has since been standardized in the US (FIPS 186), has been named the Digital Signature
Algorithm (DSA), and the standard that describes it is called the Digital Signature Standard
(DSS). The DSA and RSA algorithms are the two most widely used procedures for generating
digital signatures. The DSA algorithm is a modification of the El Gamal procedure. The
background for the standardization of this algorithm is that a procedure was wanted that could
be used to generate signatures but not to encrypt data. For this reason, the DSA algorithm is
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Figure 4.32 Typical time behavior of a probabilistic algorithm for generating key pairs for the RSA
algorithm. The vertical axis shows the probability that a given amount of time will be required to generate
a 1024-bit key in a smart card. Consequently, key generation takes 50 s on average in this example. The
total area under the curve has a probability of 1

Table 4.14 Examples of the time required to generate a pair of public and private keys for the
asymmetric RSA cryptographic algorithm. Exact times cannot be given, since the duration of the key
generation process depends on whether the generated random numbers are prime, among other things

Generating a public/private key pair Typical time Possible time
for the RSA algorithm

Smart card, 512-bit key, 3.5 MHz 6s ~1stox~20s
Smart card, 1024-bit key, 3.5 MHz 14s ~6sto~40s
Smart card, 2048-bit key, 3.5 MHz 80s ~O6sto~40s
PC (Pentium, 200 MHz), 512-bit key 05s —

PC (Pentium, 200 MHz), 1024-bit key 2s —

PC (Pentium, 200 MHz), 2048-bit key 36s —

more complicated than the RSA algorithm. However, it has been shown that it is possible to
encrypt data using this algorithm [Simmons 98].

In contrast to the RSA algorithm, the security of the DSS algorithm does not depend on
the problem of factoring large numbers, but rather on the discrete logarithm problem. The
expression y = ¢* mod p can be computed quickly, even with large numbers. However, the
reverse process, which is calculating the value of x for given values of v, a and p, requires a
very large amount of computational effort.

With all signature algorithms, the message to be signed must first be reduced to a predefined
length using a hash algorithm. The NIST therefore published a suitable algorithm for use with
the DSS algorithm. This is named SHA-1 (Secure Hash Algorithm).!® This variant of the
MDS5 hash algorithm generates a 160-bit hash value from a message of any arbitrary length.
Computations for the DSS algorithm, like those for the RSA algorithm, are performed using
only integers.

13 See Section 4.9, ‘Hash Functions’
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To compute a signature with the DSA algorithm, the following global values must first be
determined:

p (public): prime number with a length of 512 to 1024 bits, evenly divisible by 64
g (public): 160-bit prime factor of (p — 1)
g (public): g = h(PD/a

where 4 is an integer satisfying the conditions 7 < p—1 and g > 1

The private key x must satisfy the following condition:
x <gq
The public key y is computed as follows:
y =g" mod p

Once all of the necessary keys and numbers have been determined, the message m can be
signed as follows:

Generate a random number &k, where k < g: &

Compute the hash value of m: H(m)
Calculate r: r = (g* mod p) mod ¢
Calculate s: s=k7' (H(m)+x -r)ymod g

The two values r and s are the digital signature of the message. With the DSS algorithm, the
signature consists of two numbers, instead of only one number as with the RSA algorithm.
The signature is verified as follows:

Calculate w: w =s"'modg

Calculate ul: ul = (H(m)- w)mod g
Calculate u2: 42 =(r - w) mod ¢

Calculate v: v = ((g"' - y**) mod p) mod g

If the condition v = s is satisfied, the message m has not been altered and the digital signature
is authentic.

In practice, the RSA algorithm has achieved more widespread use than the DSS algorithm,
which up to now has seen only very limited use. The original idea of standardizing a signature
algorithm that cannot be used for encryption, which led to the DSS algorithm, has largely come
to nothing. The complexity of this algorithm also discourages its widespread use. Nonetheless,
for many institutions the fact that the standard exists and the political pressure to generate
signatures using the DSS and SHS represent strong arguments in its favor.
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Table 4.15 Examples of computation times for the DSA algorithm as a function of the clock rate,
divided into the times required for verifying (encrypting) and generating (decrypting) a signature.
These values are subject to considerable variation, since they depend strongly on the bit structure of the
key. The computation time can be reduced by precomputation

Implementation Verifying a Generating a
512-bit signature 512-bit signature

Smart card with 3.5-MHz clock 130 ms 70 ms

Smart card with 4.9-MHz clock 90 ms 50 ms

PC (80386, 33 MHz) 16s 35 ms

Using elliptic curves as asymmetric cryptographic algorithms

In addition to the two well-known asymmetric cryptographic algorithms, RSA and DSA, there
is a third type of cryptography that is used for digital signatures and key exchanges in the realm
of smart cards. It is based on elliptic curves (EC).

In 1985, Victor Miller and Neal Koblitz independently proposed the use of elliptic curves for
constructing asymmetric cryptographic algorithms. The properties of elliptic curves are well
suited to such applications, and in the course of the following years, practical cryptographic
systems based on these proposals were developed. In general, they are usually referred to as
elliptic curve cryptosystems (ECC).

Elliptic curves are sets of smooth curves that satisfy the equation y* = x> + ax + b within a
finite three-dimensional space. No point is allowed to be a singularity. This means, for instance,
that 4a” 4 27b* # 0. In the realm of cryptography, the finite spaces GF(p), GF(2") and GF(p")
are used, where p is a prime number and n is a positive integer greater than 1.

The mathematics of cryptographic systems based on elliptic curves are relatively difficult.
For this reason, you are referred to the book by Alfred Menezes on the subject [Menezes 93].
The very comprehensive IEEE 1363 public-key cryptography standard and the ISO/IEC 15946
series of standards dealing with elliptic curves also provide good synopses of elliptic curves
and other asymmetric cryptographic techniques.

The major advantages of asymmetric cryptographic systems based on elliptic curves are
that they require much less computational capacity than systems such as RSA (for instance),
and that the same level of cryptographic strength can be attained with significantly shorter
keys. For example, roughly the same amount of computation is required to break an ECC
algorithm with a 160-bit key as an RSA algorithm with a 1024-bit key. Similarly, an ECC
algorithm with a 256-bit key corresponds to an RSA algorithm with a 2048-bit key, while an
ECC algorithm with a 320-bit key roughly corresponds to an RSA algorithm with a 5120-bit
key. This cryptographic strength and the relatively small size of the keys are precisely the
reasons why ECC systems are found in the realm of smart cards.

The arithmetic processing components of modern-day smart card microcontrollers generally
support ECC, which means that a relatively high computational speed is available. As with the
RSA algorithm, the key length is an important characteristic of these asymmetric cryptographic
algorithms.

Interestingly enough, cryptographic systems based on elliptic curves require so little pro-
cessing capacity that they can even be implemented in microcontrollers lacking coprocessors.
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Some typical times for generating and verifying signatures are shown in Table 4.16. An 8-bit
microcontroller clocked at 3.5 MHz without a coprocessor requires approximately one second
to generate a 160-bit ECC key pair using a look-up table approximately 10 kB in size. This
time can be reduced to 200 ns using a coprocessor.

Table 4.16 Sample processing times for cryptographic algorithms based on elliptic curves in GF(p).
The remarkably good times for smart cards without coprocessors are achieved using table look-up to
accelerate certain time-intensive computations (table size approximately 10 kB)

Implementation Generating a Verifying a
135-bit signature 135-bit signature

Smart card, 3.5-MHz clock and 8-bit processor 1s 4s

Smart card, 3.5-MHz clock and numeric coprocessor 150 ms 450 ms

PC (Pentium III, 500 MHz) 10 ms 20 ms

One factor limiting the use of elliptic curves for asymmetric cryptographic algorithms is that
they are regarded as a relatively new discovery in the cryptographic world, even though they
have been known for a long time. It will no doubt take some time until the use of ECC systems
becomes commonplace in the cautious world of cryptographers and smart card application
designers, despite the fact that cryptographic systems based on elliptic curves presently offer
the highest level of security per bit relative to all other asymmetric methods.

4.7.3 Padding

In smart cards, the DES algorithm is primarily used in the two block-oriented modes (ECB
and CBC). However, since the data communicated to the card do not always fit exactly into a
certain number of blocks, it is occasionally necessary to fill up a block. Filling up a data block
so that its length is an exact multiple of a given block size is called padding.

The recipient of a padded data block has a problem after the data have been decrypted,
since he does not know where the actual data stop and the padding bytes start. One solution
to this would be to state the length of the message at the beginning of the message, but this
would change the structure of the message, which is generally undesirable. It would also be
especially onerous with data that do not always have to be encrypted, since in this case no
padding would be needed and thus no length as well. In many cases, therefore, the structure
of the message may not be changed.

This means that a different method must be used to identify the padding bytes. The algorithm
defined in the ISO/IEC 9797 standard is described here in detail as an example, although there
are a variety of other methods available. The most significant bit (msb) of the first padding byte
following the useful data is set to 1. This byte thus has the hexadecimal value '80'. If additional
padding bytes are needed, they have the value '00'. The recipient of the padded message thus
searches from the beginning to the end of the message for a byte with the msb set to 1, or for
the value '80'". If such a byte is found, the recipient knows that this byte and all subsequent
bytes are padding bytes and not part of the message.

In this regard, it is important for the recipient to know whether messages are always padded
or padded only if necessary. If padding only takes place when the length of the data to be
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hexadecimal ‘80" 11'00" 11 '00" I ...
binary °1000 0000 0000 ... °
L A J
user data padding

Figure 4.33 Data padding according to ISO/IEC 9797, Method 2

encrypted is not an integer multiple of the block length, the recipient must take this into
account. Consequently, there is often an implicit understanding that padding always takes
place, which of course has the disadvantage that occasionally an unnecessary block of padding
data must be encrypted, transferred and decrypted.

In some applications, only the value '00' is used for padding. This is because this value
is normally used for padding in MAC computations, and using only one padding algorithm
reduces the size of the program code. Of course, in this case the application must know the
exact structure of the data to allow it to distinguish between user data and padding.

Table 4.17 Typical padding methods using in the smart card realm. The data to be padded are
designated as ‘data’

Padding format Description

ISO/IEC 9797 This padding format is used for generating MACs and for encryption
Method 1: the data to be padded are padded using '00'
Formal representation: data || n x '00'
Method 2: '80' is appended to the data to be padded, which are then padded

using '00'
Formal representation: data || '80' || n x '00'
ISO/IEC 9796-2 This padding method is used for digital signatures. The data to be padded are

appended to a bit sequence starting with °11° and ending with °1° , with a
number of °0° characters in between as needed for padding, and the tag 'BC'
is appended to the data. In addition, a random number can be integrated into
the padding sequence in order to individualize the data to be padded

Formal representation with bytewise padding: '60' || n x '00' || '01' || data ||
IBCI

Formal representation with bytewise padding and individualized data:
'60' || n x '00" || '01" || RND || data || 'BC"

PKCS #1 The Type 1 version of this padding format is used for digital signatures, while
the Type 2 version is used for generating MACs and encryption. The data to
be padded are preceded by a tag and a fixed value or random number having
the length necessary for the padding

Formal representation, Type 1: '00' || '01' || n x '"FF' || '00' || data
Formal representation, Type 2: '00' || '02' || n x RND || '00' || data
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4.7.4 Message authentication code and cryptographic checksum

The authenticity of a message is far more important than its confidentiality. The term ‘authen-
ticity’ means that the message has not been altered or manipulated, and is thus genuine. To
ensure authenticity, a ‘message authentication code’ (MAC) is computed and appended to the
message before it is sent to the recipient. The recipient can then compute the MAC for the
message and compare it with the received MAC. If the two values match, the message has not
been altered during its journey.

message MAC

Figure 4.34 The usual arrangement of the message and the message authentication code (MAC)

A cryptographic algorithm with a secret key is used to generate a MAC. This key must be
known to both parties to the communication. In principle, a MAC is a sort of error detection
code (EDC), which can naturally only be verified if the associated secret key is known. For this
reason, the term ‘cryptographic checksum’ (CCS) is also used (as well as some other terms),
but technically a CCS is fully identical to a MAC. In general, the difference between the two
terms is that ‘MAC’ is used for data transmission and ‘CCS’ is used for all other applications.
The term ‘signature’ is often encountered as an equivalent to ‘MAC’. However, this is not the
same as a ‘digital signature’, since the latter is generated using an asymmetric cryptographic
algorithm.

In principle, any cryptographic algorithm can be used to compute a MAC. In practice, how-
ever, the DES algorithm is used almost exclusively. This algorithm is used here to demonstrate
the process (see Figure 4.35).

If the message is encrypted using the DES algorithm in the CBC mode, each block is linked
to its previous block. This means that the final block depends on all previous blocks. This final
block, or a portion of it, represents the MAC of the message. However, the actual message
remains in plaintext, rather than being transmitted in encrypted form.

message

A4 secret
key

v
» > [><——-> enc (message)

message MAC

\\ )
4

message ready for transmission

v

Figure 4.35 Example of a MAC computation process
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There are a few important conditions relating to generating a MAC using the DES algorithm.
If the length of the message is not an exact multiple of eight bytes, it must always be extended,
which generally involves padding. However, in most cases only the value '00' is used for
padding (in line with ANSI X.99 — Message Authentication). This is allowed in this case
because there must be prior agreement regarding the length and location of the MAC within
the message. The actual MAC consists of the left-most (most significant) four bytes of the
final block produced by CBC-mode encryption. However, the padding bytes are not sent when
the message is transmitted. This limits the data to be transmitted to the protected data and the
appended MAC.

4.8 KEY MANAGEMENT

The sole objective of all administrative principles relating to keys for cryptographic algorithms
is to minimize the consequences to the system and the smart card application if one or more
secret keys become known to unauthorized persons. If it could be guaranteed that the keys
would always remain secret, a single secret key for all smart cards would be sufficient. However,
it is impossible to guarantee such secrecy.

Using the security-enhancing principles described here for keys used with cryptographic
algorithms causes the number of keys to increase dramatically. If all of the principles and
methods described in this section are implemented in a single smart card, the keys will usually
take up more than half of the memory available for application data.

However, it is not always necessary to use every possible principle and method, depending
on the application. For example, there is no need to support multiple generations of keys if the
card is valid for only a limited length of time, since the additional administrative effort and
memory space cannot be justified.

4.8.1 Derived keys

Since smart cards, in contrast to terminals, can be taken home by anyone and possibly subjected
to thorough and painstaking analysis, they are naturally exposed to the most severe attacks. If
no master key is present in the card, the consequences of a successful attempt to read out the
card contents can be minimized. Consequently, the keys that are found in the card are only
those that have been derived from a master key.

Derived keys are generated using a cryptographic algorithm. The input values are a card-
specific feature and a master key. The triple-DES or AES algorithm is usually used. For the
sake of simplicity, the card number is usually used as the specific feature. This number, which
is generated when the card is manufactured, is unique in the entire system and can be used
throughout the system to identify the card.

Derived keys are thus unique. One function that can be used to generate derived keys, as
illustrated in Figure 4.36, is:

derived key = enc (master key, card number)
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master key

‘ card-specific,
card number ——PD‘—" derived key

Figure 4.36 A possible method for generating a derived, card-specific symmetric key from the card
pumber and a master key

4.8.2 Key diversification

In order to minimize the consequences of a key being compromised, a separate key is often
used for each cryptographic algorithm. For example, different keys can be used for signatures,
secure data transmission, authentication and data encrypting. For each type of key, there must
be a separate master key from which the individual keys can be derived.

4.8.3 Key versions

It is normally not adequate to employ only one key generation for the full lifetime of a smart
card. For example, suppose that a master key could be computed as the result of a successful at-
tack. In this case, all application vendors would have to shut down their systems and card issuers
would have to replace all their cards. The resulting loss would be enormous. Consequently, all
modern systems include the possibility of switching to a new key generation.

Switching to a new generation of keys may be forced by the fact that a key has been
compromised, but it can also take place routinely at a fixed or variable interval. The result of
a switch is that all of the keys in the system are replaced by new ones, without any need for
the cards to be recalled. Since the master keys are located in the terminals and the higher level
parts of the system, a secure data exchange is all that is needed to provide new, confidential
keys to the terminals.

4.8.4 Dynamic keys

In many applications, and in particular in the area of data transmission security, it is common
practice to use dynamic keys. Such keys are also called ‘temporary keys’ or ‘session keys’.
To generate a dynamic key, one of the two communicating parties first generates a random
number, or some other value for use in a specific session, and passes it to the other party.
The further course of the process depends on whether cryptographic algorithms used are only
symmetric or also asymmetric.

Dynamic keys with symmetric cryptographic algorithms

For procedures that use only symmetric cryptographic algorithms, the random number gener-
ated by one of the two parties is sent as plaintext to the other party. The smart card and the
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terminal then encrypt this number using a derived key. The result, as shown in Figure 4.37, is
a key that is valid only for one particular session.

dynamic key = enc (derived key; random number)

derived key

random number _>D<_> dynamic key

Figure 4.37 A possible way to generate a dynamic key using a random number and a derived key

The main advantage of dynamic keys is that they are different for each session, which makes
attacks significantly more difficult. However, care must be taken when a dynamic key is used
to generate a signature, since the dynamic key will also be needed to verify the signature. This
key can only be generated using the same random number as was used when the signature was
created. This means that whenever a dynamic key is used for a signature, the random number
used to generate the key must be retained for use in verification, which means it must be stored.

The ANSI X 9.17 standard proposes a different method for generating derived and dynamic
keys. Although it is somewhat more complicated than the previously described method, it is
widely used in financial transaction systems. This method requires two inputs: a value 7; that
is independent of the time or session and a key Keyge, that is reserved for generating new keys.
The resulting initial key Key; can be used to compute as many additional keys as desired. This
key generation method has the additional advantage that it cannot be computed in reverse; in
other words, it is a one-way function:

Key; | = enc (Keyge,; enc (Keyge,; (T; XOR Key;)))

Exchanging dynamic keys using an asymmetric cryptographic algorithm

Figures 4.38 and 4.39 show procedures for generating and subsequently exchanging a sym-
metric dynamic key for message encryption. An asymmetric cryptographic algorithm, such as
RSA or DES, is used for key exchange. A similar process is used in PGP, for example, which
uses the IDEA and RSA algorithms. The basic advantage of this hybrid process is that the
actual encryption of large volumes of data can be performed using a symmetric cryptographic
algorithm, which has significantly higher throughput than an asymmetric algorithm.

4.8.5 Key parameters
A mechanism that is as simple as possible is needed to allow the key stored in the card to be
externally addressed. The smart card operating system must also always ensure that the key

can only be used for its intended purpose. For instance, it must prevent an authentication key
from being used for encrypting data. Besides the intended use, the key number must be known
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Figure 4.38 Sample procedure for key exchange using a combination of symmetric and asymmetric
cryptographic algorithms. An encrypted dynamic symmetric key is first generated and then exchanged
between two parties using an asymmetric cryptographic algorithm. The generation and exchange of the
key pair for the asymmetric cryptographic algorithm, which takes place separately and in advance, is not
shown
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Figure 4.39 Sample procedure for key exchange using a combination of symmetric and asymmet-
ric cryptographic algorithms. A previously encrypted dynamic symmetric key is recovered using an
asymmetric cryptographic algorithm. The generation and exchange of the key pair for the asymmetric
cryptographic algorithm, which takes place separately and in advance, is not shown

for it to be addressed. This number is the actual reference to the key. In addition, the version
number is also needed to address a specific key.

Some smart card operating systems cause a retry counter associated with the key to be incre-
mented each time a failure occurs in some activity that uses the key, such as an authentication.
This can be used to quite reliably prevent the key value from being fished out by repeated trials,
although this type of an attack does not represent a serious risk due to the long processing
times in the card. If the retry count reaches its maximum value, the key is blocked and cannot
be further used. The retry counter is reset to zero if the attempt to use the key is successful.
Such a mechanism must always be used with great care, since an incorrect master key in a
terminal could easily lead to massive card failures. A retry counter can normally only be reset
using a special terminal, and the identity of the cardholder must be verified before this is done.

Some systems prohibit the reuse of old versions of keys. This is accomplished by providing
the key with a ‘disable’ field that is activated as soon as a new key with the same key number
is addressed.
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Table 4.18 Typical key parameters stored in a smart card

Data object Remarks

Key number Key reference number; unique within the key file.

Version number Version number of the key; which may affect key derivation.

Application purpose Identifies the cryptographic algorithms and the procedures with
which the key may be used.

Disable Allows the key to be temporarily or permanently disabled.

Retry counter This counter keeps track of non-successful attempts to use the key
with a cryptographic procedure.

Maximum retry count If the retry count reaches the maximum count, the key is blocked.

Key length —

Key The actual key.

4.8.6 Key management example

Here we would like to describe an example of key management for a system based on smart
cards. The objective is to further illustrate the previously described principles by means of an
easily understood general example. Compared with this example, large real systems frequently
have arrangements that are much more complex, with several structural layers. Small systems
often have no key hierarchy at all, since a secret global key is used for all cards. The system
presented here occupies a middle position between systems with very simple structures and
large systems, and thus represents a good example.

In the example shown in Figure 4.40, the keys for loading and paying can be used with
an electronic purse. They use symmetric cryptographic procedures. These keys are evidently
important within the system, since they are relatively well protected by the described key
hierarchy. The individual derivation functions are not shown in detail here, but the DES or
triple-DES algorithm could always be used for them. The Iengths of the keys are also not dealt
with in detail, but they certainly may vary. The keys at the top of the hierarchy are normally
derived using more powerful cryptographic functions than those used at the lower level keys,
for reasons of security.

The key at the top of the hierarchy is called the general master key. There is only one such
key for an entire generation of keys. A generation could remain valid for a year, for example,
and be replaced in the following year by a new generation, which means a new generation of
the general master key. The general master key is the most sensitive key of the system with
regard to security. If it becomes known, all of the keys of its generation can be computed,
and the system is broken for one generation. The general master key may be generated from a
random number. It is also conceivable to base the general master key on the values shown by
dice thrown by several independent persons, each of whom consequently knows only part of
the value of the key. The general master key should never be completely known by any single
person, and its generation must under no circumstances be reproducible.

A master key for each function is separately derived from the general master key. These keys
may be used for loading or paying with an electronic purse, for example. A one-way function,
such as a modified triple-DES algorithm, is used in our example to derive the separate master
keys for the various functions. This makes it impossible to compute the general master key from
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Figure 4.40 An example of a key hierarchy in a system based on smart cards and using symmetric
cryptographic algorithms

a master key by applying the procedure in reverse. If a one-way function is not used to derive
the master keys, the general master key could be computed if, despite all security measures, a
master key becomes known and the derivation parameters are also known. A one-way function
is used here because it is assumed that in this imaginary purse system, the master keys will
be located in the security modules of local terminals. This means that with regard to system
security, they are much more endangered than the general master key, which never leaves the
background system.

The derived keys form the next level in the key hierarchy. These are the keys that are located
in the smart cards. Each card contains a set of derived keys, which are classified according to
their functions and generations. If such a card is used at a terminal, the terminal can compute the
derived key for itself, based on the parameters used to derive the key in question. Naturally, the
terminal first reads the derivation parameters from the card. Once the derived key is available,
the following step is to compute the dynamic key, which is specific to a particular session. This
key is valid only for the duration of a single session. The duration of a session ranges from a
few hundred milliseconds to a few seconds in most smart card applications. A dynamic key is
no longer used after the end of the session.

This example system may appear complicated at first glance, but it is relatively simple
compared with real systems. The objective of the example is to show exactly how all the
keys in a system can be generated. It also implicitly shows what measures must be taken if a
key becomes known. If the general master key becomes known, a switch to a new generation
must be made if the system is to continue to be used without concerns about security risks.
By contrast, if a derived key becomes known, all that is necessary is to block the card in
question; any other key management changes would surely be inappropriate. Of course, all of
these measures presume that the reason why one or more keys have become known can be
determined, so that it can be prevented in the future.
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Figure 4.41 Examples of keys for an electronic purse system with two functions: loading and paying.
Only the stored keys are shown here; keys that are dynamically generated for individual sessions have
been omitted to simplify the diagram

Given this key hierarchy, it is evident that very many keys must be generated and stored
in the smart cards. Of course, it is always possible to assign several functions to a single key
in order to save memory space. It is also quite conceivable to use a different structure for the
key hierarchy, which naturally strongly depends on the system for which the key management
system is developed.

4.9 HASH FUNCTIONS

Even powerful computers require a great deal of time to compute a digital signature. In addition,
large documents would need many signatures, since the document to be signed cannot be
arbitrarily long. A trick is therefore used. The document is first compressed to a much shorter
fixed length, and then the signature of the compressed data is computed. It does not matter
whether the compression can be reversed, since the signature can always be reproduced from
the original document. The functions used for this type of computation are called one-way
hash functions.

Generally speaking, a one-way hash function is a function that derives a fixed-length value
from a variable-length document in a manner such that this value represents the original content
of the document in a compressed form and cannot be used to reconstruct the original document.
In the smart card domain, these functions are used exclusively to compute the input values for
digital signatures. If the length of the document is not a multiple of the block length used by
the hash function, it must be padded appropriately.

For a hash function to be effective, it must exhibit certain properties. The result must have
a fixed length, so that it can be readily used by signature algorithms. Since large quantities of
data normally have to be processed, the hash function must have a high throughput. It must also
be easy to compute the hash value. By contrast, it should be difficult, or better yet impossible,
to derive the original document from a known hash value. Finally, the hash function must
be collision-resistant. This means that for a given document, it should not be easy to find a
second document that yields the same hash value. Nevertheless, there certainly will be other
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documents with the same hash value. This is only natural, since all possible messages, ranging
in length from null to infinity, are represented by a set of hash values having the same fixed
length. An unavoidable consequence of this is that collisions will occur. That is why the term
‘collision-resistant’ is used, rather than ‘collision-free’.

What is the effect of a collision? There will be two different documents with the same hash
value, and thus the same digital signature. This will have the fatal consequence of making the
signature worthless, since it would be possible to alter the document without anyone being
able to detect the fact. This is precisely what is involved in one of the two typical attacks on
hash functions, which consists of systematically searching for a second document that has
the same hash value as the original document. If the content of this document makes sense,
the digital signature derived from the hash value is discredited. Since the two documents are
interchangeable, the signature is worthless. After all, it makes an enormous difference whether
a house purchase contract is for €10,000 or €750,000.

The second type of attack on a hash value is somewhat subtler. In this case, two documents
with identical hash values but different contents are prepared in advance. This is not particularly
difficult, considering all the special symbols and extensions available in the character set. The
result is that a single digital signature is valid for both documents, and it is impossible to prove
which document was originally signed.

Finding two documents with the same hash value is not as difficult as it might seem. It
is possible to exploit the birthday paradox, which is well known in statistical theory. This
paradox involves two questions. The first question is: how many people must be in a room for
the probability to be greater than 50 % that one of them has the same birthday as the person
asking the question. The answer can be easily found, since it is only necessary to compare the
birthday of the questioner with the birthday of everyone else in the room. There must be at
least 183 (365 + 2) people in the room.

The second question reveals the paradox, or better, the surprising result of this comparison.
This question is: how many people must be in a room for the probability to be greater than 50 %
that two people in the room have the same birthday. The answer is only 23 people. The reason
is that although only 23 people are present, this represents a total of 253 pairs for comparing
birthdays. The probability that two people have the same birthday is based on these pairs.

Precisely this paradox is utilized in attacking a hash function. It is much easier to create
two documents that have the same hash value than it is to modify a document until it yields a
given hash value. The consequence is that the results of hash functions must be large enough
to successfully foil both types of attack. Most hash functions thus produce values that are at
least 128 bits long, which is presently generally considered to be adequate with regard to the
two types of attack just described.

Many different hash functions have been published up to now, and some of them are also
defined in standards. However, these functions are frequently modified as a consequence of
the discovery of a successful form of attack. Table 4.19 provides a short summary of the hash
functions currently in common use. Unfortunately, a description of their internal operation is
beyond the scope of this book.

The ISO/IEC 10118-2 standard specifies a hash function based on an n-bit block-encryption
algorithm (e.g. DES). With this algorithm, the length of the hash value may be n or 2n bits.
The MD4 (message digest 4) hash function (presently rarely used) and its successor MD5 were
published by Ronald L. Rivest in 1990-1991. They are based on a standalone algorithm, and
both functions generate a 128-bit hash value. In 1992, the NIST published a hash function
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Table 4.19 Summary of commonly used hash functions

Name Input block size Hash value length

ISO/IEC 10118-2 n bits (e.g. 64 or 128 bits) n or 2n bits (e.g., 64 or 128 bits)

MD4 512 bits 128 bits
MD5 512 bits 128 bits
MDC-4 64 bits 128 bits
RIPEMD-128 512 bits 128 bits
RIPEMD-160 512 bits 160 bits
SHA-1 512 bits 160 bits

for the DSS algorithm that is known as SHA. After the discovery of certain weaknesses, it
was modified, and the resulting function has been known since mid-1995 as SHA-1. It is also
standardized under the name FIPS 180-1.

Since data transmission to smart cards is generally slow, the hash function is performed in
the terminal or in a computer connected to the terminal. This drawback is balanced by the fact
that this makes the hash function interchangeable. Besides, in most cases, memory limitations
prevent hash functions from being stored in the cards. The program size is in almost every case
around 4 kB of assembler code. The throughput of typical hash functions is very high relative
to the demands placed on them. With an 80386 computer running at 33 MHz, it is usually at
least 300 kB/s, and it lies in the range of 4 to 8 MB/s with a 200-MHz Pentium PC.

4.10 RANDOM NUMBERS

Random numbers are repeatedly needed in connection with cryptographic procedures. In the
field of smart cards, they are typically used to ensure the uniqueness of a session during
authentication, as padding for data encryption and as initial values for send sequence counters.
The length of the random number needed for these functions usually lies in the range of 2 to
8 bytes. The maximum length naturally comes from the block size of the DES algorithm.

The security of all these procedures is based on random numbers that cannot be predicted or
externally influenced. The ideal solution would be a hardware-based random number generator
in the card’s microcontroller. However, this would have to be completely independent of
external influences, such as temperature, supply voltage, radiation and so on, since otherwise
it could be manipulated. That would make it possible to compromise certain procedures whose
security relies on the randomness of the random numbers. Current random number generators
in smart card microcontrollers are generally based on linear feedback shift registers (LFSRs)
driven by voltage-controlled oscillators.

Even with the current level of technological development, it is difficult to construct a
random number generator immune to external influences (a ‘true random-number genera-
tor’, or TRNG) in silicon on a microcontroller die. Consequently, operating system designers
frequently take recourse to software implementations. These yield pseudo-random number
generators (PRNGs), most of which produce very good (that is, random) random numbers.
Nevertheless, they do not generate truly random numbers, since the numbers are computed
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using strictly deterministic algorithms and thus can be predicted if the algorithm and its input
values are known. This is why they are called ‘pseudo-random numbers’.

It is also very important to ensure that the cards of a production batch generate different
sequences of random numbers, so that the random numbers produced by one card cannot be
inferred from those produced by another card from the same batch. This is achieved by entering
a random number as the seed number (starting value) for the random number generator when
the operating system is completed in each card.

4.10.1 Generating random numbers

There are many different ways to generate random numbers using software. However, since
the memory capacity of smart cards is very limited and the time needed to perform the compu-
tation should be as short as possible, the number of options is severely restricted. In practice,
essentially only methods that utilize functions already present in the operating system are used,
since they require very little additional program code.

Naturally, the quality of the random numbers must not be adversely affected if a session is
interrupted by areset or by removing the card from the terminal. In addition, the generator must
be constructed such that the sequence of random numbers is not the same for every session.
This may sound trivial, but it requires at least a write access to the EEPROM to store a new seed
number for the next session. The RAM is not suitable for this purpose, since it needs power
to retain its contents. One possible means of attack would be to repeatedly generate random
numbers until the EEPROM cells holding the seed number fail. Theoretically, this would cause
the same sequence of random numbers to then occur in every session, which would make them
predictable and thus give the attacker an advantage. This type of attack can easily be averted by
constructing the relevant part of the EEPROM as a ring buffer and blocking all further actions
once a write error occurs.

Another very important consideration for a software random number generator is to ensure
that it never runs in an endless loop. This would result in a markedly shorter repeat cycle for
the random numbers. It would then be easy to predict the numbers, and the system would be
broken.

Almost every smart card operating system includes an encryption algorithm for authentica-
tion. It is an obvious idea to use this as the basis for a random number generator. In this regard,
it is important to realize that a good encryption algorithm mixes the plaintext as thoroughly as
possible, so that the plaintext cannot be derived from the ciphertext without knowledge of the
key. A principle known as the avalanche criterion says that, on average, changing one input bit
should change half of the output bits. This property can be usefully exploited for generating
random numbers. The exact structure of the generator depends on the specific implementation.

Figure 4.42 illustrates a possible arrangement. This generator uses the DES algorithm with
a block length of 8 bytes, with the output value being fed back to the input. Naturally, any other
encryption algorithm could also be used. The generator works essentially as follows. The value
of a ring buffer element is encrypted by DES using a key unique to the card. The ciphertext
so produced is the 8-byte random number. This number, when XORed with the previous
plaintext, provides the new entry for the EEPROM ring buffer. The generator then moves to the
following entry in the cyclic ring buffer. This relationship can be expressed mathematically as
RND,, := f(key, RND,—).
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Figure 4.42 Sample architecture of 2 DES pseudo-random number generator for smart card operating
systems. This generator is primarily designed to minimize the number of write accesses to the EEPROM

When the smart cards are completed, a card-specific DES key is stored in each card, and at
the same time random seed numbers are entered into the ring buffer, which for example could
be a 12 x 8 buffer. The seed numbers ensure that each card produces a unique sequence of
random numbers. A 12-stage ring buffer increases the life span of the generator by a factor
of 12. Assuming that the EEPROM is guaranteed to have 100,000 write cycles, this generator
can produce at least 1,200,000 8-byte random numbers.

Erasing and writing eight bytes in the EEPROM takes about 14 ms (2 x 2 x 3.5 ms), and
executing the DES algorithm takes about 17 ms at 3.5 MHz if it is implemented in software.
The remaining processing time is negligible. The card thus needs around 31 ms to generate
a random number. However, if the DES algorithm is computed in hardware (at a typical rate
of 0.1 ms/block), a random number could be generated in only 14.4 ms using the described
method.

Figure 4.43 shows another example of a pseudo-random number generator. This generator
is initialized every time the card is reset, which is the only time a write access to the EEPROM
occurs. Only RAM accesses are used for the subsequent generation of random numbers, which
makes this generator relatively fast. However, the disadvantage of this is that the generator uses a
few bytes of RAM for the duration of the session. The statistical quality of this pseudo-random
number generator is not very good, but it is adequate for normal smart card authentication
procedures. The primary consideration with such procedures is to avoid generating random
numbers with short repeat cycles, since that would allow authentication to be compromised by
replaying messages from previous sessions.

The FIPS 140-2 standard recommends that security modules check their built-in random
number generators after every reset using statistical tests. Only after these tests have been suc-
cessfully completed should the random number generator be released for further use. Current
commonly used smart card operating systems rarely include such capability, since it is assumed
that due to the deterministic nature of the pseudo-random number generator, the statistics of
the generated random numbers will not change significantly.

The number of proposals, standards and designs for pseudo-random number generators
is simply overwhelming. Some well-known examples are the generators in the X9.17 stan-
dard, FIPS 186, the proposals in the Internet RFC 1750 and the arrangements shown by Bruce
Schneier [Schneier 96], Peter Gutmann [Gutmann 98a] and Benjamin Jun [Jun 99]. The guiding
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Figure 4.43 Sample architecture of a DES pseudo-random number generator for smart card operating
systems. This generator is faster than the one shown in Figure 4.42, since only one EEPROM write cycle
is needed per session. The quality of the random numbers it produces is adequate for normal smart card
applications (authentication using the challenge-response procedure)

principle for a random number generator should always be to keep it as simple and easily un-
derstandable as possible. Only then is it possible to assess its characteristics and thus determine
its quality.

4.10.2 Testing random numbers

After a random number generator has been implemented, it is generally necessary to test the
quality of the numbers it produces. Fundamentally, there should be a nearly equal number of
ones and zeros in the generated random numbers. However, it is not enough to simply print
out a few numbers and compare them. Random numbers can be mathematically tested using
standard statistical procedures. It is self-evident that a large number of 8-bit random numbers
will be needed for such testing. Between 10,000 and 100,000 random numbers should be
generated and analyzed in order to arrive at reasonably reliable results. The only way to test
this many numbers is to use computerized testing programs.

When evaluating the quality of the random numbers, it is also necessary to investigate
the distribution of the generated numbers. If this is very uneven, with certain values strongly
favored, then exactly these regions can be used for purposes of prediction. This means that
Bernoulli’s theorem should be satisfied as closely as possible. This theorem states that the
occurrence of a particular number, independent of what has come before it, depends only on
the probability of occurrence of the number itself. For example, the probability that a 4 appears
when a die is thrown is always 1/6, independent of whatever number appeared on the previous
throw. This is also referred to as ‘event independence’.
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The period of the random numbers, which is the number of random numbers generated
before the series repeats itself, is also very important. It must naturally be as long as possible,
and in any case longer than the lifetime of the random number generator. In this way, the
possibility of attacking the system by recording all random numbers generated for a complete
period can be excluded in a quite simple and reliable manner.

There are many statistical tests for investigating the randomness of events, but in practice,
we can limit ourselves to a few simple tests whose results are easily interpreted. There are also
many publications on the subject of testing for randomness [Knuth 97, Menezes 97], as well
as corresponding standards [FIPS 141-2, RFC 1750]. One test that is simple to set up and easy
to interpret is to count the number of times that each byte value occurs in a large number of
random numbers. If the results are displayed graphically as shown in Figure 4.44, they give a
good indication of the distribution of the numbers.

frequency of computed and measured
occurrence average value
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numerical value of the random number

Figure 4.44 Statistical distribution of a series of 5000 single-byte random numbers. This is also referred
to as the spectral distribution over one byte. These numbers were generated by a typical smart card pseudo-
random number generator. Based on purely mathematical considerations, each of the possible values (in
the range of 0-255) should occur 19.5 times

If such a diagram is used to investigate 8-byte random numbers, the values plotted on the
horizontal axis must still be single-byte or at most two-byte numbers, since the number of
samples needed for a statistical analysis would otherwise become extremely large. A good
guideline is that every random number should occur approximately four to 10 times for each
value in order to obtain reasonably reliable results. In this way, it is possible to quickly see
whether the random numbers that have been generated fully exploit the possible bandwidth of
the byte. If certain values are strongly favored, this offers an attacker a possible starting point.

Unfortunately, this test does not say anything about the order in which the random numbers
occur, but only something about their distribution. For example, it would be possible for a
‘random number’ generator to output numbers cyclically from O to 255. This would yield an
outstandingly uniform distribution, but the numbers would be completely predictable. Other
tests must be used to assess this quality criterion for random numbers.

Another practical test that yields a simple and quick estimate of the quality of a series of
random numbers is to compress the series using a file-compression program. According to
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Shannon, the degree of compression that is possible is inversely related to the randomness of
the set of generated numbers.

A significantly more robust test is the very well-known x? test. Although it tests the same
aspect as the previously described graphic test for even-statistical distribution, it is significantly
more exact because it is performed using a mathematical procedure [Bronstein 96]. If the
random numbers are assumed to be evenly distributed, the median value and standard deviation
can be calculated. The deviation from a normal distribution can then be determined based on
a x? distribution. From this, it is possible to state a numerical value for the distribution of the
random numbers.

However, this test cannot be used to draw any conclusions regarding the sequence in which
the random numbers occur. Other statistical tests can be used to verify the randomness with
which the numbers occur [Knuth 97], such as the Serial Test, which analyzes the periods of
patterns that occur in the random numbers. Similarly, the Gap Test analyzes the intervals over
which patterns do not occur. The Poker Test should also be used to evaluate the x? distribution
of patterns that do occur, and the Coupon Collector Test should be used to evaluate the X2
distribution of patterns that do not occur.

The Spectral Test, which investigates the relationship between each random number and
the next following number, also has a certain amount of relevance [Knuth 97]. In the two-
dimensional version of this test, random numbers and their immediate successors are plotted
in an X-Y coordinate system, as shown in Figure 4.45. The three-dimensional version requires
the successor to the successor number in addition, as well as a third axis (the Z axis). N-
dimensional spectral tests can be performed in a similar manner, but for understandable reasons,
they must dispense with graphical representation.

At a minimum, the above-mentioned tests must be performed and analyzed in order to
achieve a reliable and definitive evaluation of a random number generator. Additional calcu-
lations and tests can be used to confirm the results so obtained. Only in this way is it possible
to make a reasonably correct assessment of the quality of a set of random numbers.
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random number

Dhapdl o i e T i p s B SR
120 140 160 180 200 220 240
numerical value of the random number

20 40 60 80 100

Figure 4.45 Graphic representation of the distribution of successor values of 5000 single-byte random
numbers, corresponding to a spectral test. The nearly uniform distribution of the successor values can be
seen at a glance from the regular pattern. The numbers were generated by a typical smart card pseudo-
random number generator
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Of course, considering the areas in which random numbers are used in smart card applica-
tions, an overly sophisticated random number generator is usually not justified. For instance,
the effect on security of being able to predict the random numbers used for authentication
would be very slight, since no attack is possible without knowledge of the private key used to
encrypt the random number.

A more serious problem would, however, arise if it were possible to manipulate the random
number generator, for example so that it would always generate the same sequence of random
numbers. In this case, an attack based on replaying the numbers would be not only possible but
also successful. This would also be true if the period of the random numbers were very short.
In each individual case, the primary conditions that the random numbers must satisfy must
be carefully considered, since this naturally affects the random number generator. Although a
supreme effort here may lead to very high-quality random numbers, it also usually results in
increased use of memory space, which is particularly limited in smart cards.

Table 4.20 Summary of standard statistical tests for random numbers

Test and reference Remarks

Coupon collector test [Knuth 97] x? distribution of the non-occurrence of

Poker test [Menezes 97] patterns in a series of random numbers.

Frequency test [Knuth 97, Menezes 97] Counting the number of ones in a series of random
numbers.

Gap test [Knuth 97] Investigating the patterns that do not occur in a
series of random numbers.

Long run test per FIPS 140-2 Investigating whether a series of ones and zeros with

a length of 34 bits occurs in a series of random
numbers that is 20,000 bits long.

Monobit test per FIPS 140-2 Counting the number of ones in a series of random
numbers that is 20,000 bits long.

Poker test [Knuth 97] x? distribution of the occurrence of patterns in a
series of random numbers.

Poker test per FIPS 1401 Counting 4-bit patterns in a series of random

Serial test [Menezes 97] numbers that is 20,000 bits long.

Runs test per FIPS 140-1 Investigating maximum length of a series of all ones
or all zeros in a series of random numbers that is
20,000 bits long.

Serial test [Knuth 97] Investigating the patterns that occur in a series of
random numbers.

Spectral test [Knuth 97} Investigating the distribution of successor values of

random numbers.

4.11 AUTHENTICATION

The purpose of authentication is to verify the identity and genuineness of a communications
partner. Translated into the world of smart cards, this means that the card or the terminal
determines whether its communications partner is a genuine terminal or a genuine smart card,
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respectively. For the sake of clarity, the term ‘identification’ is consistently used in this book
to refer to verifying the authenticity of persons, although in principle it falls under the general
concept of authentication.

Authentication requires the communicating parties to share a common secret that can be
verified by means of an authentication procedure. Such a procedure is significantly more secure
than a pure identification procedure, such as a PIN test. In the latter case, all that happens is
that a secret (the PIN) is sent to the card, which confirms its genuineness if it is correct. The
drawback of this procedure is that the secret is sent as plaintext to the card, which means that
an attacker could easily come to know the secret (the PIN).

By contrast, with an authentication procedure it is not possible to discover the common
secret by tapping the communications channel, since the secret does not have to be sent openly
via the interface. A distinction is also made between static and dynamic authentication. In
a static procedure, the same (static) data are always used for the authentication. A dynamic
procedure, by contrast, is constructed such that it is protected against being attacked by re-
entering data recorded during a previous session. This is because each authentication is based
on different data when dynamic authentication is used.

There is also a fundamental difference between unilateral and mutual authentication pro-
cedures. A unilateral authentication, if it is successful, establishes the authenticity of one of
the two communications partners. Mutual authentication, when successful, establishes the
authenticity of both of the communications partners.

Authentication procedures based on cryptographic algorithms and used with smart cards
can be further classified into symmetric and asymmetric procedures. Currently, the procedures
used with smart cards are almost exclusively symmetric. Due to their slow execution speeds,
asymmetric procedures, which means those based on the RSA algorithm or similar algorithms,
donotyet have any practical significance with regard to smart cards systems. However, it can be
foreseen that this will change in the future. In any case, the operating principle of asymmetric
procedures is the same as that of symmetric procedures.

r Authentication ]

l
| | |

| algorithm i | participants I ] method l
symmetric unilateral static chalienge-response
asymmetric mutual dynamic

Figure 4.46 Classification of authentication procedures used with smart card systems

There are several standards relating to the authentication of equipment. The ISO/IEC 9798
standard is the most prominent of these. Part 2 of this standard describes symmetric procedures,
while Part 3 describes asymmetric procedures. Fundamentally, the five parts of the ISO/IEC
9798 standard form an outstanding compilation of the commonly used authentication proce-
dures, including symmetric, asymmetric, MAC-based and zero-knowledge-based procedures.

The principle of authentication in the field of smart cards is always based on a challenge—
response procedure. In this procedure, one of the communications partners first asks the other
one a randomly generated question (the challenge). The second partner computes an answer
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using an algorithm and sends the answer (the response) back to the first one. Naturally, the
algorithm is preferably an encryption using a shared secret key that represents the common
secret of the two communications partners.

4.11.1 Symmetric unilateral authentication

A unilateral authentication serves to assure one party of the trustworthiness of the other party
to a communication. For it to be possible, both parties must have a shared secret, the knowledge
of which is verified by the authentication procedure. This secret is the key for an encryption
algorithm, and the entire security of the authentication procedure depends on this key. If the
key should become known, an attacker could authenticate himself just as readily as a genuine
communications partner.

The principle of unilateral authentication with a symmetric cryptographic algorithm is
illustrated in Figure 4.47. For the sake of clarity, it is assumed that the terminal authenticates
a smart card. This means that the terminal determines whether the smart card is trustworthy.

Smart.Card - Terminal
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Figure 4.47 Working principle of unilateral authentication with a symmetric cryptographic algorithm.
This example shows the authentication of a smart card by a terminal, which can be implemented using
the INTERNAL AUTHENTICATE command of the ISO/IEC 7816-4 standard

The terminal generates a random number and sends it to the smart card. This is the challenge.
The smart card encrypts the random number it receives, using a key known to both the card
and the terminal. The security of the procedure depends on this key, since only the possessor
of the secret key can generate the correct response to be sent to the terminal. The card then
returns the result of the encryption to the terminal. This is the response to the challenge. The
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terminal uses the secret key to decrypt the encrypted random number it has received, and then
compares the result with the random number it originally sent. If the two numbers match, the
terminal knows that the smart card is authentic.

This procedure cannot be attacked by replaying a challenge or response that has been
intercepted from an earlier session, since a different random number is generated for each
session. The only type of attack with a moderately good chance of success would be to
systematically search for the secret key. Since the challenge and response are simply a plaintext—
ciphertext pair, the secret key could be discovered using a brute-force attack.

If all the cards for a given application have the same key and this key becomes known,
the entire system will be discredited. In order to avoid exactly this possibility, in practice only
card-specific keys are used as a matter of principle. This means that every card has an individual
key, which may be derived from a non-secret feature of the card. This specific feature can be
the serial number of the chip, which is written to the chip when it is manufactured, or some
other number that is specific to each card.

In this case, the terminal requests the chip number from the smart card in order to compute the
card-specific key. The chip number is specific to the card and unique within the system, so there
is no other card in the system that matches this card. The value of the card-specific secret key is
a function of the card number and the master key, which is known to the terminal. In practice,
a portion of the card number is encrypted using the master key, and the result is used as the
card-specific authentication key. A DES or triple-DES algorithm can be used for the encryption.

It must of course be borne in mind that if the master key (which is known only to the
terminal) becomes compromised, the entire system will be compromised, since all card-specific
authentication keys can be computed using the master key. The master key must therefore be
securely stored in the terminal (in a security module, for example), and, if possible, it should
be actively erasable in case of an attack.

Once the terminal has computed the necessary authentication key for the card, the usual
challenge—response procedure occurs. The smart card receives a random number, encrypts it
using its individual key and returns the result to the terminal. The terminal executes the reverse
function of the computation performed by the card and compares the two results. If they match,
the terminal and the smart card have a common secret, which is the secret card-specific key,
and the smart card has been authenticated by the terminal.

In this case, the authentication process is somewhat time-intensive due the use of the DES
algorithm (to the extent that it is implemented in software) and the data transmission from and
to the card. This can cause problems in some applications. Given certain assumptions, we can
roughly calculate the time required to perform a unilateral authentication. We assume that the
smart card has a 3.5-MHz clock, uses the T = 1 transmission protocol, has a divisor of 372
and uses a DES algorithm that takes 17 ms per block. Without going into details, we assume
that the internal routines in the smart card take 9 ms. This simplifies the calculation without
significantly distorting the result, which is shown in Table 4.21. As can clearly be seen from
this calculation, a single authentication takes around 65 ms. This will not usually cause any
time-related problems in an application.

4.11.2 Symmetric mutual authentication

The principle of mutual authentication is based on dual unilateral authentication. In principle,
two successive unilateral authentications could also be used, one for each of the communicating
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Table 4.21 Calculation of the processing time within a smart card for a unilateral authentication,
taking data transmission times into account

Command Data transmission Computation Total

INTERNAL AUTHENTICATE 38.75 ms + 26 ms = 64.75 ms
(DES in software)

INTERNAL AUTHENTICATE 38.75 ms + 0.08 ms =38.83 ms

(DES in hardware)

parties, in order to achieve mutual authentication. However, since the communications overhead
must be kept as low as possible to minimize the time required by the process, a procedure that
interleaves the two unilateral authentication processes has been defined. This also increases
the security of the procedure, since it is much more difficult for an attacker to intervene in the
communications process.

Before the terminal can compute the card-specific authentication key from the card number,
it first needs the card number. After the terminal has received this number, it computes the
specific authentication key for this card. It then requests a random number from the card,
and at the same time it generates a random number itself. The terminal then swaps the two
random numbers and concatenates them, after which it encrypts the resulting number using
the authentication key. Finally, it sends the resulting ciphertext to the card. The objective of
reversing the random numbers is to allow the challenge and response to be distinguished from
each other.

The card can decrypt the received block and check whether the random number it previ-
ously sent to the terminal matches the number it received in return. If this is the case, the
smart card knows that the terminal possesses the secret key. This authenticates the terminal
with respect to the card. Next, the smart card swaps the two random numbers, encrypts the
resulting number using the secret key and sends the resulting ciphertext block back to the
terminal.

The terminal decrypts the received block and compares the random number it previously
sent to the card with the one it has received in return. If they match, the smart card has been
authenticated with respect to the terminal. This completes the mutual authentication process,
and the terminal and the smart card both know that the other is trustworthy.

To minimize the communications time, the smart card can return the random number to-
gether with its card number. This is particularly attractive when mutual authentication takes
place between a smart card and a background system. In this case, the card is directly addressed
by the background system, with the terminal being ‘transparent’. The data transmission rate in
such situations is often very low, so the communications process must be streamlined as much
as possible.

In order to illustrate the considerable amount of time required for a mutual authentication
compared with a unilateral authentication, we can again make a sample calculation. The basic
assumptions are the same as for the calculation of the time required for unilateral authentication
(see Table 4.21). The results are shown in Tables 4.22 (for software implementations) and 4.23
(for hardware implementations). As can be seen, mutual authentication takes nearly three times
as long as unilateral authentication.
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Figure 4.48 Mutual authentication using a card-specific key and a symmetric cryptographic algorithm.
The illustrated procedure corresponds to a mutual authentication of a smart card and a terminal as
implemented in the ISO/IEC 7816-8 AUTHENTICATE command

Table 4.22 Estimated time required for a smart card to perform mutual authentication if random
number generation and DES computation are implemented in software, including data transmission
time. It is assumed that derived keys are not used, so GET CHIP NUMBER is not necessary

Command Data transmission Computation Total
ASK RANDOM 28.75 ms 26 ms
MUTUAL AUTHENTICATE 68.75 ms 95 ms

97.50 ms + 121 ms =218.50 ms

Table 4.23 Estimated time required for a smart card to perform mutual authentication if random
number generation and DES computation are implemented in hardware, including data transmission
time. It is assumed that derived keys are not used, so GET CHIP NUMBER is not necessary

Command Data transmission Computation Total
ASK RANDOM 28.75 ms 0.08 ms
MUTUAL AUTHENTICATE 68.75 ms 0.16 ms

97.50 ms + 0.24 ms =97.74 ms
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4.11.3 Static asymmetric authentication

Only a few smart card microcontrollers have arithmetic processing units that can be used to
execute the RSA algorithm. This is mainly because such capability would take up additional
space on the chip, which would increase its price.

However, the fact that a supplementary asymmetric authentication procedure would offer
increased protection, since it requires an attacker to break two cryptographic algorithms instead
of only one, often makes its use attractive. The problem presented by the absence of a suitable
arithmetic processing unit on the card can be dealt with by the expedient of using static
authentication of the card by the terminal. This only requires verification within the terminal,
and an additional security module in the terminal does not significantly increase its overall cost.
This solution is thus much more economical than the use of special smart card microcontrollers.
In addition, this procedure is mush faster, since only one asymmetric encryption is required,
as opposed to two in the case of dynamic asymmetric authentication.

The price of this compromise is reduced security of the authentication procedure. With a
static procedure, there is naturally no protection against replaying previous data. This is why it
is used only as a supplementary verification of the authenticity of the card, which has already
been verified using a dynamic symmetric procedure.

The procedure works essentially as follows. When each smart card is personalized, card-
specific information is entered into the card. This can for example be a card number, as well as
the name and address of the cardholder. This information does not change during the lifetime
of the card. As part of the personalization of the card, the digital signature of this information
is computed using a secret key. This key is used globally in the system. When the card is used
at a terminal, the terminal reads the signature and the signed data from a file in the card. The
terminal has the public key, which is valid for all cards in the system, and it can use this key
to encrypt the signature it has read and then compare the result with the data it has read from
the card. If these two values match, the card has been authenticated by the terminal.

Smart Card - Terminal

\4

signature .,

-«

data >
public
key
(e
data data not
authentic authentic

Figure 4.49 Operating principle of static, asymmetric unilateral authentication of a smart card by a
terminal using a global key
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The procedure illustrated in Figure 4.49, in addition to lacking protection against replaying
data, has yet another drawback, which is that a global key is used to generate and verify the
signature. Although the key in the terminal does not need to be protected, since it is public,
global keys (which are the same for all cards) should fundamentally not be used in a large
system. If such a key is broken, or if it becomes known for any other reason, authentication
is rendered worthless in the entire system. This means that it is necessary to introduce card-
specific key pairs for static authentication.

However, this presents a problem with the memory capacity of the terminals, since each
terminal must hold all available public keys for signature verification. Even in a medium-sized
system, such as one with one million smart cards, this would require each terminal to have
128 MB of memory for key storage, assuming 1024-bit RSA keys. This would increase the
price of the terminals to a level that would not be acceptable to system operators.

When symmetric methods are used, it is quite easy to derive the card-specific keys from
a master key.'# This is not possible with asymmetric methods, due to the way the keys are
generated. Consequently, a different approach is taken when card-specific keys are required.
The public key for the verification of the signature is stored in the card, along with the signature.
In the system of the previous example, the amount of memory needed to store the public keys
is still 128 MB, but this is now distributed in 128-byte packets over one million cards. The
terminal thus reads the public key from a file in the smart card and can then use it to verify the
signature. This avoids the problem of having to store all the public keys of the system in every
terminal.

However, an attacker could now generate a key pair and use these keys to sign the information
in a counterfeit card. The terminal would read the public key and conclude that the card was
genuine. A refinement of the procedure just described is therefore required. This consists of
signing the combination of the public key and the card-specific key stored in each card, using
a global secret key. This signature is then stored in each card.

The terminal now works as follows. It first reads the public and card-specific keys from the
card and then tests the authenticity of the card-specific key using the global public key. If the
card-specific key is authentic, the terminal then reads the actual data and verifies them using
the public key stored in the smart card. This procedure is shown in Figure 4.50.

These two procedures are already used in some systems, and they will certainly be used
increasingly in the coming years. However, as soon as the inclusion of an arithmetic processing
unit for asymmetric cryptographic algorithms does not significantly increase the price of a smart
card microcontroller, these two procedures will lose a lot of their significance. Their biggest
disadvantage is the absence of protection against replaying data from earlier sessions. Although
this can be partially compensated by the use of various tricks, such as reusing signed data in
subsequent symmetric cryptographic algorithms, it is still not possible to match the level of
protection provided by dynamic authentication procedures.

4.11.4 Dynamic asymmetric authentication

All of the previously described static asymmetric procedures have certain disadvantages. These
can be eliminated by making the authentication dynamic, which provides protection against

14 See also Section 4.8.1, ‘Derived keys’
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Figure 4.50 Operating principle of static, asymmetric unilateral authentication of a smart card by a
terminal using a card-specific key

the re-entry of data intercepted from earlier sessions. The usual practice is to use a random
number as the input value for a cryptographic algorithm. Of course, this means that the card
must contain an arithmetic processing unit that can execute the asymmetric cryptographic
algorithm.

Figure 4.51 illustrates a unilateral authentication using a global public key. If card-specific
authentication keys are required, the procedure for the storage and authentication of card-
specific public keys described in Section 4.11.3 is necessary.

As with symmetric authentication, the terminal generates a random number and sends this
to the smart card. The card decrypts the random number using the secret key!> and then sends
the result back to the terminal. The terminal holds the global public key, and it uses this key to

15 Using encryption to generate signatures comes from the convention that with an asymmetric cryptographic algo-
rithm, the secret key is always used for decryption and the public key for encryption. The convention of using the
public key for encryption goes back to the origins of the RSA procedure. One of the ideas at that time was to allow
the RSA procedure to be used by agents operating in hostile territory to encrypt information to be kept secret. All
that is needed to allow agents’ reports to be sent back to headquarters in encrypted form is the RSA algorithm and
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encrypt the random number that it has received. If the result of this computation is the same
as the random number that was previously sent to the card, the card has been authenticated by
the terminal.
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Figure 4.51 Operating principle of dynamic, asymmetric unilateral authentication of a smart card by a
terminal

The basic features of a mutual authentication procedure for the smart card and the ter-
minal are analogous to the unilateral procedure that has just been described. However, a
mutual authentication requires a relatively long time, due to the large amount of data that must
be exchanged and the time-consuming asymmetric encryption algorithm. Consequently, it is
presently used very rarely.

4.12 DIGITAL SIGNATURES

Digital signatures, which are often referred to as ‘electronic signatures’, are used to establish
the authenticity of electronically transmitted messages or electronic documents. Verification
of the signature can be used to determine whether the message or document has been altered.

a public key. The messages can then be decrypted at headquarters in friendly territory using the private key. The
main advantage of this arrangement is the ease of key distribution, since in principle agents can be given their keys
without employing security measures. Even if a key becomes known, nobody would be able to decrypt messages
that had been encrypted using the key, since this requires the private key. This initial strongly military application of
the RSA algorithm forms the historical basis for the still valid convention that the public key is used for encryption
and the private key for decryption
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A signature has the property that it can be correctly produced by only one single individual,
but it can be verified by anyone who receives the message — or at least, by any recipient who
has previously seen the signature, or who has a copy available for comparison. This is also
the essential characteristic of a digital signature. Only one person or one smart card can ‘sign’
a document, but everyone can verify whether the signature is genuine. Given this required
characteristic, asymmetric cryptographic techniques represent the ideal starting point.

The message or document to be signed is usually at least several thousand bytes long. In order
to keep the computation time for generating the cryptographic checksum within acceptable
limits, the checksum is not computed over the entire data string. Instead, a hash value for the
data string is first produced. Hash functions!® are, simply stated, one-way functions for data
compression. This compression is not reversible, which means that the original data cannot be
reconstructed from the compressed data. Since the computation of a hash value is very fast,
hash functions are an ideal aid for computing digital signatures.

The term ‘digital signature’ is usually only used in connection with asymmetric crypto-
graphic algorithms, since the separation of the public and private keys makes such algorithms
very suitable for use with digital signatures. Nonetheless, ‘signatures’ based on symmetric
cryptographic methods are often used in practice. However, with such signatures it is only
possible to verify the authenticity of a document if the secret key used to generate the signature
is known. Such a ‘signature’ is thus actually not a signature in the true sense of the word, but
it is often referred to as such in practice. The term ‘digital’ is in this case omitted, to indicate
the type of procedure used.

Digital signature

appendix message recovery

Figure 4.52 Classification of the two basic digital signature formats

From an informatics perspective, there are two different ways to attach a signature to a
message. The first is a form of cryptographic checksum for a given data string, similar to
a MAC (message authentication code), with the signature appended to the actual message
(digital signature with appendix). This has the advantage that the message can be completely
read without requiring prior verification of the signature. However, the drawback is that the
size of the message is increased by the length of the signature, which can certainly be a
consideration in the case of smart cards. This drawback can be avoided by using the second
method for attaching a digital signature to a message, which is called ‘digital signature with
message recovery’. In this method, the hash value of the actual message is first appended to the
message, following which an input block for the digital signature algorithm is formed starting
at the end of the resulting data string. This means that the digitally signed message is increased
in size only by the length of the hash value, but it cannot be completely read until the digital
signature has been verified.

16 See also Section 4.9, ‘Hash functions’
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The procedure for generating a digital signature with appendix can be quite easily portrayed.
First, a hash algorithm is used to form a hash value from the content of the message, which may
for example be a file produced by any arbitrary word-processing program. This hash value is
decrypted using an asymmetric cryptographic algorithm, such as RSA in the example shown
in Figure 4.53. The result of this computation is the actual signature, which is appended to the
message.
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Figure 4.53 Signing a message with the RSA algorithm by appending the generated signature to the
message (digital signature with appendix)

RSA decryption

The signed message can now be sent via a non-secure path to the recipient. The recipient
separates the signature from the message and then compresses the message using the same hash
algorithm. The digital signature is encrypted using the public key of the RSA algorithm, and
the result is compared with the result of the hash computation. If both values are the same, the
message has not been altered while underway; otherwise, either the message or the signature
has been altered during transmission. In the latter case, authenticity is no longer assured, and
it cannot be assumed that the content of the message is unaltered.

The task of the smart card in this scenario is very simple. It stores at minimum the private
RSA key, and it decrypts the hash value formed from the message, which means that it generates
the signature. Everything else, such as generating the hash value or subsequently verifying the
signature, can in principle be performed equally well by a PC.

Still, the ideal situation would be for the smart card to receive the message via its interface,
compute the hash value and then send the signed message back to the terminal. Verification of
the signature could also be performed by the smart card. This procedure is naturally no more
secure than just computing the signature, but it is significantly more ‘application-friendly’.
This is because hash algorithms and RSA keys can be changed by simply exchanging the
smart card, without any need to alter programs or data in the PC.
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Figure 4.54 Signing a message with the RSA algorithm by incorporating the message and a hash value
formed from the message in the signature (digital signature with message recovery)
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Figure 4.55 Verifying a message that has been signed using the RSA algorithm with the signature
appended to the message (digital signature with appendix)

In these two examples, the keys used to generate and verify digital signatures are global,
which means that they are the same for every smart card in a particular system. If a different
arrangement should be used for security reasons, so that each card has its own key for digital
signatures, a scheme such as that described in Section 4.11.3 must be used.
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Figure 4.56 Verifying a message that has been signed using the RSA algorithm, in which a part of the
message is used for the signature (digital signature with message recovery)

The RSA algorithm is not the only one that can be used to produce digital signatures.
There is also a cryptographic procedure that has been specially developed for this application,
namely the DSA (Digital Signature Algorithm). It was first proposed by the NIST (US National
Institute of Standards and Technology) in 1991. Signatures can be both generated and verified
using the DSA. In contrast to the RSA algorithm, it is largely designed such that it cannot be
used for data encryption and decryption, although this has now been shown to not be true.
Compared with the strong export restrictions applicable to the RSA algorithm and algorithms
based on elliptic curves, such a feature would represent a major advantage for international
use and/or export.

4.13 CERTIFICATES

With regard to the use of digital signatures, one is rather quickly confronted with a problem
that must not be underestimated. Anyone who wants to verify the digital signature of a message
needs the appropriate public key. However, the public key cannot be simply sent without any
protection, since otherwise the recipient cannot verify the authenticity of the key. The public
key must therefore be signed by a trustworthy body so that its authenticity can be verified. This
body is called a certification authority (CA). The combination of a public key that has been
signed by a certification authority, the accompanying digital signature and certain additional
parameters is called a certificate.

There is also another body involved in this process, which is the trust center (TC). A
trust center generates and manages certificates and associated blacklists, and it can optionally
generate keys for digital signature cards. As a rule, a trust center also maintains a public
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directory of certificates, so that anyone who wants to verify a signed message can request the
associated signed public key from the center, for example via the Internet.

A certificate contains not only the signed public key, but also a large number of additional
parameters and options, since it must be possible to verify the public key of a certificate without
any further information. From this, it follows that among other things, the algorithms used to
generate the hash value and the signature must be clearly specified. In principle, everyone
who signs documents could specify his or her own certificate structure. Of course, this would
make it impossible to exchange certificates. This would generally rob such certificates of their
meaning, since exchangeability is an essential characteristic of a certificate.

certification authority (CA)

I I
private signed public
key (CA) public key (CA)
key (8) x
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Figure4.57 Dataflow diagram of the basic processes for generating and verifying a transmitted message
using a certificate. The certificate, which is generated by a certification authority, contains the public key
of the signer and the signature of the certification authority

In order to insure that this sort of cooperation actually can take place, there are standards
that specify the structure of certificates. The best known of the relevant standards is X.509,
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which specifies the structure and coding of certificates. It has also entered the ranks of ISO/IEC
standards as ISO/IEC 9594-8

The comprehensive X.509 standard is a framework in which the structure of certificates
is defined in unambiguous terms. It forms the basis for many digital signature applications.
Some examples are the Secure Socket Layer (SSL) Internet security mechanism and the Privacy
Enhanced Mail (PEM), Secure Multipurpose Internet Mail Extensions (SMIME) and Secure
Electronic Transaction (SET) applications.

ASN.1 is consistently used in X.509 to describe certificates, and the widely known TLV
coding scheme is used in accordance with the Distinguished Encoding Rules (DER) for the
actual coding.!” Some of the objects that may be included in a certificate are listed in Table 4.24.
A brief introduction and summary of the subject of X.509 certificates can be found in a paper
by Peter Gutmann [Gutmann 98b].

Table 4.24 Typical content of an X.509 certificate

Data element and X.509 designation Explanation

Version Identifies the version of X.509 that defines the data elements
of this certificate. This is usually version 3.

Serial number The serial number of the certificate. This must be issued by
the issuer of the certificate, so that it is unique.

Signature algorithm identifier Identifies the cryptographic algorithm used for the digital
signature.

Issuer name The name of the issuer of the certificate. The spelling of
this name is unique, according to the X.500 standard.

Term of validity The period for which the certificate is valid.

Subject name The name of the entity whose public key should be

recognized as authentic based on this certificate.
According to the X.500 standard, the spelling of this
name is unique

Public key The subject entity’s public key, which should be recognized
as authentic based on this certificate.
Signature The digital signature formed from the data of the certificate.

Many optional data fields for a wide variety of applications are defined in the X.509 standard.
For example, it is easily possible to include several public keys in a single certificate and have
them signed by different certification agencies. This can result in certificates that contain
several kilobytes of data, which can cause problems if a smart card is to be used to verify the
certificate. Of course, this scheme can also be used to generate items such as complementary
certificates and tree-structured certificate hierarchies. A typical X.509 certificate in a smart
card normally has a size of approximately 1 kB.

17 See also Section 4.1, ‘Structuring Data’
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