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Claim 1 Accused Instrumentalities 

 
https://www.oracle.com/in/cloud/cloud-native/container-registry/what-is-docker/  

Container Cloud Services 

The first part of this article explained some important Docker concepts. However, in a production environment it is not 
enough to simply run an application in a Docker container. 

To setup and operate a production environment requires hardware to run the containers. Software such as Docker, along 
with repositories and cluster managers, must be installed, upgraded and patched. If several Docker containers 

communicate across hosts, a network must be created. Clustered containers should be restarted if they fail. In addition, a 
set of containers linked to each other should be deployable as easily as a single logical application instance. An example 

of this could be a load balancer, a few web servers, some Oracle Weblogic Server instances with an admin server, a 
managed server, and a database. To manage containerized applications at scale, requires a container orchestration 
system like Kubernetes or Docker Swarm. Deploying, managing, and operating orchestration systems like Kubernetes 
can be challenging and time-consuming. 

To make it easier and more efficient for developers to create containerized applications, cloud providers offer Container 
Cloud Services or Containers as a Service (CaaS). Container Cloud Services help developers and operations teams 

streamline and manage the lifecycle of containers in an automated fashion. These orchestration services, typically built 
using Kubernetes, make it easier for DevOps teams to manage and operate containerized applications at scale. Oracle 
Cloud Infrastructure Kubernetes Engine and Azure Kubernetes Service are two examples of popular container 
orchestration managed cloud services. 

Oracle Cloud Infrastructure Kubernetes Engine is a fully managed, scalable, and highly available service that you can use 
to deploy your containerized applications in the cloud. Use Kubernetes Engine (sometimes abbreviated to just OKE) 
when your development team wants to reliably build, deploy, and manage cloud native applications. 
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Claim 1 Accused Instrumentalities 
[1a] a) a processor; Each Accused Instrumentality comprises a processor. 

For example, each node/host contains at least one CPU. 

See, e.g.: 

 
https://www.oracle.com/in/cloud/cloud-native/container-registry/what-is-docker/  

Docker Basics 

The core concepts of Docker are images and containers. A Docker image contains everything that is needed to run your 
software: the code, a runtime (for example, Java Virtual Machine (JVM), drivers, tools, scripts, libraries, deployments, and 

more. 

A Docker container is a running instance of a Docker image. However, unlike in traditional virtualization with a type 1 or 
type 2 hypervisor, a Docker container runs on the kernel of the host operating system. Within a Docker image there is no 

separate operating system, as illustrated in Figure 1. 

VMs 

---H=&MA H=i!MA H=i!MA ..... 
------Hyperv1sor 

Host Operating System 

Infrastructure 

QB~ 

Virtual Machines 

• Each virtual machine (VM) includes the app, the 
necessary binaries and libraries and an entire guest 
operating system 

Docker Engme 

Operating System 

Infrastructure 

QB~ 

Containers 

• Containers include the app and all of its dependencies, 
but share the kernel with other containers. 

• Run as an isolated process in userspace on the host 
operating system. 

• Not tied to any specific infrastructure - containers run on 
any computer, on any infrastructure and in any cloud. 

Containers 

Case 7:24-cv-00339-ADA     Document 21-4     Filed 04/11/25     Page 11 of 45

Oracle Ex. 1032, p. 125 
Oracle v. VirtaMove 

IPR2025-01001



 

  Page 11 of 44 
  

Claim 1 Accused Instrumentalities 

 
https://www.oracle.com/cloud/cloud-native/kubernetes-engine/faq/ 

 
https://docs.oracle.com/en-us/iaas/Content/GSG/Concepts/baremetalintro.htm 

When should I use virtual nodes, managed nodes, or self-managed nodes? 

• Virtual nodes 
Virtual nodes offer a serverless Kubernetes experience. This option is ideal if you'd rather focus on your 
application and avoid managing the underlying infrastructure. Virtual nodes relieve you of management­
related tasks such as scaling, upgrading, patching, troubleshooting, and provisioning worker nodes. 

• Managed nodes 
Managed nodes are a good choice for general purpose workloads. They offer an extensive list of customizable 
configuration options that have been tested by the OKE service. Unlike fully managed virtual nodes, you share 
the management of worker nodes with OCI. OKE simplifies the management process through features such as 
on-demand cycling to automate worker node updates, cluster self-healing upon failure detection, autoscaling, 
and more. 

• Self-managed nodes 
Self-managed nodes offer access to the underlying infrastructure, configuration options, and compute shapes 
that aren't currently available to managed nodes. This includes access to specialized infrastructure, such as 
ROMA-enabled bare metal cluster networks or confidential compute shapes. This advanced control makes self­
managed nodes ideal for specialized use cases that aren't supported with managed nodes. Note that with self­
managed nodes, you are fully responsible for managing the worker nodes-without the automated features 
provided by managed or virtual nodes. 

Welcome to Oracle Cloud Infrastructure 
Oracle Cloud Infrastructure (OCI) is a set of complementary cloud services that enable you to build and 

run a range of applications and services in a highly available hosted environment. OCI provides high­

performance compute capabilities (as physical hardware instances) and storage capacity in a flexible 

overlay virtual network that is securely accessible from your on-premises network. 
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Claim 1 Accused Instrumentalities 
[1b] b) an operating system having an 
operating system kernel having OS 
critical system elements (OSCSEs) for 
running in kernel mode using said 
processor; and, 

Each Accused Instrumentality comprises an operating system having an operating system kernel 
having OS critical system elements (OSCSEs) for running in kernel mode using said processor. 

For example, the OSCSEs include kernel-mode functions similar to the functionalities provided by 
user-space libraries such as glibc. These are implemented in kernel-space to handle tasks such as 
(without limitation) memory management (kmalloc(), kfree(), etc,) at kernel level. 

See, e.g.: 

 
https://www.oracle.com/in/cloud/cloud-native/container-registry/what-is-docker/  

Docker Basics 

The core concepts of Docker are images and containers. A Docker image contains everything that is needed to run your 
software: the code, a runtime (for example, Java Virtual Machine (JVM), drivers, tools, scripts, libraries, deployments, and 

more. 

A Docker container is a running instance of a Docker image. However, unlike in traditional virtualization with a type 1 or 
type 2 hypervisor, a Docker container runs on the kernel of the host operating system. Within a Docker image there is no 
separate operating system, as illustrated in Figure 1. 

VMs 

--- ..... 
------
■,&MM a,§!MM a,§!MM 

Hyperv1sor 

Host Operating System 

Infrastructure 

QB~ 

Virtual Machines 

• Each virtual machine (VM) includes the app, the 
necessary binaries and libraries and an entire guest 
operating system 

Docker Engine 

Operating System 

Infrastructure 

QB~ 

Containers 

• Containers include the app and all of its dependencies, 
but share the kernel with other containers. 

• Run as an isolated process in userspace on the host 
operating system . 

• Not tied to any specific infrastructure - containers run on 
any computer, on any infrastructure and in any cloud. 

Containers 
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Claim 1 Accused Instrumentalities 

 
https://www.techtarget.com/searchdatacenter/definition/kernel 
 

 
https://en.wikipedia.org/wiki/Glibc  

Kernel mode 

Kernel mode refers to the processor mode that enables software to have full and unrestricted 

access to the system and its resources. The OS kernel and kernel drivers, such as the file 

system driver, are loaded into protected memory space and operate in this highly privileged 

kernel mode. 

The GNU C Library, commonly known as glibc, is the GNU Project implementation of the C standard 

library. It is a wrapper around the system calls of the Linux kernel for application use. Despite its name, it 

now also directly supports C++ (and, indirectly, other programming languages). It was started in the 1980s 

by the Free Software Foundation (FSF) for the GNU operating system. 
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Claim 1 Accused Instrumentalities 
[1c] c) a shared library having shared 
library critical system elements 
(SLCSEs) stored therein for use by the 
plurality of software applications in user 
mode and 

Each Accused Instrumentality comprises a shared library having shared library critical system 
elements (SLCSEs) stored therein for use by the plurality of software applications in user mode. 

For example, the shared library with SLCSEs include the runtime environment, system tools, and 
dependencies, such as the glibc library and other libraries that replicate OSCSEs, included in the 
container image (including without limitation in a base image that is included within the container 
image). 

See, e.g.: 

 
https://www.oracle.com/in/cloud/cloud-native/container-registry/what-is-docker/ 

Deployment Image 

WLS Domain Image 

Weblogic Image 

JDK Image 

Linux Base Image 

Figure 2 
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Claim 1 Accused Instrumentalities 

 
https://www.oracle.com/in/cloud/cloud-native/container-registry/what-is-docker/ 

Docker Image-Development to Production 

Creating a Docker image with all of its dependencies solves the "but it worked for me on my development machine" 
problem. The key idea is that a Docker image is created automatically by a build pipeline from a source-code repository 
like Git and initially tested in a development environment. This immutable image will then be stored in a Docker registry. 

As shown in the Figure 4, the same image will be used for further load tests, integration tests, acceptance tests, and 

more. In every environment, the same image will be used. Small but necessary environmentally specific differences, such 
as a JDBC URL for a production database, can be fed into the container as environment variables or files. 

JDK, patches, database driver, libs, appserver, 
domain, deployment, tools, scripts, OS utils 

...................... ··l······· . .......... . 

Dokerize it! 

....... ·····················.I······························ 

£,-docker 

a 1m;.;+• •►@i-
111+H1 IHUhii ;+;,,;;,;+ 
+;.;;;;;;,; i·Hii l·MGMI 

Production 

• Integration 
• Performance 
• Acceptance 

............ . . 
i Testing 

Docker Registry 
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Claim 1 Accused Instrumentalities 

 
https://kubernetes.io/docs/concepts/containers/ 

 
https://www.techtarget.com/searchitoperations/definition/container-containerization-or-container-
based-virtualization 

Container images 
A container image is a ready-to-run software package containing 

everything needed to run an application: the code and any runtime 

it requires, application and system libraries, and default values for 

any essential settings. 

Container image files are complete, static and executable versions of an application or service and 

differ from one technology to another. Docker images are made up of multiple layers, which start 

with a base image that includes all of the dependencies needed to execute code in a container. 

Each image has a readable/writable layer on top of static unchanging layers. Because each 

container has its own specific container layer that customizes that specific container, underlying 

image layers can be saved and reused in multiple containers. An Open Container Initiative (OCI) 
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Claim 1 Accused Instrumentalities 

 
https://docs.docker.com/storage/storagedriver/  

About storage drivers 
To use storage drivers effectively, it's important to know how Docker builds and stores images, and how 

these images are used by containers. You can use this information to make informed choices about the 

best way to persist data from your applications and avoid performance problems along the way. 

Storage drivers versus Docker volumes 
Docker uses storage drivers to store image layers, and to store data in the writable layer of a container. The 

container's writable layer doesn't persist after the container is deleted, but is suitable for storing ephemeral 

data that is generated at runtime. Storage drivers are optimized for space efficiency, but (depending on the 

storage driver) write speeds are lower than native file system performance, especially for storage drivers 

that use a copy-on-write filesystem. Write-intensive applications, such as database storage, are impacted 

by a performance overhead, particularly if pre-existing data exists in the read-only layer. 

Use Docker volumes for write-intensive data, data that must persist beyond the container's lifespan, and 

data that must be shared between containers. Refer to the volumes section to learn how to use volumes to 

persist data and improve performance. 
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Claim 1 Accused Instrumentalities 

 
https://docs.docker.com/storage/storagedriver/  

Images and layers 
A Docker image is built up from a series of layers. Each layer represents an instruction in the image's 

Dockerfile. Each layer except the very last one is read-only. Consider the following Dockerfile: 

# syntax=docker/dockerfile:1 

FROM ubuntu:22.04 

,!-_~~~-~ o rg. opencontaine rs. image. au tho rs=" o rg@example.com" 

COPY /app 

~-~~ make /app 

RUN rm -r $HOME/.cache 

~-~~ python /app/app.py 

This Dockerfile contains four commands. Commands that modify the filesystem create a layer. The FROM 

statement starts out by creating a layer from the ubuntu :22. 04 image. The LABEL command only 

modifies the image's metadata, and doesn't produce a new layer. The COPY command adds some files 

from your Docker client's current directory. The first RUN command builds your application using the make 

command, and writes the result to a new layer. The second RUN command removes a cache directory, and 

writes the result to a new layer. Finally, the CMD instruction specifies what command to run within the 

container, which only modifies the image's metadata, which doesn't produce an image layer. 
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Claim 1 Accused Instrumentalities 

 
https://docs.docker.com/storage/storagedriver/  

Each layer is only a set of differences from the layer before it. Note that both adding, and removing files will 

result in a new layer. In the example above, the $HOME/. cache directory is removed, but will still be 

available in the previous layer and add up to the image's total size. Refer to the Best Qractices for writing 

Dockerfiles and use multi-stage builds sections to learn how to optimize your Dockerfiles for efficient 

images. 

The layers are stacked on top of each other. When you create a new container, you add a new writable layer 

on top of the underlying layers. This layer is often called the "container layer". All changes made to the 

running container, such as writing new files, modifying existing files, and deleting files, are written to this 

thin writable container layer. The diagram below shows a container based on an ubuntu: 15. 04 image. 

,-------------------------------, 
I ' , Thin R/W layer , 
I I 
, __ r ____ ! ____ l -----! ---! --- Container layer 

-91e54dfb1179 OB 

d7 4508fb6632 1.895 KB 

L IT ! 
Image 

c22013c84729 194.5 KB Layers 
(R/0) 

d3a 1 f33e8a5a 188.1 MB -

ubuntu:15.04 

Container 
(based on ubuntu:15.04 image) 
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Claim 1 Accused Instrumentalities 

 
https://kubernetes.io/docs/concepts/storage/volumes/  

 
https://kubernetes.io/docs/concepts/containers/container-environment/  

Volumes 
Volumes are the preferred mechanism for persisting data generated by and used by Docker containers. 

While bind mounts are dependent on the directory structure and OS of the host machine, volumes are 

completely managed by Docker. Volumes have several advantages over bind mounts: 

Container environment 
The Kubernetes Container environment provides several important 

resources to Containers: 

• A filesystem, which is a combination of an image and one or 

more volumes. 

• Information about the Container itself. 

• Information about other objects in the cluster. 
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https://kubernetes.io/docs/concepts/containers/images/  

 
https://kubernetes.io/docs/concepts/storage/volumes/  

Images 
A container image represents binary data that encapsulates an 

application and all its software dependencies. Container images are 

executable software bundles that can run standalone and that make 

very well defined assumptions about their runtime environment. 

You typically create a container image of your application and push it 

to a registry before referring to it in a Pod. 

Volumes 
On-disk files in a container are ephemeral, which presents some 

problems for non-trivial applications when running in containers. 

One problem occurs when a container crashes or is stopped. 

Container state is not saved so all of the files that were created or 

modified during the lifetime of the container are lost. During a crash, 

kubelet restarts the container with a clean state. Another problem 

occurs when multiple containers are running in a Pod and need to 

share files. It can be challenging to setup and access a shared 

filesystem across all of the containers. The Kubernetes volume 

abstraction solves both of these problems. Familiarity with Pods is 

suggested. 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/spec.md  

Open Container Initiative 

Image Format Specification 

This specification defines an OCI Image, consisting of an image manifest, an image index (optional), a 

set of filesystem layers, and a configuration. 

The goal of this specification is to enable the creation of interoperable tools for building, transporting, 

and preparing a container image to run. 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/spec.md  

Overview 

At a high level the image manifest contains metadata about the contents and dependencies of the 

image including the content-addressable identity of one or more filesystem layer changeset archives 

that will be unpacked to make up the final runnable filesystem. The image configuration includes 

information such as application arguments, environments, etc. The image index is a higher-level 

manifest which points to a list of manifests and descriptors. Typically, these manifests may provide 

different implementations of the image, possibly varying by platform or other attributes. 

public class HelloWorld { 
public static void ■ain(Strinl[] ;1rgs) { 

Systet11.out.println("Hello~ World"); ~ 
} 

} 

Ci 

/bin/java 
/opt/app.jar 

/lib/libc 

layer 

+ 

Ci 

{ 
"manifests": { 
"platform": { 
"os": "linux", 

image index 

+ 

Ci-------. 

"config": { 
"Cmd": I 

"java·. "-jar·. 
"app.jar" 

]. 

config 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/config.md  

OCI Image Configuration 

An OCI Image is an ordered collection of root filesystem changes and the corresponding execution 

parameters for use within a container runtime. This specification outlines the JSON format describing 

images for use with a container runtime and execution tool and its relationship to filesystem 

changesets, described in Layers. 

This section defines the application/vnd. oci. image. config. vl+json media type. 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/config.md 

Layer 

• Image filesystems are composed of layers. 

• Each layer represents a set of filesystem changes in a tar-based layer format, recording files to be 

added, changed, or deleted relative to its parent layer. 

• Layers do not have configuration metadata such as environment variables or default arguments -

these are properties of the image as a whole rather than any particular layer. 

• Using a layer-based or union filesystem such as AUFS, or by computing the diff from filesystem 

snapshots, the filesystem changeset can be used to present a series of image layers as if they 

were one cohesive filesystem. 

Image JSON 

• Each image has an associated JSON structure which describes some basic information about the 

image such as date created, author, as well as execution/runtime configuration like its entrypoint, 

default arguments, networking, and volumes. 

• The JSON structure also references a cryptographic hash of each layer used by the image, and 

provides history information for those layers. 

• This JSON is considered to be immutable, because changing it would change the computed 

lmagelD. 

• Changing it means creating a new derived image, instead of changing the existing image. 
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https://en.wikipedia.org/wiki/Glibc  

The GNU C Library, commonly known as glibc, is the GNU Project implementation of the C standard 

library. It is a wrapper around the system calls of the Linux kernel for application use. Despite its name, it 

now also directly supports C++ (and, indirectly, other programming languages). It was started in the 1980s 

by the Free Software Foundation (FSF) for the GNU operating system. 
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Claim 1 Accused Instrumentalities 
[1d] i) wherein some of the SLCSEs 
stored in the shared library are functional 
replicas of OSCSEs and are accessible to 
some of the plurality of software 
applications and when one of the 
SLCSEs is accessed by one or more of 
the plurality of software applications it 
forms a part of the one or more of the 
plurality of software applications, 

In each Accused Instrumentality, some of the SLCSEs stored in the shared library are functional 
replicas of OSCSEs and are accessible to some of the plurality of software applications and when one 
of the SLCSEs is accessed by one or more of the plurality of software applications it forms a part of 
the one or more of the plurality of software applications. 

For example, a base image serves as a self-contained unit that encompasses all the necessary 
components for an application to run, including the application code, runtime environment, system 
tools, and dependencies (i.e., SLCSEs). The images are based on existing Linux distributions, such as 
Debian and Ubuntu, including essential system elements (i.e., functional replicas of OSCSEs). Each 
container image is based on a specific base image, which contains the application code, and 
dependencies, including system libraries or shared library critical system elements (SLCSEs). The 
base image forms a part of the container image according to the “layer” model described in the 
documentation below. When the container runs the image, it creates a runtime instance of that 
container image. In turn, when one or more applications executes within the container runtime 
environment, it dynamically links to the SLCSEs stored in the runtime environment, which thereby 
become a part of the application(s). 

See, e.g.: 

 
https://kubernetes.io/docs/concepts/containers/ 

Container images 
A container image is a ready-to-run software package containing 

everything needed to run an application: the code and any runtime 

it requires, application and system libraries, and default values for 

any essential settings. 
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https://hub.docker.com/search?image_filter=official&type=image&q= 

 
https://docs.docker.com/engine/install/ 

ubuntu@ :!1B+ • *10K+ 

Updated 1 5 days ago 

Ubuntu is a Debian-based Linux operating system based on free software. 

Linux IBM Z 386 rlscv64 x86-64 ARM ARM 64 PowerPC 64 LE 

@ 
debian 

debian@ 

Updated 35 minutes ago 

Debian is a Linux distribution that's composed entirely of free and open-source software. 

:! 1 B+ • *4.9K 

Linux riscv64 x86-64 ARM ARM 64 386 mips641e PowerPC 64 LE IBM Z 
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https://www.techtarget.com/searchitoperations/definition/Docker-image 

 

 
https://docs.docker.com/storage/storagedriver/  

Docker is used to create, run and deploy applications in containers. A Docker image contains 

application code, libraries, tools, dependencies and other files needed to make an 

application run. When a user runs an image, it can become one or many instances of a 

container. 

About storage drivers 
To use storage drivers effectively, it's important to know how Docker builds and stores images, and how 

these images are used by containers. You can use this information to make informed choices about the 

best way to persist data from your applications and avoid performance problems along the way. 

Storage drivers versus Docker volumes 
Docker uses storage drivers to store image layers, and to store data in the writable layer of a container. The 

container's writable layer doesn't persist after the container is deleted, but is suitable for storing ephemeral 

data that is generated at runtime. Storage drivers are optimized for space efficiency, but (depending on the 

storage driver) write speeds are lower than native file system performance, especially for storage drivers 

that use a copy-on-write filesystem. Write-intensive applications, such as database storage, are impacted 

by a performance overhead, particularly if pre-existing data exists in the read-only layer. 

Use Docker volumes for write-intensive data, data that must persist beyond the container's lifespan, and 

data that must be shared between containers. Refer to the volumes section to learn how to use volumes to 

persist data and improve performance. 
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https://docs.docker.com/storage/storagedriver/  

Images and layers 
A Docker image is built up from a series of layers. Each layer represents an instruction in the image's 

Dockerfile. Each layer except the very last one is read-only. Consider the following Dockerfile: 

# syntax=docker/dockerfile:1 

FROM ubuntu:22.04 

,!-_~~~-~ o rg. opencontaine rs. image. au tho rs=" o rg@example.com" 

COPY /app 

~-~~ make /app 

RUN rm -r $HOME/.cache 

~-~~ python /app/app.py 

This Dockerfile contains four commands. Commands that modify the filesystem create a layer. The FROM 

statement starts out by creating a layer from the ubuntu :22. 04 image. The LABEL command only 

modifies the image's metadata, and doesn't produce a new layer. The COPY command adds some files 

from your Docker client's current directory. The first RUN command builds your application using the make 

command, and writes the result to a new layer. The second RUN command removes a cache directory, and 

writes the result to a new layer. Finally, the CMD instruction specifies what command to run within the 

container, which only modifies the image's metadata, which doesn't produce an image layer. 
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https://docs.docker.com/storage/storagedriver/  

Each layer is only a set of differences from the layer before it. Note that both adding, and removing files will 

result in a new layer. In the example above, the $HOME/. cache directory is removed, but will still be 

available in the previous layer and add up to the image's total size. Refer to the Best Qractices for writing 

Dockerfiles and use multi-stage builds sections to learn how to optimize your Dockerfiles for efficient 

images. 

The layers are stacked on top of each other. When you create a new container, you add a new writable layer 

on top of the underlying layers. This layer is often called the "container layer". All changes made to the 

running container, such as writing new files, modifying existing files, and deleting files, are written to this 

thin writable container layer. The diagram below shows a container based on an ubuntu: 15. 04 image. 

,-------------------------------, 
I ' , Thin R/W layer , 
I I 
, __ r ____ ! ____ l -----! ---! --- Container layer 

-91e54dfb1179 OB 

d7 4508fb6632 1.895 KB 

L IT ! 
Image 

c22013c84729 194.5 KB Layers 
(R/0) 

d3a 1 f33e8a5a 188.1 MB -

ubuntu:15.04 

Container 
(based on ubuntu:15.04 image) 
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https://kubernetes.io/docs/concepts/storage/volumes/  

 
https://kubernetes.io/docs/concepts/containers/container-environment/  

Volumes 
Volumes are the preferred mechanism for persisting data generated by and used by Docker containers. 

While bind mounts are dependent on the directory structure and OS of the host machine, volumes are 

completely managed by Docker. Volumes have several advantages over bind mounts: 

Container environment 
The Kubernetes Container environment provides several important 

resources to Containers: 

• A filesystem, which is a combination of an image and one or 

more volumes. 

• Information about the Container itself. 

• Information about other objects in the cluster. 
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https://kubernetes.io/docs/concepts/containers/images/  

 
https://kubernetes.io/docs/concepts/storage/volumes/  

Images 
A container image represents binary data that encapsulates an 

application and all its software dependencies. Container images are 

executable software bundles that can run standalone and that make 

very well defined assumptions about their runtime environment. 

You typically create a container image of your application and push it 

to a registry before referring to it in a Pod. 

Volumes 
On-disk files in a container are ephemeral, which presents some 

problems for non-trivial applications when running in containers. 

One problem occurs when a container crashes or is stopped. 

Container state is not saved so all of the files that were created or 

modified during the lifetime of the container are lost. During a crash, 

kubelet restarts the container with a clean state. Another problem 

occurs when multiple containers are running in a Pod and need to 

share files. It can be challenging to setup and access a shared 

filesystem across all of the containers. The Kubernetes volume 

abstraction solves both of these problems. Familiarity with Pods is 

suggested. 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/spec.md  

Open Container Initiative 

Image Format Specification 

This specification defines an OCI Image, consisting of an image manifest, an image index (optional), a 

set of filesystem layers, and a configuration. 

The goal of this specification is to enable the creation of interoperable tools for building, transporting, 

and preparing a container image to run. 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/spec.md  

Overview 

At a high level the image manifest contains metadata about the contents and dependencies of the 

image including the content-addressable identity of one or more filesystem layer changeset archives 

that will be unpacked to make up the final runnable filesystem. The image configuration includes 

information such as application arguments, environments, etc. The image index is a higher-level 

manifest which points to a list of manifests and descriptors. Typically, these manifests may provide 

different implementations of the image, possibly varying by platform or other attributes. 

public class HelloWorld { 
public static void ■ain(Strinl[] ;1rgs) { 

Systet11.out.println("Hello~ World"); ~ 
} 

} 

Ci 

/bin/java 
/opt/app.jar 

/lib/libc 

layer 

+ 

Ci 

{ 
"manifests": { 
"platform": { 
"os": "linux", 

image index 

+ 

Ci-------. 

"config": { 
"Cmd": I 

"java·. "-jar·. 
"app.jar" 

]. 

config 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/config.md  

OCI Image Configuration 

An OCI Image is an ordered collection of root filesystem changes and the corresponding execution 

parameters for use within a container runtime. This specification outlines the JSON format describing 

images for use with a container runtime and execution tool and its relationship to filesystem 

changesets, described in Layers. 

This section defines the application/vnd. oci. image. config. vl+json media type. 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/config.md 

 
https://www.hpe.com/us/en/what-is/docker.html 

Layer 

• Image filesystems are composed of layers. 

• Each layer represents a set of filesystem changes in a tar-based layer format, recording files to be 

added, changed, or deleted relative to its parent layer. 

• Layers do not have configuration metadata such as environment variables or default arguments -

these are properties of the image as a whole rather than any particular layer. 

• Using a layer-based or union filesystem such as AUFS, or by computing the diff from filesystem 

snapshots, the filesystem changeset can be used to present a series of image layers as if they 

were one cohesive filesystem. 

Image JSON 

• Each image has an associated JSON structure which describes some basic information about the 

image such as date created, author, as well as execution/runtime configuration like its entrypoint, 

default arguments, networking, and volumes. 

• The JSON structure also references a cryptographic hash of each layer used by the image, and 

provides history information for those layers. 

• This JSON is considered to be immutable, because changing it would change the computed 

lmagelD. 

• Changing it means creating a new derived image, instead of changing the existing image. 

Containers only have access to resources that are defined in the image, 
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https://man7.org/linux/man-pages/man8/ld.so.8.html 

[1e] ii) wherein an instance of a SLCSE 
provided to at least a first of the plurality 
of software applications from the shared 
library is run in a context of said at least 
first of the plurality of software 
applications without being shared with 
other of the plurality of software 
applications and where at least a second 
of the plurality of software applications 
running under the operating system have 
use of a unique instance of a 
corresponding critical system element for 
performing same function, and 

In each Accused Instrumentality, an instance of a SLCSE provided to at least a first of the plurality of 
software applications from the shared library is run in a context of said at least first of the plurality of 
software applications without being shared with other of the plurality of software applications and 
where at least a second of the plurality of software applications running under the operating system 
have use of a unique instance of a corresponding critical system element for performing same 
function. 

When a Docker or Kubernetes image is used to create a container in the Accused Instrumentalities, it 
creates a separate and isolated instance of a runtime environment which is independent of other 
containers running on the same host. Each container has its own instance of base images and its own 
data. The containers run in isolation, ensuring that the SLCSEs stored in the shared library are 
accessible to the software applications running in their respective containers. The image includes 
essential system files, libraries, and dependencies required to run the software application within the 
container. The containers can share common dependencies and components using layered images. 
This means that multiple containers utilize the same base image to create an instance. When an 
instance of SLCSE is provided from the base image (i.e., from the shared library) to an individual 
container including application software, it is not shared with other containers. This ensures that each 
container has its own isolated context. Docker or Kubernetes containers in the Accused 
Instrumentalities can share common dependencies and components using layered images. This means 
that multiple containers can utilize the same base image. Therefore, each container, containing the 
application software running under the operating system, utilizes a unique instance of the 
corresponding critical system element to execute the respective application software for performing a 
same function. 

See, e.g.: 

DESCRIPTION top 

The programs ld.so and ld-linux.so* find and load the shared 
objects (shared libraries) needed by a program, prepare the 
program to run, and then run it. 
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https://www.oracle.com/in/cloud/cloud-native/container-registry/what-is-docker/ 

 
https://www.oracle.com/in/cloud/cloud-native/container-registry/what-is-docker/ 

Cgroups and Namespaces History 

The underlying Linux kernel features that Docker uses are cgroups and namespaces. In 2008 cgroups were introduced to 

the Linux kernel based on work previously done by Google developers 1. (groups limit and account for the resource 

usage of a set of operating system processes. 

The Linux kernel uses namespace to isolate the system resources of processes from each other. The first namespace, i.e. 

the mount namespace, was introduced as early as 2002.2 

Container: 

Unlike a VM which provides hardware virtualization, a container provides lightweight, operating-system-level 

virtualization by abstracting the "user space." Containers share the host system's kernel with other containers. A 
container, which runs on the host operating system, is a standard software unit that packages code and all its 
dependencies, so applications can run quickly and reliably from one environment to another. Containers are 

nonpersistent and are spun up from images. 

Docker engine: 

The open source host software building and running the containers. Docker Engines act as the client-server application 
supporting containers on various Windows servers and Linux operating systems, including Oracle Linux, CentOS, 

Debian, Fedora, RHEL, SUSE, and Ubuntu. 

Docker images: 

Collection of software to be run as a container that contains a set of instructions for creating a container that can run on 
the Docker platform. Images are immutable, and changes to an image require to build a new image. 

Docker Registry: 

Place to store and download images. The registry is a stateless and scalable server-side application that stores and 

distributes Docker images. 
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https://www.oracle.com/in/cloud/cloud-native/container-registry/what-is-docker/  

Docker Basics 

The core concepts of Docker are images and containers. A Docker image contains everything that is needed to run your 
software: the code, a runtime (for example, Java Virtual Machine (JVM), drivers, tools, scripts, libraries, deployments, and 

more. 

A Docker container is a running instance of a Docker image. However, unlike in traditional virtualization with a type 1 or 
type 2 hypervisor, a Docker container runs on the kernel of the host operating system. Within a Docker image there is no 
separate operating system, as illustrated in Figure 1. 

VMs 

--- 111111111 
------
■,ee+a a,euw a,11uw 

Hyperv1sor 

Host Operating System 

Infrastructure 

QB~ 

Virtual Machines 

• Each virtual machine (VM) includes the app, the 
necessary binaries and libraries and an entire guest 
operating system 

Docker Engme 

Operating System 

Infrastructure 

QB~ 

Containers 

• Containers include the app and all of its dependencies, 
but share the kernel with other containers. 

• Run as an isolated process in userspace on the host 
operating system. 

• Not tied to any specific infrastructure - containers run on 
any computer, on any infrastructure and in any cloud. 

Containers 
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https://docs.oracle.com/en-
us/iaas/Content/ContEng/Tasks/contengcreatingpersistentvolumeclaim.htm 

Setting Up Storage for Kubernetes Clusters 
Find out how to define and apply persistent volume claims to clusters you've created using Kubernetes 

Engine (OKE). With Oracle Cloud Infrastructure as the underlying laaS provider, you can provision 

persistent volume claims by attaching volumes from the Block Volume service or by mounting file systems 

from the File Storage service. 

Container storage via a container's root file system is ephemeral, and can disappear upon container 

deletion and creation. To provide a durable location to prevent data from being lost, you can create and 

use persistent volumes to store data outside of containers. 

A persistent volume offers persistent storage that enables your data to remain intact, regardless of 

whether the containers to which the storage is connected are terminated. 

A persistent volume claim (PVC) is a request for storage, which is met by binding the PVC to a persistent 

volume (PV). A PVC provides an abstraction layer to the underlying storage. 

With Oracle Cloud Infrastructure, you can provision persistent volume claims: 

• By attaching volumes from the Oracle Cloud Infrastructure Block Volume service. The volumes are 

connected to clusters created by Kubernetes Engine using CSI (Container Storage Interface) or 

FlexVolume volume plugins deployed on the clusters. Oracle recommends the CSI volume plugin 

since the upstream Kubernetes project deprecates the FlexVolume volume plugin in Kubernetes 

version 1.23. See Provisioning PVCs on the Block Volume Service. 

• By mounting file systems in the Oracle Cloud Infrastructure File Storage service. The File Storage 

service file systems are mounted inside containers running on clusters created by Kubernetes 

Engine using a CSI (Container Storage Interface) volume plugin deployed on the clusters. See 

Provisioning PVCs on the File Storage Service. 
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https://github.com/opencontainers/image-
spec/blob/a6af2b480dcfc001ba975f44de53001c873cb0ef/spec.md  

Overview 

At a high level the image manifest contains metadata about the contents and dependencies of the 

image including the content-addressable identity of one or more filesystem layer changeset archives 

that will be unpacked to make up the final runnable filesystem. The image configuration includes 

information such as application arguments, environments, etc. The image index is a higher-level 

manifest which points to a list of manifests and descriptors. Typically, these manifests may provide 

different implementations of the image, possibly varying by platform or other attributes. 

public class HelloWorld { 
public static void ■ain(Strinl[] ;1rgs) { 

Systet11.out.println("Hello~ World"); ~ 
} 

} 

Ci 

/bin/java 
/opt/app.jar 

/lib/libc 

layer 

+ 

Ci 

{ 
"manifests": { 
"platform": { 
"os": "linux", 

image index 

+ 

Ci-------. 

"config": { 
"Cmd": I 

"java·. "-jar·. 
"app.jar" 

]. 

config 
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https://docs.docker.com/storage/storagedriver/ 

 
https://www.techtarget.com/searchitoperations/definition/Docker-image 

[1f] iii) wherein a SLCSE related to a 
predetermined function is provided to the 
first of the plurality of software 
applications for running a first instance 
of the SLCSE, and wherein a SLCSE for 
performing a same function is provided 
to the second of the plurality of software 
applications for running a second 
instance of the SLCSE simultaneously. 

In each Accused Instrumentality, a SLCSE related to a predetermined function is provided to the first 
of the plurality of software applications for running a first instance of the SLCSE, and wherein a 
SLCSE for performing a same function is provided to the second of the plurality of software 
applications for running a second instance of the SLCSE simultaneously. 

For example, in Docker or Kubernetes containers used within the Accused Instrumentalities, each 
container operates independently, and a base image includes essential system files, libraries, and 
dependencies (i.e., SLCSEs) required to run the software application within the container. Based on 
information and belief, each element, such as system files, libraries, and dependencies (i.e., SLCSE) 
is associated with an execution of a predetermined function related to the application. When an image 
is used to create a container in the Accused Instrumentality, an instance of the SLCSE is provided to a 

Because each container has its own writable container layer, and all changes are stored in this container layer, multiple 

containers can share access to the same underlying image and yet have their own data state. The diagram below shows 

multiple containers sharing the same Ubuntu 15.04 image. 

I c22013c84729 194.SKBII !J 
I d3alf33e8a5a 188.1 MB I -

ubunllJ:15.04 

Docker is used to create, run and deploy applications in containers. A Docker image contains 

application code, libraries, tools, dependencies and other files needed to make an 

application run. When a user runs an image, it can become one or many instances of a 

container. 
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software application. Therefore, different instances of the SLCSE are provided to different 
applications for performing a same function, simultaneously. 

See, e.g.: 

 
https://www.techtarget.com/searchitoperations/definition/Docker-image  

 
https://docs.docker.com/get-started/overview/ 

 
https://docs.docker.com/storage/storagedriver/ 

 

Docker is used to create, run and deploy applications in containers. A Docker image contains 

application code, libraries, tools, dependencies and other files needed to make an 

application run. When a user runs an image, it can become one or many instances of a 

container. 

A container is a runnable instance of an image. You can create, start, stop, move, or delete 

a container using the Docker API or CLI. You can connect a container to one or more 

networks, attach storage to it, or even create a new image based on its current state. 

Because each container has its own writable container layer, and all changes are stored in this container layer, multiple 

containers can share access to the same underlying image and yet have their own data state. The diagram below shows 

multiple containers sharing the same Ubuntu 15.04 image. 

91e54dfb1179 0 B I -

d745081b6632 1.895 KB 1,, 
c22013c84729 194.5 KB 11 !J 
d3a1f33e8a5a 188.1 MB I _ 

ubuntu:15.04 
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Notice of Allowability 

Application No. 

10/939,903 
Examiner 

RONALD BAUM 

Applicant(s) 

ROCHETTE ET AL. 
Art Unit 

2439 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. IZI This communication is responsive to 03 September 2008. 

2. IZI The allowed claim(s) is/are 1-34. 

3. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) D including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1) D hereto or 2) D to Paper No./Mail Date __ . 

(b) D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. ~ Notice of References Cited (PTO-892) 

2. D Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

U.S. Patent and Trademark Office 

5. D Notice of Informal Patent Application 

6. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

7. D Examiner's AmendmenUComment 

8. ~ Examiner's Statement of Reasons for Allowance 

9. D Other __ . 

PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20081202 
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Application/Control Number: 10/939,903 

Art Unit: 2439 

DETAILED ACTION 

Examiner's Statement of Reasons for Allowance 

1. Claims 1-34 are allowed over prior art. 

2. This action is in reply to applicant's correspondence of 03 September 2008. 

3. The following is an examiner's statement ofreasons for the indication of allowable 

claimed subject matter. 

Page2 

4. As per claims 1 and 17 generally, prior art ofrecord, Forbes et al, U.S. Patent 6,381,742 

B2, fails to anticipate, disclose, teach or suggest alone, or in combination, at the time of the 

invention, the features as set forth in the claims in this application as allowed, and not necessarily 

as summarized and/or characterized by the examiner, whether or not as italicized, as discussed 

and remarked upon in the response of 03 September 2008 to office action of 03 June 2008. 

Specifically, (as per claim 1, for example) prior art dealing with various aspects of 

systems that run multiple applications ( often for a single user running unrelated applications 

scenarios), across independent systems/disparate workstations, utilizing multiple, often different 

operating systems (i.e., scenarios that require system architectures that require system 

virtualization with high degrees of both isolation and efficiency (e.g., Hypervisors), alternatives 

utilizing resource containers and security containers applied to general-purpose, time-shared 

operating systems exist, such as the Linux-VServer; Soltesz, S., et al, 'Container-based Operating System 

Virtualization:A Scalable, High-performance Alternative to Hypervisors', SIGOPS Oper. Syst. Rev., Vol. 41, No. 3. (June 2007), 

pp. 275-287, entire article, http://delivery.acm.org/10.1145/1280000/l273025/p275-

soltesz.pdf?key 1 = l 273025&key2=027952822 l &coll=GUIDE&dl=GUIDE&CFID= 13091697 &CFTOKEN=4667 5559 ), is 

generally known per se. Nowhere in the prior art is found collectively the italicized claim 
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Application/Control Number: 10/939,903 

Art Unit: 2439 

Page 3 

elements (i.e., the various aspects of applications software not being sharable between the 

plurality of secure ( and isolated) containers of application software, and unique root file systems 

different from an operating system's root file system, so as to allow for different versions of the 

same operating system running on the same system/server environment), at the time of the 

invention, serving to patently distinguish the invention from said prior art; 

"1. In a system 

having a plurality of servers with 

operating systems that differ, 

operating in 

disparate computing environments, 

wherein each server includes 

a processor and 

an operating system including 

a kernel 

a set of associated local system files 

compatible with the processor, 

a method of providing at least some of the servers in the system with 

secure, executable, applications 

related to a service, 

wherein the applications 

are executed in 
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a secure environment, 

wherein the applications each include 

an object executable by 

at least some of the different operating systems 

for performing a task 

related to the service, 

the method comprising: 

storing in memory accessible to at least some of the servers 

a plurality of secure containers of application software, 

each container comprising 

one or more of the executable applications and 

a set of associated system files 

Page4 

required to execute the one or more applications, 

for use with a local kernel 

wherein the set of associated system files 

are compatible with 

a local kernel of 

residing permanently on 

one of the servers; 

at least some of the plurality of different operating systems, 

the containers of 

application software 
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excluding a kernel, 

wherein some or all of the associated system files 

within a container stored in memory 

are utilized in place of 

the associated local system files 

that remain resident on the server, 

wherein said associated system files 

utilized in place of 

the associated local system files 

are copies or modified copies of 

the associated local system files 

that remain resident on the server, and 

wherein the application software 

cannot be shared between 

Page 5 

the plurality of secure containers of application software, and 

wherein each of the containers has 

a unique root file system 

that is different from 

an operating system's root file system." 

5. Dependent claims 2-16 and 18-34 are allowable by virtue of their dependencies. 
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Art Unit: 2439 

Conclusion 

Page 6 

6. Any inquiry concerning this communication or earlier communications from examiner 

should be directed to Ronald Baum, whose telephone number is (571) 272-3861, and whose 

unofficial Fax number is (571) 273-3861 and unofficial email is Ronald.baum@uspto.gov. The 

examiner can normally be reached Monday through Thursday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Kambiz Zand, can be reached at (571) 272-3811. The Fax number for the 

organization where this application is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. For more information for 

unpublished applications is available through Private PAIR only. For more information about the 

PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Ronald Baum 

Patent Examiner 

/R. B./ 

Examiner, Art Unit 2439 

/Kambiz Zand/ 

Supervisory Patent Examiner, Art Unit 2434 
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Notice of Allowability 

Application No. 

10/946.536 
Examiner 

SYED RONI 

Applicant(s) 

ROCHETTE ET AL. 
Art Unit 

2194 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable. PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [81 This communication is responsive to 01/15/2010. 

2. [81 The allowed claim(s) is/are 1 - 5 and 7 - 19. 

3. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) D including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1) D hereto or 2) D to Paper No./Mail Date __ . 

(b) D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. D Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

U.S. Patent and Trademark Office 

5. D Notice of Informal Patent Application 

6. [81 Interview Summary (PTO-413), 
Paper No./Mail Date 20100423. 

7. 1:81 Examiner's Amendment/Comment 

8. 1:81 Examiner's Statement of Reasons for Allowance 

9. D Other __ . 

PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20100423 
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Application/Control Number: 10/946,536 

Art Unit: 2194 

DETAILED ACTION 

EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the 

changes and/or additions be unacceptable to applicant, an amendment may be 

filed as provided by 37 CFR 1.312. To ensure consideration of such an 

amendment, it MUST be submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone 

interview David S. Carus on 04/23/2010. 

Claim 1, (Currently Amended) A computing system for executing a 

plurality of software applications comprising: 

fil a processor; 

a Q) an operating system having an operating system kernel having OS 

critical system elements (OSCSEs) for running in kernel mode using said 

processor; and, 

a _g) a shared library having shared library critical system elements 

(SLCSEs) stored therein for use by the plurality of software applications in user 

mode and 

i) wherein some of the SLCSEs stored in the shared library are functional 

replicas of OSCSEs and are accessible to some of the plurality of software 

applications and when one of the SLCSEs is accessed by one or more of the 

plurality of software applications it forms a part of the one or more of the plurality 

of software applications, aoo 

Page 2 
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ii) wherein an instance of.£ AA SLCSE provided to at least a first one or 

fRefe of the plurality of software applications from the shared library is run in a 

context of said at least first one or more of the plurality of software applications 

without being shared with other of the plurality of software applications and 

where at least a second one or more other of the plurality of software 

Page 3 

applications running under the operating system have use of a unique instance of 

a corresponding critical system element for performing essentially same function .. 

and 

iii) wherein a SLCSE related to a predetermined function is provided to the 

first of the plurality of software applications for running a first instance of the 

SLCSE, and wherein a SLCSE for performing a same function is provided to the 

second of the plurality of software applications for running a second instance of 

the SLCSE simultaneously. 

Claim 3, (Currently Amended) A computing system according to claim 1 

wherein OSCSEs corresponding to and capable of performing essentially the 

same function as SLCSEs remain in the operating system kernel. 

Claim 6, (Canceled) 

Claim 9, (Currently Amended) A computing system according to claim 8 

claim ?_wherein the up call mechanism in operation, executes instructions from 

an SLCSE resident in user mode space, in kernel mode. 
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Claim 19, (Currently Amended) A computer system as defined in claim 2 

wherein SLCSEs are not copies of OSCSEs OSLCEs. 

Claim 20, (Canceled) 

Reasons for Allowance 

Claims 1 - 5 and 7 - 19 are allowed. 

The following is an Examiner's statement of reasons for allowance. None 

of Elnozahy et al. (hereinafter Elnozahy) (US 7,499,966 B2) and Wong et al. 

(hereinafter Wong) (US 2004/0216145 A1) on the record discloses "a shared 

library having shared library critical system elements (SLCSEs) stored therein for 

use by the plurality of software applications in user mode and 

i) wherein some of the SLCSEs stored in the shared library are functional 

replicas of OSCSEs and are accessible to some of the plurality of software 

applications and when one of the SLCSEs is accessed by one or more of the 

plurality of software applications it forms a part of the one or more of the plurality 

of software applications, and 

ii) wherein an instance of a SLCSE provided to at least a first of the 

plurality of software applications from the shared library is run in a context of said 

at least first of the plurality of software applications without being shared with 

other of the plurality of software applications and where at least a second of the 

plurality of software applications running under the operating system have use of 
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a unique instance of a corresponding critical system element for performing 

same function. 

iii) wherein a SLCSE related to a predetermined function is provided to the 

first of the plurality of software applications for running a first instance of the 

SLCSE, and wherein a SLCSE for performing a same function is provided to the 

second of the plurality of software applications for running a second instance of 

the SLCSE simultaneously" (Claim 1 ). Instead, Elnozahy discloses kernel 

extension device driver that are user space extensions of operating system code 

to minimize kernel calls by web server and Wong discloses user mode 

accessible copies of kernel-mode memory to facilitate a device driver to execute 

in user-mode while the graphics engine remains in kernel mode. 

Conclusion 

Any inquiry concerning this communication or earlier communications from 

the examiner should be directed to SYED RONI whose telephone number is 

(571 )270-7806. The examiner can normally be reached on M - F (8:30 am - 5:00 

pm). 

If attempts to reach the examiner by telephone are unsuccessful, the 

examiner's supervisor, Hyung Sub Sough (Sam) can be reached on (571) 272 -

6799. The fax phone number for the organization where this application or 

proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from 

the Patent Application Information Retrieval (PAIR) system. Status information 

for published applications may be obtained from either Private PAIR or Public 

PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair­

direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll­

free). If you would like assistance from a USPTO Customer Service 

Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000. 

/Hyung S. Sough/ 
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/SYED RONI/ 
Examiner, Art Unit 2194 Supervisory Patent Examiner, Art Unit 2194 

04/26/10 
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