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the illustrated embodiment, the banking provider may initiate 
one or more verification deposits into the bank account. As 
will be appreciated by those skilled in the art, verification 
deposits are usually relatively small amounts (e.g., less then 
S1.00 USD) and may be used to confirm the identity of the 
account holder. For instance, the banking provider may 
require that the account holder provide the exact values of the 
verification deposit amounts before the newly entered bank 
account may be authorized for use with the transaction appli 
cation34. By way of example, referring now to the screen 210 
in FIG. 6B, once the banking provider has verified the validity 
of the bank account entered in the screen 198, the notification 
message 212 may be displayed. In the illustrated embodi 
ment, the notification message 212 may inform the user that 
two verification deposits have been credited to the newly 
entered bank account, although it should be understood that 
any number of Verification deposits may be used in the con 
firmation process. 
0154 The user may select the graphical button 214 to 

return to the screen 120, in which the listing 124 may be 
updated to include the newly entered bank account, as indi 
cated by the reference numeral 216. Like the screen 120 
depicted in FIG. 5B, the screen 120 of FIG. 6B may indicate 
that the new bank account 216 may not be used to make 
payments using the device 10 until the above-discussed veri 
fication deposit amounts have been confirmed with the bank 
ing provider. Accordingly, the user may be required to deter 
mine the amounts of the verification deposits, such as by 
viewing a banking statement issued subsequent to deposit of 
the Verification amounts, for example. 
0155. After determining the verification deposit amounts, 

the user may access the screen 218 by selecting the location of 
the new bank account 216 on the screen 120. As shown in 
FIG. 6B, the screen 218 may display the text fields 220 and 
222, by which the user may enter the amounts of the two 
verification deposits. Additionally, the screen 218 may 
include the numerical keyboard 164 by which the user may 
input the verification deposit amounts into the fields 220 and 
222. Once the verification deposit amounts have been 
entered, the user may complete the confirmation process by 
selecting the graphical button 224 and returning to the screen 
120. As shown in FIG. 6B, if the deposit amounts entered by 
the user in the screen 218 match the verification amounts 
deposited by the banking provider, then the newly entered 
bank account 216 will be authorized and ready for use in 
conjunction with the transaction application 34, as shown in 
the final updated screen 120 of FIG. 6B. As will be discussed 
in further detail below, a bank account stored on the device 10 
(or the device 92) may be used as both a crediting account and 
a payment account depending on whether the device 10 is 
assuming the role of the payee device or the payor device. 
0156 Continuing now to FIGS. 7-10B, the device 10, as 

discussed above, may include one or more preference set 
tings, such as those represented by reference numeral 72 in 
FIG. 3, which may either be pre-configured by the manufac 
turer or later configured by the user. By way of example, the 
preference settings 72 may include the selection of a default 
payment account, a default crediting account, as well as addi 
tional settings, such as the selection and storing of an autho 
rization PIN number for security purposes. Thus, the screen 
images illustrated in FIGS. 7-10B are intended to illustrate, 
by way of example, techniques by which the user may operate 
the device 10 to configure the aforementioned preference 
Settings. 
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(O157 Referring first to FIG. 7, the selection of a default 
payment account may initially begin from the screen 110. 
There, the user may select the graphical button 116 to access 
the screen 230, which may display the present configuration 
of one or more user preferences on the device 10. In the 
illustrated embodiment, the user preference settings dis 
played on the screen 230 may include a presently selected 
default payment account 232 and a presently selected default 
crediting account 234. The screen 230 may also include the 
graphical buttons 236 and 238, which may be displayed next 
to the default accounts 232 and 234, respectively, and may 
allow the user to modify or change the default account set 
tings if selected. 
0158. As will be discussed in further detail, the screen of 

230 may additionally display various other preference set 
tings, such as user-entered e-mail address 240 which may 
identify the user of the device 10 and which may also be used 
by the transaction application 34 for receiving payment 
receipts, for example. As shown in FIG. 7, the user may 
update the e-mail address setting 240 via selecting the graphi 
cal button 242. The screen 230 may further include the 
graphical button 244, by which the user may select to input 
and store an authorization PIN code, as well as indicate a 
permission status with regard to the transaction application 
34. For instance, as indicated by reference numeral 246, the 
transaction application 34 may be in an “unlocked' mode, 
and may thus be used by the user to perform the transactions 
generally described above. For security purposes, the user 
may toggle this permission setting 246 between an unlocked 
and a locked mode, such as via selecting the graphical button 
248, whereby the transaction application 34 may be disabled 
when in the locked mode. As will be appreciated, when the 
transaction application34 is locked, the user may be unable to 
send or receive payments using the device 10. In certain 
embodiments, the transaction application 34 may only be 
unlocked upon providing an authorization PIN, as will be 
explained in further detail below. 
0159 Referring back to the default payment account 232 

setting, the user may update this preference setting by select 
ing the graphical button 236, which may advance the user to 
the screen 258. The screen 258 may display a listing of all 
accounts presently stored on the device that may be selected 
as a payment account. In the illustrated embodiment, the 
listing of accounts may be organized into the categories des 
ignated by reference numerals 260, 262, and 264. As can be 
appreciated, this may be similar to the listing of the accounts 
described on the screen 120 with reference to 5A. The listing 
260 may correspond to a listing of credit card accounts pres 
ently stored on the device 10. As shown in the listing 260, the 
credit card account 232 that was displayed on the previous 
screen 230 may be indicated as being the presently selected 
default payment account. Here, the user may have the option 
of selecting one of the other listed accounts as the default 
payment account. Additionally, the user may select the 
graphical button 266 if the user does not wish to configure a 
default payment account setting. For example, by selecting 
the graphical button 266, the transaction application 34 may 
prompt the user to select a payment account each time a 
payment is being made using the device 10. 
0160. In the present embodiment, the user may select the 

credit card account 180 that was entered in FIGS.5A and 5B. 
For instance, the user may select the credit card account 180 
by selecting its general location on the screen 258. Thereafter, 
the previously selected default payment account (e.g., credit 
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card account 232) may be deselected, and the credit card 
account 180 may be indicated on the screen 258 as the pres 
ently selected default payment account. Next, the user may 
select the graphical button 118 to return to the screen 230, 
which may be updated to display the credit card account 180 
as the newly selected default payment account. 
0161 Continuing now to FIG. 8, this figure shows addi 
tional Screen images in which the user may select a default 
crediting account. As illustrated, the user may select the 
graphical button 238 on the screen 230 to access the screen 
270. The screen 270 may display a listing of all accounts 
presently stored on the device that may be selected as a 
crediting account. For instance, the screen 270 may display 
the listing 262 of bank accounts and the listing 264 of non 
cash accounts. However, the screen 270 may omit the listing 
260 of credit card accounts discussed above with reference to 
the screen 258 of FIG. 7, since credit card accounts are not 
generally used as a medium to accept payment credits or 
deposits. 
0162. As shown in the listing 262, the bank account 234 
that was displayed on the previous screen 230 may be indi 
cated as being the presently selected default crediting 
account. Accordingly, the user may have the option of select 
ing one of the other listed accounts on the screen 230 as a 
default crediting account. By way of example, the user may 
select the bank account 216 that was entered in FIGS.6A and 
6B. For instance, the user may select the bank account 216 by 
selecting its general location on the screen 270. Thereafter, 
the previously selected default crediting account 234 may be 
deselected, and the bank account 216 may be indicated on the 
screen 270 as being the presently selected default crediting 
account. Next, the user may select the graphical button 118 to 
return to the screen 230, which may be updated to display the 
bank account 216 as the newly selected default payment 
account. Additionally, as discussed above, the user may select 
the graphical button 266 if the user does not wish to configure 
a default crediting account setting and, instead, prefers to be 
prompted to select a crediting account each time a payment is 
received via the device 10. 

0163. Once the default payment account (e.g., credit card 
account 180) and the default crediting account (e.g., bank 
account 216) have been configured by the user in the manner 
described above with reference to FIGS. 7 and 8, the user may 
continue to configure additional preference settings from the 
screen 230. For example, referring now to FIG.9, a plurality 
of screen images depicting a method for selecting an autho 
rization PIN is illustrated. Beginning with the screen 230, the 
user may select the graphical button 244 to access the Screen 
280. The screen 280 may include an instructional message 
282 generally instructing the user to select a desired authori 
zation PIN having a certain number of characters. For 
instance, in the illustrated embodiment, the device 10 may be 
configured to store a four digit PIN. However, it should be 
appreciated that other implementations may utilize authori 
zation PINs of any desired length. 
0164. As illustrated in the screen 280, the user may enter 
the desired PIN 286 into a text field 284 by way of the 
numerical keyboard 164. Additionally, in embodiments 
where the device 10 may support PIN codes having both text 
and numerical characters, the user may access the text key 
board 160 (not shown in FIG. 9) by selecting the graphical 
button 166, as discussed above. Once the desired PIN 286 has 
been entered, the user may confirm the entered PIN 286 by 
selecting the graphical button 288, which may update the 
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screen 280 to display a confirmation message 290 instructing 
the user to re-enter the selected PIN 286 into the confirmation 
text field 292. Thus, the user may re-enter the selected PIN 
286 into the text field 292 by way of the numerical keyboard 
164. 

(0165. Once the PIN 286 has been entered into the text field 
292, the user may complete the authorization PIN selection 
process by selecting the graphical button 294. As will be 
understood by those skilled in the art, upon the selection of 
the graphical button 294, the device 10 may determine 
whether the authorization PIN codes entered into the text 
fields 284 and 292 are identical. If the PINs entered into the 
text fields 284 and 292 do not match, either due to an errone 
ous user input or for any other reason, then the user may be 
notified of the mismatch (not shown in FIG. 9) and may be 
required to re-enter the PIN 286 into each of the text fields 284 
and 292 once again. If the entered PINs are determined to be 
identical, then the PIN 286 may be stored on the device 10 for 
use as an authorization PIN code to provide additional secu 
rity features with regard to various aspects of the transaction 
application 34, as will be discussed in further detail below. 
Thereafter, once the authorization PIN 286 is confirmed and 
stored into the device 10, the user may be returned to an 
updated screen 230 in which the graphical button 244 is 
replaced with the graphical button 298 corresponding to a 
function by which the user may edit or modify the presently 
stored authorization PIN code 286. 

0166 In addition to providing the user with the function of 
selecting and storing the authorization PIN code 286, the user 
preference settings for the device 10 may additionally provide 
a function that locks or disables the transaction application 
34, thus preventing the device from receiving, sending, or 
processing transaction requests while the transaction appli 
cation 34 is locked. For example, once locked by the user, the 
transaction application 34, in one embodiment, may remain 
in the locked or disabled state until the authorization PIN 286 
that was stored by the user in FIG. 9, is entered. These tech 
niques with regard to the locking and Subsequent unlocking of 
the transaction application may be better understood with 
reference to FIGS. 10A and 10B. 

(0167 Referring first to FIG. 10A, the screen 230, as dis 
cussed above, may display an indication of the current status 
of the permission setting 246 for the transaction application 
34, which may presently indicate the transaction application 
34 is in an unlocked State. In order to lock the transaction 
application34, the user may select the graphical button 248 to 
access the screen 304. As shown in the screen 304, a notifi 
cation message 306 may be displayed generally informing the 
user that the device 10 will be unable to receive or send 
transaction requests if the transaction application 34 is 
locked. If the user chooses to lock the transaction application 
34, the user may do so by selecting the graphical button 308 
on the screen 304. As shown in FIG. 10A, the selection of the 
graphical button 308 will lock the transaction application 34 
and return the user to the screen 230, which may be updated 
to indicate that the permission setting 246 is presently in a 
locked state. It should be noted that the graphical button 248 
may be replaced on the updated screen 230 with the graphical 
button 312 which, when subsequently selected, may repre 
sent a function allowing the user to unlock the transaction 
application 34. Additionally, if at the screen 304, the user 
decides not to lock the transaction application 34, the user 
may select the graphical button 310, thus returning to the 
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previous screen 230 where the permission setting 246 for the 
transaction application is indicated as being unlocked. 
0168 Continuing now to FIG. 10B, if the user chooses to 
lock the transaction application 34 in FIG. 10A, the user may 
select the graphical button 312 on the screen 230. Upon the 
selection of the graphical button 312, the user may be 
advanced to the screen 318, which may display the notifica 
tion message 320, the field 322, and the graphical button 324. 
The notification message 320 may instruct the user to enter 
the authorization PIN 268 selected in FIG.9. As shown here, 
the numerical keyboard 164 may be provided for entry of the 
authorization PIN 268 into the text field 322. Once the autho 
rization PIN 268 has been entered, the user may confirm the 
unlock request by selecting the graphical button 324, which 
may return the user to the screen 230, wherein the permission 
setting 246 is updated to reflect that the transaction applica 
tion 34 is once again in an unlocked State, thus re-enabling the 
functions of receiving and sending transaction requests using 
the device 10. Additionally, it should be noted that the graphi 
cal button 312 may be replaced with the graphical button 248, 
described above. 
0169. Having described the configuration of various 
aspects relating to the transaction application 34 that may be 
executed on the device 10, FIGS. 11A illustrates a method for 
initiating and Subsequently processing a transaction from the 
viewpoint of a payee, generally designated by the reference 
numeral 328. Similarly, FIG. 11B illustrates a method 360 
describing the receipt of a transaction request and the Subse 
quent action of making a payment in response to the transac 
tion request from the viewpoint of a payor. It should be 
understood that the methods 328 and 360, in some situations, 
may occur at least partially concurrently. 
(0170 Beginning with FIG. 11A, the method 328 may 
begin with the determination of an invoice at step 332. As will 
be understood, the term “invoice' may refer to the general 
terms of a payment request, which may include the amount of 
the requested payment, the identity of the requesting payee, 
as well as additional information describing the nature or 
reasons as to why the payment is being requested. Once the 
terms of the invoice are determined at step 332, the invoice 
information may be transmitted to the payor, as indicated by 
step 334. By way of example, the transmission of the invoice 
information described in the method 328 may be correspond 
to the communication of the payment request information 94 
from the payee device 10 to the payor device 92, as discussed 
above with reference to FIG. 4. 

0171 Thereafter, the payee may await the transmission of 
information representing a payment account from the payor, 
as indicated by step 336. As discussed above, the receipt 
payment information from the payor may indicate an 
acknowledgement and acceptance of the requested payment 
from step 334. Upon receiving the payment information from 
the payor, the payee, at step 338, may select a crediting 
account on the device 10 to which the payee wishes the 
requested payment to be credited or deposited. For instance, 
as discussed above, the crediting account may be automati 
cally selected as user-specified default crediting account 216, 
as described above with reference to FIGS.6A and 6B, and/or 
may be manually selected by the user. 
0172 Next, the payment request information determined 
at step 332, the payment information received from the payor 
at step 336, and the selected crediting account from step 338, 
which may altogether be referred as the “transaction infor 
mation.” may be transmitted to one or more appropriate finan 
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cial servers 100 for the validation and processing of the 
requested transaction. For instance, as noted above, the types 
of financial servers 100 to which the transaction information 
may be transmitted may depend on the types of payment and 
crediting accounts selected by the payor and the payee, 
respectively. 
0173 The transaction information may be processed at 
decision step 340 to determine whether the requested trans 
action may be authorized. If it is determined at step 340 that 
the financial servers 100 are unable to authorize one or more 
of the payment account or the crediting account for carrying 
out the requested transaction, then the method 328 may pro 
ceed to the decision step 342, whereby the payee may be 
prompted to renegotiate the terms of the present transaction. 
By way of example, if the payee wishes to renegotiate the 
terms of the transaction, the payee may either return to step 
336 to receive an alternate payment account from the payor, 
or may return to step 338 to select an alternate crediting 
account. As will be appreciated, the decision as to whether to 
return to step 336 or 338 may depend on the reason or reasons 
as to why the transaction information could not be verified or 
authorized at the decision step 340. For instance, if the autho 
rization process failed due to insufficient funds or credit with 
regard to the payment account received at step 336, then the 
payee may request that the payor provide an alternate pay 
ment account having the Sufficient funds, credit, or otherwise, 
to satisfy the requested payment amount. In this scenario, the 
method 328 may proceed from the decision step 342 back to 
the step 336. 
0.174 Alternatively, the situation may arise in which the 
authorization failure at decision step 340 is due to an incom 
patibility between the payment account and the crediting 
account. By way of example, this type of transaction failure 
may occur where the selected payment account is a credit card 
account and the selected crediting account is a bank account 
that is not authorized or configured to receive payments made 
from a credit card account. Thus, the method may either 
return to step 338 from decision step 342 in which the payee 
may be prompted to select an alternate crediting account that 
is authorized to accept payments from the selected payment 
account, or return to step 336 whereby the payee may request 
that the payor select an alternate payment account, such as a 
bank account, that is compatible with the payee's selected 
crediting account. Alternatively, the payee may choose to not 
to renegotiate the terms of the transaction at step 342, and thus 
cancel the present transaction at step 344. 
0.175 Returning now to decision step 340, if it is deter 
mined that the requested transaction may be authorized with 
respect to the payment and crediting accounts, then, at Step 
346, a payment corresponding to the requested payment 
amount may be credited or deposited to the crediting account 
selected at step 338, as indicated by reference numeral. Once 
the payment has been received by the payee at step 346, the 
transaction may be completed at step 348. Thereafter, at step 
350, a payment receipt may be transmitted to the payor by the 
payee, either directly via the payor device 10, or indirectly via 
one of the financial servers 100 under the payee's authoriza 
tion. For example, the payee may authorize that an electronic 
receipt, such as the receipt 104 of FIG. 4, is transmitted from 
one or more financial servers 100 to the payor's device 92 
upon Successful completion of the transaction. 
0176 Continuing now to FIG. 11B, the transaction gener 
ally described in FIG. 11A from the payee's point of view is 
now described form the payor's point of view by way of the 
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method 360. Beginning with step 364, the payor may receive 
a payment request from the payee. For example, the receipt of 
the payment request at step 3.64 may correspond to the trans 
mission of the invoice information at step 334 of the method 
328. Upon receipt of the payment request, the method 360 
may proceed to step 366, wherein the payor may select a 
payment account from one or more of the available payment 
accounts stored on the payor device 92. As with the descrip 
tion of the selection of a default payment account 180 on the 
device 10 in FIGS.5A and 5B, the payor device may incor 
porate similar features. Once the payment account is selected, 
the method may continue to step 366 in which the selected 
payment account is transmitted to the payee. As discussed 
above, in one embodiment, the transmission of the payment 
request and payment account information may be accom 
plished by way of an NFC connection between a payee device 
10 and a payor device 92. Once the payee receives the infor 
mation representing the payor's selected payment account, 
the payee may select a crediting account (e.g., step 338 of the 
method 328) and provide the transaction information to the 
one or more financial servers 100 for processing. 
0177. At decision step 368, a determination is made as to 
whether the transaction is successfully completed. If the 
transaction did not complete, such as for one or more of the 
above-discussed reasons, the payor's account will not be 
charged, as indicated at step 370. Alternatively, if it is deter 
mined at decision step 368 that the transaction is authorized 
by the financial servers and successfully completed, then the 
crediting account specified by the payor will be debited or 
charged for the requested payment amount at step 372. There 
after, the payor may receive a receipt as shown by step 374, 
indicating that a payment has been made from the crediting 
account to the payee. For example, the receipt received at step 
374 of the method 360 may correspond to the receipt trans 
mitted at step 350 of the method 328, described above. 
0.178 Continuing now with the present discussion, FIGS. 
12A-12C illustrate schematic diagrams representing various 
transactions that may be performed between a payee device 
10 and payor device 92 in accordance with the presently 
described techniques. In general, the embodiments illustrated 
by FIGS. 12A-C, depict several scenarios in which a transac 
tion may be initiated between two NFC-enabled devices by 
way of an NFC tap operation, as will be explained in further 
detail below. For instance, FIG. 12A illustrates an in which a 
payment is made by way of a credit card account stored on the 
payor device 92 in response to a payment request provided by 
a payee device 10. FIGS. 12B and 12C illustrate additional 
embodiments in which a bank account is selected by the payor 
as the payment account. Specifically, FIG. 12B illustrates a 
scenario in which the selected payment and crediting 
accounts are maintained by different banking providers, and 
FIG. 12C illustrates a scenario in which the selected payment 
and crediting accounts are maintained by the same banking 
provider. 
(0179 Beginning with FIG. 12A, the transaction 375 may 
include the payee device 10, the payor device 92, as well as 
the one or more financial servers 100 which, in the present 
embodiment, may include a bank server 380 and a credit card 
verification server 382. To initiate the transaction 375, the 
payee device 10 may first transmit a payment request 384 to 
the payor device 92. As discussed above, the payment request 
384 may include the amount of the requested payment, the 
identity of the payee, as well as additional information with 
regard to the nature or reason for the payment request. As 
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noted above, the payee device 10 and they payor device 92 
may both be NFC-enabled devices. Accordingly, the payment 
request information 384 may be transmitted from the payee 
device 10 to the payor device 92 through the establishment of 
an NFC connection 388 by way of "tapping the devices, or 
performing a "tap operation, as depicted by reference 
numeral 386. 

0180. As used herein, the term “tap' and "tap operation.” 
or the like shall be understood to mean the action of placing 
one NFC-enabled device within the proximity of one or more 
additional NFC-enabled devices such that an NFC-based 
connection may be established between the devices. As dis 
cussed above, one technique for establishing an NFC-based 
connection may be through magnetic field induction, 
whereby a first NFC-enabled device acting as a host device 
generates an RF field, which in turn induces an NFC device 
located within a second device to transition from a passive 
state to an active state, thus establishing an NFC connection. 
Once established, information may be exchanged between 
the devices by way of the NFC connection. 
0181 Referring briefly to FIG. 13, a schematic diagram of 
the NFC tap operation 386 is illustrated. For instance, prior to 
the initiation of the NFC connection 388, the payor device 92 
may be in a passive or a “wake on NFC mode, as denoted by 
reference numeral 390. While in the passive state, an NFC 
device 46 and an NFC interface 60 that may be included in the 
device 92 may remain inactive until the NFC interface 60 
detects an NFC transmission from an external device, such as 
the payee device 10. By way of example, once the payee 
device 10 is operated to transmit the payment request 384, the 
NFC interface 60 and corresponding NFC device 46 located 
within the payee device 10 may transition to an active or host 
mode, as denoted by reference numeral 392. While in the host 
mode 392, the NFC device 46 of the payee device 10 may 
periodically emit NFC communication signals to seek out 
other NFC-enabled devices having their own respective NFC 
interfaces 60 and NFC devices 46 that are within the appro 
priate range to facilitate an NFC connection. 
0182 For instance, when the payee device 10 and the 
payor device 92 are placed within an appropriate range (e.g., 
the tap operation 386) for establishing an NFC connection, 
the establishment of the connection may begin with an initia 
tion handshake, referred to herein by reference numeral 396. 
It should be understood, that in tapping the devices, it is 
important that the NFC devices 46 within each respective 
device are positioned in Such a way that the distance between 
the respective NFC devices 46 is suitable for establishing an 
NFC-based connection. For example, if the payor device 92 is 
a relatively large non-portable device, the payee would be 
required to position the payee device 10 such that the NFC 
device 46 within the payee device 10 is within the appropriate 
distance of any corresponding NFC circuitry within the payor 
device 92 in order to establish the NFC connection 388. 

0183 While the NFC interface 60 and the NFC device 46 
of the payee device 10 are operating in the host mode, the 
payee device 10 may periodically emit ping messages 400. 
The corresponding NFC interface 60 of the payor device 92 
may receive the ping messages 400, thus causing the NFC 
device 46 located within the payor device 92 to awake upon 
the detection of the NFC transmission (e.g., wake on NFC), 
thereby transitioning from a passive mode to an active mode, 
as indicated by reference numeral 398. Thus, once powered 
on and active, the NFC device 46 of the payor device 92 may 
reply in response to the ping message 400 by sending an 
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acknowledgement message 402 which may be received via 
the NFC interface 60 of the payee device 10, thus completing 
the initiation handshake 396. 

0184. Following this initiation handshake 396, the payee 
device 10 and the payor device 92 may exchange device 
profiles as indicated by the reference numeral 404. The device 
profiles 404 may include a variety of information regarding 
the functions available on the payee device 10 and the payor 
device 92. For example, the device profiles 404 may be rep 
resented by data messages of any suitable form, including 
extensible markup language (XML), which may denote the 
device name, serial number, owner name, device type, as well 
as any other type of identifying information. For example, 
additional identifying information may include, for example, 
the name of a service provider, such as a network or cellular 
telephone service provider that may be associated with each 
of the devices 10 and 92. The device profiles 404 may addi 
tionally include information with regard to the capabilities of 
the payee device 10 or the payor device 92 by indicating 
which applications, drivers, or services may be installed on 
each device. 
0185. Additionally, the payee device 10 and the payor 
device 92 may also exchange information with regard to the 
encryption capabilities available on each device, as repre 
sented by reference numeral 406. As discussed above, 
because the various transactions discussed herein may invari 
ably involve the transfer of sensitive information, such as 
information relating to credit card accounts and bank 
accounts, the use of one or more encryption measures for 
protecting the transaction information being transferred 
between a payee device 10 and a payor device 92, as well as 
to the one or more financial servers 100, may be implemented. 
Accordingly, once the NFC connection 388 is established and 
the device profiles 404 and encryption capabilities 406 are 
exchanged, information may be exchanged between the 
devices 10 and 92, as indicated by reference numeral 408. 
0186 Returning now to FIG. 12A, the data transfer 408 
may include the transfer of the payment request information 
384 from the payee device 10 to the payor device 92 by way 
of the established NFC connection 388. Next, upon receiving 
the payment request information 384, the payor respond may 
continue the transaction process by selecting a payment 
account stored on the payor device 92. In the illustrated 
embodiment, the selected payment account may be a credit 
card account. The payor device 92 may transmit the credit 
card information 410 corresponding to the selected credit 
card account to the payee device 10 via the NFC connection 
388 by way of a second tap operation 412. As can be appre 
ciated, he tap operation 412 may be carried out in a manner 
identical to the tap operation 386 described above with refer 
ence to FIG. 13, except that the payor device 92 may act as the 
host device, while the payee device may operate in a “wake on 
NFC mode. It should also be noted, that in some embodi 
ments, the exchange of the payment request information 384 
and the payment account information 410 may occur via a 
single tap operation (e.g., 386) if distance between the 
devices 10 and 92 is maintained, thus keeping the NFC con 
nection 388 active for the duration of the data transfer. 

0187. After receiving the credit card information 410 on 
the payee device 10, the payee may select a crediting account 
to which the requested payment is to be credited, as discussed 
above with reference to the method 328 (e.g., step 338). Once 
the crediting account is selected, the payor's credit card 
account information 410, the payee's crediting account infor 
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mation, and the payment request information 384, collec 
tively represented by the transaction information 414, may be 
transmitted to the financial server 380 by way of a network 
connection depicted herein by reference numeral 416. By 
way of example, if the selected crediting account is a bank 
account, the financial server 380 may correspond to a banking 
provider that maintains the crediting account. Additionally, 
the network 416 by which the transaction information 414 is 
transmitted may be include any suitable network that may be 
provided by one communication interfaces 56 (e.g., WAN, 
LAN, WLAN, etc.) available on the payee device 10. For 
instance, the network 416 may be a wireless internet connec 
tion established by way of the WLAN interface 58, a local 
area network connection established through the LAN inter 
face 66, or a wide area network connection established by 
way of the WAN interface 68, which may include one of 
various WAN mobile communication protocols, such as a 
General Packet Radio Service (GPRS) connection, an EDGE 
connection (Enhanced Data rates for GSM Evolution connec 
tion), or a 3G connection, Such as in accordance with the 
IMT-2000 standard discussed above. 

0188 Upon receipt the transaction information 414, the 
financial server 380 may perform several actions to further 
the authorization of the requested transaction 375. For 
example, the financial server 380 may first assess the 
accounts provided by the transaction information 414 to 
determine whether the specified payment account and cred 
iting account are compatible. As discussed above, the finan 
cial server 380 may be unable to process the requested trans 
action 375 if the specified crediting account is not authorized 
to accept payments from a credit card account. Next, if the 
crediting account and the payment account are determined by 
the financial server 380 to be compatible, the financial server 
380 may further transmit the payor's credit card account 
information, represented by reference numeral 418, to the 
credit card verification server 382 by way of a network 420. 
The network 420 may be any type of suitable network for 
facilitating the transmission of data, including one or more of 
the network types described above with regard to the network 
416 by which the transaction information 414 is initially 
transmitted to the financial server 380. 

0189 Once the payor's credit card account information 
418 is received by the credit card verification server 382, 
additional verification and authorization steps, represented 
by reference numeral 422, may be performed in order to 
verify that the provided credit card account is valid and has 
the sufficient line of credit to fulfill the requested payment. 
Thus, if the credit card verification server 382 determines that 
the provided credit card information 418 corresponds to a 
valid credit card account having the Sufficient credit to carry 
out the requested payment 384, the credit card verification 
server 382 may authorize the requested payment by sending 
an authorization message to the financial server 380 by way of 
the network 420. The financial server 380 may then complete 
the processing of the requested transaction375, as illustrated 
by reference numeral 424, in which an amount corresponding 
to the requested payment is charged to the payor's credit card 
account, and where the charged is deposited to the payee's 
selected crediting account. 
0190. Thereafter, once the transaction has been success 
fully processed and completed at Step 424, a transaction con 
firmation message 426 may be transmitted to the payee device 
10 by way of the network 416. The transaction confirmation 
message 426 may generally indicate to the payee that the 
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requested payment 384 has been completed. Additionally, a 
payment receipt 428 may also be transmitted to the payor 
device 92. The payment receipt 428 may be transmitted to the 
payor device 92 by any of the connection types described 
above. For example, the transmission of the payment receipt 
428 may occur via a network 430, which may be any type of 
network connection established by way of a common net 
working interface available on the payee device 10 and the 
payor device 92. Such as a LAN connection (e.g., interface 
66), a WLAN connection (e.g., interface 58), or a WAN 
connection (e.g., interface 68). Additionally, the payment 
receipt 428 may also be transmitted by tapping the payee 
device 10 to the payor device 92. This tap operation, illus 
trated by reference numeral 432, may establish a further NFC 
connection 434, thus providing a channel by which the pay 
ment receipt 428 may be transmitted to the payor device 92. 
0191 The payment receipt 428 may include information, 
such as the total payment amount for the transaction 375, the 
method of payment (e.g., the credit card account 410), and the 
time of the transaction 375 was processed. Additionally, in 
certain embodiments, the payment receipt 428 may indicate 
additional charges of fees associated with the transaction 
processing services collectively provided by the devices 10 
and 92 and the financial servers 100 (e.g., including the bank 
server 380 and credit card server 382) in carrying out the 
transaction 375. Thus, it should be noted that in accordance 
with a further aspect of the present disclosure, various busi 
ness methods may be provided in which a transaction fee is 
charged to one or both of the payee and payor. The fee may be 
charged each time a transaction request is processed, or may 
be a flat fee based on a monthly subscription service, for 
example. Additionally, an agreement may be reached in 
which the transaction fees may be apportioned among one or 
more of the entities providing the transaction services, includ 
ing the banking provider (e.g., associated with the financial 
server 380), the credit card provider (e.g., associated with the 
credit card server 382), or the device manufacturer(s) (e.g., 
manufacturer of the devices 10 and 92) for instance. In accor 
dance with one embodiment, the transaction fees may ini 
tially be collected by a single entity (e.g., the banking pro 
vider), and later apportioned in an agreedmanner amongst the 
remaining entities (e.g., the credit card provider and device 
manufacturer(s)). 
0.192 Continuing now to FIG. 12B, a schematic diagram 
representing an alternate embodiment a transaction in accor 
dance with the presently described techniques is illustrated 
and generally referred to by reference numeral 376. As dis 
cussed above, the transaction 376 may be similar to the trans 
action 375 described in FIG. 12A, except that the payment 
account selected by the payor may be a bank account rather 
than a credit card account. As discussed above, the payee 
device 10 may initially transmit a payment request 384 to the 
payor device 92 by way of the NFC connection 388, which 
may be established as a result of the tap operation 386. Upon 
receiving the payment request 384, the payor may select a 
bank account Stored on the payor device 82 as the payment 
account and transmit the bank account information 440 to the 
payee device 10 using the NFC connection 388. 
0193 After receiving the bank account information 440 
on the payee device 10, the payee may select a crediting 
account, as discussed above, and then transmit the transaction 
information 442, which may include the selected payment 
account (e.g., 440), crediting account, and payment request 
information 384 to the financial server 380 by way of the 

Apr. 1, 2010 

network 416. As discussed above, the financial server 380, 
which may correspond to a banking provider that maintains 
the payee's selected crediting account, may initiate one or 
more authorization steps, such as determining whether the 
specified payment account and crediting account are compat 
ible. The financial server 380 may then transmit the payor's 
bank account information, represented by reference 444 to a 
second financial server 418 that is associated with the payor's 
banking provider. In other words, the present transaction 376 
illustrates a scenario in which the bank accounts selected by 
the payee and payor are maintained by two different banking 
providers (e.g., different financial institutions). 
0194 The transmission of the bank account information 
444 to the financial server 418 may be accomplished by way 
the network 420. Once the bank account information 444 is 
received, the financial server 418 may determine whether the 
account is a valid account, and whether the account contains 
the sufficient funds to satisfy the requested payment 384. If 
the financial server 418 determines payment request 384 may 
be authorized with regard to the bank account 444, an autho 
rization message may be transmitted to the financial server 
380 via the network 420. As discussed above, the financial 
server 380 may then complete the processing of the requested 
transaction 376, as illustrated by reference numeral 448, in 
which an amount corresponding to the requested payment is 
debited from the payor's bank account and Subsequently 
deposited to the payee's crediting account. 
0.195. Thereafter, once the transaction has been success 
fully processed, a transaction confirmation message 450 may 
be transmitted to the payee device 10 by way of the network 
416. The transaction confirmation message 450 may gener 
ally indicate to the payee that the requested payment 384 has 
been applied to the crediting account, thus completing the 
transaction 376. Additionally, a payment receipt 428 may also 
be transmitted to the payor device 92 using one or the various 
available networking connections, as discussed above. 
0196. Referring now with FIG. 12C, another schematic 
diagram of a transaction in accordance with a further embodi 
ment is illustrated and generally referred to by reference 
numeral 378. Specifically, FIG. 12C illustrates a transaction 
process that may be similar to the transaction 376 described 
with reference to FIG. 12B, but in which the payment account 
and the crediting account are bank accounts maintained by 
the same bank provider. As will be described in detail below, 
in the present embodiment, the one or more financial servers 
denoted by reference numeral 100 in FIG.4, may only require 
a single financial server 380. 
0.197 To initiate the transaction process 378, the payee 
device 10 may transmit a payment request 384 to a payor 
device 92 in a manner similar to that described above with 
regard to FIGS. 12A and 12B. For example, the transmission 
of the payment request 384 may be accomplished by tapping 
386 the payee device 10 to the payor device 92, thus estab 
lishing an NFC connection 388 for the transfer of data. Once 
the payment request 384 is received, the payor may select a 
bank account as the payment account. Thereafter, the payor 
device 92 may transmit banking information 458 related to 
the selected bank account to the payee device 10 by way of the 
NFC connection 388. 
0198 Upon receiving the banking information 458 from 
the payor device 92, the payee may select a crediting account 
to which the requested payment 384 is to be credited. As 
noted above, in the presently illustrated scenario the selected 
crediting account and the provided payment account 458, 
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collectively referred to herein as the transaction information 
460, may both be accounts held by the same banking provider. 
Thus, the transaction information 460 may then be transmit 
ted by way of the network 416 to the financial server 380 
which may be associated with the common banking provider 
for both the payment and crediting accounts. 
(0199 The financial server 380 may then perform the steps 
of verifying the validity of the provided accounts, as well as 
determining whether the payment account contains the Suffi 
cient funds to fulfill the payment request 384. It should be 
noted that unlike the embodiments described in FIGS. 12A 
and 12B, the financial server 380 is not required to transmit 
account information to a second external server, Such as the 
credit card verification server 382 of FIG. 12A or the second 
financial server 418 of FIG.12B due to the fact that a common 
banking provider maintains these accounts. Accordingly, the 
information pertaining to the crediting account and the 
selected payment account 458 is stored and accessible by the 
financial server 380. Accordingly, once the financial server 
380, has verified that both the crediting and payment accounts 
are valid, and that the payment account contains the Sufficient 
funds to fulfill the requested payment 384, the financial server 
380 may process the transaction, as indicated by reference 
numeral 464 such that the requested payment is debited from 
the payor's bank account and Subsequently deposited to the 
payee's crediting account, as discussed above. Upon comple 
tion of the transaction 378, a transaction confirmation mes 
sage 466 may be transmitted from the financial server 380 to 
the payee device 10 by way of the network 416. Additionally, 
a payment receipt 428 may be transmitted to the payor device 
92 using the available networking connections mentioned 
above. 

0200 Having described the various embodiments depict 
ing device-to-device transactions (e.g., between a payor 
device 92 and a payee device 10) with respect to the transac 
tions 375,376, and 378 depicted in FIGS. 12A, 12B, and 12C, 
respectively, various techniques for operating the payee 
device 10 and the payor device 92 to accomplish the forego 
ing transactions 375, 376, and 378 are further illustrated in 
FIGS. 14A-14J by way of various screen images that may be 
displayed on either the payee device 10 or the payor device 
92, as well as via schematic illustrations. Additionally, it 
should be noted that in the presently illustrated embodiment, 
the payee device 10 and the payor device 92 are both NFC 
enabled devices. 

0201 Referring first to FIG. 14A, a process by which the 
payee may operate the device 10 to transmit a payment 
request is illustrated. The actions depicted by these screen 
images may generally correspond to the step 332 of the 
method 328 illustrated in FIG. 11A, as well as the transmis 
sion of the payment request information 384 to the payor 
device 92, as discussed above. Additionally, the actions 
depicted herein may be performed from the point of view of 
the payee and thus, the actions depicted in these screens will 
be described as being performed by the payee. 
0202 As shown in the present figure, the process may 
begin from the screen 110 which, as discussed above, may 
represent a “home screen” for the transaction application 34. 
From the screen 110, the payee may select the graphical 
button 114, which may then advance the payee to the screen 
476. The screen 476 may display a plurality of graphical 
buttons 478,480, and 482. Each of these graphical buttons 
may represent a particular function that may be performed 
when selected by the payee. For instance, in the illustrated 
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embodiment, the graphical button 478 may represent a func 
tion by which the user may initiate a payment request. The 
graphical button 480 may represent a function by which the 
user may send a payment to another device. Additionally, the 
graphical button 482 may allow the user to initiate a transac 
tion between two or more other parties. The functions repre 
sented by the latter two graphical buttons 480 and 482 will be 
described in further detail below. 
0203 To initiate a payment request, the payee may select 
the graphical button 478, which may further advance the 
payee to the screen 484. Like the screen 476, the screen 484 
may also display a plurality of graphical buttons 486,488, and 
490, each of which may represent specific functions. As 
shown here, the graphical button 486 may represent a func 
tion by which the payee may initiate a payment request using 
the NFC device 46. This function may generally correspond 
to the techniques described above with respect to the trans 
actions 375,376, and 378. Additionally, the graphical buttons 
488 and 490 may represent additional functions available on 
the device 10 through which transactions may be initiated and 
will be described in further detail below. 
0204. By selecting graphical button 486, the payee may 
proceed to the screen 492. As shown in FIG. 14A, the screen 
492 may include the text fields 496,498, and 500 by which the 
payee may enter information relating to the payment request. 
For instance, the text field 496 may be used to enter the 
identify of the payee, the text field 498 may be used to specify 
the amount of the payment being requested, and the text field 
500 may allow the payee to include a descriptive message 
regarding the nature or reason for the requested payment. As 
shown in the screen 492, the required information may be 
entered into the text fields 496, 498, and 500, by way of the 
text keyboard 160 or the numerical keyboard 164 (e.g., via 
selection of the graphical button 162). Once the required 
information is entered into the text fields 496, 498, and 500, 
the payee may transmit the entered information in the form of 
a payment request (e.g., 384) to a payor device 92 by selecting 
the graphical button 504. 
0205 The function represented by the graphical button 
504 may correspond to executing an instruction to power on 
the NFC device 46 of the payee device 10, thus placing the 
device 10 into an NFC active mode and enabling the NFC 
interface 60, as described above. For example, referring now 
to FIG. 14B, upon the selection of the graphical button 504, 
the screen 508 may be displayed on the payee device 10. The 
screen 508 may include a notification message 510 indicating 
that the NFC interface 60 of the payee device 10 is presently 
active and capable of establishing an NFC connection with an 
external device for the transmission of the payment request 
information entered in the screen 492. Accordingly, the noti 
fication message 510 may further instruct the payee to tap 
(e.g., 386) the payee device 10 to a second device, such as a 
payor device 92, in order to establish the NFC connection. 
(0206 Referring briefly to FIG. 14C, the establishment of 
an NFC connection 388 between two devices, namely the 
payee device 10 and the payor device 92, by way of the tap 
operation 386 is illustrated. As discussed above, the NFC 
device 46 of the payee device 10 may be powered on upon the 
selection of the graphical button 504 illustrated in FIG. 14A, 
thus placing the device 10 into a host mode or active mode, as 
indicated by reference numeral 392, in which the active 
device 10 may periodically emit NFC transmission ping mes 
sages 400, as discussed above with reference to FIG. 13. As 
the active device 10 is placed within an acceptable distance 
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514 (e.g., 2-4 cm) from the payor device 92, which may 
presently be in a passive or wake on NFC mode, as illustrated 
by reference numeral 390, the payor device 92 may transition 
from the passive to an active mode in which the NFC device 
46 within the payor device 92 is powered on, thus enabling the 
payor device's 92 corresponding NFC interface 60 and pro 
viding the establishment of the NFC connection 388 between 
the payee device 10 and the payor device 92 through which 
the payment request may be transmitted. 
0207 Although the payor device 92 illustrated in FIG. 
14C is depicted as being a portable device similar to the payee 
device 10, it should be understood that in alternate embodi 
ments, the payee device 92 may also include non-portable 
devices, such as a personal computer, a computing worksta 
tion, a payment terminal, or the like. For instance, referring 
now to FIG. 14D, the establishment of the NFC connection is 
depicted in which the payee device 10 is tapped to a non 
portable desktop computer, illustrated here by reference 
numeral 515. Thus, it should be understood that embodiments 
of the present disclosure are intended to provide for the ini 
tiation and processing of transactions between any Suitable 
types of electronic devices, whether portable or non-portable. 
0208 Returning to FIG. 14B, once the payee device 92 is 
tapped 386 to the payor device 92, the payor device 92 may 
detect the NFC transmissions (e.g., ping messages 400) being 
emitted from the payee device 10, and transition from a pas 
sive to an active mode, whereby the corresponding NFC 
device 46 of the payor device 92 is powered on. As shown in 
FIG. 14B, once the devices 10 and 92 have been tapped and 
NFC transmissions being emitted from the payee device 10 
are detected, the screen 516 may be displayed on the payor 
device 92. The screen 516 may include a notification message 
518 informing the payor that an NFC transmission has been 
detected and that in response, the corresponding NFC device 
46 of the payor device 92 is being powered on and the corre 
sponding NFC interface 60 enabled. The notification screen 
516 may further provide a graphical button 520 by which the 
payor may cancel the NFC connection process if selected. 
0209. If the establishment of the NFC connection 388 is 
permitted on the payor device 92, then the screen 508 dis 
played on the payee device 10 may be updated to display the 
notification message 522. The notification message 522 may 
indicate that an NFC connection (e.g., 388) has been estab 
lished between the payee device 10 and the payor device 92 
and that through the NFC connection 388, the payment 
request information specified by the payee on the screen 492 
of FIG. 14A is being transmitted to the payor device 92. The 
screen 508 may also include the graphical button 512 by 
which the payee has the option of canceling the payment 
request either prior to or during the transmission of the pay 
ment request information. 
0210 Meanwhile, the notification screen 516 displayed on 
the payor device 92 may similarly be updated to display the 
notification message 524. The notification message 524 may 
indicate to the payor that the NFC connection 388 has been 
established between the payor device 92 and the payee device 
10, and that payment request information is presently being 
transmitted from the payee device 10 and received by way of 
the corresponding NFC interface 60 in the payor device 92. 
0211. As can be appreciated, the interactions between the 
payee device 10 and the payor device 92 described in FIG. 
14B may generally correspond to one or more of the steps 
depicted in the methods 328 and 360 illustrated in FIGS. 11A 
and 11B, respectively. For instance, the actions illustrated in 
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the screen 508 may represent the step 334 of transmitting an 
invoice to the payor. Referring briefly to FIG. 15A, which 
depicts various steps of the method 328 in greater detail in 
accordance with the present embodiment, the step of trans 
mitting of payment request information to a payor (e.g., step 
334) may include establishing an NFC connection, such as by 
way of the tap operating 386, as indicated by step 530. Addi 
tionally, the performance of the step 334 may further include 
transmitting the payment request information entered in the 
screen 492 to a payor device 92 using the established NFC 
connection, as represented by the step 532. Further, the screen 
516 which may be displayed on the payor device 92 upon the 
detection of an NFC transmission from the payee device 10 
may represent the step 364 of receiving a payment request in 
the method 360. For instance, referring now to FIG. 15B, the 
step 3.64 may be described in further detail inaccordance with 
the presently illustrated embodiment. For example, the step 
364 of receiving the payment request may, inaccordance with 
the present embodiment, may include the act of joining an 
NFC connection by way of a tap operation, as illustrated by 
step 534. Additionally, once the NFC connection is estab 
lished the payor device 92 may receive the payment request 
information transmitted from the payee device 10 using the 
NFC connection, as illustrated by step 536. 
0212. As described above, specifically with reference to 
FIGS. 12A-C, the payor, in response to a payment request384 
received from the payee device 10, may select an appropriate 
payment method on the payor device 92. For example, the 
selected payment account may include a credit card account 
(e.g., 410), a bank account (e.g., 440) provided by a different 
banking provider with respect to the bank provider associated 
with the payee's crediting account (e.g., 440), or a bank 
account (e.g., 458) in which the banking provider also man 
ages the payee's crediting account. The selection of these 
various types of payment accounts may be illustrated by 
various screen images that may be displayed on the payor 
device 92, as depicted by FIGS. 14E-14G. 
0213 Referring first to FIG. 14E, once the payment 
request information has been received by the payor device, 
the screen 516 may be updated to display the details 540 of the 
payment request, which may generally reflect information 
entered by the payee into the fields 496, 498, and 500 on the 
screen 492 of FIG. 14A. Additionally the screen 516 may 
include the graphical buttons 542 and 544, by which the user 
may either accept or decline the payment request, respec 
tively. As shown in FIG.14E, if the payor selects the graphical 
button 542, the payor may be advanced to the screen 546. The 
screen 546 may list the some or part of the received payment 
request information. For instance, the screen 546 display the 
identity of the payee 550 and the requested payment amount 
552. The screen 546 may also display information pertaining 
to the identity of the payor, as indicated by reference numeral 
548. In the illustrated figure, the payor identify information 
548 may include the name of the payor, as well as an associ 
ated e-mail address identifying the payor. Accordingly, the 
displayed e-mail address may be transmitted to the payee 
device 10 and utilized by the transaction process, such as for 
the sending of the payment receipt 428 described above. 
0214. The screen 546 may further display the presently 
selected payment account 554. As shown here, the current 
selected payment method 554 may be the default or preferred 
payment method which may have been selected by the payor, 
Such as by using one or more of the techniques described 
above with reference to FIG. 7. Additionally, the screen 546 
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