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Table 1
Performance evaluation in terms of EER and FRR when FABR%

FAR (%) FRR (%) EER (%) FRR (%) (FAR- 0%) Threshold range when EER0%

([tmax — tmin]

wfm 5.93 5.38 5.66 47.16 —
wfmm 1.00 1.02 1.01 23.08 —
wfmd-20 3.91 4.12 4.02 15.86 —
wfmd-40 1.55 2.56 2.06 2.56 —
wfmd-60 0.14 0.00 0.07 0.04 —
wfmd-80 0.00 0.00 0.00 0.00 [0.18—0.05]0.13
wfmmd-20 0.88 0.34 0.61 0.94 —
wfmmd-40 0.00 0.00 0.00 0.00 [0.32—0.08]0.24
wfmmd-60 0.00 0.00 0.00 0.00 [0.38—0.05]0.33
wfmmd-80 0.00 0.00 0.00 0.00 [0.41—0.03]0.39

methodology is efficient to overcome the FAR—FRR interde-
pendency problem whereas usiwfim or wfmmalone vyield
intolerable high FRR—47.16% and 23.08%, respectively.
On the other hand, it can be observed thdmmd-mis
outperformedvfmd-maswfmmd-mobtained EER= 0% at
m =40 whereag: =80 forwfmd-mfor similar performance.

Since the verification rates are very high fefmd-80
and wfmmd-m,m = 40, 60 and 80, another performance
indicator is through the observation of range of normalised
threshold values: € [0 1] when EER= 0%: the bigger
range of threshold value yield the better performance, as a
large range of operating pointswith zero errors can be
obtained.Table 1shows the range dfthat result in a zero
error, for wimd-mand wfmmd-m. It can be observed that
the range is getting wider whem grows, which implies
system performance is boost farfmd-80 andwfmmd-m
wherem = 40, 60 and 80. In general, we can postulate that
BioHash, b performance can be improved with the better
biometric feature extractor, i.e. multiple WFMT or with the
largerm wherem < M.

In the practicability viewpoint, the fingerprint recognition

6000

— Genuine
===+ |mposter

5000

3000
2000

1000 |

40

Hamming Distance

Fig. 7. Genuine and imposter population distribution histogram for
case 2.

system have been used under a huge database, and thus thgyis, an experiment is conducted to simulate the situations

size of fingerprint feature should be compact enough for en-
rollment and recognition, henegmd-80 owfmmd-60 seem
like the good compromise between the requirement of ac-
curacy and computation speed. In addition, probability of
recovery forwfmd-80 andvfmmd-60 in security concern are

60 80 . .
not less than} andizL , respectively of random guessing.

3.3. BioHashing one-way transformation validation

As mentioned in Section 2, the crucial concern of pre-
venting biometric fabrication in the verification task is to
ensure that BioHashing is a one-way and non-invertible
transformation, in other words, thre is no deterministic way
to get the user specific code without having both token
with random data and user fingerprint. In order to validate

below:

Let r4 the random pattern that generated by the genuine
user with his/her token and inner-producted with 4 (en-
rolled invariant fingerprint representatiéy) andI'7 4 (test
invariant fingerprint representatiol), with length of bit-
string, m = 60.

Then, the following three cases can be derived:

Casel: (rg, F'ea)Sra, I'ra).

This is the case wheA holds his/her 4 and combine
with his/her ownI'g 4 and 't 4 during the enrollment and
verification session, respectively. This has been vindicated
and discussed in Sections 3.1 and 3.2.

Case2: (ra, 'ea)Sto, I'ra).

This case presumeA lost his/her token credential, i.e.
r4 and replace withr, without update his/her unique code
in the enrolliment session. The simulation result shows in
Fig. 7. It can be observed that the strong overlapping in

Samsung Ex. 1029, Page 9 of 11
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5000 . . : . . . ' It could be alleviated through the user specific credential
— Genuine ; ;
4500 | 7 revocation via token replacement. . .
The methodology presented here is able to extend in var-
4000 r 1 ious directions via straightforward extensions, for instance
3m | ] incorporation image preprocessing or via adoption of alter-
native feature extraction method. Exploration of the later is
3000 | - . S . .
particularly promising in that it would enable adaptation of
2500 1 the featured inner-product discretization mechanism to other
— i biometric form i.e. face, irises and speech.
1500 | i
1000 . 5. Summary
500 - - . . o
3 Human authentication is the security task whose job is to
a Ao 5 limit access to physical locations or computer network only
0 5 'l * 40

Rl to those with authorisation. This is done by equipped autho-
Hamming Distance rised users with passwords, tokens or using their biometrics.
Unfortunately, the first two suffer a lack of security as they
are easy being forgotten and stolen; even biometrics also
suffers from some inherent limitation and specific security
threats, for instance, if an attacker can intercept a person’s
biometric data, then the attacker might use it to masquerade
between genuine and imposter population (both peak at g5 the person. These concerns are aggravated by the fact that
1/2m ) reveals that the uniqueness of bit string (BioHash 4 piometrics cannot be changed. When a biometrics is com-
code) for the genuine user is vanished when different ran- promised, however, a new one cannot be issued. Besides

Fig. 8. Genuine and imposter population distribution histogram for
case 3.

dom pattern, i.er, is used to mix withI'7 4. that, the nature of biometrics system offers binary (yes/no)
Case3: (r4, I'ea)=(ra. I'ro)- decisions scheme, which provided four possible outcomes
WhenTI'r4 is replaced with a non-legitimate fingerprint  gre normally called as FAR, CAR, FRR and CRR. By ma-

feature,I'r,, the result is depicted iftig. 8. Again, asim-  pipylating the decision criteria, the relative probabilities of

ilar outcome as irFig. 7is obtained, both populations also  {hese four outcomes can be adjusted in a way that reflected
peak at 1/# and blunt drop-offs in the genuine population  hejr associated cost and benefits. In practice, that is almost
addressed the loss of unique bit string pattern of the gen- impossible to get both zero FAR and FRR errors due to the
uine user if compare t&ig. 5, therefore the non-invertible  fact that the classes are difficult to completely separate in
property ofb is vindicated. the measurement space. In this paper, a novel two factor
authentication approach which combined tokenised random
data with fingerprint feature to generate a unique compact
4. Concluding remarks code per person is highlighted. The discretization is carried
out by iterated inner product between the pseudo-random
This paper described a novel error-tolerant discretisation number and the wavelet FMT fingerprint feature, and finally
methodology from user-specific fingerprint images and deciding each bit on the sign based on the predefined thresh-
uniquely serialised tokens. The two factor BioHashing has old. Direct mixing of random and biometric data is, in fact,
significant functional advantages over solely biometrics an extremely convenient mechanism with which to incorpo-
or token usage, such as extremely clear separation of therate serialised physical tokens, thereby resulting in two fac-
genuine and the imposter populations and zero EER level, tors (token+biometrics) credentials via tokenised randomi-
thereby mitigate the suffering from increased occurrence of sation. The two factor BioHashing has significant functional
FRR when eliminate the FAR. The process of generating a advantages over solely biometrics or token usage, such as
token of pseudo-random vectors taking place only once for extremely clear separation of the genuine and the imposter
an individual, it can be considered secure in the sense that populations and zero EER level, thereby mitigate the suffer-
there is no way to recover the fingerprint data by getting ing from increased occurrence of FRR when eliminate the
hold on the token (one-way transformation). As a result, a FAR. The process of generating a token of pseudo-random
unique compact code per person should be obtained, which vectors taking place only once for an individual, it can be
is highly desirable in a secure environment and outperforms considered secure in the sense that there is no way to re-
the classic verification scheme, considered a weak-security cover the fingerprint data by getting hold on the token (one-
system for it needs to access an external database of useway transformation). As a result, a unique compact code per
data. In addition, BioHashing technique also addressed the person should be obtained, which is highly desirable in a
invasion of privacy issue, such as biometric fabrication. Secure environment and outperforms the classic verification
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