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(7) ABSTRACT

The invention relates to a device (2) for the secure trans-
portation of an object (3), characterized in that it comprises:

means (4, 6) for containing an object (3) to be trans-
ported, also known as a container, and closure means
(6, 8, 10, 14) for closing said means (4, 6) for
containing an object or container,

communication means (16, 18) for connecting the
means for containing an object or container to a
communication network and for sending over said
communication network a signal relating to a state of
the means for containing said object or container,
and

receiver means (16, 18) for receiving a signal for
opening closure means for closing the means for
containing the object.
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DEVICE AND METHOD FOR SAFE TRANSPORT
ON AN OBJECT

TECHNICAL FIELD AND PRIOR ART

[0001] The invention relates to the secure transportation of
objects, for example cash (especially banknotes) and/or
cheques and/or valuable or confidential documents.

[0002] 1t can also be applied to the transportation of
valuable merchandise, for example merchandise that is
intended for industrial processing, for example industrial
diamonds, or rare materials.

[0003] 1t is applied generally to the transportation of any
kind of materials, documents or information requiring, for
one reason or another, to be transported from one point to
another, or from one person to another, with a particular
degree of security.

[0004] Armored vehicles are currently employed for this
type of secure transportation, for example to transfer ban-
knotes from a strongroom to a bank or from one banking
facility to another banking facility.

[0005] Clearly this type of transportation is subject to a
number of constraints, such as the necessity to book the
services of, or to possess and operate, an armored vehicle
and to provide physical protection for the personnel con-
cerned.

[0006] What is more, using armored vehicles is costly and
thus incurs high costs for those who must use them.

[0007] Finally, armored vehicles are generally large.

[0008] The problem therefore arises of finding a transpor-
tation method and device that are capable of providing a
particular degree of security while allowing conveyance by
less costly or smaller means than armored vehicles.

SUMMARY OF THE INVENTION

[0009] The invention provides a device for the secure
transportation of an object, said device comprising:

[0010] means for containing an object to be trans-
ported, also referred to as a container, and means for
closing or locking said means or said container, and

[0011] communication or connection means for con-
necting the means for containing an object or the
container to a communication network.

[0012] Accordingly, after connecting the container to the
communication network, it is possible to send a signal
relating to the state of the means for containing said object
to another entity (for example to a monitoring or remote
monitoring system).

[0013] The container may then receive in response a signal
for opening the container or the means for containing said
object.

[0014] The invention also provides a device for the secure
transportation of an object, which device comprises:

[0015] means for containing an object to be trans-
ported, also known as a container, and closure means
for closing said means for containing an object or
container,
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[0016] communication means for connecting the
means for containing an object or container to a
communication network and for sending over the
communication network a signal relating to a state of
the means for containing said object or container,
and

[0017] receiver means for receiving a signal for open-
ing the means for containing the object.

[0018] Accordingly, opening of the container or of the
means that contain the object may be conditional on the state
of said means or said container. If the signal relating to the
state of the container indicates an attempt to break into the
container, no opening signal is sent and manual intervention,
for example by the sender, is required to open the container.

[0019] If the signal indicates a normal state of the con-
tainer, the container may be opened after receiving the signal
that authorizes opening. This operation is referred to as
remote opening.

[0020] The secure transportation device of the invention
therefore provides for remote monitoring of the state of the
container, either by the sender or by a third party appointed
by the sender to monitor the transportation of the container
and the object to the intended destination or recipient.

[0021] Tt is possible to use containers of any size, and
requiring no special recognition symbol, but the container
employed is preferably compatible with manual transporta-
tion (in which case it constitutes a secure manual transpor-
tation device) or with mailing. In which case, the format of
the container may be of the type used for mailing services
(envelopes or parcels, for example).

[0022] In other words, the transportation device of the
invention is preferably designed for manual transportation,
for mailing or for delivery by a courier.

[0023] The details of the recipient may additionally be
affixed to the container, especially if the container is mailed
or transported by a courier.

[0024] Consequently, the transportation device of the
invention advantageously replaces prior art secure transpor-
tation resources using strongboxes which must be trans-
ported by security guards, who are usually armed.

[0025] The communication means are preferably adapted
to, or specially programmed to, send an encoded or
encrypted signal relating to the state of the container.

[0026] Encoding or encryption adds an additional degree
of security in that a third party obtaining information by
monitoring the communication network used may intercept
information relating to the state of the container only in an
encoded or encrypted form.

[0027] The system of the invention comprises means for
identifying a normal or abnormal operating state of the
transportation device or its closure means and/or for iden-
tifying an attempt to break into or violate or open the
transportation device or its closure means without authori-
zation or a type of attempt to break into or violate or open
the transportation device or its closure means without autho-
rization.

[0028] Accordingly, the secure transportation device or
the container may be provided with means for detecting or
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measuring the temperature of the atmosphere around the
container and/or means for detecting or measuring the
relative humidity of the atmosphere around the container.

[0029] In one embodiment, a conductive circuit is dis-
posed inside the container with means for detecting inter-
ruption of the circuit.

[0030] A variation outside one or more specified ranges of
temperature and/or relative humidity or above or below a
predetermined threshold value of temperature and/or rela-
tive humidity and/or detection of interruption of the con-
ductive circuit may trip means provided inside the container
for destroying or spoiling or staining or marking an object
contained in the container.

[0031] The communication means of the secure transpor-
tation device of the invention are advantageously means for
connection to a telephone network.

[0032] After connection to a telephone network, the com-
munication means of the transportation device of the inven-
tion dial a telephone number, for example that of the sender
or the agency appointed to monitor transportation.

[0033] Once the call has been set up, the called party
compares the telephone number of the place concerned or of
the telephone jack to which the transportation device is
connected to one or more predetermined numbers of the
initially chosen recipient.

[0034] If the number from which the secured transporta-
tion device is calling is that of the initially chosen recipient,
the container may be opened remotely, after verifying the
state of the container.

[0035] The telephone network via which the call is made
is preferably an analog network, because an analog network
is more secure than a digital network.

[0036] In other embodiments, the communication network
may be the Internet or a local area network (LAN), ETH-
ERNET network, an integrated services digital network
(ISDN), an X.25 network or any other type of network. The
secure transportation device of the invention is then pro-
vided with means for sending over the network signals
relating to its state or a signal or signals identifying a
recipient, for example a predetermined TRANSPAC or
Internet address.

[0037] When it connects to the network, the secure trans-
portation device dials an identification number of a moni-
toring system or device or terminal to which the sender or an
agency appointed to monitor transportation, for example, is
connected.

[0038] After the connection is set up, a signal or signals
relating to the state of the container is sent to a person (for
example the sender or the person monitoring transportation)
or to the monitoring system or device or terminal who or
which is able to send an opening signal for opening the
means which close or lock the container throughout its
transportation. When the call has been set up, an electronic
address or identification of the place concerned or of a
terminal to which the transportation device is connected may
be compared to a predetermined identification or address for
the recipient initially chosen. If the address or identification
is that of the recipient initially chosen the container may be
opened remotely, after the state of the container has been
verified.
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[0039] According to another aspect of the invention, the
secure transportation device of the invention further com-
prises electrical power supply means for supplying power to
the connection or communication means and/or the receiver
means.

[0040] Thus the device of the invention is autonomous. All
that is required, before transportation commences, is to
check that the electrical power supply means have sufficient
capacity to send the signal corresponding to the state of the
container.

[0041] The invention also provides a device for monitor-
ing the secure transportation of an object contained in a
closed container, for example a container of the invention as
defined hereinabove, which monitoring device is character-
ized in that it comprises:

[0042] means adapted to be connected to a commu-
nication network to receive a signal relating to a state
of the container, and

[0043] means for determining, or specially pro-
grammed to determine, a state of the container as a
function of the signal relating to the state of the
container,

[0044] means for determining, or specially pro-
grammed to determine, if an opening signal may be
sent or transmitted to said container, as a function of
the state of the container so determined, and

[0045] means for sending, or specially programmed
to send, a signal or an opening signal to the container.

[0046] The invention further provides a system for moni-
toring the secure transportation of an object contained in a
closed container, for example a container of the invention as
defined hereinabove, which system is characterized in that it
comprises:

[0047] means adapted to be connected to a commu-
nication network to receive a signal relating to a state
of the container, and

[0048] means for sending, or specially programmed
to send, an opening signal to the container after
receiving, and as a function of, the signal relating to
the state of the container.

[0049] A monitoring system as defined above provides
remote monitoring of the state of a container or a secure
transportation device of the invention when said device or
said container is handed over to a recipient.

[0050] The monitoring system may be provided with
means adapted to, or specially programmed to, send a signal
for destroying or staining or potting or marking an object
contained in the container if the state signal received indi-
cates that the container has been forced or is being forced or
has been attacked or is being attacked by an external agent
or that the container is still closed after a predetermined
period closure.

[0051] 1t may be advantageous, in some situations, to be
able to destroy or neutralize the object contained in the
container immediately if it is found, on receiving the closed
container, that it has suffered an attempted attack or it is
found that the container was not opened at the appointed
time.
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[0052] In one embodiment of the invention, the monitor-
ing system of the invention further comprises means for
arming beforehand means for destroying, staining, potting or
marking an object contained in the container and for then
disarming said means before the opening signal is sent.

[0053] The operation or step or arming the destruction,
staining, potting or marking means may be effected imme-
diately after loading the object into the container, for
example on the premises of the monitoring system operator.

[0054] The communication network to which the moni-
toring system of the invention is connected may be of any of
the types already referred to (a telephone network, the
Internet, an Ethernet network, a LAN, an ISDN, an X.25
network, or any other type of network).

[0055] The system of the invention preferably further
comprises, or is preferably further connected to, a local
communication line, of a local network, for example of a
local telephone network, which may be used to arm the
means for destroying, staining, potting or marking an object
contained in the container.

[0056] Accordingly, if the container is itself also con-
nected to the local network, for example to the local tele-
phone line, arming may take place without encoding the
information exchanged between the monitoring system and
the container.

[0057] According to another aspect of the invention, the
monitoring system further comprises means for storing an
identification code of a recipient or a destination of the
transported object and for comparing an identification code
received with said identification code of the recipient or the
destination of the object.

[0058] The monitoring system then sends a signal, for
example an opening signal, which allows for the identifica-
tion code of the recipient or the destination of the transported
object.

[0059] The invention further provides a method for the
secure transportation of an object, which method comprises:

[0060] loading the object into means for containing
said object and closing or locking said means, which
are preferably of the type defined hereinabove in the
context of the present invention,

[0061] transporting said object and the means that
contain it,
[0062] connecting the means that contain the object

to a communication network, and

[0063] sending over said communication network a
signal relating to the state of the means that contain
the object.

[0064] An opening signal is received by the means that
contain the object in response to sending the signal relating
to the state of the means that contain the object, especially
if the signal transmitted by the container indicates that it is
in a predetermined state, preferably a normal state.

[0065] In another embodiment of the invention, the above
kind of method includes, before the transportation step, a
preliminary step of arming means for destroying, staining or
potting the object contained in the container.

Jan. 16, 2003

[0066] The object contained in the container may then be
neutralized, destroyed, stained or potted if the signal trans-
mitted by the container indicates that the container is in a
state other than the predetermined state, especially a state
other than the normal state, or that the container has been
forced or is being forced, or has been attacked or is being
attacked, by an external agent, or that the container is still
closed after a predetermined closure period.

[0067] The invention further provides a method of moni-
toring the secure transportation of an object contained in a
closed container, which container is preferably of the typed
defined hereinabove in the context of the present invention,
and which method is characterized in that it comprises:

[0068] means connected to a communication network
receiving a signal relating to a state of the container
after connection of said container to said network,
and

[0069] sending an opening signal to the container
after receiving the signal relating to the state of the
container, in particular if the signal relating to the
state of the container corresponds to at least one
predetermined type of state, or, after receiving the
signal relating to the state of the container, sending
a signal that is a function of or depends on said signal
relating to the state of the container.

[0070] The invention further provides a method of moni-
toring the secure transportation of an object contained in a
closed container, which method is characterized in that it
comprises:

[0071] means connected to a communication network
receiving a signal relating to a state of the container
after connection of said container to said network,

[0072] neutralizing, destroying, staining or potting
the object contained in the container if the signal
relating to a state of the container sent by the
container indicates that it has been, or is being,
forced, violated or attacked by an external agent, or
if the signal relating to a state of the container sent
by the container differs from at least one predeter-
mined signal or does not correspond to at least one
predetermined signal or at least one predetermined
type of signal, or if the container is still closed after
a predetermined closure time.

[0073] Accordingly, either the container can be opened
remotely if the state of the container is identified as being
satisfactory or as conforming to a predetermined state, or the
container can be neutralized if the state of the container does
not correspond to a predetermined state, one that is deemed
to be satisfactory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0074] The features and advantages of the invention will
become clearer in the light of the following description. This
description relates to embodiments provided by way of
explanatory and non-limiting example and refers to the
accompanying drawings, in which:

[0075] FIG. 1 represents a transportation device of the
invention,

[0076] FIG. 2 represents a transportation device of the
invention and a monitoring system, both of which are
connected to a network,
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[0077] FIG. 3 represents diagrammatically the structure of
a data processing system of a monitoring system of the
invention,

[0078] FIG. 4 represents a monitoring system of the
invention and a plurality of transportation devices connected
to said monitoring system by networks or local links,

[0079] FIGS. 5A and 5B represent another embodiment
of a transportation device of the invention,

[0080] FIG. 6 represents the functional architecture of
communication and security control means of a secure
transportation device of the invention,

[0081] FIG. 7 represents one embodiment of communi-
cation and security monitoring means of a secure transpor-
tation device of the invention, and

[0082] FIG. 8 is one example of a network architecture of
one embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0083] FIG. 1 represents diagrammatically a secure trans-
portation device 2 of the invention. In the embodiment
shown, this device takes the form of a case whose two parts
4, 6 can be closed by closure or locking means 8, 10, 12, 14.

[0084] The case can be used to transport cash 3 or any
other merchandise which must be transported confidentially
or whose transportation necessitates certain precautions.

[0085] A handle 7 enables manual transportation of the
device.

[0086] The closure or locking means can be of the elec-
tromagnetic type, for example, essentially comprising a
miniature solenoid. In a different embodiment, the closure or
locking means essentially comprise a selectively operable
mechanical device.

[0087] The device can further comprise power supply
means to confer upon it some degree of autonomy, for
example a compact lithium battery.

[0088] Means 16 provide a connection to a communica-
tion network and means 18 send signals to a monitoring
system, which is described later, via the connection means
16, in particular signals relating to the state of the transpor-
tation device or signals identifying the place at which the
device 2 is connected to the network. These means also
receive signals sent by the monitoring system.

[0089] Inthe embodiment shown, the reference number 16
designates a jack for a connection to a network such as a
telephone network and the means 18 disposed inside the
transportation device are electronic means for sending or
receiving signals via the connection set up with the aid of the
means 16 or the jack 16.

[0090] The means 18 preferably also monitor opening and
closing of the closure or locking means 8, 10, 12, 14. In other
words, the closure means receive a closing or opening
instruction from means disposed inside the transportation
device itself.

[0091] The walls that define the transportation device of
the invention can be made of flexible plastics materials,
especially in the case of parcel type devices, or of a material
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such as rubber for devices with an “envelope” format. These
types of materials are compatible with the insertion into the
container of management means or a management system 18
in the form of an electronic circuit card, for example, and
with the provision of a connecting jack 16 on one of the
outside surfaces or walls.

[0092] For larger devices, such as cases of the type shown
in FIG. 1, non-deformable materials can be used for the
walls.

[0093] As indicated above, the jack 16 enables connection
to a communication network. FIG. 2 shows the connection
of the closed case 2 to a telephone network 20 shown
diagrammatically in dashed outline. The jack 16 is used to
connect the case to a telephone jack 19 by means of a cable
17.

[0094] A monitoring system 22 is also connected to the
communication network 20, for example by connecting it to
a telephone jack 21, as shown here. In the example shown,
the monitoring system essentially comprises a microcom-
puter 22 provided with an interface enabling it to commu-
nicate via a telephone network, for example a modem. An
operator 24 implements the monitoring function, as
described later.

[0095] The monitoring system 22 comprises a display
screen 23, a keyboard 26, and peripheral devices such as a
mouse 27 for moving a cursor over the screen 23.

[0096] FIG. 3 is a block diagram of the components of the
monitoring system 22. A microprocessor 34 is connected by
a bus 38 to random access memories (RAM) 30 for storing
data and to a read only memory (ROM) 32 in which
monitoring program instructions are stored. The system
further comprises the display screen 23 and the peripheral
devices (keyboard 26 and mouse 27).

[0097] The reference number 36 designates a modem for
setting up a call to a telephone network 20.

[0098] APC can be used as the computer of the system 22
of the invention. For example, the system 22 can be based
on a Pentium PC running Windows NT.

[0099] More generally, a plurality of users, that is to say a
plurality of containers each transporting one or more differ-
ent objects, can be connected to the monitoring system 22.
FIG. 4 shows this embodiment, in which containers or
transportation devices 48, 50 (represented here in the form
of parcels, for example postal parcels) are connected via a
communication network 46 such as a public telephone
network to receiver means 42 such as a receiver center in
turn connected to the monitoring system 22 by a connection
44 (for example an RS 232 connection).

[0100] Alocal connection can be made between containers
52, 54 on the premises of the operator of the monitoring
system 22 via one or more local connection lines 56. The
benefit of this type of connection is explained later.

[0101] The combination of the monitoring system 22 and
the receiver means 42 is connected to electrical power
supply means 58.

[0102] The description of the above system refers to a
communication network in the form of a telephone line. It is
also possible to use any other type of communication
network employing a system for addressing equipment units
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or stations connected to it. For example, it is possible to use
the Internet, the link being provided, for example:

[0103] at the monitoring system 22 end, by a PC
fitted with a communication card, and whose address
is known, and

[0104] at the recipient end, by the transportation
device itself, to be more precise the electronic means
18, which comprise a programmed microprocessor
and a network card (or line interface means) for the
connection to the communication network, for
example.

[0105] A secure transportation method using the systems
described above is explained next. First of all, the object 3
to be transported is placed in the transportation device 2 and
the device is closed. The means 8, 10, 12, 14 are locked so
that the device 2 cannot be opened without forcing it unless
opening is commanded by the monitoring system 22.

[0106] The means 8, 10, 12, 14 can be locked by any
available means, but preferably by the means 16, 18 that
command opening when the container is received. In this
case, before shipping the container and its contents, the
transportation means are connected to the system 22 a first
time and the system sends a signal for closing or locking the
container(s) 2, 52, 54. To avoid security problems that may
arise during this step if using a public network, such as a
public telephone network, this first connection is advanta-
geously a local connection, for example a connection via a
local area network such as the local lines 56 (FIG. 4): in this
case communication between the monitoring system 22 and
the container(s) does not need to be encoded or encrypted.

[0107] During or after this locking phase, information that
will be used in the opening procedure is transmitted from the
monitoring system 22 to the container 2, 52, 54.

[0108] Following its shipping and transportation, the
transportation device is received by its recipient. Using the
means 16, 17, 19, the recipient sets up a connection to the
system 22 via the network 20.

[0109] If the container 2 is in a normal state, for example
if there has not been any attempt to open it without autho-
rization, to force it, to force the closure means 8, 10, 12, 14,
or to force or destroy or interfere with the opening control
means 18, the means 18 emit a signal which reflects this
normal state and is received by the monitoring system 22.
The operator 24, or the system 22, which is specifically
programmed for this purpose, can then determine the state of
the container as a function of the signal received (in this
instance a normal state), and determine a signal to be sent
back in response (in this instance a signal to open the
container). The system 22 can then send an opening signal
to the transportation device 2. This signal is received and
processed by the means 18, which then send an opening
instruction or command to the locking means 8, 10, 12, 14.

[0110] If the state of the device 2 indicates that it has
suffered an attempt to open it without authorization, or that
it has been forced or is being forced, or that the locking
means 8-14 or the control means 18 have been forced or
interfered with in a manner that might indicate an attempt to
force them, the means 18 send a different signal, which
reflects this state. The operator 24, or the system 22, which
is specifically programmed for this purpose, can then deter-
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mine a state of the container as a function of the signal
received (in this instance an abnormal state), and determine
the required response (in this instance not to send a signal for
opening the container). The system 22 does not send the
transportation device 2 an opening signal in this case. It can
send it a signal indicating the existence of an anomaly and
that it is impossible to send an opening signal, which is
received and processed by the means 18, which can forward
the information to a display device incorporated into the
walls of the container or to a device for emitting an alarm
signal.

[0111] The device 2 and its means 18 can send, or are
programmed to send, a predetermined signal as a function of
the state of the container or of the device 2. They can also
send a signal identifying the container itself.

[0112] Similarly, the system 22 sends an opening signal if
the signal received that indicates the state of the transpor-
tation device corresponds to a predetermined type of signal
that an operator 24 can qualify as normal or not.

[0113] In other words, the device 2 is programmed, or
specifically programmed, to send, as a function of the signal
received, either an opening signal or some other type of
signal (for example a signal indicating that it is impossible
to send an opening signal or a signal for neutralizing the
contents (see below)).

[0114] The device 2 can be programmed so that some
signals that do not correspond to a completely intact state of
the container are accepted or interpreted by the device 2 as
representing an almost normal state; an opening signal can
be sent in response to this type of signal.

[0115] The means for detecting an attempt to break into
the device 2 can be the means 18 themselves, or additional
means such as sensors which transmit to the device 2 or to
the means 18 a signal representing a normal or abnormal
variation of a particular physical parameter.

[0116] For example, the inside walls of the transportation
device 2 can be provided with electrical means forming a
circuit when the container is closed, this circuit being
interrupted in the event of an attempt to break into the device
2, such as an attempt to separate the two parts 4, 6 of the
device 2. The inside walls of the device 2 can be covered
with an electrical mesh, for example, or with electrical
conductors that are connected to the electronic means 18. In
a normal closed state of the device 2, a current flows
normally in the mesh or in the conductors and a prescribed
current is detected by current detector means, disposed in the
means 18, for example. If the circuit is interrupted current no
longer flows and the means 18 register a change in the
current. After connection to the network 20, the means 18
send a signal indicating this change.

[0117] The device 2 can further be provided with one or
more sensors, such as a heat sensor for detecting an abnor-
mal change in temperature in the environment of the device
2 or a relative humidity sensor for detecting an abnormal
variation in the relative humidity in the environment of the
device 2. Sensors of this kind can detect an attempt at
unauthorized opening or violation using one or more sudden
variations in temperature and/or by introducing a liquid
around the container or the means 18 for sending signals or
for controlling opening of the transportation device.
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[0118] The device 2 can be attacked in other ways, for
example by applying a high voltage to visible components of
the device or by applying electromagnetic fields. Sensors
can therefore be provided to detect variation of a voltage
applied to the device 2 or variation of an electromagnetic
parameter, for example a magnetic field applied in the
environment of or inside the device 2.

[0119] In one example, the device is equipped with two
temperature sensors, namely a first sensor for detecting
temperatures below a threshold T, (for example -25° C. or
0° C.) and a second sensor for detecting temperatures above
a threshold T, (for example 60° C. or 40° C.).

[0120] In another example, two protective meshes can be
stuck to the device 2, namely a first mesh in the upper
portion 4 and a second mesh in the lower portion 6. A
potentiometer can be provided for each mesh to vary an
impedance that varies as a function of the surface area of the
device 2. Each potentiometer is connected to the means 18
by two soldered wires.

[0121] In a further example, a switch can be mounted
directly on the device 2 to signal its opening. This switch
delivers a binary indication. It is connected to the means 18
by two soldered wires.

[0122] The use of sensors, such as electrical or electro-
magnetic sensors (for example voltage or magnetic field
sensors) or heat or relative humidity sensors, or electrical
meshes, or staining or destruction or potting means, is
compatible with producing a device of the invention in any
of the formats already referred to hereinabove. All that is
required is to select the sensors or to adapt the size of the
staining or destruction or potting system to suit that of the
selected transportation device.

[0123] For improved security, an identification code of a
recipient or a destination of the transported object can be
stored beforehand by the monitoring system 22. If the
network 20 is a telephone network, this code can be the
telephone number of the place to which the device 2 is to be
delivered. When the device 2 is connected to the telephone
network 20 via a telephone jack 19, the telephone number of
the place of arrival, or which corresponds to the jack 19 to
which the device has been connected, can be sent automati-
cally to the monitoring system 22, which therefore identifies
the place where the device 2 is located, or to which it has
been delivered, and can therefore verify if that place corre-
sponds to the place to which the transportation device should
in fact have been delivered in the first place. It is therefore
possible to add the following condition, as a condition for
delivery by the system 22 of the signal for opening device
2: the identification code is that of the recipient or the
destination initially intended. The connection of the system
22 to the telephone network 20 can also provide for auto-
matically identifying the calling device 2 once it has been
connected to the telephone network.

[0124] When, as already mentioned, the means 18 are
designed or programmed so that they also send a signal
identifying the container, the system 22 can further verify
whether the intended container has been delivered to the
intended recipient or destination, by checking container
identification and destination data previously stored in the
memory of the system 22.

[0125] Another condition for the deliverance, by the sys-
tem 22, of the signal for opening the device 2 can therefore
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be the following condition: the container is that which is for
the recipient or the destination originally intended.

[0126] To complement the protection obtained with the aid
of one or other of the means already described above, the
transportation device of the invention can further incorpo-
rate means for destroying and/or staining and/or potting
and/or marking an object that it contains.

[0127] Thus the content of the device 2 can be rendered
unusable by anyone succeeding in forcing the device 2 or
opening it without authorization. For example, cash 3 can be
stained, or confidential documents can be destroyed, or
precious objects can be potted to form a solid mass in the
event of any attempt to open the device 2.

[0128] In one embodiment, a dedicated compartment
inside the device contains a product or a liquid suitable for
such neutralization, such as an indelible dye for staining, a
mineral acid or an organic solvent for destruction, or a
synthetic resin for potting.

[0129] The transportation device is then preferably made
of an impermeable material, which guarantees maximum
effectiveness of neutralization the object by the neutralizing
liquid or product.

[0130] The dedicated compartment that contains the neu-
tralization product or liquid is preferably isolated from the
part receiving the content to be transported by a wall, for
example a polyurethane foam wall, thereby protecting it
from impact during transportation and manipulation.

[0131] Means are also provided for expelling the neutral-
ization liquid or product onto the object transported in the
device 2, for example a second compartment containing a
compressed gas for expelling the product.

[0132] The product is then spread uniformly over the cash,
documents or objects transported, for example by spray
manifolds disposed in the vicinity of the area in which the
object 3 transported is located.

[0133] A staining or destruction or potting process can be
tripped by means internal to the container, such as the means
18, and/or by the remote monitoring system 22.

[0134] The destruction, staining or potting means can
therefore be tripped by the electronic system 18, for example
on the basis of information received from one or more
sensors as already described (interruption of a circuit and/or
a conductive mesh and/or detection of an abnormal variation
in relative humidity and/or detection of an abnormal varia-
tion in temperature and/or detection of an abnormal varia-
tion in a voltage and/or an electromechanical parameter such
as a magnetic field and/or detection of an abnormal variation
in any other physical parameter that may represent an
attempt to break into the device 2).

[0135] The staining, destruction or potting system can be
tripped by the system 22 if it detects an anomaly, for
example after receiving via the network 20 a signal that
represents an abnormal state of the device 2. It can also be
tripped if the system 22 identifies a recipient not conforming
to the recipient initially intended or a container that does not
correspond to the intended recipient, even though the recipi-
ent is in fact the one originally intended.

[0136] In this case, the system 22 not only does not send
an opening signal but also sends a signal or an instruction for
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tripping the destruction, staining or potting of the object. To
be more precise, this signal is received by the means 18
which trip the destruction, staining or potting means.

[0137] When, after connection to the network 20, the
means 16, 18 send the monitoring system 22 a signal
reflecting a normal state of the transportation device, the
system 22 sends in response:

[0138] a signal for disarming or deactivating the
staining, destruction or potting means, and

[0139]

[0140] In accordance with another aspect of the invention,
the device 2 must be opened and its content must be
removed from it within a particular time interval starting
from reception of the signal authorizing its opening. Beyond
this time interval, the device is locked again and/or the
destruction, staining or potting means are armed or activated
again.

[0141] To this end, the means 18 include a clock and, after
a particular time period, the means 18 send a signal to trip
locking and/or the arming system.

[0142] When the transportation device 2 has been loaded
with the object 3, the device is closed and locked and the
staining, destruction or potting system is then armed, where
applicable. These operations are effected on the instructions
of the operator 24 of the system 22, for example, by means
of a connection via a local line, such as one of the lines 56
shown in FIG. 4.

[0143] FIGS. 5A and 5B show an embodiment of a
transportation device 60 of the invention which includes
means for neutralizing the transported contents.

[0144] In these figures, the reference number 16 desig-
nates the jack for the connection to the network and the
reference number 18 designates electronic communication
and signal processing means. The reference number 62
designates the staining system connected to staining mani-
folds 70, 72 which are disposed at the bottom of a compart-
ment 78 which can contain banknotes or documents. A cover
80 in the upper part 4 of the device closes the compartment
78.

[0145] Closure switches 74, 76 detect opening of the
transportation device in the manner previously described,
and with the same consequences.

a signal for opening the device 2.

[0146] The closure system 82, 84 operates on the principle
of electromagnetic locking: the system 60 is opened or
closed electrically, using a solenoid, and is connected to the
electronic control system 18. The power rating of the coil of
the solenoid is 3 W and the solenoid voltage is set at 6 V, for
example.

[0147] Power supply means 119 and back-up battery
means 124 are also represented in the wall of the case 60.

[0148] FIG. 6 shows the electronic means 18 for control-
ling and monitoring a secure transportation device of the
invention provided with various peripheral devices.

[0149] To be more precise, the means 18 include a first
subsystem 18-1 for managing communication with the
monitoring system via the jack 16 and which also controls
signaling means 17 for indicating a system anomaly to an
external operator or transporter.
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[0150] The means 18 include a second part 18-2 which
manages system security and locking. In the FIG. 6 embodi-
ment, this second part is connected to a mesh 92 in the
container, a heat sensor 94, and an opening sensor 96. The
means 18-2 also control opening and closing of the locking
means 90 of the device.

[0151] The means 18-2 also control activation of the
staining, destruction or potting system 62, with its two
compartments 61-1 and 62-2 and two spray manifolds 70,
72.

[0152] The FIG. 6 diagram relates to one particular
embodiment of the invention. A transportation device of the
invention can also be implemented without the members 92,
94, 96 and without the staining means 62. It is then obvi-
ously less secure, but the container can be opened remotely
as a function of a signal indicating the state of the device.

[0153] FIG. 7 shows in more detail the communication
and control means 18 of a transportation device of the
invention.

[0154] The components of this device are organized
around a microprocessor or microcontroller 100, non-vola-
tile memory means 102 and a clock 103.

[0155] The embodiment shown comprises the following
sensors or detectors:

[0156] a temperature sensor 94,

[0157] a relative humidity sensor 104,

[0158] a protective mesh 106 in the upper part 4 of
the device,

[0159] a protective mesh 108 in the lower part 6 of
the device,

[0160] an opening detector 96 (opening switch), and

[0161] means 110 (empty/full switch) for detecting
the presence of an object in the device.

[0162] Each sensor or detector is connected to means or to
a circuit 95, 105, 107, 97 for shaping the signal emitted by
the sensor or the detector. Once it has been shaped, the signal
is transmitted to the microprocessor 100, which is pro-
grammed to trigger the necessary actions after receiving
signals from the above sensors or detectors (sending a signal
reflecting an incorrect state of the device to the monitoring
system 22, triggering a signal commanding neutralization,
displaying a message to a user, for example the transporter
or the recipient of the object).

[0163] The microprocessor 100 also triggers opening of
the locking means 8-14 (FIG. 1) or 82, 84 (FIG. 5A, 5B) or
90 (FIG. 6) by sending a signal which is shaped by a shaping
circuit 112.

[0164] Communication with the monitoring system is via
line interface means 114, a modem 116 and a DTMF sender
118.

[0165] In one embodiment of the invention, the modem
116 is a V.23 modem transmitting at 1 200 bauds in the
container to supervisor direction and at 75 bauds in the
supervisor to container direction. The choice of these values
optimizes the electrical power consumption of the device.
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[0166] The signals received from the monitoring system
22 pass through the jack 16, the interface 114, and the
modem 116 and are forwarded to the processor 100, which
is programmed to trigger the necessary actions after receiv-
ing this signal (for example, opening the transportation
device, triggering neutralization (staining, potting, destruc-
tion), or displaying a message on a display screen 130 of the
transportation device).

[0167] Signals sent to the monitoring system 22 by the
means 18 pass through the circuit 118, the interface 114 and
the jack 16.

[0168] Power supply means 119 such as a battery con-
tained in the transportation device of the invention are also
connected to the means 18, and in particular to voltage
regulator means 120. These are in turn connected to power
supply routing means 122 which supply a voltage V. to the
microprocessor 100 and a power supply voltage to the
interface circuit 114. The voltage regulator means 120 can
also be connected to a charger 127 which can itself be
connected to a DC charger 125 and to a diode 123 indicating
the state of charge of the battery.

[0169] Finally, back-up battery means 124 can be pro-
vided to supply power to the interface 114. Thus a malfunc-
tion of the power supply of the transportation device of the
invention or a reduction in the power supply voltage does
not interfere with communication with the monitoring sys-
tem 22.

[0170] The back-up battery means 124 also establish com-
munication with the supervisor 22 if the battery is com-
pletely destroyed or the power supply means are completely
destroyed, for example following a potting, staining or
destruction operation. Thus the command for opening the
device can be executed without recourse to mechanical
means of the crowbar type.

[0171] FIG. 5A also shows the means 119 and 124 in
position in the wall of the case 60.

[0172] The means 18 can be implemented entirely in the
form of printed circuits, with the temperature and relative
humidity sensors soldered to the printed circuit. The meshes
106, 108 and the opening switch 96 are connected to the
electronic circuit card by soldered wires. Two soldered wires
also connect the card to the means for locking the transpor-
tation device.

[0173] One embodiment of the transportation device of the
invention includes means for locating it continuously during
its transportation.

[0174] GPS location means can be used, for example.

[0175] In this case, the transportation device of the inven-
tion includes GPS transceiver means.

[0176] The device can therefore receive information on its
location at anytime.

[0177] 1t is also equipped with means for sending RF
signals to and receiving RF signals from the monitoring
system, for example transceiver means.

[0178] The monitoring system is also equipped with trans-
ceiver means for sending and receiving RF signals. It
processes signals received from the transportation device
and containing information on its position, and in this way
monitors its route.
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[0179] If the route differs or departs from a route planned
in advance, the monitoring system can send a signal to trip
the means for neutralizing the transported contents.

[0180] A method according to the present invention of
transporting an object is described in more detail next.

[0181] For security reasons, the transportation operation
preferably begins in the premises in which the monitoring
means 22 are installed.

[0182] The cash, documents or objects to be transported
are loaded into the device 2, 60 or the transportation case
beforehand or on the premises containing the monitoring
means 22.

[0183] When the container, loaded with its contents, has
been closed, the following operations are effected.

[0184] The supervisor 22 receives information concerning
the recipient of the contents, for example a telephone
number. This operation can be effected automatically, after
dialogue with the operator’s data processing system 22, or
manually.

[0185] The local telephone line 56 used for programming
it is connected to the container.

[0186] A telephone call is set up between the supervisor 22
and the container 2 or 60.

[0187] Confidential information that will be used when
opening the container is then exchanged.

[0188] At this time the monitoring system 22 verifies the
state of the battery 119 and the sensors. The corresponding
information is displayed on the monitoring screen and/or on
a LCD and/or stored in memory. A report is then sent to the
operator’s data processing system and an arming confirma-
tion docket is printed out.

[0189] The local telephone line 56 is then disconnected
and the container is handed over to the transporter.

[0190] The device can be disarmed on the premises of the
client who takes delivery of the container or on the premises
of the operator if a container that has not been emptied is
returned to the operator. In both cases, the objective is to
open the case without neutralizing the contents.

[0191] This operation is carried out under the control of
the supervisor 22, after connecting the container to a pre-
determined specific telephone line.

[0192] The following operations are therefore carried out
once a container has been received.

[0193] The container is connected to a local or direct
telephone line. Connecting the container leads to automatic
line seizure and the dialing of a telephone number, which in
this example is the telephone number of the supervisor 22.

[0194] A call between the supervisor 22 and the container
is then set up.

[0195] Information is exchanged to authorize opening of
the container. Opening of the container is authorized after
verifying confidential information loaded during the arming
operation, including the identity of the recipient. The detec-
tion of an error can terminate the procedure for opening the
container.
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[0196] The authorization to open the container is then
sent. It can be valid for only a particular time, for example
for 10 s.

[0197] Ifit is not opened during this time, the container is
locked again.

[0198] Otherwise, the container is opened, which can be
reported immediately to the supervisor 22, for example
displayed in an events table of the supervisor 22 and/or by
sending a report to the operator’s data processing system.

[0199] The telephone line is then disconnected.

[0200] If the container cannot be opened, the user discon-
nects his telephone line and starts the operation again later.
This automatic redialing of the telephone number can be
disabled after a particular time (for example after one
minute), requiring the client or the recipient to remain in
front of the container during the disarming operation.

[0201] The monitoring system 18 can be programmed to
make opening impossible after a plurality of successive
opening attempts (for example three attempts). The device is
then returned to the operator, for example, who alone has
authority to intervene.

[0202] Specific information corresponding to one or other
of the above steps can be displayed on display means of the
container.

[0203] In particular, the display means advise the user if
the container cannot be opened.

[0204] The operations described above assume that stain-
ing, destruction or potting has not taken place. Staining,
destruction or potting relates to a container that is armed,
closed and not empty. If the container is not armed, closed
and not empty, an anomaly is stored for logging in the
supervisor 22, but this does not activate the staining or
destruction command.

[0205] The neutralization command can also be triggered
remotely by the supervisor 22. This enables the operator to
intervene on containers that have been reported stolen.

[0206] Once opened and emptied of its contents, the
container is sent back to the monitoring system, which can
assign it to transporting another object to another recipient.
The electronic address or identification of the new recipient
can be stored in the monitoring system 22 for verifying the
identity of the new recipient, after delivery and before
opening.

[0207] In another embodiment of the invention, the con-
tainer can be charged with another object on the premises of
a first recipient and then sent directly to a second recipient
without being sent back first to the monitoring system.

[0208] The procedure is then the same as that previously
described, except for this difference: closure, arming the
neutralization means and/or checking the state of the battery
and the sensors are effected by remote control, possibly after
unloading the container, and while the container is still
connected to the line or to the jack 19 of the first recipient
(see FIG. 1).

[0209] The new electronic address and the new identifi-
cation number of the new recipient can also be transmitted
during this connection.
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[0210] The new destination of the container is then pro-
grammed (by entering an electronic address or code or an
identification number for the new recipient).

[0211] In one embodiment of the invention, the new
electronic address or identification number can be entered
and stored beforehand, while preparing the container on the
premises of the monitoring system operator, before shipping
it to the first recipient.

[0212] In other words, several successive recipient elec-
tronic addresses or identification numbers can be entered
beforehand. This avoids having to send one or more confi-
dential identification codes over a public communication
network such as a telephone network.

[0213] The means or the electronic card 18 have no
identification before a container is used for the first time. A
number is assigned to the container, copied into the non-
volatile memory 102 of the card 18, and added to a database
maintained by the supervisor 24, possibly with the container
connected to a local line 56 (FIG. 4). This operation can also
be used to associate a given container with the name of a
given operator 24 and thereby prohibit use with the super-
visory system 22 of any other operator. The identification
data can be part of the data sent by the container to the
supervisory system 22 after it is received by a recipient and
connected to the network on the premises of the recipient.
The data is first verified (is the sending container authorized
to work with the supervisor contacted?), after which the
system 22 carries out the verification operations already
explained hereinabove (verification of the state of the con-
tainer and possibly verification of the identity of the recipi-
ent).

[0214] Accordingly, a system of the invention initializes
each of the containers that it uses and manages the contain-
ers via existing networks.

[0215] A method of managing a set of containers in
accordance with the present invention therefore comprises
the following steps:

[0216] remote identification or recognition of the
contents, via one or more communication networks,
after the container is connected to one of these
networks,

[0217] possible opening of the container, as a func-
tion of its state and in accordance with one of the
procedures already described hereinabove, or

[0218] sending an ‘impossible to open’ message to
the container or sending a signal or a message to
trigger neutralization of the contents.

[0219] Each user or recipient must beforehand specify to
a container manager what kind of object is to be transported
and the type of network to which access is available. The
manager can then identify the container to be used and
initialize it in accordance with the procedure already
described hereinabove.

[0220] The transportation method as already described
hereinabove can then be implemented.

[0221] The monitoring system described hereinabove can
be used in conjunction with a system for managing a set of
transportation devices of the invention.
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[0222] FIG. 8 shows this embodiment, in which the
supervisory system (supervisor) is equipped with supervi-
sory software on a computer local area network 29 and is
connected to the local area network 150 of the management
system (manager).

[0223] The reference number 22 designates a microcom-
puter of the monitoring system, as already described here-
inabove with reference to FIGS. 2 and 3, for example, and
the reference number 42 designates receiver centers, such as
that already described hereinabove with reference to FIG. 4.

[0224] In practical terms, in this embodiment, the man-
agement system 150 prints out a transportation docket which
is handed over to the supervisor 29.

[0225] A firewall 153 isolates the two networks.

[0226] The transportation docket issued by the manager
150 comprises, for example:

[0227] case or container number,

[0228] client code,

[0229] delivery note number, and

[0230] authorized date of opening (optional) and

duration of opening.

[0231] The connection between the two networks 29 and
150 is preferably such that the transportation docket can also
be entered from the network 29 if necessary.

[0232] The supervisor effects (or is specially programmed
to effect) the programming of the containers and the recep-
tion of remote calls.

[0233] The supervisor can also receive and maintain cases,
which services are respectively designated by the reference
numbers 152 and 154 in FIG. 8.

[0234] The supervisor software stores the following infor-
mation in the memory means available to the supervisor:

[0235] client data (on disc 25 from the monitoring
network 29),

[0236] information on the transportation docket
issued by the manager,

[0237] file of cases and shipping note in temporary
state (for use by manager and supervisor),

[0238] file of delivery notes entered and not pro-
cessed because of error when programming case,

[0239] file of shipping of empty cases from the
center,

[0240] file of customer restarts before neutralization
of the content of a transportation device,

[0241] return of case test information in local or
remote mode,

[0242] information on success or failure of an attempt
to open a case remotely,

[0243] nature of connection incidents (wrong jack,
wrong code, wrong case, etc.),

[0244]
[0245]

status of a case,

state of a case,
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[0246] list of cases already opened and/or disarmed
and/or still on a mission,

[0247] list of operational cases ready to go,
[0248] history of operations (events),
[0249] customer connection counter.

[0250] The possible states of a container or a case can be
defined as follows:

[0251] available (battery on trickle charge on rack),

[0252] on a mission (not on the monitoring system
site),

[0253] on a run (remotely programmed),

[0254] opened remotely,

[0255] expected empty at center,

[0256] expected full at center,

[0257] in store on the client’s premises,

[0258] “theft” code,

[0259] “loss” code,

[0260] battery on charge,

[0261] wundergoing maintenance,

[0262] wundergoing factory repair.

[0263] The possible states of a container can be defined as
follows:

[0264] empty/full,

[0265] open/closed,

[0266] armed/not armed,
[0267] stained/not stained,
[0268] jammed/not jammed,
[0269] good/bad temperature,

[0270]
[0271]
[0272]

[0273] The supervisor can also process the following
connection incidents:

[0274]
[0275]
[0276]
[0277]

good/bad relative humidity,
mesh OK/not OK,
good/bad battery.

wrong jack,

wrong exchange code,

wrong case code,

case not opened after three attempts.

[0278] Various procedures or steps of the above kind of
system are described next by way of example.

[0279] The first procedure described is that by which cases
leave the center or the monitoring system.

[0280] The manager 150 prints out the transportation
docket, as defined above, and attaches it to the case or the
container.

[0281] The manager starts by opening a mission entry
screen (using a microcomputer or PC 171) and accesses the
data processing disk of the supervisor 29.
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[0282] Each parameter is then entered into the database on
the disc of the supervisor 29, using any data processing
means available to the manager 150.

[0283] These parameters are, for example:

[0284] operator code,

[0285] authorized opening date,

[0286] staining (more generally neutralization) date,

[0287] delivery note number,

[0288] client code number,

[0289] case number (for example read off bar code on
case), and

[0290] client restart date/time before staining or neu-

tralization of case contents.

[0291] The application software of the manager 150
requests validation of the entry screen and enters the data in
a table of delivery notes, which is copied to an “Edition”
table, before the case is programmed.

[0292] There is only one delivery note number awaiting
programming for each case and one case for each delivery
note. Any other arrangement is managed by the manager’s
data processor system.

[0293] The manager’s operator then places the contents
and the delivery note in the case, locks the case, affixes a
label pertaining to the recipient and passes the case to the
shipping department 160 (which has a microcomputer or PC
161).

[0294] The operator of the system 29 or the operator in the
shipping department 160 connects the case to a program-
ming line. The transaction is thereafter carried out “blind”
(with no screen) as far as the operator is concerned, and is
processed directly by the system 29.

[0295] The operator of the system 29 then performs the
following steps:

[0296]

[0297] recognition of associated data such as delivery
note number, client code and/or name and case code,

recognition of a full case,

[0298] assigning a client ephemeral code (invisible),
[0299] assigning a maintenance ephemeral code
(invisible),

[0300]
[0301]
[0302]

arming the case,
autotesting the components,
turning on the diode on the case.

[0303] The operator then removes the jack and ships the
case.

[0304] If a diode on the case blinks on and off quickly
during programming, the case is returned to maintenance for
diagnosis.

[0305] For security reasons, the ephemeral codes are not
chosen from a pull-down list, but are preferably generated
randomly in response to each internal or external transaction
request.
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[0306] Moreover, the code is encrypted to prevent tele-
phone eavesdropping when an exchange code is set remotely
through the network (for example when a full case leaves the
client’s premises).

[0307] Provision can also be made for shipping an empty
case from the supervisory system.

[0308] Clients can then obtain an empty case, for example
as a supplementary service or to replace a case found to be
defective on requesting a pick-up.

[0309] The procedure used by the manager for shipping an
empty case is as follows:

[0310] an operator code is entered,

[0311] a case code is generated,

[0312] an agreed staining or neutralization date is
chosen,

[0313] a delivery note number is chosen from the

manager’s normal list,
[0314]

[0315] ashipping label and a delivery note are affixed
to the case, and

[0316] the case is passed to the shipping department
160 of the supervisory system.

the case is closed,

[0317] On arriving at the shipping department, and after
connection by the operator of the supervisory system, the
system identifies the case in its table of pending shipping
notes, together with the agreed staining date, and carries out
only the autotest, before turning on the diode on the case in
a mode such that it remains on continuously. No ephemeral
code is assigned. The operator then ships the case.

[0318] As soon as a technical anomaly is detected, for
example if programming fails, the supervisor:

[0319] turns on the diode on the case in a mode in
which it blinks on and off quickly,

[0320] records the anomaly in the event log,

[0321] makes an entry in a table of delivery notes
entered but not processed, and

[0322] makes an entry in a table of cases which are
out of service for technical reasons.

[0323] The procedure for returning case can be as follows.
A case is returned to the maintenance department 154 for
diagnosis. The maintenance department recovers the con-
tents and forwards it to the manager 150 so that it can be
shipped again. The manager can enter the delivery note a
second time because the supervisor sees it in the file of
delivery notes entered but not processed.

[0324] The maintenance department can then advise the
supervisor manually of the new “undergoing maintenance”
state of the case.
[0325] The maintenance department 154:

[0326] creates new case codes (new cases),

[0327] provides tools for diagnosing case malfunc-
tions,

Be Smarter EX1005-019



US 2003/0011466 Al

[0328] processes technical anomalies of cases

returned from programming,

[0329] opens cases that have not been opened on the
client’s premises, for example after three attempts,

[0330] diagnoses opening errors of all kinds, on the
client’s premises or on return to the manager,

[0331] opens cases using its ephemeral code and the
client’s ephemeral code,

[0332] receives remote programming error alerts (for
example via the network 29 and an audible alarm
170), and, where applicable, advises the client of
cancellation of the mission,

[0333] carries out physical and electronic mainte-
nance of the cases (in particular after full cases are
returned to the returns department),

[0334] manages the state of cases returned to the
manufacturer, and

[0335] opens cases that have been stained or neutral-
ized.

[0336] At least one PC 156 is dedicated to maintenance
operations. Receiver cards or programming cards are con-
nected to this PC.

[0337] As a general rule, all receiving centers 42 of the
monitoring system can open or program cases as a function
of the available internal cards. However, a receiving center
cannot open a case coming directly from programming that
has not been opened under remote control on the client’s
premises.

[0338] The maintenance facility 154 has access to all the
parameters described in the programming procedure, except
for reading ephemeral codes in clear. If a case is returned
directly from programming, it can therefore open the case by
a trivial procedure if the case is not armed, or by exchanging
the maintenance ephemeral code associated with the mission
if the case is full.

[0339] The maintenance department 154 also diagnoses
differences on the supervisory screen that have become
apparent during processing of the case in the receiving
department compared to two standard situations, which are:

[0340]
[0341]

[0342] The department 152 for receiving cases comprises
only a reception center. No PC is required. The operator is
called the receiver.

case normally empty, and

case normally full.

[0343] After connecting the case returned from the client,
the supervisor analyses its condition and state.

[0344] Various situations can arise, and these are consid-
ered in succession below (situations A-H):

[0345] A) A Normally Empty Case
[0346] The supervisor:

[0347] compares the case number with the client code
and the delivery note number of the last connection,
and checks that the association is correct,

[0348] determines that the case is empty,
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[0349] wverifies that the delivery note/client code has
not been the subject of any transaction for returning
the full case (in this case, the case would be classified
as abnormally empty),

[0350]
[0351]

[0352] The diode on the case is turned on (indicating that
opening is possible) and the receiver disconnects the case
and sends it for battery charging so that it can be returned to
circulation.

[0353] B) An Abnormally Empty Case

tests the technical elements, and

adds the case to the list of returned cases.

[0354] The case has been opened after remote program-
ming by a third party other than the recipient.

[0355] 1° The case has been stained or neutralized and
the content is deemed to have been stained (probably in
the absence of the recipient).

[0356] 2° The case has been forced, but its content has
not been neutralized because the client did not carry out
the remote arming transaction before shipping (this is
merely a procedural anomaly, because the case is
expected to be normally empty).

[0357] 3° The case has not been neutralized. It is
necessary to check first whether an object of any kind
has temporarily blocked the optical system dedicated to
the sensor for determining that the case is full. This may
have been done intentionally when loading the case.
Any other cause must be the subject of a detailed
investigation by the maintenance department.

[0358] C) A Normally Full Case (Typical Situation)
[0359] The supervisor:

[0360] makes a diagnosis,

[0361]

[0362] recognizes the ephemeral code for opening
the case allocated to the “authorized reception” jack
to which the case is connected,

[0363] enters the case on the list of cases returned to
physical stock,

[0364]
[0365] opens the case.

reads the instructions of the last transaction,

turns on the diode on the case,

[0366] The receiver recovers the contents and passes the
case to the maintenance department for technical tests and
maintenance.

[0367] D) A Normally Full Case

[0368] The client has returned the full case without car-
rying out the arming procedure. In the reception department,
the diode on the case blinks quickly on and off. Passing the
case to the maintenance department enables the client’s
procedural error to be detected by registering the fact that the
case is full.

[0369] E) A Case Returned After Failure to Open it on the
Client’s Premises

[0370] the supervisor recognizes a case that is abnor-
mally full and accordingly turns on the diode in a
mode such that it blinks on and off, and
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[0371] the receiver transfers the case to the mainte-
nance department for processing.

[0372] F) A Case with an External Appearance Defect

[0373] The reception department transfers the case
directly to the maintenance department. More generally, all
situations other than situations A) and C) cause the case to
be transferred to the maintenance department.

[0374] The data processing system processes all anoma-
lous situations.

[0375] Examples of procedural errors, and how they are
dealt with, are given below (situations G and H):

[0376] G) Procedural Error Example 1

[0377] A case is returned full to the manager, instead of
being shipped to client number 2 in the context of a
scheduled run.

[0378] The supervisor:
[0379] diagnosis that the case is full,

[0380] does not recognize the ephemeral code asso-
ciated with the shipment and the telephone jack,

[0381] turns on the diode on the case in a mode such
that it blinks on and off.

[0382] The receiver passes the case to the maintenance
department.

[0383] The maintenance department 154 connects the case
and reads the last transaction (client code, shipper, destina-
tion of requested run, etc.) on the screen, notes the destina-
tion error and opens the case using the recipient’s ephemeral
code.

[0384] The maintenance department then has two options:
[0385] 1° It has time to re-ship the case to the recipient.

[0386] 2° The remaining time is too short to re-ship the
case without risk of staining or neutralizing the con-
tents, either because the battery is low or because the
time remaining before programmed neutralization is
too short. In this case, the maintenance department
cancels the shipping procedure initially stored by the
supervisor and locally programs another case for the
end client. Finally, it modifies the state of the case
manually.

[0387] H) Procedural Error Example 2

[0388] A case arrives directly at the reception department
152 without having gone to the client.

[0389] The supervisor notes error the because the case is
not calling in from the programmed jack. The diode blinks
on and off and the case is passed to the maintenance
department 154.

[0390] The maintenance department notes that the case
has not been opened using the remote procedure (the state of
the case is “not open”). The maintenance department termi-
nates the mission manually by erasing the programming. It
returns the case and its contents to the manager for re-
shipping with a new delivery note.

[0391] The supervisor manages all cases out on a mission
and can distinguish the list of cases present at the center
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(available in stock+charging battery+undergoing mainte-
nance+undergoing repair) from the list of cases out on a
mission (leaving center+on run+in stock on a client’s pre-
mises+lost+stolen).

[0392] To recover its cases under the best possible condi-
tions, the system is informed:

[0393] when they must be opened before staining
(opening time programmed locally or remotely),

[0394] where they are located (destination indicated
when programming the case), and

[0395] when they should return (known approxi-
mately as a function of transportation problems and
time in storage on client’s premises).

[0396] When the cases should return is random because of
the very nature of the procedure (with no flow control
constraints for the client). Where they are located is uncer-
tain because the destination of the cases is known only until
some external event determines otherwise (loss, theft,
request for pick-up, etc.). To prevent the client forgetting to
open a case, the client can reset when it must be opened
before staining or neutralization.

[0397] Some case state are modified automatically during
a transaction (e.g. from “awaited at center” to “on run”).
Other state are filled in manually by the maintenance depart-
ment (lost, stolen, being processed, etc.).

[0398] The procedure whereby a full case travels from one
client to another without passing through the center or the
supervisor can be as follows (this refers to a circulation or
a run of the case):

[0399] The client advises a server defined by the manager
(using a Minitel terminal, voice-guided telephone call, etc.).

[0400] The supervisor 29 recovers the following informa-
tion from the server, whose authenticity is guaranteed by the
manager:

[0401] sending client code,

[0402] receiving client code,

[0403] delivery note number or equivalent,
[0404] case code,

[0405] scheduled connection date/time, and
[0406] limit opening date to be programmed.

[0407] The supervisor 29 changes the state of the case,
from “expected full” to “on run”.

[0408] When client has filled and closed (locked) the case
he connects it to his authorized telephone jack.

[0409] The case then calls the supervisor 29.

[0410] The supervisor recognizes the case number and
accepts/refuses the transaction as a function of the state of
the case (lost, stolen) or a connection incident, where
applicable (case connected to wrong jack).

[0411] A diode can be turned on in a mode such that it
blinks on and off slowly to indicate acceptance of the
transaction.

[0412] The supervisor associates this connection with the
request made by the client to the server (see above), tests the
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technical elements of the case (battery, case full sensor
circuit, etc.) and sends the encrypted ephemeral code of the
run and the encrypted maintenance ephemeral code associ-
ated with the run.

[0413] The case is then armed.

[0414] At the end of the transaction, the diode remains on
to signal a correct transaction. In this situation there is no
time limit for turning on the diode, as in the situation of a
request for remote opening of a full case, for example.

[0415] As soon as the diode stops blinking on and off, the
client can unplug the case from the jack. The client fixes the
delivery note to the case and ships it himself.

[0416] If an anomaly arises during the above process, in
particular during the technical tests (battery empty, etc.) or
because of a procedural error (incorrect code), the diode
begins and continues to blink on and off. The maintenance
department then advises the client of a technical problem. To
this end, an audible alarm is sounded in the maintenance
department as soon as the anomaly arrives via the network
29.

[0417] To recover the contents of his case before sending
it back empty, the client must disconnect the case. In this
situation the supervisor delivers an instruction for opening
the case, which has not been armed. If the case does not open
and the diode is blinking on and off rapidly, the client then
follows standing instructions for secure return of the case.

[0418] No account is intentionally taken of any particular
state of the case during its remote programming for a run. In
particular, a run is not prohibited if it is not the first or last
delivery to the client or if the case has been declared stolen.

[0419] On the other hand, the case must have been opened
the last time by the sending client. The transaction will
therefore be refused on the usual terms if the case comes
from a third party who has stored it but is not the client or
the recipient.

[0420] The physical limit on a run by a case is tied to the
battery charge. Some clients may be authorized to use a fast
battery charger to charge the battery with the lid of the case
open.

[0421] Finally, the state of a case which is with the client
but has not yet been programmed for a run is that of a case
expected at the center or by the supervisor.

[0422] The program instructions for implementing any of
the embodiments described above of a method of the inven-
tion are stored in a memory area of the monitoring system
22 and/or 29 and where applicable of the manager system
150. For example, the instructions are loaded from a
medium on which they are stored and that can be read by the
data processing system 22 and/or 29. This medium can be a
hard disk, for example, a read-only memory (ROM), a
CD-ROM, a dynamic random access memory (DRAM) or
any other type of RAM, a magnetic or optical storage
element, registers or other volatile and/or nonvolatile memo-
ries.

[0423] Computer program instructions for implementing a
monitoring method of the invention and/or a transportation
method of the invention are stored in this way.
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[0424] 1In one embodiment of the invention, a monitoring
system of the invention further comprises means for receiv-
ing, or specifically programmed to receive, a signal request-
ing communication sent by the container when it is con-
nected to the communication network.

[0425] According to another aspect of the invention, in a
secure transportation method of the invention, a communi-
cation error signal is sent to the means which contain the
object if no call is set up after connecting said means to the
communication network.

[0426] Finally, in a monitoring method of the invention,
the closed container can send a signal to the monitoring
means 22 in the event of failure to open the container after
reception by the container of the opening signal sent by the
monitoring means 22.

1. A device (2, 48, 50, 52, 54, 60) for the secure trans-
portation of an object (3), which device is characterized in
that it comprises:

means (4, 6, 78, 80) for containing an object (3) to be
transported, also known as a container, and closure
means (6, 8, 10, 14, 82, 84, 90) for closing said means
(4, 6, 78, 80) for containing an object or container,

communication means (16, 18) for connecting the means
for containing an object or container to a communica-
tion network (20) and for sending over the communi-
cation network (20) a signal relating to a state of the
means for containing said object or container, and

receiver means (16, 18) for receiving a signal for opening
the means for closing the means for containing the
object.

2. A device according to claim 1, wherein the communi-
cation means (16, 18) are adapted to send an encoded or
encrypted signal relating to a state of the means for con-
taining said object.

3. A device according to claim 1 or claim 2, comprising
means (18, 62, 74, 76, 92, 94, 96, 100) for identifying or
detecting a normal or abnormal operating state and/or for
identifying or detecting an attempt at breaking into, violat-
ing or opening without authorization the transportation
device or its closure means or a type of attempt at breaking
into, violating or opening without authorization the trans-
portation device or its closure means.

4. A device according to any one of claims 1 to 3, further
comprising means (94) for sensing or measuring the tem-
perature of the atmosphere around the container or in the
container and/or means for sensing or measuring the relative
humidity of said surrounding atmosphere or in said sur-
rounding atmosphere.

5. A device according to any one of claims 1 to 4, further
comprising a conductive circuit or a conductive mesh (92)
inside the secure transportation device and means (18, 100)
for detecting interruption of said circuit or said mesh.

6. A device according to any one of claims 1 to 5, further
comprising means (62, 70, 72) for destroying or spoiling or
staining an object contained in the means (4, 6, 78, 80) for
containing an object.

7. A device according to any preceding claim, further
comprising means for determining the location of the device
during its transportation.

8. A device according to claim &, further comprising
means for sending and receiving radio frequency signals.
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9. A device according to any one of claims 1 to 8, wherein
the communication means comprise means (16, 114, 116)
for connecting it to a telephone network.

10. A device according to any one of claims 1 to 9,
wherein the communication means are adapted to dial
automatically an identification number of a remote terminal,
device or station also connected to the communication
network after the transportation device is connected to the
network.

11. A device according to claim 10, wherein the commu-
nication means are adapted or programmed to dial said
identification number automatically several times if no
opening signal is received or if no call is set up after
connecting the communication means to the network.

12. A device according to any one of claims 1 to 11,
further comprising first electrical power supply means (119)
for supplying electrical power to the communication means
and/or the receiver means.

13. A device according to claim 12, further comprising
second electrical power supply means (124) for supplying
power to the communication means in the event of dysfunc-
tion or malfunction of the first power supply means (119).

14. A device according to any one of claims 1 to 13,
wherein the container has the format of a mailing envelope
or parcel.

15. A device according to any one of claims 1 to 14,
wherein the container has walls made of a flexible material
or rubber.

16. A device according to any one of claims 1 to 15,
further comprising memory means (102).

17. A device according to any one of claims 1 to 16,
further comprising display means (130).

18. A system (22) for monitoring the secure transportation
of an object (3) contained in a closed container (4, 6,78, 80),
which system is characterized in that it comprises:

means (22) adapted to be connected to a communication
network (20) to receive a signal relating to a state of the
container, and

means (22, 30, 32) for sending, or specially programmed
to send, an opening signal to the container after receiv-
ing, and as a function of, the signal relating to the state
of the container.

19. A system according to claim 18, further comprising
means for sending, or specially programmed to send, a
signal for the destruction, potting or staining of the object
contained in the container if the signal relating to the state
of the container that is received indicates that the container
has been forced or is being forced or violated or attacked by
an external agent or that the container is still closed after a
predetermined closure time.

20. A system according to claim 19, further comprising
means for arming beforehand, or specially programmed to
arm beforehand, means (18, 62, 70, 72) for destroying,
staining or potting the object contained in the container.

21. A system according to claim 20, adapted to be
connected to a local communication line to arm the means
for destroying, staining or potting the object.

22. A system according to any one of claims 18 to 21,
further comprising means for initializing, or specially pro-
grammed to initialize, communication with the container
when the container is connected to the communication
network.
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23. A system according to any one of claims 18 to 22,
further comprising means for receiving, or specially pro-
grammed to receive, a call request signal sent by the
container when the container is connected to the communi-
cation network.

24. A system according to any one of claims 18 to 23,
further comprising means (30, 32) for storing in memory an
identification code of a recipient of the transported object
and for comparing a received identification code with this
identification code of the recipient of the object.

25. A system according to any one of claims 18 to 23,
further comprising means (30, 32) for storing in memory the
identification or an identification code of the container and
for comparing said code or said identification with the code
or the identification of a container for a given recipient of the
transported object.

26. A monitoring system according to any one of claims
18 to 23, further comprising means for sending and receiv-
ing radio frequency signals.

27. Amethod for the secure transportation of an object (3),
characterized in that it comprises:

loading the object (3) into means (4, 6, 78, 80) for
containing said object and closing said means,

transporting said object (3) and the means (4, 6, 78, 80)
that contain it to a first predetermined recipient,

connecting the means (4, 6, 78, 80) that contain the object
to a communication network (20), and

sending over said communication network a signal relat-

ing to the state of the means that contain the object.

28. A method according to claim 27, further comprising
receiving a signal for opening the means that contain the
object when the signal relating to the state of the means that
contain the object sent by the container indicates that it is in
a predetermined normal state.

29. A method according to claim 27 or 28, including,
before the transportation step, a preliminary step of arming
means (18, 62) for destroying, staining or potting the object
contained in the container.

30. A method according to claim 29, further comprising
destroying or staining of the object contained in the con-
tainer if the signal relating to the state of the means that
contain the object sent by the container indicates that it is in
a state other than the predetermined normal state, or that it
has been forced or is being forced, or has been attacked or
is being attacked, by an external agent, or that the container
is still closed after a predetermined closure time.

31. A method according to any one of claims 27 to 30,
wherein the communication network is a telephone network.

32. A method according to claim 31, wherein the com-
munication network is an analog telephone network.

33. A method according to any one of claims 27 to 30,
wherein the communication network is an electronic com-
munication network.

34. A method according to any one of claims 27 to 33,
wherein a communication error signal is sent to the means
that contain the object if no call is set up after connecting
said means to the communication network.

35. A method according to any one of claims 27 to 34
including, after the means that contain the object are con-
nected to the communication network (20), sending a signal
identifying the recipient who has actually received the object
(3) and the container.
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36. A method according to claim 35, further comprising
sending a signal identifying the means for containing the
object.

37. A method according to any one of claims 27 to 36,
including a preliminary step of storing an identification code
of at least one recipient of the container to be transported in
memory in a data processing system.

38. A method according to any one of claims 27 to 37,
wherein a plurality of recipients of the container to be
transported are predetermined beforehand or a plurality of
identification codes of a plurality of recipients of the con-
tainer are stored in memory beforehand.

39. A method according to any one of claims 27 to 38,
including, after the container is opened, closing the means
(4, 6,78, 80) for containing the same object or another object
and:

transporting said object (3) and the means (4, 6, 78, 80)
that contain it to a second recipient,

connecting the means (4, 6, 78, 80) that contain the object
to a communication network (20), and

sending over said communication network a signal relat-
ing to the state of the means that contain the object.
40. A method of monitoring the secure transportation of
an object (3) contained in a closed container (4, 6, 78, 80),
which method is characterized in that it-comprises:

means (22) connected to a communication network (20)
receiving a signal relating to a state of the container
after connection of said container to said network, and

sending an opening signal to the container after receiving
the signal relating to the state of the container.

41. A method of monitoring the secure transportation of

an object (3) contained in a closed container (4, 6, 78, 80),
which method is characterized in that it comprises:

means (22) connected to a communication network (20)
receiving a signal relating to a state of the container
after connection of said container to said network,

neutralizing, destroying, staining or potting the object (3)
contained in the container if the signal relating to a state
of the container sent by the container indicates that the
container has been, or is being, forced, violated or
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attacked by an external agent or that the container is
still closed after a predetermined closure time.

42. A monitoring method according to claim 40 or claim
41, including a preliminary step of arming the security
means for neutralizing, destroying, spoiling, staining or
potting the object (3) contained in the container.

43. A method according to claim 42, wherein the prelimi-
nary step of arming the security means is executed by the
means (22) connected to the communication network (20).

44. A method according to claim 43, wherein the means
(22) adapted to be connected to a communication network
are also adapted to be connected to a local communication
network (56) and the preliminary step of arming the security
system is executed via said local communication network
after connection of the container to said local communica-
tion network.

45. A monitoring method according to any one of claims
42 to 44, including disarming said security means if the
signal relating to the state of the container indicates that the
state of the container is satisfactory.

46. A monitoring method according to claim 45, wherein
the security system is re-armed after disarming it if the
container is not opened after disarming the security system.

47. A method according to claim 45 or claim 46, wherein
said security system is disarmed by the monitoring means
(22) sending a signal to command disarming over the
communication network (20) after connection of the closed
container to said network.

48. A monitoring method according to any one of claims
40 to 46, further comprising the closed container sending a
signal to the monitoring means (22) in the event of a
container opening error after the container receives the
opening signal sent by the monitoring means (22).

49. A method according to any one of claims 40 to 48,
wherein the means (22) adapted to be connected to a
communication network compare a signal or code identify-
ing the recipient who has actually received the container, or
the place in which the container is located, with a signal
identifying an intended recipient of the container or a
location to which the container is intended to be sent or
transported.
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