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Foreword

Since the publication of the IEEE 802.11 WLAN standard, many equipment
manufacturers have entered the market with interoperable WLAN systems. In
September 1999, the IEEE-SA Standards Board approved the 2.4 GHz, 11 Mbps
802.11b and 5 GHz, 54 Mbps 802.11a extensions. However, standards are writ-
ten as specifications for interoperable products and not as handbooks for obtain-
ing a thorough understanding of the protocol. It is impossible to include in the
standards all the reasons for decisions taken to get the standard ratified.

The only people who could write a handbook with the qualities I have in mind
are those that have followed the standards process from the beginning. I applaud
Bob O’Hara and Al Petrick for taking on the task of writing this handbook. Bob
and Al have been very instrumental throughout the development of the
IEEE 802.11 standard and are recognized for their contributions and technical
leadership. This book is a first-of-a-kind and provides a perfect balance of infor-
mation for embracing the physical and MAC layers of the standard.

1 expect The IEEE 802.11 Handbook: A Designer’s Companion to become a
standard reference for every WLAN systems engineer and anticipate the reader
will find this text extremely useful.

Vic Hayes

Chairman, IEEE P802.11, Standards WG for Wireless LANs
Lucent Technologies Nederland B. V.

Zadelstede 1-10

The Netherlands
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Preface

This book from Bob and Al is very timely. Wireless LANSs are exploding in pop-
ularity. The WLAN industry is taking off and expanding beyond its vertical
niche market roots. One of the key drivers of this new market expansion for
WLANS is the IEEE 802.11 standard. Simply having a WLAN standard was not
enough to spark the industry. IEEE 802.11 has been around since June of 1997.
The IEEE 802.11b High-Rate Physical Layer extension enabled us to deliver 11
Mbps and products conforming to that standard have been shipping for a while.
Wireless LANs have finally hit the right price and performance to appeal to a
broader market. Breaking the 10 Mbps barrier makes IEEE 802.11 LANs
appealing for enterprise applications. Home networking is becoming more pop-
ular, and WLANS are an attractive option. By the time you read this, you will be
able to purchase an IEEE 802.11-compliant, 11 Mbps consumer WLAN adapter
for $99 or less. Wireless LANS are ready for prime time and IEEE 802.11 made
it happen.

The IEEE 802.11 standard represents many years of work from a global team of
engineers. One of the challenges of developing the IEEE 802.11 standard was
bringing together experts from two different disciplines —analog radio design
and network protocol design. We had many arguments about whether this is a
radio standard or a network standard. Very clearly, IEEE 802.11 is a network
standard. That is the whole point. Because IEEE 802.11 fits into the IEEE 802
framework, systems conforming to the standard can be added to existing net-
works transparently. IEEE 802.11 WLANSs will support the network protocols
and applications that were developed for the other IEEE 802 LAN standards
over the past 25 years. So IEEE 802.11 is a network standard that happens to
have a radio physical layer. This book benefits from the fact that Bob and Al are
experts in both of these disciplines. They have a deep understanding of the
material gained through their many years of contribution to the standard.
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The standard was over 400 pages when initially published, and recently two new
physical layer extensions were added. Bob and Al help the reader navigate
through the complexity of the standard and focus on the core issues. This book is
a great guide to the standard for anyone developing IEEE 802.11 products or
those simply wanting to gain a better understanding of the standard.

Enjoy!

Phil Belanger

Chairman of the Wireless Ethernet Compatibility Alliance, www.wi-fi.com
Co-Author of the DFWMAC protocol, the proposal that was used as the basis
for the IEEE 802.11 MAC
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Introduction

A number of books have been written in the last several years on the topic of
WLANSs. Why is it necessary to bring another one to your shelves? We believe
that, with the advent of the IEEE 802.11 standard for WLANSs, the consolidation
of the WLAN market will commence. Therefore, it is important that WLAN
designers, network planners and administrators, and users understand the opera-
tion and application of IEEE 802.11. This handbook will provide the detail
required to attain that understanding.

With the advent of JEEE 802.11 WLANS, an era of multivendor product compe-
tition and innovation has begun, similar to that begun by the adoption of the
IEEE 802.3 standard. This era is closing the door on proprietary WLANSs that
have seen limited acceptance, mostly in vertical applications such as warehous-
ing, inventory control, and retail. The goal of the IEEE 802.11 Working Group
was to define a complete WLAN system that would allow the use of WLANS in
all application areas, including the typical horizontal application of corporate
LANs, where wired LANs are found today. It is our belief that the working
group has been successful in reaching this goal.

There are two major components of the WLAN described by IEEE 802.11, the
mobile station and the access point (AP). Going well beyond what other IEEE
802 standards have done in the past, IEEE 802.11 defines a complete manage-
ment protocol between the mobile station and AP. This management protocol
makes it possible for a single IEEE 802.11 WLAN to comprise equipment from
many vendors, marking true multivendor interoperability.

There is a huge amount of information in the IEEE 802.11 standard and its
extensions. Finding the information required in a short time can be challenging.
To help meet the challenge, a mapping between the information in the standards
and that presented in this handbook is given here. IEEE standards are divided
into clauses and annexes. Information in the standard is referred to by the clause
and annex in which it is found. This book is divided into chapters. Information
in this book is referred to by the chapter in which it is found.

Clauses ! through 4 of the standard contain a brief overview of the standard,
other references that are required to implement the standard, definitions of
terms, and the abbreviations and acronyms used in the standard. This informa-
tion corresponds to the Introduction and abbreviations in this handbook.
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Clause 5 of the standard provides a description of the architecture and compo-
nents of an IEEE 802.11 WLAN system. This corresponds to Chapter 2 in this
handbook.

Clause 6 of the IEEE 802.11 standard describes the MAC service interface. This
is an abstract interface for the exchange of data between the MAC and the proto-
col layer above the MAC. This is not described explicitly in this handbook.

Clause 7 of the standard describes the MAC frames and their content. Clause 8
of the standard describes the WEP functionality that may be implemented in an
IEEE 802.11 station. Clause 9 describes the functionality and frame exchange
protocols of the MAC. Information from these clauses is found in Chapter 3.

Clause 10 describes the layer management service interface primitives and their
functionality. Clause 11 describes the MAC management functionality and pro-
tocols. This information may be found in Chapter 4.

Clause 12 describes the PHY service interface. This is an abstract interface for
the exchange of data between the MAC and PHY. Clause 13 describes the PHY
management service interface, which consists solely of the MIB interface. This
is not described explicitly in this handbook.

Clause 14 describes the frequency hopping spread spectrum physical layer.
Clause 15 describes the direct sequence spread spectrum physical layer. Clause
16 describes the infrared baseband physical layer. Clause 17 (IEEE 802.11a)
describes the orthogonal frequency division multiplexed physical layer. Clause
18 (IEEE 802.11b) describes the higher rate direct sequence spread spectrum
physical layer. Information on all physical layers is found in Chapter 6.

Annex A of the standard is the Protocol Implementation Conformance State-
ment (PICS) pro forma. This form may be used to identify the exact options
implemented in a device claiming conformance to IEEE 802.11. This annex is
not discussed in this handbook.

Annex B of the standard is a set of tables of the hopping patterns for the fre-
quency hopping physical layer. This annex is not discussed in this handbook.

Annex C of the standard is the state machine description of the MAC and MAC
management functionality. A discussion of the state machines is beyond the
scope of this handbook.
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Annex D of the standard is the Management Information Base, written in
Abstract Syntax Notation 1 (ASN.1) to comply with the requirements of the
Simple Network Management Protocol version 2 (SNMPv2). The MAC portion
of the MIB is discussed in Chapter 5.

The figure below provides a quick, graphical map between the information in
the IEEE 802.11 standard and this handbook.

MAC Service Interface MAC Management Service
Clause 6 Interface
Clause 10
A 4
A 4 A 4
Medium Access Control Sublayer MAC Management
MAC Framing, Clause 7, Chapter 3 Protocols and Operation, Clause 11, Chapter 4
MAC Operation, Clause 9, Chapter 3 State Machines, Annex C
WEP Operation, Clause 8, Chapter 3 < » 1t Information Base, Annex D,
State Machines, Annex C Chapter 5
y 4
A 4 A 4
PHY Service Interface PHY Management Service
Clause 12, Chapter 6 Interface
Clause 13
A 4
A A 4
PHY Layer PHY Management
Frequency Hopping, Clause 14, Chapter 6 Management Information Base, Annex D
Direct Sequence, Clause 15, Chapter 6
Infrared Baseband, Clause 16, Chapter 6 < >

Orthogonal Frequency Division Multiplexed,
Clause 17, Chapter 6
Higher Rate Direct Sequence, Clause 18,
Chapter 6

Where to find information on IEEE 802.11

Updated information about IEEE 802.11 and responses to questions by users of
this handbook are provided by the authors at the following Web site:
http://www.informed-technology.com/handbook_additional_material.htm.
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The IEEE 802.11 Handbook

A Designer’s Companion

Chapter 1
Similarities and Differences between
Wireless and Wired LANs

There are many similarities and differences of wired LANs and the
IEEE 802.11 wireless LAN (WLAN). This chapter will describe them.

Similarities between WLANs and Wired
LANs

From the beginning, the IEEE 802.11 WLAN was designed to look and
feel like any IEEE 802 wired LAN. This meant that it must appear to be
the same as the wired networks to which a user may be accustomed. It
must support all of the protocols and all of the LAN management tools
that operate on a wired network.

To accomplish the task of similarity to wired LANs, IEEE 802.11 is
designed to the same interface as IEEE 802.3. IEEE 802.11 operates
under the IEEE 802.2 logical link control (LLC) sublayer, providing all
of the services required supporting that sublayer. In this fashion,

The IEEE 802.11 Handbook: A Designer’s Companion 1



Chapter 1: Similarities and Differences between Wireless and Wired LANs

IEEE 802.11 is indistinguishable from IEEE 802.3 by the protocols that
may be running above IEEE 802.2.

Using the IEEE 802.2 interface guarantees that protocol layers above
LLC need not be aware of the network that is actually transporting
their data.

Differences between WLANs and Wired
LANs '

There are also a number of differences between wired LANs and
WLANS. The two most important differences are that there are no wires
(the air link) and the mobility thus conferred by the lack of a wired
tether. These differences lead to both the tremendous benefits of a
WLAN, as well as the perceived drawbacks to them.

The air link is the radio or infrared link between WLAN transmitters
and receivers. Because WLAN transmissions are not confined to a wire,
there may be concerns that the data carried by a WLAN is not private,
not protected. This concern is certainly valid; the data on a WLAN is
broadcast for all to hear. Many proprietary WLANSs do not provide any
protection for the data carried. The designers of IEEE 802.11 realized
that this concern could be a significant problem for users wishing to use
a WLAN and designed strong cryptographic mechanisms into the proto-
col to provide protection for the data that is at least as strong as sending
the data over a wire. Details of this protection are described in
Chapter 3.

The air link also exposes the transmissions of a WLAN to the vagaries
of electromagnetic propagation. For both radio- and infrared-based
WLANS, everything in the environment is either a reflector or an
attenuator of the signal carrying the LAN data. This can cause signifi-
cant changes in the strength of a signal received by a WLAN station,
sometimes severing the station from the LAN entirely. At the wave-
lengths used in the IEEE 802.11 WLAN, small changes in position can
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Chapter 1: Similarities and Differences between Wireless and Wired LANs

cause large changes in the received signal strength. This is due to the
signal traveling many paths of differing length to arrive at the receiver.
Each individual arriving signal is of a slightly different phase from all
of the others. Adding these different phases together results in the
composite signal that is received. Since these individual signals some-
times add up in phase and sometimes out of phase, the overall received
signal strength is sometimes large and sometimes small. Objects mov-
ing in the environment, such as people, aluminized Mylar balloons,
doors, and other objects, can also affect the strength of a signal at a
receiver by changing the attenuation or reflection of the many individ-
ual signals.

Figure 1-1 is taken from the IEEE Std 802.11-1997 standard and
shows the result of a ray tracing simulation in a closed office environ-
ment. The various shades of gray depict the different signal strengths
at each location in the room. Dealing with the varjability of the air link
is also designed into the TEEE 802.11 WLAN. For more on this, see
Chapter 4.

The second significant difference a WLAN has from a wired LAN is
mobility. The user of a WLAN is not tethered to the network outlet in
the wall. This is both the source of the benefits of a WLAN and the
cause of much of the internal complexity.

The benefit of mobility is that the LAN goes wherever you are, instantly
and without the need to search out outlets or to arrange in advance with
the network administrators. In a laptop equipped with an IEEE 802.11
WLAN connection, the connection to the network is available in a
coworker’s office, down the hall in the conference room, downstairs in
the lobby, across the parking lot in another building, even across the
country on another campus. This means that ail of the information avail-
able over the network, while sitting in your office, is still available in all
these locations: email, file servers, the company-internal web sites, and
the Internet.
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Figure 1-1—Ray Tracing Simulation Results

Of course, there is a flip side to the benefits of mobility. Most of the net-
work protocols and equipment in use today were not designed to cope
with mobility. They were designed with an assumption that the
addresses assigned to a network node would remain in a fixed location
on the network. For example, early WLANSs required that a mobile sta-
tion could only roam within an area where the WLAN was connected to
the wired LAN, with only layer-2 bridges between the parts of the
WLAN. This requirement existed because there was no simple way to
deal with the change of a layer-3 network address should the mobile sta-
tion cross from one part of the network to another that is connected by a
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Chapter 1: Similarities and Differences between Wireless and VWired LANs

router. Today, there are ways to deal with this problem using new proto-
cols, including DHCP and Mobile-IP.

Another problem introduced by mobility is that location-based services
lose their “hook” to a user’s location, when network addresses are not
locked to a physical location. Thus, notions such as the nearest network
printer must be defined in a different way, when the physical location of
a network user may be constantly changing. This may increase the com-
plexity of the service location provider, but meets the needs of the
mobile user.

The IEEE 802.11 Handbook: A Designer’s Companion 5






Chapter 2
IEEE Standard 802.11: The First
International Standard for WLANS

In 1997 the IEEE adopted the first standard for WLANs, IEEE Std
802.11-1997. This standard was revised in 1999. IEEE Std 802.11-
1997 defines a medium access control (MAC) sublayer, MAC manage-
ment protocols and services, and three physical (PHY) layers. The
three PHY layers are an infrared (IR) baseband PHY, a frequency hop-
ping spread spectrum (FHSS) radio in the 2.4 GHz band, and a direct
sequence spread spectrum (DSSS) radio in the 2.4 GHz band. All three
physical layers describe both 1 and 2 Mbps operation. This chapter
will introduce the standard and its concepts.

As this book is being written, the IEEE 802.11 Working Group is devel-
oping two new PHY layers. The first, IEEE Std 802.11a, is an orthogo-
nal frequency domain multiplexing (OFDM) radio in the UNII bands,
delivering up to 54 Mbps data rates. The second, IEEE Std 802.11b, is
an extension to the DSSS PHY in the 2.4 GHz band, delivering up to 11
Mbps data rates.

The goals of the IEEE 802.11 standard is to describe a WLAN that
delivers services previously found only in wired networks, e.g., high
throughput, highly reliable data delivery, and continuous network con-
nections. In addition, IEEE 802.11 describes a WLAN that allows trans-
parent mobility and built-in power saving operations to the network
user. The remainder of this chapter will describe the architecture of the
IEEE 802.11 network and the concepts that support that architecture.

IEEE 802.11 Architecture

The architecture of the IEEE 802.11 WLAN is designed to support a
network where most decision making is distributed to the mobile sta-
tions. This architecture has several advantages, including being very
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Chapter 2: IEEE Standard 802.11

tolerant of faults in all of the WLAN equipment and eliminating any
possible bottlenecks a centralized architecture would introduce. The
architecture is very flexible, easily supporting both small, transient net-
works and large semipermanent or permanent networks. In addition,
deep power-saving modes of operation are built into the architecture
and protocols to prolong the battery life of mobile equipment without
losing network connectivity. The IEEE 802.11 architecture comprises
several components: the station, the AP, the wireless medium, the
basic service set, the DS, and the Extended Service Set. The architec-
ture also includes station services and distribution services.

The IEEE 802.11 architecture may appear to be overly complex. How-
ever, this apparent complexity is what provides the JEEE 802.11 WLAN
with its robustness and flexibility. The architecture also embeds a level
of indirection that has not been present in previous LANs. It is this level
of indirection, handled entirely with the IEEE 802.11 architecture and
transparent to protocol users of the IEEE 802.11 WLAN, that provides
the ability of a mobile station to roam throughout a WLAN and appear
to be stationary to the protocols above the MAC that have no concept of
mobility. This “sleight of hand” performed by IEEE 802.11 allows all of
the existing network protocols to run over a WLAN without any special
considerations.

Station

The station is the component that connects to the wireless medium. It
consists of a MAC and a PHY. Generally, the station may be referred to
as the network adapter or network interface card (NIC). These names
may be more familiar to users of wired networks.

The station may be mobile, portable, or stationary. Every station sup-
ports station services. These services are authentication, deauthentica-
tion, privacy, and delivery of the data (MAC service data unit or MSDU
in the standard). The station services will be described below.

8 The IEEE 802.11 Handbook: A Designer’s Companion




Chapter 2: IEEE Standard 802.11

Basic Service Set

The IEEE 802.11 WLAN architecture is built around a basic service set
(BSS). A BSS is a set of stations that communicate with one another. A
BSS does not generally refer to a particular area, due to the uncertainties
of electromagnetic propagation. When all of the stations in the BSS are
mobile stations and there is no connection to a wired network, the BSS
is called an independent BSS (IBSS). The IBSS is the entire network
and only those stations communicating with each other in the IBSS are
part of the LAN. An IBSS is typically a short-lived network, with a
small number of stations, that is created for a particular purpose, €.g., to
exchange data with a vendor in the lobby of your company’s building or
to collaborate on a presentation at a conference.

In an IBSS, the mobile stations all communicate directly with one
another. Not every mobile station may be able to communicate with
every other mobile station, but they are all part of the same IBSS. There
is also no relay function in an IBSS. Thus, if one mobile station must
communicate with another, they must be in direct communication range.
See Figure 2-1.

Figure 2-1—Independent Basic Service Set (IBSS)
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Chapter 2: IEEE Standard 802.11

When a BSS includes an access point (AP), the BSS is no longer inde-
pendent and is called an infrastructure BSS, but referred to simply as a
BSS. An AP is a station that also provides distribution services. Distri-
bution services will be described below.

In an infrastructure BSS, all mobile stations communicate with the AP.
The AP provides both the connection to the wired LAN, if any, and the
local relay function for the BSS. Thus, if one mobile station in the BSS
must communicate with another mobile station, the communication is
sent first to the AP and then from the AP to the other mobile station.
This causes communications that both originate and end in the same
BSS to consume twice the bandwidth that the same communication
would consume if sent directly from one mobile station to another.
While this appears to be a significant cost, the benefits provided by the
AP far outweigh this cost. One of the benefits provided by the AP is the
buffering of traffic for a mobile station while that station is operating in
a very low power state. The protocols and mechanisms for the support
of power saving by mobile stations is described in Chapter 4.

Extended Service Set (ESS)

One of the most desirable benefits of a WLAN is the mobility it pro-
vides to its users. This mobility would not be of much use if it were con-
fined to a single BSS. IEEE 802.11 extends the range of mobility it
provides to any arbitrary range through the extended service set (ESS).
An ESS is a set of infrastructure BSSs, where the APs communicate
among themselves to forward traffic from one BSS to another and to
facilitate the movement of mobile stations from one BSS to another.
The APs perform this communication via an abstract medium called the
distribution system (DS). The DS is the backbone of the WLAN and
may be constructed of either wired or wireless networks. The DS is a
thin layer in each AP that determines if communications received from
the BSS are to be relayed back to a destination in the BSS, forwarded on
the DS to another AP, or sent into the wired network infrastructure to a
destination not in the ESS. Communications received by an AP from the
DS are transmitted to the BSS to be received by the destination mobile
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station. To network equipment outside of the ESS, the ESS and all of its
mobile stations appears to be a single MAC-layer network where all sta-
tions are physically stationary. Thus, the ESS hides the mobility of the
mobile stations from everything outside the ESS. This is the level of
indirection provided by the IEEE 802.11 architecture, allowing existing
network protocols that have no concept of mobility to operate correctly
with a WLAN where there is lots of mobility. See Figure 2-2.

Figure 2-2—Extended Service Set

One area that is beyond the scope of the IEEE 802.11 standard is the
communication between APs. There has been some industry coopera-
tive work in this area to develop an inter-access point protocol (IAPP).
Because this work has not yet been completed, it is unlikely that APs
from different vendors will communicate well enough to allow a single
ESS to be created from APs of different vendors.
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Distribution System

The distribution system (DS) is the mechanism by which one AP com-
municates with another to exchange frames for stations in their BSSs,
forward frames to follow mobile stations from one BSS to another, and
exchange frames with wired networks, if any. As IEEE 802.11 describes
it, the DS is not necessarily a network. The standard does not place any
restrictions on how the DS is implemented, only on the services it must
provide. Thus, the DS may be a wired network, such as IEEE 802.3, or
it may be a purpose-built box that interconnects the APs and provides
the required distribution services.

Services

There are nine services defined by the IEEE 802.11 architecture. These
services are divided into two groups, station services and distribution
services. The station services comprise authentication, deauthentication,
privacy, and delivery of the data. The distribution services comprise
association, disassociation, reassociation, distribution, and integration.

Station Services

The four station services—authentication, deauthentication, privacy,
and data delivery—provide the IEEE 802.11 WLAN similar functions
to those that are expected of a wired network. The wired network func-
tion of physically connecting to the network cable is similar to the
authentication and deauthentication services, where use of the network
is allowed only to authorized users. The authentication service is used to
prove the identity of one station to another. Without this proof of iden-
tity, the station is not allowed to use the WLAN for data delivery. The
deauthentication service is used to eliminate a previously authorized
user from any further use of the network. Thus, once a station is deau-
thenticated, e.g., when an employee resigns, that station can no longer
access the services of the IEEE 802.11 WLAN.
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The privacy service of IEEE 802.11 is designed to provide an equivalent
level of protection for data traversing the WLAN as that provided by a
wired network that exists in an office building with restricted physical
access to the network plant. This service protects the data only as it
traverses the wireless medium. It is not designed to provide complete
protection of data between applications running over a mixed network
environment that happens to include an IEEE 802.11 WLAN.

Finally, the data delivery service of an IEEE 802.11 WLAN is similar to
that provided by all other IEEE 802 LANs. The data delivery service
provides reliable delivery of data frames from the MAC in one station to
the MAC in one or more other stations, with minimal duplication and
minimal reordering.

Distribution Services

The five distribution services—association, reassociation, disassocia-
tion, distribution, and integration—provide the services necessary to
allow mobile stations to roam freely within an ESS and allow an IEEE
802.11 WLAN to connect with the wired LAN infrastructure. The distri-
bution services comprise a thin layer above the MAC and below the
LLC sublayer that are invoked to determine how to forward frames
within the IEEE 802.11 WLAN and also how to deliver frames from the
IEEE 802.11 WLAN to network destinations outside of the WLAN.

The association service is used to make a logical connection between a
mobile station and an AP. This logical connection is necessary in order
for the DS to know where and how to deliver data to the mobile station.
The logical connection is also necessary for the AP to accept data
frames from the mobile station and to allocate resources to support the
mobile station. Typically, the association service is invoked once, when
the mobile station enters the WLAN for the first time, after the applica-
tion of power or when rediscovering the WLAN after being out of touch
for a time.
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The reassociation service is similar to the association service, with the
exception that it includes information about the AP with which a mobile
station has been previously associated. A mobile station will use the
reassociation service repeatedly as it moves throughout the ESS, loses
contact with the AP with which it is associated, and needs to become
associated with a new AP. By using the reassociation service, a mobile
station provides information to the AP to which it will be associated that
allows that AP to contact the AP with which the mobile station was pre-
viously associated, to obtain frames that may be waiting there for deliv-
ery to the mobile station, as well as other information that may be
relevant.

The disassociation service is used either to force a mobile station to
associate or for a mobile station to inform an AP that it no longer
requires the services of the WLAN. An AP to inform one or more
mobile stations that the AP can no longer provide the logical connection
to the WLAN may use the disassociation service. This may be due to
demand exceeding available resources in the AP, the AP shutting down,
or for any number of other reasons. When the mobile station becomes
disassociated, it must begin a new association by invoking the associa-
tion service.

A mobile station may also use the disassociation service. When a
mobile station is aware that it will no longer require the services of the
AP, it may invoke the disassociation service to notify the AP that the
logical connection to the WLAN from this mobile station is no longer
required. For example, this may be done when the mobile station is
being shut down or when the IEEE 802.11 adapter card is being ejected.
At that point, an AP may free any resources dedicated to the mobile sta-
tion and recover them for other uses.

An AP to determine how to deliver the frames it receives uses the dis-
tribution service. When a mobile station sends a frame to the AP for
delivery to another station, the AP invokes the distribution service to
determine if the frame should be sent back into its own BSS, for deliv-
ery to a mobile station that is associated with the AP, or if the frame
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should be sent into the DS for delivery to another mobile station asso-
ciated with a different AP or to a network destination outside the
IEEE 802.11 WLAN. The distribution service determines if the frame
is sent to another AP or to a portal.

The integration service connects the IEEE 802.11 WLAN to other
LANs, including one or more wired LANs, or other IEEE 802.11
WLANSs. A portal performs the integration service. The portal is an
abstract architectural concept and may physically reside as a thin layer in
some or all APs, or may be a separate network component entirely. The
integration service translates IEEE 802.11 frames to frames that may
traverse another network, and vice versa, translates frames from other
networks to frames that may be delivered by an IEEE 802.11 WLAN.

Interaction between Some Services

The IEEE 802.11 standard states that each station must maintain two
variables that are dependent on the authentication/deauthentication ser-
vices and the association/reassociation/disassociation services. The two
variables are authentication state and association state. While the stan-
dard describes these variables as being enumerated types, they are avail-
able only internal to an implementation and can be implemented as
Boolean truth-values. The variables are used in a simple state machine
that determines the order in which certain services must be invoked and
when a station may begin using the data delivery service. The variables
must exist in enough instances to allow the station to maintain a unique
copy for each station with which it communicates. A station may be
authenticated with many different stations simultaneously. However, a
station may be associated with only one other station at a time.

A station begins operation in state 1, where both authentication state and
association state are false, indicating that the station is neither authenti-
cated nor associated. In state 1, a station may use a very limited number
of frame types. (The details of the frame types will be described in Chap-
ter 3.) The allowable frame types provide the capability for a station in
state 1 to find an IEEE 802.11 WLAN, an ESS, and its APs, to complete
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the required frame handshake protocols, and to implement the authenti-
cation service. If a station is not successful in becoming authenticated, it
will remain in state 1. If a station becomes authenticated, setting authen-
tication state to true, it will make a transition to state 2. See Figure 2-3.

State 1:
g::z?el Unauthenticated,
Unassociated L
DeAuthentication
Notification
Successful DeAuthentication
Authentication Notification
Class 1 & 2 State 2:
Frames Authenticated,
Unassociated
Successiul Disassociation
Authentication or Notification
Reassociation
State 3:
1,2&3 -
Cla;fames Authenticated,

and Associated

Figure 2-3—Relationship between State Variables
and Services

If a station is part of an IBSS, it is allowed to implement the data ser-
vice in state 1. This is because neither authentication nor association is
used in an IBSS, leaving no mechanism for a station in an IBSS to
leave state 1.

In state 2, the station has been authenticated, indicated by authentication
state being true, but not yet associated. In this state, additional frame
types are allowed, beyond those allowed in state 1. The additional frame
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types provide the capability for a station in state 2 to implement the asso-
ciation, reassociation, and disassociation services. If a station is not suc-
cessful in becoming associated, it will remain in state 2, unless it receives
a deauthentication notification, in which case it will return to state 1 and
authentication state will be made false. If a station becomes associated,
setting association state to true, it will make a transition to state 3.

In state 3, the station has been both authenticated and associated, indi-
cated by both authentication state and association state being true. In
this state, all frame types are allowed and the station may use the data
delivery service. A station will remain in this state until receiving either
a disassociation notification or a deauthentication notification, or until it
reassociates with another station. If a station receives a disassociation
notification, it will make a transition to state 2 and set association state
to false. If a station receives a deauthentication notification, it will make
a transition to state 1 and set both authentication state and association
states to false.

A station must react to frames it receives in each of the states, even
those that are disallowed for a particular state. A station will send a
deauthentication notification to any station with which it is not authenti-
cated if it receives frames that are not allowed in state 1. A station will
send a disassociation notification to any station with which it is authen-
ticated, but not associated, if it receives frames not allowed in state 2.
These notifications will force the station that sent the disallowed frames
to make a transition to the proper state in the state diagram and allow it
to proceed properly toward state 3.

It can now be seen that a station will make transitions between the states
of this state machine many times as it roams through an ESS. Because a
station may be authenticated with many stations at once, it may be in
state 2 with relation to those stations. However, a station may only be in
state 3 with relation to a single other station. When a station reassociates
with another station, the station with which it was previously associated
must be moved back to state 2, by setting the value of associated state
for that station to false.
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As a graphical example of how the services are used, Figure 2-4 shows a
station moving between APs. As the station finds AP1, it will authenti-
cate and associate (a). As the station moves, it may pre-authenticate
with AP2 (b). When the station determines that its association with AP1
is no longer desirable, it may reassociate with AP2 (c). The reassocia-
tion causes AP2 to notify AP1 of the new location of the station, termi-
nating the station’s previous association with AP1 (d). At some point,
AP2 may be taken out of service. Should this occur, AP2 would disasso-
ciate the stations that were associated with it (¢). At this point the station
would need to find another access point and authenticate and associate,
in order to continue using the wireless LAN (f).

\ | AP3
a

Figure 2-4— Example Usage of the Services

Summary

The architecture and services of IEEE 802.11 are designed to allow the
WLAN to appear identical to wired LANs. The architecture clearly
divides the functionality of the WLAN into nonoverlapping functional
blocks. The services described by IEEE 802.11 provide the user of
IEEE 802.11 with the functionality of a wired LAN and the additional
benefits of nearly ubiquitous mobility.
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The IEEE 802.11 medium access control (MAC) supplies the function-
ality required to provide a reliable delivery mechanism for user data
over noisy, unreliable wireless media. It does this while also providing
advanced LAN services, equal to or beyond those of existing wired
LANSs.

MAC Functionality

The first function of the MAC is to provide a reliable data delivery ser-
vice to the users of the MAC. Through a frame exchange protocol at the
MAC level, the IEEE 802.11 MAC significantly improves on the reli-
ability of data delivery over wireless media, as compared to earlier
WLANS.

The second function of the IEEE 802.11 MAC is to fairly control access
to the shared wireless medium. It performs this function through two
different access mechanisms: the basic access mechanism, called the
distributed coordination function, and a centrally controlled access
mechanism, called the point coordination function.

The third function of the IEEE 802.11 MAC is to protect the data that it
delivers. Because a WLAN cannot be contained to a particular physical
area, in most cases, the IEEE 802.11 MAC provides a privacy service,
called Wired Equivalent Privacy (WEP), which encrypts the data sent
over the wireless medium. The level of encryption chosen approximates
the level of protection data might have on a wired LAN in a building
with controlled access that prevents physically connecting to the LAN
wiring without authorization.
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MAC Frame Exchange Protocol

Because the media used by the IEEE 802.11 WLAN are often very
noisy and unreliable, the IEEE 802.11 MAC implements a frame
exchange protocol to allow the source of a frame to determine when
the frame has been successfully received at the destination. This frame
exchange protocol adds some overhead beyond that of other MAC pro-
tocols, like IEEE 802.3, because it is not sufficient to simply transmit a
frame and expect that the destination has received it correctly on wire-
less media. In addition, it cannot be expected that every station in a
WLAN is able to communicate directly with every other station in the
WLAN. This leads to a situation called the hidden node problem. The
MAC frame exchange protocol is also designed to address this prob-
lem of WLANSs. The frame exchange protocol requires the participa-
tion of all stations in the WLAN. For this reason, every station decodes
and reacts to information in the MAC header of every frame it
receives.

Dealing with the Media

The minimal MAC frame exchange protocol consists of two frames, a
frame sent from the source to the destination and an acknowledgment
from the destination that the frame was received correctly. The frame
and its acknowledgment are an atomic unit of the MAC protocol. As
such, they cannot be interrupted by the transmission from any other
station.

If the source does not receive the acknowledgment, because the destina-
tion did not send one due to errors in the original frame or because the
acknowledgment itself was corrupted, the source will attempt to transmit
the frame again, according to the rules of the basic access mechanism
described below. This retransmission of frames by the source effectively
reduces the inherent error rate of the medium, at the cost of additional
bandwidth consumption. Without this mechanism for retransmission, the
users of the MAC, i.e., higher layer protocols, would be left to determine
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that their packets had been lost through higher layer timeouts or other
means. Since higher layer timeouts are often measured in seconds, it is
much more efficient to deal with this issue at the MAC layer.

The Hidden Node Problem

A WLAN suffers from a problem that does not occur on a wired LAN.
This problem is one of “hidden nodes.” It is a result of the fact that
every WLAN station cannot be expected to communicate directly with
every other WLAN station. An example illustrates this problem most
clearly.

In this example, there are three stations, A, B, and C, arranged as shown
in Figure 3-1. Station A can communicate only with station B. Station B
can communicate with stations A and C. Station C can communicate
only with station B. If a simple “transmit and hope” protocol were to be
used when station A was sending a frame to station B, the frame could
be corrupted by a transmission begun by station C. Station C would be
completely unaware of the ongoing transmission from station A to
station B.

A B C

Figure 3-1—The Hidden Node Problem
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The IEEE 802.11 MAC frame exchange protocol addresses this prob-
lem by adding two additional frames to the minimal frame exchange
protocol described so far. The two frames are a request to send frame
and a clear to send frame. The source sends a request to send to the des-
tination. The destination returns a clear to send to the source. Each of
these frames contains information that allows other stations receiving
them to be notified of the upcoming frame transmission and to delay any
transmissions of their own. The request to send and clear to send frames
serve to announce to all stations in the neighborhood of both the source
and destination the impending transmission from the source to the desti-
nation. When the source receives the clear to send from the destination,
the real frame that the source wants delivered to the destination is sent.
If that frame is correctly received at the destination, the destination will
return an acknowledgment, completing the frame exchange protocol.
Depending on the configuration of a station and its determination of
local conditions, a station may choose when to use the request to send
and clear to send frames. See Figure 3-2.

Area cleared by RT§

Area cleared by CTS

Figure 3-2—RTS and CTS address the Hidden Node
Problem

The four frames in this exchange are also an atomic unit of the MAC
protocol. They cannot be interrupted by the transmissions of other sta-
tions. If this frame exchange fails at any point, the state of the exchange
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and the information carried in each of the frames allows the stations that
have received these frames to recover and regain control of the medium
in a minimal amount of time. A station in the neighborhood of the
source station receiving the request to send frame will delay any trans-
missions of its own until it receives the frame announced by the request
to send. If the announced frame is not detected, the station may use the
medium. Similarly, a station in the neighborhood of the destination sta-
tion receiving the clear to send frame will delay any transmissions of its
own until it receives the acknowledgment frame. If the acknowledgment
frame is not detected, the station may use the medium.

In the source station, a failure of the frame exchange protocol causes the
frame to be retransmitted. This is treated as a collision, and the rules for
scheduling the retransmission are described in the section on the basic
access mechanism, below. To prevent the MAC from being monopo-
lized attempting to deliver a single frame, there are retry counters and
timers to limit the lifetime of a frame.

While this four-way frame exchange protocol is a required function of
the MAC, it may be disabled by an attribute in the management informa-

tion base (MIB). The value of the dotl IRTSThreshold attribute defines
the length of a frame that is required to be preceded by the request to
send and clear to send frames. All frames of a length greater than the
threshold will be sent with the four-way frame exchange. Frames of a
length less than or equal to the threshold will not be preceded by the
request to send and clear to send. This allows a network designer to tune
the operation of the IEEE 802.11 WLAN for the particular environment
in which it is deployed. In an environment with low demand for band-
width or where the stations are concentrated in an area where all are able
to hear the transmissions of every station, the threshold may be set so
that the request to send and clear to send are never used. As long as sta-
tions are not contending with each other, the request to send and clear to
send frames will most often be consuming bandwidth for no measurable
gain. This is the default setting for the threshold. In an environment
where there is a significant demand for the bandwidth available in the
WLAN or where the stations are distributed such that some may not hear
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the transmission of others, the threshold may be set lower, causing long
frames to use the request to send and clear to send frame exchange. The
value to which the threshold should be set is arrived at by comparing the
bandwidth lost to the additional overhead of the protocol to the band-
width lost from transmissions being corrupted by hidden nodes. A typi-
cal value for the threshold is 128. However, the value chosen is
dependent on the data rate and should be calculated for the particular
data rate in use. It is rarely necessary to change the value of
dot11RTSThreshold from the default value in an AP. By definition, an
AP is heard by all stations in its BSS and will never be a hidden node.
The only situation that may warrant changing the value for the RTS
threshold in an AP is when APs are colocated and sharing a channel.

Retry Counters

There are two retry counters associated with every frame the MAC
attempts to transmit: a short retry counter and a long retry counter.
There is also a lifetime timer associated with every frame the MAC
attempts to transmit. Between these counters and the timer, the MAC
may determine that it is no longer worthwhile to continue attempting to
transmit a particular frame. When the MAC makes that determination, it
may cancel the frame’s transmission and discard the frame. If a frame is
cancelled, the MAC indicates this to the MAC user, through the MAC
service interface.

The retry counters limit the number of times a single frame may be
retransmitted. There are two counters so that the network designer may
choose to allow more or fewer retries to shorter frames, as compared to
longer frames. The definition of the length of the frame that uses the
short or long counters is determined from the value of an attribute in the
MIB, the dotl11RTSThreshold. Upon the initial attempt at the transmis-
sion of a frame, the retry counters are reset to zero. Frames of a length
less than or equal to this threshold will cause the short retry counter to
increment when they are retransmitted. Frames of a length greater than
the threshold will cause the long retry count to be incremented when
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they are retransmitted. The successful transmission of a frame will reset
the associated retry counter to zero. The attempt to deliver a frame is
abandoned if either retry counter reaches the limit with which it is asso-
ciated in the MIB. The short retry counter is associated with the
dotl1ShortRetryLimit attribute. The long retry counter is associated
with the dotl 1LongRetryLimit attribute.

Basic Access Mechanism

The basic access mechanism is carrier sense multiple access with colli-
sion avoidance (CSMA/CA) with binary exponential backoff. This
access mechanism is similar to that used in IEEE 802.3, with some sig-
nificant exceptions. CSMA/CA is a “listen before talk” (LBT) access
mechanism. In this type of access mechanism, a station will listen to the
medium before beginning a transmission. If the medium is already car-
rying a transmission, the station that is listening will not begin its own
transmission. This is the CSMA portion of the access mechanism. This
is implemented, in part, using a physical carrier sensing mechanism pro-
vided by the PHY. Had the listening station begun its transmission
while the medium was already carrying another transmission, a collision
would occur on the medium. The collision may cause one or both of the
transmissions to be corrupted to the extent that the transmissions could
not be correctly received. Thus, the operation of the access mechanism
works to ensure the correct reception of the information transmitted on
the wireless medium.

As IEEE 802.11 implements this access mechanism, when a station lis-
tens to the medium before beginning its own transmission and detects an
existing transmission in progress, the listening station enters a deferral
period determined by the binary exponential backoff algorithm. It will
also increment the appropriate retry counter associated with the frame.
The binary exponential backoff mechanism chooses a random number
which represents the amount of time that must elapse while there are not
any transmissions, i.e., the medium is idle before the listening station
may attempt to begin its transmission again. The random number result-
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ing from this algorithm is uniformly distributed in a range, called the
contention window, the size of which doubles with every attempt to
transmit that is deferred, until a maximum size is reached for the range.
Once a transmission is successfully transmitted, the range is reduced to
its minimum value for the next transmission. Both the minimum and
maximum values for the contention window range are fixed for a partic-
ular PHY. However, the values may differ from one PHY to another.

Because it is extremely unusual for a wireless device to be able to
receive and transmit simultaneously, the IEEE 802.11 MAC uses colli-
sion avoidance rather than the collision detection of IEEE 802.3. It is
also unusual for all wireless devices in a LAN to be able to communi-
cate directly with all other devices. For this reason, the IEEE 802.11
MAC implements a network allocation vector (NAV). The NAV is a
value that indicates to a station the amount of time that remains before
the medium will become available. The NAV is kept current through
duration values that are transmitted in all frames. By examining the
NAV, a station may avoid transmitting, even when the medium does not
appear to be carrying a transmission by the physical carrier sense. The
NAYV, then, is a virtual carrier sensing mechanism. By combining the
virtual carrier sensing mechanism with the physical carrier sensing
mechanism, the MAC implements the collision avoidance portion of the
CSMA/CA access mechanism.

Timing Intervals

The decision by a station that the medium is not carrying a transmission
when the station is listening before beginning its own transmission is
based on timing intervals. The IEEE 802.11 MAC recognizes five timing
intervals. There are two basic intervals determined by the PHY: the short
interframe space (SIFS) and the slot time. Three additional intervals are
built from the two basic intervals: the priority interframe space (PIFS),
the distributed interframe space (DIFS), and the extended interframe
space (EIFS). The SIFS is the shortest interval, followed by the slot time,
which is slightly longer. The PIFS is equal to SIFS plus one slot time. The

26 The IEEE 802.11 Handbook: A Designer’s Companion




Chapter 3: Medium Access Control

DIFS is equal to the SIFS plus two slot times. The EIFS is much larger
than any of the other intervals. It is used when a frame that contains errors
is received by the MAC, allowing the possibility for the MAC frame
exchanges to complete correctly before another transmission is allowed.
Through these five timing intervals, both the distributed coordination
function (DCF) and point coordination function (PCF) are implemented.

DCF Operation

The DCF operates as follows. When the MAC receives a request to
transmit a frame, a check is made of the physical and virtual carrier
sense mechanisms. If both mechanisms indicate that the medium is not
in use for an interval of DIFS (or EIFS if the previously received frame
contained errors), the MAC may begin transmission to the frame. If
either the physical or virtual carrier sense mechanisms indicate that the
medius is in use during the DIFS interval, the MAC will select a backoff
interval using the binary exponential backoff mechanism and increment
the appropriate retry counter. The MAC will decrement the backoff
value each time the medium is detected to be idle by both the physical
and virtual carrier sense mechanisms for an interval of one slot time.
Once the backoff interval has expired, the MAC begins the transmis-
sion. If the transmission is not successful, i.e., the acknowledgment is
not received, a collision is considered to have occurred. In this case, the
contention window is doubled, a new backoff interval is selected, and
the backoff countdown is begun, again. This process will continue until
the transmission is sent successfully or it is cancelled. See Figure 3-3.

Centrally Controlled Access Mechanism

The centrally controlled access mechanism uses a poll and response pro-
tocol to eliminate the possibility of contention for the medium. This
access mechanism is called the point coordination function (PCF). A
point coordinator (PC) controls the PCF. The PC is always located in an
AP. Generally, the PCF operates by stations requesting that the PC
register them on a polling list, and the PC then regularly polls the
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