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(57) ABSTRACT

Apparatuses, systems and methods are presented for handling
calls. In one embodiment, an emergency call handling system
capable of receiving visual information from callers and cor-
relating the visual information to particular incidents is dis-
closed. To obtain visual information, a call handler may gen-
erate and send an electronic mail message to the caller. The
caller may reply to the electronic mail message and attach an
image captured with, for example, a camera phone. The visual
information may then be correlated to the call between the
caller and call handler. In addition, unsolicited visual infor-
mation received by the emergency call handling system may
be prioritized, triaged and delivered to the call handler. The
visual information may be used to assess an emergency situ-
ation. The visual information may be forwarded to emergency
service providers.
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INTEGRATED CALL HANDLER AND EMAIL
SYSTEMS AND METHODS

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This patent application is a continuation-in-part of
pending U.S. patent application Ser. No. 11/835,208, filed
Aug.7,2007, which was a continuation-in-part of U.S. patent
application Ser. No. 11/621,473, filed Jan. 9, 2007, which is a
continuation-in-part of U.S. patent application Ser. No.
10/913,880, filed Aug. 6, 2004, which claims priority to U.S.
Provisional Patent Application No. 60/821,915, filed Aug. 9,
2006, the disclosures of which are incorporated by reference
in their entireties herein.

BACKGROUND

[0002] Call handling of either emergency or non-emer-
gency related situations is a process of interacting with a
caller to exchange information. The caller may have con-
tacted a particular agency or service provider to gain assis-
tance. A call handling system is the system used by a call
handler to communicate with the caller. For example, a caller
may dial 911 seeking emergency assistance. Another
example is where a caller dials an information service to
obtain driving directions or addresses. In either situation, the
call may be handled by a call handler using a call handling
system.

[0003] A particular caller may contact a particular agency
or service provider to forward information. For example, a
caller may dial 911 to report an emergency situation that the
caller has witnessed, such as a crime, an automobile accident
or a building fire. An example of a non-emergency situation
would be where the caller calls to report local driving or
weather conditions or a crime tip line. Whether the caller is
calling to gain assistance or report information, a call handler,
who may be specially trained in quickly and efficiently
exchanging information with a caller, may handle the call.
[0004] A critical application of call handling is in the pro-
vision of emergency services. In an emergency situation, the
call handler may need to quickly extract information from the
caller in order to assist the caller. Such is typically the case in
emergency medical situations where the call handler must
ascertain the type and extent of injury in order to give relevant
instructions. Generally, in an emergency situation, a caller
will dial 911 and be connected to a local Public Safety
Answering Point (PSAP). The PSAP is generally staffed with
a group of specially trained call handlers. Typically, the call
handlers will respond to callers according to protocols, often
dispatching emergency service providers. Call handling is
often employed with Computer Aided Dispatch (CAD) sys-
tems that dispatch response units, such as police, fire and/or
medical units, based on received information. For example,
call handling of prior art CAD systems typically involves call
handlers who receive calls describing certain events. The call
handlers subsequently convey this information to a dispatch
unit by manually inputting information into the CAD system,
which then recommends the appropriate dispatch unit(s) for
response to the event.

[0005] Typically, a call handler working in a PSAP will
receive textual information, displayed on a computer termi-
nal, regarding the probable location of a caller. If the caller is
calling from a landline, systems at the PSAP may access an
automatic location information (ALI) database to determine
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the location of the caller. Accordingly, errors in the ALI
database may result in incorrect determinations of caller loca-
tion. Therefore, the call handler may need to verify the loca-
tion of the caller. If the caller is calling from a mobile wireless
device (e.g., cell phone), location information, if available at
all, may not be determinable in the same manner as for land-
lines. Location information of a caller using a mobile wireless
device presented to a call handler may be derived from trian-
gulating signals transmitted by the cell phone. The accuracy
of such a location may be dependent on the number of cell
towers and signal strength. Global Positioning System (GPS)
location data may also be available if the caller is using a cell
phone with GPS capabilities. However, GPS systems may be
unreliable, for example, if the caller is indoors. Accordingly,
in the case of mobile wireless devices, the call handler may
need to provide and/or verify the location of the caller.
[0006] Generally, the location of the caller is only one part
of the information that is exchanged between the caller and
the call handler in an emergency situation. For example, at the
scene of a major traffic accident, the caller may need to
communicate the number of people injured, the number of
vehicles involved, location and condition of the vehicles,
current conditions (e.g., fog, ice, etc.), and many other aspects
of the situation. In current emergency call handling systems,
all of this information is communicated verbally between the
caller and the call handler and the call handler may forward
this information, either verbally or textually, to at least one
emergency services provider.

SUMMARY

[0007] One exemplary embodiment can describe an infor-
mation processing system. The information processing sys-
tem can include a communication module operable to send
first data with a unique identifier to a communication device
configured to receive the first data and reply with second data,
the second data containing the unique identifier of the first
data; and a data receiving module configured to receive
incoming data, filter incoming data and weight incoming
data.

[0008] Another exemplary embodiment describes a
method of routing information. The method of routing infor-
mation can include steps for calling a call center from a
communication device; sending a first MMS from the call
center to the communication device, the MMS having a
unique identifier included therein; replying to the MMS from
the call center with the communication device with a second
MMS, the second MMS including the unique identifier; fil-
tering the second MMS through a data processing module;
and associating the second MMS with the call from the com-
munication device to the call center.

[0009] Yet another exemplary embodiment may include a
system for routing data. The system for routing data can have
atleast one MMS message sent from a communication device
to a data processing module; and at least one engine for that
determines if the at least one MMS message is a solicited
message related to a phone call made to a call center and
associates the at least one MMS message with the phone call
if it is a solicited message or evaluates other aspects of the at
least one MMS message if the at least one MMS message is
not solicited.

[0010] Still other exemplary embodiments generally
relates to call handling. More specifically, this invention
relates to correlating call information to visual information
received from the caller. The present inventors have recog-
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nized that many aspects of the process of call handling may be
significantly enhanced through the incorporation of the trans-
fer of visual and/or textual information. The transfer of visual
information may occur between a caller and a call handler.
For example, in an emergency situation, a caller may dial 911
to contact a call handler at a PSAP. It may then be beneficial
for the caller to transfer visual information regarding the
emergency to the call handler. By reviewing the visual infor-
mation, the call handler may gain a better understanding of
the emergency situation. The call handler may forward the
information, including the visual information, to at least one
emergency services provider.

[0011] The visual information may, for example, include
information regarding the exact location of the caller. This
may be particularly valuable where the caller is calling from
a mobile wireless device, such as a cell phone, and an exact
location would otherwise be unavailable or difficult to obtain.
The visual information may include images of a victim, a
suspect, an accident scene or any other emergency or non-
emergency subject that may enhance the effectiveness of the
communication between the call handler and caller. The call
handler may also send information to the caller, such as, for
example, visual instruction on how to handle a particular
situation or perform a particular task, images, forms, or Uni-
form Resource Locators (URLs).

[0012] Whether in an emergency situation or a non-emer-
gency situation, the transfer of visual information between
the caller and the call handler may result in faster and more
efficient transfer of information. In emergency situations, this
may result in faster and more appropriate provision of emer-
gency services. A call handler may also forward the visual
information received from the caller to third parties, such as,
for example, an emergency services provider. The emergency
services provider may use the visual information to determine
an appropriate response, for example, in terms of equipment,
personnel and procedures to be used in response to the emer-
gency.

[0013] The visual information may serve as a recordation
of the events that prompted the caller to contact the call
handler. The visual information may be an image of a suspect
and may serve as evidence in a criminal investigation. The
visual information may be in the form of an image of a vehicle
involved in an accident or crime. The visual information may
be of a suspected missing person. The visual information may
be used as evidence in subsequent civil proceedings. The
visual information may be used to help determine a cause of
an emergency situation or be used by investigators to analyze
a particular chain of events.

[0014] Accordingly, systems and methods are presented
herein to enable the efficient transfer of visual information
between a caller and a call handler. These systems and meth-
ods provide the aforementioned benefits. It will be appreci-
ated that other benefits of the ability to quickly and efficiently
transfer visual information between a caller and call handler
will be apparent to those skilled in the art and are intended to
be within the scope of the present invention.

[0015] Inanaspectofthe present invention, an information
processing system is provided that includes a network inter-
face, a telephonic interface, a call handler interface, a storage
unit, and a processing module. The network interface may be
operable to receive and transmit packetized information over
a computer network. In one embodiment, the computer net-
work may be the Internet. The packetized information may be

Oct. 14,2010

in the form of electronic mail messages consisting of text,
visual information in the form of image files, or a combina-
tion thereof.

[0016] The telephonic interface may be used for audio
communication between at least one call handler and at least
one caller over a telephone network. In one embodiment, the
telephone network may be the public switched telephone
network (PSTN), a cellular network, or a combination thereof
The telephonic interface may be a standard telephone headset
or handset. The telephone network may include a PSAP. The
audio communication may be an emergency related, non-
emergency related, or a combination thereof In one embodi-
ment, the audio communication between the caller and the
call handler may be emergency related. To initiate the audio
communication, the caller may dial 911.

[0017] The call handler interface may be operable to gen-
erate at least one outgoing message. The call handler interface
may be operable to send the outgoing message to the caller.
The outgoing message may include a unique identifying com-
ponent. In one embodiment, the call handler interface may be
in the form of a personal computer or computer terminal
accessible by the call handler. The outgoing message may be
an electronic message, for example, an electronic mail mes-
sage. The call handler interface may be operable to present to
the call handler a plurality of outgoing message templates.
The call handler may then select a particular outgoing mes-
sage template that is appropriate for the circumstances of the
call. The selecting of the outgoing message template may be
in the form of selecting a particular outgoing message tem-
plate identified by a menu item or an item in a pull-down
menu presented to the operator by a display screen of the call
handler interface. The call handler may then use the selected
outgoing message template to generate an outgoing message
to be sent to the caller. The outgoing message may be sent
over the computer network.

[0018] The unique identifying component of the outgoing
message may, for example, be located in a message header of
the outgoing message. In one embodiment, the unique iden-
tifying component may be a string of alphanumeric charac-
ters. For example, the unique identifying component may
include alphanumeric characters representing the date on
which the outgoing message was first generated concatenated
with a sequential serial number.

[0019] The storage unit may be configured to store infor-
mation related to the caller, the particular call between the
caller and the call handler, or any combination thereof. In one
embodiment, the storage unit may, for example, be a hard
drive such as those commonly used to store information in
digital form.

[0020] The processing module may be coupled to the stor-
age unit, the call handler interface, and the network interface.
The unique identifying component of a particular outgoing
message may be stored in the storage unit in relation to
information pertaining to the particular call that resulted in
the generation of the outgoing message. The processing mod-
ule may be operable to correlate an incoming message
received over the computer network to the information per-
taining to the particular call that resulted in the generation of
the outgoing message and the subsequent reception of the
incoming message. In one embodiment, the processing mod-
ule may be operable to present to the call handler the incom-
ing message along with information related to the particular
call that resulted in the reception of the incoming message.
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[0021] Inanother aspect of the present invention, an emer-
gency call handling system is provided that includes a net-
work interface module, a communication interface, a call
handler interface, a storage unit, and a processor module. The
network interface may be operable to receive and transmit
packetized information over a computer network, such as the
Internet. The communication interface may be intercon-
nected with a PSAP. The call handler interface may generate
an outgoing message that includes a unique identifying com-
ponent. The storage unit may store the unique identifying
component in relation to a record of a call. The processing
module may correlate incoming messages received over the
computer network to the record, stored in the storage unit, of
a particular call. The call handler interface may display at
least part of an incoming message along with a record of the
specific call with which the incoming message was corre-
lated.

[0022] In another aspect of the present invention, a call
handling system is provided that includes a database, a call
handler interface, and an electronic message processing mod-
ule. The database may be configured to store a plurality of
electronic message templates, information regarding a call
from a caller, and a unique identifying component for the call.
The call handler interface may be operable to enable a call
handler to select an electronic message template from the
plurality of electronic message templates stored in the data-
base. The call handler interface may be operableto initiate the
sending of an electronic message to the caller, where the
electronic message contains the unique identifying compo-
nent for that call. The call handler interface may be operable
to display information regarding the call and an image con-
tained in a response to the electronic message sent by the call
handler. The electronic message processing module may be
operable to correlate the information regarding a particular
call to the image contained in a response from the caller to the
electronic message received by the caller. In one embodi-
ment, the call may be emergency related.

[0023] In still another aspect, a method of communicating
with a caller is provided that includes receiving a call, making
a decision, based on the call, to obtain visual information
from the caller, assigning a unique identifying component to
a first message, including that unique identifying component
in the first message, sending the first message, receiving a
second message in response to the first message, and corre-
lating the second message to the call. The call may be received
over a telephone network, such as the PSTN, and may be
emergency related. The decision to obtain visual information
may be made as a result of the interaction between a call
handler and a caller. The first message may be generated by
selecting a message template from a plurality of available
message templates. The first and second messages may be
electronic mail messages. The unique identifying component
assigned to the first message may be located in a header of the
first message.

[0024] The first message may be sent to the caller over a
computer network, such as the Internet. In one embodiment,
the first message may contain an instruction regarding how to
reply to the first message. For example, the instruction may
direct the caller to reply to the first message by creating a
second message and attaching visual information to the sec-
ond message. This may be accomplished by the caller by, for
example, attaching an image captured with a camera phone to
areply to the first image and sending that reply message (i.e.,
the second message) to a call handler. In one embodiment, the
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electronic mail message address of the caller may be deter-
mined and inserted into the first message prior to sending. The
electronic mail message address of the caller may be deter-
mined by concatenating the phone number of the caller with
a domain name of the caller. The domain name may be
obtained by looking up the domain name in a database for the
particular service provider of the caller.

[0025] The second message may contain visual informa-
tion. The second message may contain the unique identifying
component that was inserted into the first message. The visual
information contained in the second message may be corre-
lated to the call based on the unique identifying component.
In one embodiment, the method of communicating with the
caller may include displaying information about the call
along with the visual information provided in the second
message.

[0026] The method may include forwarding the visual
information received in the second message. The visual infor-
mation may be forwarded to an emergency services provider.
[0027] In a yet another aspect, a method of correlating
visual information to a call is provided. The method includes
receiving a call from a caller, sending an electronic mail
message to the caller where the message includes a unique
identifying component, receiving a reply message from the
caller where the reply message includes the unique identify-
ing component and visual information, and correlating the
reply message to the call at least partially based on the unique
identifying component.

[0028] In an additional aspect, an information processing
system is provided that includes a message priority module, a
triage interface, and an integration module. The message
priority module may be operable to assign priority scores to
electronic messages received by the information processing
system. The triage interface may be operable to display at
least a portion of the electronic messages along with corre-
sponding priority scores assigned by the message priority
module. The triage interface may be operable to display a
single message based on that message’s corresponding prior-
ity score (e.g., the triage interface may display the electronic
message with the highest priority score). The integration
module may be operable to present “triaged” electronic mes-
sages to a communications system. Such an information pro-
cessing system may be operable to process and prioritize
unsolicited incoming messages.

[0029] In an embodiment, the information processing sys-
tem may further include a communications module operable
to receive electronic messages over a computer network, such
as the Internet. Such messages may be packetized for delivery
over the computer network. The messages may be in the form
of electronic mail messages. The messages may include text,
audio, images, video clips, or any combination thereof. The
communications module may be operable to selectively for-
ward the received electronic messages to the message priority
module. This selective forwarding may be based at least in
part on the source of the received electronic messages. The
messages may be emergency related. In the latter regard, the
information processing system may, for example, be config-
ured to process solicited and unsolicited messages received
by a PSAP or other emergency response system.

[0030] In an embodiment, the information processing sys-
tem may include an information database. The database may
include data relating to unique identifying components cor-
related to communications events. Incoming messages con-
taining such unique identifying components may be for-

Petitioner Ex 1007, p. 17
Carbyne v. Tritech, IPR2025-00959



US 2010/0261492 Al

warded directly from the message priority module to the
integration module. The database may also include data relat-
ing to phone numbers correlated to predeterminable sources,
phone numbers correlated to communications events, loca-
tions of communications events, or any combination thereof.
[0031] The information processing system may be oper-
able to communicate with a database (e.g., an Automatic
Number Identification (ANI) database and/or an ALI data-
base) containing location information for cellular phone
users. The message priority engine may determine a particu-
lar priority score based, at least in part, on a source of that
particular message.

[0032] The triage interface may allow an operator, such as
atriage interface operator, to process the messages in an order
at least partially based on the assigned priority score. In this
regard, the triage interface may be operable to order the
electronic messages based on the assigned priority scores.
This ordered list may allow a triage interface operator to
select and forward at least one of the received and triaged
messages to the communications system. The communica-
tions system may, for example, be an electronic messaging
system, a call handling system, or a combination thereof. In
embodiments where the communications system includes a
call handling system, the call handling system may, for
example, be a CAD system, a Records Management System
(RMS), or any other system designed to handle communica-
tions between a caller and a call handler.

[0033] In an embodiment, the information processing sys-
tem may include a reporting interface. The reporting interface
may be operable to report on the status of various components
of the information processing system. For example, the
reporting interface may be operable to present statistics per-
taining to the performance and status of the communications
module, the message priority module, the triage interface, the
integration module, or any combination thereof.

[0034] In still another aspect, an emergency call handling
system is provided that includes a communications module, a
message priority module, a triage interface, a call handler
workstation, and an integration module. The communications
module may be operable to receive packetized messages over
a computer network, such as the Internet. The message pri-
ority module may be operable to assign emergency-related
priority scores to the received messages. The triage interface
may be operable to display at least a portion of the received
messages along with corresponding emergency-related pri-
ority scores assigned by the message priority module. The
call handler workstation may include an audio interface and a
computer terminal. The integration module may be operable
to present triaged, received messages to the call handler
through the call handler workstation.

[0035] Inanother aspect, a method is provided for process-
ing a message for display at a communications workstation.
The method includes receiving a message over a computer
network, verifying the message is from an approved source
(e.g., a cellular phone), assigning a priority score to the
received message, forwarding the received message to the
communications workstation based on the assigned priority
score, and displaying the forwarded received message at the
communications workstation. In an embodiment, the com-
munications workstation may be a call handler workstation.
[0036] Inyetanother aspect, a method is provided for per-
forming triage on a plurality of received messages. The
method includes receiving a plurality of messages over a
computer network, assigning an emergency related priority
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score to each of the received messages, and ordering the
received messages based on the assigned emergency related
priority scores. The emergency related priority score may, for
example, be based on the source of the message, the origina-
tion location of the message, or a combination thereof. In
particular, the priority score may reflect messages where the
message originated from an emergency responder, a known
emergency information provider, a source related to previ-
ously received calls, a source related to a call previously
placed, a source related to a currently active emergency situ-
ation, or a combination thereof.

[0037] Inanotheraspect, acall handling system is provided
that includes a message priority module. The message prior-
ity module may be operable to assign priority scores to elec-
tronic messages received by the call handling system. In an
embodiment, a triage interface may be included. The triage
interface may be operable to display at least a portion of the
electronic messages along with corresponding priority scores
assigned by the message priority module. In an embodiment,
the call handling system may include an integration module.
The integration module may be operable to present triaged
electronic messages to a call handler. The call handling sys-
tem may further include a telephonic interface for audio com-
munication between a call handler and a caller over a tele-
phone network.

[0038] Inyetanother aspect, a method is provided for con-
tacting potential eyewitnesses to an event. The method may
include determining a location and a time period of an event,
obtaining a listing of cellular phones proximate to the loca-
tion during the time period of the event, and delivering mes-
sages to the cellular phones proximate to the location during
the time period. In an embodiment, the obtaining step may
include querying an ANTALI database. The listing of cellular
phones may be prioritized based on information related to the
cellular phones.

[0039] Various embodiments and aspect described herein
may be combined. Embodiments, features and steps
described in conjunction with a particular aspect may be
combined with other aspects described herein. Additional
aspects and corresponding advantages of the present inven-
tion will be apparent to those skilled in the art upon consid-
eration of the further description that follows.

BRIEF DESCRIPTION OF THE DRAWINGS

[0040] FIG. 1 is a block diagram of communication flow
between a caller, a call handler and an emergency services
provider.

[0041] FIG. 2 is a block diagram of a communication net-
work.

[0042] FIG. 3 is a flowchart of a process for handling an

emergency call and gathering visual information.

[0043] FIG. 4 is an illustration of a graphical user interface
usable to generate an electronic mail message.

[0044] FIG. 5is an illustration of a graphical user interface
for communicating textual and visual information to a call
handler.

[0045] FIG. 6 is a flowchart of a method of communicating
with a caller.
[0046] FIG. 7 is a flowchart of a method of correlating

visual information to a call.

[0047] FIG. 8 is a block diagram of a system operable to
process certain types of communications.

[0048] FIG. 9 is a block diagram of an embodiment of the
system of FIG. 8 integrated with the system of FIG. 2.
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[0049] FIG. 10 is a flowchart of a method of displaying a
message at a call handler workstation.

[0050] FIG. 11 is a flowchart of a method of performing
triage on a plurality of received messages.

[0051] FIG. 12 is an exemplary diagram of an incident
linked multimedia system.

[0052] FIG. 13 is an exemplary diagram of an incident
linked multimedia architecture.

DETAILED DESCRIPTION OF THE DRAWINGS

[0053] While the invention is susceptible to various modi-
fications and alternative forms, specific embodiments thereof
have been shown by way of example in the drawings and will
herein be described in detail. Those skilled in the art will
appreciate that the features described below can be combined
in various ways to form multiple variations of the invention.
Accordingly, the invention is not limited to the specific
examples described below.

[0054] FIG. 1 is a block diagram of communication flow
between a caller 102, a call handler 104, and an emergency
services provider 106. Generally, the caller 102 may initiate
communication with the call handler 104. In the case of an
emergency call, the caller 102 may dial 911 and be routed to
an appropriate emergency services call handler 104. The
caller 102 and the call handler 104 may exchange information
regarding an emergency situation. The call handler 104 may
also contact the emergency services provider 106. The emer-
gency services provider of block 106, as used herein, may
represent a single emergency services provider such as an
ambulance service, or the emergency services provider of
block 106 may represent multiple emergency services pro-
viders that may be engaged during any particular emergency
situation. For example, in a large-scale emergency, multiple
firefighting, law-enforcement, and medical units may be dis-
patched.

[0055] The call handler 104 may exchange information
with the emergency services provider 106 regarding the emer-
gency and the status of the caller 102. Generally, in prior art
systems, the information exchanged between the caller 102
and call handler 104 is in the form of oral communications
over a telephone network. Other information, such as location
data of the caller 102, is also provided to the call handler 104,
generally by equipment and databases interconnected to the
telephone network. This information may also be provided to
the emergency services provider 106.

[0056] Embodiments described herein provide systems and
methods, which supplement the above information with
visual information. This visual information may be captured
by the caller 102, for example, with a camera phone, and
forwarded to the call handler 104 using the apparatuses, sys-
tems and methods described herein. The call handler 104 may
use the visual information in a variety of ways such as, for
example, to determine a location of an emergency situation
and/or to determine a course of action. The call handler 104
may forward the visual information to at least one emergency
services provider 106 using the apparatuses, systems and
methods described herein. The emergency services provider
106 may use the visual information, for example, to assess an
emergency situation prior to arrival, to determine a location of
the emergency situation, and/or otherwise assist in the provi-
sion of emergency services. The visual information may also
be used in later investigations of, for example, the emergency
situation and/or the performance of the call handler 104 and/
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or the emergency services provider 106 in their response to
the emergency situation and provision of emergency services.
[0057] FIG. 2 is a block diagram of one embodiment inter-
connected to various communication networks to enable
communication, including the transfer of visual information,
between the call handler 104, the caller 102, and the emer-
gency services provider 106. In the embodiment illustrated in
FIG. 2, the caller 102 is communicating using a cell phone.
Although generally described herein in terms of a caller 102
communicating using a cell phone, the caller 102 may be
interconnected through other means such as, for example,
land lines and satellite links. A caller 102 with the ability to
receive and send electronic messages may communicate with
the call handler 104 using the apparatuses, systems and meth-
ods described herein.

[0058] Thecaller 102 may be interconnected to one or more
proximate cell towers 220 through wireless communication
links. The cell towers 220 may be interconnected to a cellular
network 222. The cell phone of the caller 102 may have the
capability to generate, send, and receive electronic messages.
The cell phone of the caller 102 may also have the capability
to capture visual information which may be in the form of
digital images which may be still images and/or video clips.
The cell phone of the caller 102 may also have the capability
to capture audio information. The electronic messages may
be in the form of text messages and/or messages including
visual and/or audio information.

[0059] The cellular network 222 may in turn be intercon-
nected to the PSTN 224 and the Internet 226. A PSAP 212
may be interconnected to the PSTN 224. The PSAP 212 is
typically a local facility responsible for answering 911 calls
and forwarding related information to emergency service pro-
viders 106. The PSAP 212 may contain multiple call handler
workstations such as call handler workstation 202. The call
handler workstation 202 may contain a phone 204 for audio
communications with the call handler 104 and a terminal 206.
The terminal 206 may be in the form of a computer interface
including, for example, a video display device, keyboard and
mouse. The PSAP 212 may be interconnected to the emer-
gency services provider 106 in a variety of ways. For
example, the PSAP 212 may be directly connected to the
emergency services provider 106 via a dedicated communi-
cation line or wireless communication link. Alternatively or
additionally, the PSAP 212 may be connected to the emer-
gency services provider 106 via the PSTN 224.

[0060] A typical prior art 911 call from a cell phone user
will now be described with reference to the aforementioned
features of FIG. 2. The caller 102 dials 911 on his or her cell
phone and presses send to connect the call. The cell phone
communicates with one or more proximate cell towers 220
and interconnects with the cellular network 222.

[0061] The cellular network 222 in turn interconnects with
the PSTN 224 and the call is routed to a PSAP 212. Textual
information about the call may appear on the terminal 206 of
a call handler workstation 202 and an audio communication
link between the caller 102 and the call handler 104 may be
established. The textual information may include location
data forwarded to the PSAP 212 by the cellular network 222.
The location data may, for example, be based on cell tower
220 location and cell phone signal attributes or on GPS infor-
mation obtained from the cell phone, the cellular services
provider or some other source. The textual information may
include a phone number of the caller 102. The call handler
104 and the caller 102, via the established audio communi-
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cation link, discuss the emergency situation and the call han-
dler 104 determines the appropriate emergency services pro-
vider 106 to respond to the emergency situation. The call
handler 104 may then communicate details of the emergency
situation to the emergency services provider 106. The call
handler 104 may maintain communication with the caller 102
and the emergency services provider 106 as needed.

[0062] Additional features of FIG. 2 that facilitate textual
and visual communication between the call handler 104 and
the caller 102 will now be described. Currently, many cell
phones and cellular networks possess the ability to generate,
send, and receive electronic messages, such as electronic mail
(e.g., e-mail), through interconnection to the Internet 226.
Many cell phones possess the ability to capture visual infor-
mation in the form of digital images, including still images
and digital video. The PSAP 212 may contain or be intercon-
nected to an electronic message processing module 228. The
electronic message processing module 228 may facilitate the
sending and receiving of electronic messages between the
PSAP 212 and the Internet 226 and therefore to any other user
or users connected to the Internet 226. This may be accom-
plished through one or more network interfaces of the elec-
tronic message processing module 228. In this regard, elec-
tronic messages may be communicated between the PSAP
212 and the caller 102.

[0063] Theelectronic message processing module 228 may
include a single electronic message processing unit capable
of processing incoming and outgoing electronic messages or
the electronic message processing module 228 may, as shown
in FIG. 2, include an outgoing electronic message processor
214 and an incoming electronic message processor 216. The
incoming electronic message processor 216 may be linked to
a database 208. The database 208 may contain information
pertaining to outgoing electronic messages (i.e., outgoing
from the PSAP 212) and telephone communications between
various callers and the PSAP 212. The database 208 may also
contain other various sets of information such as templates
used in the generation of electronic messages and information
related to domain names used by various cellular communi-
cation providers. The database 208 may be located within or
remote from the PSAP 212. The database 208 may be an
information storage unit such as, for example, a computer
hard drive. An administration module 210 may also be inter-
connected to the database 208 and the PSAP 212. The admin-
istration module 210 may facilitate the maintenance and
updating of various components within the PSAP 212. As
with the database 208, the administration module 210 may be
located within or remote from the PSAP 212. The PSAP 212
may also be directly interconnected to the Internet 226. Simi-
larly, the electronic message processing module 228 may be
located within the PSAP 212. The electronic message pro-
cessing module 228 may be located within the call handler
workstation 202.

[0064] FIG. 3 is a flowchart of an exemplary process for
handling an emergency call and gathering visual information.
The steps of FIG. 3 will now be described in detail in con-
junction with the features illustrated in FIG. 2.

[0065] The first step 302 is the caller initiating an emer-
gency call. This may be in response to a perceived emergency
such as a medical emergency, a crime, an accident, or other
situation requiring the presence of an emergency services
provider 106. The initiation of the call may take the form ofa
caller 102 dialing 911 on his or her cell phone. This will
initiate communication between the cell phone and one or
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more local cell towers 220 which will enable the caller 102 to
communicate with the cellular network 222 of the caller’s 102
cellular service provider. In the next step 304, the call may be
routed through the cellular network 222 to the PSTN 224 and
to the PSAP 212. The routing of cellular calls to appropriate
PSAPs may be accomplished in a variety of ways known to
those skilled in the art.

[0066] Inthe next step 306, the call may be presented to the
call handler 104 at the PSAP 212. This may be in the form of
a visual display of data associated with the call displayed on
the terminal 206 of the call handler workstation 202 and a
telephonic connection between the call handler 104 (via a
phone 204) and the caller 102. The visual display of data on
the terminal 206 may include information such as, for
example, the telephone number of the caller 102, the cellular
service provider of the caller 102, and approximate location
of'the caller 102, the name of the person or entity associated
with the cell phone, and the time and date of the call. The
visual display of data on the terminal 206 may be received
from an ANI/ALI database. Other information may also be
presented to the call handler 104 to assist the call handler 104
in the handling of the call. This may include blank fields for
information to be determined by the call handler 104 during
the course of the call.

[0067] The next step 307 may be for the call handler 104
and caller 102 to discuss the emergency situation. The dis-
cussion may be guided by emergency call protocols followed
by the call handler 104. The discussion may include a deter-
mination by the call handler 104 that the caller 102 has the
capability to send and receive electronic messages and that
additional information in the form of a textual message or
visual message from the caller 102 would be of value. The
value may be immediate in that the information contained in
the electronic message may, for example, aid in the response
to the emergency situation. The value may be less immediate
in that, for example, the information may serve as evidence
for a later criminal investigation or forensic evidence for an
investigation into the causes of the emergency situation.
[0068] Once it has been determined that an electronic mes-
sage from the caller 102 would be beneficial, the next step 308
may be for the call handler 104 to initiate an image acquisition
protocol. This initiation may take any of a variety of forms,
such as entering a command using a keyboard or clicking on
a button on the display of the terminal 206 using a mouse.
Once the image acquisition protocol has been initiated, the
call handler workstation 202 or a computer system within the
PSAP 212 may generate a unique identifying component,
which may be used to identify an outgoing message from the
call handler 104 to the caller 102 and a possible future incom-
ing message or messages from the caller 102 to the PSAP 212.
The unique identifying component may be a unique string of
alphanumeric characters. The unique string may be generated
based on the time of the request for the unique string, the
previously generated unique string (e.g., the unique strings
may be sequential), or on any other suitable methodology. In
an implementation, the unique string may be a numeric string
representing the date of the call along with a sequential num-
ber where the sequential number is reset to 1 at the beginning
of'each day. The unique identifying component may be stored
in a database 208 along with or in relation to information that
identifies a particular call between the caller 102 at the call
handler 104.

[0069] A pop-up window 400, such as that illustrated in
FIG. 4, may be displayed on the terminal 206 in response to
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the initiation of the image acquisition protocol by the call
handler 104. The pop-up window 400 may present multiple
electronic mail templates to the call handler 104 in the form of
a pull down list of electronic mail templates accessed by
activating the pull-down menu button 401 adjacent to the
electronic mail template window 402 and selecting an appro-
priate electronic mail template. For example, and as illus-
trated in FIG. 4, an electronic mail template may be titled
“Request for Caller Location Picture.” The electronic mail
template “request for caller location picture” 402 may be one
of several electronic mail templates available. Other elec-
tronic mail templates may, for example, include templates to
instruct the caller 102 to provide images of: a location of an
incident, a particular item such as a suspicious package, sus-
pected hazardous material, a victim, a vehicle involved in an
accident, and a suspect. Through the administration module
210, electronic mail templates may be added, removed or
modified by administrative personnel.

[0070] Once an electronic mail template has been selected
by the call handler 104 in step 310, pre-determined fields of
the electronic mail may be automatically populated. For
example as shown in the pop-up window 400 when the
“request for caller location picture” electronic mail template
is selected, the system may automatically populate the elec-
tronic mail with a subject 408 titled “caller location picture 1~
and predetermined text in the body 410 of the message. The
predetermined text, as illustrated in FIG. 4, may include
instruction on how to reply to the electronic mail. Not shown
in FIG. 4, but nonetheless a part of the electronic mail mes-
sage, is the unique identifying component which may be
attached to the electronic mail message. For example, the
unique identifying component may be located within a mes-
sage header that is generally not displayed for a user. The
header containing the unique identifying component may be
a custom header. In one implementation, the outgoing email
may include a custom header named “Call-1D.”

[0071] The next step 312 may be for the call handler 104 to
acquire a domain name for the caller 102. This step may
include the call handler 104 determining the service provider
of the caller 102 and selecting an appropriate domain name
from a pull-down menu of domain names 404 located in the
pop-up window 400. For example, and as illustrated in FIG. 4,
the call handler 104 may determine that the caller’s 102
service provider is Service Provider X. The call handler 104
may then select Service Provider X from the pull-down menu
of domain names 404. The system may then automatically
populate the “send to” field 406 with the domain name used
by Service Provider X, which may be “@mail.ServProX.
com”. The call handler 104 may manually enter a domain
name for the caller 102. The call handler 104 may then deter-
mine a phone number from which the caller 102 is calling and
enter that information as the specific address in the “send to”
field 406. The call handler 104 may obtain the caller’s 102
domain name and/or phone number from the display of caller
information presented to the call handler 104 on the terminal
206 of the call handler workstation 202. The call handler 104
may obtain the caller’s 102 domain name and/or phone num-
ber by other methods such as, for example, asking the caller
102. Alternatively, the call handler workstation 202 may auto-
matically populate the “send to” field 406 with the caller’s
102 phone number and domain name. This may then be
verified by the call handler 104 during the course of the call.
Information correlating particular service providers to par-
ticular domain names used by users of that service may be
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present in the database 208. The database 208 may be acces-
sible by the call handler 104. The database 208 may also be
used to lookup domain names by the system when the call
handler workstation 202 automatically populates the “send
to” field 406. The database 208 may be updated through use
of the administration module 210.

[0072] The next step 314 may be for the call handler 104 to
enter any required custom instructions into the electronic
mail message. The custom instructions may be generated as a
result of the discussion between the call handler 104 and the
caller 102. The next step 316 may be for the call handler 104
to send the electronic mail message to the caller 102. The call
handler 104 may perform this function by clicking on or
activating a send button 412 in the pop-up window 400.
[0073] The electronic mail message may then be trans-
ferred from the call handler workstation 202 to an outgoing
electronic message processor 214. The outgoing electronic
message processor 214 may send the electronic mail to the
caller 102 over the Internet 226 and the caller’s 102 cellular
network 222. Accordingly, the next step 318 may be for the
caller 102 to receive the electronic mail from the call handler
104. The outgoing electronic message processor 214 may
packetize the outgoing message for delivery over the Internet
226 to the caller 102.

[0074] The caller 102 may generate a reply to the electronic
message from the call handler 104 in the next step 320. This
may be followed by the step 322 of the caller 102 attaching an
image to the reply message. The image may have been pre-
viously captured or it may be captured after the caller 102
receives the electronic message from the call handler 104. As
previously stated, the image may be a still image or a video
image (e.g., a sequential series of still images with or without
accompanying audio). The next step 324 may be for the caller
102 to send the reply message to the PSAP 212. By generating
the reply message as a response to the electronic message
from the call handler 104, the reply message may contain the
unique identifying component that was part of the electronic
message sent from the call handler 104 to the caller 102.
[0075] During typical operation, the incoming electronic
message processor 216 may periodically pull incoming elec-
tronic messages (e.g., electronic mail messages) from a con-
figured inbox by, for example, using POP3 protocol. Other
protocols, however, may be used, such as the IMAP protocol.
The inbox may be configured to receive and reassemble pack-
etized messages. The incoming electronic message processor
216 may perform this function periodically at a predeter-
minable interval. The incoming electronic message processor
216 may perform this function in response to a specific
request such as, for example, a request from the call handler
104 or a supervisor. The incoming electronic message pro-
cessor 216 may be separate from the outgoing electronic
message processor 214. Alternatively, the incoming elec-
tronic message processor 216 and the outgoing electronic
message processor 214 may both be part of an electronic
message processing module 228. For example, the functions
described herein of the outgoing electronic message proces-
sor 214 and incoming electronic message processor 216 may
both be performed by the same computer or electronic device.
[0076] Returning to the process illustrated in FIG. 3, the
next step 326 may be for the incoming electronic message
processor 216 to pull the incoming electronic mail from the
caller 102 from the configured inbox. The next step 328 may
be for the incoming electronic message processor 216 to
correlate the unique identifying component contained within
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the reply electronic mail to the call between the caller 102 in
the call handler 104. This may be followed by step 330 where
the incoming electronic message processor 216 sends the
reply message from the caller 102 to the call handler work-
station 202 of the particular call handler 104 who is handling
the call for the caller 102. The entire reply message may be
sent to the call handler 104 or only the image contained within
the message may be sent to the call handler 104.

[0077] The next step 332 may be for the call handler work-
station 202 to display the visual information sent by the caller
102 along with information pertaining to the call between the
caller 102 and the call handler 104. The display may be
automatic in that it pops-up on the terminal 206 without any
call handler 104 action. Alternatively, an alert may appear
somewhere on the display screen of the call handler worksta-
tion 202 and/or an audible signal may be produced to alert the
call handler 104 that an image is available. The call handler
104 may then activate a button or other feature to view the
visual information.

[0078] An example of a display including visual informa-
tion according to step 332 is illustrated in FIG. 5. Call display
window 500 is an exemplary window that may display call
information on the terminal 206 of the call handler worksta-
tion 202. The call display window 500 may include a listing
section 508 where recent calls to the PSAP 212 or to the
particular call handler workstation 202 within the PSAP 212
may be displayed. This display, for example, may be in the
form of a list as illustrated in FIG. 5. The main window 502
may display details of an in-process call between the call
handler 104 and the caller 102. The main window 502 may
display details of a particular call by selecting a call in the
listing section 508. As illustrated in FIG. 5, the main window
502 is displaying details of an in-process call between the call
handler 104 and the caller 102. As illustrated, such informa-
tion may include caller 102 name, a phone number, and loca-
tion.

[0079] Other information may also be displayed. Some of
the information contained in the fields within the main win-
dow 502 may be populated automatically by the call handler
workstation 202 with information derived from the original
call. For example, known methods of transferring informa-
tion between a caller and a receiver of that call such as caller
1D and the aforementioned accessing of the ANTALI database
may be used to populate fields within the main window 502.
During the call between the call handler 104 and the caller
102, the call handler 104 may also manually populate fields
within the main window 502 with information regarding the
call as it is discovered by the call handler 104. Such informa-
tion may include details about the situation that prompted the
caller 102 to call the call handler 104 (e.g., by dialing 911).
[0080] Returning to the process illustrated in FIG. 3 and
step 332 in particular, the display of the visual information
sent by the caller 102 may take the form of a pop-up window
506 which may appear on the terminal 206 of the call handler
workstation 202. The pop-up window 506 may appear or
pop-up when the call to which the pop-up window 506 has
been correlated is displayed in the main window 502. In this
regard the visual information within the pop-up window 506
and the textual information within the main window 502 are
linked and are configured to appear together on the terminal
206 of the call handler workstation 202.

[0081] The sequence of events with respect to the sending
and receiving electronic messages between the caller 102 and
the call handler 104 may vary, for example, depending on
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PSAP 212 protocols and capabilities and on equipment capa-
bilities of the caller 102. For example, the caller 102 may
place an emergency call that is routed to the PSAP 212 and
during that call, receive and reply to the electronic mail sent
by the call handler 104. In such a scenario, the pop-up win-
dow 506 may appear in front of the call handler 104 while the
call handler 104 is still a direct audio communication with the
caller 102. In another scenario, the caller 102 may disconnect
from the call handler 104, then proceed to receive and reply to
the electronic message of the call handler 104, and then
reconnect with the call handler 104. This reconnection may
be through the caller 102 initiating the call or through the call
handler 104 initiating the call. In yet another scenario, the
caller 102 may disconnect from the call handler 104, then
proceed to receive and reply to the electronic mail message
without ever reestablishing an audio connection with the call
handler 104. As can be readily appreciated, other scenarios or
sequences of audio communication and information transfer
between the caller 102 any call handler 104 may take place.

[0082] Returning to the process illustrated in FIG. 3, in the
next step 334, the call handler 104 may discuss the image
within a pop-up window 506 with the caller 102. This discus-
sion may, for example, relate to details of the image, the
current situation of the caller 102, or any other topic regarding
the situation that prompted the original call from the caller
102.

[0083] The next step 336 may be for the call handler 104 to
forward the image (or images) to one or more in emergency
services providers 106. Such a transfer of visual information
between the call handler 104 located within the PSAP212 and
the emergency services provider 106 may be accomplished in
a variety of ways. For example, the transfer of information
may include transferring information over the Internet 226.
Alternatively, the visual information may be transferred from
the PSAP 212 to the emergency services provider 106 over
the PSTN 224 (e.g., via facsimile transmission). The visual
information may be transterred between the PSAP 212 and
the emergency services provider 106 via a direct link such as
a direct wireless link or a hardwired link between the emer-
gency services provider 106 and the PSAP 212 (e.g., local
area network or wireless network connection). Other methods
known to those skilled in the art may also be used to transfer
the visual information (e.g., hand deliver a print out of the
visual information to the emergency services provider 106 in
instances where the physical location of the PSAP 212 is
close enough to the emergency services provider 106 to make
such a delivery method reasonable).

[0084] The audio communication link between the caller
102, the call handler 104 and the emergency services provider
106 may continue to be active. In such a scenario, the emer-
gency services provider 106 may request additional informa-
tion of the caller 102, and the caller 102 may provide addi-
tional information in the form of additional verbal
information or additional visual information. The various
communication links may, for example, remain in place until
(and after) the emergency services provider personnel arrive
at the location of the caller 102.

[0085] After communication between the caller 102 and the
call handler 104 has ended, information regarding that com-
munication may be archived in step 338. The archived infor-
mation may include details regarding the call, call handler
104 notes on the call, the original electronic mail message or
electronic mail messages sent from the call handler 104 to the
caller 102, and any replies, including any visual information,
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sent from the caller 102 to the PSAP 212. The archived
information may be in the form of a CAD incident record.
This archived information may be used later for various pur-
poses including, for example, PSAP 212 performance review,
law enforcement investigations, and general emergency situ-
ation forensic investigations. The information may be
archived in the database 208.

[0086] FIG. 6 illustrates, in flowchart form, a method of
communicating with a caller. The first step 602 in the method
is to receive a call from a caller. The call may be received over
the PSTN, over the Internet (e.g., VOIP), over any other type
of network, or over a combination thereof. The call may be
emergency related. The next step 604 may be to determine if
visual information is available and would be valuable to aid in
the communication with the caller and/or the provision of
emergency services.

[0087] The next step 606 may be to assign a unique identi-
fying component to a first message to be sent to the caller. The
first message may be an electronic mail message. The unique
identifying component may be an alphanumeric sequence.
The first message may be generated, in part, by selecting a
message template from a plurality of message templates. The
next step 608 may be to include the unique identifying com-
ponent in the first message to the caller. The unique identify-
ing component may be located within a header of the first
message.

[0088] Thenextstep 610 may beto send the first messageto
the caller. The first message may be sent to the caller over a
computer network. The computer network may be the Inter-
net. The first message may include instruction for replying to
the first message. The instruction may direct the caller to
attach visual information to a second reply message. A
domain name used in addressing the first message may be
determined based on the service provider of the caller. This
determination may include interrogating a database where
domain names are cross-referenced to service providers.
[0089] The next step 612 may be to receive a second mes-
sage in response to the first message. The second message
may include visual information. The second message may
include the unique identifying component that was included
in the first message. The unique identifying component may
be located in a header of the second message. The second
message may be generated by the caller attaching visual
information to the second message. The visual information
may be in the form of a digital image or digital video. The next
step 614 may be to correlate the second message to the
received call. The correlation may at least partially be based
on the unique identifying component. The correlation step
may include populating data fields within the database 208
with information regarding the correlation process. In an
implementation, the populated fields include fields for the
date and time the second message is received along with
information on when and how the second message was cor-
related or matched to a call. The method may further include
displaying the visual information along with information
regarding the call. The method may further include forward-
ing information regarding the call and/or the visual informa-
tion. This forwarding may be to an emergency services pro-
vider.

[0090] FIG. 7 illustrates, in flowchart form, a method of
correlating visual information to a call. The first step 702 in a
method may be to receive a call from a caller. The call may be
emergency related. The following step 704 may be to send an
electronic mail message to the caller, where the electronic
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mail message includes a unique identifying component. This
may be followed by the step 706 of receiving a reply message
from the caller that includes the unique identifying compo-
nent. The next step 708 may be to correlate the reply message
to the call, where the correlation is at least partially based on
the unique identifying component. The visual information
and information about the call may be displayed. The infor-
mation regarding the call and the visual information may be
forwarded to an emergency services provider. The electronic
mail message may be generated by selecting a message tem-
plate from a plurality of message templates.

[0091] Whenthe aforementioned incoming electronic mes-
sage processor 216 receives an electronic message and is
unable to correlate that electronic message to a particular call,
the uncorrelated electronic message may be forwarded to or
stored in a unique location. This information may then be
manually reviewed (e.g., by PSAP 212 personnel) to deter-
mine if the information (e.g., visual information attached to
the message) contained within the message is pertinent to a
current call, a recent call, or other emergency or significant
event.

[0092] It will be appreciated that, although FIG. 2 illus-
trates a single call handler workstation 202 within the PSAP
212, typically a PSAP 212 will contain multiple call handler
workstations 202 which may be manned by multiple call
handlers 104 and that the systems described herein may be
operable to forward the relevant electronic messages from the
caller 102 to the particular call handler 104 in the PSAP 212
that is handling that particular call. It should also be appreci-
ated that although a single database 208 is illustrated in FIG.
2, cach database function described herein may be handled by
a separate database. This database (or databases) may be
accessed directly as illustrated in FIG. 2 or may be accessed
through a connection through other means, such as through
the Internet 226 or over the PSTN 224. The databases
accessed by the call handler workstation 202 may include ALI
and WALI (wireless automatic location information) data-
bases.

[0093] Due to the popularity of cell phones and other por-
table communication devices that possess the ability to cap-
ture and transfer visual images, the above descriptions have
generally focused on communications between a caller 102
using a cell phone and a PSAP 212. However, the described
apparatuses, systems and methods may also be used by callers
using different types of equipment. For example, a caller who
does not possess a camera phone may still be able to capture
digital images and transfer them to the PSAP 212 if they, for
example, have a digital camera, the means to download
images to a computer, and Internet access from the computer.
In such a circumstance, the call handler 104 may direct the
outgoing electronic message to an electronic mail address of
the user that the user may be able to receive at the computer.
[0094] Additionally, the apparatuses systems and methods
described herein may be used to deliver non-visual informa-
tion from the caller 102 to the call handler 104. For example,
if the caller 102 perceives an emergency situation as a result
of receiving a threatening electronic mail message, the appa-
ratuses, systems and methods described herein may be used to
forward the threatening electronic mail message to the call
handler 104 and emergency services providers 106. In
another example, the caller 102 may have made an audio
recording relating to an emergency situation, such as a verbal
threat or comment about criminal activity. The audio record-
ing may have been made on the caller’s 102 cell phone. In
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such a situation, the apparatuses, systems and methods
described herein may be used to send the audio file to the call
handler 104 and emergency services providers 106.

[0095] FIG. 8 is a block diagram of an incident linked
multimedia system 800 (labeled “ILMS 800 in FIG. 8) oper-
able to process communications received over a computer
network. The received communications may or may not con-
tain a unique identifying component. Such communications
may be emergency related, but are not necessarily made in
response to a request from a call handler. For example, an
emergency situation, such as an automobile accident, may be
witnessed by a cell phone user who captures an image of the
accident scene with his or her cell phone and immediately
sends it to an address set up to receive emergency messages.
As will be appreciated, such an address set up to receive
emergency messages may receive a significant amount of
messages during any particular time period; both emergency
and nonemergency related. Accordingly, the incident linked
multimedia system 800 may be operable to receive messages,
pass messages containing a unique identifying component to
a call handler, assign a priority score to received messages
that do not contain a unique identifying component, triage the
received messages that do not contain a unique identifying
component, and forward the prioritized and triaged messages
that do not contain a unique identifying component to per-
sonnel designated to review such messages. The personnel
designated to review such messages may include individuals
who are specifically charged with reviewing prioritized and
triaged messages. The personnel designated to review such
messages may, for example, include dispatchers, operators,
call handlers, or any combination thereof.

[0096] The incident linked multimedia system 800 may
include a portable communications module 801. The portable
communications module 801 may be operable to send and
receive communications over a computer network, such as
the Internet 226. The portable communications module 801
may provide a Simple Mail Transfer Protocol (SMTP) service
that is capable of filtering inbound message traffic. The fil-
tered messages may be forwarded to a message priority
engine 802, described below. As noted above, a mail address
set up to receive emergency related communications may also
receive a significant volume of nonemergency related com-
munications. Accordingly, the portable communications
module 801 may be configured to filter incoming traffic based
on specific criteria.

[0097] For example, the portable communications module
801 may be a secure gateway that may restrict inbound traffic
to that received from authorized cell phone company servers
and other authorized sources. Outbound traffic may also be
similarly restricted. In this regard, the portable communica-
tions module 801 may filter out communications not origi-
nating from cell phone users. The other authorized sources
may, for example, include communications addressed to spe-
cific unpublished email addresses. For example, emergency
messages incorrectly sent to other government entities may
be forwarded to a specific unpublished email address. The
portable communications module 801 may process such mes-
sages similarly to messages received from the authorized cell
phone company servers.

[0098] The portable communications module 801 may be
capable of secure communications (e.g., may employ encryp-
tion techniques). Furthermore, the portable communications
module 801 may perform self-testing to ensure availability.
Such testing may be performed continuously. The portable
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communications module 801 may be designed to be the fault
tolerant and feature redundant components to further ensure
availability. Typically, the portable communications module
801 will not store any messages. However, the portable com-
munications module 801 may store messages under certain
circumstances, such as, for example, when messages are
undeliverable.

[0099] The portable communications module 801 may be
configured such that messages sent to an emergency mail
address are not mixed with regular local government mes-
sages. For example, an emergency related domain address
could be created such as report911.com (this address is used
herein for exemplary purposes only). Messages sent to this
domain could be forwarded to appropriate emergency cen-
ters. For example, messages sent to Boston@report911.com
could be forwarded to a Boston area emergency center
whereas messages sent to Philadelphia@report911.com
could be forwarded to a Philadelphia area emergency center.

[0100] The portable communications module 801 may be a
managed service remotely located relative to a PSAP (e.g.,
PSAP 212 of FIG. 2). Furthermore, a single portable commu-
nications module 801 may serve a plurality of incident linked
multimedia systems 800 located at various locations. For
example, a single portable communications module 801 may
handle emergency related Internet-based communications for
several PSAPs.

[0101] The aforementioned emergency related messages
may be forwarded from the portable communications module
801 to the message priority engine 802 associated with the
appropriate PSAP. The message priority engine 802 may first
determine if an incoming message contains a unique identi-
fying component. If the message does contain a unique iden-
tifying component, it may be forwarded directly to an inte-
gration module 807, which may present the message to the
call handler 104 handling the communications related to the
unique identifying component.

[0102] For messages that do not contain a unique identify-
ing component, the message priority engine 802 may be
operable to assign a priority score to each message. The
priority score may represent a determination of the potential
relevance of the particular message. The priority score may be
at least partially based on attributes of the message and/or
attributes of the source of the message.

[0103] A priority score assigned by the message priority
engine 802 may be related to the cell phone number from
which the message originated. For example, a message may
be received from a cell phone number recognized to be that of
an emergency services provider or other emergency related
person or entity. Accordingly, a database 803 may be main-
tained that contains a list of emergency personnel cell phone
numbers. The database 803 may be a part of the incident
linked multimedia system 800, as shown in FIG. 8, or it may
be external to the incident linked multimedia system 800.

[0104] When the message priority engine 802 receives a
message from the portable communications module 801, the
message priority engine 802 may compare the source of the
message to known cell phone numbers contained within the
database 803 to determine the priority score for that message.
Other cell phone numbers may be present within the database
803 and may be used to assign priority scores. For example,
the cell phone numbers of private parties known to provide
emergency information may be stored within the database
803. Such private parties may, for example, include private
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security personnel and private parties known to be participat-
ing in neighborhood watch programs.

[0105] The status of a particular cell phone number as
belonging to an emergency related person or entity may be
stored in an external database 804. The external database 804
may, for example, be a database maintained by the PSAP. The
external database 804 may, for example, be a database main-
tained by a telephone service provider or other entity. For
example, telephone service providers typically maintain
ANIALI databases. These databases may contain identifica-
tion and location numbers for the subscribers to the telephone
service provider. Special codes may be added to these data-
bases to identify particular cell phone numbers as those
related to emergency personnel or entities. Accordingly, the
message priority engine 802 may query such databases to
determine if a received message is from an emergency related
source. Such a query may be accomplished through the inte-
gration module 807. It will be appreciated that the message
priority engine 802 may query (e.g., through the integration
module 807) the local database 803 and/or a remote database
804 (e.g., ANIALI) to determine if a particular call is from an
emergency related source.

[0106] The database 803 may also contain a list of cell
phone numbers that have been involved with previous emer-
gency events. For example, a specific cell phone number may
be known to have provided valuable information during past
emergency incidents. Accordingly, the message priority
engine 802 may assign a priority score at least partially based
on this positive history. Similarly, specific cell phone num-
bers that have in the past provided false or nonuseful infor-
mation may also be stored in the database 803 and the mes-
sage priority engine 802 may assign a priority score at least
partially based on this negative history. Other cell phone
numbers that have been involved with previous emergency
events may also be stored in the database 803. These may
include cell phone numbers that exist in the log of outbound
calls and/or messages made by an emergency call center.
[0107] The database 803 may be updated frequently (e.g.,
continuously) with information related to the currently active
emergency calls being handled by the PSAP. This may
include active call caller ID information, queued calls, and
any cell phone numbers referenced by a call handler. Cell
phone numbers may be referenced by a call handler, for
example, where a cell phone number of a third-party has been
collected by emergency responders during an incident in
progress and/or where a caller mentions a cell phone number
during the call. Accordingly, the message priority engine 802
may assign a priority score at least partially based on the
relationship between the message source and any currently
active calls.

[0108] The priority score determined by the message pri-
ority engine 802 may also be based on attributes of the source
of'the message. For example, the message priority engine 802
may query a database such as external database 804 that
contains current positions of cell phone users. A cell phone
carrier may maintain such a database. Alternatively once
queried, the cell phone carrier may determine the position of
aparticular cell phone. The cell phone carrier may determine
the approximate position of a cell phone user by which tower
the cell phone user is using to access the cell phone system.
The cell phone carrier may be able to obtain a more accurate
location by triangulating the cell phone signal between mul-
tiple towers. Moreover, cell phones with GPS capabilities
may be operable to provide accurate location information.
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The message priority engine 802 may also query a database
that contains the billing addresses of cell phone users. Con-
sequently, the message priority engine 802 may be able to
determine the approximate position from which a received
message originated or may have originated. The current posi-
tion and cell phone billing address databases may be accessed
through a direct connection or through the Internet 226.
[0109] The database 803 may also contain information
regarding the location of currently active events being
handled by the PSAP. Accordingly, the message priority
engine 802 may be capable of querying the database 803 to
determine if the location of the source of a received message
is proximate to any active communications and assign an
appropriate priority score based on such proximity.

[0110] A particular user (e.g., a PSAP) may customize the
priority score determined by the message priority engine 802
based on factors such as those described above. For example,
a particular local government may wish to assign a higher
priority score to certain local government employees. Other
factors, such as the total time a particular message has been
residing in the queue, may also contribute to the priority score
assigned to a particular message. The message priority engine
802 may also maintain a listing of all of the current messages
that have not been responded to and their corresponding pri-
ority score.

[0111] After the message priority engine 802 has deter-
mined a priority score for a particular message, that message,
along with its priority score, may be forwarded to a triage
interface 806. The triage interface 806 may allow a call han-
dler 104 or other triage interface 806 operator to process
inbound messages that have had a priority score determina-
tion. For example, a triage interface 806 operator may view a
list of incoming messages along with their priority scores and
select the message with the highest priority score for process-
ing. For example, the triage interface may display for the
triage interface operator, the message with the highest current
priority (e.g., the message with the highest priority score) so
that the triage interface operator may process the message.
[0112] Once a message is selected or the highest priority
message is presented to the triage interface operator, the
triage interface operator may use the triage interface 806 to
process the message. Several processing options may be
available. The selected message may be associated with an
existing active call. Once associated, the message may be
forwarded to the integration module 807 and the call handler
handling the existing active call. As noted, the triage interface
operator may be a call handler and accordingly, the triage
interface operator may select a message from the triage inter-
face and handle the call himself or herself as the call handler.
[0113] The selected message may be associated with an
existing closed call. The message may then be reviewed dur-
ing a post-call investigation or review. The triage interface
operator may change the priority level of the selected mes-
sage. For example, the priority level may be lowered and
other higher priority messages may be processed. The triage
interface operator may view an explanation of the priority
score prior to further processing. The triage interface operator
may annotate or add information to the message prior to
further processing.

[0114] The triage interface operator may respond to the
message. The response may be to the sender of the original
message, or it may be to another interested party, such as, for
example, an individual or location (e.g., a business) described
in the original message, or to an individual or location that
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could use or benefit from the information contained in the
original message. Such a response may then be transferred to
the portable communications module 801, which in turn may
send the response message via the Internet 226.

[0115] The triage interface operator may open a new call
based on the message and pass the message to the communi-
cations system 808 via the integration module 807. The new
call may be to the sender of the original message, or it may be
to another interested party. The communications system 808
may be CAD system, an RMS, or any other type of call
handling system. The communications system 808 may
handle emergency and/or non-emergency related calls.
[0116] The triage interface operator may forward the mes-
sage to other types of personnel. For example, the triage
operator may forward the message directly to an emergency
services provider for an immediate response. For example,
the triage interface operator may forward the message to law
enforcement authorities for further investigation. Indeed, the
triage interface operator may forward the message to any
appropriate recipient for any appropriate reason, such as
response, investigation, recordation of evidence, and statis-
tics gathering.

[0117] The triage interface 806 may support multiple
simultaneous users. In this regard, multiple triage interface
operators may be simultaneously processing the same prior-
ity queue. The triage interface 806 may be accessed by call
handlers or other designated personnel at their call handler
workstations (e.g., a call handler workstation located within
the communications system 808) or other designated work-
stations. This integration of the triage interface 806 into the
call handler workstations or other designated workstations
may be accomplished by the integration module 807.

[0118] The integration module 807 may be operable to
integrate the above noted incident linked multimedia system
800 features into an existing communications system 808,
thereby enabling call handlers and other call center personnel
to access the incident linked multimedia system 800 features.
The integration module 807 may reside outside of the com-
munications system 808 to which it is linked. In this regard,
the integration module 807 may be accessible through a
Graphical User Interface (GUI) at a call handler workstation
202 or other designated workstation. Such an arrangement
may allow a call handler 104 or other designated personnel to
access the functionality of the incident linked multimedia
system 800 through the integration module 807. Such an
arrangement enables the incident linked multimedia system
800 to provide valuable information to call handlers, other
designated personnel, responders and callers while minimiz-
ing overhead to the communications system 808. Accord-
ingly, the integration module 807 may include program inter-
faces able to communicate with and be integrated into
existing communications 808. The integration module 807
may utilize standards-based XML Web Services to enhance
compatibility. In this regard, the integration module 807 may
be remotely located from the communications system 808
and communicate with the communications system 808 over
an Internet connection. The integration module 807 may
include web hosting capabilities and an authentication mod-
ule to authenticate communications between the integration
module 807 and the various communications systems 808
that may be serviced by the incident linked multimedia sys-
tem 800.

[0119] The integration module 807 may also generate out-
going messages to callers that contain unique identifying
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components as described herein. For example, the call han-
dler 104 may determine that visual information supplied by a
caller 102 may be beneficial. Using a GUI at the call handler
workstation 202, the call handler 104 may generate an out-
going message containing a unique identifying component.
Once generated the message may be transferred to the por-
table communications module 801 and sent to the caller 102
via the Internet 226. In general, the integration module 807
may serve as an interface between existing communications
systems 808 and the message handling and communication
systems discussed herein.

[0120] The integration module 807 may also generate out-
going messages to callers that contain other types of infor-
mation. For example, the call handler 104 may send a mes-
sage to the caller 102 that includes instructions and/or
information. The instructions and/or information may, for
example, contain text, images, video, audio, forms, URLs, or
any combination thereof.

[0121] A reporting interface 809 may also be included in
the incident linked multimedia system 800. The reporting
interface may provide a means to assess the performance of
the incident linked multimedia system 800 and its various
individual modules and components. This performance
assessment may be performed without revealing any confi-
dential information contained within specific communica-
tions.

[0122] For example, the reporting interface 809 may be
operable to report performance statistics related to message
delivery times, dropped messages, noncompliant messages,
message traffic volume, and message sizes. Such statistics
may be sortable in a variety of ways such as by cell phone
carrier or by time or date received. The reporting interface 809
may also be operable to generate real-time information
regarding the queue of inbound and outbound messages,
including routing path, source and target mail servers, and
messages awaiting delivery to the message priority engine
802. The reporting interface 809 may also be operable to
report on the status and performance of the message priority
engine 802. For example, priority score determination pro-
cessing times may be reported. Also, statistics related to pri-
ority score determination, such as the frequency that various
criteria are present in a message and used to determine a
priority score, may be reported. Furthermore detailed expla-
nations for each determined priority score may be available
for review through the reporting interface 809. The reporting
interface 809 may also maintain an exceptions list and alog of
manual message processing such as message reprioritization.

[0123] The reporting interface 809 may also contain infor-
mation relating to the configuration of the incident linked
multimedia system 800. Such information may include cur-
rent message prioritization parameters, message handling
parameters, and communications system 808 access settings.

[0124] The reporting interface 809 may also include
administrative capabilities or system administration func-
tions may be performed through a separate administration
module (not shown) situated similarly to the reporting inter-
face 809. For example, the reporting interface 809 or admin-
istration module may allow a user to alter the configuration of
the incident linked multimedia system 800. For example,
current message prioritization parameters, message handling
parameters, and communications system 808 access settings
may be changeable through the reporting interface 809 or
administration module.
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[0125] As noted, the incident linked multimedia system
800 may be capable of querying an ANIALI database to
determine a potential location of a caller. Similarly, the inci-
dent linked multimedia system 800 may be capable of que-
rying a database (e.g., an ANIALI database) to determine all
cellular phones that may have been in the area of an incident
during a particular time period. For example, if an emergency
situation is occurring at a particular location, the incident
linked multimedia system 800 may be operable to interrogate
an ANIALI database and determine cellular phones in the
incident area. Once a listing of cellular phones in the area of
an incident during a particular time period is obtained, each
cellular phone may be assigned a priority score in a manner
similar to as described hereinabove. The listing may then be
triaged and messages may be sent to, or call handlers or other
designated personnel may call, those cellular phones that,
based on their priority scores, are most likely to be able to
provide valuable information regarding the incident.

[0126] FIG. 9 is an exemplary embodiment of the incident
linked multimedia system 800 integrated into a known com-
munications system similar to that of FIG. 2. The incident
linked multimedia system 800 provides communication ser-
vices, such as Internet-based communications including text,
images, and video, to call handlers 104 or other designated
personnel working at call handler workstations 202 or other
designated workstations within PSAPs 212. The incident
linked multimedia system 800 may also be operable to com-
municate with external databases 804 such as ANIALI data-
bases.

[0127] The incident linked multimedia system 800 may
integrate any of the call handling features and capabilities
discussed herein with existing call handling systems (e.g.,
existing PSTN 224 based PSAPs 212) including those dis-
cussed with reference to FIGS. 1 through 7. As a system
separate from the PSAP 212, the incident linked multimedia
system 800 may be scaled and configured independent of the
PSAP 212 systems. Furthermore, a portion of the incident
linked multimedia system 800 may interact with multiple
PSAPs, leading to homogenization and economies of scale.
FIG. 9 illustrates the incident linked multimedia system 800
as a stand-alone program (e.g., middleware) that interfaces
with the external database 804, the Internet 226, and the
software running at the PSAP 212. In another embodiment,
the incident linked multimedia system 800 may be fully inte-
grated with software running at the PSAP 212. FIG. 10 is a
flowchart of a method of processing a message for display at
a call handler workstation 202. The first step 1001 in the
method may be to receive a message over a computer net-
work. The message may be emergency related. The computer
network may be the Internet 226. It may then be determined
if the message is from an approved source. This may be
accomplished, for example, by verifying that the domain
from which the message was sent is an approved domain (e.g.,
white listed). For example, if the message originated from a
cellular phone user associated with a particular cellular phone
company, the source of the message may be the user’s cellular
phone number followed by the @ symbol, followed by the
cellular phone carrier’s domain, followed by .com. If the
message is from an approved source, the next step 1002 may
beto verify the message as such. The following step 1003 may
be to assign a priority score to the message. The message
priority engine 802 may perform the assignment of the prior-
ity score. The priority score may be related to a potential level
of emergency associated with the message. After a priority
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score has been assigned to the message, the message may be
forwarded in the following step 1004 to a call handler work-
station 202 based on the priority score. The next step 1005
may be display the message at the call handler workstation
202 on the terminal 206. The display of the message may be
immediate or an indicator may be displayed at the call handler
workstation 202 and the message may be displayed once a
call handler 104 initiates the display of the message (e.g., by
selecting the message on the call handler workstation 202
terminal 206). The call handler 104 may then respond to the
message in an appropriate manner (e.g., through contact with
the message sender or alerting an emergency services pro-
vider 106). Although the method of FIG. 10 has been
described as forwarding a message to a call handler 104 at a
call handler workstation 202, in embodiments where incom-
ing messages are handled by operators, dispatchers or other
personnel aside from call handlers 104, the message may be
forwarded to that individual at that individual’s workstation.
[0128] FIG. 11 is a flowchart of a method of performing
triage on a plurality of received messages. The first step 1001
of the method may be to receive a plurality of messages over
a computer network (e.g., the Internet 226). The next step
1102 illustrated in the flowchart is to assign an emergency
related priority score to each of the received messages. The
emergency related priority score may be based on, among
other things, the source of the message, and/or the origination
location of the message. In the next step 1103, the messages
that have been assigned an emergency related priority score
may be ordered based on those scores. Accordingly, the plu-
rality of messages ordered in terms of emergency related
priority score may then be reviewed and responded to based
on their priority scores. The messages may, for example, have
come from one or more of: a phone number of an emergency
responder; a phone number of a known emergency informa-
tion provider; a phone number related to previously received
calls; a phone number related to a call previously placed; and
a phone number related to a currently active emergency situ-
ation.

[0129] In still other exemplary embodiments, and now
referring to exemplary FIGS. 12-13, one or more exemplary
embodiments describing incident linked multimedia (ILM)
may be described. ILM can be a software utility that can
manage a collection image media from devices, such as
mobile devices. ILM may allow for a cost effective solution
for collecting and processing solicited and unsolicited image
data. This data may then be made available to accessible to
existing records management systems.

[0130] ILM 1208, as shown as a part of communication
system 1200 in exemplary FIG. 12, can use the multimedia
message service (MMS) to allow a range of media formats to
be attached to messages, similar to the short message system
(SMS) that is widely utilized. MMS can provide for the trans-
mission of text, audio data, image data and video data, includ-
ing various fonts, colors and formats, such as JPEG, GIF,
MP3, MIDI and MPEG. Additionally, there is no size limit to
the data transmitted using MMS. Thus, ILM 1208 may utilize
existing cellular and internet infrastructure, for example
mobile phone 1202, cellular network 1204 and internet 1206,
to facilitate communication between any communication net-
work and any user’s existing data systems.

[0131] In one exemplary embodiment, ILM 1208 may
handle the receipt of messages from any number of senders,
for example known senders, by providing the sender with an
image request that the sender replies to and attaches their
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image thereto. Additionally, ILM 1208 may also be capable of
processing unsolicited messages and messages from
unknown senders and can append a priority code to each
unsolicited message based upon a predefined or desired cri-
teria.

[0132] As shown in exemplary FIG. 12, a caller may place
a call using communication device 1202 over cellular net-
work 1204. The call may be made to communication center
1222. During the course of this call, it may be made known
that the caller may also send an image relating to their call
from communication device 1202 to communication center
1222 over cellular network 1204 or internet 1206.

[0133] During the call described above, a call handler at
communication center 1222 can activate a function that sends
an MMS message to the communication device 1202 from
which the caller is calling from. The sent message can contain
aunique identifier that can link the message to the data record
in the communication center 1222 database.

[0134] Upon the completion of the call between the caller
and communication center 1222 (or at any time during the
call), a MMS message may be received and displayed on
communication device 1202. The caller may then reply to the
MMS message and attach their desired image (or any other
type of data file) to the reply message. The message may then
be transmitted over network 1204 or internet 1206 and may be
received by ILM 1208, where the message may be filtered or
checked for the appropriate credentials. Based upon this pro-
cess, the message may then either pass, for example automati-
cally, through the filter and be filed or otherwise associated to
the originating call record or may be placed in a queue in
order to be manually checked by an operator.

[0135] Also, in some exemplary embodiments, if an unso-
licited message is received by ILM 1208, the inbound MMS
message may not contain a unique identifier which could
allow it to be associated with an existing call record. There-
fore, the filter or checking mechanism of ILM 1208 can
evaluate the message based upon other factors, for example
the location or phone number of the center, if GPS informa-
tion is available in the message. Upon review and determina-
tion of this information, an acceptance priority may then be
allocated to the message and it can be queued based upon this
value.

[0136] Still referring to exemplary FIG. 12, ILM 1208,
upon receipt and filtering of a message, may have any of a
number of capabilities. For example, ILM 1208 may be
adapted to be used with computer aided dispatch (CAD) and
record management systems (RMS), despite potentially hav-
ing evolved using different standards. Also, in addition to its
ability to filter messages, ILM 1208 may also manage secu-
rity restrictions from messaging systems, for example cell
phone network providers and government agencies. Further,
1L.M 1208 may also have a flexibility insofar as it may be able
to manage a rapid increase in the volume of private and public
(for example 911, 311, etc.) messages originating from com-
munications devices and may be able to manage any different
data format, for example any of the different text, audio,
image or video data formats described above or otherwise
available. Also, ILM 1208 can be adapted to differing local
requirements for handling inbound requests.

[0137] As shown in exemplary FIG. 12, ILM 1208 may
have any of a number of different components, including, but
not limited to, integration module 1218, message priority
engine 1214, triage interface 1212, reporting interface 1216
and portable communications module 1210.
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[0138] Integration module 1218 may allow for ILM 1208 to
efficiently process unsolicited or third party messages. Thus,
ILM 1208 may be capable of providing valuable context to
enrich information that may already be available to call han-
dlers, responders and callers while minimizing overhead to
the communication center 1222. In some exemplary embodi-
ments, integration module 1218 may be considered “middle-
ware” for ILM 1208 insofar as it can expose its functionality
to existing applications such as CAD and RMS 1220 while
also utilizing existing open architecture principles. For
example integration module 1218 can include pre-built inter-
faces to major existing CAD systems as well as be customi-
zable in any desired fashion while also being capable of using
standards-based services, such as XML web services, which
can allow for low cost access to a variety of systems.

[0139] Message priority engine 1214, as shown in exem-
plary FIG. 12, can apply a priority weighting to inbound
messages that can represent a relevance determinant relating
to the message’s credentials for acceptance by ILM 1208.
Message priority engine 1214 can then return a priority score
for each message. Exemplary factors used in the determina-
tion of a priority score can be different, depending on the type
of message received. For example, for messages that may be
a direct response to requests by a call handler (i.e. “solicited
messages”) can have a unique identifier of an active call, may
have originated within a specified timeframe after the closing
of'a call and can include a custom code requested vocally by
a call handler.

[0140] A message received by message priority engine
1214 that is received from a recognized number can be
weighted as it may be from a recognized list of emergency
personnel numbers, part of a private watch list maintained by
one or more sources or may otherwise contain a special code
added by the phone number carrier into the automatic number
identification/automatic location information (ANIALI). A
message from a known number where previous messages
may have been received from this number can be weighted as
it may exist in the CAD or RMS databases 1220, may exist in
an ILM database and may carry a relevance ranking and/or
may exist in a log of outbound calls or SMS made by com-
munication center 1222.

[0141] Still other messages weighted by the message pri-
ority engine 1214 can include messages that are determined
to relate to a current call, for example an active or queued
caller ID in the CAD system 1220, a message that is refer-
enced in notes from a call handler, such as cell numbers of
third parties collected by responders during an incident in
progress or cell numbers mentioned by a caller during a call,
and any messages that are included on a daily active respond-
ers list. Also, some messages that are received may have been
determined to originate from a location in close proximity to
an existing incident location. This location can be determined
by, for example, tower triangulated position, phone internal
GPS (%, y or z coordinates), phone billing address and/or any
other matching physical criteria, for example speed, path or
direction or the like.

[0142] The message priority engine 1214 may also be fully
customizable, for example allowing for the changing of any
weighting or other priorities to the internal rules. Examples of
this can include, but are not limited to, a desire to assign more
weight of messages originating from a city employee, cre-
ation of a rule based on the frequency of messages from a
given number or any other desired rules. Additionally, in
some further exemplary embodiments, the message priority
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engine 1214 can include any desired pre-defined rules and/or
protocols for looking up or retrieving information.

[0143] Thetriage interface 1212 of ILM 1208 can allow for
a call handler to process inbound messages with various
actions. These actions can include, but are not limited to,
associating a message with an existing active or closed call
(e.g. passing information over), changing a priority level,
viewing an explanation of the ILM engine priority score (e.g.
when desired criteria are met), annotating or adding informa-
tion to a message and/or opening a new call and passing it
over to the CAD 1220. Additionally, the triage interface 1212
can support multiple users and may also allow for any number
of users to process the same message queue.

[0144] Reporting interface 1216 can provide the ability to
assess the performance of ILM 1208. Reporting interface
1216 may also be able to assess performance without expos-
ing or revealing any confidential information, such as text or
images, which may be contained in messages routed through
ILM 1208. Reporting interface 1216 may also provide
detailed information as to the status of ILM 1208, which can
include, but is not limited to, reports by cell phone carrier
(such as time to delivery, dropped messages and non-compli-
ant text formats, among others), a real time queue of inbound
and outbound messages, including, but not limited to, routing
path, source and target mail servers and messages awaiting
prioritization. Reporting interface 1216 can also provide sta-
tistics, including, but not limited to, volume by hour and size
of the messages, act as a message prioritization monitor, for
example showing time to completion, categorized priorities,
frequency of each score, detailed explanation of each score
and other related information, provide an exception list and
provide configuration features, such as, but not limited to, a
source of prioritization, weights, routers, archives, CAD sys-
tem access, RMS access and archive locations. Additionally,
reporting interface 1216 can also provide a log of manual
message processing, for example allowing for reprioritiza-
tion.

[0145] Another element of ILM 1208 as shown in exem-
plary FIG. 12 is portable communications module 1210. Por-
table communications module 1210 may include a variety of
functions, such as providing SMTP service that can be
capable of filtering inbound traffic and securing sending out-
bound traffic to cell phone companies/carriers/providers. Por-
table communications module 1210 can be a standalone
SMTP mail server, or any other type of mail server. For
example, portable communications module 1210 can provide
for secure communications, such as secure SMTP, and
encryption. Portable communications module 1210 can also
restrict inbound and outbound traffic to a list of authorized
cell phone company servers, perform “keep alive” testing
continuously to ensure availability and have a fault-tolerant
and redundant design. Also, portable communications mod-
ule 1210 can also have proxy support for emergency centers,
for example preventing relevant email from mixing with
regular email traffic and also may be capable of providing
hosted support, for example translating and routing inbound
messages to a desired emergency center.

[0146] Inanother exemplary embodiment, and referring to
exemplary FIG. 13, an architectural structure 1300 of ILM
1302 may be shown. Here, portable communications module
1210 (shown here as SMTP/POP3 Server 1314) can include,
for example, an email processing service 1312, for example a
Windows®-based service, which may link a message pro-
cessing implementation 1318 component through a message
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processing interface 1316. These elements may then handle
any solicited call messages, as described previously. Further,
email processing service 1312 can have a second interface
1310 to message priority engine 1306 that can handle unso-
licited call messages. Both interfaces 1310 and 1316 can be
accessible publicly, for example, to allow third parties to
develop and plug-in custom engines as desired.

[0147] Still referring to exemplary FIG. 13, incoming mes-
sages can initially pass through message processing interface
1316, which may check for validation and match a message
with an existing call record. As desired, matched mail mes-
sages may or may not be stored in ILM database 1322.

[0148] In, inexemplary FIG. 13, anincoming mail message
fails to generate a match with a call record, it may be passed
to the message priority engines 1306 and 1308 to obtain a
priority weighting. The messages can be delegated to any
desired configurable message priority engines or multiple
engines that can allow for the ability to prioritize on a range of
criteria. For example, if first engine 1306 matches and pro-
cesses the message, it can return a weighting score. Alterna-
tively, if first engine 1306 does not match the message, it may
be passed to the next priority engine and so forth until it can
be processed by priority engine N 1308. Additionally, as
stated above, public access or interfaces may be made for any
priority engine, allow third parties to develop and plug-in any
desired custom engine.

[0149] In a further exemplary embodiment, reporting and
administrative functions of ILM 1302 can be access through
an incident linked multimedia web service 1324. The incident
linked multimedia web service 1324 can include any of a
number of features or modules. For example ILM webs ser-
vice 1226 may allow for the exposure of ILM data from ILM
database 1322 to external CAD systems, for example system
1338 and ILM triage interface 1340, through any standard
web service, for example any standard XML web service.
This data can include unsolicited mail messages and attach-
ments (if any). Therefore, any message that may not be auto-
matically prioritized or categorized with a priority engine
(e.g. priority engines 1306 and 1308) can be held for process
in triage interface 1340.

[0150] Another module may be reporting service interface
1328. Interface 1328 can be used to provide useful web-based
reports to a user. A further exemplary module may be admin-
istration module 1330 which can allow a user to configure
ILM system 1302, manage any user accounts and perform
any other desired administrative tasks.

[0151] Authentication module may then be used to govern
any or all access to web service 1324. For example, before or
after any action is taken through modules 1326 through 1330,
auser attempting to perform that action may be authenticated
or otherwise be shown to have or not have appropriate access.
Additionally, triage interfaces 1336 and 1340 in CACH 1334
and external CAD systems 1338 may be presented on a client
side of ILM web service 1324 and may allow the service API
to query for unsolicited messages in order that the user may
manually process them.

[0152] It will be appreciated that the apparatuses, systems
and methods described herein have many uses outside the
context of emergency situations and may be used by non-
emergency call handling systems. For example, information
services that may be enhanced through visual communica-
tion, such as services providing driving directions, may also
utilize various aspects of the embodiments described herein.
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[0153] While the invention has been illustrated and
described in the drawings and foregoing description, such
illustration and description is to be considered as exemplary
and not restrictive in character. Embodiments of the invention
and minor variants thereof have been shown and described.
Those skilled in the art will appreciate variations of the above-
described embodiments that fall within the scope of the inven-
tion. Protection is desired for all changes and modifications
that come within the scope and spirit of the invention. Accord-
ingly, the invention is not limited to the specific examples and
illustrations discussed above.

What is claimed:

1. An information processing system, comprising:

a communication module operable to send first data with a
unique identifier to a communication device configured
to receive the first data and reply with second data, the
second data containing the unique identifier of the first
data; and

a data receiving module configured to receive incoming
data, filter incoming data and weight incoming data.

2. The information processing system of claim 1, wherein
the first data and the second data are one of MMS messages
and SMS messages.

3. The information processing system of claim 1, wherein
the incoming data is one of an MMS message and an SMS
message.

4. The information processing system of claim 1, wherein
the data receiving module further comprises at least one mes-
sage priority engine that prioritizes incoming data according
to at least one of the contents of the incoming data, the source
of the incoming data and the transmission location of the
incoming data.

5. The information processing system of claim 1, further
comprising at least one message priority engine that priori-
tizes incoming data according to user-customizable rules.

6. The information processing system of claim 1, further
comprising a triage interface in the data receiving module
operable to associate the incoming data with data at a call
center.

7. The information processing system of claim 1, further
comprising a portable communications module in the data
receiving module operable to provide secure incoming and
outgoing communications from the data receiving module.
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8. A method of routing information, comprising:

calling a call center from a communication device;

sending a first MMS from the call center to the communi-

cation device, the MMS having a unique identifier
included therein;

replying to the MMS from the call center with the commu-

nication device with a second MMS, the second MMS
including the unique identifier;

filtering the second MMS through a data processing mod-

ule; and

associating the second MMS with the call from the com-

munication device to the call center.

9. The method of claim 8, wherein the filtering and asso-
ciating are accomplished through recognition of the unique
identifier.

10. The method of claim 8, further comprising sending, in
the second MMS message, one of text, image, video or audio
data.

11. A system for routing data, comprising:

at least one MMS message sent from a communication

device to a data processing module; and

at least one engine for that determines if the at least one

MMS message is a solicited message related to a phone
call made to a call center and associates the at least one
MMS message with the phone call if it is a solicited
message or evaluates other aspects of the at least one
MMS message if the at least one MMS message is not
solicited.

12. The system for routing data of claim 11, wherein the at
least one engine determines if the at least one MMS message
is solicited by evaluating the presence of a unique identifier
attached to the at least one MMS message.

13. The system for routing data of claim 11, wherein the at
least one engine determines if the at least one MMS message
is from a recognized phone number.

14. The system for routing data of claim 13, further com-
prising a database of known phone numbers.

15. The system for routing data of claim 11, wherein the at
least one engine determines if the at least one MMS message
is from an existing incident location.

16. The system for routing data of claim 11, wherein the at
least one engine is a message priority engine that provides a
weighted ranking to at least one MMS message.

17. The system for routing data of claim 11, wherein the at
least one MMS message contains one of text, audio, video and
image data.
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