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SYSTEM FOR PROCESSING DATA
ACQUIRED FROM VEHICLE DIAGNOSTIC
INTERFACE FOR VEHICLE INVENTORY
MONITORING

[0001] This application claims priority to provisional
patent application No. 61/253,209, filed Oct. 20, 2009, titled
“Transmission of Vehicle Data Acquired on Event-Driven
Basis From Vehicle Diagnostic Interface.”

FIELD

[0002] This invention relates to monitoring vehicle data.
More particularly, this invention relates to a system for
accessing vehicle data through a vehicle diagnostics data bus,
transmitting the vehicle data to a central data server, and
monitoring inventories of vehicles for vehicle financing enti-
ties based on the vehicle data.

BACKGROUND

[0003] Most modern vehicles, including passenger cars,
trucks and tractor-trailers, include an on-board vehicle diag-
nostics computer that monitors various vehicle systems, such
as the engine, drive train and electrical components. Most
vehicles include a connector through which vehicle diagnos-
tic data may be accessed, such as by a repair technician using
a vehicle diagnostics data reader. These connectors are gen-
erally referred to as on-board diagnostics (OBD) connectors.
Communication protocols have been developed to standard-
ize the access of data through the OBD connectors. For
example, OBD-II is a standard that specifies a physical con-
figuration for a diagnostic connector and the connector’s pin-
out, as well as electrical signaling protocols and messaging
format.

[0004] Systems have been developed for connecting to a
vehicle’s OBD connector, accessing data from the OBD inter-
face on a periodic basis, and transmitting the data to a central
location for analysis on a periodic basis. However, these
systems have not addressed the need for accessing data
through a vehicle’s OBD connector for monitoring invento-
ries of vehicles, such as for vehicle financing entities.

SUMMARY OF THE INVENTION

[0005] The above and other needs are met by a system for
keeping an inventory of vehicles that serve as collateral for
loans provided by a lending entity. In a preferred embodi-
ment, vehicle information is stored in a database in associa-
tion with a lending entity identifier. The vehicle information
preferably includes vehicle identification numbers (VINs)
that uniquely identify particular vehicles for which the lend-
ing entity has provided financing. The lending entity identi-
fier uniquely identifies the lending entity that provided the
loans for the vehicles. Unique identification numbers (UINs),
which uniquely identify particular vehicle monitoring
devices assigned to the lending entity, are also stored in the
database in association with the lending entity identifier.

[0006] The system includes a vehicle monitoring device
that is connected to an on-board diagnostics connector in a
vehicle. The vehicle monitoring device is capable of access-
ing vehicle data through the on-board diagnostics connector,
determining vehicle location data indicating a location of the
vehicle, and wirelessly transmitting the vehicle data and
vehicle location data. A UIN is stored in the vehicle monitor-
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ing device which uniquely identifies the vehicle monitoring
device. The vehicle monitoring device accesses vehicle data
through the on-board diagnostics connector. This vehicle data
includes at least the VIN of the vehicle in which the vehicle
monitoring device is connected. The vehicle monitoring
device also determines the vehicle location data, and wire-
lessly transmits at least the VIN of the vehicle, the vehicle
location data, and the UIN of the vehicle monitoring device to
a communication network.

[0007] A central vehicle data server, which is connected to
the communication network and is in communication with
the database, receives the VIN of the vehicle, the vehicle
location data, and the UIN of the vehicle monitoring device.
The central vehicle data server determines whether the VIN
and UIN transmitted from the vehicle monitoring device are
both associated with one and the same lending entity identi-
fier in the database.

[0008] Insomeembodiments, the system provides for stor-
ing dealer location data in the database. The dealer location
data indicates a dealer location at which a dealer is to sell
vehicles for which loans have been provided by the lending
entity identified by the lending entity identifier. Based on the
vehicle location data and the dealer location data, a determi-
nation is made whether the vehicle in which the vehicle
monitoring device is connected is within a predefined prox-
imity of the dealer location.

[0009] Ifthe VIN and the UIN transmitted from the vehicle
monitoring device are not both associated with one and the
same lending entity identifier in the database, or if the vehicle
is not within the predefined proximity of the dealer location,
an exception message is sent to the lending entity whose
lending entity identifier is associated with the UIN transmit-
ted from the vehicle monitoring device.

[0010] Ifthe vehicle is within a predefined proximity of the
dealer location, and if the VIN and UIN transmitted from the
vehicle monitoring device are both associated with one and
the same lending entity identifier in the database, the UIN
transmitted from the vehicle monitoring device becomes
associated in the database with the VIN transmitted from the
vehicle monitoring device. In some embodiments, the UIN is
then removed from an inactive device account in the database
as part of the device registration process. As described in
more detail hereinafter, the device then continues monitoring
vehicle data and the vehicle location and transmitting data to
the central vehicle data server when certain events occur and
when periodic check-in transmissions are due.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Further advantages of the invention are apparent by
reference to the detailed description in conjunction with the
figures, wherein elements are not to scale so as to more clearly
show the details, wherein like reference numbers indicate like
elements throughout the several views, and wherein:

[0012] FIG. 1 depicts a functional block diagram of a sys-
tem for accessing, transmitting, and processing vehicle data
according to a preferred embodiment;

[0013] FIGS. 2A and 2B depict a functional flow diagram
of'amethod for processing vehicle data to monitor inventories
of vehicles for vehicle financing entities according to a pre-
ferred embodiment; and
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[0014] FIGS. 3A-3] depict web pages for reporting vehicle
data to vehicle financing entities according to a preferred
embodiment.

DETAILED DESCRIPTION

[0015] As shownin FIG. 1, a vehicle monitoring device 10
includes a wireless modem 12, a processor 14, a Global
Positioning System (GPS) receiver 16, a vehicle diagnostics
interface connector 18, and memory 30. In a preferred
embodiment, all of these components of the device 10 are
enclosed in a small housing which may be installed in an
out-of-the-way location beneath the dashboard of a vehicle.
The connector 18 of the device 10 connects to the vehicle’s
OBD interface connector 20 which is electrically connected
to the vehicle’s on-board diagnostics processor 22.

[0016] In a preferred embodiment, the connector 18 com-
plies with the OBD-II standard (Society of Automotive Engi-
neers (SAE) J1962) and the firmware executed by the proces-
sor 14 supports all standard OBD communication protocols,
including J1850 (PWM and VPW), ISO-9141-2, ISO-14230
(KWP2000), and ISO-15765 (CAN). However, it will be
appreciated that “OBD” generally refers to any and all on-
board diagnostics standards for communicating vehicle diag-
nostic data. OBD may also refer to vehicle diagnostic con-
nectors provided in tractor-trailer vehicles and motorized
industrial vehicles and implements, such as bulldozers,
cranes, forklifts, etc. Thus, reference to OBD in the current
application is not limited to any particular type of interface
connector or communication protocol or standard.

[0017] In a preferred embodiment, the wireless modem 12
is a radio-frequency transceiver operable to communicate in a
wireless communication network 24 according to the General
Packet Radio Service (GPRS) protocol and supports several
communication protocols, including Short Message Service
(SMS), Transmission Control Protocol (TCP), User Data-
gram Protocol (UDP), and File Transfer Protocol (FTP). The
modem 12 preferably provides for over-the-air firmware
upgrades using the FTP protocol. In some embodiments, the
modem 12 is compatible with other cellular communication
protocols, such as GSM and CDMA.. Although cellular wire-
less communication is used in preferred embodiments, the
invention is not limited to any particular communication tech-
nology. Any wireless communication technique may be
incorporated, such as satellite communication networks,
wireless local area networks, wireless wide area networks, or
combinations of these or other wireless networks with wired
or fiber-optic communication networks.

[0018] The wireless communication network 24 is inter-
faced with a global communication network 34, such as the
Internet. Using the wireless modem 12, the device 10 is
capable of communicating vehicle diagnostic data and
vehicle location data through the wireless communication
network 24 and the global communication network 34 to a
central vehicle data server 26. In some embodiments, the
central vehicle data server 26 comprises multiple collocated
server computers. In other embodiments, the central vehicle
data server 26 comprises multiple server computers distrib-
uted anywhere within the network 34 (i.e., cloud computing).
[0019] As shown in FIG. 1, a banking entity computer 36
and an auto dealer computer 38 are also connected to the
global communication network 34 through which they can
communicate with the central vehicle data server 26. The
banking entity computer 36 may be physically located in an
office of a bank, credit union, or other lending institution that
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provides financing for vehicle purchases. The auto dealer
computer 38 may be physically located in an office of an
automobile seller, such as a new and/or used auto dealer.
Although only one exemplary banking entity computer 36
and auto dealer computer 38 are depicted in FIG. 1, it should
be appreciated that many such computers may be connected
to the network 34 and operable to communicate with the
vehicle data server 26 at any one time.

[0020] In preferred embodiments, vehicle location infor-
mation is obtained using the GPS receiver 16. However, one
skilled in the art will appreciate that other wireless location
determination systems may be used in the device 10. In some
embodiments, the device 10 does not include an integrated
location determination unit. In these embodiments, location
information may be obtained over the OBD interface from an
OEM GPS unit or other location determination unit that is
installed in the vehicle. Alternatively, location information
may not be used at all.

[0021] As shown in FIG. 1, the device 10 preferably
receives power from the battery 28 of the vehicle in which it
is installed through the OBD interface connector 18. Through
this connection to the vehicle battery, the processor 14 may
monitor the battery voltage. As discussed below, changes in
the battery voltage are events which may trigger retrieval of
data through the OBD connector 18. In alternative embodi-
ments, the device 10 may also receive power from an internal
backup battery.

[0022] In a preferred embodiment of the invention, when
the device 10 is initially plugged into an OBD connector of a
vehicle and the device 10 begins receiving power from the
vehicle battery 28, the processor 14 accesses the vehicle
identification number (VIN) through the OBD connector 20.
The processor 14 also accesses a unique identification num-
ber (UIN) assigned to the device 10 from the device memory
30 or an electronic identification number (EIN) assigned to
the wireless modem 12 from memory in the wireless modem
12 or from a SIM card in the modem 12. The VIN and the UIN
(or EIN) are then combined in a message which is transmitted
from the wireless modem 12 via the wireless network 24 to
the central vehicle data server 26. The message may also
include location coordinates of the vehicle acquired from the
GPS receiver and data received from the vehicle diagnostics
processor 22. Once the message is transmitted, the device 10
preferably goes into a standby mode waiting for the next event
that will cause it to wakeup and transmit vehicle information.
[0023] The central vehicle data server 26 may use the VIN
and UIN (or EIN) transmitted from the device 10 in a vehicle
inventory process. For example, a vehicle finance company,
such as a bank or credit union, may have a device 10 installed
in every vehicle which serves as collateral for a loan to pur-
chase the vehicle. When the central vehicle data server 26
receives a message transmitted from the device 10, the VIN
and EIN are stored in a database 32 in association with the
make/model/year of the vehicle and the identity of the deal-
ership that received financing for the vehicle. The database 32
is also referred to herein as a floorplan database. From this
point forward, the VIN of the vehicle and the EIN of the
device 10 are linked together in the database 32. When the
device 10 is moved from one vehicle to another, the sequence
is repeated and the device 10 becomes automatically associ-
ated with the new vehicle in the vehicle database 32. At the
same time, historical data for the previous vehicle may be
archived in the vehicle database 32. In this manner, the device
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10 may be easily reassigned to another vehicle within the
same dealership or reused in another dealership.

[0024] Events other than the initial installation may also
cause the device 10 to access information from the OBD
connector 20 and/or the GPS receiver and transmit the infor-
mation to the central vehicle data server 26. For example, a
geofence threshold value and a mileage threshold value may
be programmed into the memory 30 of the device 10. The
geofence threshold may be set to a boundary around the
dealership location in which the vehicle should stay during
test drives or refueling trips. Once a vehicle ignition event has
been detected, either through the OBD or based on battery
voltage, the processor 14 may cause the GPS receiver 16 to
determine location coordinates at some time interval, such as
every five minutes. The processor 14 then compares the loca-
tion coordinates to the dealership geofence boundary, and if
the coordinates indicate the vehicle has traveled beyond the
dealership geofence boundary, the processor 14 causes the
wireless modem 12 to transmit an alert message containing
the EIN of the device 10 along with the GPS location infor-
mation. This alert message may also include other vehicle
data acquired through the OBD connector 20.

[0025] Based on the alert message, the central vehicle data
server 26 generates a corresponding alert message to be sent
to the finance entity that provided the loan for the vehicle. The
finance entity may wish to use this information to take action
accordingly, such as to contact the dealership and inquire
about the status of the vehicle. The mileage threshold may be
used in a similar manner to generate alert messages when the
total mileage traveled by the vehicle over some period, such
as a week, exceeds a reasonable number.

[0026] In an embodiment of the invention, when a device
10 is assigned to a particular dealership, the central vehicle
data server 26 automatically assigns the appropriate geofence
boundary for that dealership.

[0027] Following is a list of exemplary events and triggers
which may cause the device 10 to retrieve data through the
OBD connector 20 and/or transmit retrieved data via the
wireless network 24:

[0028] Battery voltage and battery voltage changes,
ripple frequency and amplitude;

[0029] Driver actions, such as use of brakes, ignition
switches, door switches, seatbelt use switches, steering,
transmission, ventilation, air conditioning, entertain-
ment and sound systems, turn signals, lights, and win-
dows;

[0030] Alarm systems and door lock/unlock;

[0031] Levels and activity from vibration sensors, accel-
erometers, shock sensors, crash detectors, and weight
detector;

[0032] Temperature changes and temperature levels of
exterior or interior air, and of vehicle fluids or vehicle
components;

[0033] Pressure changes in air or vehicle fluids;

[0034] Sound levels, frequencies, and changes therein,
both externally and internally;

[0035] Light levels and changes therein;
[0036] Humidity levels and changes therein;
[0037] GPS acquisition and GPS data, such as location,

distance traveled, speed, heading, and altitude;

[0038] Presence/absence and signal strength of nearby
RFID devices;

[0039] Detection of electromagnetic interference (EMI)
and electrostatic voltages;
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[0040] Cellular system events, such as signal acquisition
and loss, signal levels and changes, cell handoff, carrier
identification, and data session characteristics including
acquisition and session termination; and

[0041] Manual operation of installed switches or voice
recognition.

[0042] Inpreferred embodiments, all data acquired through
the OBD connector is acquired on an event-driven basis only.
In some embodiments, data is also acquired through the OBD
connector based on a time interval, such as every twelve
hours.

[0043] FIGS. 2A and 2B depict steps of an exemplary pro-
cess 100 for accessing vehicle data and processing the vehicle
data to monitor inventories of vehicles for vehicle financing
entities. In this example, a vehicle financing institution is
referred to as a “bank.” However, it will be appreciated that
the vehicle financing institution may be other than a bank,
such as a credit union or an automotive financing institution
associated with a vehicle manufacturer, such as GMAC. Also
in this example, the entity that sells a vehicle to a consumer is
referred to herein as the “auto dealer.” It will be appreciated
that auto dealers may include OEM automotive dealerships
offering new and used cars, or dealerships that exclusively
offer used cars, such as “buy-here-pay-here” car dealerships.
[0044] With reference to FIG. 2A, when a bank subscribes
to the vehicle tracking and inventory services described
herein, the bank is assigned a customer identification number
and a uniform resource locator (URL) for a secure webpage
on which the bank may access information regarding vehicle
tracking devices assigned to the bank (step 102 in FIG. 2A).
FIG. 3A depicts an example of a user login webpage acces-
sible ata bank’s assigned URL, such as http://floorplan.your-
bankloanplusgps.com, as it may appear on a display of the
banking entity computer 36. A user’s login protocol deter-
mines which of the bank’s web pages may be accessed by the
particular user, and that access is determined by settings
available to an account administrator for the bank. An
example of an administrative page which may be used by the
account administrator to control user access authority levels
is depicted in FIG. 3B.

[0045] Preferably, the vehicle tracking devices assigned to
a bank are programmed to provide information accessible
only to the bank to which they are assigned (step 104). The
UIN (or EIN) of each vehicle tracking device assigned to the
bank is initially stored in an inactive device account in the
floorplan database 32 in association with the bank’s customer
identification number (step 106). When a vehicle tracking
device is activated as described in more detail below, the UIN
(or EIN) for the device is removed from the inactive device
account.

[0046] With reference again to FIG. 2A, when an auto
dealer is enrolled as a bank customer to receive financing for
vehicles on the dealer’s lot, the auto dealer is assigned an auto
dealer identification number associated with the bank’s cus-
tomer ID number in the floorplan database 32 (step 108). Also
stored in the floorplan database 32 in association with the auto
dealer ID number is certain auto dealer information, includ-
ing the physical address of the location where vehicles will be
kept prior to purchase, the UIN (or EIN) of each vehicle
tracking device assigned by the bank to the auto dealer, and
the make/model/year and VIN of each vehicle for which the
bank is providing financing for the auto dealer (step 110). The
auto dealer is also assigned a uniform resource locator (URL)
for a secure webpage on which the auto dealer may access
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information from vehicle tracking devices assigned by the
bank to the auto dealer (step 112).

[0047] FIG. 3C depicts a bank’s “home page” on which is
provided a summary listing of all auto dealers enrolled in a
bank’s monitoring program. In this example, one dealer hav-
ing a customer ID number of FPO000000011 is listed, and a
total of 946 exceptions (as described below) have been
reported for vehicles of this dealer. FIG. 3D depicts a
webpage wherein the number of exceptions for each vehicle
are cross-referenced to the UIN of the tracking device 10 in
the vehicle. FIG. 3E depicts a more detailed exception history
report, where the exceptions for a particular vehicle are bro-
ken down based on the types of exceptions. In this example,
the vehicle has had 155 “geofence” exceptions, O “mileage”
exceptions, 0 “morning auto report missed” exceptions, 0
“evening auto report missed” exceptions, 0 “not on daily
CMS” exceptions, 0 “VIN conflict” exceptions, and 201
“miscellaneous” exceptions. Each of these types of excep-
tions are explained in further detail hereinafter.

[0048] A “geofence” is assigned to the auto dealer to define
a boundary around the physical address of the location where
vehicles are kept prior to purchase. For example, a geofence
may be a circle having a radius of five miles centered at the
physical address of the auto dealer’s 1ot (step 114 in FIG. 2A).
The radius of this geofence is preferably stored in the floor-
plan database 32 in association with the auto dealer’s 1D
number and may also be stored in the memory 30 in each of
the vehicle tracking devices 10 assigned to the auto dealer. In
preferred embodiments, a mileage limit for each vehicle is
also assigned and stored in the database 32 and/or in the
memory 30 of the device 10.

[0049] In a preferred embodiment, the vehicle tracking
device 10 is activated at the auto dealer’s lot by plugging it
into an OBD-II connector in a vehicle (step 116) and turning
on the ignition of the vehicle (step 118). The vehicle tracking
device 10 then begins executing its firmware to access signals
from GPS satellites to determine location coordinates, and
establish communications with the central vehicle data server
26 via the wireless communication network 24 and the Inter-
net 34 (step 120). Upon activation, the vehicle tracking device
10 accesses the vehicle’s VIN from the vehicle’s diagnostic
computer system through the OBD-II connector (step 122 in
FIG. 2B). The device 10 then transmits the VIN of the vehicle,
the UIN (or EIN) of the device, and the GPS location coor-
dinates to the central vehicle data server 26 via the wireless
communication network 24 and the Internet 34 (step 124).

[0050] Based on the initial information transmitted from
the vehicle tracking device 10, the central vehicle data server
26 executes software instructions to register the device and
begin monitoring the device for vehicle inventory purposes.
The central vehicle data server 26 first determines whether the
VIN transmitted from the device 10 is found in the floorplan
database 32 in association with the auto dealer’s ID number
(step 126). If so, the central vehicle data server 26 then deter-
mines whether the reported location coordinates of the
vehicle are within the geofence boundary for the particular
auto dealer (step 128). If so, a device activation report is
generated and stored in the floorplan database 32 (step 130),
and the UIN (or EIN) of the tracking device 10 is removed
from the inactive device account (step 132). The UIN (or EIN)
of'the activated device 10 is then associated with the vehicle’s
VIN in the floorplan database 32 along with the auto dealer’s
ID number, the vehicle description (make/model/year), the
amount of the outstanding loan for the vehicle, the date of
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initiation of the loan, and the date of termination of the loan
(step 134). After activation, device monitoring proceeds as
described in more detail below (step 136).

[0051] Ifthe VIN transmitted from the vehicle is not found
in the floorplan database 32 in association with the auto
dealer’s ID number (step 126) or the reported location coor-
dinates of the vehicle are not within the geofence boundary
for the particular auto dealer (step 128), the central vehicle
data server 26 generates an exception report and delivers the
exception report via email or text message or both to the bank.
In some embodiments, the exception report is also sent via
email and/or text message to the auto dealer. Device moni-
toring then proceeds as described in more detail below (step
136).

[0052] In a preferred embodiment, data is provided from
the vehicle tracking device 10 to indicate the status of the
vehicle in which the device 10 is installed, and the central
vehicle data server 26 uses the data to keep inventory records
in the floorplan database 32 for the bank and for the auto
dealers (step 136). The device 10 may transmit data based on
the occurrence of a detected event or based on the passage of
a time interval.

[0053] As shown in FIG. 2B, when the device 10 detects
that the vehicle ignition has been turned OFF or ON (step
140), the device 10 transmits data to the central vehicle data
server 26. The ignition event data may include but is not
limited to an ignition event flag, the vehicle’s VIN, the device
UIN (or EIN), and the location coordinates. Upon receipt of
the ignition event data from the device 10, the central vehicle
data server 26 generates an ignition event report that is stored
in the floorplan database 32 (step 142). For this purpose, the
device 10 may monitor the 12VDC power pin on the OBD-II
connector, or it may monitor ignition data transferred through
the OBD-II connector from the vehicle’s diagnostic processor
22.

[0054] When the vehicle data server 26 determines that the
device 10 has been disconnected from the OBD-II connector
(step 144), the server 26 generates a disconnection exception
report and delivers the exception report via email and/or text
message to an account associated with the bank and/or the
auto dealer (step 146). In one embodiment, the server 26
determines that the device 10 has been disconnected from the
OBD-II connector if the device 10 fails to make a regularly
scheduled check-in transmission. In another embodiment, the
device 10 includes an internal battery which can power the
device 10 for a short time after the device 10 is unplugged
from the vehicle OBD-II connector. In this embodiment,
upon disconnection from the OBD-II connector, the device 10
uses the internal battery power to transmit its UIN, date/time,
and location data to the central data server 26. Since this
transmission lacks a VIN, the server 26 interprets this as a
disconnection exception alert, and the central vehicle data
server 26 generates a disconnection exception report.

[0055] If a device 10 is disconnected but no “return to
inventory” process is performed as described below, and if the
device 10 is subsequently plugged into a vehicle’s OBD-II
connector, an exception report is generated showing an “acti-
vation” event. In this case, the reported VIN is compared to
the VIN previously associated with the device 10 in the data-
base 32. If the newly reported VIN does not match the stored
VIN, that change is recorded in the database 32. If the two
VIN’s are the same, the event is recorded and the mileage is
set back to zero for that vehicle.
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[0056] When the device 10 detects that the vehicle has
crossed the geofence boundary stored in the device memory
(step 148), the device 10 transmits data to the central vehicle
data server 26 indicating a geofence crossing event. The
geofence crossing event data may include but is not limited to
a geofence crossing event flag, the vehicle’s VIN, the device
UIN (or EIN), and the location coordinates. Upon receipt of
the geofence crossing event data from the device 10, the
central vehicle data server 26 generates an exception report
and delivers the exception report via email and/or text mes-
sage to the bank and/or the auto dealer (step 146). Alterna-
tively, the determination that the vehicle is outside a geofence
boundary may be made based on location coordinate data
transmitted from the device 10 during a regularly scheduled
check-in transmission.

[0057] FIG. 3F depicts a geofence exception report
webpage for a particular vehicle. As shown, each geofence
exception is reported with the UIN of the tracking device, the
date/time of the geofence violation, the type of geofence
violation (entering or exiting the geofence area), and the
location at which the exception occurred. A user can also log
comments on this page, although no comments have been
entered in the example of FIG. 3F.

[0058] As shown in FIG. 2B, when the device 10 detects
that the vehicle has exceeded the mileage limit stored in the
device memory (step 150), the device 10 transmits data to the
central vehicle data server 26 indicating an excessive mileage
event. The excessive mileage event data may include but is
not limited to an excessive mileage event flag, the vehicle’s
VIN, the device UIN (or EIN), and the location coordinates.
Upon receipt of the excessive mileage data from the device
10, the central vehicle data server 26 generates an exception
report and delivers the exception report via email and/or text
message to the bank and/or the auto dealer (step 146). Alter-
natively, the determination that the vehicle has exceeded a
mileage threshold may be made by the central vehicle data
server 26 based on mileage data accessed through the OBD-II
connector and transmitted from the device 10 during a regu-
larly scheduled check-in transmission. In a preferred embodi-
ment, mileage is measured beginning at zero when the device
10 is activated for a particular vehicle, and is reset to zero
when the device 10 is activated for a different vehicle.

[0059] In some preferred embodiments, the device 10 is
programmed to periodically “wake up” and transmit data,
such as at 12 hour intervals (step 152)(morning and evening
reports). The data provided in these periodic check-in trans-
missions may include but is not limited to the vehicle’s VIN,
the device UIN (or EIN), and the location coordinates. Upon
receipt of the periodic check-in data from the device 10, the
central vehicle data server 26 generates a check-in report that
is stored in the floorplan database 32 (step 142).

[0060] It should be appreciated that the event detection
steps described above provide examples of events which may
cause transmission of messages from the device 10 and gen-
eration of event reports. Data related to other events, such as
those listed previously, may also be monitored for this pur-
pose. Thus, the invention is not limited to any particular event
or trigger for transmitting vehicle data and generating event
reports.

[0061] FIG.3G depicts an exception management webpage
which may be accessed by a bank user having administrator
access. This page allows the user to set up email and/or text
message communication of exception notifications

Page 15 of 18

Apr. 21,2011

[0062] The webpage shown in FIG. 3H allows a user to run
exception reports on all vehicles or any one vehicle over a
selected date range. In a preferred embodiment, this report
can be generated by dealer, by device, or by exception type.
[0063] The webpage depicted in FIG. 31 reports accumu-
lated data derived from onsite device activation (power-up),
access to the floorplan database 32, and stored information
about the geofence of the enrolled dealer. In a preferred
embodiment, this data includes the UIN of the tracking
device, the VIN of the vehicle, the tracking device activation
status (active or inactive), the tracking device activation date,
the vehicle odometer reading (cumulative mileage since acti-
vation of the tracking device), the geofence status (active or
inactive), the dealer name, the dealer ID number, the dealer’s
enrollment date, the outstanding loan balance for the vehicle,
the bank name, the bank ID number, the most recently
reported location (address) of the vehicle, and information
about how and when the data was updated. If a user clicks on
the “Locate Device on Map” button 40 at the bottom right, the
real-time location of the vehicle is displayed on a map or
photograph image. FIG. 3] depicts an example of a display of
real-time location of a vehicle based on GPS coordinate data
transmitted from the tracking device 10. In this embodiment,
the location is indicated by an icon placed on an overhead
perspective photograph.

[0064] When a vehicle tracking device 10 is no longer
needed in a vehicle, such as when a loan balance has been
completely paid or when the vehicle has been severely deval-
ued due to a wreck or other occurrence, the device 10 may be
removed from the vehicle and used for tracking another
vehicle for inventory purposes or placed in storage for a time.
In this circumstance, a user clicks on the “Return to inven-
tory” button 42 in the Device Management Page shown in
FIG. 31 which causes the UIN of the device to be added to the
inactive device account in the floorplan database 32. The
device 10 may then be installed in another vehicle and the
process depicted in FIGS. 2A and 2B begins again at step 116.
[0065] The foregoing description of preferred embodi-
ments for this invention have been presented for purposes of
illustration and description. They are not intended to be
exhaustive or to limit the invention to the precise form dis-
closed. Obvious modifications or variations are possible in
light of the above teachings. The embodiments are chosen and
described in an effort to provide the best illustrations of the
principles of the invention and its practical application, and to
thereby enable one of ordinary skill in the art to utilize the
invention in various embodiments and with various modifi-
cations as are suited to the particular use contemplated. All
such modifications and variations are within the scope of the
invention as determined by the appended claims when inter-
preted in accordance with the breadth to which they are fairly,
legally, and equitably entitled.

What is claimed is:

1. A method for keeping an inventory of vehicles that serve
as collateral for loans provided by alending entity, the method
comprising:

(a) storing vehicle information in a database in association
with a lending entity identifier, wherein the vehicle
information includes vehicle identification numbers
(VINs) that uniquely identify particular vehicles for
which the lending entity has provided financing, and
wherein the lending entity identifier uniquely identifies
the lending entity that provided the loans for the
vehicles;
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(b) storing unique identification numbers (UINs) in the
database in association with the lending entity identifier,
wherein the unique identification numbers uniquely
identify particular vehicle monitoring devices assigned
to the lending entity;

(c) connecting a vehicle monitoring device to an on-board
diagnostics connector in a vehicle, wherein the vehicle
monitoring device is capable of accessing vehicle data
through the on-board diagnostics connector, determin-
ing vehicle location data indicating a location of the
vehicle, and wirelessly transmitting the vehicle data and
vehicle location data, and wherein a UIN is stored in the
vehicle monitoring device which uniquely identifies the
vehicle monitoring device;

(d) the vehicle monitoring device accessing vehicle data
through the on-board diagnostics connector, which
vehicle data indicates at least the VIN of the vehicle in
which the vehicle monitoring device is connected;

(e) the vehicle monitoring device determining the vehicle
location data;

(f) the vehicle monitoring device wirelessly transmitting at
least the VIN of the vehicle, the vehicle location data,
and the UIN of the vehicle monitoring device to a com-
munication network;

(g) receiving the VIN of the vehicle, the vehicle location
data, and the UIN of the vehicle monitoring device at a
central vehicle data server that is connected to the com-
munication network and is in communication with the
database; and

(h) determining whether the VIN and UIN transmitted
from the vehicle monitoring device are both associated
with one and the same lending entity identifier in the
database.

2. The method of claim 1 further comprising sending an
exception message to the lending entity whose lending entity
identifier is associated with the UIN transmitted from the
vehicle monitoring device if it is determined that the VIN and
the UIN transmitted from the vehicle monitoring device are
not both associated with one and the same lending entity
identifier in the database.

3. The method of claim 1 further comprising sending an
exception message to the lending entity whose lending entity
identifier is associated with the VIN transmitted from the
vehicle monitoring device if it is determined that the VIN and
the UIN transmitted from the vehicle monitoring device are
not both associated with one and the same lending entity
identifier in the database.

4. The method of claim 1 further comprising:

step (a) comprising storing vehicle information in the data-
base which includes dealer location data indicating a
dealer location at which a dealer is to sell vehicles for
which loans have been provided by the lending entity
identified by the lending entity identifier; and

(1) determining based on the vehicle location data and the
dealer location data whether the vehicle in which the
vehicle monitoring device is connected is within a pre-
defined proximity of the dealer location.

5. The method of claim 4 further comprising sending an
exception message to the lending entity whose lending entity
identifier is associated with the UIN transmitted from the
vehicle monitoring device if it is determined that the vehicle
in which the vehicle monitoring device is connected is not
within a predefined proximity of the dealer location.
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6. The method of claim 4 further comprising associating
the UIN transmitted from the vehicle monitoring device with
the VIN transmitted from the vehicle monitoring device in the
database if it is determined that the vehicle in which the
vehicle monitoring device is connected is within a predefined
proximity of the dealer location, and it is also determined that
the VIN and UIN transmitted from the vehicle monitoring
device are both associated with one and the same lending
entity identifier in the database.

7. The method of claim 6 further comprising associating
the UIN transmitted from the vehicle monitoring device with
the dealer location in the database if it is determined that the
vehicle in which the vehicle monitoring device is connected is
within a predefined proximity of the dealer location, and it is
also determined that the VIN and UIN transmitted from the
vehicle monitoring device are both associated with one and
the same lending entity identifier in the database.

8. The method of claim 4 further comprising removing the
UIN transmitted from the vehicle monitoring device from an
inactive device account in the database if it is determined that
the vehicle in which the vehicle monitoring device is con-
nected is within a predefined proximity of the dealer location,
and it is also determined that the VIN and UIN transmitted
from the vehicle monitoring device are both associated with
one and the same lending entity identifier in the database.

9. The method of claim 1 further comprising monitoring
mileage of the vehicle in which the vehicle monitoring device
is connected and sending an exception message for the lend-
ing entity whose lending entity identifier is associated with
the UIN transmitted from the vehicle monitoring device if it is
determined that the vehicle has exceeded a predefined mile-
age limit.

10. The method of claim 1 further comprising monitoring
speed of the vehicle in which the vehicle monitoring device is
connected and sending an exception message for the lending
entity whose lending entity identifier is associated with the
UIN transmitted from the vehicle monitoring device if it is
determined that the vehicle has exceeded a predefined speed
limit.

11. The method of claim 1 further comprising the vehicle
monitoring device performing steps (d), (e), and (f) every
time the vehicle monitoring device determines that an igni-
tion switch in the vehicle has been turned ON or OFF, and the
central vehicle data server generating an ignition report upon
receipt of a transmission from the vehicle monitoring device
which transmission indicates that the ignition switch in the
vehicle has been turned ON or OFF.

12. The method of claim 1 further comprising the vehicle
monitoring device performing steps (d), (e), and (f) at peri-
odic time intervals, and the central vehicle data server gener-
ating a check-in report upon receipt of a transmission from the
vehicle monitoring device at a periodic time interval.

13. A method for keeping an inventory of vehicles that
serve as collateral for loans provided by a lending entity, the
method comprising:

(a) storing vehicle identification numbers (VINs) in a data-
base in association with a lending entity identifier,
wherein the VINs uniquely identify particular vehicles
for which the lending entity has provided financing, and
wherein the lending entity identifier uniquely identifies
the lending entity that provided the loans for the
vehicles;

(b) storing dealer location data in the database in associa-
tion with the lending entity identifier, wherein the dealer
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location data indicates a dealer location at which a dealer
is to sell vehicles for which loans have been provided by
the lending entity;
(c) storing unique identification numbers (UINs) in the
database in association with the lending entity identifier,
wherein the UINs uniquely identify particular vehicle
monitoring devices assigned to the lending entity;
(d) connecting a vehicle monitoring device to an on-board
diagnostics connector in a vehicle, wherein the vehicle
monitoring device is capable of accessing vehicle data
through the on-board diagnostics connector, determin-
ing vehicle location data indicating a location of the
vehicle, and wirelessly transmitting the vehicle data and
vehicle location data, and wherein a UIN is stored in the
vehicle monitoring device which uniquely identifies the
vehicle monitoring device;
(e) the vehicle monitoring device accessing vehicle data
through the on-board diagnostics connector, which
vehicle data indicates at least the VIN of the vehicle in
which the vehicle monitoring device is connected;
(f) the vehicle monitoring device determining vehicle loca-
tion data which indicate the location of the vehicle in
which the vehicle monitoring device is connected;
(g) the vehicle monitoring device wirelessly transmitting at
least the VIN of the vehicle, the vehicle location data,
and the UIN of the vehicle monitoring device to a com-
munication network;
(h) receiving the VIN of the vehicle, the vehicle location
data, and the UIN of the vehicle monitoring device at a
central vehicle data server that is connected to the com-
munication network and is in communication with the
database;
(1) determining whether the VIN and UIN transmitted from
the vehicle monitoring device are both associated with
one and the same lending entity identifier in the data-
base;
(j) determining based on the vehicle location data and the
dealer location data whether the vehicle in which the
vehicle monitoring device is connected is within a pre-
defined proximity of the dealer location; and
(k) when it is determined that the vehicle is within the
predefined proximity of the dealer location, and that the
VIN and UIN transmitted from the vehicle monitoring
device are both associated with one and the same lending
entity identifier in the database,
associating in the database the UIN transmitted from the
vehicle monitoring device with the VIN transmitted
from the vehicle monitoring device, and

associating in the database the UIN transmitted from the
vehicle monitoring device with the dealer location.

14. A system for keeping an inventory of vehicles that serve

as collateral for loans provided by a lending entity, the system
comprising:

a database for storing vehicle identification numbers
(VINs) and unique identification numbers (UINs) in
association with a lending entity identifier, wherein the
VINs uniquely identify particular vehicles for which the
lending entity has provided financing, wherein the UINs
uniquely identify particular vehicle monitoring devices
assigned to the lending entity, and wherein the lending
entity identifier uniquely identifies the lending entity
that provided the loans for the vehicles;
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a vehicle monitoring device configured to connect to an
on-board diagnostics connector in a vehicle, the vehicle
monitoring device comprising:

a processor for accessing vehicle data through the on-
board diagnostics connector, wherein the vehicle data
includes at least the VIN of the vehicle in which the
vehicle monitoring device is connected;

a GPS receiver for determining vehicle location data
indicating a location of the vehicle in which the
vehicle monitoring device is connected;

awireless modem for wirelessly transmitting at least the
VIN of the vehicle, the vehicle location data, and the
UIN of the vehicle monitoring device to a communi-
cation network; and

memory for storing a UIN which uniquely identifies the
vehicle monitoring device; and

a central vehicle data server connected to the communica-
tion network and in communication with the database,
the central vehicle data server for receiving the VIN of
the vehicle, the vehicle location data, and the UIN of the
vehicle monitoring device, and for determining whether
the VIN and UIN transmitted from the vehicle monitor-
ing device are both associated with one and the same
lending entity identifier in the database.

15. The system of claim 14 wherein the central vehicle data
server sends an exception message to the lending entity
whose lending entity identifier is associated with the UIN
transmitted from the vehicle monitoring device if it is deter-
mined that the VIN and the UIN transmitted from the vehicle
monitoring device are not both associated with one and the
same lending entity identifier in the database.

16. The system of claim 14 wherein the central vehicle data
server sends an exception message to the lending entity
whose lending entity identifier is associated with the VIN
transmitted from the vehicle monitoring device if it is deter-
mined that the VIN and the UIN transmitted from the vehicle
monitoring device are not both associated with one and the
same lending entity identifier in the database.

17. The system of claim 14 wherein:

the database stores dealer location data indicating a dealer
location at which a dealer is to sell vehicles for which
loans have been provided by the lending entity identified
by the lending entity identifier; and

the central vehicle data server determines based on the
vehicle location data and the dealer location data
whether the vehicle in which the vehicle monitoring
device is connected is within a predefined proximity of
the dealer location.

18. The system of claim 17 wherein the central vehicle data
server sends an exception message to the lending entity
whose lending entity identifier is associated with the UIN
transmitted from the vehicle monitoring device if it is deter-
mined that the vehicle in which the vehicle monitoring device
is connected is not within a predefined proximity of the dealer
location.

19. The system of claim 17 wherein the database associates
the UIN transmitted from the vehicle monitoring device with
the VIN transmitted from the vehicle monitoring device ifitis
determined that the vehicle in which the vehicle monitoring
device is connected is within a predefined proximity of the
dealer location, and that the VIN and UIN transmitted from
the vehicle monitoring device are both associated with one
and the same lending entity identifier in the database.
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20. The system of claim 17 wherein the database associates UIN transmitted from the vehicle monitoring device are both
the UIN transmitted from the vehicle monitoring device with associated with one and the same lending entity identifier in
the dealer location if it is determined that the vehicle in which the database.
the vehicle monitoring device is connected is within a pre-
defined proximity of the dealer location, and that the VIN and ok ow R

Page 18 of 18





