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Exemplary VL Patents Confirmed Relevant to Hisense**
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Channel Mgmt

8,605,794*
DASH/HLS Streaming

* = Foreign EP counterpart
** = VideoLabs analysis ongoing

7,769,238
CAVLC decode

7,970,059
CABAC decode

= patent previously litigated

= Rule 11 claim chart
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S

Hisense Smart TV Hisense Smart TV Content Streaming & App MgmtHisense Android STB

9,066,124
Video/audio power mgmt

8,291,236
DRM bridging ‘236 & ‘304 claim charts vs Hisense Smart TVs with HDCP provided herein on June 7, 2023 U.S. *

8,667,304
DRM bridging

* All other noted claim charts were provided to Hisense on April 18, 2023 U.S.
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U.S. Patent No. 8,291,236

Inventor: Luc Vantalon, Paolo Siccardo

 Priority Date: December 7, 2004
 Expiration Date: June 4, 2030

 Summary of Technology: DRM bridge between two 
independent security domains

Claim Mapping: Hisense TVs with HDCP
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U.S. Patent No. 8,291,236, Claim 140

Claim 140. A secondary conditional access client, comprising:
     a communication interface to receive, from a conditional access server 
through a network connection, access controlled data that is in an access 
controlled format and that is at least partially derived from a security message 
of a primary security system in a first security domain, the secondary conditional 
access client being in a second security domain; and
     a processor coupled to the communication interface, the processor to 
process the access controlled data,
     wherein the primary security system authenticates the conditional access 
server as one of clients of the primary security system through a first 
authentication process using a first root of trust and the conditional access 
server authenticates clients of the conditional access server through a second 
authentication process which is independent of the first authentication process 
and wherein the second authentication process uses a second root of trust 
which is independent of and different than the first root of trust, 
     and wherein the conditional access server is configured to substitute the first 
security domain with the second security domain for the clients under the 
second root of trust.

EX. 2006
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Hisense’s Smart TV Platform Devices All Support HDCP 

Exemplary Hisense Roku TVs support HDCP 2.x security over HDMI

Exemplary Hisense Google/Android TVs support HDCP 2.2 security over HDMI

Sources: 
• https://www.bestbuy.com/sit

e/questions/hisense-70-
class-r6200f-series-led-4k-
uhd-smart-roku-
tv/6378023/question/27db90
b1-3884-3c16-aba2-
321e1249578a

• https://www.hisense-
usa.com/televisions/75r6030-
75-4k-uhd-hisense-roku-tv-
with-hdr-
2020#ProductDetailsBox7

• https://www.hisense-
usa.com/televisions/65u6h-
hisense-65-inch-u6h-series-
quantum-uled-4k-smart-
google-tv-
2022#ProductDetailsBox17

• https://www.rtings.com/tv/re
views/hisense/u6h

Indication of 
HDCP 2.2 support

EX. 2006
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Claim 140. A secondary conditional access client [A], comprising:
     a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that 
is in an access controlled format and that is at least partially derived from a security message [F] of a primary security system [G] in a first 
security domain [H], the secondary conditional access client [A] being in a second security domain [I]; and

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Hisense’s Smart TVs are HDCP-compliant devices and incorporate an HDCP receiver 
component to receive HDCP encrypted content securely over an HDMI interface

HDCP on HDMI Specification, Rev. 2.2

HDCP on HDMI Specification, Rev. 2.2

[A]

[C]

[H] [G]

[I]

EX. 2006
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U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Exemplary Roku TV
HDMI interface

Exemplary Google TV

DRM-protected content from the primary OTT streaming provider is received securely by the 
Hisense Smart TV over the HDMI connection as HDCP encrypted content in accordance with 

the requirements of HDCP security messages specified by the primary OTT streaming provider

Source: https://castlabs.com/resources/drm-comparison/

[H]

[H]

Claim 140. A secondary conditional access client [A], comprising:
     a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that is in an access 
controlled format and that is at least partially derived from a security message [F] of a primary security system [G] in a first security domain [H], the secondary conditional 
access client [A] being in a second security domain [I]; and

Sources: 
• https://www.hisense-

usa.com/televisions/75r603
0-75-4k-uhd-hisense-roku-
tv-with-hdr-
2020#ProductDetailsBox7

• https://www.hisense-
usa.com/televisions/65u6h-
hisense-65-inch-u6h-series-
quantum-uled-4k-smart-
google-tv-
2022#ProductDetailsBox17 
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Representative primary OTT service providers

Compliance Rule for PlayReady Products

DRM-protected content from the primary OTT streaming provider is received securely by the 
Hisense Smart TV over the HDMI connection as HDCP encrypted content in accordance with 

the requirements of HDCP security messages specified by the primary OTT streaming provider

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

[G]
Hisense TV Connection
(illustrative)

[H]

[C]

[D]

Claim 140. A secondary conditional access client [A], comprising:
     a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that is in an access 
controlled format and that is at least partially derived from a security message [F] of a primary security system [G] in a first security domain [H], the secondary conditional 
access client [A] being in a second security domain [I]; and

Exemplary Roku TV
HDMI interface

Exemplary Google TV
EX. 2006
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Widevine DRM Proxy Integration

[F]

DRM-protected content from the primary OTT streaming provider is received securely by the 
Hisense Smart TV over the HDMI connection as HDCP encrypted content in accordance with 

the requirements of HDCP security messages specified by the primary OTT streaming provider

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Representative primary OTT service providers

[G]
Hisense TV Connection
(illustrative)

[H]

[C]

[D]

Claim 140. A secondary conditional access client [A], comprising:
     a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that is in an access 
controlled format and that is at least partially derived from a security message [F] of a primary security system [G] in a first security domain [H], the secondary conditional 
access client [A] being in a second security domain [I]; and

Exemplary Roku TV
HDMI interface

Exemplary Google TV
EX. 2006
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Hisense Smart TVs are HDCP-compliant 
devices and incorporate an HDCP receiver 

component to receive HDCP encrypted 
content securely over an HDMI interface

HDCP on HDMI Specification, Rev. 2.2

[A]

[C]

[H] [G]

[I]

[F]

Source: https://learn.microsoft.com/en-us/playready/overview/output-protection-levels

Widevine DRM Proxy Integration

Content is received by the 
connected TV over the HDMI 

connection as HDCP encrypted 
content in accordance with the 

requirements of the HDCP 
security messages specified by the 

primary OTT service provider

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

[H]

Claim 140. A secondary conditional access client [A], comprising:
     a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that 
is in an access controlled format and that is at least partially derived from a security message [F] of a primary security system [G] in a first 
security domain [H], the secondary conditional access client [A] being in a second security domain [I]; and

EX. 2006
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HDCP on HDMI Specification, Rev. 2.2

Hisense Smart TVs incorporate an onboard processor to 
process the HDCP encrypted content for display

Claim 140. A secondary conditional access client [A], comprising:
     a processor [J] coupled to the communication interface [B], the processor [J] to process the access controlled data [E],

[A]

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

EX. 2006
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Claim 140. A secondary conditional access client [A], comprising:
     wherein the primary security system [G] authenticates the conditional access server [C] as one of clients of the primary security system [G] through a first 
authentication process [K1] using a first root of trust [K2] and the conditional access server [C] authenticates clients [A] of the conditional access server [C] through a 
second authentication process [L1] which is independent of the first authentication process [K1] and wherein the second authentication process [L1] uses a second root 
of trust [L2] which is independent of and different than the first root of trust [K2], 

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

The primary security system authenticates the conditional access server using a root of trust 

Source: https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-
B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12

Source: https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-
B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12

Source: https://learn.microsoft.com/en-us/playready/overview/certificates

[G]
[C]

EX. 2006
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The HDCP transmitter component in the streaming media devices authenticates to the HDCP 
receiver component in the Hisense Smart TV using a root of trust established by an HDCP 
authentication protocol which is independent of and different from the first root of trust

HDCP on HDMI Specification, Rev. 2.2

[L1]

Root
 of

 trust

[F]

HDCP on HDMI Specification, Rev. 2.2

[C]

[G]

[A]

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Claim 140. A secondary conditional access client [A], comprising:
     wherein the primary security system [G] authenticates the conditional access server [C] as one of clients of the primary security system [G] through a first 
authentication process [K1] using a first root of trust [K2] and the conditional access server [C] authenticates clients [A] of the conditional access server [C] through a 
second authentication process [L1] which is independent of the first authentication process [K1] and wherein the second authentication process [L1] uses a second root 
of trust [L2] which is independent of and different than the first root of trust [K2], 

EX. 2006
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Claim 140. A secondary conditional access client [A], comprising:
     and wherein the conditional access server [C] is configured to substitute [M] the first security domain [H] with the second security domain [I] 
for the clients [A] under the second root of trust [L2].

The HDCP transmitter component in the streaming media device is configured to apply HDCP encryption to the 
locally-decoded DRM-protected content and transmit the HDCP-encrypted content securely to the HDCP receiver 
component in the Hisense Smart TV in accordance with the established HDCP root of trust for subsequent display

[F]

HDCP on HDMI Specification, Rev. 2.2

[C]

[A]
[I]

[H]

[H]

[C]

[I]

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Hisense TV Connection (illustrative)

EX. 2006
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U.S. Patent No. 8,667,304

Inventor: Luc Vantalon, Paolo Siccardo

 Priority Date: December 7, 2004
 Expiration Date: December 7, 2024

 Summary of Technology: DRM bridge between two 
independent security domains

Claim Mapping: Hisense TVs with HDCP
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U.S. Patent No. 8,667,304, Claim 5

Claim 5. A non-transitory machine readable medium containing executable 
computer program instructions which when executed by a data processing 
system cause a client system in a second security domain to present content 
provided by a first conditional access server wherein the first conditional access 
server has authenticated a client device of the first conditional access server 
through a first authentication process using a first root of trust for a first security 
domain and wherein a second conditional access server is configured to 
substitute the first security domain with the second security domain for client 
devices under a second root of trust, the method comprising:
     receiving, at a second conditional access client of the second conditional 
access server, an authentication through a second authentication process which 
is independent of the first authentication process and wherein the second 
authentication process uses the second root of trust for the second security 
domain which is independent of and different than the first root of trust; and
     receiving, at the second conditional access client, content that is in an access 
controlled format specified by the second conditional access server in the 
second security domain, the second conditional access client being in the 
second security domain.

EX. 2006
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Hisense’s Smart TV Platform Devices All Support HDCP 

Exemplary Hisense Roku TVs support HDCP 2.x security over HDMI

Exemplary Hisense Google/Android TVs support HDCP 2.2 security over HDMI

Sources: 
• https://www.bestbuy.com/sit

e/questions/hisense-70-
class-r6200f-series-led-4k-
uhd-smart-roku-
tv/6378023/question/27db90
b1-3884-3c16-aba2-
321e1249578a

• https://www.hisense-
usa.com/televisions/75r6030-
75-4k-uhd-hisense-roku-tv-
with-hdr-
2020#ProductDetailsBox7

• https://www.hisense-
usa.com/televisions/65u6h-
hisense-65-inch-u6h-series-
quantum-uled-4k-smart-
google-tv-
2022#ProductDetailsBox17

• https://www.rtings.com/tv/re
views/hisense/u6h

Indication of 
HDCP 2.2 support

EX. 2006
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A] which when executed by a data 
processing system cause a client system [B] in a second security domain [C] to present content provided by a first conditional access server [D] 
wherein the first conditional access server [D] has authenticated [E] a client device [F] of the first conditional access server [D] through a first 
authentication process using a first root of trust [G] for a first security domain [H] and wherein a second conditional access server [I] is 
configured to substitute [J] the first security domain [H] with the second security domain [C] for client devices [B] under a second root of trust [K], 
the method comprising:

U.S. Patent No. 8,667,304 Against Hisense Smart TVs

Hisense Smart TVs are HDCP-compliant devices and incorporate respective Roku or Google TV platform 
applications and an HDCP transmitter component to communicate DRM-protected streaming content originating 

from a primary OTT service provider with other HDCP-complaint devices securely over an HDMI interface

HDCP on HDMI Specification, Rev. 2.2

HDCP on HDMI Specification, Rev. 2.2

[B]

[D][H]

[I]

[C]

EX. 2006
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A] which when executed by a data processing system cause a 
client system [B] in a second security domain [C] to present content provided by a first conditional access server [D] wherein the first conditional access server [D] has 
authenticated [E] a client device [F] of the first conditional access server [D] through a first authentication process using a first root of trust [G] for a first security domain 
[H] and wherein a second conditional access server [I] is configured to substitute [J] the first security domain [H] with the second security domain [C] for client devices [B] 
under a second root of trust [K], the method comprising:

U.S. Patent No. 8,667,304 Against Hisense Smart TVs

Source: https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-
B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12

Source: https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-
B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12

Source: https://learn.microsoft.com/en-us/playready/overview/certificates

[D]
[F]

EX. 2006
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A] which when executed by a data processing system cause a 
client system [B] in a second security domain [C] to present content provided by a first conditional access server [D] wherein the first conditional access server [D] has 
authenticated [E] a client device [F] of the first conditional access server [D] through a first authentication process using a first root of trust [G] for a first security domain 
[H] and wherein a second conditional access server [I] is configured to substitute [J] the first security domain [H] with the second security domain [C] for client devices [B] 
under a second root of trust [K], the method comprising:

[F]

HDCP on HDMI Specification, Rev. 2.2

[I]

[D]

[B]

[C]

The HDCP transmitter component in the streaming media device is configured to apply HDCP encryption to the locally-
decoded DRM-protected content and transmit the HDCP-encrypted content securely to the HDCP receiver component in 

the connected Hisense Smart TVs in accordance with the established HDCP root of trust for subsequent display

HDCP on HDMI Specification, Rev. 2.2

Root
 of

 trust

U.S. Patent No. 8,667,304 Against Hisense Smart TVs
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A] which when executed by a data processing system cause a 
client system [B] in a second security domain [C] to present content provided by a first conditional access server [D] wherein the first conditional access server [D] has 
authenticated [E] a client device [F] of the first conditional access server [D] through a first authentication process using a first root of trust [G] for a first security domain 
[H] and wherein a second conditional access server [I] is configured to substitute [J] the first security domain [H] with the second security domain [C] for client devices [B] 
under a second root of trust [K], the method comprising:

[F]

HDCP on HDMI Specification, Rev. 2.2

[I]

[D]

[B]

[C]

The HDCP transmitter component in the streaming media 
device is configured to apply HDCP encryption to the locally-

decoded DRM-protected content and transmit the HDCP-
encrypted content securely to the HDCP receiver component in 

the connected Hisense Smart TV in accordance with the 
established HDCP root of trust for subsequent display

[I]

[C]

U.S. Patent No. 8,667,304 Against Hisense Smart TVs

Hisense TV Connection (illustrative)
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A]…, the method comprising:
     receiving, at a second conditional access client [B] of the second conditional access server [I], an authentication through a second authentication process [L] which is 
independent of the first authentication process [E] and wherein the second authentication process [L] uses the second root of trust [K] for the second security domain [C] 
which is independent of and different than the first root of trust [G]; and

The HDCP receiver component in the Hisense connected TV authenticates to 
the HDCP transmitter component in the streaming media device using a root 

of trust established by an HDCP authentication protocol which is 
independent of and different from the first root of trust

U.S. Patent No. 8,667,304 Against Hisense Smart TVs

Exemplary Roku TV Exemplary Google TV

[B]
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A]…, the method comprising:
     receiving, at the second conditional access client [B], content that is in an access controlled format [M] specified by the second conditional 
access server [I] in the second security domain [C], the second conditional access client [B] being in the second security domain [C].

[F]

HDCP on HDMI Specification, Rev. 2.2

[I]

[B]

[C]

HDCP on HDMI Specification, Rev. 2.2

The HDCP receiver component in the connected Hisense TV receives HDCP encrypted content securely over the HDMI 
interface

U.S. Patent No. 8,667,304 Against Hisense Smart TVs
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A]…, the method comprising:
     receiving, at the second conditional access client [B], content that is in an access controlled format [M] specified by the second conditional 
access server [I] in the second security domain [C], the second conditional access client [B] being in the second security domain [C].

HDCP on HDMI Specification, Rev. 2.2

[I]

Source: https://learn.microsoft.com/en-us/playready/overview/
output-protection-levels

Widevine DRM Proxy Integration

The HDCP transmitter component in the 
streaming media device specifies the 

access controlled format for the HDCP 
encrypted content received by the HDCP 

receiver component in the connected 
Hisense TV in accordance with the 

requirements of HDCP security messages

U.S. Patent No. 8,667,304 Against Roku Platform Devices
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