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Claim 140. A secondary conditional access client, comprising:

a communication interface to receive, from a conditional access server
through a network connection, access controlled data that is in an access
controlled format and that is at least partially derived from a security message
of a primary security system in a first security domain, the secondary conditional
access client being in a second security domain; and

a processor coupled to the communication interface, the processor to
process the access controlled data,

wherein the primary security system authenticates the conditional access
server as one of clients of the primary security system through a first
authentication process using a first root of trust and the conditional access
server authenticates clients of the conditional access server through a second
authentication process which is independent of the first authentication process
and wherein the second authentication process uses a second root of trust
which is independent of and different than the first root of trust,

and wherein the conditional access server is configured to substitute the first
security domain with the second security domain for the clients under the
second root of trust.
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Hisense's Smart TV Platform Devices All Support HDCP
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Hisense - 70" Class R6200F Series LED 4K
UHD Smart Roku TV

65" CLASS - R6 SERIES

75" 4K UHD Hisense
Roku TV

Model: TSRE030

—

—

“Are the HDMI ports HDCP 2.277

Hello Ryan, Thank you for your inleres) in the Hssnse F0REITOF. This teléevision has 3 HOMI
pait, all HDCP a1 2.0, Thank you Tof your inlarest in Hisenss USE il you hase iy it
questions or concerns please give us a call a1 1-888-835-8380 or email us at
ServicegHisense-usa.com. Thanks Again, Harley with the Hisense Support Team

HDR-compatibile

Rasclution type

Yes, Dolby Vision HDR, HDRIO, HLG 4K

Indication of
HDCP 2.2 support

Exemplary Hisense Roku TVs support HDCP 2.x security over HDM|

U6 Series
U6H

Hisense 65" Class Ué6H Ports
Series Quantum ULED [l
4K Smart Google TV -

Model: 65U6H

Hisense UGH TV Review

HDR10 & Yes

HDR10+ ([ Yes

Dolby Vision @ Yes

HLG @ Yes

HOMI 2.0 Full Bandwidth @ Yes (HDMI1,2.3.4)
HOMI 2.1 Class Bandwidth (& Mo

CEC Yes

HEBERESR ves (HOMI1,23.49)

Exemplary Hisense Google/Android TVs support HDCP 2.2 security over HDM|

(LSRR L]

RN TV TIRCA

VIMCwU RUNY, T Ve

So

urces:
https://www.bestbuy.com/sit
e/questions/hisense-70-
class-r6200f-series-led-4k-
uhd-smart-roku-
tv/6378023/question/27db90
b1-3884-3c16-aba2-
321e1249578a
https://www.hisense-
usa.com/televisions/75r6030-
75-4k-uhd-hisense-roku-tv-
with-hdr-
2020#ProductDetailsBox7
https://www.hisense-
usa.com/televisions/65u6bh-
hisense-65-inch-ubh-series-
quantum-uled-4k-smart-
google-tv-
2022#ProductDetailsBox17
https://www.rtings.com/tv/re
views/hisense/uéh
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Claim 140. A secondary conditional access client [A], comprising:
a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that
is in an access controlled format and that is at least partially derived from a security message [F] of a primary security system [G]
, the secondary conditional access client [A] being in a second security domain [l]; and

: [G] For the purpose of this specification, it 1s assumed that the Audiovisual content 1s transmitted over
Upstream Content Gontrol Funcfion I/ a HDMI based wired display link. In an HDCP System, two or more HDCP Devices are
HDCP System - nterconnected ‘[hrough an HDCP—DI'OtCCth Interface. The Audiovisual Content flows from the
: - [C] Upstream_Content _Control Function mto the HDCP System at the most upstream HDCP

: Transnutter. From there the Audiovisual Content encrypted by the HDCP System, referred to as
HDCP Content, flows through a tree-shaped topology of HDCP Receivers over HDCP-protected

HDCP Receiver | HDCP Receiver | | HDCP Receiver | : Interfaces. This specification describes a content protection mechanism for: (1) authentication of

1 st [A] HDCP _Receivers to their_ immediate upstream connectiop (i.e., an HDCP Transmitter), 2
HDCP Repeater / (HDGP Receiver) revocation of HDCP Receivers that are determined by the Digital Content Protection, LLC, to be

T T invalid, and (3) HDCP Encryption of Audiovisual Content over the HDCP-protected Interfaces

: between HDCP Transmitters and therr downstream HDCP Receivers. HDCP Receivers may

HDCP Recelver HDCP Recelver render the HDCP Content in audio and visual form for human consumption. HDCP Receivers

................................................................................................................................................. may be HDCP Repeaters that serve as downstream HDCP Transmitters emittjng the HDCP

Figure 1.1. Sample Connection Topology of an HDCP System .. ;
e u: ) Content further downstream to one or more additional HDCP Receivers.
HDCP on HDMI Specification, Rev. 2.2 ) ‘

HDCP on HDMI Specification, Rev. 2.2

Hisense’s Smart TVs are HDCP-compliant devices and incorporate an HDCP receiver
component to receive HDCP encrypted content securely over an HDMI interface
1/23/2025 Confidential © Videolabs, Inc. 2023 EX_ 2006 8



U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Claim 140. A secondary conditional access client [A], comprising:

a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that is in an access
controlled format and that is at least partially derived from a security message [F] of a primary security system [G]

access client [A] being in a second security domain [l]; and

Set-top boxes & casting

Chromecast
Android TV
Roku

Apple TV
Amazon Fire TV

Google TV (2010-2014)

Exemplary Roku TV
HDMI interface

Sources:

e https://www.hisense-
usa.com/televisions/75r603
0-75-4k-uhd-hisense-roku-
tv-with-hdr-
2020#ProductDetailsBox7
https.//www.hisense-
usa.com/televisions/65u6h-
hisense-65-inch-u6h-series-
quantum-uled-4k-smart-

google-tv-
2022#ProductDetailsBox17

1/23/2025 Exemplary Google TV

Widevine

PlayReady

Smart TVs

Samsung (Tizen)
Samsung (Tizen)
Samsung (Tizen & Orsay)
LG (webOS 3.0+)

LG (webOS 1-2 & Netcast)
Huawei (HarmonyOS)
Android TV

Smart TV Alliance

Source: https://castlabs.com/resources/drm-comparison/
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, the secondary conditional

FairPlay
Streaming

0000 O 00

(%)

WisePlay

O00O0O0 O 00O

Widevine

o

[ X)
0
[ X)

content from the primary OTT streaming provider is received securely by the
Hisense Smart TV over the HDM| connection as HDCP encrypted content in accordance with
the requirements of HDCP security messages specified by the primary OTT streagxireqogrovider
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U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Claim 140. A secondary conditional access client [A], comprising:
a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that is in an access

controlled format and that is at least partially derived from a security message [F] of a primary security system [G] , the secondary conditional
access client [A] being in a second security domain [I]; and

Exemplary Roku TV
HDMI interface

1/23/2025 Exemplary Google TV

(m a2 Representative primary OTT service providers
(o S

RF cable

=N IN@ HDMI cable

=

i

Hisense TV Connection [D]
(illustrative) [G]

3.6.5 Output Control for Uncompressed Digital Video Content

If a PlayReady Product Passes the video portion of uncompressed decrypted A/V
Content, the PlayReady Product must follow restrictions as specified in the License and

M’cmSOﬂ this Section 3.6.5 (Output Control for Uncompressed Digital Video Content). In

P | ay Rea dy PlayReady Licenses and WMDRM-ND Licenses, the Qutput Protection Level is specified
in the Minimum Uncompressed Digital Video Output Protection Level field of the Output

Protection Level Restriction Object. In WMDRM-PD Licenses, this Qutput Protection Level
is specified in the RESTRICTIONS\UNCOMPRESSEDDIGITALVIDEQ node.

Compliance Rule for PlayReady Products

content from the primary OTT streaming provider is received securely by the
Hisense Smart TV over the HDM| connection as HDCP encrypted content in accordance with
the requirements of HDCP security messages specified by the primary OTT streagxireqogrovider
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U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Claim 140. A secondary conditional access client [A], comprising:

a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that is in an access
controlled format and that is at least partially derived from a security message [F] of a primary security system [G] , the secondary conditional
access client [A] being in a second security domain [I]; and

(m a2 Representative primary OTT service providers
€] Recwiey

=N IN@ HDMI cable

=

i

Hisense TV Connection
(illustrative)

[D]

[F] -
Exemplary Roku TV content_key_specs. string - one of: Indicates whether HDCP is required.
HDMI interface required_output_protection. HDCP_NONE,
. hdcp HDCP_V1, Default = HDCP_NONE.
wy ¥ WIDEVINE HDCP V2

Note: These must be capitalized, lowercase
will result in a malformed request.

See Appendix.

Widevine DRM Proxy Integration

content from the primary OTT streaming provider is received securely by the
Hisense Smart TV over the HDMI connection as HDCP encrypted content in accordance with
1/23/2025 Exemplary Google TV the requirements of HDCP security messages specified by the primary OTT streapying provider



G VIDEOLABS

U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Claim 140. A secondary conditional access client [A], comprising:
a communication interface [B] to receive, from a conditional access server [C] through a network connection [D], access controlled data [E] that
is in an access controlled format and that is at least partially derived from a security message [F] of a primary security system [G]
, the secondary conditional access client [A] being in a second security domain [l]; and

Upstream Content Control Function IA/ [G]

:+ HDCP System; -

Compressed Uncompressed Digital Vi

Digital Video

Any HDMI, DVI, DisplayPort,

h 4
HDCP Receiver | HDCP Receiver | HDCP Receiver
__.—-—'
[1 [A]

HDCP Repeater / (HDCP Receiver)

Lkl

HDCP Receiver HDCP Receiver

Figure 1.1. Sample Connection Topology of an HDCP System
HDCP on HDMI Specification, Rev. 2.2

Hisense Smart TVs are HDCP-compliant
devices and incorporate an HDCP receiver
component to receive HDCP encrypted

content securely over an HDM| interface
1/23/2025

Passes content when /

I
content_key_specs. string - one of: Indicates whether HDCP is required.
required_output_protection. HDCP_NONE,
hdcp HDCP_V1, Default = HDCP_NONE.
HDCP_V2

Note: These must be capitalized, lowercase
will result in a malformed request.

See Appendix.

Widevine DRM Proxy Integration
CGMS-A CopyNever is
engaged.

0-100 | Block Passes content

‘ wg ¥ WIDEVINE

150 ..

.
@ Microsoft

51 PlayReady

200

201- Attempts to engage HDCP, but passes content regardless of

250 result.

251- SWDRM: Attempts to engage HWDRM: Passes

270 HDCP. If HDCP fails to engage, content with HDCP. If
the PC will constrain the effective | HDCP fails to engage,
resolution to 520,000 pixels per playback to HDMI/DVI
frame and pass the content. ports is blocked.

27- When HDCP type restriction is NOT defined:Passes content

300 with HDCP. If HDCP fails to engage, playback to HDMI/DVI
ports is blocked.
When HDCP type restriction IS defined: Passes content with
HDCP 2.2 and content stream type set to 1. If HDCP fails to
engage or content stream type can't be set to 1, playback to
HDMI/DVI ports is blocked.

=300 Does NOT pass content

=~ [F]

Does NOT pass conte!

Content is received by the
connected TV over the HDMI
connection as HDCP encrypted
content in accordance with the
requirements of the HDCP
security messages specified by the
primary OTT service provider

Source: https.//learn.microsoft.com/en-us/playready/overview/output-protection-levels
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U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Claim 140. A secondary conditional access client [A], comprising:
a processor [J] coupled to the communication interface [B], the processor [J] to process the access controlled data [E],

Hisense - Rowu TV

¥ ¥ Cabila Bon Coame comiobe Live TV

NETFLIX (SR 44V

ROKU |7 oy

”
A
O

Hisense )

OFFICIAL TV OF THE NBA

QUANTUM

ULEDUS NG, = eegerv

For the purpose of this specification, it 1s assumed that the Audiovisual content 1s transmitted over
a HDMI based wired display Imk. In an HDCP System, two or more HDCP Devices are
mterconnected through an HDCP-protected Interface. The Audiovisual Content flows from the
Upstream Content Control Function mto the HDCP System at the most upstream HDCP
Transmutter. From there the Audiovisual Content encrypted by the HDCP System, referred to as
HDCP Content, flows through a tree-shaped topology of HDCP Receivers over HDCP-protected
Interfaces. This specification describes a content protection mechanism for: (1) authentication of
HDCP Receivers to ther immediate upstream connection (1.e., an HDCP Transmutter), (2)
revocation of HDCP Receivers that are determined by the Digital Content Protection, LLL.C, to be
mvalid, and (3) HDCP Encryption of Audiovisual Content over the HDCP-protected Interfaces
between HDCP Transmitters and their downstream HDCP Receivers. _HDCP_ Receivers may
render the HDCP Content in audio and visual form for human consumption. HDCP Recetvers
may be HDCP Repeaters that serve as downstream HDCP Transmuitters emutting the HDCP
Content further downstream to one or more additional HDCP Receivers.

Ly =Ty =A==

HDCP on HDMI Specification, Rev. 2.2

Hisense Smart TVs incorporate an onboard processor to
process the HDCP encrypted content for display

Confidential © Videolabs, Inc. 2023 EX_ 2006 13




U.S. Patent No. 8,291,236 Against Hisense Smart TVs

Claim 140. A secondary conditional access client [A], comprising:
wherein the primary security system [G] the conditional access server [C] as one of clients of the primary security system [G]

using a first root of trust [K2] and the conditional access server [C] authenticates clients [A] of the conditional access server [C] through a
second authentication process [L1] which is independent of the and wherein the second authentication process [L1] uses a second root

of trust [L2] which is independent of and different than the first root of trust [K2],

Client Authentication Each PlayReady client device has a unique public-private key pair. When a client sends a license
request to a license service, it includes its device public key. The license service uses that public

key to verify that the client device is a valid PlayReady client before it issues the license. If the
device is a valid PlayReady client, the license service uses the device's public key to encrypt the
content key for the media file and then sends the resulting license to the client. The client must

In the context of content protection, client authentication may occur at two levels, the client
device and the user. PlayReady handles device authentication automatically through its use of
device keys when issuing licenses to PlayReady clients, as illustrated in the following diagram.

License Request PlayReady Service then use its device private key to decrypt and play back the content. This authentication model
— % ensures that the issued license is valid and usable only on that device (in the case of the device

J_L Source: https.//download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-
B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12

PlayReady Device

_ License Response

Content Ke o po .
PlayReady Certificate Authority
[~ [C] T, G Microsoft owns the PlayReady Certificate Authority (PlayReady CA) including the PlayReady
FlatFed~ Roleict Device Kiisiithe Licensing Process [G] top level CA certificates, which gives Microsoft the authority to deliver PlayReady certificates
. % . to its customers, and revoke them whenever it is required to keep the ecosystem functional
Source: https.//download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0- and secure.
B70D-DDA49FA9592F9/DevelopingMicrosoftPlayReadyClients March2015.pdf, p12 Source: https.//learn.microsoft.com/en-us/playready/overview/certificates
The primary security system the conditional access server using a root of trust

1/23/2025 Confidential © Videolabs, Inc. 2023 Ex 2006 4
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Claim 140. A secondary conditional access client [A], comprising:

wherein the primary security system [G] the conditional access server [C] as one of clients of the primary security system [G]
using a first root of trust [K2] and the conditional access server [C] authenticates clients [A] of the conditional access server [C] through a
second authentication process [L1] which is independent of the and wherein the second authentication process [L1] uses a second root
of trust [L2] which is independent of and different than the first root of trust [K2],
2 Authentication Protocol
Upstream Content Control Function Iﬂ— [G] 21 Overview
The HDCP authentication protocol is an exchange between an HDCP Transmitter and an HDCP
o HDCP System coiiiiidiiiiiiiisii i ssnes . Receivgr that affirms to the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. It is comprised of the following stages
HDCP Transmitter PREE [C] —- Authentication and Key Exchange (AKE) — The HDCP Receiver's public key certificate
1s verified by the HDCP Transmitter. A Master Key £, 1s exchanged.
L Root -
f —_— Locality Check — Thg HDCP Transmitter enforces locality on the content by requiring
HDCP Receiver I HDCP Receiver L HDCP Receiver o that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.
i trust
\ e Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key &, with
[A] o HDCP Transmitter,
; - the HDCP Receiver.
HDCP Repeater / (HDCP Receiver) e Authentication with Repeaters — The step is performed by the HDCP Transmutter only
l l with HDCP Repeaters. In this step, the repeater assembles downstream topology
mformation and forwards it to the upstream HDCP Transmutter.
HDCP Receiver HDCP Receiver Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the
: HDCP Recerver is authorized to receive HDCP Content. At the end of the authentication protocol,
.................................................................................................................................................... a communication path 1s established between the HDCP Transmitter and HDCP Receiver that only
Figure 1.1. Sample Connection Topology of an HDCP System Authorized Devices can access.
HDCP on HDMI Specification, Rev. 2.2 .
HDCP on HDMI Specification, Rev. 2.2

The HDCP transmitter component in the streaming media devices authenticates to the HDCP
receiver component in the Hisense Smart TV using a root of trust established by an HDCP
authentication protocol which is independent of and different from the first root of trust

1/23/2025 Confidential © Videolabs, Inc. 2023 EX. 2006 15
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Claim 140. A secondary conditional access client [A], comprising:
and wherein the conditional access server [C] is configured to substitute [M] the with the second security domain [I]
for the clients [A] under the second root of trust [L2].

{i

IN " HDMI cable

Erema

Upstream Content Control Function

i | DCP T N | C Hisense TV Connection (illustrative)
ransmitter 2
: . [C] _
U i 13 3 HDCP Encryption
: : : 3.1 Data Encryption
H DCP Rece ver I H DCP Recel\/er L I H DC P RECEIVer : HDC;ylgmnplmu is applied at the mput to the TM.D.S. Encoder and decryption is applied at the
nl : output of the TM.D.S. Decoder (Figure 3-1). HDCP Encryption consists of a bit-wise exclusive-or
/ L e e e e e o e . [A] E (XOR) of the HDCP Content with a pseudo-random data stream produced by the HDCP Cipher.
[ . v
HDCP Repeater / (HDCP Receiver) HDCP Transmitter HDCP Receiver & Microsoft
l l HDCP PlayReady
: Cipher Cipher
- . £ 24-bit 24-bit
HDCP Receiver HDCP Receiver Peouio. Peate. WIDEVINE
% Random Random

: : Data Data
e e et e e e e e e eee s e e e e e e e e i s aaeaas b aaaaaaastaasastasseaNastEastaaaataNetaeeastatestestanesantenniiantt 24-bit 24-bit
Figure 1.1. Sample Connection Topology of an HDCP System Data Ja TMDS. | TMDs. Y Data

. . o Encoder Encrypted Decoder Rl
Bitwise Bitwise
HDCP on HDMI Specification, Rev. 2.2 s TMOS. e
[ I ] } Figure 3-1. HDCP Encryption and Decryption

HDCP on HDMI Specification, Rev. 2.2

The HDCP transmitter component in the streaming media device (s configured to apply HDCP encryption to the
locally-decoded content and transmit the HDCP-encrypted content securely to the HDCP receiver
1/23/  component in the Hisense Smart TV in accordance with the established HDCP root of trust for subsequent displqy.q.s 16
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7 ABSTRACT

Conditional access to media content of primary security sys-
tems ona secondary networked environment. Tn one embodi-
ment. i i
secondary CA clients (e.g.. a bridge, a renderer, a storage, or
their different combi through network i

ng data representing the subscriber. a conditional

keys of a primary security system for the conditional access
protected content, such as service keys and control words.
and/or enforces conditional access to the content by second-
ary CA clients according to the authorization of the primary
security system for the secondary CA clients. In one embodi-
ment, a conditional access system provides delayed authori-
zation for use so that the content can be recorded for later use
when authorized and broadcasts rights for use on multiple
secondary CA clients.
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Claim 5. A non-transitory machine readable medium containing executable
computer program instructions which when executed by a data processing
system cause a client system in a second security domain to present content
provided by a first conditional access server wherein the first conditional access
server has authenticated a client device of the first conditional access server
through a first authentication process using a first root of trust for a first security
domain and wherein a second conditional access server is configured to
substitute the first security domain with the second security domain for client
devices under a second root of trust, the method comprising:

receiving, at a second conditional access client of the second conditional
access server, an authentication through a second authentication process which
is independent of the first authentication process and wherein the second
authentication process uses the second root of trust for the second security
domain which is independent of and different than the first root of trust; and

receiving, at the second conditional access client, content that is in an access
controlled format specified by the second conditional access server in the
second security domain, the second conditional access client being in the
second security domain.
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Hisense's Smart TV Platform Devices All Support HDCP
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Hisense - 70" Class R6200F Series LED 4K
UHD Smart Roku TV

65" CLASS - R6 SERIES

75" 4K UHD Hisense
Roku TV

Model: TSRE030

—

—

“Are the HDMI ports HDCP 2.277

Hello Ryan, Thank you for your inleres) in the Hssnse F0REITOF. This teléevision has 3 HOMI
pait, all HDCP a1 2.0, Thank you Tof your inlarest in Hisenss USE il you hase iy it
questions or concerns please give us a call a1 1-888-835-8380 or email us at
ServicegHisense-usa.com. Thanks Again, Harley with the Hisense Support Team

HDR-compatibile

Rasclution type

Yes, Dolby Vision HDR, HDRIO, HLG 4K

Indication of
HDCP 2.2 support

Exemplary Hisense Roku TVs support HDCP 2.x security over HDM|

U6 Series
U6H

Hisense 65" Class Ué6H Ports
Series Quantum ULED [l
4K Smart Google TV -

Model: 65U6H

Hisense UGH TV Review

HDR10 & Yes

HDR10+ ([ Yes

Dolby Vision @ Yes

HLG @ Yes

HOMI 2.0 Full Bandwidth @ Yes (HDMI1,2.3.4)
HOMI 2.1 Class Bandwidth (& Mo

CEC Yes

HEBERESR ves (HOMI1,23.49)

Exemplary Hisense Google/Android TVs support HDCP 2.2 security over HDM|

(LSRR L]

RN TV TIRCA

VIMCwU RUNY, T Ve

So

urces:
https://www.bestbuy.com/sit
e/questions/hisense-70-
class-r6200f-series-led-4k-
uhd-smart-roku-
tv/6378023/question/27db90
b1-3884-3c16-aba2-
321e1249578a
https://www.hisense-
usa.com/televisions/75r6030-
75-4k-uhd-hisense-roku-tv-
with-hdr-
2020#ProductDetailsBox7
https://www.hisense-
usa.com/televisions/65u6bh-
hisense-65-inch-ubh-series-
quantum-uled-4k-smart-
google-tv-
2022#ProductDetailsBox17
https://www.rtings.com/tv/re
views/hisense/uéh
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A] which when executed by a data
processing system cause a client system [B] in a second security domain [C] to present content provided by a first conditional access server [D]
wherein the first conditional access server [D] has authenticated [E] a client device [F] of the first conditional access server [D] through a first
authentication process for a first security domain [H] and wherein a second conditional access server [l] is
configured to substitute [J] the first security domain [H] with the second security domain [C] for client devices [B] under a second root of trust [K],
the method comprising:

|
Hl—s [
[ ] I Upstream Content Control Function h-—— [D]
HDCP System: ......... e e e e e

For the purpose of this specification, it 1s assumed that the Audiovisual content 1s transmitted over
a HDMI based wired display Imk. In an HDCP System, two or more HDCP Devices are
""""""""""""""""""" mterconnected through an HDCP-protected Interface. The Audiovisual Content flows from the

: 0 LocP Tranemitter [11 Upstream_Content _Control Function mto the HDCP System at the most upstream HDCP
L _:_ _____ * ______ il : Iy Transmitter. From there the Audiovisual Content encrypted by the HDCP System, referred to as
T HDCP Content, flows through a tree-shaped topology of HDCP Receivers over HDCP-protected
HDCP Receiver HDCP Receiver L | HDCPRecever | ¢ Interfaces. This specification describes a content protection mechanism for: (1) authentication of
o e a0 L i [B] HDCP Receivers to ther immediate upstream connection (1.e., an HDCP Transmutter), (2)
HDCP Repeater / (HDCP Receiver) revocation of HDCP Receivers that are determined by the Digital Content Protection, LLC, to be
T T mvalid. and (3) HDCP Encryption of Audiovisual Content over the HDCP-protected Interfaces
_ _ : between HDCP Transmitters and therr downstream HDCP Receivers. HDCP_Receivers mayv
HDCP Receiver HDCP Receiver . . . - - - :
render the HDCP Content m audio and visual form for human consumption. HDCP Recervers

§........................................F.:: ........................................... s : .......‘.............é may be I_IDCP Repeaterg that Senre as do\xmgtream I_]DCP Tmnsmltterg emlttmg the I_I]:)CP
igure 1.1. Sample Connection Topology of an HDCP System - o )
Content further downstream to one or more additional HDCP Receivers.

HDCP on HDMI Specification, Rev. 2.2

HDCP on HDMI Specification, Rev. 2.2

Hisense Smart TVs are HDCP-compliant devices and incorporate respective Roku or Google TV platform
applications and an HDCP transmitter component to communicate DRM-protected streaming content originating

22,001 from a primary OTT service provider with other HDCP-complaint devices securely over an HDMI interface .
i T e EX. 2006
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A] which when executed by a data processing system cause a
client system [B] in a second security domain [C] to present content provided by a first conditional access server [D] wherein the first conditional access server [D] has
authenticated [E] a client device [F] of the first conditional access server [D] through a first authentication process for a first security domain
[H] and wherein a second conditional access server [l] is configured to substitute [J] the first security domain [H] with the second security domain [C] for client devices [B]

under a second root of trust [K], the method comprising:

Client Authentication Each PlayReady client device has a unigue public-private key pair. When a client sends a license
request to a license service, it includes its device public key. The license service uses that public
key to verify that the client device is a valid PlayReady client before it issues the license. If the

device is a valid PlayReady client, the license service uses the device's public key to encrypt the
content key for the media file and then sends the resulting license to the client. The client must

In the context of content protection, client authentication may occur at two levels, the client
device and the user. PlayReady handles device authentication automatically through its use of
device keys when issuing licenses to PlayReady clients, as illustrated in the following diagram.

License Request PlayReady Service then use its device private key to decrypt and play back the content. This authentication model
— % ensures that the issued license is valid and usable only on that device (in the case of the device

J_L Source: https.//download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-
B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12

PlayReady Device

_ License Response

PlayReady Certificate Authority

[
[F] o [D] Microsoft owns the PlayReady Certificate Authority (PlayReady CA) including the PlayReady
: . R " top level CA certificates, which gives Microsoft the authority to deliver PlayReady certificates
Figure 4 - Role of Device Keys in the Licensing Process
to its customers, and revoke them whenever it is required to keep the ecosystem functional
Source: https.//download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0- and secure.
B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12 Source: https.//learn.microsoft.com/en-us/playready/overview/certificates
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A] which when executed by a data processing system cause a
client system [B] in a second security domain [C] to present content provided by a first conditional access server [D] wherein the first conditional access server [D] has
authenticated [E] a client device [F] of the first conditional access server [D] through a first authentication process for a first security domain
[H] and wherein a second conditional access server [l] is configured to substitute [J] the first security domain [H] with the second security domain [C] for client devices [B]

under a second root of trust [K], the method comprising:

2 Authentication Protocol

Upstream Content Control Function Iﬂ-— [D]

2.1 Overview

.- HDCP System ............................................................................................................. . The HDCP authentication protocol is an exchange between an HDCP Transmitter and ap HDCP
: R e eI e e e el e e 1 Receiver that affirms to the HDCP Transmutter that the HDCP Receiver i1s authorized to receive
I ] HDCP Content. It is comprised of the following stages
[C] HDCP Transmitter F_ [ -
: e Authentication and Key Exchange (AKE) — The HDCP Receiver’s public key certificate
1 i 1 1s verified by the HDCP Transmutter. A Master Key £, 1s exchanged.
I Root -
HDCP Receiver |l I HDCP Receiver L Il HDCP Receiver Of == ° Leocality Check - The IDCE Tiansmiiigr enforces locality on the content by requiring
4\ that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.
e e e e trust , , , ,
: e Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key &, with
HDCP Repeater / (HDCP Receiver) . elDCRRecove,
l l e Authentication with Repeaters — The step is performed by the HDCP Transmutter only
: with HDCP Repeaters. In this step, the repeater assembles downstream topology

mformation and forwards it to the upstream HDCP Transmutter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the

................................................................................................................................................... HDCP Recerver is authorized to receive HDCP Content. At the end of the authentication protocol,
Figure 1.1. Sample Connection Topology of an HDCP System a comnmmnication path is established between the HDCP Transmitter and HDCP Receiver that only

HDCP on HDMI Specification, Rev. 2.2 Auhonized Devices can access

HDCP Receiver HDCP Receiver

HDCP on HDMI Specification, Rev. 2.2

The HDCP transmitter component in the streaming media device (s configured to apply HDCP encryption to the locally-
decoded DRM-protected content and transmit the HDCP-encrypted content securely to the HDCP receiver component in

the connected Hisense Smart TVs in accordance with the established HDCP root of trust for subsequent display
1/23/2025 Confidential © Videolabs, Inc. 2023 EX. 2006 23
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Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A] which when executed by a data processing system cause a
client system [B] in a second security domain [C] to present content provided by a first conditional access server [D] wherein the first conditional access server [D] has
authenticated [E] a client device [F] of the first conditional access server [D] through a first authentication process

[H] and wherein a second conditional access server [l] is configured to substitute [J] the first security domain [H] with the second security domain [C] for client devices [B]

under a second root of trust [K], the method comprising:

Upstream Content Control Function I(— [D]
- HDCP System e 4 ........................................................................... s

[C] : HDCP Transmitter
' |

HDCP Receiver II HDCP Receiver L

HDCP Repeater / (HDCP Receiver)

CEL

HDCP Receiver HDCP Receiver

Figure 1.1. Sample Connection Topology of an HDCP System
HDCP on HDMI Specification, Rev. 2.2

The HDCP transmitter component in the streaming media
device is configured to apply HDCP encryption to the locally-
decoded DRM-protected content and transmit the HDCP-
encrypted content securely to the HDCP receiver component in
the connected Hisense Smart TV in accordance with the
established HDCP root of trust for subsequent display

for a first security domain

A
& N HDMI cable 0 oo &
3 ) ouT §IN
:@ A :
\ 4 Set-top

Hisense TV Connection (illustrative)

3 HDCP Encryption

3.1 Data Encryption
HDCP Encryption is applied at the input to the TM.D.S. Encoder and decryption is applied at the
output of the TM.D.S. Decoder (Figure 3-1). HDCP Encryption consists of a bit-wise exclusive-or
(XOR) of the HDCP Content with a pseudo-random data stream produced by the HDCP Cipher.

HDCP Transmitter

HDCP
Cipher

HDCP Receiver

HDCP
Cipher

24-bit
Pseudo-
Random

Data

24-bit 24-bit
Data . TMDS. ) tmos. | T Data
Encoder Decoder U
Bitwise ?;rygtgd Bitwise
XOR I XOR
Link
[c] Figure 3-1. HDCP Encryption and Decryption

B® Microsoft

PlayReady

uy ¥ WIDEVINE

HDCP on HDMI Specification, Rev. 2.2
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Ex.2006 -4



G VIDEOLABS
U.S. Patent No. 8,067,304 Against Hisense Smart TVs

Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A]..., the method comprising:
receiving, at a second conditional access client [B] of the second conditional access server [l], an authentication through a second authentication process [L] which is
independent of the first authentication process [E] and wherein the second authentication process [L] uses the second root of trust [K] for the second security domain [C]

which is independent of and different than ;and

«— [B]
The HDCP receiver component in the Hisense connected TV authenticates to
the HDCP transmitter component in the streaming media device using a root
of trust established by an HDCP authentication protocol which (s
independent of and different from the
Exemplary Roku TV Exemplary Google TV P
Client Authentication Each PlayReady client device has a unique public-private key pair. When a client sends a license
In the context of content protection, client authentication may occur at two levels, the client reguest to a license service, it includes its device public key. The license service uses that public 2  Authentication Protocol
device and the user. PlayReady handles device authentication automatically through its use of key to verify that the client device is a valid PlayReady client before it issues the license. If the .
device keys when issuing licenses to PlayReady clients, as illustrated in the following diagram. device is a valid PlayReady client, the license service uses the device's public key to encrypt the 24 Overview ) ’ . .
- n - n = The HDCP authentication protocol 1s an exchange between an HDCP Transmutter and an HDCP
content key for the media file and then sends the resulting license to the client. The client must Receiver that affirms to the HDCP Transmitter that the HDCT T —— | —
License Request PlayReady Service E then use its device private key to decrypt and play back the content. This authentication model HDCP Content. It is comprised of the lollowing stages
— % ensures that the issued license is valid and usable only on that device (in the case of the device + Auhentication and Kev Exchange (AKE) - The HIDCP Recaiver's public key certificate
binding). Root 1s verified by the HDCP Transmitter. A Master Key ki is exchanged.
. 00
PlayReady Device J_|_ Source: hﬂps://down[oad_mlcrgsoftC.om/downIOGd/B/D/.zI/BD42A758—533E—49CO— f *  Locality Check — The HDCP Transmitter enforces locality on the content by requiring
ety B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12 o that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.
trust

*  Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key k, with
the HDCP Receiver.

Content Key Play Ready Certifi cate Autho rity *  Authentication with Repeaters — The step 1s performed by the HDCP Transnutter only
with HDCP Repeaters. In this step, the repeater assembles downstream topology

information and forwards it to the upstream HDCP Transmitter.

_ License Response

Microsoft owns the PlayReady Certificate Authority (PlayReady CA) including the PlayReady

top level CA certificates, which gives Microsoft the authority to deliver PlayReady certificates Successful completion of AKE and locality check stages affirms to the HDCP Transnutter that the

HDCP Receiver is authorized to receive HDCP Content. At the end of the authentication protocol,

Figure 4 - Role of Device Keys in the Licensing Process . L . .
to its customers, and revoke them whenever it is required to keep the ecosystem functional m‘mﬂm?hamnﬁner and HDCP Receiver that onls
Source: https.//download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0- and secure. Authorized Devices can access .
B70D-DD49FA9592F9/DevelopingMicrosoftPlayReadyClients March2015.pdf. p12 Source: https://learn microsoft com/en-us/playready/overview/certificates HDCP on HDMI Specification, Rev. 2.2
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U.S. Patent No. 8,067,304 Against Hisense Smart TVs

Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A]..., the method comprising:
receiving, at the second conditional access client [B], content that is in an access controlled format [M] specified by the second conditional
access server [l] in the second security domain [C], the second conditional access client [B] being in the second security domain [C].

For the purpose of this specification, it 1s assumed that the Audiovisual content 1s transmitted over
a HDMI based wired display Imk. In an HDCP System, two or more HDCP Devices are

Upstream Content Control Function

HDCP System r“"i"““'l """""""""""""""""""""""" mterconnected through an HDCP-protected Interface. The Audiovisual Content flows from the

[C] \,‘E"‘I HDCP Transmitter F__ [1 Upstream Content Control Function mto the HDCP System at the most upstream HDCP

] 1 il Transmutter. From there the Audiovisual Content encrypted by the HDCP System, referred to as

HDCP Receiver | I HDCP Receiver L : HDGP Receiver | | HDCP Conter_lt, ﬂow_s_thr(_)ugh a tre_:e—shaped topology of HDCP Re(_:elveys over HDC P-_prof[ected

el - ] Interfaces. Thls spec1hcat.10n. descnbes a content protection me§hamsm for: (1) authent}catlon of

; HDCP Receivers to ther immediate upstream connection (1.e., an HDCP Transmutter), (2)

HDCP Repeater / (HDCP Receiver) revocation of HDCP Receivers that are determined by the Digital Content Protection, LLC, to be

il i mvalid. and (3) HDCP Encryption of Audiovisual Content over the HDCP-protected Interfaces

HDCP Receiver HDCP Receiver : between HDCP Transmitters and their downstream HDCP Receivers. HDCP Receivers may

render the HDCP Content m audio and visual form for human consumption. HDCP Receivers

T Figure 1.1, Sample Connection Topology of an HDCP System may be HDCP Repeaters that serve as downstream HDCP Transmitters emitting the HDCP
HDCP on HDMI Specification, Rev. 2.2 Content further downstream to one or more additional HDCP Receivers.

HDCP on HDMI Specification, Rev. 2.2

The HDCP receiver component in the connected Hisense TV receives HDCP encrypted content securely over the HDMI
interface

1/LD/LULD COllerliudl \» viueouLds, 111, £ULD EX 2006 v



U.S. Patent No. 8,667,304 Against Roku Platform Devices

G VIDEOLABS

Claim 5. A non-transitory machine readable medium containing executable computer program instructions [A]..., the method comprising:
receiving, at the second conditional access client [B], content that is in an access controlled format [M] specified by the second conditional
access server [l] in the second security domain [C], the second conditional access client [B] being in the second security domain [C].

| Upstream Content Control Function |

+ HDCP System e

[C] {I HDCP Transmitter h__ m

J' 1
HDCP Receiver :

HDCP Receiver I HDCP Receiver
----------- a1 B]
| HDCP Repeater / (HDCP Receiver)

ORI

| HDCP Receiver | | HDCP Receiver

HDCP on HDMI Specification, Rev. 2.2

0-100

101-
150

151-
200

201-

250

Compressed
Digital Video

Any

Block

B® Microsoft

Uncompressed Digital Vi

HDMI, DVI, DisplayPort,

hdcp

Passes content

content_key_specs.
required_output_protection.

wy B WIDEVINE

PlayReady

Passes content when
CGMS-A CopyNever
engaged.

string - one of:
HDCP_NONE,

HDCP_V1,
HDCP_V2

Indicates whether HDCP is required.
Default = HDCP_NONE.

Note: These must be capitalized, lowercase
will result in a malformed request.

See Appendix.

Attempts to engage HDCP, but passes content regardless of
result.

For the purpose of this specification, it 1s assumed that the Audiovisual content 1s transmitted over
a HDMI based wired display link. In an HDCP System, two or more HDCP Devices are
mterconnected through an HDCP-protected Interface. The Audiovisual Content flows from the
Upstream Content Control Function mto the HDCP System at the most upstream HDCP
Transmitter. From there the Audiovisual Content encrypted by the HDCP System. referred to as
HDCP Content, flows through a tree-shaped topology of HDCP Receivers over HDCP-protected
Interfaces. Thus specification describes a content protection mechanism for: (1) authentication of
HDCP Recetvers to their immediate upstream connection (i.e., an HDCP Transmitter), (2)
revocation of HDCP Receivers that are determined by the Digital Content Protection, LLC, to be
invalid, and (3) HDCP Encryption of Audiovisual Content over the HDCP-protected Interfaces
between HDCP Transmutters and thew downstream HDCP Receivers. HDCP Recervers may
render the HDCP Content in audio and visual form for human consumption. HDCP Receivers
may be HDCP Repeaters that serve as downstream HDCP Transmitters emitting the HDCP
Content further downstream to one or more additional HDCP Receivers.

251-
270

271-
300

SWDRM: Attempts to engage HWDRM: Passes
HDCP. If HDCP fails to engage, content with HDCP. If
the PC will constrain the effective | HDCP fails to engage,
resolution to 520,000 pixels per playback to HDMI/DVI
frame and pass the content. ports is blocked.

=~

When HDCP type restriction is NOT defined:Passes content
with HDCP. If HDCP fails to engage, playback to HDMI/DVI
ports is blocked.

When HDCP type restriction IS defined: Passes content with
HDCP 2.2 and content stream type set to 1. If HDCP fails to
engage or content stream type can't be set to 1, playback to
HDMI/DVI ports is blocked.

>300

Does NOT pass content

Does NOT pass contel

HDCP on HDMI Specification, Rev. 2.2

Source: https.//learn.microsoft.com/en-us/playready/overview/
output-protection-levels

Confidential © Videolabs, Inc. 2023

Widevine DRM Proxy Integration

The HDCP transmitter component in the
streaming media device specifies the
access controlled format for the HDCP
encrypted content received by the HDCP
receiver component in the connected
Hisense TV in accordance with the
requirements of HDCP security messages
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