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Exhibit F – U.S. Patent No. 8,291,236 (“’236 Patent”) 
 

 

Claim 130 Accused Instrumentalities 

130[pre] A 
conditional 
access server, 
comprising: 

The Hisense Accused Instrumentalities include Hisense devices compatible with HDCP, including Hisense 
devices configured to stream 4K and/or HDR content, such as, e.g., Hisense streaming players, including 
Hisense Smart TVs (e.g., Hisense 75R6030 Roku TV), Hisense Set-top boxes (e.g., Hisense Android TV Set-top 
Box IP960N), and Hisense TV Dongles (e.g., Hisense Android TV Dongle IP151D). 
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://www.bestbuy.com/site/questions/hisense-70-class-r6200f-series-led-4k-uhd-smart-roku-
tv/6378023/question/27db90b1-3884-3c16-aba2-321e1249578a; https://www.hisense-
usa.com/televisions/75r6030-75-4k-uhd-hisense-roku-tv-with-hdr-2020#ProductDetailsBox7; 
https://www.hisense-usa.com/televisions/65u6h-hisense-65-inch-u6h-series-quantum-uled-4k-smart-google-tv-
2022#ProductDetailsBox17; https://www.rtings.com/tv/reviews/hisense/u6h.  
 

 
  
See, e.g.,  https://www.hisensebroadband.com/html/products/broadcast%20stb/ 
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://www.hisensebroadband.com/html/products/broadcast%20stb/20240809_466.html 
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://www.hisensebroadband.com/html/products/broadcast%20stb/ 
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://www.hisensebroadband.com/html/products/dongle/20240809_467.html  
 

 
To the extent the preamble is limiting, each Accused Instrumentality is a conditional access server. For example, 
the Accused Instrumentalities are HDCP-compliant devices that incorporate respective applications resident in 
the memory thereon (e.g., streaming applications). The Accused Instrumentalities further include HDCP 
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Claim 130 Accused Instrumentalities 

transmitter hardware, I/O circuitry and respective firmware to communicate using HDCP-based encryption 
and/or otherwise support HDCP functionality to serve HDCP-related content, as shown above. 

 
The Accused Instrumentalities integrate a content DRM system such as PlayReady and/or Widevine with its 
HDCP transmitter (e.g., as shown in the blue box of the second image, below). 
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Claim 130 Accused Instrumentalities 

See, e.g., https://www.hisensebroadband.com/html/products/dongle/20240809_467.html  
 

 
See, e.g., https://www.hisensebroadband.com/html/products/broadcast%20stb/20240809_466.html 
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Claim 130 Accused Instrumentalities 

 
 

See, e.g., HDCP on HDMI Specification, Rev. 2.2 

130[a] one or 
more 
communication 
interfaces, the 
one or more 
communication 
interfaces to 
receive security 
messages of a 
primary security 
system in a first 
security domain; 

The Accused Instrumentalities include one or more communication interfaces, the one or more communication 
interfaces to receive security messages of a primary security system in a first security domain.  For example, the 
Accused Instrumentalities receive streaming content, including security messages, via their respective wired or 
wireless Internet communication interfaces. 
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://www.hisensebroadband.com/html/products/dongle/20240809_467.html  
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://www.hisensebroadband.com/html/products/broadcast%20stb/20240809_466.html 
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://assets.hisense-usa.com/assets/ProductDownloads/443/79afa2684c/65U6H-User-manual.pdf  
 
The Accused Instrumentalities receive security messages of a primary security system in a first security domain 
(e.g., security messages associated with a PlayReady and/or Widevine license and content distribution system).  
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://www.hisensebroadband.com/html/products/dongle/20240809_467.html  
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://www.hisensebroadband.com/html/products/broadcast%20stb/20240809_466.html 
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Claim 130 Accused Instrumentalities 

 
 
See, e.g., HDCP on HDMI Specification, Rev. 2.2 
 
As an example, a license received by a DRM (e.g., PlayReady and/or Widevine) license server is a security 
message.   
 

 
 
See, e.g., https://learn.microsoft.com/en-us/playready/overview/key-and-key-ids-kids 
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Claim 130 Accused Instrumentalities 

 
 
See, e.g., https://learn.microsoft.com/en-us/playready/overview/certificates 
 

 
 
See, e.g., https://learn.microsoft.com/en-us/playready/overview/simple-end-to-end-system 
 
HDCP enforcement requirements of the primary security system are contained within the license response.   
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Claim 130 Accused Instrumentalities 

 
See, e.g., Compliance Rules for PlayReady Products 
 

 
See, e.g., Widevine DRM Proxy Integration 
 

130[b] a 
processor 
coupled to the 
one or more 
communication 
interfaces, the 
processor to 
process the 
security 
messages, and 
the one or more 
communication 
interfaces to 

The Accused Instrumentalities include a processor coupled to the one or more communication interfaces, the 
processor to process the security messages, and the one or more communication interfaces to transmit, to a 
secondary conditional access client through a network connection in a second security domain, access controlled 
data that is in an access controlled format and that is at least partially derived from the security messages. 
 
For example, the Accused Instrumentalities incorporate a processor for providing functionality discussed herein 
coupled to the one or more communication interfaces (e.g., WiFi and/or Ethernet network interfaces), to process 
security messages (e.g., the license responses containing HDCP enforcement requirements and decryption keys 
described above). As an additional example of a communication interface, the Accused Instrumentalities include 
an HDMI interface. 
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Claim 130 Accused Instrumentalities 

transmit, to a 
secondary 
conditional 
access client 
through a 
network 
connection in a 
second security 
domain, access 
controlled data 
that is in an 
access controlled 
format and that 
is at least 
partially derived 
from the security 
messages, 

 
 
See, e.g., HDCP on HDMI Specification, Rev. 2.2 
 
The Accused Instrumentalities transmit to a secondary conditional access client (e.g., as shown in purple box 
below), such as an HDMI-connected display/audio device , via a HDMI network connection, in a second 
security domain (shown in pink box below), such as a HDCP encrypted security domain, access controlled data 
that is in an access controlled format (i.e., HDCP-encrypted content). 
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Claim 130 Accused Instrumentalities 

See, e.g., HDCP on HDMI Specification, Rev. 2.2 
 

 
 

See, e.g., HDCP on HDMI Specification, Rev. 2.2 
 
The access controlled data that is in an access controlled format (i.e., the HDCP encrypted content) is at least 
partially derived from the security messages.  For example, the Accused Instrumentalities derive HDCP control 
information from the licensing information discussed above, including for 4K and UHD content. 
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Claim 130 Accused Instrumentalities 

 
 
See, e.g., https://learn.microsoft.com/en-us/playready/overview/license-acquisition 
 

 
 
See, e.g., https://learn.microsoft.com/en-us/playready/overview/license-and-policies 
 
Content is transmitted to the connected device, over the HDMI interface as HDCP encrypted content in 
accordance with the requirements of the HDCP enforcement security messages specified by the primary security 
system platform. 
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Claim 130 Accused Instrumentalities 

 
See, e.g., https://learn.microsoft.com/en-us/playready/overview/ 
output-protection-levels 
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Claim 130 Accused Instrumentalities 

 
 
See, e.g., Widevine DRM Proxy Integration 
 

130[c] wherein 
the primary 
security system 
authenticates the 
conditional 
access server 
clients of the 
primary security 
system through a 
first 
authentication 
process using a 
first root of trust 
and the 
conditional 
access server 
authenticates 
clients of the 
conditional 
access server 
through a second 

The primary security system authenticates the conditional access server clients of the primary security system 
through a first authentication process using a first root of trust. For example, the DRM (e.g., PlayReady and/or 
Widevine DRM) authenticates the Accused Instrumentality using a PlayReady and/or Widevine root of trust 
(PlayReady root of trust shown below). 
 

 
 

See, e.g., https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-B70D-
DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12 
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Claim 130 Accused Instrumentalities 

authentication 
process which is 
independent of 
the first 
authentication 
process and 

 

 
 
See, e.g., https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-B70D-
DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12 
 

 
 
See, e.g., https://learn.microsoft.com/en-us/playready/overview/certificates 
 
The conditional access server authenticates clients of the conditional access server through a second 
authentication process which is independent of the first authentication process.  For example, HDCP clients are 
authenticated using the HDCP authentication process (shown in the blue boxes in the below figures), which is 
independent of the first authentication processes described above. 
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Claim 130 Accused Instrumentalities 

 
 

 
 

See, e.g., HDCP on HDMI Specification, Rev. 2.2, pp. 11-12 
 

130[d] wherein 
the second 
authentication 

The second authentication process uses a second root of trust which is independent of and different than the first 
root of trust.   
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Claim 130 Accused Instrumentalities 

process uses a 
second root of 
trust which is 
independent of 
and different 
than the first 
root of trust, and  

For example, the HDCP authentication process (shown in the blue boxes in the below figures) uses a different 
and independent root of trust than the DRM (e.g., PlayReady and/or Widevine) root of trust (shown in the 
yellow boxes and highlighting in the below figures) (PlayReady example shown below). 
 

 
 
See, e.g., https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-B70D-
DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12 
 

 
 
See, e.g., https://learn.microsoft.com/en-us/playready/overview/certificates 
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Claim 130 Accused Instrumentalities 

 
 

 
 

See, e.g., HDCP on HDMI Specification, Rev. 2.2, pp. 11-12 
 

130[e] wherein 
the conditional 
access server is 

The conditional access server is configured to substitute the first security domain with the second security 
domain for the clients under the second root of trust. 
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Claim 130 Accused Instrumentalities 

configured to 
substitute the 
first security 
domain with the 
second security 
domain for the 
clients under the 
second root of 
trust. 

For example, the Accused Instrumentalities are configured to decrypt the content in the first security domain 
(e.g., the PlayReady DRM-protected content (or Widevine DRM-protected content), shown in the orange box in 
the below figure) and re-encrypt the content with the second security domain (e.g., using HDCP encryption, 
shown in the light green box in the below figure) for client devices under a second root of trust (e.g., devices that 
support HDCP as shown in the light blue box in the below figure). 

 
 

See, e.g., HDCP on HDMI Specification, Rev. 2.2; https://learn.microsoft.com/en-
us/playready/overview/playready-and-other-protection-technologies 
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