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the captured session data as input to a machine learning-
based or rule-based classifier. The device performs a media-
tion action in response to the determination that the
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IDENTIFYING AND USING DNS
CONTEXTUAL FLOWS

TECHNICAL FIELD

The present disclosure relates generally to computer net-
works, and, more particularly, to identifying and using
domain name system (DNS) contextual flows to detect
malicious traffic.

BACKGROUND

Malicious network traffic can take many different forms.
For example, some traffic may seek to overwhelm a service
by sending a large number of requests to the service. Such
attacks are also sometimes known as denial of service (DoS)
attacks. Other forms of malicious traffic may seek to exfil-
trate sensitive information from a network, such as credit
card numbers, trade secrets, and the like. Typically, such
traffic is generated by a client that has been infected with
malware. Thus, a further type of malicious network traffic
includes network traffic that propagates the malware itself.

Intrusion Prevention Systems (IPS), firewalls, and flow
monitoring systems generally attempt to detect and block
malicious traffic, whenever possible. However, in recent
years, the amount of encrypted network traffic has increased
considerably. Notably, with the advent of transport layer
security (TLS) and other security mechanisms, many web-
sites are now encrypting even traditional webpage data. This
presents certain challenges to security systems as the cleart-
ext contents of the traffic may not be available for analysis
and pattern matching is generally inapplicable to encrypted
traffic.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments herein may be better understood by
referring to the following description in conjunction with the
accompanying drawings in which like reference numerals
indicate identically or functionally similar elements, of
which:

FIG. 1 illustrates an example communication network;

FIG. 2 illustrates an example network device/node; and

FIGS. 3A-3B illustrate examples of a device capturing
domain name system (DNS) response data;

FIGS. 4A-4B illustrate examples of a device using DNS
response data to analyze network traffic; and

FIG. 5 illustrates an example simplified procedure for
using DNS contextual flows to detect malicious traffic.

DESCRIPTION OF EXAMPLE EMBODIMENTS
Overview

According to one or more embodiments of the disclosure,
a device in a network captures domain name system (DNS)
response data from a DNS response sent by a DNS service
to a client in the network. The device captures session data
for an encrypted session of the client. The device makes a
determination that the encrypted session is malicious by
using the captured DNS response data and the captured
session data as input to a machine learning-based or rule-
based classifier. The device performs a mediation action in
response to the determination that the encrypted session is
malicious.

DESCRIPTION

A computer network is a geographically distributed col-
lection of nodes interconnected by communication links and
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2

segments for transporting data between end nodes, such as
personal computers and workstations. Many types of net-
works are available, with the types ranging from local area
networks (LLANs) to wide area networks (WANs). LANs
typically connect the nodes over dedicated private commu-
nications links located in the same general physical location,
such as a building or campus. WANSs, on the other hand,
typically connect geographically dispersed nodes over long-
distance communications links, such as common carrier
telephone lines, optical lightpaths, synchronous optical net-
works (SONET), or synchronous digital hierarchy (SDH)
links. The Internet is an example of a WAN that connects
disparate networks throughout the world, providing global
communication between nodes on various networks. The
nodes typically communicate over the network by exchang-
ing discrete frames or packets of data according to pre-
defined protocols, such as the Transmission Control Proto-
col/Internet Protocol (TCP/IP). In this context, a protocol
consists of a set of rules defining how the nodes interact with
each other. Computer networks may be further intercon-
nected by an intermediate network node, such as a router, to
extend the effective “size” of each network.

FIG. 1 is a schematic block diagram of an example
communication network 100 illustratively comprising
nodes/devices 200, such as a plurality of routers/devices
interconnected by links and/or networks, as shown. For
example, a customer edge (CE) router CE1 may interconnect
nodes A and B on a local network 110 with a provider edge
(PE) router PE1 of an access network 112. In turn, access
network 112 may provide local network 110 with connec-
tivity to a core network 114, such as the Internet.

The various nodes/devices 200 may exchange data pack-
ets 106 (e.g., traffic/messages) via communication network
100 over links 102 using predefined network communica-
tion protocols such as the Transmission Control Protocol/
Internet Protocol (TCP/IP), User Datagram Protocol (UDP),
Asynchronous Transfer Mode (ATM) protocol, Frame Relay
protocol, or any other suitable protocol. Those skilled in the
art will understand that any number of nodes, devices, links,
etc. may be used in the computer network, and that the view
shown herein is for simplicity. For example, node A in local
network 110 may communicate with an endpoint node/
device C (e.g., a remote server, etc.) via communication
network 100.

As would be appreciated, links 102 may include any
number of wired and/or wireless connections between
devices. For example, node A may communicate wirelessly
using a WiFi™ connection, CE1 and PE1 may communicate
wirelessly using a cellular connection or via a hardwired
connection (e.g., DSL, etc.), etc. In addition, while certain
devices are depicted in FIG. 1, the view shown is a simpli-
fied view of communication network 100. In other words,
communication network 100 may also include any number
of intermediary networking devices such as, but not limited
to, routers, switches, firewalls, etc., that are not shown.

In various embodiments, nodes/devices 200 may employ
a secure communication mechanism, to encrypt and decrypt
data packets 106. For example, nodes/devices 200 shown
may use a Transport Layer Security (TLS) mechanism, such
as the HTTPS protocol, to encrypt and decrypt data packets
106.

FIG. 2 is a schematic block diagram of an example
node/device 200 that may be used with one or more embodi-
ments described herein, e.g., as any of the computing
devices shown in FIG. 1, any other computing device that
supports the operations of network 100 (e.g., switches, etc.),
or any of the other devices referenced below. The device 200

Cisco Systems, Inc. v. QPrivacy USA LLC
QPrivacy EX. 2011
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may also be any other suitable type of device depending
upon the type of network architecture in place. As shown,
device 200 comprises one or more network interface(s) 210,
one or more processor(s) 220, and a memory 240 intercon-
nected by a system bus 250.

The network interface(s) 210 include the mechanical,
electrical, and signaling circuitry for communicating data
over physical links coupled to the network 100. The network
interfaces may be configured to transmit and/or receive data

4

data regarding traffic in the network) and recognize complex
patterns in the input data. For example, some machine
learning techniques use an underlying model M, whose
parameters are optimized for minimizing the cost function
associated to M, given the input data. For instance, in the
context of classification, the model M may be a straight line
that separates the data into two classes (e.g., labels) such that
M=a*x+b*y+c and the cost function is a function of the
number of misclassified points. The learning process then

using avari.ety of differem communication protocols. Nota- 10 operates by adjusting the parameters ab,c such that the
bly, a physical network interface 210 may also be used to ber of misclassified points is minimal. After thi -
implement one or more virtual network interfaces, such as number of MISClassiied poinis 15 mifmat. AMer tis opl
for virtal private network (VPN) access, known to those mization/learning phgse, flow clasmﬁer process 248 can use
skilled in the art. the model M to classify new data points, such as information
The memory 240 comprises a plurality of storage loca- 15 rege.lrd.lng new traffic flows in the I}e‘m{or.k. Often, M is a
tions that are addressable by the processor(s) 220 and the ~ Statistical model, and the cost function is inversely propor-
network interface(s) 210 for storing software programs and ~ tional to the likelihood of M, given the input data.
data structures associated with the embodiments described Example machine learning techniques that flow classifier
herein. The processor 220 may comprise necessary elements process 248 can employ may include, but are not limited to,
or logic adapted to execute the software programs and 20 nearest neighbor (NN) techniques (e.g., k-NN models, rep-
manipulate the data structures 245. An operating system 242 licator NN models, etc.), statistical techniques (e.g., Bayes-
(e.g., the Internetworking Operating System, or IOS®, of ian networks, etc.), clustering techniques (e.g., k-means,
Cisco Systems, Inc., another operating system, etc.), por- mean-shift, etc.), neural networks (e.g., reservoir networks,
tions of which are typically resident in memory 240 and artificial neural networks, etc.), support vector machines
executed by the processor(s), functionally organizes the 25 (SVMs), logistic or other regression, Markov models or
node by, inter alia, invoking network operations in support chains, principal component analysis (PCA) (e.g., for linear
of software processors and/or services executing on the models), multi-layer perceptron (MLP) ANNs (e.g., for
device. These software processors and/or services may com- non-linear models), replicating reservoir networks (e.g., for
prise a domain name system (DNS) capture process 247 and, non-linear models, typically for time series), or the like.
illustratively, a flow classifier process 248, as described 30  As noted above, many network monitoring and enforce-
herein, any of which may alternatively be located within ment systems, such as Intrusion Prevention Systems (IPS),
individual network interfaces. firewalls, and flow monitoring systems, aim to detect mali-
It will be apparent to those skilled in the art that other cious sessions when possible. Such systems may also have
processor and memory types, including various computer- difficulty assessing traffic from encrypted sessions. In some
readable media, may be used to store and execute program 35 cases, an attempt may be made to decrypt the encrypted
instructions pertaining to the techniques described herein. traffic, such as by using an intermediate proxy that acts as a
Also, while the description illustrates various processes, it is man-in-the-middle to intercept the requisite data to decrypt
expressly contemplated that various processes may be the traffic. However, such approaches are often complicated
embodied as modules configured to operate in accordance by client constraints and require additional hardware to
with the techniques herein (e.g., according to the function- 40 implement.
ality of a similar process). Further, while processes may be Identifying and Using DNS Contextual Flows
shown and/or described separately, those skilled in the art The techniques herein allow a network security system to
will appreciate that processes may be routines or modules obtain new information about encrypted traffic flows by
within other processes. identifying a DNS response that includes the address of the
In various embodiments, DNS capture process 247 may 45 endpoint client that initiates an encrypted flow/session. In
be configured to capture DNS-related information associ- turn, the system may use other data in the DNS response or
ated with a client in the network either directly (e.g., by DNS query, along with data features observed from the
intercepting DNS-traffic to or from the client) or indirectly encrypted flow, to determine whether or not that flow or
(e.g., by receiving the information from the DNS service). session is malicious, and take any number of mitigation
For example, as described below, DNS capture process 247 50 actions.
may capture information included in a DNS response sent Specifically, according to one or more embodiments of the
from a DNS service to a client, associate the captured DNS disclosure as described in detail below, a device in a network
information with the client, and store the data for later use captures domain name system (DNS) response data from a
in data structures 245. DNS response sent by a DNS service to a client in the
Flow classifier process 248 may include executable 55 network. The device captures session data for an encrypted
instructions that, when executed by processor(s) 220, cause session of the client. The device makes a determination that
device 200 to classify traffic flows. In some embodiments, the encrypted session is malicious by using the captured
flow classifier process 248 may make a determination as to DNS response data and the captured session data as input to
whether a given traffic flow/session is malicious. For a machine learning-based or rule-based classifier. The
example, flow classifier process 248 may determine whether 60 device performs a mediation action in response to the
a given flow/session is related to malware (e.g., by convey- determination that the encrypted session is malicious.
ing malware, is generated by malware, etc.). Tustratively, the techniques described herein may be
In various embodiments, flow classifier process 248 may performed by hardware, software, and/or firmware, such as
execute one or more machine learning-based or rule-based in accordance with processes 247-248, which may include
classifiers to classify traffic flows. In general, machine 65 computer executable instructions executed by the processor

learning is concerned with the design and the development
of techniques that receive empirical data as input (e.g., traffic

220 (or independent processor of interfaces 210) to perform
functions relating to the techniques described herein.

Cisco Systems, Inc. v. QPrivacy USA LLC
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Operationally, the techniques herein allow a system to
obtain new information about an encrypted flow/session by
identifying the DNS response that contains the address (e.g.,
A or AAAA record) of the endpoint that is the destination of
the encrypted flow or session, where the source address of
the encrypted flow is the destination address of the DNS
response. In turn, the system can then use the other data in
the DNS response (or DNS query) to determine whether or
not that flow or session is malicious. In this case, the DNS
response may be treated as part of a DNS contextual flow
that includes name and time to live (TTL) information, both
of which are useful in threat detection. Notably, names and
TTLs are often set by an administrator of a malware server,
and are often characteristic of that malware in ways that are
recognizably distinct from benign traffic.

FIGS. 3A-3B illustrate examples of a device capturing
domain name system (DNS) response data, according to
various embodiments. In many Internet applications, a client
may send a DNS query to a DNS server, to determine the
network address associated with a host or domain name. In
turn, the DNS server responds with the requested address
information, and the client can use then uses that address in
subsequent sessions. According to various embodiments, the
DNS information sent to a given client may be used to
enhance the analysis of any subsequent traffic flows/sessions
(e.g., encrypted sessions) that involve the client. For end-
points with multiple addresses, the source address of the
encrypted flow and the destination address of the DNS
response may differ in some scenarios. If endpoint equiva-
lence of those addresses can be determined by other means
(e.g. by a device UUID), the techniques can still be
employed.

As shown in FIG. 3A, assume that endpoint client A is to
communicate with remote endpoint C which has the host
name, host.example.com, and IP address wx.y.z. To dis-
cover the IP address of endpoint C, client A may send a DNS
request 304 to one of DNS server(s) 302 that are part of a
DNS service.

In response to receiving DNS request 304, the DNS server

5
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6

Intrusion Detection System (IDS)/Intrusion Protection Sys-
tem (IPS), network firewall, client, or similar device may
implement the techniques herein. In other embodiments, a
distributed flow monitoring system may implement the
techniques herein by leveraging grid communications
between the monitoring system in near real-time, data rec-
onciliation during post-processing, or even a DNS proxy,
which may provide the DNS information to the flow moni-
toring system. Note, however, that the latter approach
requires the endpoint to actually use the DNS proxy.

One approach to implementing the techniques herein
would be to extend a network monitoring system so that the
flow records for DNS query flows contain the query, the
response code, and the address(es) provided by the DNS
server. All of this information appears in the DNS response
message 306, so it is sufficient to monitor those messages,
and the effort of parsing DNS queries can be avoided, in
some cases. For example, CE1 or another intermediate
device between client A and DNS server 302 may intercept
and store DNS response data from DNS response 306,
before forwarding DNS response 306 on to client A. In such
a way, CE1 or another flow monitoring device now has the
DNS information sent to client A.

FIGS. 4A-4B illustrate examples of a device using DNS
response data to analyze network traffic, according to vari-
ous embodiments. As shown in FIG. 4A, once the device has
the DNS response data that was addressed to client A, the
device may match the DNS response data against any
non-DNS traffic flows also associated with client A that use
the same DNS data. The device may employ data fusion to
make such an association as follows.

In one embodiment, the device may use an associative
array T that takes as input an ordered pair of addresses
(srcAddr, dstAddr) and returns a character string. In such a
case, the device may operate as follows:

1. For each DNS response that is observed, determine the

address of the DNS client (clientAddr) from the desti-
nation IP address of that packet, and the address

302 may return a DNS response 306 to client A. Generally, 40 returned as an A or AAAA record in the DNS response
DNS response 306 may include the IPv4 address of endpoint (responseAddr), as well as the DNS name (DNSname),
C (e.g., an “A” record) or the IPv6 address of endpoint C then create an entry in T, indexed by (clientAddr,
(e.g., an “AAAA” record) that is mapped to the hostname of responseAddr), containing DNSname. If there is more
endpoint C. DNS response 306 may further include addi- than one A or AAAA record in a DNS response, then
tional information about the host name of endpoint C, such 45 create an entry in T for each record.
as time to live (TTL) information that indicates a maximum 2. For each non-DNS flow that is observed, determine the
amount of time that client A should cache the IP address of source address (srcAddr) and destination address
endpoint C. DNS response 306 may further include any (dstAddr) of that flow, then check T to see if there is an
other information typical to a DNS response. entry for (srcAddr, dstAddr). If there is, then read
According to various embodiments, in a network moni- 50 DNSname from that entry, and copy that data into the
toring or enforcement system, the name and address flow record for the non-DNS flow. If there is not, then
observed in the DNS request/response exchange can be add data to the flow record to indicate that no DNS
logically associated with the subsequent session/flow for the lookup corresponding to that flow was observed.
client. This enables any relevant information about the DNS For example, as shown in FIG. 4A, assume that client A
name to be leveraged when analyzing the session/flow, and 355 initiates an encrypted session/flow 402 with endpoint C,

it enables weak convictions of the DNS name to be com-
bined with weak convictions of the session/tlow. It also
enables the DNS and session/flow information to be ana-
lyzed together.

As shown in FIG. 3B, a device in the network may capture
the DNS information exchanged between client A and DNS
server 302, to enhance its analysis of subsequent traffic
involving client A. For example, a flow monitoring sensor
may be deployed at the edge of local network 110 (e.g., at
router CE1, etc.) or elsewhere along the path between client
A and other services, to observe all traffic associated with
client A, including DNS traffic. In other embodiments, an

60

65

subsequent to receiving DNS response 306. In such a case,
CE1 or another flow monitoring device may perform a
lookup to determine whether the addresses of client A and
endpoint C match those from DNS response 306, to asso-
ciate encrypted session 402 with the captured DNS response
data from DNS response 306. Thus, CE1 or another such
device may capture information regarding encrypted session
402 and associate the captured information with the corre-
sponding DNS information. For example, the device may
capture TLS metadata or other header information from
encrypted session 402 and associated this information with
the DNS information sent previously to client A.

Cisco Systems, Inc. v. QPrivacy USA LLC
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As shown in FIG. 4B, by associating DNS data with other
data features obtained from encrypted session 402, the
monitoring device CE1 may assess whether encrypted ses-
sion 402 is malicious. For example, CE1 may compare the
DNS name with a SubjectAltName in the transport layer
security (TLS) server certificate used in encrypted session
402, or with a Server Name Indication (SNI) TLS extension.
In various embodiments, these data features can be used,
along with features observed in the encrypted flow/session
402, to construct rules based on both DNS features and
non-DNS features, or to use both types of features in a
machine learning classifier. Further, malware may also
attempt to use a different DNS server (e.g., some malware
change the DNS resolver or use their own). Thus, the device
may also use the captured DNS response data to detect when
client A suddenly switches to using a new DNS service.

More specifically, once the device captures both the DNS
information (e.g., from DNS response 306) and non-DNS
information (e.g., flow information regarding encrypted
flow/session 402), it may use this information in a number
of different ways, to assess whether session 402 is malicious.
In one embodiment, if a DNS name and information about
the DNS name is available (e.g. a reputation score from a
threat intelligence service such as OpenDNS Investigate),
then that information can be added into the flow record for
flow/session 402, to be utilized in flow analysis or stored for
network forensics purposes. When network incidents are
being investigated using forensics, the DNS name and
reputation associated with the flow will now be available to
users.

In some embodiments, CE1 or another such device may
use the captured DNS data and session data as inputs to a
machine learning-based or rule-based classifier configured
to determine whether encrypted session 402 is malicious.
Notably, such a classifier may assess flow data regarding
flow/session 402 and/or other data such as the Sequence of
Packet Lengths and Times (SPLT) or byte distribution (BD)
of'session 402. This analysis can produce a weak conviction,
which is a determination that a flow is possibly malicious. In
particular, traditional flow data can be used to detect poten-
tial reconnaissance or exfiltration, while SPLT or BD data
can be used to detect potential malware traffic. In either case,
however, further assessment of the DNS response data may
reduce the number of false positives.

By way of example, let P(N) denote the probability that
the DNS name N is malicious, and P(F) denote the prob-
ability that the flow F is malicious, as determined by the
DNS reputation system and the flow analysis system,
respectively. Given both of those probabilities, and the
knowledge that N is associated with F, the device can better
estimate the probability that the flow is malicious as P(N)+
P(F)-PMN)P(F). If both F and N have been weakly con-
victed, and thus have a probability between 0 and 1, then this
estimate will combine those weak convictions and indicate
a higher probability.

One approach to the analysis of DNS names is to consider
each name independently, and look closely at its data
features, such as the distribution of characters, the transition
probability between successive characters, the number of
characters, and the heuristic entropy of the name. These
features can be used to distinguish between human-gener-
ated names and machine-generated ones, and the latter are
commonly used in malware. This technique is well suited to
detect malware, and it can be used to determine the prob-
ability estimate P(N) as an alternative (or in addition to)
relying on DNS reputation information.
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A further approach would be for the device (e.g., CE1,
etc.) to use the DNS information and flow records for
session 402 to analyze both the flow and the name infor-
mation at the same time. By way of example, consider the
analysis of SPLT information to detect malicious traffic. A
machine learning-based classifier can be trained to detect
malicious traffic, by training on malicious traffic observed in
sandboxes and benign traffic observed on live networks. In
this case, SPLT is a data feature that is utilized by the
machine learning-based classifier, which makes use of the
fact that SPLT ‘looks different’ for benign and malicious
traffic. In various embodiments, such a classifier can be
extended to also use data features that are based on the DNS
name associated with a flow. For instance, the data features
derived from DNS names that are used to distinguish
machine-generated names can be used in a classifier that
also considers SPLT information. This classifier will work at
least as well as the system in which names and flows are
considered independently and then P(N) and P(F) are com-
bined, and it potentially can detect things that a SPLT-only
system cannot. Notably, if there is a particular malware type
for which a combination of SPLT and DNS name features is
unique, the classifier has access to the fine-grained data
needed to detect that particular combination. Similarly,
SPLT detection can leverage DNS reputation information, if
available at time of SPLT analysis, or observations about the
DNS server used (e.g. if different from what other traffic is
using from this source or in general).

Note also that the system may also be able to detect
certain types of network attacks that specifically target the
analysis mechanism (e.g., the machine learning-based or
rule-based classifier). For example, such an attack may
attempt to modify DNS responses with modified TTL val-
ues, number of A or AAAA records, etc., that could
adversely impact the classifier (e.g., to cause a benign flow
to be flagged as malicious, etc.). In some embodiments, the
analysis device (e.g., CE1, etc.) may also take into account
a reputation score for the DNS server/service that supplies
the DNS information (e.g., by weighting DNS responses by
the level of trust of the service), thereby mitigating the
impact of false DNS information on the system. In further
embodiments, the device may base such a weighting on
additional factors such as whether the DNS response is
encrypted (e.g., using DNSCrypt, etc.) and/or signed (e.g.,
using DNSSEC, etc.).

Non-DNS flows that are not associated with any observed
DNS response may be initiated by signaling systems such as
SIP or RTCWeb, or by the use of hard-coded addresses in
HTTP URLs. However, the lack of a DNS lookup may be
alternatively be caused by a client that caches a previous
DNS response and perhaps has joined the network before the
expiration of that cache entry. Thus, the absence of an
observed associated DNS lookup is not a definitive indicator
that the flow is malicious, but it is useful information that
can be used in a traffic classification system. Again, addi-
tional information such as SPLT detection of tunneled/
encrypted DNS traffic from that source may be a further
indication of suspicious behavior.

A preliminary test was conducted using the techniques
herein to implement a flow monitoring system that captures
DNS information along with session information (e.g.,
packet lengths, times, unencrypted TLS header metadata,
etc.). This information was then fed to a system that pro-
cesses the enhanced flow records to identify DNS contextual
flows, and then use all of the above information in a machine
learning classifier. By training the classifier on malware
packet captures (PCAPs) and benign traffic, it was found that
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using the DNS contextual flows as additional features for the
classifier significantly improved accuracy, especially accu-
racy at a fixed false discovery rate. Such DNS contextual
flows could also, in theory, improve threat detection in
signature-based IPS systems like Snort or a firewall process.

FIG. 5 illustrates an example simplified procedure for
using DNS contextual flows to detect malicious traffic in
accordance with one or more embodiments described herein.
For example, a non-generic, specifically configured device

10

ordering is merely illustrative, and any suitable arrangement
of'the steps may be utilized without departing from the scope
of the embodiments herein.

The techniques described herein, therefore, allow for the
use of DNS contextual flows to augment the analysis of
encrypted traffic/sessions, such as by a classifier. In some
cases, an intermediate networking device (e.g., a router,
switch, etc.) may have access to both the encrypted flow and
the DNS contextual flow, allowing the detection to be

(e.g., device 200) in a network may perform procedure 500 1o per.formed while the encrypted ﬂ.o .w/se.:ssion %S still.ongoing.
by executing stored instructions (e.g., processes 247-248). This allows the system o take mitigation actions directly on
Y £ £, P . the flow/session (e.g., by blocking or dropping the traffic,
The procedure 500 may start at step 505, and continues to etc.).
Step 510, where, as described in greater detail above, the While there have been shown and described illustrative
deVl.Ce may c.aptu.re DNS response data sent frqm a DNS 5 embodiments that provide for the use of DNS contextual
service to a client in the network. In some embodiments, the flows for the analysis of non-DNS flows/sessions, it is to be
device may capture the DNS response data by intercepting  ypderstood that various other adaptations and modifications
the DNS response itself. For example, if the DNS response may be made within the spirit and scope of the embodiments
flows through the device, the device may analyze the packets  herein. For example, while certain embodiments are
of the DNS response. In other embodiments, the DNS 20 described herein with respect to using certain models for
service may provide the DNS response data to the device purposes of detection, the models are not limited as such and
directly. In further embodiments, the device may also cap- may be used for other functions, in other embodiments. In
ture the DNS request data from the DNS request that addition, while certain protocols are shown, other suitable
prompted the DNS response, either in lieu of; or in addition protocols may be used, accordingly.
to, the DNS response. 25 The foregoing description has been directed to specific

At step 515, as detailed above, the device may capture embodiments. It will be apparent, however, that other varia-
session data regarding an encrypted flow/session between tions and modifications may be made to the described
the client and an endpoint node in the network. Such embodiments, with the attainment of some or all of their
information may include, but is not limited to, Sequence of advantages. For instance, it is expressly contemplated that
Packet Lengths and Times (SPLT) information, byte distri- 30 the components and/or elements described herein can be
bution (BD) information, TLS header metadata, certificate implemented as software being stored on a tangible (non-
information, or the like. In some embodiments, similar to the transitory) computer-readable medium (e.g., disks/CDs/
DNS response data, the device may capture the session data RAM/EEPROM/etc.) having program instructions execut-
by intercepting the session packets, if such packets flow ing on a computer, hardware, firmware, or a combination
through the device. In other embodiments, the device may 35 thereof. Accordingly this description is to be taken only by
work in conjunction with any number of other networking way of example and not to otherwise limit the scope of the
devices to capture the session/flow data. embodiments herein. Therefore, it is the object of the

At step 520, the device may make a determination that the appended claims to cover all such variations and modifica-
encrypted session is malicious by using the captured DNS tions as come within the true spirit and scope of the
response data and the captured session data as input to a 40 embodiments herein.
machine learning-based or rule-based classifier, as described
in greater detail above. In particular, if the address infor- What is claimed is:
mation for the client in the captured DNS response data and 1. A method comprising:
for the session data match, the device may associate the two identifying, by a device in a network, a domain name
sets of information and use them as input to a session/flow 45 system (DNS) response that contains an address of an
classifier. Such a classifier may be trained to distinguish endpoint that is a destination of an encrypted session of
malicious traffic from benign traffic based on, e.g., training a client in the network, the DNS response sent by a
sets of information for both benign and malicious traffic DNS service to the client;
flows. As noted above, preliminary testing has shown that identifying, by the device, the encrypted session associ-
such a classifier may benefit from the additional consider- 50 ated with the DNS response by matching the address in
ation of the corresponding DNS contextual flows, to reduce the DNS response to the destination of the encrypted
false positives. session;

At step 525, as detailed above, the device may perform a in response to identifying the DNS response, capturing,
mediation action in response to the determination in step by the device, DNS response data from the DNS
520. In some embodiments, for example, the device may 55 response and session data for the identified encrypted
raise an alert, drop the traffic of the session, or block the session;
traffic of the session, in response to determining that the making, by the device, a determination that the identified
traffic of the session is malicious. In further embodiments, encrypted session is malicious by using the captured
the device may flag the client for follow-up, decrease a DNS response data and the captured session data as
reputation score of the other endpoint of the session, or take 60 input to a machine learning-based classifier or rule-
any number of other mitigation actions. Procedure 500 then based classifier, wherein the machine learning-based
ends at step 530. classifier or rule-based classifier is configured to deter-

It should be noted that while certain steps within proce- mine whether the encrypted session itself is malware
dure 500 may be optional as described above, the steps related; and
shown in FIG. 5 are merely examples for illustration, and 65  performing, by the device, a mediation action in response

certain other steps may be included or excluded as desired.
Further, while a particular order of the steps is shown, this

to the determination that the encrypted session is mali-
cious.
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2. The method as in claim 1, wherein the determination
that the identified encrypted session is malicious comprises
a determination that the identified encrypted session is
associated with malware or a determination that the identi-
fied encrypted session includes exfiltrated data.

3. The method as in claim 1, wherein the mediation action
comprises at least one of: blocking traffic associated with the
identified encrypted session or generating an alert.

4. The method as in claim 1, wherein the session data

12

12. The apparatus as in claim 10, wherein the mediation
action comprises at least one of: blocking traffic associated
with the identified encrypted session or generating an alert.

13. The apparatus as in claim 10, wherein the session data
comprises at least one of: a subject alternative name of a
Transport Layer Security (TLS) certificate for the identified
encrypted session or a server name indicator of a TLS
extension used in the identified encrypted session.

14. The apparatus as in claim 10, wherein the captured

comprises at least one of: a subject alternative name of a 10 DNS response data comprises one or more of: a number of
Transport Layer Security (TLS) certificate for the identified PO Omp . . .
encrvpied session or a server name indicator of a TLS characters in a domain name specified in the DNS response,
extér}ision used in the identified encrypted session a number of records in the DNS response, or time to live
5. The method as in claim 1, wherein the captured DNS (TTL) information include?d in the DNS response.
response data comprises one or more of: a number of 15 15. The apparatus as mn cle}lm 10, wherein the DNS
characters in a domain name specified in the DNS response, response and traﬂic of the 1dent1ﬁ ed encry pted session flow
a number of records in the DNS response, or time to live through the device, and Where.ln the deVl?e captures the
(TTL) information included in the DNS response DNS response data and the session data by intercepting the
6. The method as in claim 1, wherein the DNS response DNS response and the traffic of the identified encrypted
and traffic of the identified encrypted session flow through 20 ses;;onih i1 claim 10. wherein th
the device, and wherein the device captures the DNS h - he apga.ratfus ES m e albnll ’ wherein the process
response data and the session data by intercepting the DNS when lex.ecutli: lﬁ grt et operable FO' he DNS
response and the traffic of the identified encrypted session. applying, by the device, a weighting to the o> fesponse
7. The method as in claim 1, further comprising: data based on one or more of: the DNS service that sent
applying, by the device, a weighting to the DNS response 25 the DNS, response fo the client, whether the DN.S
data based on the DNS service that sent the DNS rf:spo(rilse is encrypted, or whether the DNS response is
response to the client. sighed. . . . .
8 Thg method as in claim 1, further comprising: 17. The apparatus as in claim 10, wherein the determi-
al.)plying by the device, a We’ighting to the DNS résponse nation that the identified encrypted session is malicious is
data b;sed on Wheth,er the DNS response is encrypted 30 based in part on a history ngNS services useq by the client.
or signed 18. The apparatus as in claim 10, wherein the process
9. The method as in claim 1, wherein the determination when ?Xecite%llz é“urther opel(‘;ble ft o he DNS .
that the identified encrypted session is malicious is based in receve the response data from the service.
part on a history of DNS services used by the client 19. A tangible, non-transitory, computer-readable medium
10. An apparatus, comprising; ) 55 storing program instructions that cause a device in a network
one or more network interfaces to communicate with a to execute a process comprising:
network: identifying, by the device, a domain name system (DNS)
a processo; coupled to the network interfaces and con- response that contains an address of an endpoint that is
figured to execute one or more processes; and a destination of an encrypted session of a client in the
a memory configured to store a process executable by the 40 Iif tw?rk, .the DNS response sent by a DNS service to
processor, the process when executed operable to:  the chient, . . .
identify a domain name system (DNS) response that 1dent1fy1gg, by the device, the encryptgd session associ-
contains an address of an endpoint that is a destina- ated with the DNS response by matching the address in
tion of an encrypted session of a client in the the DNS response to the destination of the encrypted
network, the DNS response sent by a DNS service to 45 SESS10I . o .
the client: in response to identifying the DNS response, capturing,
identify the encrypted session associated with the DNS by the device, D.NS response d?lta f.rom the DNS
response by matching the address in the DNS response and session data for the identified encrypted
response to the destination of the encrypted session; session, . . . .
in response to identifying the DNS response, capture 50 making, by the df.:VICE.:’ a det.er.mlnatlon that the identified
DNS response data from the DNS response and encrypted session is malicious by using the captured
identified session data for the encrypted session; DNS response ﬁla ta ?nd t.he ?baptuéedl ses;lon data las
make a determination that the identified encrypted input 1o a machine learning-based classifler or rule-
session is malicious by using the captured DNS based classifier, wherein the machine learning-based
response data and the captured session data as input 55 cle}smﬁer or rule-based classifier 15 cor.lﬁgure.:d to deter-
to a machine learning-based classifier or rule-based mine whether the encrypted session itself is malware
classifier, wherein the machine learning-based clas- relateq; and . .. .
sifier or rule-based classifier is configured to deter- performing, by the dpvwe, a med}atlop action in response
mine whether the encrypted session itself is malware to thf,: deter.n}lnatlon that the identified encrypted ses-
related: and 60 sion is malicious.
perform a mediation action in response to the determi- 20. . The compute.r-regdable medlum as m claim 19,
nation that the identified encrypted session is mali- wherein the determination that the identified encrypted
cious session is malicious comprises a determination that the
11. The ap.paratus as in claim 10. wherein the determina- identified encrypted session is associated with malware or a
tion that the identified encrypted séssion is malicious com- 65 determination that the identified encrypted session includes

prises a determination that the identified encrypted session is
associated with malware or includes exfiltrated data.

exfiltrated data.
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