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I. INTRODUCTION 

1. I, Dr. Tim A. Williams, declare as follows: 

2. My full name is Tim Arthur Williams. 

3. I have been retained as an independent expert in this matter by 

counsel for Patent Owner QPrivacy USA LLC QPrivacy

provide my opinions on certain issues in the above-identified inter partes review 

IPR2025-00837, involving U.S. Patent No. 11,106,824 

824  ).  I have reviewed the papers and exhibits in 

this IPR proceeding. I have reviewed other papers and exhibits cited and discussed 

herein. 

4. I am being paid for my work preparing this declaration at my normal 

consulting rate plus reimbursement of direct expenses. My compensation is not 

tied to the outcome of this matter and is not based on the substance of the opinions 

that I provide. 

II. QUALIFICATIONS 

5. I am an industry professional with over 45 years of experience in 

wireless communications, computer networking and telecommunications 

technology. A copy of my CV is attached as Exhibit A. 

Cisco Systems, Inc. v. QPrivacy USA LLC 
QPrivacy EX. 2026 

3 of 36



IPR2025-00837 of Patent No. 11,106,824
 

4 
 

6. I am currently active currently active as Chief Executive Officer at 

Beach Technologies, LLC (Danville, CA) a company related to intellectual 

property consulting.  

7. I am also currently active as a Member at Calumet Venture 

Management (Madison, WI) a company related to the investment into start-up 

companies.  

8. Beginning in 2004, I was the Founder and Chairman at DoceoTech 

Inc. (Danville, CA) which provides training for engineers in wireless, computer 

networking, and telephony technologies.  

9. From 2008 to 2010, I was Founder and Board Member of BitRail 

Networks, Inc (Miami, FL).  This company designed and produced computer 

networking equipment. One market the company served was edge devices for 

residential and community access. 

10. From 2006 to 2015, I was Founder and Board Member of BEEcube, 

Inc. (Freemont, CA).  This company built high speed computing and computer 

networking equipment.  One market the company served was networking 

equipment for backhaul networks used in 5G cellular networks. 

11. From 2004 to 2008, I was Founder and CEO of SiBEAM, Inc. This 

company designed and produced wireless networking IC and equipment.  
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12. From 1999 to 2000, I was Interim CEO and Advisory Board Member 

of Atheros Communications, Inc. (Palo Alto, CA) . This company designed and 

produced wireless networking IC and equipment.  

13. From 1998 to 2000, I was CTO of Picazo Communications, Inc. (San 

Jose, CA).  This company built computer networking equipment to provide VoIP 

PBX functionality. 

14. From 1991 to 1998, I was Co-Founder, CTO, VP Engineering of 

Wireless Access, Inc. (Santa Clara, CA).  This company developed over the air 

communication protocols for communication between the subscriber device and 

the network. 

15. From 1979 to 1991, I was a Member of the Technical Staff at 

Motorola, Inc. (Schaumberg, IL and Austin, TX).  In IL, I designed protocols for 

Digital voice communications. In TX, I designed ICs for communications 

including Telecom, Wireless, Cellular and Computer Networking. 

16. I have been engaged in over 200 patent related litigations since 1999. 

Many of these cases relate to computer networking technologies, including 

protocols for Internet communications and the architecture of computer networks. 

17. I hold degrees from Michigan Technological University (B.S.E.E., 

1976) and the University of Texas at Austin (M.S.E.E., 1982 and Ph.D., Electrical 

Engineering, 1985 and M.B.A., 1991).  
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18. I am the principal inventor on 28 U.S. Patents all of which relate to 

communications technologies. 

19. I have been a Registered Patent Agent since 2002.  

III. LEGAL PRINCIPLES 

20. When interpreting a patent, it is my understanding that it is important 

to view the disclosure and claims of that patent from the level of ordinary skill in 

that art at the time of the invention. I understand that Petitioner proposed a person 

POSA  would be an individual who, as of April 9, 

2017, would have had 

engineering, or an equivalent, and three years of professional experience relating to 

packet-based network communications  and that a POSA 

-based 

would be familiar with a variety of computer and 

internet networking topics such as the World Wide Web and 

11. 

proposed POSA definition for my analysis in this declaration. 

21. Based on the foregoing, I believe that I am qualified to provide 

reliable opinions in the technical field of the Challenged Patent, including 

regarding what a POSA would have understood from the specification, drawings, 
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claims, and file histories, as well as from the prior art in the field at the time of the 

invention. 

22. When offering opinions about how a POSA would evaluate or 

understand a particular issue, I have placed myself in the mindset of such a POSA, 

basing my opinions on the relevant education and skillset of such a POSA. 

A. ANTICIPATION 

23. 

alleged prior art reference discloses each and every limitation of the claim at issue, 

either expressly or inherently. In other words, every limitation of the claim must 

appear in a single prior art reference for the reference to anticipate that claim. I also 

understand that all limitations of the claim must be disclosed in the reference as 

they are arranged in the claim. I also understand that a requirement of a claim that 

is missing from a prior art reference may be disclosed inherently if that missing 

requirement is necessarily present in the prior art. I also understand that to be 

considered anticipatory, the prior art reference must be enabling and must describe 

vention with sufficient specificity to have placed it in the 

possession of a POSA. I also understand that a POSA must be able to at once 

envisage the claimed invention based on the prior art reference without any need 

for picking, choosing, and combining various disclosures. 
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B. OBVIOUSNESS 

24. I also understand that a patent claim 

on an alleged prior art reference or a combination of such references plus what a 

POSA would understand based on his or her knowledge. It is also my 

understanding that in assessing the obviousness of claimed subject matter a POSA 

should evaluate obviousness of the claim as a whole from the perspective of one of 

ordinary skill in the art at the time the invention was made (and not from the 

perspective of either a layman or a genius in that art). 

25. It is my further understanding that the question of obviousness is to be 

determined based on: 

a. The scope and content of the prior art; 

b. The difference or differences between the subject matter of the claim 

and the prior art (whereby in assessing the possibility of obviousness 

one should consider the manner in which a patentee and/or a Court 

has construed the scope of a claim); 

c. The level of ordinary skill in the art at the time of the alleged 

invention of the subject matter of the claim; and, 

d. 

non-obviousness as I discuss further below. 
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limitations according to their known function(s); (2) whether the claimed invention 

provides an obvious solution to a known problem in the relevant field; (3) whether 

the prior art teaches or suggests the desirability of combining limitations claimed 

in the invention; (4) whether the prior art teaches away from combining limitations 

in the claimed invention; (5) whether it would have been obvious to try the 

combinations of limitations, such as when there is a design need or market pressure 

to solve a problem and there are a finite number of identified, predictable 

solutions; and (6) whether the change resulted more from design incentives or 

other market forces. I also understand that to render a claim obvious, the cited 

combination of prior art must provide a reasonable expectation of success for the 

proposed combination. 

29. It is also my understanding that in developing opinions as to whether 

or not certain claimed subject matter would have been obvious, each claim of a 

given patent should be considered in its entirety and separately from any other 

claims. In so doing, it is my understanding that while I should consider any 

differences between the claimed invention and the prior art, I should also assess the 

obviousness or non-obviousness of the entirety of a claim covering an alleged 

invention, not merely some portion of it. 

30. It is my further understanding that although the KSR decision I 
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is still inappropriate when making such an assertion. For example, § 2142 of the 

Manual o

applicant's disclosure is often difficult to avoid due to the very nature of the 

examination process. However, impermissible hindsight must be avoided and the 

legal conclusion must be reached on the basis of the facts gleaned from the prior 

who assert that the general knowledge of a POSA and/or a combination of 

references invalidates a patent claim through obviousness. 

31. I have also been informed that in cases such as the decision In re 

Kahn, 441 F.3d 977, 988 (Fed. Cir. 2006), the Court of Appeals for the Federal 

reconstruction by using the patent in suit as a guide through the maze of prior art 

references, combining the right references in the right way so as to achieve the 

Supreme Court also stated in KSR at pp. 418-

elements is not proved obvious merely by demonstrating that each of its elements 

was, independently, known in the prior art. Although common sense directs one to 
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look with care at a patent application that claims as innovation the combination of 

two known devices according to their established functions, it can be important to 

identify a reason that would have prompted a person of ordinary skill in the 

relevant field to combine the elements in the way the claimed new invention does.  

This is so because inventions in most, if not all, instances rely upon building 

blocks long since uncovered, and claimed discoveries almost of necessity will be 

combinations of what, in  

32. Additionally, and also relevant to the above caution to avoid 

hindsight, it is my understanding that it is not enough to find that prior art 

references could be combined, and that to show obviousness one must prove that a 

POSA would actually combine the multiple references to arrive at the claimed 

invention, including showing that a POSA would be motivated to do so. For 

example, in the case PersonalWeb Technologies, LLC v. Apple, Inc., 848 F.3d 987, 

obviousness concerns 

whether a skilled artisan not only could have made but would have been motivated 

to make the combinations or modifications of prior art to arrive at the claimed 

 

33. It is also my understanding that I should consider any secondary 

considerations that may shed light on the non-obviousness of the claims, such as: 
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a. Whether the invention was commercially successful as a result of the 

merits of the claimed invention (rather than the result of design needs 

or market-pressure advertising or similar activities); 

b. Whether the invention satisfied a long-felt need; 

c. Whether others had tried and failed to make the invention; 

d. Whether others invented the invention at roughly the same time; 

e. Whether others copied the invention; 

f. Whether there were changes or related technologies or market needs 

contemporaneous with the invention; 

g. Whether the invention achieved unexpected results; 

h. Whether others in the field praised the invention; 

i. Whether persons having ordinary skill in the art of the invention 

expressed surprise or disbelief regarding the invention; 

j. Whether others sought or obtained rights to the patent from the patent 

holder; and, 

k. Whether the inventor proceeded contrary to accepted wisdom in the 

field. 
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IV. CLAIM CONSTRUCTION 

34. I understand that Petitioner proposed all claim terms should be given 

and customary meaning.  Petition at 12. I use the plain and 

ordinary meaning of claim terms for my analysis in this declaration. 

V. GROUND 1: BURNS + YANG 

35. Ground 1 challenges claims 17-20 824 Patent as allegedly 

obvious over the proposed combination of Burns and Yang. I have reviewed the 

prior art references relied on in Ground 1, namely Burns (EX. 1005) and Yang 

(EX. 1006). 

A. THE PROPOSED COMBINATION 

36. Petitioner alleges that a POSA would have been motivated to use 

application/protocol associated with the packet flow. Petition at 21-23. I disagree. 

37. 

ports and corresponding applications/protocols. Petitioner alleges that because 

 IDS using 

would be able to determine the 

application/protocol associated with the packet flow. 
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EX. 1006 at 10:5-24 

38. 

port mapping technique because Yang itself states that 

malicious individuals utilize software application that employ dynamic or 

randomized port assignments rather than conform to the static port assignments in 

order to evade detection and containment

EX. 

1006 at 1:36-42. Therefore, a POSA would not have been motivated 

static port mapping technique to identify and filter malicious packets. As Yang 

explains, hackers do not use static port assignments. 
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39. Additionally, I understand that the prior art must be evaluated from 

the perspective of a POSA at the time of invention (April 9, 2017). In my opinion, 

a POSA would have understood that, b

technique had become obsolete due to the use of port 443/HTTPS for Internet 

communications.   

40. 

standards such as HTML 5.1 This shift is significant because more applications 

were being developed for web browsers for use on mobile phones, tablets, etc.  

web-based applications like Gmail, Google Drive, etc.2  

41. As web-based activity increased, developers like Apple and Google 

also increased security requirements to protect users. For example, the use of 

SSL/TLS certificates and HTTPS became normalized by 2017.  

42. In 2014, Google started E

and encouraged the use of HTTPS by default.3 In 2016, Google announced it 

 
1 See 
https://web.archive.org/web/20100503010500/http://www.apple.com/hotnews/thou
ghts-on-flash/ (EX. 2027) 
2 See https://arstechnica.com/information-technology/2010/01/chrome-os-
interview-1/ (EX. 2028) 
3 See https://security.googleblog.com/2014/08/https-as-ranking-signal_6.html (EX. 
2029) 
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would start implementing warning messages if a webpage 

with sensitive input fields (e.g., password or credit card number) was using HTTP.4 

Google also announced that it would eventually show warning messages for all 

websites using HTTP instead of HTTPS. By 2016, the majority of web traffic had 

already transitioned to HTTPS.5  

43. With these developments in mind, namely the increase in web-based 

activity on mobile devices and the increase in HTTPS, a POSA would have 

understood that using a port to identify an application is not useful. For at least 

these reasons, in my opinion, a POSA would not have been motivated to use 

 as proposed. 

B. CLAIM LIMITATION 17.10 

44. Claim limitation [17.10] wherein the content of the at least 

one data packet is not read by the remote server for continued operation by the 

user's device in real time during communication between the remote server and the 

user's device  with Petitioner s allegations regarding claim limitation 

[17.10]. 

 
4 See https://developer.chrome.com/blog/avoid-not-secure-warn (EX. 2030) and 
https://security.googleblog.com/2016/09/moving-towards-more-secure-web.html 
(EX. 2031) 
5 https://wp-rocket.me/blog/googles-enforcing-https-website-ready-chrome-68/ 
(EX. 2032) 
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45. Petitioner primarily relies on its expert in its analysis of claim 

limitation [17.10]. Petition at 38-40. Petitioner alleges that it would have been 

perform the determination  Petition at 38-

40. 

46. Yang discloses: 

Once configured, IDS 20 monitors network traffic 24 (72). In some 

configurations, stateful inspection engine 28 of forwarding plane 22 may receive 

network traffic and mirror the network traffic for purposes of analysis. Forwarding 

component 31 seamlessly forwards the original network traffic. In other 

embodiments, traffic is not mirrored, rather a line-rate buffering approach is used 

to analyze the traffic in real-time prior to forwarding. -12:3. In 

my opinion, a POSA reading Yang would have understood that Yang distinguishes 

its mirrored approach from its line-rate buffering approach where the line-rate 

buffering approach analyzes traffic in real-time  as that term is used in Yang. A 

POSA reading Yang would have understood that Yang s mirrored approach does 

not analyze traffic in real-time  as that term is used in Yang.  

47. Burns repeatedly refers to using the mirrored approach. See, e.g., id.; 

EX. 1005 at 10:18-

may receive network traffic and mirror the network traffic for purposes of 

-67 (same). As discussed above, Yang teaches that the 
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disclosed mirrored approach does not analyze network traffic in real-time  as that 

term is used in Yang.  

48. packets (e.g., 

reconstructed, reassembled, copied data). See, e.g., EX. 1005 at 7:65-8:02 

(discussing reassembly module 50) and 8:11-34 (same); see also, e.g., EX. 1006 at 

8:27-32 (discussing reassembled application-layer communications 32) and 8:49-

51 (same) and 9:14-18 (same). A POSA would have understood that the disclosed 

mirrored approach analyzes the mirrored packets instead of analyzing the original 

packets.  

49. Burns states that the IDS 

traffic 24 and forwards the network traffic as outbound network traffic 26.  EX. 

1005 at 6:30-36. However, in my opinion, this statement does not inform a POSA 

-time as claimed. In computer 

. For example, the 

IDS  monitoring might be described as transparent because the user is not actively 

involved and/or because the user does not know the specific details of the 

monitoring/analyzing. As another example, the IDS  monitoring might be 

described as transparent because the IDS is in-line with the destination device and 

the IDS intercepts network traffic without requiring changes to the destination IP 

address. 
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50. Petitioner states that 

systems run in real- etition at 40 (citing EX. 1036 at 38). However, 

Petitioner fails to acknowledge that a POSA would have understood that there is a 

distinction between an intrusion detection system (detects possible intrusion) and 

an intrusion prevention system (detects possible intrusion and takes proactive steps 

to prevent intrusion). See, e.g., EX. 1017 at 238. Neither Petitioner nor its expert 

address this distinction.  

51. In my opinion, for at least these reasons, Petitioner fails to establish 

claim 17 would have been obvious.  

VI. GROUND 2: BURNS + YANG + WITTENBERG 

52. Ground 2 challenges claims 1-16 

obvious over the proposed combination of Burns, Yang, and Wittenberg. For at 

least these reasons discussed above with respect to Ground 1, Ground 2 fails. In 

my opinion, a POSA would not have been motivated to combine Burns and Yang 

as proposed and for at least the same reasons, a POSA would not have been 

motivated to combine Burns, Yang, and Wittenberg as proposed. Also, Petitioner 

relies on its analysis of claim limitation [17.10] in Ground 1 for its analysis of the 

similar limitations in claims 1 and 9 in Ground 2. Petitioner does not allege that 

Wittenberg cures any of the deficiencies discussed above with respect to Ground 1. 

Below I discuss additional reasons why Ground 2 fails. 
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A. CLAIM LIMITATIONS 1.8-1.9 

53. Claim limitations [1.8]  [1.9] modifying data packets 

corresponding to requests for sharing of responses that are not compatible with the 

received privacy preference; and maintaining communication between the remote 

server and the user's device, with sharing of the modified data packets.  Petition at 

55, 67-68; see also Petition at 44-46. I disagree with Petitioner s allegations 

regarding claim limitations [1.8]  [1.9]. 

1. Dropping the packets associated with the communication 
session 

54. In addition, stateful inspection engine 28 may take 

additional actions, such as dropping the packets associated with the communication 

session EX. 1005 at 7:47-51.   

55. Claim  The method of claim 7, wherein 

the modification of the at least one modified data packet is selected from the group 

consisting of  blocking  

56. 

communication session discloses blocking the at least one data packet.  Petition at 

45. 

824 Patent. In my opinion, a POSA would have understood that  

and blocking  packets have different meanings including for 
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example whether the sender is notified. Petitioner and its expert fail to address this 

distinction.  

57. Additionally, Burns discloses dropping all packets associated with the 

communication session if a security risk is detected. EX. 1005 at 7:45-50. If all 

packets are dropped, there is no sharing of the dropped packets as required by 

claim 1. 

58. 1 in the petition 

itself. Petition at 55. Petitioner only cites to the expert declaration, EX. 1003 at ¶¶ 

191-194. testimony to the extent that 

testimony is incorporated by reference into the petition. 

59. I disagree that 

session discloses sharing the modified communication as required by claim 1. EX. 

1003 at ¶ 193. 

44 records the source port, destination port, source IP address, destination IP 

address, time of discovery, packet size, a copy of the packet, other actions taken in 

response to the detection, or any other information that administrator 42 may find 

-65. Logging this information, even including a copy of 

the packet, does not satisfy sharing the modified communication as claimed. The 

logged copy of the packet would not  
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60. Additionally, the logging is performed by security management 

module 44 which is part of IDS 20. See, e.g., EX. 1005 at FIG. 2. Therefore, there 

is no sharing by the IDS.  

2. Automatically closing the communication session 

61. 

EX. 1005 at 7:47-51.   

62. Petitioner alleges that Burns discloses automatically closing the 

communication session and that it would have been obvious to set a FIN flag value 

in the TCP Header in order to do so. Petition at 45. 

63. In my opinion, a POSA would not have been motivated to set a FIN 

flag value in the TCP Header in order to close the communication session in 

response to a detected security risk. The use of a FIN flag is for mutually 

terminating a connection when there is no more data to transmit. A POSA would 

not use a FIN flag to close a connection with an attacker.   

64. Tanenbaum explains: 

TCP segment with the FIN bit set, which means that it has no more data to 

transmit. When the FIN is acknowledged, that direction is shut down. Data may 

continue to flow indefinitely in the other direction, however. When both directions 

have been shut down, the connection is released. Normally, four TCP segments are 
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needed to release a connection, one FIN and one ACK for each direction. However, 

it is possible for the first ACK and the second FIN to be contained in the same 

Burns, an attacker would never acknowledge the first FIN and an attacker would 

never send a second FIN. Even if an attacker received the first FIN, the attacker 

may continue to send unwanted/malicious packets. Sending a first FIN does not 

ication session. 

65. In my opinion, Burns does not inherently disclose modifying the TCP 

Header to automatically close the communication session and Petitioner does not 

explain why a POSA would be motivated to, specifically, modify the TCP Header 

to automatically close the communication session. Additionally, Petitioner does not 

explain why a POSA would be motivated to, specifically, add a FIN flag to the 

TCP Header to automatically close the communication session. There are many 

alternative ways a POSA might automatically close the communication session. 

For example, a POSA may close the socket thereby terminating the associated 

connection. As another example, a POSA may drop all packets associated with the 

connection which would eventually cause the connection to time out and close.  

3. Throttling down the communication session 

66. 

throttle down (i.e., bandwidth limit) the communication session associated with the 
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at 10:6-9.  

67. Petitioner alleges that Burns discloses throttling down the 

46. 

68. In my opinion, a  POSA 

those phrases are used by Petitioner. 

appears to be referring to the window size 

specified by the receiver and advertised to the sender. EX. 1012 at 536-537. The 

Header. EX. 1011 at 15 (Figure 3 showing TCP Header Format). This 

advertisement prevents buffer overflow at the receiver. EX. 1011 at 42; EX. 1012 

at 536-537. As further explained by Tanenbaum, there may still be problems due to 

internal network congestion that need to be addressed by TCP congestion control 

algorithms. EX. 1012 at 536-537. To avoid problems related to receiver capacity 

and network capacity, the sender maintains two windows: (1) the window the 

receiver has advertised (rwnd) and (2) the congestion window (cwnd). EX. 1012 at 

536-537. 
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69. Tanenbaum explains the slow start algorithm for the congestion 

congestion window to the size of the maximum segment in use on the connection. 

It then sends one maximum segment. If this segment is acknowledged before the 

timer goes off, it adds one segment's worth of bytes to the congestion window to 

make it two maximum size segments and sends two segments. As each of these 

segments is acknowledged, the congestion window is increased by one maximum 

segment size. When the congestion window is n segments, if all n are 

acknowledged on time, the congestion window is increased by the byte count 

corresponding to n segments. In effect, each burst successfully acknowledged 

doubles the congestion window. The congestion window keeps growing 

exponentially until either a timeout occurs or the receiver's window is reached

EX. 1012 at 538. The slow start algorithm is supported by all TCP 

implementations. Tanenbaum also explains the use of a threshold parameter in the 

Internet congestion control algorithm, which stops exponential growth once the 

threshold is hit. 

 

 

70. In my opinion, Burns does not inherently disclose modifying the TCP 

Header to throttle down the communication session and Petitioner does not explain 

Cisco Systems, Inc. v. QPrivacy USA LLC 
QPrivacy EX. 2026 

26 of 36



IPR2025-00837 of Patent No. 11,106,824
 

27 
 

why a POSA would be motivated to, specifically, modify the TCP Header to 

throttle down the communication session. Additionally, Petitioner does not explain 

why a POSA would be motivated to, specifically, change the window size in the 

TCP Header to throttle down the communication session. There are many 

alternative ways a POSA might throttle down the communication session. For 

example, a POSA may impose a limit on the number of packets accepted in a 

certain timeframe. This limit is enforced by not accepting the excess data. As 

another example, a POSA may slow down acknowledgements or send back false 

acknowledgements so that the sender must retransmit. As yet another example, a 

POSA may impose a limit on the number of packets sent/forwarded in a certain 

time frame. 

71. In my opinion, for at least these reasons, Petitioner fails to establish 

claim 1 would have been obvious. Similar language is recited in claim 9. 

Therefore, for at least the same reasons, Petitioner fails to establish claim 9 would 

have been obvious. Petitioner does not allege that Wittenberg cures any of the 

deficiencies discussed above with respect to claims [1.8]  [1.9]. 
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I declare that the foregoing is true and correct under penalty of perjury of the 

laws of the United States.

Signed in _________________ on _________________
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