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The invention provides a data communication system in
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1420 K Street, N.-W. public server 50 by automatically searching for a commu-
Suite 400 nication path capable of passing through the firewall. The
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of a connection type, a port number, and a communication
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ing connection to the public server 50 while successively
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number, and the communication protocol, and data commu-
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§ 371(c)(1), the searched combination of the connection type, the port

(2), (4) Date:  May 4, 2007 number, and the communication protocol.

INTERNET

120 50:PUBLIG SERVER

GONNECTION ACCEPTED AT TCP PORT
NO. 80 BY HTTP PROTOCOL

130 FIREWALL CAN BE PASSED THROUGH
2 WITH THE HTTP PROTOCOL OF THE

TCP PORT NO. 80
FIREWALL N
(GATEWAY) J
(2)A PLURALITY OF COMMUNICATION
(1)FIRST CONNECTION PATHS CAN ALSO BE ESTABLISHED

BY MODIFYING THE CONNECTION
ORIGIN PORT

TRANSMISSION/RECEPTION DATA IS
ENCAPSULATED INTO THE HTTP PROTOGOL
I:I MESSAGE FORMAT

40:PRIVATE IP TERMINAL
110
\

PRIVATE NETWORK

Ex.1048 / Page 1 of 10
Cisco Systems, Inc.



Patent Application Publication Oct. 25,2007 Sheet 1 of 5 US 2007/0248105 A1

FIG 1
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FIG 2
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FIG 3
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FIG 4
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FIG 5
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DATA COMMUNICATION SYSTEM, PROGRAM,
AND STORAGE MEDIUM

TECHNICAL FIELD

[0001] The present invention relates to a data communi-
cation system between a terminal arranged in a private
network within a firewall and a server or the like on the
Internet. In detail, the invention relates to a data communi-
cation system, program, and storage medium which auto-
matically search for a communication path capable of pass-
ing through the firewall and makes connection to a server.

BACKGROUND ART

[0002] In many cases, a firewall (gateway) is set on a
connection point between a private network and the Internet
to limit connection and communication paths (communica-
tion type of TCP (Transmission Control Protocol)/UDP
(User Datagram Protocol), port No., and protocol) between
the Internet and the private network for security.

[0003] For example, in the conventional data communi-
cation system shown in FIG. 5, a firewall (gateway) 130 is
provided at a connection point between a private network
110 and the Internet 120, and a port and a communication
protocol that are permitted to be connected by the firewall
(gateway) 130 are set. Therefore, a private 1P address
terminal (hereinafter, referred to as “private IP terminal™)
140 arranged in the private network 110 performs data
communication with a public server 150 on the Internet by
using the port permitted to be connected and the commu-
nication protocol permitted to be connected.

[0004] Therefore, when an application program or the like
that uses a unique protocol operating on a terminal on the
private network performs communication with a global IP
address terminal (server) (hereinafter, referred to as “global
IP terminal” or “public terminal”) on the Internet, it is
necessary to modify the settings of a part of communication
paths limited by the firewall (gateway) so that a communi-
cation path that only the application program or the like uses
is passed through, or modify a communication port by
recompiling the application program or the like.

DISCLOSURE OF INVENTION

[0005] The invention makes it possible to perform com-
munication between a private IP terminal and a global IP
terminal by detecting and setting a communication path that
enables dynamic communication by a program itself without
troublesome moditying the settings of the firewall (gateway)
or recompiling the program. A user of the application
program can receive services by making connection to a
terminal on the Internet transparently without caring about
limitations of the firewall (gateway).

[0006] The data communication system of the invention is
for a private IP terminal, including a connection attempt data
table for storing normally possible settings for communica-
tion connection with a global IP terminal, path search means
for automatically searching for communication connection
settings capable of passing through a firewall by succes-
sively attempting connection to the global IP terminal by
means of the communication connection settings stored in
the connection attempt data table, and data communication
means for performing data communication by forming a
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communication path with the global IP terminal based on the
communication connection settings capable of passing
through the firewall searched by the path search means.

[0007] The connection attempt data table can be adapted
to all communication connection settings in principle by
storing combinations of connection types, port numbers, and
communication protocols as the communication connection
settings.

[0008] The data communication means performs data
communication by forming a plurality of communication
paths based on a plurality of communication connection
settings capable of passing through the firewall, whereby it
can automatically make connection to the global IP terminal
without artificial setting even if the communication connec-
tion needs a plurality of communication paths for control,
sounds, and images.

[0009] In addition, the invention relates to a program for
functioning a computer as a data communication system for
a private IP terminal, including a connection attempt data
table storing normally possible settings for communication
connection with a global IP terminal, path search means for
automatically searching for communication connection set-
tings capable of passing through a firewall by successively
attempting connection to the global IP terminal by means of
the communication connection settings stored in the con-
nection attempt data table, and data communication means
for performing data communication by forming a commu-
nication path with the global IP terminal based on commu-
nication connection settings capable of passing through the
firewall searched by the path search means.

[0010] Furthermore, the invention relates to a computer
readable storage medium that records a program for func-
tioning a computer as a data communication system for a
private IP terminal, including a connection attempt data
table storing normally possible settings for a communication
connection with a global IP terminal, path search means for
automatically searching for communication connection set-
tings capable of passing through a firewall by successively
attempting connection to the global IP terminal by means of
the communication connection settings stored in the con-
nection attempt data table, and data communication means
for performing data communication by forming a commu-
nication path with the global IP terminal based on commu-
nication connection settings capable of passing through the
firewall searched by the path search means.

BRIEF DESCRIPTION OF DRAWINGS

[0011] FIG. 1 is an explanatory view of a data communi-
cation system according to an embodiment of the invention;

[0012] FIG. 2 is a flowchart of connection procedures in a
private IP terminal;

[0013] FIG. 3 is a diagram of an example of a connection
attempt data table;

[0014] FIG. 4 is a flowchart of connection procedures in a
public server; and

[0015] FIG. 5 is an explanatory view of a conventional
data communication system.

BEST MODE FOR CARRYING OUT THE
INVENTION

[0016] Hereinafter, a preferred embodiment of the inven-
tion is described in detail with reference to the accompany-
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ing drawings. However, this embodiment is not intended to
limit the technical scope of the invention.

[0017] FIG. 1 is an explanatory view of a data communi-
cation system according to an embodiment of the invention.
This data communication system is provided with a firewall
(gateway) 130 at a connection point between a private
network 110 and the Internet 120. A private IP terminal 40
is connected to the private network 110 at the inner side of
the firewall (gateway) 130. In the private IP terminal 40, for
example, an application program using a unique protocol is
installed. Thereby, the private IP terminal 40 includes path
search means for automatically searching a combination of
a connection type, a port number, and a communication
protocol capable of passing through the firewall 130 by
attempting connection to a public server 50 on the Internet
120 while successively modifying the combination of the
connection type, the port number, and the communication
protocol, and data communication means for performing
data communication with the server on the Internet by
forming a communication path based on the searched com-
bination of the connection type, the port number, and the
communication protocol.

[0018] FIG. 1 shows an example of passing through the
firewall 130 with an HTTP (HyperText Transfer Protocol) of
a TCP port No. 80. In this case, transmission/reception data
is encapsulated into a HTTP protocol message format and
transmitted and received.

[0019] FIG. 2 is a flowchart of connection procedures in
the private IP terminal, and FIG. 3 is a diagram of an
example of a connection attempt data table.

[0020] The private IP terminal 40 reads the connection
attempt data table 60 at Step S1. As shown in FIG. 3, in the
connection attempt data table 60, all normally possible
combinations of connection types including TCP, UDP, and
the like, port numbers (connecting origin port numbers), and
protocols are recorded.

[0021] FIG. 3 shows an example in which connection is
attempted with an FTP (File Transfer Protocol) by using the
respective TCP port Nos. 20 and 21, and then attempted with
an HTTP protocol by using the respective ports of the TCP
port Nos. 75 through 85 and 8070 through 8080, and then
connection is attempted with the application unique protocol
and a designated protocol by using the respective TCP port
Nos. 2000 and 2001, and connection is attempted with the
application unique protocol and the designated protocol by
using the respective ports of the UDP port numbers 15000
though 15100. Herein, “application unique protocol” is
unique to the application to be installed, and is private in
many cases. Additionally, “designated protocol” is an HT'TP
protocol used between a WWW (World Wide Web) server
and a Web browser when browsing a webpage or an SMTP
(Simple Mail Transfer Protocol) used between a mail server
and a mail client when sending a mail, and these protocols
are open to the public, and port numbers of receiving sockets
at servers are also known. Most of the normal firewalls
(gateways) permit communication using such protocols
between private networks and servers on the Internet.

[0022] The connection attempt data table 60 can be
received from another terminal or the like, saved in a file
such as a setting file, or hard-coded by program codes.

[0023] The private IP terminal 40 attempts connection to
a desired public server 50 by calling a socket function
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according to a connection type, a port number, and a
protocol designated in the connection attempt data table 60
as shown in Step S2 through Step S8.

[0024] In detail, in the case of a TCP (when it is judged
that the protocol is not a UDP at Step S3), it is attempted
whether a connection request with the TCP results in an error
at Step S6. In the case of a UDP, a test packet is transmitted
to the public server 50 (Step S4), and it is confirmed whether
a reply packet is returned from the public server 60 (Step
S5).

[0025] When a connection error does not occur, it is tested
whether communication can be performed by using the port
and the application unique protocol (Step S7). If communi-
cation cannot be performed with the application unique
protocol, it is tested whether communication can be per-
formed with a protocol designated in the connection attempt
data table 60 (Step S8).

[0026] When communication can be performed with the
application unique protocol, the data (a connection type, a
port number, and a protocol) on the communication path that
has been successfully established is stored in the application
program at Step S11. Thereby, second and subsequent con-
nections can be made by using the data (a connection type,
a port number, and a protocol) stored in the application
program. Namely, the execution of path searching can be
reduced to the initial one.

[0027] When communication can be performed with a
designated protocol (protocol designated in the connection
attempt data table 60) although the communication cannot
be performed with the application unique protocol, trans-
mission/reception data is encapsulated into a protocol mes-
sage format judged as capable of being communicated (Step
S10), and then communication is started (Step S12). When
communication can be performed with the designated pro-
tocol, data (a connection type, a port number, and a protocol)
on the communication path that has been successfully estab-
lished is stored in the application program at Step S11.
Thereby, second and subsequent connections can be made
by using the data (a connection type, a port number, and a
protocol) on the communication path stored in the applica-
tion program. Namely, the execution of path searching can
be reduced to the initial one.

[0028] When a communication path capable of passing
through the firewall 130 is not found even by attempting
connection through all the communication paths registered
on the connection attempt data table 60, the private IP
terminal 40 performs failure processing such as indication
for a user that no communication path capable of passing
through the firewall 130 is not found at Step S9, and then
ends the connection processing.

[0029] As shown in FIG. 1, it is also possible that the
private IP terminal 40 secures a communication path estab-
lished first as, a communication path for control for
example, and establishes other communication paths (for
example, communication paths for images and communica-
tion paths for sounds) by modifying the connection origin
port number, whereby establishing a plurality of communi-
cation paths.

[0030] FIG. 4 is a flowchart of connection procedures in a
public server. The public server 50 reads the connection
attempt data table 60 shown in FIG. 3 at Step S21. It is also
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possible that the connection attempt data table 60 is received
from another terminal, saved in a file such as a setting file,
or hard-coded by program codes.

[0031] The public server 50 prepares a receiving socket
for each of all designated ports based on the connection
attempt data table 60 (Step S22 and Step S23). The public
server 50 calls a function of a waiting receptacle socket
according to the connection type, the port number, and the
protocol designated in the connection attempt data table 60,
whereby it turns into a state of waiting for a connection from
the private IP terminal 40 as a client (Step S24). Thereby,
connection receiving processing is started.

[0032] When the public server 50 receives a test packet of
a UDP (Steps S25, S26, and S27), it replies a reply packet
to the private IP terminal 40 as a client (Step S28).

[0033] When the public server 50 accepts a TCP connec-
tion request from the private IP terminal 40 as a client (Step
S29), it checks whether communication can be performed
with the application unique protocol (unique protocol) by
using the port (Step S30). In detail, it inspects whether the
data format is a unique protocol message format.

[0034] When the communication is not in the unique
protocol message format (communication cannot be per-
formed with the unique protocol) at Step S30, the public
server checks whether communication can be performed
with a protocol designated in the connection attempt data
table 60 (Step S31). When communication can be performed
with the protocol (designated protocol) designated in the
connection attempt data table 60, the public server 50
accepts a connection request with the designated protocol.
Then, the public server 50 encapsulates the transmission/
reception data in the designated protocol message format
judged at Step S31 (Step S32), and starts communication
(Step S35). When communication cannot be performed with
the designated protocol, processing to refuse the communi-
cation is performed at Step S33.

[0035] The public server 50 stores, in the program at Step
S34, the data (the connection type, the port number, and the
protocol) on the communication path that has been success-
fully established.

[0036] Ttis also possible that a plurality of communication
paths are established by modifying the connection origin
port number of the client (private IP terminal 40) side in
addition to the communication path established first.

[0037] The invention is not limited to the embodiment
described above.

[0038] In the embodiment described above, the public
server 50 also reads the connection attempt data table 60 and
prepares a receiving socket designated in the connection
attempt data table 60 in advance, whereby reducing the
burden on connection waiting, however, if the resources
permit, it is also possible that all possible receiving sockets
are prepared so that the public server 50 is not required to
read the connection attempt data table 60.

[0039] The data communication system of the invention is
also realized as a program for functioning a computer as this
data communication system. This program may be stored in
a computer-readable storage medium.

[0040] The storage medium recording this program may
be a storage device itself inside the private IP terminal 40 or
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the public server 50 shown in FIG. 1, or a CD-ROM or the
like that can be read by being inserted in a program reading
device such as a CD-ROM driver provided as an external
storage device.

[0041] The storage medium may be a magnetic tape, a
cassette tape, a flexible disk, a hard disk, MO/MD/DVD or
the like, or a semiconductor memory.

INDUSTRIAL APPLICABILITY

[0042] The invention provides a data communication sys-
tem for a private IP terminal which can make connection to
a global IP terminal by automatically searching for a com-
munication path capable of passing through a firewall with-
out requiring artificial communication connection settings.

1. A data communication system for a private IP terminal,
comprising:

a connection attempt data table storing normally possible
settings of communication connection with a global IP
terminal;

path search means for automatically searching for com-
munication connection settings capable of passing
through a firewall by successively attempting connec-
tion to said global IP terminal by the communication
connection settings stored in said connection attempt
data table; and

data communication means for performing data commu-
nication by forming a communication path with said
global IP terminal based on communication connection
settings capable of passing through the firewall
searched by said path search means.

2. The data communication system according to claim 1,
wherein said connection attempt data table stores combina-
tions of connection types, port numbers, and communication
protocols as said communication connection settings.

3. The data communication system according to claim 1,
wherein said data communication means performs data
communication by forming a plurality of communication
paths based on a plurality of communication connection
settings capable of passing through a firewall.

4. A program which makes a computer operate as:

a data communication system for a private IP terminal
comprising: a connection attempt data table storing
normally possible settings of communication connec-
tion with a global IP terminal; path search means for
automatically searching for communication connection
settings capable of passing through a firewall by suc-
cessively attempting connection to said global IP ter-
minal by the communication connection settings stored
in said connection attempt data table; and data com-
munication means for performing data communication
by forming a communication path with said global IP
terminal based on communication connection settings
capable of passing through the firewall searched by said
path search means.

5. A computer-readable storage medium having a program

recorded thereon, where the program makes a computer
operate as:

a data communication system for a private IP terminal
comprising: a connection attempt data table storing
normally possible settings of communication connec-
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4
tion with a global IP terminal; path search means for capable of passing through the firewall searched by said
automatically searching for communication connection path search means.
settings capable of passing through a firewall by suc- 6. The data communication system according to claim 2,
cessively attempting connection to said global IP ter- wherein said data communication means performs data
minal by the communication connection settings stored communication by forming a plurality of communication
in said connection attempt data table; and data com- paths based on a plurality of communication connection
munication means for performing data communication settings capable of passing through a firewall.
by forming a communication path with said global IP
terminal based on communication connection settings L
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