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METADATA CAPTURE FOR TESTING TCP
CONNECTIONS

NOTICE OF COPYRIGHTS AND TRADE DRESS

[0001] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
This patent document may show and/or describe matter
which is or may become trade dress of the owner. The copy-
right and trade dress owner has no objection to the facsimile
reproduction by anyone of the patent disclosure as it appears
in the Patent and Trademark Office patent files or records, but
otherwise reserves all copyright and trade dress rights what-
soever.

BACKGROUND

[0002] 1. Field

[0003] This disclosure relates to receiving and processing
traffic for testing a network or network device.

[0004] 2. Description of the Related Art

[0005] In many types of communications networks, each
message to be sent is divided into portions of fixed or variable
length. Each portion may be referred to as a packet, a frame,
a cell, a datagram, a data unit, or other unit of information, all
of which are referred to herein as packets.

[0006] Each packet contains a portion of an original mes-
sage, commonly called the payload of the packet. The pay-
load of a packet may contain data, or may contain voice or
video information. The payload of a packet may also contain
network management and control information. In addition,
each packet contains identification and routing information,
commonly called a packet header. The packets are sent indi-
vidually over the network through multiple switches or
nodes. The packets are reassembled into the message at a final
destination using the information contained in the packet
headers, before the message is delivered to a target device or
end user. At the receiving end, the reassembled message is
passed to the end user in a format compatible with the user’s
equipment.

[0007] Communications networks that transmit messages
as packets are called packet switched networks. Packet
switched networks commonly contain a mesh of transmission
paths which intersect at hubs or nodes. At least some of the
nodes may include a switching device or router that receives
packets arriving at the node and retransmits the packets along
appropriate outgoing paths. Packet switched networks are
governed by a layered structure of industry-standard proto-
cols. Layers 1, 2, 3, and layer 4 of the structure are the
physical layer, the data link layer, the network layer, and the
transport layer, respectively.

[0008] Layer 1 protocols define the physical (electrical,
optical, or wireless) interface between nodes of the network.
Layer 1 protocols include various Ethernet physical configu-
rations, the Synchronous Optical Network (SONET) and
other optical connection protocols, and various wireless pro-
tocols such as Wi-Fi.

[0009] Layer 2 protocols govern how data is logically trans-
ferred between nodes of the network. Layer 2 protocols
include the Ethernet, Asynchronous Transfer Mode (ATM),
Frame Relay, and Point to Point Protocol (PPP).

[0010] Layer 3 protocols govern how packets are routed
from a source to a destination along paths connecting mul-
tiple nodes of the network. The dominant layer 3 protocols are
the well-known Internet Protocol version 4 (IPv4) and ver-
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sion 6 (IPv6). A packet switched network may need to route
IP packets using a mixture of the Ethernet, ATM, FR, and/or
PPP layer 2 protocols. At least some of the nodes of the
network may include a router that extracts a destination
address from a network layer header contained within each
packet. The router then used the destination address to deter-
mine the route or path along which the packet should be
retransmitted. A typical packet may pass through a plurality
of routers, each of which repeats the actions of extracting the
destination address and determining the route or path along
which the packet should be retransmitted.

[0011] Layer 4 protocols govern end-to-end message deliv-
ery in a network. In particular, the Transmission Control
Protocol (TCP) provides for reliable delivery of packets
streams using a system of sequential acknowledgement and
retransmission when necessary. TCP is a connection-oriented
protocol in which two devices exchange messages to open a
virtual connection via the network. Once a connection is
opened, bidirectional communications may occur between
the connected devices. The connection may exist until closed
by one of the devices. Opening and closing a connection both
require several steps at which specific messages are
exchanged between the two devices. A connection may also
be closed when an anticipated response is not received by one
device for a predetermined period of time, commonly called
a “time-out”. A TCP connection is considered to be “stateful”
since each device must maintain information describing the
state of the connection (being opened, established, being
closed), what data has been sent, and what sent data has been
acknowledged.

[0012] A TCP connection is defined by a pair of IP
Addresses (fields in the IP header of each packet of the TCP
connection) and a pair of TCP Ports (fields in the TCP header
of each TCP packet). TCP Ports define what higher level
protocol or process is using the services of the TCP connec-
tion. TCP Ports should not be confused with hardware ports
(connections between hardware devices and a network). The
header of each TCP packet contains a sequence number iden-
tifying the first data byte in the TCP packet, and an acknowl-
edgement number identifying the next data byte expected to
be received. The sequence and acknowledgement numbers
are, in simplified terms, a count of the number of data bytes
sent and received, respectively, over the TCP connection. Two
devices communicating via a TCP connection maintain data
indicating the highest sequence number transmitted and the
highest acknowledgement number received. This informa-
tion can be used to retransmit packets that are not acknowl-
edged in a timely manner.

[0013] Inordertotestapacketswitched network oradevice
included in a packet switched communications network, test
traffic comprising a large number of packets may be gener-
ated, transmitted into the network at one or more ports, and
received at different ports. Each packet in the test traffic may
be a unicast packet intended for reception at a specific desti-
nation port or a multicast packet, which may be intended for
reception at two or more destination ports. In this context, the
term “port” refers to a communications connection between
the network and the equipment used to test the network. The
term “port unit” refers to a module within the network test
equipment that connects to the network ata port. The received
test traffic may be analyzed to measure the performance ofthe
network. Each port unit connected to the network may be both
a source of test traffic and a destination for test traffic. Each
port unit may emulate a plurality of logical source or desti-
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nation addresses. The number of port units and the commu-
nications paths that connect the port units to the network are
typically fixed for the duration of a test session. The internal
structure of the network may change during a test session, for
example due to failure of a communications path or hardware
device.

[0014] A series of packets originating from a single port
unit and having a specific type of packet and a specific rate
will bereferred to herein as a “‘stream.” A source port unit may
support multiple outgoing streams simultaneously and con-
currently, for example to accommodate multiple packet
types, rates, or destinations. “Simultancously” means “at
exactly the same time.” “Concurrently” means “within the
same time.”

[0015] Forthe purpose of reporting network traffic data, the
test traffic may be organized into packet groups, where a
“packet group” is any plurality of packets for which network
traffic statistics are reported. Each stream may consist of a
single packet group or a plurality of packet groups. Each
packet group may typically belong to a single stream.
[0016] In order to diagnose problems in a network under
test or in a test system, packets may be captured or stored for
later analysis. For example, TCP packets may be stored to
allow diagnosis of problems such as excessive retransmis-
sions or unexpected connection terminations. Traditionally,
entire received packets were stored in memory. This
approach, however, requires a substantial amount of memory.
Further, a time consuming search operation must be per-
formed to retrieve packets associated with a specific TCP
connection. Even if the number of packets to be stored is
reduced by hardware or software filters, the amount of
memory required to store more than a few seconds of received
test traffic may be prohibitive. Additionally, memory bus
throughput and memory latency limit the rate at which pack-
ets can be captured, thus reducing the performance of the test
system.

DESCRIPTION OF THE DRAWINGS

[0017] FIG.11isablock diagram of a network environment.
[0018] FIG. 2 is a block diagram of a port unit.

[0019] FIG. 3 is a block diagram of a port CPU.

[0020] FIG. 4 is a graphical representation of a capture
buffer.

[0021] FIG. 5 is a graphical representation of a capture
buffer.

[0022] FIG. 6 is a flow chart of a process for capturing TCP
metadata.

[0023] Throughout this description, elements appearing in

block diagrams are assigned three-digit reference designa-
tors, where the most significant digit is the figure number and
the two least significant digits are specific to the element. An
element that is not described in conjunction with a block
diagram may be presumed to have the same characteristics
and function as a previously-described element having a ref-
erence designator with the same least significant digits.
[0024] Inblock diagrams, arrow-terminated lines may indi-
cate data paths rather than signals. Each data path may be
multiple bits in width. For example, each data path may
consist of 4, 8, 16, 64, 256, or more parallel connections.

DETAILED DESCRIPTION
Description of Apparatus

[0025] FIG.1 shows a block diagram of a network environ-
ment. The environment may include network test equipment
100, a network 190 and plural network devices 192.
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[0026] The network test equipment 100 may be a network
testing device, performance analyzer, conformance valida-
tion system, network analyzer, or network management sys-
tem. The network test equipment 100 may include one or
more network cards 106 and a backplane 104 contained or
enclosed within a chassis 102. The chassis 102 may be a fixed
or portable chassis, cabinet, or enclosure suitable to contain
the network test equipment. The network test equipment 100
may be an integrated unit, as shown in FIG. 1. Alternatively,
the network test equipment 100 may comprise a number of
separate units cooperative to provide traffic generation and/or
analysis. The network test equipment 100 and the network
cards 106 may support one or more well known standards or
protocols such as the various Ethernet and Fibre Channel
standards, and may support proprietary protocols as well.
[0027] The network cards 106 may include one or more
field programmable gate arrays (FPGAs), application specific
integrated circuits (ASICs), programmable logic devices
(PLDs), programmable logic arrays (PLAs), processors and
other kinds of devices. In addition, the network cards 106 may
include software and/or firmware. The term network card
encompasses line cards, test cards, analysis cards, network
line cards, load modules, interface cards, network interface
cards, data interface cards, packet engine cards, service cards,
smart cards, switch cards, relay access cards, and the like. The
term network card also encompasses modules, units, and
assemblies that may include multiple printed circuit boards.
Each network card 106 may contain one or more port unit
110. Each port unit 110 may connect to the network 190
through one or more ports. Each port unit 110 may be con-
nected to the network 190 through a communication medium
195, which may be a wire, an optical fiber, a wireless link, or
other communication medium. Each network card 106 may
support a single communications protocol, may support a
number of related protocols, or may support a number of
unrelated protocols. The network cards 106 may be perma-
nently installed in the network test equipment 100 or may be
removable.

[0028] The backplane 104 may serve as a bus or commu-
nications medium for the network cards 106. The backplane
104 may also provide power to the network cards 106.
[0029] The network devices 192 may be any devices
capable of communicating over the network 190. The net-
work devices 192 may be computing devices such as work-
stations, personal computers, servers, portable computers,
personal digital assistants (PDAs), computing tablets, cellu-
lar/mobile telephones, e-mail appliances, and the like;
peripheral devices such as printers, scanners, facsimile
machines and the like; network capable storage devices
including disk drives such as network attached storage (NAS)
and storage area network (SAN) devices; networking devices
such as routers, relays, hubs, switches, bridges, and multi-
plexers. In addition, the network devices 192 may include
appliances, alarm systems, and any other device or system
capable of communicating over a network.

[0030] The network 190 may be a Local Area Network
(LAN), a Wide Area Network (WAN), a Storage Area Net-
work (SAN), wired, wireless, or a combination of these, and
may include or be the Internet. Communications on the net-
work 190 may take various forms, including frames, cells,
datagrams, packets or other units of information, all of which
are referred to herein as packets. The network test equipment
100 and the network devices 192 may communicate simulta-
neously with one another, and there may be plural logical
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communications paths between the network test equipment
100 and a given network device 195. The network itself may
be comprised of numerous nodes providing numerous physi-
cal and logical paths for data to travel.

[0031] Referring now to FIG. 2, an exemplary port unit 210
may include a port central processing unit (CPU) 220, atraffic
generator 260, a traffic receiver 280, and a network interface
unit 270 which couples the port unit 210 to a network under
test 290. The port unit 210 may be all or part of a network card
such as the network cards 106.

[0032] The port CPU 220 may include a processor, a
memory coupled to the processor, and various specialized
units, circuits, software and interfaces for providing the func-
tionality and features described here. The processes, func-
tionality and features may be embodied in whole or in part in
software which operates on the processor and may be in the
form of firmware, an application program, an applet (e.g., a
Java applet), a browser plug-in, a COM object, a dynamic
linked library (DLL), a script, one or more subroutines, or an
operating system component or service. The hardware and
software and their functions may be distributed such that
some functions are performed by the processor and others by
other devices.

[0033] The port CPU 220 may communicate with a test
administrator 205. The test administrator 205 may be a com-
puting device contained within, or external to, the network
test equipment 100. The test administrator 205 may provide
the port CPU 220 with instructions and data required for the
port unit to participate in testing the network under test 290.
The instructions and data received from the test administrator
205 may include, for example, definitions of packet streams
to be generated by the port unit 210 and definitions of perfor-
mance statistics that may be accumulated and reported by the
port unit 210.

[0034] The port CPU 220 may provide the traffic generator
260 with stream forming data 212 to form a plurality of
streams. The stream forming data 212 may include, for
example, the type of packet, the frequency of transmission,
definitions of fixed and variable-content fields within the
packet and other information for each packet stream. The
traffic generator 260 may then generate the plurality of
streams in accordance with the stream forming data 212. The
plurality of streams may be interleaved to form outgoing test
traffic 265. Each of the streams may include a sequence of
packets. The packets within each stream may be of the same
general type but may vary in length and content.

[0035] The network interface unit 270 may convert the
outgoing test traffic 265 from the traffic generator 260 into the
electrical, optical, or wireless signal format required to trans-
mit the test traffic to the network under test 290 via a link 295,
which may be a wire, an optical fiber, a wireless link, or other
communication link. Similarly, the network interface unit
270 may receive electrical, optical, or wireless signals from
the network over the link 295 and may convert the received
signals into incoming test traffic 275 in a format usable to the
traffic receiver 280.

[0036] The traffic receiver 280 may receive the incoming
test traffic 275 from the network interface unit 270. The traffic
receiver 280 may determine if each received packet is a mem-
ber of a specific flow, and may accumulate test statistics for
each flow in accordance with test instructions 214 provided
by the port CPU 220. The accumulated test statistics may
include, for example, a total number of received packets, a
number of packets received out-of-sequence, a number of
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received packets with errors, a maximum, average, and mini-
mum propagation delay, and other statistics for each flow. The
traffic receiver 280 may also capture and store selected pack-
ets in accordance with capture criteria included in the test
instructions 214. The traffic receiver 280 may provide test
statistics and/or captured packets 284 to the port CPU 220, in
accordance with the test instructions 214, for additional
analysis during, or subsequent to, the test session.

[0037] The outgoing test traffic 265 and the incoming test
traffic 275 may be primarily stateless, which is to say that a
substantial portion of the outgoing test traffic 265 may be
generated by the traffic generator 260 without expectation of
any response and the incoming test traffic 275 may be
received by the traffic receiver 280 without any intention of
responding. The transmission and reception of stateless traf-
fic may be sufficient to perform layer 2 and layer 3 testing of
the network under test 290. However, to test the layer 4 (or
higher layer) performance of a network device such as a
server or server load balancer, a large number of TCP con-
nections may be required between the port unit 210 and the
network under test 290 during a test session.

[0038] To establish and use TCP connections, the port CPU
220 may prepare appropriate TCP packets and provide the
TCP packets 216 to the traffic generator 260. The traffic
generator 260 may insert the TCP packets into the outgoing
test traffic 265. The traffic receiver 280 may separate received
TCP packets from received stateless traffic and send the
received TCP packets 282 to the port CPU 220 for processing.
[0039] Referring now to FIG. 3, a port CPU 320 may
include a processor 322 coupled to a memory 330. The
memory 330 may include random access memory, or a com-
bination of random access memory and other memory such as
read-only memory and flash memory. The memory 330 may
store both data and program instructions for execution by the
processor 322. The processor 322 and the memory 330 may
be coupled to a traffic receiver 380 and a traffic generator 360,
which may collectively form a network interface unit (NIU)
370.

[0040] The memory 330 may include a received packet
buffer 356. The received packet buffer 356 may have capacity
to store at least the longest anticipated received packet. The
received packet buffer 356 may have capacity to store mul-
tiple packets. A traffic receiver 380 may write one or more
received packets into the received packet buffer 356, for
example using direct memory access. After each received
packet is stored, the traffic receiver 380 may send a signal 384
(such as an interrupt, a flag, or another signal) to the processor
322 indicating that a received packet is waiting in the received
packet bufter 356.

[0041] The memory 330 may include a transmit packet
buffer 358. The transmit packet bufter 358 may have capacity
to store at least the longest anticipated packet to be transmit-
ted. The transmit packet buffer 358 may have capacity to store
multiple packets. The processor 322 may write one or more
packets to be transmitted into the transmit packet buffer 358.
After each packet to be transmitted is stored, the processor
322 may send a signal (such as an interrupt, a flag, or another
signal) to a traffic generator 360 indicating that a packet to be
transmitted is waiting in the transmit packet buffer 358. The
traffic generator 360 may then extract the packet to be trans-
mitted from the transmit packet buffer 358, for example by
direct memory access.

[0042] Programs stored in the memory 330 may include a
TCP layer program 332 that causes the processor 322 to open,
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manage, and close TCP connections with a network under test
(not shown). The TCP layer program 332 may be a layer
within a TCP/IP protocol stack operating on the port CPU
320. The port CPU 320 may be configured to maintain a large
plurality of concurrent TCP connections with the network
under test, and may open a million or more TCP connections
during a network test session. For each TCP connection, the
processor 322 may send packets via the transmit packet buffer
358 and the traffic generator 360, and may and receive packets
via the traffic receiver 380 and the received packet buffer 356.
For each TCP connection, the processor 322 may store TCP
connection data in a TCP connection memory 334 within the
memory 330. The stored TCP connection data may include,
for example, the state of the connection, the highest sequence
number transmitted, and the highest sequence number
acknowledged.

[0043] A TCP connection is defined by a 32-bit assuming
(IP.v4) IP source address, a 32-bit IP destination address, a
16-bit TCP source port, and a 16-bit TCP destination port.
Every packet transmitted or received via the TCP connection
will contain the same two 32-bit IP addresses assuming (IP.
v4) and the same two 16-bit TCP port numbers within the
header of the packet. Thus a TCP connection is defined by a
96-bit number, obtained by concatenating the two 32-bit IP
addresses and two 16-bit TCP port numbers, allowing a total
of 2°¢ or 8x10*® unique TCP connections. However, limita-
tions on hardware and memory dictate that only a small
fraction of the possible TCP connections may exist simulta-
neously.

[0044] Each open TCP connection may be associated with
a connection identifier having a length substantially smaller
than 96 bits. Commonly, the connection identifier may be a
hash of the 96-bit number that defines each TCP connection,
which is to say a connection identifier may be generated by
applying a hash function to the 96-bit number that defines the
associated TCP connection. A hash function is any algorithm
ormathematical function that converts a larger amount of data
into a smaller datum, usually a single integer that may serve as
an index to an array. The value returned by a hash function is
called a hash value. For example, a port unit may be designed
to accommodate up to 2'%, or 262,144, simultaneous TCP
connections. In this case, a hash function may be used to
convert the 96-bit number that defines each TCP connection
into an 18-bit hash value, or connection identifier that
uniquely identifies the TCP connection. The TCP connection
identifier may be used as an index or pointer to address the
TCP connection memory 334.

[0045] Programs stored in the memory 330 may also
include a capture routine 336 that causes the processor 322 to
capture selected portions, or metadata, from each received
TCP packet and each TCP packet to be transmitted. The
metadata may be extracted from each TCP packet and stored
in a capture memory 340 within the memory 330. Metadata
may be extracted from received TCP packets as the received
TCP packets are removed from received packet buffer 356,
before the received packets are processed by the TCP layer
program 332. Metadata may be extracted from TCP packets
to be transmitted after the TCP packets are created by the TCP
state machine program, before the TCP packets to be trans-
mitted are stored in the transmit packet buffer 358.

[0046] The capture memory 340 may be partitioned into a
number of capture buffers, each of which is used to store
information relating to a single TCP connection. Each capture
buffer may be dedicated to a corresponding specific TCP
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connection, such that the number of capture buffers is equal to
the number of possible values of the TCP connection identi-
fier. Capture buffers may be dynamically assigned, such that
an available buffer is assigned when a TCP connection is
opened. When the TCP connection is closed, the assigned
buffer may be released and subsequently assigned to a differ-
ent TCP connection. When capture buffers are dynamically
assigned, a pointer to the assigned capture buffer may be
included in the TCP connection data stored in the TCP con-
nection memory 334 for each open TCP connection.

[0047] Referring now to FIG. 4, a capture memory 440,
which may be suitable for use as the capture memory 340,
may include a plurality of m revolving buffers, of which
revolving buffer 441-1 and revolving buffer 441-m are iden-
tified. A revolving buffer is a memory having capacity for a
finite number of entries where, once the revolving buffer has
been filled, each new entry is written over the oldest entry
presently stored. Each revolving buffer may be uniquely asso-
ciated with a corresponding one of a plurality of open TCP
connections. In this patent, the term “uniquely associated”
means that there is a one-for-one correspondence between
two groups of items. In this context, there is a one-for-one
correspondence between revolving buffers and open TCP
connections. A revolving buffer may be assigned to a specific
TCP connection when the connection is opened. An assigned
revolving buffer may be released when the specific TCP con-
nection is closed. A released revolving buffer may subse-
quently be assigned to another TCP connection. The stored
connection data for each TCP connection may include a
buffer pointer 443 that identifies the revolving buffer 441-1 to
444-p assigned to the TCP connection.

[0048] InFIG. 4, cach revolving buffer 441-1 to 441-m has
the capacity to store captured metadata for n packets, where n
is an integer greater than 1. n may conveniently be a power of
two. To allow the stored metadata to be used to diagnose TCP
connection problems, n may be equal to sixteen, thirty-two, or
more. A plurality of write pointers 442-1 to 442-m may be
uniquely associated with the plurality of revolving buffers
441-1 to 441-m. Each of the write pointers 442-1 to 442-m
may contain a pointer to a location in the corresponding
revolving buffer 441-1 to 441-m where the next block of
captured metadata should be written. In this patent, a pointer
is a value that either is a memory address or can be converted
into a memory address. Converting a pointer into a memory
address may involve multiplying the pointer value by a pre-
determined factor and/or adding a predetermined offset to the
pointer value.

[0049] When metadata for a particular packet is ready to be
written into the capture memory 440, a buffer pointer 443 for
the packet may be obtained from the TCP layer program 332.
When metadata for a packet to be transmitted is written into
the capture memory 440, the buffer pointer 443 may be pro-
vided by the TCP layer program 332 along with the packet.
When a TCP packet is received, a connection identifier may
be determined. The connection identifier may be, for
example, a hash value calculated as previously described. The
connection identifier may be used by the TCP layer program
332 toretrieve TCP connection data from the TCP connection
memory 334. The TCP connection data may include the
buffer pointer 443, which in turn points to the appropriate
write pointer 442-1 to 442-m. The appropriate write pointer
may then be used to store the metadata into the appropriate
location within the corresponding revolving buffer 441-1 to
441-m. After the metadata has been stored, the write pointer
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value may be advanced to point to the location at which the
next metadata for the same TCP connection should be stored.
[0050] After metadata has been stored in all m locations
within a revolving buffer 441-1 to 441-m, the associated write
pointer 442-1 to 442-m may be set to point to the first location
within the revolving buffer. Thereafter, the write pointer
442-1 to 442-m may be advanced cyclically to point to the
location where the oldest metadata was stored, such that, at
any time, the content of the revolving buffer 441-1 to 441-m
may be the metadata for the m most-recent packets transmit-
ted or received over the corresponding TCP connection.
[0051] The metadata stored for each packet may include a
sequence number 445 and an acknowledgement number 446
extracted from the TCP header of each packet. The metadata
stored for each packet may also include one or more of TCP
flags 447, window size 448, and packet length 449 extracted
from the TCP header. The metadata stored for each packet
may also include a timestamp 450 recorded upon packet
arrival and/or other information 451 such as TCP options or
fields extracted from the IP header of each packet.

[0052] Storing only the metadata extracted from each
received or transmitted TCP packet may greatly reduce the
total amount of memory required for data capture, compared
to traditional approaches that stored entire packets. For
example, 32 or fewer bytes of metadata may be stored for
each TCP packet.

[0053] Referring now to FIG. 5, a capture memory 540,
which may be suitable for use as the capture memory 340,
may store a single continuous list of metadata records, iden-
tified as captured metadata 1 through captured metadata p.
When the metadata is stored in a continuous list, as shown in
FIG. 5, a single write pointer 543 may point to the location in
the capture memory 540 where the next metadata (captured
metadata p+1) will be written. Unlike the capture memory
440 of FIG. 4, metadata associated with a specific TCP con-
nection is not stored in a predetermined portion of the capture
memory 540. Thus, to be able to locate metadata for a specific
TCP connection, the metadata stored for each packet may
include information, such as a connection identifier 544, to
identify the associated TCP connection. The metadata for
each packet may also include some or all of a sequence
number 545, an acknowledgement number 546, TCP flags
547, awindow size 548, a packet length 449, a timestamp 550,
and other information 551.

Description of Processes

[0054] Referring now to FIG. 6, a process 600 for managing
a TCP connection may be performed by a computing device,
such as the port CPU 220, executing stored program instruc-
tions including a TCP layer program 332 and a capture rou-
tine 336. The TCP layer program 332 may be a layer within a
TCP/IP protocol stack that implements communications pro-
tocols. The process 600 may start at 605 when a request to
establish a TCP connection to a remote device is received
from, for example, a higher level process, such as an appli-
cation program, operating on the computing device. The pro-
cess 600 may end at 690 after the TCP connection is closed.
[0055] The process 600 is cyclic in nature, and the actions
from 610 to 655 may be performed repeatedly to exchange a
plurality of packets with the remote device via the TCP con-
nection. Multiple instances of the process 600 may be per-
formed concurrently to establish and maintain a large plural-
ity of concurrent TCP connections.
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[0056] After a request to establish a TCP connection is
received at 605, a TCP protocol process 610 may exchange a
series of TCP packets with the remote device to establish the
TCP connection. The TCP protocol process 610 may operate
as layer 4 of a TCP/IP protocol stack. Other functions of the
TCP protocol process 610 may include generating outgoing
TCP packets 620 carrying information to be transmitted to the
remote device, retransmitting TCP packets as necessary to
ensure the reliability of the TCP connection, maintaining
TCP connection data indicating the state of the TCP connec-
tion in a TCP connection memory 615, processing incoming
TCP packets 660 received from the remote device via the TCP
connection, and exchanging a series of packets with the
remote device to close the TCP connection. The TCP protocol
process 610 may also close the TCP connection when no
reply is received from the remote device within a predeter-
mined time period.

[0057] At 625, metadata may be extracted from the headers
of outgoing TCP packets 620 generated by the TCP protocol
process 610. The metadata extracted from each outgoing TCP
packet may include source and destination IP addresses,
source and destination TCP ports, a sequence number, and
acknowledgement number, a window length, flags, and other
data. The outgoing packets may then be transmitted to the
remote device at 630. Transmitting the outgoing packets at
630 may include processing the packets at layer 3 and layer 2
of'the TCP/IP protocol stack followed by transmission over a
network by hardware elements such as the traffic generator
260 and the network interface unit 270.

[0058] At 635, at least some of the metadata extracted from
each packet at 625 may be stored in a memory, such as the
capture memory 340. When the capture memory is config-
ured as a plurality of revolving buffers, a shown in FIG. 4, a
buffer pointer 640 may be used as an index to store the
extracted metadata in the appropriate buffer. The buffer
pointer 640 may be provided by the TCP protocol process 610
and may be stored in the TCP connection memory 615 as part
of the TCP connection data. When the capture memory is
configured as a single list, as shown in FIG. 5, the TCP
protocol process may provide a connection ID (not shown)
that may be stored in the capture memory along with the
extracted metadata.

[0059] At 645, packets from the remote device may be
received by hardware elements, such as the network interface
unit 270 and the traffic receiver 280 and processed by layer 2
and layer 3 of the TCP/IP stack to provide incoming TCP
packets 660. Metadata, as previously described, may be
extracted from the headers of incoming TCP packets at 650.
A connection identifier may be determined for each incoming
packet at 655. For example, the connection identifier may be
a hash value as previously described. The connection identi-
fier may be used by the TCP protocol process 610 to retrieve
connection data for the corresponding TCP connection. The
connection data may include the buffer pointer 640. The
extracted metadata may be stored at 635 using the buffer
pointer 640 as previously described.

[0060] In some circumstances, the TCP protocol process
610 may determine that an abnormality or event 665 requiring
further analysis has occurred. For example, an event may be
the premature closure of a TCP connection due to a failure of
the remote device to response within a predetermined period.
An event may also be an excessive number of retransmissions
for a TCP connection, such as when the number of retrans-
missions exceeds a predetermined threshold, or when the
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number of retransmissions within a predetermined time
period exceeds a predetermined threshold. An event may also
be a request from a higher level process to upload metadata
for one or more TCP connections.

[0061] In response to an event 665, metadata for one or
more selected TCP connections may be retrieved from the
capture memory at 670. The metadata retrieved at 670 may be
uploaded at 675 to a higher level process or another comput-
ing device, such as the test administrator 205, for further
analysis. When the capture memory is configured as a plural-
ity of revolving buffers, as shown in FIG. 4, the contents of the
revolving buffers corresponding to the selected TCP connec-
tions may be retrieved at 670 and uploaded at 675. When the
capture memory is configured as a single list, as shown in
FIG. 5, at 670 the list may be searched for records containing
the connection identifiers corresponding to the selected TCP
connections. Records containing connection identifiers cor-
responding to the selected TCP connections may be uploaded
at 675.

Closing Comments

[0062] Throughout this description, the embodiments and
examples shown should be considered as exemplars, rather
than limitations on the apparatus and procedures disclosed or
claimed. Although many of the examples presented herein
involve specific combinations of method acts or system ele-
ments, it should be understood that those acts and those
elements may be combined in other ways to accomplish the
same objectives. With regard to flowcharts, additional and
fewer steps may be taken, and the steps as shown may be
combined or further refined to achieve the methods described
herein. Acts, elements and features discussed only in connec-
tion with one embodiment are not intended to be excluded
from a similar role in other embodiments.

[0063] As used herein, “plurality” means two or more. As
used herein, a “set” of items may include one or more of such
items. As used herein, whether in the written description or
the claims, the terms “comprising”, “including”, “carrying”,
“having”, “containing”, “involving”, and the like are to be
understood to be open-ended, i.e., to mean including but not
limited to. Only the transitional phrases “consisting of” and
“consisting essentially of”, respectively, are closed or semi-
closed transitional phrases with respect to claims. Use of
ordinal terms such as “first”, “second”, “third”, etc., in the
claims to modify a claim element does not by itself connote
any priority, precedence, or order of one claim element over
another or the temporal order in which acts of a method are
performed, but are used merely as labels to distinguish one
claim element having a certain name from another element
having a same name (but for use of the ordinal term) to
distinguish the claim elements. As used herein, “and/or”
means that the listed items are alternatives, but the alterna-
tives also include any combination of the listed items.

It is claimed:
1. A method performed by a test system to test network
connections, comprising:

establishing a plurality of Transmission Control Protocol
(TCP) connections with one or more remote devices via
a network

extracting metadata from TCP packets transmitted via the
plurality of TCP connections and TCP packets received
via the plurality of TCP connections

storing the extracted metadata in a memory.
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2. The method of claim 1, wherein

the metadata includes a sequence number and an acknowl-
edgement number extracted from a TCP header of each
transmitted packet and each received packet.

3. The method of claim 2, wherein

the metadata further includes at least one of TCP flags, a

window size, and a length extracted from the TCP
header of each transmitted packet and each received
packet.

4. The method of claim 2, wherein

the metadata further includes a timestamp extracted from a

payload of each transmitted packet and each received
packet

5. The method of claim 1, wherein each TCP connection is
defined by a unique combination of an Internet Protocol (IP)
source address, an IP destination address, a TCP source port
number, and a TCP destination port number, the method
further comprising:

determining a connection identifier associated with each

transmitted TCP packet and each received TCP packet,
the connection identifier equal to a hash of an IP source
address, an IP destination address, a TCP source port
number, and a TCP destination port number contained
within the header of each packet.

6. The method of claim 5, wherein

the memory includes a plurality of revolving buffers, each

revolving buffer associated with a corresponding one of
the plurality of TCP connections, and

storing the extracted metadata comprises storing the

extracted metadata for N most recent packets transmit-
ted or received via each TCP connection in the corre-
sponding revolving buffer, where N is an integer greater
than one.

7. The method of claim 6, wherein N is a power of two
equal to or greater than sixteen.

8. The method of claim 6, wherein storing the extracted
metadata further comprises:

using the connection identifier associated with each

received TCP packet and each transmitted TCP packet as
a pointer to the corresponding revolving buffer within
the memory.

9. The method of claim 6, wherein storing the extracted
metadata further comprises:

using the connection identifier associated with each

received TCP packet and each transmitted TCP packet to
retrieve a pointer to the corresponding revolving buffer
within the memory.

10. The method of claim 5, wherein

storing the extracted metadata comprises storing the

extracted metadata in a single continuous list, and

the metadata stored for each received TCP packet and each

transmitted TCP packet includes the associated hash
value.

11. The method of claim 1, further comprising:

transmitting the stored metadata for a selected TCP con-

nection from the plurality of TCP connections to a test
administrator computing device.

12. The method of claim 9, wherein the selected TCP
connection is selected based on one of: a request received
from the test administrator computing device, a time-out of
the selected TCP connection, and a number of retransmis-
sions on the selected TCP connection exceeding a predeter-
mined threshold.
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13. A port unit to test network connections, comprising:

a network interface unit to transmit TCP packets and

receive TCP packets via a network

a processor coupled to the network interface unit

memory coupled to the processor and the network interface

unit, the memory storing data and program instructions

including instructions that, when executed by the pro-

cessor, cause the port unit to perform actions compris-

ing:

establishing a plurality of Transmission Control Proto-
col (TCP) connections with one or remote devices via
the network

extracting metadata from TCP packets transmitted via
the plurality of TCP connections and TCP packets
received via the plurality of TCP connections

storing the extracted metadata in the memory.

14. The port unit of claim 13, wherein

the metadata includes a sequence number and an acknowl-

edgement number extracted from a TCP header of each
transmitted packet and each received packet.

15. The port unit of claim 14, wherein

the metadata further includes at least one of TCP flags, a

window size, and a length extracted from the TCP
header of each transmitted packet and each received
packet.

16. The port unit of claim 14, wherein

the metadata further includes a timestamp extracted from a

payload of each transmitted packet and each received
packet.

17. The port unit of claim 13, wherein each TCP connec-
tion is defined by a unique combination of an Internet Proto-
col (IP) source address, an IP destination address, a TCP
source port number, and a TCP destination port number, the
actions performed further comprising:

determining a connection identifier with each transmitted

TCP packet and each received TCP packet, the connec-
tion identifier equal to a hash function of an IP source
address, an [P destination address, a TCP source port
number, and a TCP destination port number contained
within the header of each packet.

18. The port unit of claim 17, wherein

the memory includes a plurality of revolving bufters, each

revolving buffer associated with a corresponding one of
the plurality of TCP connections, and

storing the extracted metadata comprises storing the

extracted metadata for N most recent packets transmit-
ted or received via each TCP connection in the corre-
sponding revolving buffer, where N is an integer greater
than one.

19. The port unit of claim 18, wherein N is a power of two
equal to or greater than sixteen.

20. The portunit of claim 18, wherein storing the extracted
metadata further comprises:

using the connection identifier associated with each

received TCP packet and each transmitted TCP packet as
pointer to the corresponding revolving buffer within the
memory.

21. The portunit of claim 18, wherein storing the extracted
metadata further comprises:

using the connection identifier associated with each

received TCP packet and each transmitted TCP packet to
retrieve a pointer to the corresponding revolving buffer
within the memory.
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22. The port unit of claim 17, wherein

storing the extracted metadata comprises storing the

extracted metadata in a single continuous list, and

the metadata stored for each received TCP packet and each

transmitted TCP packet includes the associated connec-
tion identifier.

23. The port unit of claim 13, the actions performed further
comprising:

transmitting the stored metadata for a selected TCP con-

nection from the plurality of TCP connections to a test
administrator computing device.

24. The port unit of claim 23, wherein the selected TCP
connection is selected based on one of: a request received
from the test administrator computing device, a time-out of
the selected TCP connection, and a number of retransmis-
sions on the selected TCP connection exceeding a predeter-
mined threshold.

25. A computer-readable storage medium storing instruc-
tions that, when executed by the processor of a port unit
coupled to a network, cause the port unit to perform actions
comprising:

establishing a plurality of Transmission Control Protocol

(TCP) connections with one or remote devices via the
network

extracting metadata from TCP packets transmitted via the

plurality of TCP connections and TCP packets received
via the plurality of TCP connections

storing the extracted metadata in a memory of the port unit.

26. The computer-readable storage medium of claim 25,
wherein

the metadata includes a sequence number and an acknowl-

edgement number extracted from a TCP header of each
transmitted packet and each received packet.

27. The computer-readable storage medium of claim 26,
wherein

the metadata further includes at least one of TCP flags, a

window size, and a length extracted from the TCP
header of each transmitted packet and each received
packet.

28. The computer-readable storage medium of claim 26,
wherein

the metadata further includes a timestamp extracted from a

payload of each transmitted packet and each received
packet.

29. The computer-readable storage medium of claim 25,
wherein each TCP connection is defined by a unique combi-
nation of an Internet Protocol (IP) source address, an IP
destination address, a TCP source port number, and a TCP
destination port number, the actions performed further com-
prising:

determining a connection identifier associated with each

transmitted TCP packet and each received TCP packet,
the connection identifier equal to a hash of an IP source
address, an IP destination address, a TCP source port
number, and a TCP destination port number contained
within the header of each packet.

30. The computer-readable storage medium of claim 29,
wherein

the memory includes a plurality of revolving buffers, each

revolving buffer associated with a corresponding one of
the plurality of TCP connections, and

storing the extracted metadata comprises storing the

extracted metadata for N most recent packets transmit-
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ted or received via each TCP connection in the corre-
sponding revolving buffer, where N is an integer greater
than one.

31. The computer-readable storage medium of claim 30,
wherein N is a power of two equal to or greater than sixteen.
32. The computer-readable storage medium of claim 29,
wherein storing the extracted metadata further comprises:
using the connection identifier associated with each
received TCP packet and each transmitted TCP packet as
a pointer to the corresponding revolving buffer within
the memory.
33. The computer-readable storage medium of claim 29,
wherein storing the extracted metadata further comprises:
using the connection identifier associated with each
received TCP packet and each transmitted TCP packet as
a pointer to the corresponding revolving buffer within
the memory.
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34. The computer-readable storage medium of claim 29,
wherein storing the extracted metadata further comprises:

using the connection identifier associated with each

received TCP packet and each transmitted TCP packet to
retrieve a pointer to the corresponding revolving buffer
within the memory.

35. The computer-readable storage medium of claim 25,
the actions performed further comprising:

transmitting the stored metadata for a selected TCP con-

nection from the plurality of TCP connections to a test
administrator computing device.

36. The computer-readable storage medium of claim 35,
wherein the selected TCP connection is selected based on one
of: a request received from the test administrator computing
device, a time-out of the selected TCP connection, and a
number of retransmissions on the selected TCP connection
exceeding a predetermined threshold.
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