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(57) ABSTRACT 

A hybrid gateway includes functionality that allows band­
width on a network (such as a satellite link) to be dynami­
cally allocated and enforced. The hybrid gateway compares 
the thresholds defined for a requesting terminal's level of 
service and its measured running average data throughput to 
determine if the requesting terminal's bandwidth should be 
reduced (throttled). The hybrid gateway intercepts requests 
made by the requesting terminals and, if necessary, reduces 
the advertized window size of requests made by the request­
ing terminal, thereby reducing the transmission speed of the 
link and therefore the bandwidth of the link. 
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METHOD AND APPARATUS FOR SELECTIVELY 
ALLOCATING AND ENFORCING BANDWIDTH 

USAGE REQUIREMENTS ON NETWORK USERS 

RELATED APPLICATIONS 

[0001] This application is a continuation-in-part of U.S. 
application Ser. No. 08/804,314 (attorney docket no. 
PD-N94026A), filed Feb. 22, 1997, which is a divisional of 
U.S. application Ser. No. 08/257,670, filed Jun. 8, 1994. This 
application claims priority from provisional application Ser. 
No. 60/106,933 filed Nov. 3, 1998. 

BACKGROUND OF THE INVENTION 

[0002] ( a) Field of the Invention 

[0003] This application relates to computer networks and, 
more specifically, to a method and apparatus for selectively 
allocating and enforcing bandwidth usage requirements on 
network users. 

[0004] (b) Description of Related Art 

[0005] The Internet is an example of a TCP/IP network. 
The Internet has over 10 million users. Conventionally, 
access to the Internet is achieved using a slow, inexpensive 
method, such as a terrestrial dial-up modem using a protocol 
such as SLIP (Serial Line IP), PPP, or by using a fast, more 
expensive method, such as a switched 56 Kbps, frame relay, 
ISDN (Integrated Services Digital Network), or Tl line. 

[0006] Users generally want to receive (download) large 
amounts of data from networks such as the Internet. Thus, it 
is desirable to have a one-way link that is used only for 
downloading information from the network. A typical user 
will receive much more data from the network than he sends. 
Based on this need, fast download systems such as 
DirecPC® have been developed. These systems provide a 
one-way link capable of carrying large amounts of data very 
quickly, while using a slower one-way link to send data into 
the network. 

[0007] Today, many users have access to high speed 
network links, such as satellite links. High speed network 
links provide users with a large amount of bandwidth for 
downloading information. Presently, Internet service pro­
viders (ISPs) do not have a way to effectively allocate and 
enforce available bandwidth between their customers. Band­
width enforcement and allocation systems would allow ISPs 
to offer service plans based on a variety of user parameters 
such as running-average throughput and peak throughput. A 
user's available bandwidth could be reduced or "throttled" 
if, for example, the user's running-average throughput 
exceeded a defined threshold for the user's service plan. 
Throttling could also be done based on the number of TCP 
connections a user has, the type of connections or the type 
of data being transferred. A particular user could be exempt 
from throttling based on that user's historic usage. A band­
width enforcement scheme would ideally manage the user's 
bandwidth without dropping any data packets sent to the 
user and would not affect time-sensitive applications, which 
are not bandwidth-intensive, such as Telnet. The enforce­
ment scheme would also detect any abuse of the data transfer 
network and take appropriate action as needed. Data flow 
control and communication redirection based on communi­
cation traffic would also be carried out by the enforcement 
scheme. 
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SUMMARY OF THE INVENTION 

[0008] The present invention may be embodied in a sys­
tem for retrieving data from a source computer coupled to a 
TCP/IP network. The system includes a hybrid gateway 
coupled to the network and a plurality of requesting termi­
nals coupled to the network, the requesting terminals receive 
data from the source computer at variable rates controlled by 
the hybrid gateway. One of the requesting terminals makes 
a request of the source computer specifying a first data rate, 
the hybrid gateway intercepts the request and may change 
the first data rate to a second data rate, the hybrid gateway 
forwards the request to the source computer, and the source 
computer answers the request via a communication link, 
including the hybrid gateway, to the requesting terminal. 

[0009] In some embodiments the hybrid gateway further 
performs the function of measuring a running average data 
throughput for each of the plurality of requesting terminals. 
However, the hybrid gateway will not change the first data 
rate to a second data rate if the requesting terminal is in an 
exempt mode. The requesting terminal will be in the exempt 
mode if the requesting terminal has low historic usage. 

[0010] In some embodiments the running average data 
throughput may be measured using the leaky bucket 
approach. 

[0011] In some embodiments the hybrid gateway may 
change the first data rate to a second data rate based on a 
level of service subscribed to by each of the requesting 
terminals. The level of service corresponds to a threshold 
rate of data transferred to each of the requesting terminals. 
Accordingly, the gateway changes the first data rate to the 
second data rate when measured data throughput exceeds the 
threshold rate of data transferred to each of the requesting 
terminals. 

[0012] In certain embodiments the hybrid gateway may 
change the first data rate to a second data rate if the hybrid 
gateway detects system abuse for the particular service plan 
subscribed to by a requesting terminal. In these embodi­
ments the change in data rates is effected by changing the 
TCP window size advertized to the source computer. 

[0013] In other embodiments the hybrid gateway may 
change the first data rate to a second data rate based on a 
number of TCP connections made by each of the requesting 
terminals. The hybrid gateway uses the amount of unac­
knowledged TCP data, in the recent past, as a mechanism to 
detect response-time sensitive and bandwidth-intensive TCP 
applications. Additionally, the hybrid gateway may priori­
tize the data for transmission based on the type of connection 
made by each of the requesting terminals. 

[0014] In alternate embodiments the hybrid gateway may 
change the first data rate to a second data rate based on the 
type of connection made by each of the requesting terminals. 
Alternatively, the hybrid gateway may change the first data 
rate to a second data rate under high load conditions. Such 
high load condition may be detected by measuring the 
latency of data packets in the transmit queue. Additionally, 
the data rate may be changed only for bandwidth-intensive 
TCP applications without affecting response-time sensitive 
applications. 

[0015] In other embodiments the hybrid gateway may 
change the first data rate to a second data rate when available 
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capacity on the transmit link decreases. Wherein the 
decrease in capacity is detected by measuring the latency of 
data packets in the transmit queue. Additionally, the data rate 
may be changed only for bandwidth-intensive TCP applica­
tions without affecting response-time sensitive applications. 

[0016] In some embodiments the hybrid gateway contains 
a mechanism to detect the type of data requested by each of 
the requesting terminals and may change the first data rate 
to a second data rate based on the data type requested by 
each of the requesting terminals. 

[0017] In certain embodiments the communication link 
includes a high speed data path such as a satellite link. 
Additionally, the requesting terminals may be personal com­
puters and the network may be the Internet. 

[0018] The present invention may also be embodied in a 
method for controlling the rate at which data is received 
from a source computer at a requesting terminal via a 
communication link. The method includes the steps of 
receiving a request for data from the requesting terminal, 
determining the type of data being requested by the request­
ing terminal, determining the number of TCP connections 
opened by the requesting terminal and determining the level 
of load in the system. The method further includes the steps 
of determining a level of service for the requesting terminal, 
measuring running average data throughput for the request­
ing terminal, comparing the thresholds defined for the level 
of service with the measure of the running average data 
throughput, and regulating the rate at which data is received 
at the requesting terminal from the source computer via the 
communication link based on the comparison. 

[0019] In some embodiments, the method may include the 
step of determining whether the requesting terminal is in an 
exempt mode. Wherein the step of determining whether the 
requesting terminal is in an exempt mode includes analyzing 
the historic usage of the requesting terminal. 

[0020] In any of the foregoing embodiments the commu­
nication link may be a high speed data path such as a satellite 
link. 

[0021] In some embodiments the step of regulating the 
rate at which data is received at the requesting terminal is 
based on a level of service subscribed to by the requesting 
terminal. Wherein, the level of service corresponds to a 
threshold rate of data transferred to the requesting terminal 
and the rate at which data is received at the requesting 
terminal is reduced when measured running average data 
throughput exceeds the threshold rate defined for the level of 
service. 

[0022] In some embodiments the data rate may be further 
reduced corresponding to the number of open TCP connec­
tions. Wherein, the rate at which data is received at the 
requesting terminal is reduced by a hybrid gateway by 
reducing the advertized TCP window size. Additionally, the 
data rate may be further reduced corresponding to the 
number of open TCP connections. 

[0023] In some of the foregoing embodiments, the step of 
determining the type of data being requested includes exam­
ining the packet header and calculating the amount of 
unacknowledged data in the TCP connection queue. Addi­
tionally, the step of regulating the data rate further includes 
examining the type of data being requested by the requesting 
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terminal and reducing data rate only for bandwidth-intensive 
applications. Furthermore, the step of regulating the data 
rate includes a data rate reduction depending on the amount 
of load and available capacity in the communication link to 
the requesting terminals. 

[0024] In any of the foregoing embodiments, the request­
ing terminals may be personal computers and the commu­
nication link may be the Internet. 

[0025] In some of the foregoing embodiments, the step of 
determining the level of service includes examining an 
address of the requesting terminaland the step of regulating 
the data rate includes changing an advertised window size. 

[0026] In another embodiment the present invention may 
be a hybrid gateway coupled to a network wherein a source 
computer and a plurality of requesting terminals are also 
coupled to the network. In this embodiment, the hybrid 
gateway includes means for determining the type of data 
being transferred to each of the requesting terminals, means 
for determining the number of TCP connections opened by 
each of the requesting terminals, means for determining the 
level of load and the available capacity in the system, and 
means for monitoring the rate at which data is transferred to 
each of the requesting terminals. The hybrid gateway also 
includes means for determining a level of service subscribed 
to by each of the requesting terminals, means for comparing 
the rate at which data is transferred to each of the plurality 
of requesting terminals and the thresholds based on the level 
of service subscribed to by each of the requesting terminals, 
and means for controlling the rate at which data is trans­
ferred to each of the requesting terminals based on the 
comparison. 

[0027] The hybrid gateway may also include means for 
detecting whether a particular requesting terminal is in an 
exempt mode, means for receiving a request from each of 
the requesting terminals, and a communication link to each 
of the requesting terminals. The communication link may 
include a high speed data path such as a satellite link. 
Alternatively, the communication link may be the Internet. 

[0028] The monitoring means in the hybrid gateway may 
include measuring running average data throughput for each 
of the plurality of the requesting terminals. 

[0029] The means for controlling the rate at which data is 
transferred to each of the requesting terminals based on the 
comparison may change a first data rate to a second data rate 
based on a level of service subscribed to by each of the 
requesting terminals. 

[0030] In some embodiments the level of service corre­
sponds to a threshold rate of data transferred to each of the 
requesting terminals. 

[0031] In other embodiments the hybrid gateway changes 
the first data rate to the second data rate when measured 
running average data throughput exceeds the threshold rate 
of data transferred to each of the requesting terminals. The 
first data rate is changed to the second data rate by reducing 
an advertized window size specified by the hybrid gateway. 

[0032] Alternatively, the hybrid gateway further reduces 
the data rate corresponding to the number of TCP connec­
tions opened by the requesting terminal and does not reduce 
the data rate for response-time sensitive applications. The 
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hybrid gateway may further reduce the data rate based on the 
amount of load and available capacity in the system. 

[0033] In any of the foregoing embodiments the request­
ing terminals may be personal computers and the network 
may be the Internet. 

[0034] In some of the forgoing embodiments the means 
for obtaining the level of service subscribed to by the 
requesting terminals includes examining a request sent to the 
hybrid gateway from the requesting terminals. 

[0035] In another embodiment the present invention may 
be a method for controlling the rate at which data is 
transferred from a source computer to a requesting terminal. 
The method may include the steps of determining the type 
of data being requested by the requesting terminal, deter­
mining the number of TCP connections opened by the 
requesting terminal, and determining the level of load in the 
system. The method may further include monitoring the rate 
at which data is transferred to each of the requesting 
terminals, determining a level of service subscribed to by 
each of the requesting terminals, comparing the rate at which 
data is transferred to each of the plurality of requesting 
terminals and the level of service subscribed to by each of 
the requesting terminals, and controlling the rate at which 
data is transferred to each of the requesting terminals based 
on the comparison. 

[0036] The method may further include the steps of deter­
mining whether any of the requesting terminals are in an 
exempt mode, receiving a request from each of the request­
ing terminals and transferring data to each requesting ter­
minal. Wherein, the step of transferring comprises the use of 
a high speed data path such as a satellite. Additionally, the 
step of transferring may include the use of the Internet. 

[0037] In some embodiments, the step of monitoring 
includes measuring running average data throughput for 
each requesting terminal and the step of controlling the rate 
at which data is transferred to each of the requesting 
terminals based on the comparison may change a first data 
rate to a second data rate based on a level of service 
subscribed to by each of the requesting terminals. 

[0038] In accordance with some embodiments the data 
rate is further reduced corresponding to the number of TCP 
connections opened by the requesting terminal. Wherein, the 
level of service corresponds to a threshold rate of data 
transferred to each of the requesting terminals. 

[0039] In some embodiments, the gateway changes the 
first data rate to the second data rate when measured running 
average data throughput exceeds the threshold rate of data 
transferred to each of the requesting terminals. Wherein, the 
first data rate is changed to the second data rate by reducing 
an advertized window size specified by the hybrid gateway. 
The step of determining the type of data being requested 
may include examining the packet header and calculating 
the amount of unacknowledged data in the TCP connection 
queue. 

[0040] In certain embodiments, the step of regulating the 
data rate further includes examining the type of data being 
requested by the requesting terminal and reducing data rate 
only for bandwidth-intensive applications. Additionally, the 
step of regulating the data rate includes a data rate reduction 
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depending on the amount of load and available capacity in 
the communication link to the requesting terminals. 

[0041] In any of the foregoing embodiments, the request­
ing terminals may be personal computers and the network 
may be the Internet. 

[0042] In some embodiments, the step of obtaining the 
level of service subscribed to by the requesting terminals 
includes examining a request sent to the hybrid gateway 
from the requesting terminals. 

[0043] The invention itself, together with further objects 
and attendant advantages, will best be understood by refer­
ence to the following detailed description, taken in conjunc­
tion with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0044] The accompanying drawings, which are incorpo­
rated in and constitute a part of this specification, illustrate 
several embodiments of the invention and, together with the 
description, serve to explain the principles of the invention. 

[0045] FIG. 1 is a hardware block diagram of a system 
that may employ the present invention; 

[0046] FIG. 2 is a diagram of a portion of a hybrid 
terminal of FIG. 1; 

[0047] FIG. 3 is a diagram showing an IP packet format; 

[0048] FIG. 4 is a diagram showing a plurality of packet 
formats, including an Ethernet packet format; 

[0049] FIG. 5 is a diagram showing a tunneling packet 
format; 

[0050] FIG. 6 is a diagram of steps performed by the 
hybrid terminal of FIG. 2; 

[0051] FIG. 7 is a diagram showing an example of partial 
data in a tunneling packet; 

[0052] FIG. 8 is a flowchart of steps performed by the 
hybrid terminal of FIG. 2; 

[0053] FIG. 9 is a diagram of steps performed by a hybrid 
gateway of FIG. 1; 

[0054] FIG. 10 is a diagram showing a format of packets 
sent to a satellite gateway of FIG. 1; 

[0055] FIG. 11 is a diagram showing a TCP packet format; 

[0056] FIG. 12 is a ladder diagram showing packets sent 
from an application server to the hybrid gateway and from 
the hybrid gateway to the hybrid terminal over a satellite 
link; 

[0057] FIGS. 13(a) through 13(e) are flowcharts of steps 
performed by the hybrid gateway of FIG. 1; 

[0058] FIG. 14 is a detailed diagram showing the steps 
performed by step 915 of FIG. 9 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0059] Reference will now be made in detail to the pre­
ferred embodiments of the invention, examples of which are 
illustrated in the accompanying drawings. Wherever pos­
sible, the same reference numbers will be used throughout 
the drawings to refer to the same or like parts. 
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[0060] According to a preferred embodiment of the 
present invention, information downloaded from the Internet 
is received via a high speed link, such as a satellite link, 
cable television, optical link or the like, as described in detail 
below. Alternatively, information from the Internet may be 
redirected to a terrestrial path depending on conditions at the 
satellite network. 

[0061] I. General Overview 

[0062] A preferred embodiment of the present invention 
uses satellite, cable or other technology to implement a 
high-speed one-way link between a user's computer and a 
TCP/IP network, such as the Internet or a private TCP/IP 
network. This high-speed link is used to download data from 
the network. The user's computer also has a conventional 
TCP/IP link for sending data to the network. The invention 
can use various forms of high-speed, one-way links, such as 
satellites or cable television lines. The invention may also 
use various forms of low-speed networks, such as TCP/IP 
networks, dialup telephones, ISDN D-channel, CDPD, and 
low-speed satellite paths. 

[0063] The described embodiment of the present invention 
uses satellites to provide a high-speed one-way link. Of 
course, as stated above, any of a number of high speed links 
may be used as will be apparent to those skilled in the art. 
Satellites can cover large geographical areas and are insen­
sitive to the distance between a transmitter and a receiver. In 
addition, satellites are very efficient at point-to-point and 
broadcast applications, and are resilient and resistant to 
man-made disasters. Two-way satellites are expensive to 
use, however, because of the costs involved in purchasing 
and installing the uplink satellite earth station hardware. In 
the past, these costs have placed satellite communications 
outside the reach of the consumer. 

[0064] The present invention allows a personal computer 
to receive downloaded information from the network via 
satellite at a very practical cost, while allowing a network 
administrator such as an ISP to dynamically allocate band­
width on a per-user basis for the downloaded information. 
The present invention also allows satellite communications 
traffic to be redirected to terrestrial networks if the satellite 
communications path is congested. In the present invention, 
the cost of satellite communications is reduced because a 
one-way satellite link is used. Receive-only earth station 
equipment is less expensive to manufacture because it 
requires less electronics than send/receive earth stations. 
Additionally, because the present invention provides ISPs 
with a way to segment user bandwidth among subscribers, 
thereby passing additional bandwidth costs to subscribers 
desiring the additional bandwidth. 

[0065] As is well-known in the art, communication over 
the Internet and similar TCP/IP networks is achieved 
through a group (suite) of protocols called Transmission 
Control Protocol/Internet Protocol (TCP/IP). The TCP/IP 
protocol is described in the book "Internetworking With 
TCP/IP, VOL I" by Douglas Comer, published by Prentice­
Hall, Inc., of Englewood Cliffs, N.J., 1991, which is incor­
porated herein by reference. 

[0066] A Hybrid TCP/IP Access 

[0067] FIG. 1 is a hardware block diagram of a preferred 
embodiment of the invention. FIG. 1 includes five sub­
systems: a hybrid terminal 110, a SLIP provider (Internet 
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connection) 130, an application server 140, a hybrid gate­
way 150, and a satellite gateway 160. The hybrid terminal 
110 is connected to a modem 190, which connects to the 
SLIP provider 130 through a telephone line 192. A satellite 
transmitter 170, a satellite 175, and a satellite receiver 180 
provide a fast, one-way link for transferring data from the 
satellite gateway 160 to the hybrid terminal 110. The satel­
lite transmitter 170, the satellite 175 and the satellite receiver 
180, however, do not themselves necessarily comprise a part 
of the present invention. Each of the SLIP provider 130, the 
application server 140, and the hybrid gateway 150 are 
connected to the Internet 128. As is well-known in the art, 
the Internet 128 is a "network of networks" and can be 
visually depicted only in general terms, as seen in FIG. 1. 

[0068] Each of the hybrid terminal 110, the SLIP provider 
130, the application server 140, the hybrid gateway 150 and 
the satellite gateway 160 preferably includes a processor 
(not shown) that executes instructions stored in a memory 
(not shown). Other parts of the invention may also include 
processors that are not discussed herein, such as 1/0 pro­
cessors, etc. Preferably, the hybrid terminal 110, the hybrid 
gateway 150, and the satellite gateway 160 are implemented 
as personal computers such as a 166 MHz Pentium based 
personal computer having 64 MB of RAM and operating on 
a Windows NT 4.0™ or OS/2™ operating system. However, 
these elements may be implemented using any data process­
ing system capable of performing the functions described 
herein. Alternatively, the functionality of both the hybrid 
gateway 150 and the satellite gateway 160 could be per­
formed in a single gateway unit (not shown) without depart­
ing from the spirit or scope of the present invention. In the 
described embodiment, the SLIP provider 130 is a conven­
tional SLIP provider and the application server 140 is any 
application server that can connect to the Internet 128 via 
TCP/IP. 

[0069] As shown in FIG. 1, the hybrid terminal 110 
preferably also includes application software 112, driver 
software 114, a serial port 122 for connecting the hybrid 
terminal 110 to the modem 190, and satellite interface 
hardware 120 for connecting the hybrid terminal 110 to the 
satellite receiver is 180. 

[0070] FIG. 2 shows a relationship between application 
software 112, driver software 114, serial port 122, and 
satellite interface hardware 120 of the hybrid terminal 110. 
The application software 112 preferably includes TCP/IP™ 
software, such as native Microsoft TCP/IPT™ stack or 
SuperTCP™, manufactured by Frontier, Inc., Chameleon TM, 

manufactured by Netmanager, and IRNSS™, manufactured 
by SPRY, Inc. The described embodiment preferably oper­
ates with the native Microsoft TCP/IP™ package and, thus, 
uses a standard interface 212 between the TCP/IP software 
210 and the driver 114. Examples of standard interface 212 
between the TCP/IP software 210 and driver 114 include the 
Crynson-Clark Packet Driver Specification and the 3Com/ 
Microsoft Network Driver Interface Specification (NDIS). 
Other embodiments within the scope of the invention may 
use other standard or non-standard interfaces between the 
TCP/IP software 210 and the driver 114. 

[0071] As shown in FIG. 2, the application software 112 
preferably also includes well-know Internet utilities, such as 
FTP 230, and well-known user interfaces, such as Mosaic™ 
and Gopher™. The application software 112 can also 
include other utilities, e.g., News and Archie (not shown). 
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[0072] The following describes how a request from the 
hybrid terminal 110 is carried through the Internet 128 to the 
application server 140 and how a response of the application 
server 140 is carried back to the user at the hybrid terminal 
110 via the satellite link. (As used herein, the term "satellite 
link" refers to any portion of the path between the applica­
tion server 140, the Internet 128, the satellite gateway 160, 
the satellite transmitter 170, the satellite 175, the satellite 
receiver 180 and the hybrid terminal 110). The operation of 
each subsystem will be described below in detail in separate 
sections. 

[0073] In the present invention, the hybrid terminal 110 is 
given two IP addresses. One IP address corresponds to the 
SLIP provider 130 and is assigned by a SLIP service 
provider. The other IP address corresponds to the satellite 
interface 120 and is assigned by a hybrid service provider. 
IP addresses are assigned by the SLIP and satellite network 
managers and loaded into the hybrid terminal 110 as part of 
an installation configuration of the hybrid terminal's hard­
ware and software. These two IP interface addresses corre­
spond to completely different physical networks. The SLIP 
provider 130 does not "know" anything about the satellite 
interface IP address or even whether the user is using the 
satellite service. If a host somewhere in the Internet 128 is 
trying to deliver a packet to the satellite IP address by using 
the Internet routing scheme of routers, gateways, and ARPs 
(Address Resolution Protocols), the only way that the packet 
can reach the satellite interface IP is to traverse the satellite 
by being routed through the satellite gateway 160. 

[0074] The following example assumes that a user at the 
hybrid terminal 110 desires to send a request to a remote 
machine, such as the application server 140 that is running 
FTP (File Transfer Protocol) server software. The FTP 
software running on the application server 140 receives file 
transfer requests and responds to them in an appropriate 
fashion. 

[0075] FIG. 3 is a representation of a normal IP packet 
that shows the contents of a source field (SA) and of a 
destination field (DA) of packets sent between the elements 
of FIG. 1. A request for a file and a response of a file sent 
from the application server 140 to the hybrid terminal 110 
may take the following path. 

[0076] 1) Within the hybrid terminal 110, the FTP client 
software 230 generates a request and passes it to the 
TCP/IP software 210. The TCP/IP software 210 places 
the request in a TCP packet (see FIG. 11). The TCP 
packet includes information such as the source port, the 
destination port, and an advertized window size. Typi­
cally, when a request is made the advertized window 
size accompanies the request. The advertized window 
size indicates the window size that the requester will 
use to receive the information requested. As is known 
in the art, window size is a data flow control mecha­
nism that represents an amount of information that may 
be transmitted before an acknowledgment is required. 
For example, if a window size is 25 bytes, 25 bytes of 
information can be in transit from the transmitter before 
an acknowledge is required from the receiver. There­
fore, the larger the advertized window size, the faster 
information can be transmitted. Next, the TCP packet is 
placed in an IP packet, having a format shown in FIG. 
3. The TCP/IP software 210 places the IP packet in an 
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Ethernet packet, as shown in FIG. 4, and passes the 
Ethernet packet to driver 114. This packet has a source 
IP address corresponding to the satellite interface 120 
and a destination IP address of the application server 
140. Ethernet is a packet switching protocol standard­
ized by Xerox Corporation, Intel Corporation and Digi­
tal Equipment Corporation, which is described in "The 
Ethernet" A Local Area Network Data Link Layer and 
Physical Layer Specification," September 1980, which 
is available from any of these three companies, and 
which is incorporated herein by reference. 

[0077] 2) In the driver 114, the Ethernet header and 
checksum are stripped off the packet and the IP packet 
is encapsulated, or "tunneled," inside of another IP 
packet, and sent over the serial port 122 to the SLIP 
provider 130. FIG. 5 shows a format of a tunneled 
packet. FIG. 7 shows an example of a tunneled packet. 
The encapsulation adds a new IP header 530 in front of 
the original packet 540 with a source address corre­
sponding to the SLIP provider 130 and a destination 
address corresponding to the hybrid gateway 150. 

[0078] 3) The SLIP provider 130 receives the IP packet, 
analyzes the tunneling header and, thinking it is des­
tined for the hybrid gateway 150, uses standard Internet 
routing to send the packet to the hybrid gateway 150. 

[0079] 4) When the hybrid gateway 150 receives the 
packet, it strips off the tunneling header, revealing the 
true header with the application server 140 as the 
destination. The software within the hybrid gateway 
150 identifies the packet sender using the source 
address in the true header. Based on the identity of the 
packet sender, their segmented level of service, and 
collected statistics regarding usage history, the advert­
ized window size of the TCP packet is modified, if 
necessary, to throttle the user's bandwidth. Throttling 
refers to reducing the bandwidth available to the user. 
Advertized window size indicates the rate at which an 
information requester is prepared to receive requested 
data. For example, when A makes a request to B, the 
request includes an advertized window size that B 
should use when responding to A. Because user band­
width is proportional to window size, a decrease in 
window size results in a decrease in user bandwidth. 
Therefore, by regulating the advertized window size of 
each system user, each user's bandwidth can be con­
trolled. After the modification to the advertized window 
size, the packet is sent back out onto the Internet 128. 

[0080] 5) Internet routing takes the packet to the appli­
cation server 140, which replies with the requested data 
and addresses the reply to the request's source IP 
address, i.e., the IP address of the hybrid terminal's 
satellite interface 120. Based on the advertized window 
size sent by the hybrid gateway 150, the application 
server 140 will adjust its send-window size, thereby 
increasing or decreasing its transmission data rate. 

[0081] 6) In order to find the hybrid terminal's satellite 
interface 120, the Internet routing protocol will send 
the packet to the subnet containing a router/gateway 
connected to the hybrid gateway 150. When a router on 
the same physical network as the hybrid gateway 150 
sends out an ARP for the IP address of the satellite 
interface 120 (to find a physical address of satellite 
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interface 120), the hybrid gateway 150 responds with 
its own physical address. Thus, the application server 
140 and the rest of the Internet 128 think that packets 
sent to the hybrid gateway 150 will reach the hybrid 
terminal's satellite interface. 

[0082] 7) Once the hybrid gateway 150 receives a reply 
packet from the application server 140, it sends it to the 
satellite gateway 160. In the described embodiment, the 
hybrid gateway 150 encapsulates the packet in a special 
packet format that is used over the satellite link and 
uses the satellite interface IP address to uniquely iden­
tify the satellite packet's destination. Then the hybrid 
gateway 150 sends the packet over the Ethernet to the 
satellite gateway 160. According to the present inven­
tion, a decrease in the window size used at the appli­
cation server 140 will slow the data rate at which the 
application server 140 transmits the requested data to 
the hybrid gateway 150. If data is transmitted slower by 
the application server 140, the hybrid gateway 150 will 
receive the information slower. Therefore, the rate of 
information sent to the user is lower and the associated 
bandwidth is lower. 

[0083] 8) The Satellite gateway 160 broadcasts over the 
satellite link any packets it receives from the hybrid 
gateway 150. 

[0084] 9) The driver 114 in the hybrid terminal 110 that 
services the satellite interface 120 scans all packets 
broadcast over the satellite transmitter 170 looking for 
its satellite interface IP address in the header. Once it 
identifies one, it captures it, strips off the satellite 
header revealing the reply IP packet, and sends it to the 
driver 114. The rate at which the data is received by the 
satellite interface 120 is determined by the window size 
that was set by the hybrid gateway in step 5. The larger 
the window size, the higher the data rate. 

[0085] Thus, IP packets sent into the Internet 128 are 
carried by the SLIP connection, while IP packets from the 
Internet 128 are carried at a variable bandwidth via satellite 
link based on window size. The following describes the 
operation of each subsystem in further detail. 

[0086] II. The Hybrid Terminal 

[0087] The Hybrid terminal 110 is the terminal with which 
the user interacts. Thus, the hybrid terminal 110 preferably 
includes a user interface device (not shown) such as a 
mouse, keyboard, etc. As shown in FIGS. 1 and 2, hybrid 
terminal 110 includes one or more application programs 112 
(including TCP/IP software 210), and driver software 114, 
which communicates with the SLIP provider 130 through a 
serial port 122 and the modem 190, using a serial driver 
portion 118, and which communicates with satellite receiver 
180 through a satellite interface 120, using a driver portion 
116. 

[0088] To the TCP/IP software 210, the driver 114 appears 
to be an Ethernet card, although the driver 114 is actually 
connected to the satellite receiver 180 (via the satellite 
interface 120) and to the SLIP provider 130 (via the serial 
line 122 and modem 190, respectively). Thus, the TCP/IP 
software 210 believes that it is communicating with a single 
physical network, when it is, in reality, communicating with 
two physical networks (the SLIP dial up network and a 
satellite network). 
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[0089] FIG. 6 is a diagram of steps performed by the 
driver 114 of the hybrid terminal 110 of FIG. 1. The driver 
114 receives packets of data from the TCP/IP software 210 
and passes them to the SLIP provider 130 via the serial port 
122 and the modem 190. A packet sent by the application 
server 140 is received through the satellite receiver 180, 
passes through the satellite interface 120, to the satellite 
driver 220 and the driver 114, which passes the received 
packet to the TCP/IP software 210. 

[0090] The following paragraphs discuss two basic func­
tions performed by the driver 114 (tunneling and ARP 
handling) and discusses various implementation details for 
the preferred embodiment. 

[0091] A "Tunneling" 

[0092] As discussed above, the hybrid terminal 110 has 
two IP addresses associated with it: one for the SLIP 
provider 130 and one for the satellite interface 120. Packets 
containing requests are sent from the hybrid terminal 110 to 
the application server 140 via the Internet 128, while packets 
containing a reply are sent back via the satellite link. 
Tunneling is the method by which the application server 140 
is "fooled" into sending a reply to a different IP address (the 
satellite interface 120) than that of the sender ( the serial port 
122). 

[0093] A packet received by the driver 114 from the 
TCP/IP software 210 has a source address of the satellite 
gateway 160 and a destination address of the application 
server 140. As shown in step 610 of FIG. 6, the driver 114 
removes the Ethernet header and checksum and encapsulates 
the IP header into an IP tunneling header having a source 
address of the SLIP provider 130 and a destination address 
of the hybrid gateway 150 (see FIG. 7). As described above, 
at the hybrid gateway 150, the tunneling header is removed 
and the packet is sent back into the Internet 128 to be sent 
to the application server 140 with a variable window size to 
control the rate at which the application server 140 transmits 
data to the hybrid gateway 150. 

[0094] When forming a tunneling header, the driver 114 
copies all the values from the old header into the new one 
with the following exceptions. The source and destination 
addresses of the tunneling header change, as described 
above. In addition, a total packet length field 510 is changed 
to contain the contents of length field 310 plus the length of 
the tunneling header. Lastly, the driver 114 recalculates 
checksum 520 of the tunneling header because some of the 
fields have changed. 

[0095] B. ARP Handling 

[0096] ARP (Address Resolution Protocol) is used by 
TCP/IP to dynamically bind a physical address, such as an 
Ethernet address, to an IP address. When TCP/IP finds an IP 
address for which it does not know a physical address, 
TCP/IP broadcasts an ARP packet to all nodes, expecting a 
response that tells TCP/IP what physical address corre­
sponds to the IP address. 

[0097] During initialization, the driver 114 declares to the 
TCP/IP software 210 that the driver 114 is an Ethernet card 
to ensure that the packets that TCP/IP package sends are 
Ethernet packets and that the TCP/IP package will be 
prepared to receive packets at a high-rate of speed. As shown 
in step 620 of FIG. 6, when the driver 114 detects that 
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TCP/IP has sent an ARP packet, the driver 114 creates a 
physical address and sends a reply packet to the TCP/IP 
software 210. The contents of the physical address are 
irrelevant, because the driver 114 strips off the Ethernet 
header on packets from TCP/IP before the packets are sent 
to the SLIP provider 130. 

[0098] C. Other Functions 

[0099] As shown in step 630 of FIG. 6, packets received 
by the driver 114 from the satellite receiver 180 (via satellite 
driver 114) are passed to the TCP/IP software 210. The 
following paragraphs discuss implementation details for the 
described embodiment. 

[0100] In a preferred embodiment, the TCP/IP software 
210 (e.g., Microsoft's TCP/IP stack or Frontier's SuperTCP) 
sends an ACK (acknowledge) for every packet it receives, 
even though this action is not required by the TCP/IP 
protocol. In this situation, many packets compete for the 
slow link to the SLIP provider 130. In TCP/IP, the ACK 
scheme is cumulative. This means that when a transmitter 
receives an ACK stating that the receiver has received a 
packet with sequence number N, then the receiver has 
received all packets with sequenced numbers up to N as 
well, and there is no reason why every packet needs to be 
ACK'ed. 

[0101] FIG. 8 is a flowchart of steps performed in a 
preferred embodiment by the driver 114 of the hybrid 
terminal 110. FIG. 11 is a diagram showing a preferred TCP 
packet format. FIG. 11 includes a sequence number field 
1102, an acknowledgment (ACK) number field 1104, and a 
checksum field 1106. In step 810 of FIG. 8, the driver 114 
receives an ACK packet with sequence number N from the 
TCP/IP software 210. The packet is queued along with other 
packets waiting to be sent to the SLIP provider 130. In step 
820, the driver 114 checks to determine whether there is a 
"run" of sequential packets waiting to be sent. If so, in step 
830, the driver 114 deletes ACK packets for the same TCP 
connection that have sequence numbers in the run from the 
queue and sends an ACK only for the highest sequence 
number in the run. This action alleviates the bottleneck 
caused by the relatively slow modem speeds. 

[0102] The serial port 122 provides a physical connection 
to the modem 190 and, through it, to the terrestrial network 
via a SLIP protocol as described below in connection with 
the SLIP provider 130. Serial data is sent and received 
through an RS-232 port connector by a UART (Universal 
Asynchronous Receiver Transmitter), such as a U8250, 
which has a one byte buffer and is manufactured by National 
Semiconductor, or a U16550, which has a 16 byte buffer and 
is manufactured by National Semiconductor. 

[0103] The invention preferably operates under the 
DOS™ and Windows™ operating systems, but also can 
operate under other operating systems. 

[0104] The satellite driver software 220 receives packets 
from the satellite receiver 180, and passes them to the driver 
114 using a DOS call. Thus, the two physical links are 
combined within the driver 114 and the existence of two 
physical links is transparent to the TCP /IP software 210. The 
satellite driver 220 scans all packets transmitted over the 
satellite channel for a packet with a header corresponding to 
the IP address of the satellite interface 122, performs some 
error detection and correction on the packet, buffers the 
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received packet, and passes the packet to the driver 114 
using a DOS call, e.g., IOCTL-output-cmd( ). The driver 114 
copies data from the satellite driver 220 as quickly as 
possible and passes it to the TCP/IP software 210. 

[0105] As discussed above, the TCP/IP software 210 is 
fooled into thinking that it is connected to an Ethernet 
network that can send and receive at 10 Mbps. This concept 
is helpful on the receive side because data from the satellite 
or other high speed data sources is being received at a high 
rate. On the transmit side, however, the modem 190 is not 
capable of sending at such a high rate. In addition, the 
TCP/IP software 210 sends Ethernet packets to the driver 
114, i.e., an IP packet is encapsulated into an Ethernet 
packet. Because the SLIP provider 130 expects IP packets, 
the driver 114 must strip the Ethernet header before the 
packet is sent to the SLIP provider 130. 

[0106] As described above in connection with FIG. 8, the 
driver 114 also includes a transmit and receive queue. As 
data is received from the TCP/IP software 210 and received 
from the satellite driver 220, it is buffered within the queue. 
When the queue is full, e.g., when TCP/IP is sending packets 
faster than the modem 190 can send them, the driver 114 
drops the packets and returns an error so that the TCP/IP 
software 210 will decrease its rate of transmission. 

[0107] In a first preferred embodiment, a SLIP connection 
is initiated with an automatic logon procedure. In another 
preferred embodiment, the driver 114 executes instructions 
to allow a user to perform a SLIP logon manually. 

[0108] Because the TCP/IP software 210 preferably is 
configured to talk to the Ethernet and it is desirable to 
receive the largest packet size possible, the driver 114 
configures TCP/IP so that the MTU (Maximum Transmis­
sion Unit) of the network is as large as possible, e.g., 1500 
bytes. Some SLIP providers 130 have a smaller MTU, e.g., 
512 bytes. To handle the disparity in size, the driver 114 
segments large packets received from the TCP/IP software 
210 into segments the size of the SLIP MTU. Once a packet 
is segmented, it is reassembled in the hybrid gateway 150. 
Only the tunnelling header is copied as the header of the 
segments. 

[0109] III. The SLIP Provider 

[0110] The SLIP provider 130 performs the function of 
connecting the hybrid terminal 110 to the Internet 128. As 
described above, other protocols, such as PPP (point to point 
protocol), could also be used to perform the connecting 
function. SLIP server 130 receives SLIP encoded IP packets 
from the modem 190, uncodes them, and forwards them to 
the hybrid gateway 150 via the Internet 128. 

[0111] In its most basic form, the SLIP provider 130 
delimits IP packets by inserting a control character such as 
hex 0xCO-SLIP between them. To insure that a data byte is 
not mistaken for the control character, all outgoing data is 
scanned for instances of the control character, which is 
replaced by a two character string. The SLIP protocol is 
described in detail in J. Romkey, "A Nonstandard for Trans­
mission of IP Datagrams over Serial Lines: SLIP," RFC 
1055, June 1988, pp. 1-6, which is incorporated herein by 
reference. 
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[0112] IV. The Application Server 

[0113] The application server 140 is a computer system 
running any combination of known application programs 
available on the Internet 128 using the TCP/IP protocol 
suite. For example, the application server 140 may transfer 
files to requesting users via FTP. In this regard, the appli­
cation server 140 may be thought of as a host computer. 
Although the hybrid terminal 110 actually has two IP 
addresses ( a serial port address and an address for the 
satellite interface), the software executing on the application 
server 140 thinks that it is receiving requests over the 
satellite network and sending responses over the satellite 
network. The hybrid terminal 110 is completely transparent 
to the application server 140. 

[0114] The application server 140 receives the request and 
determines the window size that should be used for its 
response. The response window size is determined from the 
advertised window size specified in the TCP request. If 
necessary, the advertized window size of the TCP request is 
changed before the hybrid gateway 150 makes the request of 
the application server 140. Therefore, the application server 
responds at the TCP advertized window size, which may be 
used to reduce user bandwidth. 

[0115] V. The Hybrid Gateway 

[0116] Although only one hybrid terminal 110 is shown in 
FIG. 1, the invention can include a plurality of hybrid 
terminals 110. Preferably, all packets sent from all hybrid 
terminals 110 pass through the hybrid gateway 150 to get 
untunneled and have their advertized window size changed, 
if necessary. Thus, the hybrid gateway 150 is a potential 
system bottleneck. Because of this potential bottleneck, the 
functions of the hybrid gateway 150 are as simple as 
possible and are performed as quickly as possible. The 
hybrid gateway 150 has good Internet connectivity to mini­
mize the accumulated delay caused by packets waiting to be 
processed by the hybrid gateway 150. The hybrid gateway 
150 further performs the function of throttling data flow 
based on subscriber service level and subscriber time­
averaged throughput. Throttling is accomplished by 

[0117] FIG. 9 is a diagram of steps performed by the 
hybrid gateway 150 of FIG. 1. In step 910, the hybrid 
gateway 150 receives a tunneled packet representing a user 
request. The tunneled packet has a format shown in FIG. 5. 
The hybrid gateway 150"untunnels" the packet by stripping 
off the tunneling header and determines the throttling param­
eters based on the user service plan and running average 
throughput. Step 910 also performs the function of calcu­
lating the throttling, if any, to be applied to the request. After 
the completion of step 910, a step 915 appropriately modi­
fies the packet to reflect throttling, which is typically done 
through manipulation of advertized window size as specified 
in the TCP communication layer (see FIG. 11). After step 
915 has appropriately adjusted the TCP window size the 
packet is passed to the Internet 128. 

[0118] As described above, packets are sometimes broken 
into segments when they are sent in order to accommodate 
a small MTU of the SLIP provider 130. Packets may also be 
segmented as they pass through other elements of the 
Internet 128 having small MTUs. For fragmented packets, 
only the tunneled header is copied into the header of each 
segment. The hybrid gateway 150 stores fragmented packets 
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in a memory (not shown) and reassembles them in order 
before untunneling the original packet and passing it to the 
Internet 128. Preferably, a "time to live" value is assigned to 
each packet when it is sent by the driver 114 and if all 
segments do not arrive before a time to live timer expires, 
the packet is discarded. 

[0119] A Throttling 

[0120] 1. Throttling Based on Running Average Through­
put 

[0121] Referring to FIG. 14, a detailed flow diagram of 
the throttling process as performed by step 915 of FIG. 9 is 
shown. The process begins when a step 1400 receives 
untunneled data from step 910. Step 1410 determines 
account information for the user that made the request. 
Account information may include the user's service plan or 
level of service and the user's current state, which in turn 
correspond to the user's allowed peak and average data 
throughput rate. The hybrid gateway 150 maintains infor­
mation on the various service plans to which customers may 
subscribe and each user's usage and state information. 

[0122] The hybrid gateway 150 preferably maintains 
parameters on average throughput thresholds, allowed peak 
throughput rates and UDP discard rates for different levels of 
throttling for each service plan. This information is used to 
determine if a user's data throughput, or bandwidth, should 
be throttled. The throughput thresholds are measured in 
kilobits per second (kbps) and define the data rates for use 
as different throttling levels. The preferred embodiment 
defines two such levels, referred to as soft and hard throt­
tling. Each level has a corresponding peak throughput rate 
(measured in kbps) and a UDP discard rate. In the preferred 
embodiment, these rates are referred to as peak_soft_throttle 
throughput, peak_ hard_ throttle throughput, UDP_ soft_ dis­
card, and UDP_hard_discard. When user's throughput 
exceeds the soft or hard throughput thresholds, the user's 
allowed peak throughput is set to a soft or hard peak 
throughput rate. For example, one service plan may a have 
peak throughput of 400 kbps, 200 kbps, and 100 kbps when 
unthrottled, soft throttled, and hard throttled, respectively. 

[0123] The UDP hard and soft discard rates represent the 
rates at which UDP packets are discarded to decrease data 
throughput. For example, for a particular service plan, the 
hard and soft UDP discard rates may be 1 in 50 and 1 in 
1000, respectively. It should be noted that all of the thresh­
olds and rates disclosed in conjunction with throttling and 
FIG. 14 are exemplary and in the preferred embodiment of 
the present invention are fully programmable. 

[0124] The throttling and UDP discard rates can be 
obtained by examining the user's service plan and the user's 
state. In order to make the throttling process fast and efficient 
and to add some hysteresis to the process, the user's state 
calculation is done only at periodic intervals. In a preferred 
embodiment, the interval is one minute. 

[0125] A user's state depends on the user's service plan 
and the user's running average throughput. The running 
average throughput or the time-averaged data rate is main­
tained using a leaky bucket approach, similar to one used for 
rate-based flow control in a frame relay system. In the 
preferred embodiment, a bucket is maintained for each user 
and contains high-water marks or thresholds based on a 
user's service plan. Each packet downloaded by the user 

Ex.1025 / Page 18 of 22
Cisco Systems, Inc.

Ex.1025 / Page 18 of 22
Cisco Systems, Inc.



US 2002/0046264 Al 

causes the "water level" in the bucket to rise equal to the 
packet size in bytes. The bucket leaks at a rate defined by the 
user's service plan. The leak rate may vary depending on 
whether the user is connected or disconnected to the net­
work. The leak rates determine the average data rate that can 
be sustained by a user without the user's data throughput 
being throttled. The bucket thresholds determine the size of 
bursts ( over the average rate) that can be sustained by a user 
for an amount of time without the user's data throughput 
being throttled. For example, a soft threshold of 100 kbps 
with a leak rate of 64 kbps and a running average duration 
of 60 minutes implies that a 36 kbps burst can be sustained 
over and above an average of 64 kbps for 60 minutes without 
incurring throttling. With the same parameters, a 72 kbps 
burst can be sustained over and above the 64 kbps average 
for 30 minutes without incurring throttling. 

[0126] In the preferred embodiment, the state calculation 
and bucket leak operations are performed once per minute. 
If the amount of data in the user's bucket exceeds any of the 
thresholds, the user is placed in a corresponding throttled 
state. Since different peak throughputs are defined for dif­
ferent states, the user's throughput will vary depending on 
the user's state. In accordance with the present invention, the 
first few minutes of usage may be excluded from a user's 
state calculation. This prevents the user from being throttled 
immediately. Accordingly, a user's initial experience while 
using the system of the present invention will be better than 
if the user were to be immediately throttled. During the first 
few minutes of unthrottled usage, window size will be set to 
the maximum size possible. 

[0127] Various rules may be used to assign priority to 
different types of data. One such rule may include priori­
tizing data for transmission based on the type of connection 
made by the requesting terminal. One exemplary prioritiza­
tion may be such that real time traffic may be assigned the 
highest priority, broadcast traffic may be assigned the next 
highest priority, interactive TCP, UDP and all other IP traffic 
may be assigned the third highest priority, and Bulk TCP 
traffic (e.g., FTP, HTTP, NNTP, etc.) may be assigned the 
lowest priority. Additionally, the throttling mechanism may 
be configured to have minimal effect on interactive, or 
time-sensitive, TCP traffic and other IP traffic, while throt­
tling bandwidth-intensive applications. The hybrid gateway 
150 may use an amount of unacknowledged TCP data in the 
recent past to detect response-time sensitive and bandwidth­
intensive applications. 

[0128] A step 1420 uses the state information and user's 
service plan to compute the allowed peak throughput. It then 
uses the throughput value and the round-trip time estimates 
to compute the TCP window size if the user's request is for 
TCP data. In addition to throughput, the number of TCP 
connections that a user has open, the type of connections, 
and the type of data being transferred may be used as metrics 
when determining if a user should be throttled. Determining 
the type of data being requested includes examining a data 
packet and calculating an amount of unacknowledged data 
in the TCP connection queue. 

[0129] A step 1430 then compares the user's running 
average throughput to the user's throughput thresholds for 
his/her service plan. If the running average throughput is 
greater than the throughput thresholds, control is passed to 
step 1440. Step 1440 changes the user's state to throttle data 
throughput and reduce window size. 

9 
Apr. 18, 2002 

[0130] If running average throughput is less than the 
throughput thresholds, control is passed to block 1450, 
which changes the user's state to reduce throttling of 
throughput and increase window size. After the execution of 
either step 1440 or step 1450, control is passed to step 1460, 
which passes the data packet containing the request to data 
packet application servers 140 on routers via the Internet 
128 and restarts the throttling process for the next user. The 
functions performed by step 915 are the objects of the 
present invention. Bucket sizes, thresholds, peak through­
puts, and bucket leak rates are fully programmable in the 
preferred embodiment of the present invention. 

[0131] 2. Flow Control Mechanism 

[0132] The hybrid gateway 150 also includes a flow 
control mechanism for regulating the volume of information 
broadcast by the satellite gateway 160. The flow control 
mechanism maintains a measurement of the communica­
tions load on the satellite gateway 160. Load conditions may 
be measured by measuring the latency of data packets in the 
transmit queue. Preferably, this measurement is maintained 
over a range of 1 % to 100%; wherein 1 % represents a high 
load on the satellite gateway 160 and 100% represents no 
load on the satellite gateway 160. The effective window size 
of user is multiplied by the satellite gateway 160 load 
measurement. Therefore, when communications traffic is 
low, each user's effective window size will be multiplied by 
100% and will not be reduced. Conversely, when commu­
nications traffic is high at the satellite gateway 160, each 
user's effective window size is multiplied by the measure­
ment, which may be e.g., 50%. Therefore, when satellite 
gateway 160 traffic is high, each user's window size will be 
reduced by the same percentage. 

[0133] 3. Throttling Based on Historical Usage Patterns 

[0134] In other embodiments the present invention, his­
torical usage patterns may be used to exempt users from 
having their bandwidth throttled. This feature is intended to 
ensure that historically low data throughput users can get 
high data throughput volumes on a periodic basis, while 
historically high data throughput users are throttled when 
they abuse system resources. Historical usage patterns for a 
number of days may be generated once per day. For 
example, a user's historical usage over the past "N" (e.g., 30 
or 60) days will be generated and compared to a user's 
service plan to determine if the user should be in an exempt 
plan for low-usage users or a non-exempt plan for high­
usage users. In an exempt plan, a user cannot be throttled. 
Conversely, in a non-exempt plan, a user may be throttled. 

[0135] For each user, the NOC must acquire daily usage 
data that includes: 

[0136] 1) An identifier for a particular user site, 
which may be noted as "Site ID." 

[0137] 2) Data that indicates the date of the daily 
usage data, which may be noted as "Usage Date." 

[0138] 3) The number of bytes of data sent over the 
satellite to that site, which may be noted as "Bytes 
TX." 

[0139] Accordingly, usage over the past "N" days can be 
calculated using past daily usage data. 

[0140] To implement throttling based on historical usage 
patterns, the NOC must compare the data transferred to a 
user with stored thresholds. These thresholds may include, 
but are not limited to: 
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[0141] 1) A threshold indicating the maximum num­
ber of bytes that can be sent to a user over a satellite 
in the last "N" days (e.g., 30 or 60 days) before the 
user is switched to a non-exempt plan may be noted 
as "MaxNDays Threshold." 

[0142] 2) A threshold indicating the minimum num­
ber of bytes that can be sent to the user over a 
satellite in the last "N" days (e.g., 30 or 60 days) 
before the user is switched to an exempt plan, which 
may be noted as "MinNDays Threshold." 

[0143] 3) A threshold indicating the maximum num­
ber of bytes that can be sent to the user over a 
satellite in the previous day before the user is 
switched to an non-exempt plan, which may be noted 
as "MaxlDay Threshold." 

[0144] 4) A threshold indicating the minimum num­
ber of bytes that can be sent to the user over a 
satellite in the previous day before the user is 
switched to an exempt plan, which may be noted as 
"MinlDay Threshold." 

[0145] The "lDay" thresholds are selected such that a 
person in an exempt plan will have a higher "MaxlDay" 
threshold that a person in an non-exempt plan. This selection 
of thresholds allows a user who is in an exempt plan to have 
a higher one day download total than a user who is in an 
non-exempt plan. The concept is that a chronic over-user 
that is in the non-exempt plan should not be given the 
one-day latitude that a rare over-user in the exempt plan is 
given. 

[0146] During operation the NOC examines the daily 
usage table for each user site. If a user's usage statistics 
indicate that he/she has downloaded an amount of data over 
either the "MaxNDay" threshold or the "MaxlDay" thresh­
old, the user will be placed in the non-exempt group and 
his/her data throughput may be throttled. Conversely, if the 
user's statistics indicate that the amount of data transferred 
is below either the "MinNDay" threshold or the "MinlDay" 
threshold, the user will be placed in the exempt group and 
his/her bandwidth will not be subject to throttling. For 
example, if a user's "MaxNDays" threshold is set to 100 MB 
over 30 days, a user will be placed in the non-exempt group. 
Once a user is in the nonexempt group, the user's 
"MinNDays" threshold may be set to 50 MB over 30 days. 
Accordingly, a non-exempt user will return to being an 
exempt user when his/her data throughput over 30 days is 
lower than 50 MB. 

[0147] B. ARP Responding 

[0148] Preferably, the satellite gateway 160 is on a same 
physical network as the hybrid gateway 150. As shown in 
step 920 of FIG. 9, when a router on the same physical 
network as the satellite gateway 160 and the hybrid gateway 
150 sends out an ARP for the IP address of the satellite 
gateway 160 (to find a physical address of the satellite 
gateway 160), the hybrid gateway 150 responds and says 
"send it to me." The hybrid gateway 150 needs to intercept 
packets intended for the satellite gateway 160 because it 
needs to encapsulate packets for the satellite gateway 160 as 
follows. 
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[0149] C. Satellite Packetizing 

[0150] The following describes how packets travel from 
the application server 140 through the hybrid gateway 150 
and to the satellite gateway 160. The following explanation 
is given by way of example and is not intended to limit the 
scope of the present invention. As shown in step 930 of FIG. 
9, the hybrid gateway 150 encapsulates replies from the 
application server 140 into a satellite packet format. FIG. 10 
is a diagram showing a format of a satellite packet sent to the 
satellite gateway 160 of FIG. 1. A satellite packet includes 
the data 1010 of an original IP packet, and a satellite header 
1020, and a LLC-1 header 1030 added by the hybrid 
gateway 150. 

[0151] The satellite gateway 160 expects IP packets to be 
encapsulated first in a special satellite packet and then within 
an LLC-1 IEEE 802.2 link level control, type 1 packet. The 
satellite header 1020 identifies the downlink and contains a 
sequence number and the packet length. The LLC-1 header 
1030 preferably is used to send the packet to the satellite 
gateway 160, in an Ethernet LAN. The hybrid gateway 150 
prepares packets for the satellite gateway 160 by appending 
headers 1020 and 1030 to the front of an IP packet 1010. 

[0152] The receiver in the hybrid terminal 110 does not 
receive the LLC-1 header 1030. The hybrid terminal 110 
identifies packets intended for it by checking a least signifi­
cant byte in the satellite IP address. Thus, a six-byte satellite 
destination address is determined by reversing an order of 
bytes of the satellite IP address for the hybrid terminal 110 
and then padding the rest of the address with zeroes. 

[0153] VI. The Satellite Gateway 

[0154] The satellite gateway 160 can include any combi­
nation of hardware and software that connects the satellite 
transmitter 170 to the hybrid gateway 150. The satellite 
transmitter 170 and the satellite receiver 180 can be any 
combination of hardware and software that allows data to be 
transmitted by the satellite transmitter 170 and received by 
the satellite receiver 180, and to be input to the hybrid 
terminal 110. For example, the satellite gateway 160 pref­
erably is a personal computer with a high-speed Ethernet 
connection to hybrid terminal 110. When the satellite gate­
way 160 receives a packet from the hybrid gateway 150, it 
sends it over the satellite link. 

[0155] Satellite communication may be effected by, for 
example, the Personal Earth Station or the VSAT designed 
and manufactured by Hughes Network Systems. In a pre­
ferred embodiment, a one-way version of the Personal Earth 
Station is used. Yet another embodiment uses a system that 
allows the hybrid terminal 110 to be connected directly to 
the satellite receiver 180 via Hughes Network Systems' 
DirecPC® product. 

[0156] At the downlink, the satellite receiver 180 includes 
a 0.6 meter receive-only antenna receiving HDLC encapsu­
lated LAN packets. Satellite interface 120 includes rate 2/3 

Viterbi/Reed-Soloman concatenated forward error correc­
tion. 

[0157] A Protocol Spoofing 

[0158] TCP/IP protocol specifies that only a predeter­
mined number of packets can be outstanding during trans­
mission, i.e., that only a limited number of packets can be 
sent before an ACK ( acknowledgment) is received. The high 
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bandwidth and long delays incurred in sending packets to an 
orbiting satellite and back means that at any given time, a 
large number of packets may be "in the pipe" between 
transmitter and receiver. 

[0159] When using conventional TCP/IP protocol, the 
application server 140 sends a predetermined number of 
packets in accordance with a predetermined window size, 
and then waits to receive ACKs over the modem link before 
sending additional packets. The purpose of windowing is to 
limit a number of packets that must be re-sent if no ACK is 
received and to provide flow control, e.g., to prevent sending 
packets faster than they can be received. The packets that 
have not been ACK'ed are stored in a memory so that they 
can be re-sent if no ACK is received. 

[0160] In a preferred embodiment of the present invention, 
the hybrid gateway 150"spoofs" the application server 140 
to improve the throughput over the satellite link. Specifi­
cally, the hybrid gateway 150 sends an ACK to the appli­
cation server 140, even though a corresponding packet may 
not have been received by the hybrid terminal 110 via the 
satellite at the time. 

[0161] FIG. 12 is a ladder diagram showing packets sent 
from the application server 140 to the hybrid gateway 150 
and from the hybrid gateway 150 to the hybrid terminal 110 
through the satellite link. FIG. 12 is not drawn to scale. In 
FIG. 12, the application server 140 sends a message #1 to 
the hybrid gateway 150. The propagation time for this 
transmission is relatively short. The hybrid gateway 150 
immediately creates an ACK packet and sends it to the 
application server 140. The hybrid gateway 150 also sends 
packet #1 to the hybrid terminal 110 through the satellite 
link. This transmission has a long propagation delay. When 
the hybrid terminal 110 receives the packets, it sends an 
ACK #1 back to the hybrid gateway 150 (e.g., using the 
tunneling mechanism described above). In a system that 
does not use tunneling, the hybrid gateway 150 needs to 
intercept the ACK packet from the hybrid terminal 110. 

[0162] FIGS. 13(a) through 13(e) are flowcharts of steps 
performed by the hybrid gateway 150 of FIG. 1 during 
protocol spoofing. In step 1302 of FIG. 13(a), the hybrid 
gateway 150 receives a packet from the application server 
140 indicating that a new connection is being formed 
between the application server 140 and the hybrid terminal 
110. In step 1304, the hybrid gateway 150 sets up a queue 
or similar data structure in memory to save un-ACK'ed 
packets for the new connection. FIG. 13(b) shows corre­
sponding steps performed by the hybrid gateway 150 when 
the connection is closed. The hybrid gateway 150 receives a 
packet indicating the closure in step 1306 and deletes the 
queue and saved values for the connection in step 1308. 

[0163] In step 1310 of FIG.13(c), the hybrid gateway 150 
fails to receive an ACK for a packet number X from the 
hybrid terminal 110 before an end of a predetermined 
timeout period. The hybrid gateway 150 maintains a timer 
for each un-ACK'ed packet. At the end of the predetermined 
period, the hybrid gateway 150 retransmits a packet corre­
sponding to the expired timer. In step 1312, the hybrid 
gateway 150 resends packet number X which it previously 
saved in the memory queue for this connection (see FIG. 
13(d) below). 

[0164] In step 1314 ofFIG.13(d), the hybrid gateway 150 
receives a packet from the application server 140. In step 

11 
Apr. 18, 2002 

1316, the hybrid gateway 150 sends the received packet to 
the satellite gateway 160, where it is transmitted over the 
satellite link, and saves the packet in case it needs to be 
retransmitted (see FIG.13(c)). The hybrid gateway 150 then 
creates an ACK packet to send to the application server 140 
in step 1318. The created ACK packet incorporates a format 
shown in FIG. 11. The hybrid gateway 150 creates an ACK 
number for field 1104. The ACK number is determined as 
follows: 

[0165] The hybrid gateway 150 saves the following infor­
mation for each connection: 

[0166] 1) Send sequence number-a highest in-se­
quence number of packets sent by the application 
server 140 over the connection. 

[0167] 2) ACK sequence number-the ACK 
sequence number from the most recent packet sent 
by the hybrid terminal 110 over this connection. 

[0168] 3) ACK window size-the window size from 
the most recent packet from the hybrid terminal 110 
over this connection. 

[0169] 4) ACK number-the ACK sequence number 
that is relayed to the application server 140. The 
ACK number is set to: 

[0170] minimum (send sequence number, ACK 
sequence number+spoofed window size-ACK 
window size) 

[0171] 5) Spoofed window size-predetermined 
maximum number window size to be allowed on this 
connection. 

[0172] When the hybrid gateway 150 inserts the ACK 
number in the packet, it also calculates the packet's check­
sum 1106. 

[0173] In step 1320 of FIG. 13(e), the hybrid gateway 150 
receives an ACK packet over the modem link from the 
hybrid terminal 110. In step 1322, the hybrid gateway 150 
removes from the queue the packet for which the ACK was 
received. Because an ACK was received, the packet does not 
need to be re-sent. In the TCP/IP protocol, a packet con­
taining an ACK may or may not contain data. 

[0174] In step 1328, the hybrid gateway 150 forwards the 
received ACK packet to application server 140. The appli­
cation server 140 may simply disregard the packet if it 
contains an ACK and no data. In another embodiment, the 
hybrid gateway 150 simply discards a packet received from 
the hybrid terminal 110 that contains an ACK, but no data. 

[0175] If the connection goes down, either explicitly or 
after a predetermined period of time, the hybrid gateway 150 
deletes the saved packets for the connection. 

[0176] VII. Summary 

[0177] In summary, the present invention allows a per­
sonal computer to send messages into the Internet using a 
conventional dial-up link and to download data from the 
Internet using a high-speed one-way satellite link, which has 
a variable download rate for each user. In a preferred 
embodiment, the invention uses a conventional ISP provider 
to connect to the Internet and uses a commercial software 
TCP/IP package that has a standard driver interface. The 
present invention maintains a running average throughput 
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for each user and reduces the user's available bandwidth if 
the running average throughput exceeds the thresholds 
defined for the user's service plan. The reduction in through­
put is accomplished through a decrease in the TCP window 
size advertized to the application servers. Additionally, a 
spoofing protocol compensates for the long propagation 
delays inherent to satellite communication. 

[0178] While the present invention is disclosed with 
respect to a satellite data transfer system, the scope of the 
invention is not limited thereto. Specifically, the method of 
the present invention may be used in a conventional terres­
trial application, wherein a user places a call to an ISP that 
makes requests of application servers connected to the 
internet. The present invention may be implemented at the 
ISP site to regulate the bandwidth allocated to subscribers. 
Specifically, the ISP server may alter the advertized window 
size of the TCP requests from the users. By modifying the 
advertized window size, the user's bandwidth is reduced 
because the application server responds at a slower speed 
related to the reduced advertized window size. 
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[0179] Other embodiments of the invention will be appar­
ent to those skilled in the art from consideration of the 
specification and practice of the invention disclosed herein. 
It is intended that the specification and examples be con­
sidered as exemplary only, with the true scope of the 
invention being indicated by the following claims. 

What is claimed is: 
1. A system for retrieving data from a source computer 

coupled to a TCP/IP network, comprising: 

a hybrid gateway coupled to the network; and 

a plurality of requesting terminals coupled to the network, 
the requesting terminals receiving data from the source 
computer at variable rates controlled by the hybrid 
gateway. 

* * * * * 
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