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(57) ABSTRACT 

Methods and apparatus for bandwidth metering in large-scale 
networks are disclosed. Metadata for a network transmission 
involving a virtualized resource at a host of a provider net­
work, including endpoint address information and a traffic 
metric, is determined at a metering component. The metadata 
is aggregated at another metering component and provided to 
a traffic classification node. The traffic classification node 
generates a categorized usage record for the network trans­
mission, based at least in part on network topology informa­
tion associated with the provider network. The categorized 
usage record is used to determine a billing amount for the 
network transmission. 
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Instantiate classification fleet nodes (and, optionally, topology observer fleet 
nodes) of provider network; start collecting network topology data 601 

1' 

At host, determine network metadata (such as endpoint IP addresses, 
transfer sizes) associated with incoming/outgoing network traffic to virtualized 
resources, e.g., using low-overhead kernel-mode metering component 604 

, ' 
Transfer network metadata to aggregation component (e.g., user-mode 

metering component at the host), configured to combine network metadata 
into endpoint-address-based groups in accordance with aggregation policy 

608 

, ' 

Transmit aggregated metadata to classification node 610 

, ' 

Generate categorized usage records at classification node, e.g., using time-
indexed network topology information and/or mapping policies 615 

1' 

Provide categorized usage records to billing node 620 

1' 

Generate client billing amounts for network traffic 625 

FIG. 6 
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Collect configuration change data at topology observer node, e.g., new BGP 
route advertisements from transit center routers and/or new private networking 

configuration information 801 

+ 
Transmit timestamped topology information to topology authority 804 

+ 
At topology authority, organize topology information from TO node(s) into time-

indexed topology records, store in database 808 

♦ 
Receive aggregated timestamped metadata from UMCs at CN 812 

+ 
At CN. generate categorized usage records, e.g., by matching timestamps with 
time-indexed topology records from database, and consulting applicable policies 

(e.g., mapping precedence policies) 816 

+ 
Optionally, audit usage records (e.g., to match outflow from source to inflow at 

destination), and initiate investigation of any anomalies found 820 

FIG. 8 
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BANDWIDTH METERING IN LARGE-SCALE 
NETWORKS 

BACKGROUND 

[0001] More and more computing applications are being 
migrated to the cloud environment. Some large-scale pro­
vider networks support dozens of multi-tenant cloud-based 
services serving thousands of clients distributed around the 
world. These types of services often rely upon the use of 
virtualization technologies, such as virtualized compute serv­
ers, virtual storage devices, and virtual networks of various 
kinds. Depending on the type of virtualization techniques 
being used, a single underlying resource (such as a host or 
server) may often support multiple logical or virtualized 
resource instances potentially serving the needs of multiple 
clients concurrently. 

[0002] Clients are typically billed for their use of such 
services in two ways: flat fees based, for example, on enabling 
a service to begin with, or on reserving some set of resources, 
and usage-based fees. Determining the up-front or flat fee that 
a given client is to be billedforobtaining access to a particular 
service, or for reserving a resource instance, is usually 
straightforward. Determining the usage-based fees for a 
given service, on the other hand, may require a non-trivial 
amount of metering and tracking. For example, a particular 
service may involve the use of compute cycles (e.g., CPU 
usage at various virtualized compute servers), storage space 
( e.g., some amount of persistent storage at various storage 
servers), as well as network bandwidth ( e.g., associated with 
data transfers performed directly or indirectly at client 
request and/or commands issued on behalf of the client). The 
usage of each of these types ofresources impacts the expenses 
incurred by the provider network operator implementing the 
services, leading to the requirement for usage-based fees. 
Accounting for clients' resource consumption accurately and 
fairly may itself consume resources of the provider network, 
however, and as a result, tradeoffs between the overhead 
associated with metering and billing and the granularity at 
which resource usage details are captured may have to be 
considered for various resource types. 

[0003] Achieving accurate and yet efficient metering may 
be even more of a problem for network bandwidth usage than 
for other types of resources. For some types of services, it 
may be relatively easy to identify the "ownership" (i.e., bill­
ing responsibility) for a certain data transferover the network, 
for example because a given object transfer may be initiated 
as a result of an invocation of a particular type of application 
programming interface (API) defined for the service, which 
can be traced to the client that invoked the APL However, for 
other types of services, such as a service that implements 
virtual compute servers, it may not be so easy to track data 
transfers---e.g., after a particular virtual compute server is 
instantiated, the client may run various network-utilizing 
applications on the server, into which the provider network 
operator has little or no direct visibility. The complexity of 
assigning ownership for network traffic for a given service 
may increase further due to various factors: e.g., because 
multiple clients' traffic (potentially associated with any of 
several services) may be directed to or from a single physical 
server, because any given unit of network traffic may poten­
tially be associated with multiple services ( e.g., one service at 
the sending end and a different service at the receiving end), 
and/or because the network topology may change over time. 
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BRIEF DESCRIPTION OF DRAWINGS 

[0004] FIG. 1 illustrates an example system environment, 
according to at least some embodiments. 
[0005] FIG. 2 illustrates metering components that may be 
implemented at a virtualization host, according to at least 
some embodiments. 
[0006] FIG. 3 illustrates example constituent elements of a 
networking metadata record used in a metering system, 
according to at least some embodiments. 
[0007] FIG. 4 illustrates example elements of an aggrega­
tion policy for networking metadata, according to at least 
some embodiments. 
[0008] FIG. 5 illustrates example interactions between a 
traffic classification node and other elements of a distributed 
metering system, according to at least some embodiments. 
[0009] FIG. 6 is a flow diagram illustrating aspects of 
operations that may collectively implement endpoint 
address-based metering in a distributed fashion in a provider 
network, according to at least some embodiments. 
[0010] FIG. 7 is a flow diagram illustrating aspects of 
operations that may be performed by a kernel-mode metering 
component and a user-mode metering component at a virtu­
alization host, according to at least some embodiments. 
[0011] FIG. 8 is a flow diagram illustrating aspects of 
operations that may be performed to generate time-indexed 
network topology information, according to at least some 
embodiments. 
[0012] FIG. 9 is a block diagram illustrating an example 
computing device that may be used in at least some embodi­
ments. 
[0013] While embodiments are described herein by way of 
example for several embodiments and illustrative drawings, 
those skilled in the art will recognize that embodiments are 
not limited to the embodiments or drawings described. It 
should be understood, that the drawings and detailed descrip­
tion thereto are not intended to limit embodiments to the 
particular form disclosed, but on the contrary, the intention is 
to cover all modifications, equivalents and alternatives falling 
within the spirit and scope as defined by the appended claims. 
The headings used herein are for organizational purposes 
only and are not meant to be used to limit the scope of the 
description or the claims. As used throughout this application, 
the word "may" is used in a permissive sense (i.e., meaning 
having the potential to), rather than the mandatory sense (i.e., 
meaning must). Similarly, the words "include," "including," 
and "includes" mean including, but not limited to. 

DETAILED DESCRIPTION 

[0014] Various embodiments of methods and apparatus for 
bandwidth metering for large-scale networks, such as pro­
vider networks implementing a plurality of services, are 
described. Networks set up by an entity such as a company or 
a public sector organization to provide one or more multi­
tenant services (such as various types of cloud-based com­
puting or storage services) accessible via the Internet and/or 
other networks to a distributed set of clients may be termed 
provider networks in this document. The term "multi-tenant" 
may be used herein to refer to a service that is designed to 
implement application and/or data virtualization in such a 
manner that different client entities are provided respective 
customizable, isolated views of the service, such that one 
client to whom portions of the service functionality are being 
provided using a given set of underlying resources may not be 
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aware that the set of resources is also being used for other 
clients. Generally speaking, a provider network may include 
numerous data centers hosting various resource pools, such as 
collections of physical and/or virtualized computer servers, 
storage devices, networking equipment and the like, needed 
to implement, configure and distribute the infrastructure and 
services offered by the provider. Some provider networks 
may support both single-tenant and multi-tenant services. For 
at least some of the services implemented in a provider net­
work, clients may be billed based at least in part on the 
network bandwidth usage associated with their use of the 
service. Accordingly, the provider network operator may 
establish a distributed traffic metering system to efficiently 
collect network metadata (including, for example, the amount 
of data transferred and the Internet Protocol (IP) addresses of 
endpoints involved in a given data transfer), and utilize the 
collected metadata together with up-to-date network topol­
ogy information to enable the accurate attribution of network 
traffic to different clients. Details regarding the various con­
stituent components of such a distributed metering system are 
provided below for various embodiments. A number of dif­
ferent types of computing devices may be used singly or in 
combination to implement the distributed metering system 
and other resources of the provider network in different 
embodiments, including general purpose or special purpose 
computer servers, storage devices, network devices and the 
like. 

[0015] A subset of the resources of the provider network 
may in some embodiments be offered for use by clients in 
units called "instances," such as virtual or physical compute 
instances, storage instances, or network resource instances. A 
virtual compute instance may, for example, comprise one or 
more virtual servers with a specified computational capacity 
(which may be specified by indicating the type and numberof 
CPUs, the main memory size, storage device number and 
size, and so on) and a specified software stack ( e.g., a particu­
lar version of an operating system, which may in turn run on 
top of a hypervisor). Resource instances of various kinds, 
including virtual compute instances, storage resource 
instances or network resource instances, may be instantiated 
on systems termed "virtualization hosts" ( or more simply, 
"hosts") herein. In some embodiments, an instance host plat­
form capable of instantiating N different virtual compute 
instances of a particular type may, for example, comprise a 
hardware server with a selected set of relatively low-level 
software components initially installed, such as virtualization 
manager software and/or operating system software typically 
utilizing a small fraction of the hardware server's compute 
capabilities. In some implementations, one or more instances 
of an operating system may be established for management 
purposes on a host and may not be assigned for use by client 
applications-that is, the virtualization management soft­
ware on the host may include an operating system instance, 
which may be referred to herein as a "management operating 
system" or a "management software stack". As more virtual 
compute instances are launched, a larger portion of the serv­
er's compute capabilities may get used, e.g., for client appli­
cations running on the different virtual compute instances 
with their own operating system instances. As described 
below in further detail, one or more components of a man­
agement software stack running on a host may be used for 
network traffic metering purposes in some embodiments. For 
example, according to one embodiment, a lightweight kernel­
mode on-host metering component may be configured to 

2 
Nov. 27, 2014 

collect low-level networking metadata associated with net­
work transfers, such as the endpoint (source or destination) 
Internet Protocol (IP) address for a given set of one or more 
packets and the transfer size ( e.g., number of bytes trans­
ferred). The acronym "KMC" may be used herein to represent 
such a kernel-mode metering component. Another on-host 
metering component, e.g., a user-mode component (UMC) of 
the management operating system, may receive and aggre­
gate the metadata obtained by the kernel-mode component in 
such an embodiment. For example, in one implementation the 
UMC may be configured to combine all the metadata col­
lected over some time period for any given endpoint IP 
address into one record. In some embodiments, as described 
below, the UMC ( or the KMC) may combine metadata for a 
set of IP addresses (e.g., a range of IP addresses A.B.C.*, 
where the * represents a wildcard), e.g., if the number of 
distinct IP addresses for which metadata is collected in a 
given time interval exceeds some threshold. 

[0016] According to one embodiment, one or more com­
puting devices of the provider network may be collectively 
designated as nodes of a traffic classification fleet. These 
traffic classification nodes (which may be referred to herein 
simply as classification nodes or CN s) may be configured to 
receive aggregated metadata records transmitted from the 
hosts (e.g., by UMCs). The CNs may also be configured to 
obtain or generate time-indexed representations of the net­
work topology of at least some portions of the provider net­
work, comprising such information as the set ofIP addresses 
associated with a given client and/or with a given service at a 
given point in time. Using the time-indexed network topol­
ogy, a given CN may map at least a portion of the networking 
metadata collected at a given set of hosts, to one or more 
billable usage categories that can be used to generate billing 
amounts for network transfers. In some embodiments, the CN 
may use such a mapping technique to generate categorized 
usage records corresponding to the traffic metadata collected 
at the hosts. The categorized usage records may then be used 
(in some cases after further aggregation steps), e.g., at billing 
nodes of the provider network, to generate the billing 
amounts to be provided to clients for the network traffic that 
was generated on behalf of the clients at the hosts. In one 
embodiment, each categorized usage record may include at 
least (a) an indication of a billable usage category and (b) a 
measure of the detected amount of traffic associated with that 
billable usage category during some time interval. It is noted 
that the term "usage category" may be used as a substitute for 
the term "billable usage category" in the following descrip­
tion. 

[0017] Consider the following example of the kinds of 
operations that may be performed by a CN in one embodi­
ment. The CN may receive networking metadata (including 
destination endpoint IP addresses) regarding 1000 megabytes 
of data transferred from a given virtualization host during a 
time period T 1. The CN may use time-indexed network topol­
ogy information to determine to which client or clients the IP 
addresses should be assigned for billing purposes, and/or with 
which specific service or services the data transfers should be 
associated. As an example, the CN may generate categorized 
usage records similar to the following for the 1000 mega­
bytes: ((500 megabytes, client Cl, service Sl, usage category 
Ul ), (250 megabytes, client C2, service S2, usage category 
U2), (200 megabytes, client C3, service S3, usage category 
U3), (50 megabytes, client Cl, service S4, usage category 
U4)). The usage categories in this example may indicate 
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billing differences based on factors such as whether the traffic 
flowed entirely within the provider network or whether at 
least some of the traffic flowed outside the provider network, 
whether the client had established a discounted rate for cer­
tain types of traffic to certain IP addresses, and the like. 

[0018] Thus, in at least one embodiment some usage cat­
egories may be defined based on whether all the correspond­
ing traffic was completely intra-provider-network (i.e., only 
internal paths within the provider network were used) or at 
least partially extra-provider-network (i.e., at least some net­
work paths external to the provider network were used); other 
usage categories may be defined based on the services 
involved (e.g., whether a private network service was used), 
or based on special cases such as whether a private direct 
physical link established on behalf of a client was used for the 
data transfer, as described below with reference to FIG. 1. In 
at least some embodiments, intra-provider network traffic 
may be further classified for billing purposes into subcatego­
ries such as local-provider-network traffic and inter-region­
provider-network traffic, where traffic between endpoints that 
are located within a given set of one or more data centers in a 
given geographical region is classified as local-provider-net­
work traffic, while traffic that crosses geographical region 
boundaries defined by the provider network operator is clas­
sified as inter-region-provider-network traffic. Similar cat­
egorized usage records may be generated for traffic from a 
plurality of hosts of the provider network. In some embodi­
ments, a fleet of topology observer nodes may be set up in the 
provider network to monitor network configuration changes 
( e.g., due to dynamic routing changes that may affect part of 
the provider network's traffic flow as described below in 
scenarios in which private links are established with client 
networks). In at least one such embodiment, network con­
figuration change monitiored by the topology observer nodes 
may be consolidated by a topology authority. A topology 
authority may, for example, comprise one or more hardware 
and/or software components of the provider network respon­
sible for combining network configuration information to 
produce authoritative representations or records of network 
topology, as of different points in time, for various parts of the 
provider network (and/or some set of external networks 
linked to the provider network). Consolidated, time-indexed 
network topology information may be stored in a database or 
repository by the topology authority in some embodiments, 
and the CNs may utilize the consolidated topology informa­
tion to generate the categorized usage records. 

[0019] By distributing the work of assigning client owner­
ship of measured network traffic across a plurality of compo­
nents, such as the KMCs, UMCs, and CNs as described 
above, a highly scalable mechanism may be implemented in 
at least some embodiments, capable of handling tens of thou­
sands of concurrent client devices at respective IP addresses 
utilizing services from tens of thousands of virtualization 
hosts. The overhead on the virtualization hosts themselves 
may be minimized by performing only a small set of opera­
tions at the kernel layer, thus reducing interference to the 
low-level networking stack operations involved in transmit­
ting or receiving the data. The use of a dedicated fleet of CN s 
for the generation of the categorized usage records may 
ensure that as the number of clients, endpoints, and services 
increases, the metering load does not increase proportion­
ately at the virtualization hosts, i.e., that the impact of the 
metering on the clients' applications is kept as low as pos­
sible. 
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[0020] According to some embodiments, the components 
of the distributed metering system may need to take into 
account various factors that may complicate the basic meter­
ing mechanism introduced above. For example, in some 
embodiments, various types of private networks or special­
purpose networks may be supported by a provider network. 
Some clients may set up private networks within the provider 
network (which may be termed "virtual private clouds" or 
VPCs in some scenarios), in which the clients have substan­
tial flexibility in assigning network addresses to devices of the 
private networks. As a result, a particular IP address IP! 
assigned as part of a private network may actually be the same 
IP address that is assigned to some other device elsewhere in 
the provider network or outside the provider network. The 
network metadata collected for traffic associated with the 
private network may take such potentially misleading end­
point address information into account, e.g., by the KMC 
communicating with the portion of the networking stack that 
is aware of the private network configuration. In addition, in 
some embodiments, the provider network may enable a client 
to establish a private, direct physical link (which may be 
referred to in some scenarios as a "direct connect" link) at a 
transit center between the provider network and a client's 
own network, and as a result routing information associated 
with the client network may also have to be taken into account 
by the metering infrastructure of the provider network. In one 
embodiment, the provider network may allow the establish­
ment ofVPN s (virtual private networks) between portions of 
the provider network (such as a particular client's private 
network) and client networks, and the network topology asso­
ciated with such VPN s may also have to considered for meter­
ing and billing purposes. 
[0021] In various embodiments, a substantial volume of 
metering-relatedmetadata may potentially be generated, e.g., 
if a given client application on a virtualization host estab­
lished communications with a large number of distinct end­
points in a relatively short period of time. In order to avoid 
overwhelming the resources available for the metering sys­
tem (e.g., the memory or compute resources used for the 
KM Cs or UM Cs, as well as the networking resources used to 
transmit the collected metadata to the CN s ), in at least some 
embodiments various additional aggregating and/or sampling 
techniques may be dynamically introduced as needed. For 
example, in one implementation, if the number of endpoint IP 
addresses associated with traffic from a given host exceeds a 
threshold N during a time period T seconds, instead of con­
tinuing to monitor endpoint IP addresses for all packets, the 
endpoint addresses of only a random sample of the packets 
detected during the next T seconds may be collected. Simi­
larly, various optimization techniques may be used at the 
UM Cs as well in some embodiments, to ensure that the over­
head associated with traffic metering remains low. Details 
regarding the various features of metering systems that may 
be implemented in various embodiments, including the func­
tions described earlier as well as various kinds of optimiza­
tions and special cases, are provided below. 

Bandwidth Metering System Environment 

[0022] FIG. 1 illustrates an example system environment, 
according to at least some embodiments. As shown, system 
100 includes a provider network 102, configured to imple­
ment a plurality of network-accessible multi-tenant (and/or 
single-tenant) services. Each service may be managed by a 
respective service manager (SM), which may itself comprise 
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one or more hardware and/or software components or 
resources. A compute SM 146 may be configured to imple­
ment and manage a multi-tenant virtual compute instance 
service, for example. Similarly, a storage SM 147 may admin­
ister a multi-tenant storage service, a database service may be 
managed by a database SM 148, and various other SMs 149 
may be configured for respective services implemented using 
resources of the provider network 102. In at least some 
embodiments, some services (such as an internal topology 
management service described below) may be used primarily 
for internal, administrative purposes, while other services 
may implement features accessible directly by clients. In the 
depicted embodiment, one or more of the services may be 
provided in the form of virtualized resources (VRs) 114, such 
as virtualizedresources 114A, 114B and 114C onhost 105A 
and virtualized resources 114K, 114L, 114M and 114N on 
host 105B. Virtualized resources 114 may include, for 
example, instances of virtual compute servers (managed by 
compute SM 146) orvirtualized storage devices (managed by 
storage SM 147) in various embodiments. For example, a 
virtualized resource 114 corresponding to a compute service 
may comprise a virtual compute server instantiated at the host 
105 at a client's request. The provider network 102 may 
comprise large numbers ( e.g., many thousands) of hosts 105 
distributed across numerous data centers in different geo­
graphical regions in some embodiments; for ease of presen­
tation, however, only two example hosts 105 are shown in 
FIG. 1. Several different virtualized resources, at least some 
of which may be owned by or assigned to different clients 
than others, may be instantiated on a single host 105 in some 
embodiments. In at least some embodiments, the provider 
network may include two types of logical and/or physical 
network paths----data network paths 137 used primarily for 
transfers of client-generated data associated with the various 
services, and control network paths 138 used primarily for 
administrative and/or management operations ( e.g., to sup­
port metering operations of the kinds described below). 

[0023] Generally speaking, clients (e.g., application 
executed on behalf of customers of the provider network) 
may access the virtualized resources 114 of a given host 105 
from various different types of network locations in different 
embodiments, such as at least the following categories of 
network locations. Some clients may access the virtualized 
resources 114 from a client network similar to 130B, which is 
linked to the provider network via links 133 of the public 
Internet in the depicted embodiment. In some embodiments, 
the provider network operator may enable the establishment 
of private, direct physical links (such as link 127) to a client 
network such as 13 0A; typically, such direct private links may 
be established at a transit center 152 or another edge location, 
e.g., at premises where some but not all of the networking 
equipment and infrastructure is owned, controlled or man­
aged by the provider network operator. The establishment of 
such direct physical links to client networks such as 130A 
may enable clients to obtain higher bandwidth, often at a 
cheaper price than would be possible if third-party network 
service providers were used to link the client's external net­
work 130A to the provider network 102. In some embodi­
ments, clients that utilize such private direct physical links 
may be given discounts on network bandwidth usage by the 
provider network operator, e.g., relative to clients that rely on 
third-party providers or on the public Internet. In one embodi­
ment, at least some client applications may access the virtu­
alized resources 114 at one host 105 from a different host 

4 
Nov. 27, 2014 

105---e.g., some of the client's network traffic may pass only 
through internal data network paths 137, and may not leave 
the provider network. In one embodiment, the provider net­
work 102 may support one or more private network service­
smanaged by a private network SM 144. A private network 
may comprise a plurality ofhosts 105 as well as other types of 
compute, storage and/or networking resources, over which 
the client is provided substantial administrative control with 
respect to network addressing and configuration-for 
example, in some implementations a client that owns a private 
network may assign arbitrary public and/or private IP 
addresses to various devices within the private network, with­
out being required to avoid possible duplication or overlaps in 
addresses with devices outside the private network. In some 
cases, a private gateway (not shown explicitly in FIG. 1) may 
be set up between a particular client's private network and the 
client's external network 130, enabling devices using private 
addresses within the private network to communicate with 
client devices in the client network 130 via a VPN (virtual 
private network). 

[0024] In at least some embodiments, the rates at which 
clients are ultimately billed for network traffic may be based 
at least in part on the category of network addresses involved 
in the traffic transmission. Thus, in one example scenario, if a 
client transmits X megabytes between two addresses that are 
both inside the provider network, the billing amount for that 
traffic may be $ X*rl (i.e., the billing rate may be $ r1 per 
megabyte of internal traffic), whereas if a client transmits X 
megabytes to a client network 130B via a direct private physi­
cal link, the billing amount may be $ X*r2, and if a client 
transmits X megabytes over a public Internet link to client 
network 130A, the billing amount may be $X*r3. In the 
embodiment depicted in FIG. 1, the classification nodes 
(CNs) 180 (e.g., CNs 180A and 180B) of the classification 
fleet 170 may be responsible for determining, for a given 
amount of traffic about which they are provided networking 
metadata from the hosts 105, the category of network 
addresses to be used for billing purposes, and generating 
usage records accordingly, as described below in further 
detail. Usage categories may be defined on the basis of addi­
tional factors (e.g., in addition to just the IP addresses) as well 
in some embodiments, such as the types of services involved 
in the network traffic, whether any special-purpose network 
links such as the private direct links described above were 
used, or whether any client-specific discounts such as volume 
discounts are being implemented. 

[0025] As shown in FIG. 1, each host 105 may comprise a 
respective pair of metering components: a kernel-mode 
metering component (KMC) 110 (e.g., KMC 110A at host 
105A and KMC 105B at host 105B), and a user-mode meter­
ing component (UMC) 111 (e.g., UMC 111A at host 105A 
and UMC 111B at host 105B). In one implementation, the 
KMC and the UMC may both be implemented within a man­
agement operating system instance on the host (i.e., an oper­
ating system instance that is not assigned for client use). A 
KMC 110 at a given host 105 may be responsible for captur­
ing low-level networking metadata (e.g., the IP addresses of 
the source or destination endpoints, and the data transfer 
sizes) for network packets directed to or from various VRs at 
the host 105 in one embodiment, and transmitting the cap­
tured low-level metadata to the corresponding UMC 111 on 
that same host for aggregation and transmittal to a CN 180. 
The UMC 111 may collect the metadata generated by the 
KMC 110 over some configurable period of time in the 
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depicted embodiment, perform one or more computations on 
the collected metadata ( e.g., aggregating the metadata on the 
basis of endpoint addresses), compress the aggregated meta­
data and transmit it to a selected CN 180 of the classification 
fleet 170. In at least some embodiments, the KMCs and/or the 
UMCs may be responsible for attaching timing information 
( e.g., a timestamp indicating when some set of network trans­
missions began or were completed) to the metadata provided 
to the CN s, which can then be used by the CN s to generate the 
categorized usage records based on the network topology as 
of the time of the transmissions. In some embodiments, some 
KMCs 110 may be configurable to provide metadata to 
UMCs 111 at other hosts, i.e., the KMC and the UMC 
involved in generating metering information may not have to 
be resident on the same host in such embodiments. A given 
UMC may gather metadata from multiple KMCs in some 
embodiments, and a given KMC may provide metadata to 
multiple UMCs in other embodiments. 

[0026] In the embodiment shown in FIG. 1, the CNs 180 
may utilize network topology information collected from a 
number of sources to map the aggregated metadata received 
from the UM Cs 111 into categorized usage records for billing 
purposes. Some number of topology observer (TO) nodes 
188, such as TO nodes 188A and 188B, may be established in 
some embodiments as part of a topology observation fleet 178 
responsible for detecting changes to network configurations. 
In one embodiment, the TO nodes may represent passive or 
"phantom" router-like devices configured to listen for route 
advertisements made using the Border Gateway Protocol 
(BGP) or other similar protocols by other active routers 144 
(such as routers 144A and 144B), including routers associ­
ated with client networks such as 130A to which traffic from 
the provider network has to be routed over private direct 
physical links 127. TO nodes 188 may also gather network 
configuration information ( such as network masks in use 
along various routes) from other networking devices such as 
gateways, switches and the like in some embodiments. In one 
embodiment, TO nodes 188 may interact with various SMs 
( e.g., compute SM 146, storage SM 147 or database SM 148) 
to determine which IP addresses are being used by each of the 
services, and the TO nodes may record such service address 
mapsas well. In the depicted embodiment, a topology author­
ity 183 may be configured to collect the configuration infor­
mation from some or all of the TO nodes 188, and generate 
time-indexed topology representations that may be used by 
the CNs for generating categorized usage records. In other 
embodiments, the CN s may obtain service network addresses 
directly from the service managers. According to at least one 
embodiment, an internal topology SM 145 may be respon­
sible for maintaining an up-to-date representation of the 
topology of the provider network's internal network, and the 
topology authority 183 may obtain topology updates from the 
internal topology SM 145 as well as the TO fleet 178 in such 
embodiments. In one embodiment, timestamps or other tim­
ing information associated with network configuration 
changes may be included in the topology representations 
produced by the topology authority and provided to the CNs 
180. The categorized usage records produced by the CN s 180 
may be transmitted to billing nodes 185 ( e.g., billing node 
185A or 185B) of a billing fleet 175, where billing amounts 
for the clients may be generated in the depicted embodiment. 

[0027] In some embodiments in which private networks are 
implemented, which may result in apparent ambiguity 
regarding which IP addresses are assigned to which devices 
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(e.g., because clients may select IP addresses of their choice 
within a private network), the ambiguity may be resolved at 
one of the metering components based on information about 
the private network's configuration---e.g., either at the KM Cs 
110 (in which case the information about the private 
addresses may be obtained from networking virtualization 
software components), the UMCs 111 or the CNs 180. It is 
noted that not all the components of system 100 illustrated in 
FIG. 1 may be present in some embodiments-e.g., some 
embodiments may not support private direct physical links 
127, other embodiments may not include TO nodes 188, 
while in yet other embodiments private network SM 144 
and/or internal topology SM 145 and their corresponding 
services may not be implemented. 

Host-Based Metering Components 

[0028] FIG. 2 illustrates metering components that may be 
implemented at a virtualization host, according to at least 
some embodiments. As shown, incoming and outgoing net­
work traffic 230 between off-host endpoints and virtualized 
resources such as 114A and 114B may pass through various 
layers of a networking stack 202 on their way to/from the 
virtualized resources 114. Portions or all of the networking 
stack 202 may be implemented as part of the management 
operating system 250 (i.e., the management software stack) at 
the host 105. 
[0029] As indicated by the arrow labeled 270, kernel-mode 
metering component (KMC) 110 may be configured to cap­
ture metadata (such as the source and/or destination IP 
addresses, and the amount of data being transferred) from the 
networking stack 202, e.g., by inspecting packet header infor­
mation. In at least some implementations, the KMC may be a 
lightweight module that introduces very little overhead to the 
networking-related processing at the OS 250, so as to mini­
mize the impact on network latencies experienced by appli­
cations on the virtualized resources 114. As shown, in some 
embodiments, the KMC may store at least some of the col­
lectedmetadata in a set ofKMC buffers 211. In one embodi­
ment, the KMC 110 may gather the metadata from the net­
working stack in accordance with a dynamic collection policy 
215---e.g., for some periods of time, metadata may be gath­
ered on every incoming or outgoing packet, while during 
other periods of time, metadata may be gathered only for 
some subset of the packets (e.g., for one in every N packets, or 
using a random sampling technique). The collection policy 
may be changed based on feedback received from the UMC 
111 or a CN 180 in some embodiments, while in other 
embodiments the KMC itself may modify its metadata col­
lection behavior or frequency ( e.g., it may resort to sampling 
during one time interval if the number of distinct endpoint IP 
addresses for which metadata is captured exceeds a threshold 
number during an earlier time interval). In some embodi­
ments KMC buffers 211 may not be implemented. A single, 
static collection policy may be used in one embodiment. 
[0030] The KMC 110 may provide the collected network­
ing metadata to the UMC 111, as indicated by the arrow 
labeled 272 in the embodiment illustrated in FIG. 2. UMC 
buffers 221 may be used to store and organize the metadata in 
some embodiments, before it is transmitted on to a classifi­
cation node as indicated by the arrow labeled 274. The meta­
data may be combined into groups (e.g., based on the end­
point IP addresses, and/or on various elements of an 
aggregation policy 225, on which further details are provided 
below in conjunction with the description of FIG. 4) by the 
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UMC before it is sent on to the CN. In one simple implemen­
tation, for example, the UMC may maintain respective byte 
counters for each distinct IP address for which metadata is 
received from the KMC, and transmit the IP addresses and the 
counters indicating the total number of bytes transferred to 
the CN. The UMC 111 may be responsible for optimizing the 
transmission of the metadata to the CN s in various ways in 
different embodiments---e.g., by omitting some of the meta­
data if the volume of the metadata collected is deemed too 
large, by compressing the metadata, and/or by changing the 
frequency at which the metadata is transmitted. In some 
embodiments, the UMC may also be responsible for provid­
ing feedback ( e.g., to modify the collection policy 215) to the 
KMC 110 regarding the KMC's metadata collection opera­
tions. 
[0031] In some embodiments a single metering component 
may be implemented at a virtualization host 105, instead of 
the KMC-UMC pair illustrated in FIG. 2. Such a combined 
metering component may be implemented either in kernel 
mode or in user mode. In one embodiment, two metering 
components with respective functions similar to those 
described above for the KMC and the UMC, i.e., one com­
ponent whose primary function is gathering networking 
metadata including endpoint IP addresses, and another com­
ponent whose primary function is aggregating the networking 
metadata and passing it on to a classification node, may both 
be implemented in kernel mode. In another embodiment, both 
such metering components may be implemented in user 
mode. 

Metadata Record Contents 

[0032] FIG. 3 illustrates example constituent elements of a 
networking metadata record 350 used in a metering system, 
according to at least some embodiments. Values for some or 
all of the elements of record 350 may be ascertained by a 
metering component such as a KMC 110 in some embodi­
ments, or by a combination of metering components such as 
a KMC 110 and a UMC 111 on a particular virtualization host 
105. It is noted that for different implementations and for 
different transfers, not all the elements shown in FIG. 3 may 
be populated within a given metadata record---e.g., in some 
cases only a single service may be involved at both the send­
ing and receiving end of the transfer, and as a result only one 
service identifier may be required. 
[0033] As shown in FIG. 3, the metadata record 350 may 
comprise both a source and a destination IP address ( elements 
302 and 304 respectively) in some embodiments. In some 
implementations, when gathering metadata for a transmis­
sion from a virtualized resource 114 that is on the virtualiza­
tion host and an off-host endpoint located on some other host, 
only the latter (off-host) endpoint's IP address may be 
recorded, for example because other information within the 
record 350 (such as the VR instance ID 311 discussed below) 
may be sufficient to identify the virtualized resource end­
point. In one implementation, a port number (e.g., a Trans­
mission Control Protocol (TCP) port number) may also be 
included in the metadata record for the receiving end, the 
sending end, or both the receiving and sending end. In one 
implementation, an indication of a particular networking pro­
tocol used for the network transmission may be included. In 
some embodiments, a different provider network service may 
be associated with the traffic at the sender end than at the 
receiver end, and both a source service identifier 306 ( corre­
sponding to the sender end) and a destination service identi-
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fier 3 08 ( corresponding to the receiver end) may be included 
in the record 350. For example, one endpoint of a particular 
transmission may comprise a virtual compute instance asso­
ciated with a compute service, while the other endpoint may 
comprises a storage object associated with a storage service. 
If respective identification information about each service is 
not available, only one service identifier may be included in 
the record, or no service identifier may be included at all, and 
the service(s) involved may be identified at a later stage, e.g., 
by a CN 180 using the service address maps mentioned ear­
lier. 

[0034] In the depicted embodiment, the metering compo­
nent generating the record 350 may include an identifier 310 
of the particular client that "owns" the data transfer from a 
billing perspective in the record. Determining the owner ID 
310 may not always be feasible when the metadata is initially 
collected, however (e.g., because the owner may be identifi­
able only at the other endpoint of the transfer, not at the host 
where the metadata is being collected), in which case owner­
ship may be determined later ( e.g., at the CN 180). As noted 
earlier, in some embodiments a virtualization host may com­
prise a plurality of virtualized resources (VRs) 114. A VR 
instance identifier 311 corresponding to the particular VR 114 
involved in the data transfer may be included in the metadata 
record 350 in some embodiments. For example, if a particular 
virtualization host 105 has four different virtualized compute 
servers instances running, with respective instance identifiers 
Il, 12, I3 and 14, and the KMC 110 detects a network trans­
mission from instance I1 to an off-host destination, the iden­
tifier I1 may be included in the metadata record 350 generated 
for that transmission. 

[0035] In at least some embodiments, the transfer size 312 
(e.g., the number of bytes transferred, either in the data por­
tion of the transfer or in both the header portion and the data 
portion) may be recorded, together with a timestamp 314 
indicating when the transfer was detected (which may corre­
spond closely to when the transfer began or ended, depending 
on whether the transfer was outgoing or incoming with 
respect to the host 105). Timestamps may be recorded in a 
timezone-independent manner in some embodiments, e.g., 
based on the current Coordinated Universal Time (UTC) 
rather than the local time, or based on output obtained from a 
global timestamping service implemented in the provider 
network. In embodiments in which private networks are sup­
ported, additional private network address resolution infor­
mation 316 may be included in the record 350 as well. For 
example, because IP addresses within private networks may 
not be unique with respect to addresses outside the private 
network and may thus require disambiguation, in one 
embodiment, element 316 may comprise an indicator that the 
source and/or destination IP address of the record 350 
belongs to a private network, and as a result special treatment 
such as an extra step of address disambiguation may be 
needed for the record 350 at the UMC 111 or the CN 180. 
[0036] In different embodiments, the granularity at which 
metadata records 350 are generated may differ. For example, 
in one embodiment, under normal operating conditions, a 
KMC 110 may create one such record for every packet of 
TCP/IP traffic. In another embodiment, a single record may 
be created for a plurality of packets. Additional elements 
beyond those shown in FIG. 3 may be included in the meta­
data records 350 in some embodiments (for example, in some 
implementations the KMC 110 may indicate in a record 
whether sampling was being used for metadata collection, or 
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whether metadata for all packets was being collected at the 
time the record was generated). In at least one embodiment, 
the initial metadata record generated at a KMC 110 may 
include only a subset of the elements shown in FIG. 3, and 
other elements may be filled in as the metadata record is 
processed, e.g., by a UMC 111 and/or at a CN 180. 

Aggregation Policies 

[0037] In at least some embodiments, as noted earlier, a 
UMC 111 may be responsible for aggregating metadata col­
lected at a host 105 ( e.g., accumulating the metadata for each 
distinct endpoint IP address) and transmitting it in an opti­
mized fashion to a selected CN 180. Various aspects of the 
aggregation and transmittal of the metadata may be governed 
by an aggregation policy in some embodiments. FIG. 4 illus­
trates example elements of an aggregation policy for net­
working metadata, according to at least some embodiments. 
[0038] In one embodiment, metadata collected at a host 105 
may be transmitted to a selected CN 180 by a UMC 111 in 
units called "chunks"-for example, the default units for 
metadata transmission may be 256 Kilobyte chunks at a time. 
Chunk size policy 402 may determine the amount of network­
ing metadata to be sent to the CN 180, and whether the chunk 
size can be changed dynamically ( e.g., based on traffic levels 
between the UMC 111 and the CB 180, or based on the 
utilization level of the CN 180, smaller or larger chunks may 
be used than the default size in some embodiments). In some 
embodiments, chunk sizes may be expressed not in terms of 
the amount of metadata transferred, but in other units such as 
the cumulative data transfer size for which metadata is to be 
transmitted in a chunk ( e.g., one chunk may be required for 
every 100 megabytes of data transferred), or the number of 
distinct endpoint addresses for which metadata is to be trans­
ferred at one time ( e.g., metadata covering no more than 
100,000 distinct endpoint IP addresses may be included in a 
given chunk). A chunk scheduling policy 404 may indicate 
how frequently networking metadata is to be transmitted from 
the UMC 111 (e.g., regardless of the amount of traffic 
detected at the host 105, a UMC 111 may be required to send 
a chunk of metadata to a CN at least once every N seconds in 
one implementation). 
[0039] In embodiments in which the classification fleet 170 
comprises a plurality of CNs 180, a CN selection policy 406 
may govern how a particular UMC 111 is to determine the 
specific CN 180 to which metadata is to be transmitted. For 
example, CN selection policy 406 may statically assign a CN 
to each UMC, or allow the CN to be selected dynamically 
based on one or more criteria such as location ( e.g., geo­
graphically closer CNs may be preferred to more distant 
ones), measured latencies ( e.g., based on round-trip message 
times between the UMC and some set of CN s, the CN with the 
smallest round-trip message time may be selected), feedback 
from the CNs (e.g., an overloaded CN may request some 
UM Cs to back off and utilize other CN s ), or affinity ( a UMC 
may be expected to continue providing metadata to the same 
CN for as long as possible, until guidance to the contrary is 
received at the UMC). A compression policy 408 may indi­
cate whether compression is to be used when transmitting the 
metadata to the CN in some embodiments, and if compression 
is to be used, the particular compression methodology or 
algorithm that should be used. 
[0040] An IP address grouping policy 410 may govern the 
granularity at which the metadata is to be combined at the 
UMC 111 before transmittal to the CN 180. For example, 
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according to one simple grouping policy, the UMC 111 may 
be required to collect metadata (e.g., transfer sizes) for each 
endpoint IP address A.B.C.D for which metadata records are 
available. However, if the virtualized resources 114 at a given 
host 105 are detected as communicating with a very large 
numberof distinct IP addresses, the grouping policy 410 may 
allow the UMC to combine metadata at a different granular­
ity-e.g., metadata for all the IP addresses in the A.B.C.* 
range may be combined together for transmittal to the CN. 
The number of distinct IP addresses to ( or from) which trans­
fers occur at a given host may per unit time may be referred to 
as "IP fanout" or "IP density" herein. When IP fanout or IP 
density increases beyond a threshold defined in the grouping 
policy 410, the UMC 111 may be allowed to temporarily 
change the aggregation granularity ( e.g., according to one 
grouping policy, if the IP fanout exceeds F 1, metadata for up 
to 16 IP addresses may be combined for the next Nl seconds 
at the UMC, and if the IP fanout increases to F2, metadata for 
up to 256 IP addresses may be combined for the next N2 
seconds). Grouping information about several IP addresses 
into one entry may reduce the precision of the categorized 
usage records generated at the CN in some cases ( e.g., some 
network transfers may potentially be misclassified). How­
ever, in general, a given service (and a given client) may 
typically use a number of consecutive IP addresses within a 
range, so a grouping policy 410 that combined traffic amounts 
for a contiguous (and usually small) range of IP addresses 
may often still result in accurate usage records, while suc­
cessfully reducing the overhead that may result from exces­
sively large IP fanout. In one embodiment, in addition to or 
instead of grouping data for multiple IP addresses, the UMC 
111 and/or the KMC 110 may initiate operations to actively 
curb or throttle a large increase in IP fanout, e.g., by causing 
packets for some sets of IP addresses to be dropped at the 
management operating system network stack. In such an 
embodiment, if the number of distinct IP addresses to which 
communication occurs over a given set of time intervals 
increases beyond a threshold, packets directed to ( or received 
from) some selected set of IP addresses (e.g., randomly 
selected IP addresses) may be discarded instead of being 
delivered to their intended destinations. 

[0041] In some embodiments, a sampling policy 412 may 
govern whether ( and under what circumstances) the network­
ing metadata is to be sampled instead of being collected for 
each data transfer. For example, the sampling policy 412 may 
indicate conditions under which the UMC 111 is to instruct its 
corresponding KMC 110 to stop collecting metadata for each 
packet and start collecting metadata for a sampled subset of 
the packets. The sampling policy 412 may also indicate the 
sampling technique to be used (e.g., reservoir sampling) in 
some embodiments. In one embodiment, sampling may be 
performed at either the KMC 110 (e.g., in response to guid­
ance from the UMC 111 or at the KMC's own initiative), the 
UMC 111 ( e.g., the UMC may only combine metadata for a 
sampled subset of the records received from the KMC in 
accordance with a UMC sampling policy 412), or at both the 
KMC and the UMC. In at least some embodiments, not all the 
elements of the aggregation policy 225 may be used, and in 
other embodiments, an aggregation policy 225 may include 
other elements not shown in FIG. 4. It is noted that at least in 
some embodiments, CNs 180 and/or billing nodes 185 may 
aggregate data that they receive in accordance with respective 
aggregation policies-for example, a CN 180 may aggregate 
metadata received over one or more time windows to generate 
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the usage records, and a billing node 185 may aggregate 
numerous usage records associated with a single client when 
determining a billing amount. 

Classification Node Operations 

[0042] FIG. 5 illustrates example interactions between a 
traffic classification node (CN 180) and other elements of a 
distributed metering system, according to at least some 
embodiments. A CN's primary responsibility may comprise 
generating categorized usage records 560 usable by billing 
nodes 185 to determine billing amounts 580 for network 
traffic incurred on behalf of clients 570 in the depicted 
embodiment. As described earlier, in some embodiments the 
billing amounts ultimately charged to clients of the provider 
network for a given amount of network bandwidth consumed 
may depend on characteristics of the endpoint addresses 
involved-e.g., whether the network traffic was between two 
addresses within the provider network (as in the case of 
local-provider-network traffic category or the inter-region­
provider-network category mentioned earlier), whether a pri­
vate direct link was used, whether the traffic exited the pro­
vider network's internal network and used the public Internet, 
for example. The usage records produced by a CN 180 may 
include an indication of such endpoint characteristics, and 
may also determine or confirm ownership (in the sense of 
billing responsibility) for each data transfer, as well as the 
service(s) associated with billing for each data transfer, 
enabling the billing nodes 185 to generate fair and accurate 
billing amounts 580. It may be possible in some embodiments 
that a given network transfer may involve the use by a client 
of more than one service of the provider network---e.g., a file 
stored using a storage service may be transferred at the 
request of a computation being performed at a virtualized 
compute server instance instantiated using a compute service. 
In such scenarios, at least in some embodiments, the client 
may, at least in principle, be responsible for billable network 
usage associated with the storage service, and also for billable 
network usage associated with the compute service. The CN 
180 may be responsible for determining the service context 
for billing for the network usage---e.g., whether the client 
should be billed for network usage associated with the storage 
service, the compute service, or both services. Classification 
policies 592, described below in further detail, may be used to 
determine service contexts in some embodiments. In at least 
some scenarios, it may be the case that multiple IP addresses 
may be used to provide a given service to a given client's 
devices, and as a result the CN may have to combine metadata 
for different IP addresses when determining the categorized 
usage records. 
[0043] As indicated by the arrows labeled 510A, 510B, 
510C and 510D, a topology observer fleet 178 may collect 
networking configuration change information from a variety 
of sources in the depicted embodiment, which may be con­
solidated by a topology authority 183 for eventual use by the 
CN 180. The sources may include internal topology SM 145 
and various routers 153 (some of which may be associated 
with client networks employing private direct physical links 
127 for connectivity to the provider network). In some 
embodiments the TO fleet 178 may also collect configuration 
information regarding private networks set up on behalf of 
various clients by a private network SM 144. In at least one 
embodiment, the TO fleet 178 may collect networking con­
figuration data from a variety of other network devices 502, 
such as gateways or switches. As shown, the networking 
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configuration information may be transmitted from the TO 
nodes of the fleet 178 to a topology authority 183. The topol­
ogy authority 183 may consolidate the collected configura­
tion information and store it in a database 590 in the form of 
time-indexed topology records 591 in the depicted embodi­
ment, as indicated by the arrow labeled 514. In at least some 
embodiments, the topology authority 183 may also store vari­
ous types of classification policies 592 in the database 590. 
Classification policies 592 may be used by the CN to resolve 
potential IP address ownership ambiguities or usage category 
ambiguities in some embodiments. Classification policies 
592 may also include information about how long network 
routing status changes or configuration changes have to 
remain in effect to be considered valid in some implementa­
tions---e.g., short-term network disruptions of less than N 
seconds may be ignored when generating categorized usage 
records 560. 

[0044] The CN 180 may receive timestamped networking 
metadata 530 from the UMCs 111 at various hosts 105, com­
prising information about endpoint addresses and transfer 
sizes initially obtained by KMCs 110 and aggregated on the 
basis of endpoint IP addresses by the UM Cs. The CN 180 may 
access the time-indexed network topology records 591 and 
the classification policies 592 from database 590. In one 
implementation, the CN 180 may be provided read-only 
access to the database 590, while the topology authority 183 
may be provided read-write access to the database. In some 
embodiments, the time-indexed topology records may 
include service address maps---e.g., the set of IP addresses 
associated with providing a particular service of the provider 
network at a particular time may be included in the topology 
records 591. Information indicating the time periods during 
which a particular networking and/or service configuration 
was in effect may be crucial to ensure the correctness of the 
categorized usage records generated by the CN 180 in at least 
some embodiments in which networking configurations can 
be modified dynamically. For example, consider a scenario in 
which a particular IP address K.L.M.N is initially associated 
with a particular service 51 for which traffic billing rates are 
$rl per megabyte. At a particular time Tl, a routing change 
occurs ( e.g., via a new route announcement made using BGP 
by a router 153), and as result traffic associated with service 
Sl is directed to IP address K.L.M.P instead, while traffic 
directed to K.L.M.N after T2 should be billed at a default rate 
$rd per megabyte. When determining whether a given net­
work transfer NT! that occurred with K.L.M.N as a destina­
tion at time T2 should be billed at Sl 's service rate $rl, or the 
default rate $r2, the CN 180 may have to take into account 
whetherT2 was later or earlier than Tl. If Tl was prior to T2, 
then the usage record for NT! should indicate the usage 
category with rate $rd, while if Tl was after T2, then the usage 
record for NT! should indicate the usage category with rate 
$rl. 

[0045] Using the database 590, the CN 180 may be able to 
look up the state of the network topology as of the time of a 
given network data transfer for which metadata 530 is 
received. For example, one record 591 may indicate the net­
work topology of a subset of the provider network (including 
details such as which client owned which set ofIP addresses, 
and which services were employing which IP addresses) for 
the time range 10:00:00 UTC-10:00: 15 UTC on a given date, 
and if metadata for a network transfer that took place at 
10:00:07 UTC is received, the CN may consult that record 
591 to generate the corresponding categorized usage record 
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(s) 560. In some embodiments, a single database 590 may be 
shared by multiple CNs 180, while in other embodiments, 
each CN may maintain its own database instance or replica. 
[0046] In at least one embodiment, in addition to generating 
categorized usage records 560, a CN 180 may also be con­
figured to perform various types of auditing operations. For 
example, if the collectedmetadata indicates that G 1 gigabytes 
of data was directed from virtualized compute resources 114 
with address range Rl at a set of hosts 105 to a storage service 
accessible via IP address range R2 during a time window 
TWl, the CN 180 may verify (using metadata collected from 
the IP address range R2) whether G 1 gigabytes of data were 
in fact received at the targeted IP address range from address 
range Rl during TWl. If a discrepancy is detected between 
the amount of data that was supposed to have been sent, and 
the amount of data that was actually received, an investigative 
analysis ( e.g., involving inspection of log records) may be 
initiated. In some embodiments, the CN 180 may be config­
ured to perform such auditing or verification operations for 
randomly selected data transfers and/or time windows 
according to a schedule, or at random intervals. 
Metering Traffic Associated with Private Networks 
[0047] In some embodiments in which private networks are 
supported, at least some of the topology information used by 
the CNs may need to include additional data, relative to the 
data required for traffic unassociated with private networks. 
For example, because a given client may be able to assign 
arbitrary IP addresses to resources within the client's private 
network, and such arbitrary IP addresses may overlap with 
addresses assigned to resources outside the client's private 
network, each client using a private network may effectively 
have a corresponding networking topology that is applicable 
specifically to that client, and not to other clients. Consider a 
scenario in which private network SM 144 establishes a pri­
vate network PNl for client Cl, and Cl assigns an IP address 
R.S.T.U to a device Dl within the private network. At the 
same time, somewhere else in the provider network, the IP 
address R.S.T.U is assigned to another device D2. Any traffic 
with a destination address R.S.T.U originating at a location 
within the private network PNl may be directed to device D 1, 
whereas if the traffic originates at a location outside the pri­
vate network PNl, it may be directed to device D2. If a CN 
180 eventually receives metadata indicating R.S.T.U as an 
endpoint for a network transfer, the CN 180 may have to 
determine whether the traffic originated from within the pri­
vate network PNl or not. Other clients C2 and C3 may also, 
at least in principle, have assigned R.S.T.U to devices within 
their own private networks, and client Cl could also have 
assigned R.S.T.U to another device in a different private 
network PN2. As a result the network topology information 
used by the CN 180 may have to include added dimensions 
indicating the specific clients ( or client private networks) with 
which the topology is to be associated. 
[0048] In at least one embodiment, clients may also set up 
gateways between their private networks inside the provider 
network 102, and the client networks ( such as networks 13 0A 
or 130B of FIG. 1) external to the provider network, e.g., in a 
client's own data center. This configuration may allow IP 
addresses set up for resources in the private network to com­
municate with IP addresses in the client network using a 
gateway. Such traffic may be routed over a virtual private 
network (VPN) tunnel in some implementations. Clients may 
configure their VPN tunnels to either use BGP to announce 
private routes in some embodiments, or the clients may 
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invoke special AP Is to register static routes to be used for their 
VPN in other embodiments. The KMCs and the UMCs may 
collect per-IP address metadata for such VPN clients and send 
the metadata on to the classification fleet in the manner 
described above. The CN s 180 ( and/or the topology authority 
183) may then examine per-client routing tables maintained 
by the VPN service in order to generate the categorized usage 
records in such embodiments-for example, a different usage 
category and corresponding billing rate may be established 
for VPN traffic as opposed to other traffic within the private 
network. 

Methods for Traffic Metering and Classification 

[0049] FIG. 6 is a flow diagram illustrating aspects of 
operations that may collectively be performed to implement 
endpoint address-based metering in a distributed fashion in a 
provider network, according to at least some embodiments. 
As shown in element 601, one or more nodes of a traffic 
classification fleet (i.e., CNs 180) may be instantiated at a 
provider network 102, and information about network topol­
ogy changes may be collected. In some embodiments, topol­
ogy observer nodes 188 and a topology authority 183 may 
also be instantiated, e.g., to monitor routing advertisements 
and other network configuration changes, and to provide 
timestamped topology data for eventual use by CN s. In some 
embodiments the time-indexed topology representations or 
records may be stored in a database ( e.g., the topology author­
ity 183 may consolidate configuration data collected by the 
TO nodes and write the consolidated data to the database). In 
one embodiment, at least a subset of the time-indexed topol­
ogy representations may include an identification of a client 
for which the topology is valid---e.g., different topologies 
may be applicable for different clients, as discussed above in 
the context of the use of private networks and/or VPN s. 
[0050] As shown in element 604 of FIG. 6, networking 
metadata including endpoint IP addresses and transfer sizes 
may be determined for network transmissions at a given vir­
tualization host, for example by a lightweight, low-overhead 
kernel-mode metering component (KMC) 110. In some 
embodiments, depending on the information available, the 
KMC or a similar metering component may also collect other 
types of metadata for the network transfer ( such as the service 
(s) involved, or the identity of the client that owns the data), 
similar to the types of elements of record 350 illustrated in 
FIG. 3. The metadata may be gathered for every data transfer 
( e.g., every TCP/IP packet) in some embodiments by default, 
although the collection mode may be dynamically changed to 
sampling in at least some embodiments, so that metadata for 
only a subset of transfers is collected when appropriate. 
[0051] The metadata collected may be provided or trans­
mitted to an aggregation component, such as a user-mode 
metering component (UMC) 111 in some embodiments, as 
indicated in element 608 of FIG. 6. The aggregation compo­
nent may be configured to combine the metadata into groups, 
e.g., one group per unique endpoint IP address, or one group 
for a range of IP addresses. In some embodiments, various 
aspects of the aggregation process and the transmission of the 
aggregated metadata to classification nodes may be governed 
by an on-host aggregation policy such as that illustrated in 
FIG. 4. The aggregation policy may include grouping guide­
lines or policies, chunking guidelines (indicating how much 
data should be transmitted to classification nodes at a time, 
and/or the frequency of transmissions by a UMC to a CN), 
compression guidelines, and so on. In accordance with the 
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aggregation policy, the metadata may be transmitted to a 
classification node 180 (element 610). 
[0052] At the classification node 180, the aggregated meta­
data may be used to generate categorized usage records, e.g., 
using the time-indexed network topology representations 
and/or various mapping or classification policies (element 
615). Several different types of usage categories (and corre­
sponding billing rates for bandwidth use) may be defined in 
various embodiments, such as a local-provider-network cat­
egory for traffic that remains within a local network boundary 
such as a data center or a collection of data centers of the 
provider network, an inter-region-provider-network category 
for traffic that crosses a geographical region boundary defined 
for the provider network but does not leave the provider 
network, an extra-provider-network category for traffic that 
utilizes at least one network link outside the provider net­
work, various service-based usage categories corresponding 
to different services supported at the provider network, pri­
vate-network-related categories for traffic that is associated 
with network addresses belonging to a client's private net­
work or VPN, link-based usage categories such as a category 
for traffic that flows along a direct private link established at 
an edge node of the provider network to a client network, and 
so on. Mapping or classification policies may indicate the 
precedence between different usage categories in cases where 
more than one usage category may be applicable-for 
example, in one embodiment, an overall default classification 
policy may indicate that when two or more usage categories 
are applicable or whenever there is any doubt about exactly 
which usage category a network transmission should be 
mapped to, the usage category with the cheapest rate among 
the candidate usage categories should be selected. Another 
mapping policy may indicate, for example, that if a given 
network transfer can be mapped to two different usage cat­
egories corresponding to respective services Sl and S2, it 
should be mapped to the usage category associated with S 1. 

[0053] The categorized usage records generated by the 
classification node 180 may be provided to a billing node of 
the provider network (element 620). At the billing node, the 
billing amounts to be charged to clients for their use of net­
work bandwidth may be generated ( element 625) in the 
depicted embodiment. In some embodiments, billing records 
may be generated at the CN s themselves, e.g., the functions of 
generating categorized usage records and generating billing 
amounts may be performed by or at the same nodes of the 
provider network. 

[0054] FIG. 7 is a flow diagram illustrating aspects of 
operations that may be performed by a kernel-mode metering 
component (e.g., a KMC 110) and a user-mode metering 
component ( e.g., a UMC 111) at a virtualization host, accord­
ing to at least some embodiments. Operations of the KMC 
110 are illustrated in the left half of FIG. 7, while operations 
of the UMC 111 are illustrated in the right half. As shown in 
element 701, a KMC 110 may dynamically determine a 
metering mode or collection mode for network metadata col­
lection during the next time window ( e.g., X seconds or 
minutes). The collection mode may be determined based on 
various factors, such as IP fanout observed during a recent 
time window, the memory or compute resources available to 
the KMC, the collection policy 215 in effect, and/or based on 
feedback received from a corresponding UMC 111 or some 
other component of the provider network 102. In the depicted 
embodiment, two examples of collection modes are illus­
trated: exact collection, in which metadata for each network 
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transmission or packet is collected, and reduced mode, in 
which metadata for only a subset of transmissions or packets 
is collected. If the exact mode is selected for the next time 
window (as determined in element 704), metadata such as 
endpoint address information may be gathered for each trans­
mission or packet (element 708). If the reduced mode is 
selected (as also determined in element 704), metadata may 
be captured for only a subset of the transmissions or packets, 
e.g., using a sampling technique (element 712). In the 
depicted embodiment, regardless of whether the exact mode 
or the reduced mode is used for metadata collection, the KMC 
may add a timestamp and a virtualized resource ID to the 
metadata (element 714), and transmit the metadata to the 
UMC 111 ( element 714). The KMC may then determine the 
collection mode for the next time window and repeat opera­
tions corresponding to the elements 701 onwards. 

[0055] The UMC 111 may be configured to receive feed­
back from CNs 180 and/or from network monitors of the 
provider network 102 in the depicted embodiment ( element 
751). The feedback may indicate, for example, how busy a 
CN is, or how busy the network paths between the UMC and 
a CN are, which may help the UMC 111 to determine whether 
the amount of metadata collected or the rate at which it is 
transmitted to the CN should be changed. The UMC 111 may 
receive the next set of metadata from the KMC 110 ( element 
753). Based on the feedback from the CNs and/or network 
monitors, and/or based on the amount of metadata received 
from the KMC 110 (which may be indicative of the IP fanout 
at the host), the UMC 111 may determine whether the col­
lection mode at the KMC 110 should be modified (element 
754). If the UMC determines that the mode should be modi­
fied, it may provide appropriate feedback to the KMC ( ele­
ment 755). The feedback mode may, for example, indicate to 
the KMC 110 that from the UMC's perspective, it is accept­
able to switch to exact mode from the current reduced mode, 
or that it is advisable to switch from exact mode to reduced 
mode. The KMC 110 may or may not change the collection 
mode based on the feedback---e.g., if resource constraints at 
the KMC itself are detected, in one embodiment the KMC 
may determine the collection mode based on those resource 
constraints regardless of the feedback received from the 
UMC. 

[0056] The UMC 111 may modify its aggregation param­
eters ( such as the grouping technique used, chunk sizes or 
chunk transmission schedule for transferring metadata to the 
CN 180), e.g., based on the feedback from the CNs or the 
amount of data received from the KMC 110 in the depicted 
embodiment (element 757). In one embodiment in which 
multiple CNs are implemented, the UMC 111 may select a 
different CN for its next transmission of aggregated meta­
data-e. g., if the network paths to the previously-used CN are 
over-utilized or if the previously-used CN is overloaded. The 
next metadata chunk may then be transmitted to the appro­
priate CN (element 760). The UMC 111 may wait to receive 
the next set of feedback from the CNs or network monitor 
and/or the next set of metadata from the KMC 110, and repeat 
the operations corresponding to elements 751 onwards. 

[0057] FIG. 8 is a flow diagram illustrating aspects of 
operations that may be performed to generate time-indexed 
network topology information, according to at least some 
embodiments. As shown in element 801, information regard­
ing networking configuration changes may be collected at a 
topology observer (TO) node 188. The information may be 
collected by detecting BGP routing advertisements in some 
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embodiments, e.g., from routers at transit centers 152 or other 
edge locations of the provider network, from networking 
devices at client networks 130, from various service manag­
ers for the services implemented in the provider network, 
and/or from routers associated with the public Internet. In 
some embodiments, a TO node 188 may also collect infor­
mation about newly established private networks, or changes 
to private network configurations, e.g. from a private network 
service manager 144. In one embodiment, information about 
changes to the network routes used within the provider net­
work may be obtained from an internal topology SM 145. 
Using the collected information, a TO node 188 may transmit 
timestamped topology information to a topology authority 
183 (element 804). In some embodiments, the timestamp 
associated with a given set of topology information may be 
implicit---e.g., if a topology authority 183 receives topology 
information from a TO node 188 at time Tl and later at time 
T2, and neither set of topology information includes an 
explicit timestamp, the topology information received at time 
T2 may be assumed to be applicable starting approximately at 
time (Tl+T2)/2 (or at time Tl+delta, where delta is some 
small time interval). 

[0058] At the topology authority 183, the timestamped 
topology information received from one or more TO nodes 
188 may be organized into time-indexed networking topol­
ogy records, and may be stored in a database ( element 808) in 
the depicted embodiment. The time-indexed records may be 
used by a CN to determine, for any given networking trans­
mission that occurs at a given time Tk whose metadata is 
received later at the CN, the network topology that was in 
effect at time Tk. In some large provider networks, separate 
topology records may be stored for various sub-portions of 
the network in some embodiments. As indicated above, in 
some embodiments, respective time-indexed topology net­
work representations may be maintained for different clients, 
since at least some of the clients may have set up private 
networks and so may have established network configura­
tions that are only applicable to them and not to other clients. 

[0059] When aggregated metadata (with associated timing 
information for the network transmissions represented in the 
metadata) is received at the CN (element 812), categorized 
usage records may be generated for the metadata ( element 
816), e.g., by matching the timing of the transmissions with 
the time-indexed topology records. The categorized usage 
records may then be transmitted to billing nodes 185 in some 
embodiments. In some embodiments, as noted earlier, the CN 
180 may also optionally be configured to perform auditing 
functions, in which for example the net outflow of traffic from 
one set of source nodes of the provider network is compared 
to the actual inflow of network traffic at the assumed destina­
tion nodes, and an investigation may be initiated if anomalies 
are detected (element 820). 

[0060] It is noted that in various embodiments, some of the 
operations illustrated in FIGS. 6, 7 and 8 may not be per­
formed in the order shown, or may be performed in parallel. 
In some embodiments, some of the illustrated operations may 
be omitted-for example, topology observer nodes may not 
be implemented in one embodiment, and the operations illus­
trated in element 801 may not be performed in such an 
embodiment, or may be performed at a different component 
of the provider network. 
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Use Cases 

[0061] The techniques described above, of implementing 
efficient address-based metering of network traffic, may be 
useful for provider networks in a variety of different sce­
narios. For example, as provider networks grow to larger and 
larger sizes, and as the variety of services offered in the 
provider network increases, metering network traffic based 
on service API calls alone may not suffice, since a significant 
fraction of the traffic may not be linkable to specific service 
API calls. Furthermore, as the numberof distinct IP addresses 
to which traffic flows from a given virtualization host of the 
provider network increases, it may not be practicable to per­
form all aspects of the metering process on the virtualization 
host itself. Such an approach may, for example, require topol­
ogy information about the entire network to be replicated at 
the virtualization hosts, which may consume far too many 
resources (e.g., memory or CPU cycles) that should ideally be 
devoted to client workloads. 
[0062] The introduction of features such as private and 
direct physical links to client networks at transit centers, as 
well as private networks and VPN s between private networks 
and client networks, may also add to the topology information 
that is needed for accurate assignment of network traffic to 
clients. The use of a distributed metering system with distinct 
sets of components responsible for low-level metering, topol­
ogy change observation, and classifying traffic into usage 
categories for billing purposes may be especially beneficial in 
such scenarios. 

Illustrative Computer System 

[0063] In at least some embodiments, a server that imple­
ments a portion or all of one or more of the technologies 
described herein, including the techniques to implement the 
KMCs 110, the UMCs 111, the CNs 180, the topology author­
ity 183 and/or the TO nodes 188, may include a general­
purpose computer system that includes or is configured to 
access one or more computer-accessible media. FIG. 9 illus­
trates such a general-purpose computing device 3000. In the 
illustrated embodiment, computing device 3000 includes one 
or more processors 3010 coupled to a system memory 3020 
via an input/output (I/O) interface 3030. Computing device 
3000 further includes a network interface 3040 coupled to I/O 
interface 3030. 
[0064] In various embodiments, computing device 3000 
may be a uniprocessor system including one processor 3010, 
or a multiprocessor system including several processors 3010 
( e.g., two, four, eight, or another suitable number). Processors 
3010 may be any suitable processors capable of executing 
instructions. For example, in various embodiments, proces­
sors 3010 may be general-purpose or embedded processors 
implementing any of a variety of instruction set architectures 
(ISAs), such as the x86, PowerPC, SPARC, or MIPS ISAs, or 
any other suitable ISA. In multiprocessor systems, each of 
processors 3010 may commonly, but not necessarily, imple­
ment the same ISA. 
[0065] System memory 3020 may be configured to store 
instructions and data accessible by processor(s) 3010. In vari­
ous embodiments, system memory 3020 may be imple­
mented using any suitable memory technology, such as static 
random access memory (SRAM), synchronous dynamic 
RAM (SDRAM), nonvolatile/Flash-type memory, or any 
other type of memory. In the illustrated embodiment, pro­
gram instructions and data implementing one or more desired 

Ex.1029 / Page 20 of 23
Cisco Systems, Inc.

Ex.1029 / Page 20 of 23
Cisco Systems, Inc.



US 2014/0351106 Al 

functions, such as those methods, techniques, and data 
described above, are shown stored within system memory 
3020 as code 3025 and data 3026. 

[0066] In one embodiment, I/O interface 3030 may be con­
figured to coordinate I/O traffic between processor 3010, 
system memory 3020, and any peripheral devices in the 
device, including network interface 3040 or other peripheral 
interfaces. In some embodiments, I/O interface 3030 may 
perform any necessary protocol, timing or other data trans­
formations to convert data signals from one component ( e.g., 
system memory 3020) into a format suitable for use by 
another component (e.g., processor 3010). In some embodi­
ments, I/O interface 3030 may include support for devices 
attached through various types of peripheral buses, such as a 
variant of the Peripheral Component Interconnect (PCI) bus 
standard or the Universal Serial Bus (USB) standard, for 
example. In some embodiments, the function ofl/O interface 
3030 may be split into two or more separate components, 
such as a north bridge and a south bridge, for example. Also, 
in some embodiments some or all of the functionality ofl/O 
interface 3030, such as an interface to system memory 3020, 
may be incorporated directly into processor 3010. 

[0067] Network interface 3040 may be configured to allow 
data to be exchanged between computing device 3000 and 
other devices 3060 attached to a network or networks 3050, 
such as other computer systems or devices as illustrated in 
FIG. 1 through FIG. 8, including various devices serving as 
clients, for example. In various embodiments, network inter­
face 3040 may support communication via any suitable wired 
or wireless general data networks, such as types of Ethernet 
network, for example. Additionally, network interface 3040 
may support communication via telecommunications/tele­
phony networks such as analog voice networks or digital fiber 
communications networks, via storage area networks such as 
Fibre Channel SANs, or via any other suitable type of net­
work and/or protocol. 

[0068] In some embodiments, system memory 3020 may 
be one embodiment of a computer-accessible medium con­
figured to store program instructions and data as described 
above for FIG. 1 through FIG. 8 for implementing embodi­
ments of the corresponding methods and apparatus. However, 
in other embodiments, program instructions and/or data may 
be received, sent or stored upon different types of computer­
accessible media. Generally speaking, a computer-accessible 
medium may include non-transitory storage media or 
memory media such as magnetic or optical media, e.g., disk 
or DVD/CD coupled to computing device 3000 via I/O inter­
face 3030. A non-transitory computer-accessible storage 
medium may also include any volatile or non-volatile media 
such as RAM (e.g. SDRAM, DDR SDRAM, RDRAM, 
SRAM, etc.), ROM, etc., that may be included in some 
embodiments of computing device 3000 as system memory 
3020 or another type of memory. Further, a computer-acces­
sible medium may include transmission media or signals such 
as electrical, electromagnetic, or digital signals, conveyed via 
a communication medium such as a network and/or a wireless 
link, such as may be implemented via network interface 3040. 
Portions or all of multiple computing devices such as that 
illustrated in FIG. 9 may be used to implement the described 
functionality in various embodiments; for example, software 
components running on a variety of different devices and 
servers may collaborate to provide the functionality. In some 
embodiments, portions of the described functionality may be 
implemented using storage devices, network devices, or spe-
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cial-purpose computer systems, in addition to or instead of 
being implemented using general-purpose computer systems. 
The term "computing device", as used herein, refers to at least 
all these types of devices, and is not limited to these types of 
devices. 

CONCLUSION 

[0069] Various embodiments may further include receiv­
ing, sending or storing instructions and/or data implemented 
in accordance with the foregoing description upon a com­
puter-accessible medium. Generally speaking, a computer­
accessible medium may include storage media or memory 
media such as magnetic or optical media, e.g., disk or DVD/ 
CD-ROM, volatile or non-volatile media such as RAM (e.g. 
SDRAM, DDR, RDRAM, SRAM, etc.), ROM, etc., as well 
as transmission media or signals such as electrical, electro­
magnetic, or digital signals, conveyed via a communication 
medium such as network and/or a wireless link. 
[0070] The various methods as illustrated in the Figures and 
described herein represent exemplary embodiments of meth­
ods. The methods may be implemented in software, hard­
ware, or a combination thereof. The order of method may be 
changed, and various elements may be added, reordered, 
combined, omitted, modified, etc. 
[0071] Various modifications and changes may be made as 
would be obvious to a person skilled in the art having the 
benefit of this disclosure. It is intended to embrace all such 
modifications and changes and, accordingly, the above 
description to be regarded in an illustrative rather than a 
restrictive sense. 

What is claimed is: 
1. A system, comprising a plurality of computing devices 

configured to: 
determine, at a first metering component on a host of a 

provider network comprising a plurality of hosts, net­
working metadata comprising (a) endpoint address 
information and (b) a traffic metric, wherein the net­
working metadata is associated with one or more net­
work transmissions for which at least one endpoint com­
prises a virtualized resource instantiated at the host; 

provide, by the first metering component to a second meter­
ing component on the host, at least a subset of the net­
working metadata determined at the first metering com­
ponent; 

aggregate networking metadata from at least the first 
metering component at the second metering component 
in accordance with an on-host aggregation policy; 

transmit, from the second metering component to a traffic 
classification node of the provider network, aggregated 
networking metadata; 

generate, at the traffic classification node, a set of catego­
rized usage records based at least in part on aggregated 
networking metadata obtained from at least a subset of 
the plurality of hosts and based at least in part on a 
representation of a network topology associated with the 
provider network, wherein a particular usage record of 
the set of categorized usage records indicates a particu­
lar billable usage category to be associated with the one 
or more network transmissions; 

provide the set of categorized usage records from the traffic 
classification node to a billing node of the provider net­
work; and 
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determine, using the set of categorized usage records, a 
billing amount to be charged for the one or more network 
transmissions at the billing node. 

2. The system as recited in claim 1, wherein the first meter­
ing component comprises a kernel-mode component of a 
management software stack at the host, and wherein the sec­
ond metering component comprises a user-mode component 
of the management software stack. 

3. The system as recited in claim 1, wherein the one or more 
network transmissions comprise a set of network packets for 
which one endpoint comprises the virtualized resource 
instantiated at the host, wherein a second endpoint of the set 
has a particular Internet Protocol (IP) address, wherein the 
address endpoint information comprises the particular IP 
address, wherein the traffic metric comprises a number of 
bytes transmitted in the set of network packets, and wherein 
the networking metadata includes identification information 
of the virtualized resource distinguishing the virtualized 
resource from a different virtualized resource instantiated on 
the host. 

4. The system as recited in claim 1, wherein the on-host 
aggregation policy comprises one or more of (a) a chunk size 
determination policy usable to determine an amount of aggre­
gated networking metadata to be transmitted to the classifi­
cation node, (b) a chunk scheduling policy usable to deter­
mine a schedule in accordance with which the aggregated 
networking metadata is to be transmitted to the classification 
node, ( c) a classification node selection policy, ( d) a compres­
sion policy for transmission of the aggregated networking 
metadata, (e) a grouping policy usable to combine network­
ing metadata for a set ofIP addresses prior to transmitting the 
aggregated networking metadata, or (f) a sampling policy 
usable to select a subset of the aggregated networking meta­
data to be transmitted to the classification node. 

5. The system as recited in claim 1, wherein the plurality of 
computing devices are configured to: 

collect, at one or more topology observer nodes of the 
provider network, network configuration information 
comprising routing information associated with at least 
a portion of the provider network; and 

transmit the network configuration information and an 
associated timestamp to a topology authority node con­
figured to, generate the representation of the network 
topology based at least in part on the routing information 
and the associated timestamp. 

6. The system as recited in claim 1, wherein the particular 
billable usage category comprises at least one of: (a) a local­
provider-network category, (b) an inter-region-provider-net­
work category (c) an extra-provider-network category, (d) a 
category associated with a particular multi-tenant service 
implemented at the provider network, (e) a category associ­
ated with a private network established within the provider 
network on behalf of a client, or (f) a category associated with 
a direct physical network link established at an edge node of 
the provider network to connect a client network with the 
provider network. 

7. A method, comprising: 
determining, at a first metering component on a host of a 

provider network comprising a plurality of hosts, net­
working metadata comprising (a) endpoint address 
information and (b) a traffic metric, wherein the net­
working metadata is associated with one or more net­
work transmissions for which at least one endpoint com­
prises a virtualized resource instantiated at the host; 
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aggregating networking metadata from at least the first 
metering component at a second metering component in 
accordance with an aggregation policy; 

generating, at a traffic classification node of the provider 
network, one or more categorized usage records corre­
sponding to the one or more network transmissions, 
based at least in part on aggregated networking metadata 
obtained from at least the second metering component 
and based at least in part on a representation of a network 
topology associated with the provider network; and 

determining, using the one or more categorized usage 
records, a billing amount to be charged for the one or 
more network transmissions. 

8. The method as recited in claim 7, wherein the first 
metering component comprises a kernel-mode component of 
a management software stack at the host, and wherein the 
second metering component comprises a user-mode compo­
nent of the management software stack. 

9. The method as recited in claim 7, wherein the one or 
more network transmissions comprise a set of network pack­
ets for which one endpoint comprises the virtualized resource 
instantiated at the host, wherein a second endpoint of the set 
has a particular Internet Protocol (IP) address, wherein the 
address endpoint information comprises the particular IP 
address, wherein the traffic metric comprises a number of 
bytes transmitted in the set of network packets, and wherein 
the networking metadata includes identification information 
of the virtualized resource distinguishing the virtualized 
resource from a different virtualized resource instantiated on 
the host. 

10. The method as recited in claim 7, wherein the aggre­
gation policy comprises one or more of (a) a chunk size 
determination policy usable to determine an amount of aggre­
gated networking metadata to be transmitted to the classifi­
cation node, (b) a chunk scheduling policy usable to deter­
mine a schedule in accordance with which the aggregated 
networking metadata is to be transmitted to the classification 
node, ( c) a classification node selection policy, ( d) a compres­
sion policy for transmission of the aggregated networking 
metadata, (e) a grouping policy usable to combine network­
ing metadata for a set ofIP addresses prior to transmitting the 
aggregated networking metadata, or (f) a sampling policy 
usable to select a subset of the aggregated networking meta­
data to be transmitted to the classification node. 

11. The method as recited in claim 7, further comprising: 
collecting, at one or more topology observer nodes of the 

provider network, networking configuration informa­
tion associated with at least a portion of the provider 
network; and 

transmitting the networking configuration information and 
an associated timestamp to a topology authority node 
configured to generate the representation of the network 
topology based at least in part on the networking con­
figuration information and the associated timestamp. 

12. The method as recited in claim 7, wherein the one or 
more categorized usage records include a particular usage 
record indicating a billable usage category of the one or more 
network transmissions, wherein the billable usage category 
comprises at least one of: (a) a local-provider-network cat­
egory, (b) an inter-region-provider-network category, ( c) an 
extra-provider-network category, (d) a category associated 
with a particular multi-tenant service implemented at the 
provider network, ( e) a category associated with a private 
network established within the provider network on behalf of 
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a client, or (f) a category associated with a direct physical 
network link established at an edge node of the provider 
network to connect a client network with the provider net­
work. 

13. A non-transitory computer-accessible storage medium 
storing program instructions that when executed on one or 
more processors: 

generate a plurality of networking metadata records at a 
host of a provider network, wherein a particular net­
working metadata record of the plurality of networking 
metadata records corresponds to one or more network 
transmissions detected at the host, wherein the particular 
networking metadata record comprises (a) endpoint 
address information of the one or more network trans­
missions and (b) a traffic metric; 

aggregate the plurality of networking metadata at the host 
based at least in part on the endpoint address informa­
tion; and 

transmit aggregated networking metadata from the host to 
a traffic classification node of the provider network, 
wherein the traffic classification node is configured to 
generate a categorized usage record corresponding to 
the one or more network transmissions based at least in 
part on a representation of a network topology associ­
ated with the provider network. 

14. The non-transitory computer-accessible storage 
medium as recited in claim 13, wherein the program instruc­
tions when executed on the one or more processors commu­
nicate with a kernel-mode component executing at the host to 
generate the particular networking metadata record. 

15. The non-transitory computer-accessible storage 
medium as recited in claim 13, wherein the one or more 
network transmissions comprise a set of network packets for 
which one endpoint comprises a virtualized resource instan­
tiated at the host, wherein a second endpoint of the set has a 
particular Internet Protocol (IP) address, wherein the address 
endpoint information comprises the particular IP address, 
wherein the traffic metric comprises a number of bytes trans­
mitted in the set of network packets, and wherein the particu­
lar networking metadata record includes identification infor­
mation of the virtualized resource distinguishing the 
virtualized resource from a different virtualized resource 
instantiated on the host. 

16. The non-transitory computer-accessible storage 
medium as recited in claim 13, wherein the program instruc­
tions when executed on the one or more processors aggregate 
the plurality of networking metadata records based at least in 
part on an aggregation policy comprising one or more of (a) a 
chunk size determination policy usable to determine an 
amount of aggregated networking metadata to be transmitted 
to the classification node, (b) a chunk scheduling policy 
usable to determine a schedule in accordance with which the 
aggregated networking metadata is to be transmitted to the 
classification node, ( c) a classification node selection policy, 
( d) a compression policy for transmission of the aggregated 
networking metadata, (e) a grouping policy usable to com­
bine networking metadata for a set of IP addresses prior to 
transmitting the aggregated networking metadata, or (f) a 
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sampling policy usable to select a subset of the aggregated 
networking metadata to be transmitted to the classification 
node. 

17. The non-transitory computer-accessible storage 
medium as recited in claim 13, wherein the program instruc­
tions when executed on the one or more processors: 

determine whether networking metadata records are to be 
collected corresponding to each network transmission 
during a particular time period, based at least in part on 
a count of a number of distinct endpoint addresses asso­
ciated with network transmissions detected during 
another time period; and 

in response to a determination that networking metadata 
records corresponding to each network transmission are 
not to be collected, utilize a sampling methodology to 
generate one or more networking metadata records dur­
ing the particular time period. 

18. A non-transitory computer-accessible storage medium 
storing program instructions that when executed on one or 
more processors: 

obtain a representation of a network topology correspond­
ing to at least a portion of a provider network, wherein 
the representation is generated by a topology authority 
of the provider network and is based at least in part on 
network configuration information collected by one or 
more topology observer nodes of the provider network; 

receive, from metering components at one or more virtu­
alization hosts of the provider network, a plurality of 
networking metadata records associated with network 
transmissions detected at the one or more virtualization 
hosts, wherein a particular networking metadata record 
of the plurality of networking metadata records com­
prises endpoint address information and a traffic metric; 

generate a set of categorized usage records based at least in 
part on the plurality of networking metadata records and 
based at least in part on the representation of the network 
topology, wherein the set of categorized usage records is 
usable for determining billing amounts associated with 
the network transmissions detected at the one or more 
virtualization hosts. 

19. The non-transitory computer-accessible storage 
medium as recited in claim 18, wherein the network configu­
ration information comprises one or more timestamps asso­
ciated with a routing change, and wherein the representation 
of the network topology is time-indexed. 

20. The non-transitory computer-accessible storage 
medium as recited in claim 18, wherein a particular catego­
rized usage record of the set comprises an indication of a 
billable usage category comprising at least one of: (a) a local­
provider-network category, (b) an inter-region-provider-net­
work category, (c) an extra-provider-network category, (d) a 
category associated with a particular multi-tenant service 
implemented at the provider network, (e) a category associ­
ated with a private network established within the provider 
network on behalf of a client, or (f) a category associated with 
a direct physical network link established at an edge node of 
the provider network to connect a client network with the 
provider network. 

* * * * * 
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