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LARGE-SCALE PASSIVE NETWORK
MONITORING USING MULTIPLE TIERS OF
ORDINARY NETWORK SWITCHES

BACKGROUND

[0001] Increasingly, the utility of computing devices lies in
their ability to communicate with one another. For example,
users of computing devices traditionally used to utilize com-
puting devices for content creation, such as the creation of
textual documents or graphical images. Increasingly, how-
ever, the most popular utilizations of computing devices are in
the browsing of information sourced from other computing
devices, the interaction with other users of other computing
devices, and other such utilizations that rely on the ability of
computing devices to communicate with one another. Con-
sequently, being able to monitor the network communications
between two or more computing devices becomes increas-
ingly important. Such monitoring can be utilized to resolve
network communication issues, such as the failure of com-
munications to reach their intended target, the failure of com-
munications to be efficiently routed between two or more
computing devices, and other like network communication
anomalies.

[0002] When attempting to resolve network communica-
tion issues, it can be important that data being transmitted
among a network of computing devices is provided to analy-
sis mechanisms in an unchanged manner. For example,
frames of data, representing any sort of data packetization for
network communication can be provided to analysis mecha-
nisms in the same manner in which those frames are commu-
nicated amongst the computing devices of the network.
Unfortunately, were traditional networking hardware utilized
to redirect or copy frames of data to analysis mechanisms,
such traditional networking hardware would modify such
frames by, for example, changing relevant portions of the
headers of such frames to direct the frames to the analysis
mechanisms instead of, for example, their intended target.
Such modification can hide the source of network communi-
cation issues, rendering such issues far more difficult to iden-
tify and resolve.

[0003] To ensure that frames of data being communicated
between computing devices of a network are provided to
analysis mechanisms in an unchanged manner, customized
networking hardware has typically been utilized. Such cus-
tomized networking hardware can be prohibitively expen-
sive, especially when designed to accommodate the volume
of'data typically exchanged by computing devices in an inten-
sive network environment, such as a data center. Furthermore,
because such networking hardware is customized for these
specific applications, economies of scale do not operate to
reduce the cost of such customized networking hardware over
time. Consequently, while “ordinary” networking hardware,
such as the networking hardware that can be purchased by
consumers and small businesses, continues to provide ever-
increasing performance for a modest cost, the customized
networking hardware referenced above remains orders of
magnitude more expensive.

SUMMARY

[0004] Inone embodiment, ordinary network switches can
be utilized to provide passive network monitoring of even
large-scale networks. Such ordinary network switches can be
conceptually organized into multiple tiers with an initial tier
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receiving frames of data from the network and identifying
specific ones of them, and subsequent tiers receiving the
identified frames from the initial tier and then directing them
to appropriate analysis computing devices.

[0005] Inanother embodiment, the network switches of the
initial tier can comprise flow tables that can identify specific
frames that are to be subsequently processed by the network
switches, including providing such specified frames to sub-
sequent tiers of network switches. Similarly, the network
switches of subsequent tiers can comprise flow tables that can
redirect specific frames to appropriate analysis computing
devices, including sending the frames captured by more than
one initial tier switch to a single analysis computing device
and sending the frames captured by one initial tier switch to
multiple analysis computing devices.

[0006] In yet another embodiment, the flow tables can
implement a loop topology, whereby identified frames can be
redirected back to the same device or to other devices at a
same, or preceding, tier to be processed by the tiers of net-
work switches a subsequent time.

[0007] Ina further embodiment, the flow tables of the ordi-
nary network switches can comprise entries of different pri-
ority levels, such that processing according to an entry having
ahigher priority level is performed before processing accord-
ing to an entry having a lower priority level. The flow tables of
the network switches in the initial tier can comprise a low
priority level entry that can specify a dropping of all frames
received by such network switches, thereby avoiding inun-
dating the analysis network with irrelevant frames. To the
extent that specific frames are desired for further analysis,
entries having higher priority levels can identify those frames,
and either instruct that such frames be provided to network
switches of the subsequent tiers, or can still drop such frames,
except that statistics regarding such frames can be maintained
for subsequent analysis.

[0008] In a still further embodiment, the initial tier of net-
work switches can receive the frames from an existing net-
work switch that can accurately copy such frames and provide
them to one of the initial tier switches. Optionally, the routing
of data within the network can be modified to ensure that the
data is routed through a switch providing such copying func-
tionality.

[0009] In a yet further embodiment, the ordinary network
switches can be selected based on their implementation of
known control protocols and based on defined hardware
attributes, such as the utilization of a single processing unit, or
other like hardware attributes that can result in the switch
introducing a minimum of latency, data loss, and other unde-
sirable effects.

[0010] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

[0011] Additional features and advantages will be made
apparent from the following detailed description that pro-
ceeds with reference to the accompanying drawings.

DESCRIPTION OF THE DRAWINGS

[0012] The following detailed description may be best
understood when taken in conjunction with the accompany-
ing drawings, of which:
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[0013] FIG. 1 is a component diagram of an exemplary
network comprising an analysis network of ordinary
switches;

[0014] FIG. 2 is a block diagram illustrating an exemplary
network switch computing device;

[0015] FIG. 3 is a block diagram illustrating an exemplary
general purpose computing device;

[0016] FIG. 4 is another component diagram of an exem-
plary network comprising an analysis network of ordinary
switches; and

[0017] FIG. 5is a flow diagram of an exemplary operation
of an exemplary analysis network of ordinary switches.

DETAILED DESCRIPTION

[0018] The following description relates to the passive
monitoring of a large-scale network using multiple tiers of
ordinary network switches, as opposed to purpose-built net-
work monitoring hardware, which can be orders of magnitude
more expensive than the system described herein. Existing
network switches can be utilized to generate a copy of the
frames passing through them, and can provide that copy to an
initial tier of monitoring switches. If possible, network com-
munications can be routed past such existing switches to
enable such network communications to be copied and pro-
vided to the initial tier of monitoring switches. Alternatively
anetwork tap can be utilized, and the initial tier of monitoring
switches can be connected to such network taps. The initial
tier of monitoring switches can comprise a flow table that can
initially simply drop all frames provided to those switches.
Subsequently, when specific network issues arise, the flow
tables of the initial tier of monitoring switches can be modi-
fied to include a specification of attributes of frames in order
to identify frames that are deemed to be relevant to the net-
work issue, and frames having those attributes can either be
forwarded by the initial tier of monitoring switches to one or
more subsequent tiers of monitoring switches, or statistics
regarding those frames can be maintained by the initial tier of
monitoring switches. Subsequent tiers of monitoring
switches can receive frames from the initial tier of monitoring
switches and can direct those frames to one or more appro-
priate analysis computing devices. To provide frames to one
or more appropriate analysis computing devices in a mean-
ingful manner, the monitoring switches can be selected from
commercially available, and inexpensive, ordinary network
switches that can provide low latency forwarding, such as by
employing a single processing unit for the entire forwarding
plane of the switch, and such as by utilizing content-addres-
sable memory to implement the flow table.

[0019] The techniques described herein make reference to
specific physical network connections between devices. Such
references, however, are strictly exemplary and are made for
ease of description and presentation, and are not intended to
limit the mechanisms described to physical connections ref-
erenced. Instead, so long as the relevant network devices can
communicate with one another in the manner described in
detail below, the exact manner by which such devices are
physically networked to one another is irrelevant. Addition-
ally, the techniques described herein make reference to spe-
cific networking capabilities, including the utilization of spe-
cific hardware and software technologies. Again, however,
such references are strictly exemplary and made for ease of
description and presentation, and are not intended to limit the
mechanisms described to the specific capabilities referenced.
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[0020] Althoughnotrequired, the description below will be
in the general context of computer-executable instructions,
such as program modules, being executed by a computing
device. More specifically, the description will reference acts
and symbolic representations of operations that are per-
formed by one or more computing devices or peripherals,
unless indicated otherwise. As such, it will be understood that
such acts and operations, which are at times referred to as
being computer-executed, include the manipulation by a pro-
cessing unit of electrical signals representing data in a struc-
tured form. This manipulation transforms the data or main-
tains it at locations in memory, which reconfigures or
otherwise alters the operation of the computing device or
peripherals in a manner well understood by those skilled in
the art. The data structures where data is maintained are
physical locations that have particular properties defined by
the format of the data.

[0021] Generally, program modules include routines, pro-
grams, objects, components, data structures, and the like that
perform particular tasks or implement particular abstract data
types. Moreover, those skilled in the art will appreciate that
the computing devices need not be limited to conventional
server computing racks or conventional personal computers,
and include other computing configurations, including hand-
held devices, multi-processor systems, microprocessor based
or programmable consumer electronics, network PCs, mini-
computers, mainframe computers, and the like. Similarly, the
computing devices need not be limited to a stand-alone com-
puting device, as the mechanisms may also be practiced in
distributed computing environments linked through a com-
munications network. In a distributed computing environ-
ment, program modules may be located in both local and
remote memory storage devices.

[0022] With reference to FIG. 1, an exemplary system 100
is illustrated, which comprises a network 110 of computing
devices, such as the server computing devices 111, 112, 113,
114 and 115, and network switching and routing hardware,
such as the network switches 121, 122 and 123. The network
110 can represent a large-scale network that would typically
comprise thousands of computing devices and network
switching and routing hardware though, for purposes of sim-
plicity and understandability, only the server computing
devices 111,112,113, 114 and 115 and the network switches
121, 122 and 123 are shown. A large-scale network, such as
the exemplary network 110, is typically utilized for commer-
cial, or production reasons. Consequently, for ease of refer-
ence, the exemplary network 110, comprising the existing
network hardware that is to be passively monitored using
multiple tiers of ordinary network switches, such as in the
manner described in detail below, will be referred to herein as
a “production network”.

[0023] The exemplary production network 110, shown in
the system 100 of FIG. 1, can communicate with an external
network 190. For example, exemplary production network
110 can represent a server farm, data center, or other like
production network whose services can be made available to
users over the external network 190, which can, in turn,
represent, wide-scale networks such as, for example, the
ubiquitous Internet. The network switching and routing hard-
ware of the exemplary production network 110, such as the
switches 121, 122 and 123 are illustrated with arrows to
represent the input and output ports of such switches. Thus,
for example, as illustrated by the arrow of the switch 121, the
connection to the external network 190 can be received at an
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input port of the switch 121 and connections to other switches
of the exemplary production network 110, such as the
switches 122 and 123, can be made from the output ports of
the switch 121. As will be recognized by those skilled in the
art, the designations “input” and “output” are merely accord-
ing to convention and are not intended to signify unidirec-
tional communications since, as will be recognized by those
skilled in the art, network switching and routing hardware
typically provides for bidirectional communication. Addi-
tionally, as utilized herein, the term “switch” means any hard-
ware or software component that can accept network com-
munications at one port and redirect them to one or more other
ports. Consequently, as utilized herein, the term “switch”
encompasses not only hardware devices that perform switch-
ing functionality exclusively, but also includes hardware
devices that perform routing, bridging and hub functionality.

[0024] In one embodiment, multiple tiers of ordinary net-
work switches can be communicationally coupled to the pro-
duction network 110 to enable passive monitoring of such a
large-scale network. As utilized herein, the term “ordinary
network switch” means a “switch”, as defined above, that was
not designed specifically for passive network monitoring, but
is, instead, a general network component. The communica-
tional coupling between the multiple tiers of ordinary net-
work switches and a production network, such as the exem-
plary production network 110, can be of a sort that can
provide, to a preliminary tier of the ordinary network
switches, a copy of the frames of packetized data that com-
prise the network communications of the production network
110. In one embodiment, one or more switches of the produc-
tion network 110, such as, for example, the exemplary switch
123, can be modified to transmit a copy of the frames passing
through such a switch to one or more ordinary switches that
will be utilized for the passive monitoring. Thus, as illustrated
in the exemplary system 100 of FIG. 1, the switch 123 of the
production network 110 can be connected to a switch 132 that
can be one of an initial tier of switches that can be utilized for
passive monitoring of the production network 110, and, more
particularly the connection between the switch 123 and the
switch 132 can be such that the network communications
flowing through the switch 123, such as, for example, the
network communications to and from the server computing
devices 113, 114 115, can be copied, by the switch 123, and
also provided to the switch 132 in unmodified form. As uti-
lized herein the term “unmodified form” means that the
frames, of which the network communications are com-
prised, are provided without modifying the headers and data
of such frames in order to facilitate the provision thereof.

[0025] In one embodiment, if the production network 110
utilizes dynamic routing protocols, network communication
traffic can be routed through the switch 123 in order to have
the switch 123 provide a copy of as much of the network
traffic of the production network 110 to the switch 132 as
possible. For purposes of simplicity of illustration and
description, the exemplary system 100 of FIG. 1 illustrates
only a single switch 123 providing a copy to a single switch
132. Nevertheless, as will be understood by those skilled in
the art, in a large-scale production network many switches
analogous to the switch 123 can be modified to provide a copy
of the frames passing therethrough to many other switches
that can comprise an initial tier of the ordinary switches that
will enable the passive network monitoring described in
detail below. Typically, the provision of copied frames from a
switch, such as the switch 123, that is part of the existing
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production network 110, to a switch 132 will be performed in
such a manner that the switch 132 receiving such copied
frames will be physically proximate to the switch 123 to
minimize latency and other delays.

[0026] In another embodiment, rather than modifying one
or more switches in an existing production network, such as
the exemplary production network 110, a network tap, such as
the exemplary network tap 150, can be utilized to provide a
copy, to another switch, of the frames being provided to a
switch, such as the switch 122. For example, the network tap
150 can provide such a copy of the frames to the switch 131,
which can be part of an initial tier of the switches that will
provide the passive network monitoring described in detail
below. In addition to providing copies of frames, a network
tap, such as the exemplary network tap 150, can also provide
unframed data, data that was framed, but was framed incor-
rectly, non-Ethernet data and the like. In fact, as will be
recognized by those skilled in the art, the provision of such
other data can be an advantage to utilizing a network tap. As
will also be recognized by those skilled in the art, network
taps, such as the network tap 150, can comprise electro-
magnetic taps and optical taps that can physically generate a
physical copy of the electromagnetic waves or optical signals
passing through the network connection that is tapped. Thus,
for example, in the illustrated example of FIG. 1, the network
tap 150 can provide a copy, to the switch 131, of all the frames
being provided to the switch 122 from the switch 121. As in
the case of the switch 132, the switch 131 can comprise an
initial tier of the ordinary switches that will be utilized to
provide the passive network monitoring described in detail
below.

[0027] Such an initial tier of switches can be communica-
tionally coupled to one or more subsequent tiers of switches,
such as the switch 133 shown in the exemplary system 100 of
FIG. 1. Such subsequent tiers of switches can then be com-
municationally coupled to one or more analysis computing
devices, such as the exemplary analysis computing devices
141 and 142 shown in the exemplary system 100 of FIG. 1.
The analysis computing devices can include a user worksta-
tion, such as the analysis computing device 141, which can
provide an interface to a human user and enable the human
user to interact with the multiple tiers of the ordinary switches
providing passive network monitoring of the production net-
work 110. The analysis computing devices can also include
server workstations or the like, such as the analysis comput-
ing device 142, which can host automated processes that can
interact with the multiple tiers of the ordinary network
switches providing the passive network monitoring in an
automated manner. Again, for purposes of simplicity and
understandability of illustration and description, the above-
referenced one or more subsequent tiers of switches are rep-
resented by the single switch 133 in the exemplary system
100 of FIG. 1. However, as will be recognized by those skilled
in the art, such one or more subsequent tiers of switches can
comprise tens or even hundreds of switches depending on the
quantity of the initial tier switches, such as the exemplary
switches 131 and 132, and depending upon the scale of the
production network being passively monitored.

[0028] Before proceeding with a detailed description of the
passive network monitoring provided by the multiple tiers of
ordinary switches, such as that illustrated in the exemplary
system 100 of FIG. 1, a more detailed description is provided
of the switches and computing devices themselves, such as
those shown in the exemplary system 100 of FIG. 1. Turning
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to FIG. 2, an exemplary network switch computing device
200 is illustrated. As shown, the exemplary network switch
computing device 200 can comprise multiple physical net-
work interfaces, such as the physical network interfaces 271,
272,273, 274 and 275, with which the network switch com-
puting device 200 can be physically communicationally
coupled to one or more other network switch computing
devices, general purpose computing devices or other comput-
ing devices. The physical network interfaces 271, 272, 273,
274 and 275 can be communicationally coupled to a switch
device 210 that can comprise relevant circuitry to enable
network communications received via one physical network
interface to be transmitted back out of another physical net-
work interface. As will be recognized by those skilled in the
art, the switch device 210 can be part of a “forwarding plane”
of the network switch computing device 200.

[0029] Additionally, the network switch computing device
200 can comprise one or more processing units, such as the
exemplary application-specific processing unit 220. In one
embodiment, to reduce latency and other delays, network
switch computing devices having only a single application-
specific processing unit 220 for the entire “forwarding plane”
of the network switch computing device 200 can be utilized.
In other embodiments, however, as will be recognized by
those skilled in the art, network switch computing devices
having multiple processing units 220 for the “forwarding
plane” can be utilized.

[0030] The network switch computing device 200 can also
comprise a system memory 230 that can comprise a flow table
231, such as the flow tables that will be described in detail
below. In one embodiment, to again reduce latency and other
delays, network switch computing devices having content-
addressable memory as the system memory 230 can be uti-
lized. As will be recognized by those skilled in the art, such
content addressable memory can enable the network switch
computing device 200 to access the relevant entries of the
flow table 231 in a substantially more efficient manner,
thereby enabling the network switch computing device 200 to
determine, in a minimum amount of time, how to direct
received frames of network communications. The system
memory 230, one or more processing units 220 and the switch
device 210 can be communicationally coupled to one another
through a system bus 240. In embodiments where one or more
of the memory 230, processing units 220 and switch device
210 are integrated into single chip, the system bus 240 can be
nothing more than the signal pathways among the various
components of such a single chip, providing the functionality
associated with the memory 230, processing units 220 and
switch device 210, and its illustration in FIG. 2 can be nothing
more than notational convenience for the purpose of illustra-
tion.

[0031] Turning to FIG. 3, an exemplary general-purpose
computing device 300 is illustrated. The exemplary general-
purpose computing device 300 can include, but is not limited
to, one or more central processing units (CPUs) 320, a system
memory 330 and a system bus 321 that couples various sys-
tem components including the system memory to the process-
ing unit 320. The system bus 321 may be any of several types
of'bus structures including a memory bus or memory control-
ler, a peripheral bus, and a local bus using any of a variety of
bus architectures. Depending on the specific physical imple-
mentation, one or more of the CPUs 320, the system memory
330 and other components of the general-purpose computing
device 300 can be physically co-located, such as on a single
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chip. In such a case, some or all of the system bus 321 can be
nothing more than communicational pathways within a single
chip structure and its illustration in FIG. 3 can be nothing
more than notational convenience for the purpose of illustra-
tion.

[0032] The general-purpose computing device 300 also
typically includes computer readable media, which can
include any available media that can be accessed by comput-
ing device 300. By way of example, and not limitation, com-
puter readable media may comprise computer storage media
and communication media. Computer storage media includes
media implemented in any method or technology for storage
of information such as computer readable instructions, data
structures, program modules or other data. Computer storage
media includes, but is not limited to, RAM, ROM, EEPROM,
flash memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other mag-
netic storage devices, or any other medium which can be used
to store the desired information and which can be accessed by
the general-purpose computing device 300. Communication
media typically embodies computer readable instructions,
data structures, program modules or other data in a modulated
data signal such as a carrier wave or other transport mecha-
nism and includes any information delivery media. By way of
example, and not limitation, communication media includes
wired media such as a wired network or direct-wired connec-
tion, and wireless media such as acoustic, RF, infrared and
other wireless media. Combinations of the any of the above
should also be included within the scope of computer read-
able media.

[0033] When using communication media, the general-
purpose computing device 300 may operate in a networked
environment via logical connections to one or more remote
computers. The logical connection depicted in FIG. 3 is a
general network connection 371 to a network 380 that can be
alocal area network (LAN), a wide area network (WAN) such
as the Internet, or other networks. The computing device 300
is connected to the general network connection 371 through a
network interface or adapter 370 that is, in turn, connected to
the system bus 321. In a networked environment, program
modules depicted relative to the general-purpose computing
device 300, or portions or peripherals thereof, may be stored
in the memory of one or more other computing devices that
are communicatively coupled to the general-purpose comput-
ing device 300 through the general network connection 371.
It will be appreciated that the network connections shown are
exemplary and other means of establishing a communications
link between computing devices may be used.

[0034] The general-purpose computing device 300 may
also include other removable/non-removable, volatile/non-
volatile computer storage media. By way of example only,
FIG. 3 illustrates a hard disk drive 341 that reads from or
writes to non-removable, nonvolatile media. Other remov-
able/non-removable, volatile/nonvolatile computer storage
media that can be used with the exemplary computing device
include, but are not limited to, magnetic tape cassettes, flash
memory cards, digital versatile disks, digital video tape, solid
state RAM, solid state ROM, and the like. The hard disk drive
341 is typically connected to the system bus 321 through a
non-removable memory interface such as interface 340.
[0035] The drives and their associated computer storage
media discussed above and illustrated in FIG. 3, provide
storage of computer readable instructions, data structures,
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program modules and other data for the general-purpose
computing device 300. In FIG. 3, for example, hard disk drive
341 is illustrated as storing operating system 344, other pro-
gram modules 345, and program data 346. Note that these
components can either be the same as or different from oper-
ating system 334, other program modules 335 and program
data 336. Operating system 344, other program modules 345
and program data 346 are given different numbers here to
illustrate that, at a minimum, they are different copies.

[0036] Turning to FIG. 4, the system 400 shown therein
illustrates an exemplary operation of multiple tiers of ordi-
nary network switches being utilized to passively monitor a
production network, including a large-scale production net-
work. As indicated previously, an initial tier of switches, such
as the switches 420, 430 and 440 that are shown in the exem-
plary system 400 of FIG. 4, can be communicationally
coupled with the production network that is being passively
monitored, such as through network taps or ports of existing
switching hardware in the production network, thereby
receiving an unmodified copy of the frames of such a produc-
tion network. In the exemplary system 400 of FIG. 4, such
network taps and/or ports of production network switches are
generally represented by the production network taps and
ports 410, to which the initial tier of switches, such as the
switches 420, 430 and 440, is communicationally coupled.

[0037] As shown in the exemplary system 400 of FIG. 4,
each of the switches, such as exemplary switches 420, 430,
440 and 450 can comprise corresponding flow tables, namely
the flow tables 421, 431, 441 and 451, that can inform the
action that each of those respective switches applies to net-
work frames being received by those switches. As will be
recognized by those skilled in the art, techniques exist
whereby such flow tables can be modified in accordance with
known protocols and standards. Thus, in one embodiment,
the ordinary network switches being utilized in the multi-tier
passive network monitoring described herein can be compat-
ible with such protocols and standards to enable efficient
modification of the flow tables of such switches by, for
example, one or more analysis computing devices.

[0038] Initially, the flow tables of the switches comprising
the initial tier of switches can comprise an entry instructing all
of'the frames being received by those switches to be dropped.
For purposes of illustration, the exemplary switch 420 that is
shown in the system 400 of FIG. 4, comprises a flow table 421
that comprises an entry 422 providing such an instruction to
the exemplary switch 420. As can be seen from the entry 422,
such entries typically comprise information identifying
frames, specifying an action to be applied to the identified
frames, and specifying a priority at which such an action is to
be applied. The exemplary entry 422 can identify all of the
frames being received at whichever port of the switch 420 the
communicational connection to the production network taps
and ports 410 is connected. For purposes of illustration, such
aport is shown as “port 1. The exemplary entry 422 can then
identify an action of “drop” to be applied to all of the frames
from network communications being received on the identi-
fied port, and can specify a priority of “1”. Absent any entries
of higher priority, the exemplary entry 422 in the flow table
421 can cause the exemplary switch 420 to simply drop all of
the frames being received by the switch 420 on “port 1”. As
will be recognized by those skilled in the art, the frames being
received by the switch 420 in the first place are copies of
frames from the production network and, as such, their drop-
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ping, by the switch 420, does not affect any of the network
communications of the production network.

[0039] To provide passive network monitoring, however,
one or more of the switches of the initial tier of switches such
as, for example, one or more of the switches 420, 430 and 440
shown in exemplary system 400 of FIG. 4, can comprise a
flow table comprising entries that can identify a set of frames
that can be of interest to an analyst for whom such passive
network monitoring is being performed. For example, the
exemplary flow table 431 of the exemplary switch 430 can
comprise, not only an entry 432 that can be analogous to the
entry 422 described in detail above with reference to the flow
table 421 of the exemplary switch 420, but can also comprise
an entry 433 that can be directed to a set of frames deemed to
be of interest.

[0040] More specifically, and as will be recognized by
those skilled in the art, production networks can experience
issues that it can be desirable to resolve. Such issues can
include a slowness of specific communications, an improper
delivery of communications, and other like issues. Often,
such issues do not affect the entire network, but, instead, are
experienced by a limited set of individuals. For example, a
user of a production network can report, such as to an admin-
istrator, that that user is experiencing slow network traffic. As
aconsequence, an analyst attempts to determine why network
traffic to or from such a user may be unnecessarily slowed
down. To do so, as will be understood by those skilled in the
art, such an analyst can attempt to examine frames of network
communications that are either directed to, or being transmit-
ted by, such a user. Thus, in one embodiment, an entry, such
as the entry 433, can be provided to one or more flow tables of
one or more switches that comprise the initial tier of switches,
and such an entry can operate on those frames, from among
the network communications being provided to the initial tier
of switches, that can be of interest to such an analyst.

[0041] For example, the exemplary entry 433 in the flow
table 431 of the switch 430 can specify a source MAC address
such that all frames whose headers indicate the specified
source MAC address can have the action specified by the
entry 433 applied to them by the exemplary switch 430. In
particular, and as shown by the exemplary entry 433, one
action that can be applied to such a selected set of frames can
be to direct those frames to a subsequent tier of switches such
as, for example, the exemplary switch 450. For purposes of
the exemplary entry 433, the switch 450 is assumed to be
communicationally coupled to the switch 430 via the “port 2”
of the switch 430. Thus, the exemplary entry 433 comprises
an action specification that frames matching the source MAC
address specified are to be output out of “port 2”. Addition-
ally, the exemplary entry 433 comprises a priority higher than
that of'the exemplary entry 432, namely a priority of*2”” inthe
present example.

[0042] As a result of the higher priority of the exemplary
entry 433 than that of the exemplary entry 432, the switch 430
can process the exemplary entry 433 first, before it processes
the exemplary entry 432. For example, were a frame to be
received, by the switch 430, whose source MAC address was
that specified in the exemplary entry 433, then the switch 430
can identify two entries in the flow table 431 that are relevant
to such a frame, namely the exemplary entries 432 and 433.
As between those two identified entries, the switch 430 can
first process the entry with the higher priority, namely the
exemplary entry 433. As a result of the processing of the
exemplary entry 433, the switch 430 can send the frame that
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it received from the production network, and whose source
MAC address matched that specified in the exemplary entry
433, to the subsequent device connected to the switch 430 at
“port 27, namely, in the present example, the subsequent tier
switch 450. Having so processed the frame that was received
in accordance with the entry 433, the switch 430 need not
process the frame further and, consequently, no processing is
performed in accordance with exemplary entry 432 for this
specific frame. Nevertheless, for other frames received by the
switch 430, namely frames whose source MAC address is not
that specified in the entry 433, the switch 430 can identify
only one relevant entry in the flow table 431, namely the entry
432. That entry, as described above, can instruct the switch to
simply drop those frames. Thus, as can be seen, as a result of
the exemplary entries 432 and 433 in the flow table 431 of the
switch 430, the switch 430 can drop all of the frames it
receives, except for those frames matching specific criteria
that can be defined by an analyst seeking to address an issue
being experienced within the production network, which can
be directed, by the switch 430, to a subsequent tier switch,
such as the switch 450. In such a manner, the switches in the
initial tier of switches can filter the frames of network com-
munications received by those switches to pass along, to
subsequent tier switches, those frames that are deemed to be
of interest, such as by an analyst establishing such criteria in
the first place.

[0043] Inone embodiment, frames can be identified by the
attributes that they possess. For example, the exemplary entry
433 inthe flow table 431 identified frames by the source MAC
address of those frames. More specifically, only frames
matching the source MAC address specified by the exemplary
entry 433 can be processed in accordance with the actions
defined by the exemplary entry 433. Other attributes by which
frames can be identified can include the destination MAC
address, the port of the relevant switch, at which such frames
were received, the Ethernet type of such frames, the VLAN
identifier or priority of such frames, and the source or desti-
nation IP addresses of such frames. Yet other attributes by
which frames can be identified can include the source or
destination UDP, TCP, or other like protocol-defined ports,
the IP protocol specified by such frames, and the IP type of
service specified by such frames. As will be recognized by
those skilled in the art, other identifying attributes can like-
wise be utilized. For example, in one embodiment, frames can
be specifically tagged for examination by the passive network
monitoring described in detail above. In such an embodiment
a user that is experiencing difficulties with a particular com-
municational session, for example, can have their host con-
figured to always set, as an example, a DSCP value of 10
when using that problematic communicational session. As
will be recognized by those skilled in the art, other attributes
can be utilized to tag frames, or other tagging mechanisms
can be utilized.

[0044] Inaddition to performing the action specified by, for
example, an entry in a flow table, switches, such as the exem-
plary switches 420, 430 and 440 of the initial tier of switches
can also maintain statistical information regarding frames
deemed relevant to an entry in their flow tables. For example,
returning to the above example, the switch 430 can maintain
statistics regarding the frames directed to “port 2” in accor-
dance with the exemplary entry 433 in the flow table 431.
Such maintained statistics can include information such as,
for example, the total number of frames matching the exem-
plary entry 433 and acted upon in accordance with that entry
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by the switch 430, the number of frames per second, on
average, that have been received by the switch 430 that match
the exemplary entry 433, and other like statistical informa-
tion. In one embodiment, a switch can maintain such statis-
tical information even if the action performed was to drop the
identified frames.

[0045] Consequently, if an analyst or an analysis process
did not desire the frames themselves, but rather only sought
statistical information regarding a defined set of frames, an
entry in a flow table could instruct a switch to identify specific
frames, but then drop them after they were identified. For
example, the flow table 441 of the switch 440 comprises two
entries, namely the exemplary entry 442, that can be analo-
gous to the exemplary entries 432 and 422 that were described
previously in detail, and another exemplary entry, namely the
exemplary entry 443 that can, like the exemplary entry 433,
identify and specity a specific set of frames. In the particular
case of the exemplary entry 443, the set of frames that is
identified are frames comprising a destination IP address
equivalent to that specified by the exemplary entry 443. Addi-
tionally, as with the exemplary entry 433, the exemplary entry
443 comprises a priority of “2” that can be higher than the
priority of “1” of the exemplary entry 442 that is also in the
flow table 441. Consequently, as with the exemplary entry
433, frames comprising the destination IP address of that
specified in the exemplary entry 443 can be processed first
according to the action specified in the exemplary entry 443,
before any further processing in accordance with the action
specified in the exemplary entry 442 is performed.

[0046] However, as can be seen from the system 400 of
FIG. 4, the action specified by the exemplary entry 443 is the
same drop action as specified by the exemplary entry 442.
Nevertheless, as indicated previously, the switch 440, upon
receiving frames whose destination IP addresses are those
specified by the entry 443, will obtain statistical information
regarding such frames including, for example, how many
such frames the switch 440 processed, how many frames per
second were received, and other like statistical information,
even though the switch 440 can then, subsequently, drop
those frames. In one embodiment such statistical information
can be provided to analysis computing devices, such as the
analysis computing devices 141 and 142 shown in the exem-
plary system 400 of FIG. 4, either directly, or indirectly
through other networking hardware such as, for example,
subsequent tiers of switches, such as the exemplary switch
450.

[0047] In one embodiment, switches of an initial tier of
switches, such as, for example, the switches 420, 430 and 440
of the exemplary system 400 of FIG. 4, can add additional
information to a frame before directing the frame to subse-
quent tiers of switches. For example, the exemplary entry
433, described in detail previously, can comprise not only an
“output” specification, directing the switch 430 as to where to
output frames matching the source MAC address specified by
the exemplary entry 433, but can also further comprise
another action to be performed on such frames. For example,
such an action could encode additional data onto those frames
such as, for example, an identification of the switch 430, the
port through which such frames were received, or subse-
quently output, identification of a virtual network, or other
like data. The additional data to be encoded onto the frames
can be specified as part of the “action” portion of an entry,
such as the exemplary entry 433. More specifically, an analyst
oranalysis process, in establishing an entry, such as the exem-
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plary entry 433, in one or more flow tables of the initial tier of
switches, specitying a defined set of frames that is of interest
to the analyst or analysis process, can also specity, not only
that those frames are output to subsequent tiers of switches,
but also that such additional data is appended onto them or
encoded in them.

[0048] For purposes of illustration, the initial tier of
switches shown in the exemplary system 400 of FIG. 4, com-
prising the switches 420, 430 and 440, is shown in FIG. 4 as
having flow tables 421, 431 and 441, respectively, that com-
prise differing entries. In one embodiment, however, the flow
tables of all, or substantially all, of the switches that are in the
initial tier of switches can all comprise the same entries. In
such a manner, the precise switch that receives some portion
of the network traffic of the production network need not be
known in advance, since all switches of the initial tier of
switches will be able to identify and act upon those frames
that an analyst or the analysis process have deemed to be of
interest, and have, thus, identified in the relevant entries that
have been added to the flow tables of such switches.

[0049] As can be seen from the above descriptions, the
switches of an initial tier of switches can be configured to
drop frames that are not deemed to be of interest for subse-
quent analysis and can further be configured to act upon
frames that are defined by a specific set of one or more
identifiers that are deemed to be of interest for subsequent
analysis. In particular, one such action can be to output such
frames to subsequent tiers of switches, such as the exemplary
switch 450 shown in the exemplary system 400 of FIG. 4. In
one embodiment, such subsequent tiers of switches, such as
the exemplary switch 450, can act to multiplex the frames
provided to them, and thereby provide such frames to the
relevant analysis computing devices such as, for example, the
exemplary analysis computing devices 141 and 142 that are
shown in FIG. 4.

[0050] As an example, the flow table 451 of the switch 450,
which can be part of a subsequent tier of switches, can com-
prise exemplary entries, such as the exemplary entries 452,
453 and 454 that can direct frames that are received from the
switches of the initial tier of switches to the appropriate
analysis computing devices. In one embodiment, such direc-
tion can be provided simply based on the physical ports at
which such frames were received. For example, as illustrated
by the exemplary entry 453, frames received on “port 2 of the
switch 450 can be directed to “port 5 of the same switch
which can comprise, for example, the physical communica-
tional connection to the analysis computing device 142. As
another example, as illustrated by the exemplary entry 454,
frames received on “port 3” of the switch 450 can be copied
by the switch 450 and directed to both “ports 4 and 5 of the
switch 450, which can comprise the physical communica-
tional connections to the analysis computing devices 141 and
142, respectively.

[0051] In another embodiment, the flow table 451 of the
switch 450 of the subsequent tiers of switches can comprise
an entry such as the exemplary entry 452 that can specify
frames based on other criteria such as, for example, the source
MAC address and then direct frames matching such criteriato
an appropriate port and, thereby, to an appropriate analysis
computing device. As can be seen, switches of the subsequent
tier of switches can act as multiplexers receiving information
from multiple different sources and then directing such infor-
mation to multiple different destinations.
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[0052] Aswiththe entries of the flow tables of the initial tier
of'switches, the flow tables of the subsequent tiers of switches
can, likewise, be set by the analysis computing devices to
enable those computing devices, and their human operators,
to receive the frames that are deemed to be of interest. In one
embodiment, the frame-identifying information that informs
the entries of the flow tables of the switches providing the
passive network monitoring can be sourced from a human
user of, for example, an analysis computing device and the
corresponding entries can then be automatically generated in
accordance with that human user’s input. In another embodi-
ment, however, automated processes executing on the analy-
sis computing device can provide the frame-identifying infor-
mation that informs the entries of the flow tables. For
example, such frame identifying information can be gener-
ated by such automated processes in accordance with infor-
mation previously received by such processes, including
information previously received from the ordinary network
switches performing the above described passive network
monitoring.

[0053] Although not specifically illustrated in the system
400 of FIG. 4, in another embodiment, a loop topology could
be implemented. For example, a flow table, such as the exem-
plary flow table 451 of the switch 450 that is part of the second
tier of switches could comprise an entry to direct frames back
to a switch that is part of the first tier of switches. As another
example, a flow table of a switch that is in the first tier of
switches, such as, for example, the exemplary flow table 421
of'the switch 420, could comprise an entry that directs frames
back to the input port of such a switch or of another first tier
switch. Similarly, a flow table of a second tier switch could
comprise an entry to direct frames back to the input port of
such a second tier switch, or another second tier switch. In
such a manner, recursive processing of the frames can be
performed, with each subsequent recursion further redirect-
ing, filtering, modifying or tagging the frames, as appropriate.
[0054] Turningto FIG. 5, an exemplary flow diagram 500 is
illustrated therein comprising an exemplary series of steps by
which passive network monitoring utilizing ordinary network
switches can be accomplished. As an initial step, at step 501,
a production network to be monitored can be established or
identified. Subsequently, at step 510, an initial tier of ordinary
network switches can be connected to the production network
either via one or more network taps or via the configuration of
one or more of the switches of the production network to send
copies of frames passing through those switches to the ordi-
nary network switches that comprise the initial tier. At step
520, one or more subsequent tiers of ordinary network
switches can be communicationally coupled to the initial tier
of switches established at step 510 in order to be able to
multiplex frames received from that initial tier of switches to
one or more analysis computing devices. As an optional step,
at step 530, if the production network of step 501 supports it,
network communications in the production network can be
routed past the switches that have been configured to copy the
frames passing through them in order to provide such frames
to the initial tier of switches established at step 510.

[0055] Subsequently, at step 540, a network issue can be
identified that the multitier passive network monitoring pro-
vided by the ordinary network switches established at steps
510 and 520 can aid in troubleshooting. In response to the
identification of such a network issue, at step 540, new entries
to the flow tables of appropriate initial tier switches can be
added at step 550. The entries added to the flow tables, at step
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550, can identify those frames that an analyst or an analysis
component deemed to be relevant to the network issue iden-
tified at step 540. As will be recognized by those skilled in the
art, and as explained in detail above, the entries added at step
550 can depend on the network issue identified at step 540.
For example, if the network issue identified at step 540 is
limited to specific computing devices of the production net-
work then the entries generated at step 550 can identify rel-
evant frames based on IP addresses, MAC addresses, and
other like identifiers of the computing devices of the produc-
tion network that are experiencing the network issue. As
another example, as also explained above, the entries added at
step 550 can be established in conjunction with tagging that is
applied to specific frames to identify those frames for subse-
quent analysis. Additionally, the entries added to the flow
tables of appropriate ones of the initial tier of switches, at step
550, can either instruct those switches to provide the identi-
fied frames to subsequent tiers of switches, or can instruct
those switches to drop the identified frames and to merely
pass along statistical information regarding the identified
frames.

[0056] Atstep 560, entries can be added to the flow tables of
appropriate ones of the network switches that comprise the
subsequent tiers of network switches to provide for the deliv-
ery of frames, from the initial tier of network switches in
accordance with the entries added at step 550, to appropriate
ones of the analysis computing devices. At step 570, the
frames or statistical information received by such analysis
computing devices can be analyzed to resolve the issue iden-
tified at 540.

[0057] At step 580, a determination can be made as to
whether additional data is required in order to resolve the
network issue identified at step 540. If no such additional data
is required, then processing can proceed to step 590 where the
flow table entries added at steps 550 and 560 can be removed.
Subsequently, at step 599, the relevant processing can end. If,
however, additional data is found to be required, at step 580,
then processing can return to step 550 and can repeat steps
550, 560 and 570, except that the flow table entries added at
steps 550 and 560 can be informed by the data that was
collected from as a result of a prior round of flow table entries,
and which was analyzed during a prior execution of step 570.
[0058] As can be seen from the above descriptions, a pas-
sive monitoring of a large-scale network utilizing multiple
tiers of ordinary network switches has been presented.
Which, in view of the many possible variations of the subject
matter described herein, we claim as our invention all such
embodiments as may come within the scope of the following
claims and equivalents thereto.

We claim:

1. A system of ordinary network switches for passively
monitoring a production network through which network
communications are transmitted, the system comprising:

a first tier of one or more ordinary network switches com-
municationally coupled to the production network, each
of'the one or more ordinary network switches of the first
tier comprising a flow table comprising a low priority
entry instructing each of the one or more ordinary net-
work switches of the first tier to drop each frame of the
network communications received from the production
network; and

a second tier of one or more ordinary network switches,
differing from the one or more ordinary network
switches of the first tier and communicationally coupled
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to the one or more ordinary network switches of the first
tier, each of the one or more ordinary network switches
of the second tier comprising a flow table comprising at
least one entry instructing the one or more ordinary
network switches of the second tier to output received
frames of the network communications to at least one
analysis computing device.

2. The system of claim 1, further comprising at least one
network tap on the production network, the at least one net-
work tap being the communicational coupling between the
production network and at least one of the one or more ordi-
nary network switches of the first tier.

3. The system of claim 1, further comprising at least one
switch that is part of the production network and which has
been modified to provide a copy of the network communica-
tions flowing through the at least one switch of the production
network to at least one of the one or more ordinary network
switches of the first tier.

4. The system of claim 3, wherein a dynamic routing pro-
tocol is utilized in the production network to route the net-
work communications through the at least one switch of the
production network that was modified.

5. The system of claim 1, wherein the flow table of at least
one of the one or more ordinary network switches of the first
tier further comprises another entry having a higher priority
than the low priority entry and specifying an attribute of
frames, thereby identifying a defined set of frames that match
the specified attribute.

6. The system of claim 5, wherein the other entry further
specifies that frames of the defined set of frames are to be
delivered to at least one of the one or more ordinary network
switches of the second tier.

7. The system of claim 5, wherein the other entry further
specifies that frames of the defined set of frames are to be
dropped; and wherein further the at least one of the one or
more ordinary network switches of the first tier whose flow
table comprises the other entry further comprises statistical
information regarding the defined set of frames.

8. The system of claim 5, wherein the other entry further
specifies that specified metadata is to be appended to frames
of the defined set of frames.

9. The system of claim 1, wherein the one or more ordinary
network switches of the first tier and the one or more ordinary
network switches of the second tier comprise a single appli-
cation-specific integrated circuit for their forwarding planes.

10. The system of claim 1, wherein the received frames of
the network communications that the one or more ordinary
network switches of the second tier are instructed, by the at
least one entry, to output to at least one analysis computing
device are identified by a port of the one or more ordinary
network switches of the second tier at which they are
received.

11. The system of claim 1, wherein the at least one entry in
the flow tables of the one or more ordinary network switches
of'the second tier instructs the one or more ordinary network
switches of the second tier to output the received frames to
multiple destinations.

12. One or more computer-readable media comprising
computer-executable instructions for passively monitoring a
production network through which network communications
are transmitted, the computer-executable instructions per-
forming steps comprising:

adding a first entry to flow tables of at least some of a first

tier of one or more ordinary network switches that are
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communicationally coupled to the production network,
the flow tables already comprising a low priority entry
instructing the one or more ordinary network switches of
the first tier to drop each frame of the network commu-
nications received from the production network, the
added first entry having a higher priority than the low
priority entry and specifying an attribute of frames,
thereby defining a set of frames that match the specified
attribute; and

adding a second entry to flow tables of at least some of a

second tier of one or more ordinary network switches,
differing from the one or more ordinary network
switches of the first tier and communicationally coupled
to the one or more ordinary network switches of the first
tier, the added second entry instructing the one or more
ordinary network switches of the second tier to output
received frames of the network communications to at
least one analysis computing device.

13. The computer-readable media of claim 12, wherein the
specified attribute of frames specified by the added first entry
comprises at least one of: a source MAC address, a destina-
tion MAC address, a port of a switch, an Ethernet type, a
VLAN identifier, a VLAN priority, a source IP address, a
destination IP addresses, a source UDP port, a destination
UDRP port, a source TCP port, a destination TCP port, an IP
protocol, and an IP type of service.

14. The computer-readable media of claim 12, wherein the
added first entry further specifies that frames of the defined set
of frames are to be delivered to at least one of the one or more
ordinary network switches of the second tier.

15. The computer-readable media of claim 12, wherein the
added first entry further specifies that frames of the defined set
of frames are to be dropped; and wherein further the at least
some of'the one or more ordinary network switches ofthe first
tier to whose flow tables the added first entry was added
comprises statistical information regarding the defined set of
frames.

16. The computer-readable media of claim 12, wherein the
added first entry further specifies that specified metadata is to
be appended to frames of the defined set of frames.

17. A method for creating multiple tiers of ordinary net-
work switches to passively monitor a production network
through which network communications are transmitted, the
method comprising the steps of:
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communicationally coupling a first tier of one or more
ordinary network switches to the production network
such that the one or more ordinary switches of the first
tier receive a copy of the network communications from
the production network;

storing, in a flow table of each of the one or more ordinary
network switches of the first tier, a low priority entry
instructing each of the one or more ordinary network
switches of the first tier to drop each frame of the net-
work communications received from the production net-
work;

communicationally coupling a second tier of one or more
ordinary network switches, differing from the one or
more ordinary network switches of the first tier, to the
one or more ordinary network switches of the first tier;

storing, in a flow table of each of the one or more ordinary
network switches of the second tier, at least one entry
instructing the one or more ordinary network switches of
the second tier to output received frames of the network
communications to at least one analysis computing
device; and

communicationally coupling the at least one analysis com-
puting device to the one or more ordinary network
switches of the second tier.

18. The method of claim 17, wherein the communication-
ally coupling the first tier of the one or more ordinary network
switches to the production network comprises either install-
ing at least one network tap on the production network or
modifying at least one existing switch of the production net-
work to provide a copy of the network communications flow-
ing through the modified at least one existing switch.

19. The method of claim 17, further comprising the steps of
storing, in the flow table of each of the one or more ordinary
network switches of the first tier, another entry having a
higher priority than the low priority entry and specifying an
attribute of frames, thereby identifying a defined set of frames
that match the specified attribute.

20. The method of claim 19, wherein the other entry further
specifies that frames of the defined set of frames are to be
delivered to at least one of the one or more ordinary network
switches of the second tier.

#* #* #* #* #*
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