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Abstract. Like conventional cookies, cache-cookies are data objects that 
servers store in Web browsers. Cache-cookies, however, are essentially 
unintentional byproducts of protocol design for browser caches. Web 
browsers do not permit users to determine access-control policies for 
cache-cookies as they do for conventional cookies. Consequently, cache-
cookies permit Web servers to perform highly invasive tracking of users 
on the Internet. The security community has identified cache-cookies as a 
threat to user privacy and security, and proposed browser modifications 
to eliminate them. 
In this paper, we argue that cache-cookies have a positive face. We pro-
pose privacy-sensitive protocols that use cache-cookies for identification 
and authentication of users. To protect their privacy, many users to-
day block conventional cookies in their browsers. The cache-cookie tools 
we propose can help restore lost usability and convenience to such users 
while maintaining good standards for privacy. As we show, our techniques 
can also help combat online security threats as phishing and pharming. 

Keywords: cache-cookies, personalization, malware, pharming, phishing, pri-
vacy, Web browser 

1 Introduction 

A cookie is a piece of information stored in a browser state. Some cookies are 
intended only to be possible to be read by the parties that wrote them; these are 
referred to as first-party cookies. Other cookies can be read by separate entities; 
these are referred to as third-party cookies. Today's browsers allow users to select 
whether to accept first-party and third-party cookies, giving the appearance of 
allowing the user to opt out from the planting of cookies within their browsers. 
As we will describe, however, there are alternatives to cookies that do not easily 
allow users to opt out; these are referred to as cache-cookies since they use 
browser caches as repositories for cookie data. 
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In contrast to the common wisdom within the security community, we ar-
gue that cache-cookies are not purely a negative aspect of computing. Rather, 
we believe that they offer many useful features, some of which have a notably 
positive impact on user security. In particular, we describe novel applications of 
cache-cookies to user identification and authentication. We describe how such 
goals can be achieved in a manner respectful of user privacy. 

A main contribution of the paper is a general read/write framework for cache-
cookies, exhibiting some of the interesting resource constraints of devices like 
RFID tokens and on old-fashioned punchcards. Within this framework, we pro-
pose special data structures on cache-cookies that preserve their confidentiality 
against snooping servers. We also propose audit techniques to detect abusive us-
age of cookies, and a technique for creating cache-cookie identifiers whose privacy 
is linked to that of a Web server's private SSL key. 

Another contribution in this paper is a new type of cache-cookie based on 
Temporary Internet files (TIFs). As we explain, these cache-cookies have the 
innate privacy features of conventional first-party cookies. 

2 Cache-Cookie Management 

Before proposing new applications of cache-cookies, we first describe some new 
ideas for their management. Previous work [4, 12] has described rudimentary 
planting and retrieval of cache-cookies essentially in the manner of conventional 
cookies. The aim has been to facilitate release of all cookies to the entity that has 
set them, or to some other, delegated entity (since cache-cookies do not contain 
the domain restrictions of conventional cookies). Again, this previous work has 
viewed cache-cookies strictly as a potential privacy violation. 

We explore some refinements whereby a server can use cache-cookies to create 
a general read/write memory structure in a user's browser. As we demonstrate 
experimentally in section ??, it is possible for a server not merely to detect the 
presence of a particular cache-cookie, but to test quickly for the presence of 
any in a list of hundreds of cache-cookies. More interesting still, a server can 
unobtrusively mine cache-cookies in an interactive manner, meaning that it can 
refine its search on the fly, using preliminary information to guide its detection 
of additional cache-cookies. In consequence, the read/write memory structure 
useable by a server can be very large — so large as to resist brute-force search by 
an adversary. We show how exploit this characteristic in section 3 to support a 
range of privacy and security goals. 

Thanks to our general view of cache-cookies as a storage mechanism, we are 
able to propose fruitful uses for a new type of cache-cookies based on what are 
called cache files, namely general-purpose data files downloaded by browsers. 

We first present our framework for using cache-cookies to simulate a general 
read/write memory structure. 
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2.1 General read/write framework 

Consider a particular browser cache, such as the history cache that contains 
recently visited URLs. A server can, of course, plant any of wide variety of 
cookies in this cache by redirecting the user to URLs within its domain space 
(or externally, for that matter). For example, a server operating the domain 
www.ravenwhite.com can redirect a browser to a URL of the form "www.ravenwhite.com?Z" 
for any desired value of Z, thereby inserting "www.ravenwhite.com?Z" into the 
history cache. 

In this case, for any Z E {0,1}1+1, it is natural to index the URL "www.ravenwhite.com?Z" 
by the (1 + 1)-bit string Z. In general, we• shall index cache cookies by a set 
R = {0,1}t+1  In practice, of course, we can make 1 fairly large — on the order of 
several hundred or thousand bits — quite efficiently. We let the predicate PiAr] 
denote whether the URL corresponding to a given index r E R is present in the 
cache of user i at time t. If so, Pi,t[R] = 0; otherwise P2 ,t[R] = 1. 

Of course, a server interacting with user i can change Pi , t[R] from 0 to 1, but 
not the reverse. We can, however, achieve a more flexible read/write structure. 

Let S = {0,1}t. Let us define a predicate Qi,i[s] over S, for any s E S. This 
predicate can assume a bit value, i.e., Qi,i[s] E {0,1}; otherwise, it is "blank," 
and we write Qi,t[s] = 4), or it is "erased," and we write Qi,t[s] = V. Let denote 
string concatenation. Let us define Q.i,t as follows. Let ro = P„t[s II `01 and let 
rl = Pi,t[s `11. If To = ri = 0, then Qi,t[s] = 4,; if To = Ti = 1, then Qi,i[s] = v. 
Otherwise, Qi,t[s] = b, where rb = 1. Henceforth, for convenience, we drop the 
subscript t unless context requires it; likewise, we sometimes drop the subscript 
i for clarity. 

This definition yields a simple write-once structure M with erasure for cache 
cookies over the set S. When Q2[s] = 0, a server interacting with user i can 
write an arbitrary bit value b to Q2[s]: It merely has to set P,,i[s ti b] = 1. The 
server can erase a stored bit b in Q2[s], by setting Pi,t[s 11 1 — b] = 1. 

Within the structure M, we can define an m-bit memory structure M' capa-
ble of being written c times. We let M' consist of a sequence of n = cm bits in 
M. Once the first block of m bits in M' has been written, the server re-writes 
M' by erasing this first block and writing to the second block; proceeding in 
the obvious way, it can write c times to M'. To read M', the server performs a 
binary search, testing the leading bit of the memory blocks in M' until it locates 
the current write boundary; thus a read requires at most flog cl queries. 

When 1 is sufficiently large — in practice, say, when cache cookies are 80 bits 
long — the memory structure S is large enough to render brute-force search by 
a cache-sniffing server impractical. Suppose, for example, that a server plants 
a secret, k-bit string x = xoxi ...xk into a random location in memory in the 
browser of user i; that is, it selects s Eu 21 — k — 1, and sets Qi[s + i] = x2 for 
1 ≤ i ≤ k. It is infeasible for a second server interacting with user i to learn x —
or even to detect its presence. 

We can employ hidden data of this kind as a way to protect the privacy of 
cache cookies. 
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Variant memory structures: There are other, more query-efficient encoding schemes 
for the structures M and M'. For example, we may realize an m-bit block of data 
in M as follows. Let {Pi [s], P,15 + Pi[s + e]} represent the memory block 
in question. We pre-pend a leading predicate Pi[s — 1]. The value Pi[s — 1] = `0' 
indicates that the block is active: It has not yet been erased. To encode the block, 
a server may change any predicate may be changed to a `I..' — 1] = `1' indi-
cates that the block has been erased. A drawback to this approach is that erasure 
does not truly efface information: The information in an "erased" block remains 
readable. Full effacement is sometimes desirable, as in the rolling pseudonym 
scheme we shall present. 

On the other hand, in TIF-based cache-cookies, as we now explain, use of 
leading predicates for memory blocks is essential. 

2.2 TIF-based cache-cookies 

A drawback to any cache-cookie scheme based on browser history is the short 
lifetime of stored information. Firefox and Internet Explorer retain history in-
formation for nine days by default, a parameter that most users are unlikely to 
modify. 

A different type of browser-cache information has a longer lifetime. Tem-
porary Internet files (TIFs) are files containing information embedded in Web 
pages. Browsers cache these files to support faster display when a user re-visits a 
Web page. Temporary Internet Files have no associated expiration; they persist 
indefinitely. (Browsers do, however, cap the amount of disk space devoted to 
these files, and delete them so as to maintain this cap.) 

In order to place a TIF X in a browser cache, a server can serve content that 
causes the downloading of X. A server can verify whether or not a given browser 
contains a given TIF X in its cache by displaying a page containing X. If X is 
not present in the cache, then the browser will request it; otherwise, the browser 
will not request X, but instead retrieve its local copy. In order not to change 
the state of a cache-cookie for whose presence it is testing, a server must in the 
latter case withhold the request for X. While this may trigger a "401" error, 
manipulation of cache files can take place in a hidden window, unperceived by 
the user. 

Cache-cookies based on TIFs do in fact carry access-control restrictions, a 
useful privacy feature. Browsers reference TIFs by means of URLs. When a 
browser requests TIF, therefore, it refers to the associated domain, not to the 
server that is displaying the page containing X. In this regard, TIF-based cache-
cookies of this type are like first-party cookies: Only the site in control of the 
URL corresponding to a TIF can detect the presence of that TIF in a browser 
cache. 

3 Schemes for User Identification 

Felten and Schneider note that cache cookies can serve the same function as 
ordinary cookies, permitting Web sites to identify users [4]. Cookies, however, 
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are by browser policy only accessible by the domain that has set them. As we 
have noted, cache cookies are accessible by any domain. We propose some cache-
cookie constructions for identification that support access-control policies very 
like those for ordinary cookies, that is, that restrict access to the domain that 
set them. 

Like ordinary cookies, cache cookies can serve as a tool for recording data 
about users or simply for identifying. Of course, a server could simply write the 
user ID to a particular location in a memory structure M. This ID', however, 
would ultimately be readable by any third party. (Any user can record which 
locations in M that the server accesses, and thereby determine the location to 
which the server writes ID.) 

We therefore consider two ways to structure user identifiers using cache cook-
ies in a privacy enhancing way, a tree-based scheme and a rolling pseudonym 
scheme. The tree-based scheme restricts cache-cookie access to a site that pos-
sesses an underlying secret key. The rolling-pseudonym approach decouples ap-
pearances of user identifiers to disrupt third-party tracking attempts. 

The problem of privacy protection in cache-cookie identifiers bears an in-
teresting similarity to that of privacy protection in radio-frequency identifica-
tion (RFID) systems. In both cases, the identifying system is highly resource-
constrained: RFID tags have little memory and often little computational power, 
while cache-cookie systems cannot invoke computational resources on the client 
side, but must rely on memory accesses alone. Similarly, in both systems, the 
aim is to permit a server to identify a device (a tag or browser) without the de-
vice revealing a static identifier to potential privacy-compromising adversaries. 
Our tree-based scheme bears some similarity to the RFID-identification system 
of Molnar and Wagner [9, 8], while our pseudonym system is somewhat like that 
of Juels [6]. 

We also briefly consider how secret cache-cookies can aid in authenticating 
users that a server has already identified. 

3.1 Identifier trees 

The idea here is to create a tree, called an identifier tree, whose nodes correspond 
to secret cache-cookies. Each user is associated with a distinct leaf in the tree; 
planted in the browser of the user are the d secret cache-cookies along the path 
from the root to this leaf. To identify a user, a server interactively queries the 
user's browser so as to perform a depth-first search of the identifier tree. The 
aim of the server is to identify the user's unique leaf. This search is feasible only 
for a server that knows the cache cookies associated with nodes in the tree. 

As an example, consider a binary tree T of depth d. Let p denote the root 
node. For a given node n within the tree, let n II `0' denote the left child, and 
n ii `I', the right child. Thus, for every distinct bitstring B = bobi. . . bk of 
length k, there is a unique corresponding node ng at depth k. The leaves of T 
are the set of nodes nB for B E {0,1}d. 
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Let xB E S be a secret key associated with node B. The set of secret 
keys X = Ix B} might be selected uniformly at random, or might be generated 
pseudorandomly based on a short, secret, master key. 

Suppose that user i is associated with leaf nB(,), where B(2) = b(ii)4 4) b(di)
is a unique d-bit identifier. When the user visits the server, the server queries the 
user's browser to determine whether it contains xo or x1 in its cache. On learning 
that xb(,) is present, the server then queries the user's browser to determine 

whether it contains xbi II . 0) or xbi , 
II l' in its cache, etc. Ultimately, the server 

discovers the full path of secret keys to ni3(i)
Of course, this scheme can be extended to identifier trees with any desired 

degree. For example, consider an identifier tree with degree 6 = 2k, where d 
is a multiple of k, and the number of leaves is L = 2d. The depth of such a 
tree, and consequently the number of stored secret cache-cookies, is d/k; so too 
is the number of rounds of queries required for a depth-first search, assuming 
that each communication round contains the 5 concurrent queries associated 
with the currently explored depth. Therefore, higher-degree trees induce lower 
storage requirements and round-complexity. On the other hand, higher-degree 
trees induce larger numbers of queries. Assuming S (concurrent) queries per level 
of the tree, the total number of queries is Sd/k = 2kd/k. It is useful to observe 
that a tree of degree 6 = 4 is strictly preferable to a binary tree, i.e., degree 
6 = 2: The total number of queries for both types of tree is identical, while the 
round-complexity for a tree with 6 = 4 is half that of a tree with S = 2. 

The problem of collusion: Without knowledge of the set X of secret keys that 
composes the identifier tree, a third party cannot extract the IDs of participating 
users. 

A collusion among users, however, does pose some threat to privacy. Users 
can pool the secret keys along their respective paths in order to obtain partial 
information about the secret keys associated with T. Given a tree of sufficient 
depth, even a large, cheating coalition of this kind would gain complete or near-
complete knowledge of only the top layers of the tree. This would be sufficient to 
identify users in some measure — in particular, to fingerprint them according to 
the positions of their respective paths in the top layers of T. We note, however, 
that servers can already fingerprint users to some extent based on their browser 
types, IP addresses, and so forth. 

3.2 Rolling-pseudonym scheme 

Another measure for enforcing the privacy of pseudonyms is to change them on a 
regular basis. For example, a server might refresh pseudonyms on a weekly basis. 
Let f : {0,1}* {0, i}d represent a cryptographic one-way function, e.g., a hash 
function. The server computes f(i j) as the pseudonym in time period j of 
user i. The server keeps track of the current pseudonym of each user. When the 
user logs in during time period j, the server erases any pseudonym still active in 
the browser, and replaces it with the current one. (The server could use a cipher 

Home Depot
Ex. 1010 - Page 9



here in lieu of a one-way function, and decrypt i and j, but this would incur 
more communication overhead.) 

To manage the memory of pseudonyms, the server can designate a particular 
memory location in M for the storage of pseudonyms associated with time period 
j. When a user logs in, the server must, working backward, locate the last active 
pseudonym. To ensure uniform memory management, i.e., to ensure that erasure 
patterns are not uniquely identifying, the server must erase all memory locations 
corresponding to previous weeks - back to the starting point of the browser 
history (or some estimated upper limit that is uniform across users). 

Of course, with this scheme, an adversary can link appearances of a user's 
browser within a given time period. Time periods, however, can be quite short 
— as short as a few days, perhaps. 

Remarks: Of course, the secret key for these two identifier schemes can be del-
egated to a site other than the one that sets the cache cookies. This possibility 
can be useful for maintaining seamless user identification across associated sites. 
It is also subject to abuse if not carefully monitored. 

Cache cookies do not automatically support timestamps, of course, but a 
server can cause an identifier to expire simply by erasing it. Servers can even 
write their cache-cookie use policies as data appended to identifiers. 

3.3 Denial-of-service attacks 

In our rolling-pseudonym scheme, pseudonyms must reside in regions in M that 
an attacker can easily determine by observing the behavior of the server. Thus 
a malicious server can erase pseudonyms. This is a nuisance, of course, but it 
is no worse than the result of a flushed cache of conventional cookies. Indeed, a 
server can detect when an attack of this kind has occurred, since it will cause 
invalid erasures. To mitigate the effects of this type of attack, a server can keep 
secret the blocks of memory to be used future pseudonyms. 

An attacker can mount a denial-of-service attack against the identifier-tree 
scheme by adding spurious paths to a user cache. If the attacker inserts a path 
that does not terminate at a leaf, the server can detect this corruption of the 
browser data. If the attacker inserts a path that does terminate at a leaf, the re-
sult will be a spurious identifier. To prevent this attack, the server can include a 
cryptographic checksum on each identifier associated with the browser (embed-
ded in a secret, user-specific location in M). The problem, of course, is that an 
attacker that has harvested a valid identifier can also embed its associated check-
sum. Instead, therefore, a checksum must be constructed in a browser-specific 
manner. For example, the checksum can be computed over all valid identifiers in 
the browser. Provided that the server always refreshes all identifiers simultane-
ously, this checksum will not go stale as a result of a subset of identifiers dropping 
from the cache. The checksum can serve to weed out spurious identifiers.' 

Note that an attacker that embeds spurious identifiers in caches is providing a foren-
sic trail, since the attack must either have registered or compromised the associated 
accounts. 
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Another form of denial-of-service.attack is for the attacker to write a large 
number of spurious paths to a cache in order to prolong the time required for the 
server to perform its depth-first search. It is unclear how to defend against this 
type of attack, although a server should be able to detect it, since the cache will 
either contain paths that do not terminate in leaves, or will contain implausibly 
many leaves. 

To prevent long-lasting effects of such corruption in the identifier-tree scheme, 
a server can refresh trees on a periodic basis. 

To avoid the need for storing identifiers in a lookup table, of course a server 
can compute an identifier as a ciphertext on either a timestamp or counter along 
with the user's identity (user name). In the presence of long user names, however, 
this approach is not always space-efficient. 

3.4 Secret cache-cookies 

We have described two schemes for user identification using cache cookies. In 
cases where users are identified by other means, like conventional cookies, cache 
cookies can still play a useful role in user login. Rather than supporting user 
identification, they can support user authentication, that is, confirmation of user 
identity. While cache-cookies have privacy vulnerabilities that ordinary cook-
ies do not, they also have some privacy-enhancing strengths, like resistance to 
pharming, as we shall explain. 

Some vendors of anti-phishing platforms, such as PassMark Security [10], 
already employ conventional cookies and other sharable objects as authenticators 
to supplement passwords. Because conventional cookies (and similar sharable 
objects) are fully accessible by the domain that set them, they are vulnerable 
to pharming. A pharming attack creates an environment in which a browser 
directed to the Web server legitimately associated with a particular domain 
instead connects to a spoofed site. A pharmer can then harvest the cookies 
(first-party or third-party) associated with the attacked domain. Even the use 
of SSL offers only modest protection against such harvesting of cookies. It is 
generally difficult for a pharmer to obtain the private key corresponding to a 
legitimate SSL certificate for a domain under attack. But a pharmer attacking 
an SSL-enabled site can disable SSL in a simulated site (and perhaps display 
a deceptive, if incorrect lock icon in the browser window). Alternatively, the 
phisher can use an incorrect certificate and simply rely on the tendency of users 
to disregard browser warnings about certificate mismatches. Pharming attacks 
thus undermine the use of cookies as supplementary authenticators. 

Secret cache cookies are resistant to pharming. A secret cache-cookie, very 
simply, is a secret key yi specific to user i that is stored in a secret, user-specific 
location ui in M. Once the user identifies herself and perhaps authenticates 
with other means, e.g., a password or hardware token, a server can check for the 
presence of the user-specific secret cache-cookie yi as a secondary authenticator.2

2 Even though the location ui is itself secret, it is important to use a secret key yi , 
rather than to plant a single indicator bit at ui: If a server merely checks for the 
existence of a bit at ui, a saavy attacker can simulate the presence of such a bit. 
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of course, many variants are possible. For example, a server can periodically 
update both yi and ui to protect against transient data compromises. 

Secret cache-cookies are resistant to basic pharming attacks because they do 
not rely on domain names for server authentication. In order to access the key yi, 
a server must know the secret location us associated with a user. A pharmer can-
not learn this information without compromising a victim's machine (at which 
point the victim is subject to a broad range of attacks), or compromising the 
link between a server and client, which secure sites generally harden with SSL. 

This use of secret cache-cookies is complementary to the use of cookies. It has 
the advantage of functioning even for users that employ cookie-cutters (but not 
cache-flushing tools, of course). As with conventional cookies, and mechanisms 
like IP-tracing, there is a drawback to secret cache-cookies: A user who changes 
browsers loses the benefit of the secondary authenticator. 

4 Audit Mechanisms 

As we have explained, cache-cookies can serve as a mechanism for abuse of user 
privacy; browser histories in particular are accessible to any querying server, as is 
timing information on cached files. (In the absence of timing attacks, cache files, 
as we have explained, contain access restrictions much like those of first-party 
cookies.) In this section, we enumerate a few possible strategies for detecting 
and preventing misuse of cache-cookies. 

As noted above, there are many possible abuses of cache-cookies stored on 
browsers in the natural course of their operation. For example, a server that 
mines data from a browser history cache can profile a user according to which 
political sites she has visited. Here we focus instead on the use and abuse of 
the general read/write memory structures for cache-cookies that we have de-
scribed here, and focus particularly on user identifiers. A server can abuse these 
structures in two ways: (1) By tracking users with cache-cookies when users do 
not wish for such tracking to occur and (2) By making cache-cookie informa-
tion available to third parties against the wishes or simply in the absence of 
knowledge of users. 

Briefly, then, we have proposed ways in which cache-cookies can be deployed 
with support for user privacy. The question now is how can users be sure that 
servers are deploying cache-cookies appropriately? 

It should be noted that in some measure, cache-cookie reads and writes are 
transparent. This is to say that with the appropriate software, e.g., a browser 
plug-in, a client can detect which cache-cookies a server has accessed. By de-
tecting which portions of its caches are "touched," for example, a client can 
determine the pattern of browser probing. (Of course, these remarks do not ap-
ply to timing-based cache cookies. Thankfully such cookies are relatively difficult 
to exploit.) Bortz, Jackson, Boneh, and Mitchell 0, for instance, propose ways in 
which modified browsers can provide users with the ability to unify their privacy 
polices to extend beyond conventional cookies to cache-cookies. Of course, sim-
ilar tools can serve instead to detect and track server-side behavior. Auditing, 
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rather than universal browser changes, can also help enforce user privacy. For 
example, if identifier-tree leaves are tagged with the domain of the server that 
sets them, client-side software can detect third-party sniffing of identifiers. 

On the server side, a number of standard tools can support privacy auditing, 
among them: 

1. Software inspection: An organization with a published privacy policy can 
rely on audits of its servers to ensure the use of compliant software. 

2. Trusted computing modules (TPMs): A server containing a TPM can 
provide assurance to an external entity that it has a particular software con-
figuration. This configuration can include software that protects the privacy 
of user databases as in, e.g., [11]. 

3. Platform for Privacy Preferences (P3P): P3P [1] is a standard by which 
a browser and server can negotiate the exchange of information based on 
their respective privacy policies. Extensions to P3P can naturally underpin 
server-side determination of how and whether or not to deploy cache-cookies. 
P3P provides no external means of enforcement, however, i.e., it presumes 
compliance by a participating server. 

4. Mixnets and proxies: Privacy-protections on the server side can be dis-
tributed among multiple servers or entities. For example, an authentication 
service could identify users by means of third-party cookies simulated via 
cache cookies. This service could translate user identifiers into pseudonyms 
on behalf of relying sites. 

On the client side, various forms of direct auditing of server behavior are 
possible, as we have explained. Here, however, we propose two new ideas. First, 
we discuss the idea of lightweight JavaScript-based computing on the client to 
restrict server access to information. We also also propose a special mechanism 
specific to identifier trees, and called proprietary identifier-trees. 

4.1 Client-side computing 

As discussed in [12], JavaScript code in Mozilla and Internet Explorer can test 
for the presence of cache cookies in browser history caches and set boolean vari-
ables accordingly. We observe, therefore, that a server can transmit code to a 
browser that applies any desired function f to a set of cache-cookies. Addition-
ally, the output of the function can be written to the cache memory structure 
M, permitting its retrieval by the server. The read and write operations imple-
mented by f can, of course, be applied to secret locations in M. These novel 
observations lead to two intriguing possibilities, among many others: 

Privacy-preserving data mining: A server can transmit a function f that 
harvests cache-cookie information (or, for that matter, general cache informa-
tion) and filters out information that it is inappropriate for the server to ac-
cess. For example, suppose that a user has agreed to release information about 
whether she has visited a news site in the past month, but not which news site 
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she has visited. The function f can compute a single bit indicating whether the 
user has visited any of a fixed list of such sites. If so, the function can write a 
`1' bit to a location in M; otherwise, it writes a `0'. To protect this one-bit piece 
of information against sniffing by other parties other than the original, querying 
server, f can write to a secret session-specific or user-specific location in M. 
Of course, a server can transmit any function it likes, including functions that 
infringe privacy. This mechanism of client-side computation, however, provides 
more transparency and accountability than server-side filters can. 

Zero-footprint crypto tokens: The function f can compute a cryptographic 
function useful for user authentication. For example, a server can write a secret 
key y, to a secret location ui in cache memory M that is specific to user i. 
To authenticate user i, the function f can compute the cryptographic hash of 
yt with some nonce or timestamp, and write the result to a session-specific, 
secret location in M. Of course, a drawback to this approach is that the code 
implementing f necessarily reveals the secret location 14, making it vulnerable 
to extraction by an adversary. (As mentioned above, cache-cookies based on 
cache files are domain-specific, and therefore resist such attacks; we have not yet 
determined, however, whether Javascript can operate effectively on this variety 
of cache-cookie.) 

One way to address the problem of leakage of ui is to change th with ev-
ery successful login attempt. This narrows the window of time available to an 
adversary to extract u1. Alternatively, the zero-footprint crypto token can serve 
as a second factor; that is, f can be uploaded to a client only upon successful 
authentication with a separate mechanism. 

4.2 Proprietary identifier-trees 

Controlling access to universally accessible cache-cookies, those based on browser 
history in particular, is fundamentally a digital-rights management problem. To 
ensure against inappropriate sharing of cache-cookie data, we can appeal to the 
"digital signet" concept of Dwork, Lotspiech, and Naor [3]. Briefly stated, their 
idea is to protect against one entity, Alice, sharing proprietary information with 
a second entity, Bob, by making a key to the information transmissible in one 
of two ways: (1) As a short secret that includes private information that Alice 
would be reluctant to share with Bob, e.g., her credit-card number, or (2) As a 
secret so long that it is cumbersome to transmit. 

Our idea is to link the underlying secret for the tree for our identifier-tree 
scheme in section 3.1 to a secret belonging to the server, namely the private key 
for its SSL certificate. We call the resulting structure a proprietary identifer-tree. 
To share a proprietary identifier-tree with another party, a server must either 
transmit a large portion of the tree (at a minimum, the path for every user), or 
compromise its SSL certificate. 

For meaningful use of proprietary identifier trees, we require an additional 
property not present in the Dwork et al. scheme (as their scheme is purely secret-
key based). We would like a third party to be able to verify the linkage between 
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the identifier tree and the SSL certificate. In this sense, we draw on the ideas 
of Camenisch and Lysyanskaya [2] and Jakobsson, Juels, and Nguyen [5]. They 
show how sets of digital credentials may be created such that the secret key for 
one credential leaks the private key associated with another, and demonstrate 
how one party can prove such linkage of credentials. 

For the particular case of identifier trees, we can employ a verifiable unpre-
dictable function (VUF) [7] as proposed by Micali, Rabin, and Vadhan. This is 
a function f with a corresponding secret s such that 13(m) is efficiently com-
putable for any message in; additionally, knowledge of s permits construction 
of an efficiently checkable proof of the correctness of 16(m). Knowledge of the 
value of h at any number of points does not permit prediction of f, on a new 
point. Micali et al. demonstrate an RSA-based construction. Briefly stated, for 
RSA modulus N (with some short, additional public information), the value 
f, (m) = rl/P— mod N, where pm is a unique prime corresponding to message m 
according to a public mapping; no additional information is needed for verifica-
tion. 

Given this use of a VUF, a user can verify that the path corresponding to 
its identifier is consistent with an identifier-tree linked to the SSL certificate of 
a given server. If many users - or auditors - perform such verification, then it 
is possible to achieve a high level of assurance of server compliance with the 
scheme. 

Of course, it is feasible for a server to circumvent disclosure of its private 
SSL key by transmitting portions of its identifier tree. For example, with a tree 
of depth 80, 1024-bit digital signatures, and a base of 1,000,000 users, the size of 
the associated tree data would be slightly more than 10GB. Thus, even without 
sharing its private key, a server can plausibly share its set of user identifiers. The 
more important aspect of our scheme is the fact that, without sharing its private 
key, a server must share updates to the identifier tree when new users join. The 
resulting requirements for data coordination represent a substantial technical 
encumbrance and disincentive in our view. Additionally, the ongoing relation-
ship and coordination required for such updates would expose more evidence of 
collusion to potential auditors. 

Remark: VUFs have a property that is not essential for proprietary identifier-
trees: The function f is deterministic, and thus the value fs(m) is unique. With-
out this property, a simpler scheme is possible. A random value r is assigned to 
the root node. Now, for any a child in position i, the associated value is computed 
as a digital signature on the value of the parent concatenated with i (suitably 
formatted). Digital signatures take the form of RSA signatures, with the SSL 
certificate defining the public key. Provided that the signature scheme carries 
the right security properties, e.g., signatures are existentially unforgeable un-
der chosen-message attacks, an adversary cannot guess the value of unrevealed 
secrets in the identifier tree. That is, the ability to construct any unrevealed 
portion of the identifier tree implies knowledge of the private key for the SSL 
certificate. This signature-based scheme, however, lacks the crisp security prop-
erties of one based on VUFs. For example, the signer, that is, the creator of the 
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identifier tree, can embed side-information in signatures. Thus, careful construc-
tion and analysis — beyond the scope of this paper — are warranted for such a 
scheme. 
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A Sandwich cookies 

Our cache-cookie-based identifier schemes have a useful characteristic. It permits 
the co-existence of multiple identifiers; we use the term sandwich cookies to 
refer to cache-cookie identifiers for a single Web site that are resident in the 
same browser. In our tree scheme, provided that the server explores edges for 
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both children at every node, it can detect the presence of multiple paths in 
a cache, and thus the presence of multiple identifiers. Likewise, in our rolling 
pseudonym scheme, a server can reserve different portions of memory for different 
pseudonyms, and search these locations to check for the existence of multiple 
pseudonyms. 

The ability of a server to detect the presence of multiple identifiers can be 
very convenient. Multiple users often access their Web accounts on a single ma-
chine through the same browser. This sharing often causes one user to "bump" 
the cookie of another browser. Sandwich cookies permit a server easily to man-
age multiple accounts in the same browser. For example, a server that detects 
identifiers for both Alice and Bob, can cause a browser pop up a script offering 
easy selection between the two accounts. 

Of course, conventional cookies can be transformed into sandwich cookies; a 
cookie need merely store multiple identifiers instead of a single one, or expand a 
single identifier on the server end into multiple identifiers. With cache-cookies, 
however, it is possible to manipulate identifiers independently. In other words, 
sandwich cookies based on cache-cookies do not require any linking of separate 
user accounts. 

Sandwich cookies can enable some simple enhancements to the user expe-
rience in Web browsing. Many Web sites at present maintain persistent user 
sessions by means of cookies: A user remains logged into the site while her 
browser contains an appropriate cookie. When a session is in force for one user 
on a particular Web site, another user, by logging into the same site, "bumps" 
the first. This second user's cookie takes the place of that of the first user, whom 
the Web site no longer recognizes. 

Sandwich cookies permit an enhancement to the experience of users who 
share a browser to access the same Web site. Rather than allowing one user to 
bump another, a Web site can maintain a set of active user logins, and allow a 
user to choose her account identifier from a menu. (Various policies are possible 
for determining when an account identifier appears in the menu and when users 
must re-authenticate.) 
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