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T h e D N S A r c h i t e c t u r e

A great deal of ink is wasted explaining why you need to translate computer
names to numeric addresses. System administrators already know the reason: Users

like names and networks like numbers. And as a system administrator, it is your job to

keep both the users and the network happy and productive.

In this chapter, you'll learn how names are translated into numbers on networks that use

the Internet Protocol (IP). This chapter explains terms used later in this book and lays the

groundwork for understanding why certain tasks are required to create a running domain

n a m e server.

You will begin by looking at the file that was originally used for this job. You will see how

the limitations of that file lead to the distributed hierarchical database system structure of

today's Domain Name System (DNS). The structure of domain names and what they show

about the domain hierarchy are discussed along with your server's place in the hierarchy
and the role of the root servers. For those readers who are completely new to DNS, how

you obtain your own domain name is explained. All of this begins with a look into the past.

T h e / e t c / h o s t s File

In the beginning, the host table was the only tool used to map host names to Internet

addresses. All Linux systems still have a host table, which is stored in the /etc/hosts file.
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4 Chapter 1 The DNS Architecture

In fact, all IP network servers have a host table. If you have experience with Unix, you rec-

ognize the name /etc/hosts because that is where Unix systems store the host table. If

your background is Windows NT, you know the host table as the %SystemRoot%

System32\Drivers\etc\hosts file. The structure and content of the hosts file is the
same on all of these systems. Listing 1.1 contains an example from a Linux system tha

illustrates the structure of the hosts file:

Listing 1.1 Structure of the /etc/hosts File

§ cat /etc/hosts

#

# Table of IP addresses and host names

#

127.0.0.1

172.16.5.5

172.16.5.1

172.16.5.4

172.16.5.20

172.16.5.2

172.16.5.6

172.16.5.7

localhost

crow

wren nsi

hawk gws

kestrel kestral

robin redbreast bob

eagle www

b l u e b i r d blue news

Lines that begin with a sharp sign (#) are comments. All other lines define data for the

host table and all of these lines have the same format: A data line begins with an IP address

that is followed by a list of names that map to that address. The first name in the list is

the primary name assigned to the address. All of the other names are aliases or nicknames.

Host name aliases are used to provide shorter names, historic names, generic names, and

alternate spellings for a given host name. All of these things are done as a convenience for

users. The convenience of a shorter name is obvious and needs no explanation. Historic

names are used to ease a name transition. When the name of a host is changed, the old his-

toric name may still be used by some users or may still be embedded in some old scripts.

Generic names are the names that users expect to find for given services. For example, www

for the Web server, mail for the mail server, and news for the news server are names the

user expects to find. Alternate spellings can help when host names are difficult to spell.
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The /etc/hosts File 5

TIP If you must create alternate spelling aliases or you frequently change host

names, then you probably chose the wrong host name in the first place. Host

names should be easy to spell and should be independent of things that can

easily change such as location, user, or task. See RFC 1178, "Naming Your Com-

puter," for advice on choosing a host name.

Using the sample hosts file in Listing 1.1, a user could specify bluebird, blue, or news,

and the system would return the IP address 172.16.5.7. From the system's point of view,

all of these names are the same because they all point to the same IP address. Given this,

you might wonder why the first name in the list is called the primary name. The primary

name is the name used when the system does a reverse lookup to convert a numeric

address back into a name. Numeric addresses are converted to names to create more read-

able displays. For example, the netstat command obtains IP addresses when it deter-

mines the network status but, by default, it displays host names for those addresses, as
tol lows:

$ n e t s t a t --inet

Active Internet connections (w/o servers)

Proto R-Q S-Q Local Address Foreign Address

t c p 0 r o b i n : 1967 eagle: 80

tcp 0 r o b i n : 1966 eagle: 80

tcp 0 r o b i n : 1964 eagle: 80

tcp 0 r o b i n : 1963 eagle: 80

tcp 0 126 rob in : 23 hawk: 1449

S t a t e

CLOSE WAIT

CLOSE WAIT

CLOSE WAIT

CLOSE WAIT

ESTABLISHED

As this example shows, the netstat command uses the primary name for each host in its

display. The netstat -- inet command displays the TCP/IP network connections. Each

line lists the hosts and the ports involved in a connection. If the local computer only has

access to a host table for address-to-name resolution, the name that shows up for each

host is the primary name associated with that host's address in the host table.

Analyzing the Host Table

A line-by-line analysis of the host table in Listing 1.1 explains the various types of host

table entries, including those entries you probably have in your own host table. These first

two lines represent two lines found in every host table:

1 2 7 . 0 . 0 . 1 loca lhos t

1 7 2 . 1 6 . 5 . 5 c r o w

H
ow
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6 Chapter 1 The DNS Architecture

The first line defines the loopback address 127.0.0.1 and assigns it to the host name

localhost. The loopback address is a software construct that allows the systems to send

data through the TCP/IP stack to itself without actually sending the data out on the net-

work. The loopback facility simplifies testing, permits the system to use the same code

used for network communications when sending data between two local processes, and

reduces the amount of traffic on the network.

The second line defines the name and address of the local computer. In this example, the

local computer is named crow and is assigned the address 172.16.5.5. Every computer

has its own address and name in its host table.

The next two lines in the sample host table represent entries for the local DNS server and

the local default router:

172.16.5.1 wren n s l

1 7 2 . 1 6 . 5 . 4 hawk gws

These entries are useful when the system is booting. wren, which is the name server for

this sample network, has the nickname ns1, which stands for "name server 1." hawk,

which is the default gateway for this network, has the nickname gw5, which stands for

"gateway 5." These entries illustrate the use of nicknames and represent the types of

entries that you might actually have in your own host table.

The next two lines represent the type of entries that might be used to catch spelling errors

and to handle historic names:

172.16.5.20 k e s t r e l k e s t r a l

172.16.5.2 robin redbreast bob

In the first line, the system administrator has added a nickname to accept the typo

kestral as a valid name because a user has trouble typing kestrel correctly. In the

second line, a nickname is included for the historic name bob that was assigned to address

172.16.5.2 before the local network standardized on bird names. These lines were added

by the system administrator to handle specific problems experienced by the system's

users. Rarely would anything like this be required in your host table.

The last two lines illustrate the use of generic names, such as www and news:

172.16.5.6 eagle

172.16.5.7 bluebird blue news

It is unlikely that you will need to put values like this in the local host table because, if you

actually have a Web server or a network news server, you almost certainly have DNS run-

ning. When DNS is running, all computers can get these values from the DNS server and

they don't need to get them from the local host table.
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The /etc/hosts File 7

The sample / e tc/hosts file contains eight lines and yet it is probably twice as long as the

hosts file you will actually have on your computer. On most computers, the host table

has only limited utility and the system relies on a name server for most name-to-address

translation. Even small, isolated networks generally rely on a service such as Network

Information Service (NIS) to create a centralized host table because it is easier to maintain

a single server than it is to maintain a separate copy of the host table on every system.

Therefore, even when the host table is the primary means of resolving names, only one

server has a large host table and most other computers have very small host tables. (See

Appendix D, "Configuring Network Information Service," for a description of deploying

an NIS server under Linux.)

Host Table- to-DNS Scr ip t s

There are scripts that convert a host table to a DNS database. The problem with these

scripts is that they assume your system has a large host table worth converting. Per-

sonally, I haven't had a system with a large host table since 1987! These scripts are

easy to use, but creating a large host table on a Linux system that runs DNS just

doesn't make sense. Chapter 6, "Creating a Master Server," explains how easy it is

to put host information directly into the DNS database. You can safely ignore any-

thing you read about host table-to-DNS scripts.

Uses for the Host Table

Though limited, the role of the host table is important. The host table is used to resolve

critical addresses, like the address of the default gateway, at times when DNS is not avail-

able, such as during the initial boot. The default gateway is a particularly good example

of this. It is very possible that the name server is on the far side of your default gateway.

Until your system adds the default gateway to its configuration, it cannot communicate

with the remote name server. In this case, placing the address of the default gateway in

your local host table allows you to configure the gateway without querying a name server

that you might not be able to reach.

Beyond these limited roles, the host table has no real use on most systems. All systems that

have access to the Internet rely on DNS for name-to-address resolution. Of course, it is

possible that your system is on a small isolated network that does not connect to the

Internet and that never needs to communicate with remote systems. In that case, the host

table might be adequate for all of your needs, particularly if combined with the central

maintenance features provided by NIS. However, that is an extremely rare case. For
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144 Chapter 6 Creating a Master Server

o w ] 172.16.5.15

owl 172.16.7.32

ow15 172.16.5.15

ow17 172.16.7.32

In Listing 6.4, every host name has a unique address and every address has a unique host

name. This does not have to be the case, as illustrated in Listing 6.5.

Lis t ing 6 . 5 Address Records for Multi-Homed Hosts

In Listing 6.5, owl is a multi-homed host. The name owl is assigned both of the host's

addresses, so a query for owl returns both 172.16.5.15 and 172.16.7.32. The remote

system's resolver can sort out which address it wants to use. (As you learned in Chapter 4,

"Configuring the Resolver," the resolver sortlist option can be used to control which
address is used.)

The address of each interface of the multi-homed host is also assigned a unique name—

ow 15 and owl 7 in Listing 6.5. These unique names permit those interfaces to be addressed

directly for testing or other purposes. Even simple name-to-address mapping is more flex-

ible in DNS than it is in the host table.

Defining Nicknames

Host name aliases, or nicknames, provide shorter names, "historic" names, generic

names, and alternate spellings. (All of these nickname functions are described in Chapter 1,

"The DNS Architecture.") The CNAME record is used to define a host alias. The name

field of the CNAME record contains the host alias and the data field contains the official

(canonical) name of the host. That's why CNAME is short for canonical name record.

The last five records in the sample zone file are CNAME records, as shown in Listing 6.6.

Lis t ing 6 . 6 Sample CNAME Records

r e d b r e a s t CNAME robin.foobirds.org.

bob CNAME robin.foobirds.org.

k e s t r a l CNAME kestrel.foobirds.org.

www CNAME wren.foobirds.org.

n e w s CNAME parrot.foobirds.org.

Moving down the list of CNAME records provides the following information:

redbreast is a host name alias for robin. bob is also a nickname for robin. In this case,

bob is a historic name from a time before we standardized on bird names. It still occa-

sionally pops up out of an old mailing list or newsgroup so we keep the alias around. The

kestral alias is used as an alternate spelling of kestrel because we have a user who just
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3 6 6 Appendix C Resource Record Reference

The name field contains the name of the domain or host to which the mail is addressed. The

server field contains the name of the server to which the mail is delivered. preference is

a number used to select the most preferred server when a domain or host has multiple MX

records, with low numbers preferred over high numbers. See Chapter 6 for more information

about using the MX record, which is defined in RC 1035.

Text Record (TXT) The Text record is used to define free-form information about the

named obect. Its format is simple

name t t l c l a s s TXT s t r i n g

On Linux systems, the TXT record is generally used to provide information about a host

to the technical support group. The following example illustrates this use:

buzzard IN TXT Accounting Department server in room B152

Because of its free-form nature, the TXT record has been used over time for special pur-

poses, such as providing input to locally developed scripts that collect domain informa-

tion. An earlier version of BIND that runs on some Unix systems even uses these records

to define security information. Linux, of course, uses the latest version of BIND so it does

not need to use TXT records for security. R C 1035 defines the TXT record.

Responsible Person Record (RP) The Responsible Person record identifies the point of

contact for a host or domain. The format of the RP record is

name ttl class RP mail  text

The mai 1  is the e-mail address of the responsible person. The usually included
in an e-mail address is replaced with a dot. Thus, craig foobirds.org becomes

craig.foobirds.org. The text pointer is the domain name of a TXT record that

contains additional information about the responsible person.  an example of how

an RP record is used with a TXT record:

ibis.foobirds.org. IN RP craig.foobirds.org. ibisRP

ibisRP.foobirds.org. IN TXT Craig  (301)555-1234 X237

The RP record states that the person responsible for ibis. foobirds.org can be reached

via e-mail at craig foobirds.org and that additional information about the person can

be obtained in the TXT records for ibisRP.foobirds.org. The TXT record provides

the contact person's name and phone number.

Use RP records to make it easier for system administrators to contact each other when

things go wrong. Unfortunately, most domains don't use RP records. Maybe the system

administrators don't want people to know how to get in touch with them. But if you don't

use RP records, remote administrators will contact the domain administrator when the
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Linux

DNS Server Administration
Answers to all your DNS questions-written specifically for Linux administrators

Linux DNS Server Administration is the most complete, most advanced

guide to DNS for Linux you'll find anywhere. Written by a leading Linux

expert, this book teaches you, step-by-step, all the standard and

advanced techniques you need to know to configure and maintain a DNS

server on a Linux box. Hundreds of clear, consistent examples illustrate

these techniques in detail—so you stay on track and accomplish all your

goals. Coverage includes:

• Understanding DNS architecture

• Understanding the protocols and messages used by DNS clients

a n d servers

• Downloading, compiling, and installing BIND

• Configuring the resolver using the resolv.conf file and environment

var iables

• Setting the order of resolver queries

• Configuring the named.conf file for caching, slave, and master

n a m e s e r v e r s

• Creating a domain database file and a reverse domain database file

• Creating delegated and non-delegated subdomains for your domain

and reverse domain

• Securing a Linux DNS server with wrapper and ipchains

• Understanding and deploying DNSSEC protocols

• Testing DNS with host, dig, and nslookup

• Using the named.run, named_dump.db, and named.stats files to

monitor your server

• Customizing BIND logging
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