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444 THE NETWORK LAYER CHAP. 5

11000010 00011000 00010001 00000100
First it is Boolean ANDed with the Cambridge mask to get
11000010 00011000 00010000 00000000

This value does not match the Cambridge base address, so the original address is
next ANDed with the Edinburgh mask to get

11000010 00011000 00010000 00000000

This value does not match the Edinburgh base address, so Oxford is tried next,
yielding

11000010 00011000 00010000 00000000

This value does match the Oxford base. If no longer matches are found farther
down the table, the Oxford entry is used and the packet is sent along the line
named in it.

Now let us look at these three universities from the point of view of a router
in Omaha, Nebraska, that has only four outgoing lines: Minneapolis, New York,
Dallas, and Denver. When the router software there gets the three new entries, it
notices that it can combine all three entries into a single aggregate entry
194.24.0.0/19 with a binary address and submask as follows:

11000010 0000000 00000000 00000000 11111111 11111111 11100000 00000000

This entry sends all packets destined for any of the three universities to New
York. By aggregating the three entries, the Omaha router has reduced its table
size by two entries.

If New York has a single line to London for all U.K. traffic, it can use an
aggregated entry as well. However, if it has separate lines for London and Edin-
burgh, then it has to have three separate entries. Aggregation is heavily used
throughout the Internet to reduce the size of the router tables.

As a final note on this example, the aggregate route entry in Omaha also sends
packets for the unassigned addresses to New York. As long as the addresses are
truly unassigned, this does not matter because they are not supposed to occur.
However, if they are later assigned to a company in California, an additional
entry, 194.24.12.0/22, will be needed to deal with them.

NAT—Network Address Translation

IP addresses are scarce. An ISP might have a /16 (formerly class B) address,
giving it 65,534 host numbers. If it has more customers than that, it has a prob-
lem. For home customers with dial-up connections, one way around the problem
is to dynamically assign an IP address to a computer when it calls up and logs in
and. take the IP-address.back when the session-ends.. In-this way; a.-single /16
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SEC. 5.6 THE NETWORK LAYER IN THE INTERNET 445

address can handle up to 65,534 active users, which is probably good enough for
an ISP with several hundred thousand customers. When the session is terminated,
the IP address is reassigned to another caller. While this strategy works well for
an ISP with a moderate number of home users, it fails for ISPs that primarily
serve business customers.

The problem is that business customers expect to be on-line continuously dur-
ing business hours. Both small businesses, such as three-person travel agencies,
and large corporations have multiple computers connected by a LAN. Some com-
puters are employee PCs; others may be Web servers. Generally, there is a router
on the LAN that is connected to the ISP by a leased line to provide continuous
connectivity. This arrangement means that each computer must have its own IP
address all day long. In effect, the total number of computers owned by all its
business customers combined cannot exceed the number of IP addresses the ISP
has. For a /16 address, this limits the total number of computers to 65,534. For
an ISP with tens of thousands of business customers, this limit will quickly be
exceeded.

To make matters worse, more and more home users are subscribing to ADSL
or Internet over cable. Two of the features of these services are (1) the user gets a
permanent [P address and (2) there is no connect charge (just a monthly flat rate
charge), so many ADSL and cable users just stay logged in permanently. This
development just adds to the shortage of IP addresses. Assigning IP addresses
on-the-fly as is done with dial-up users is of no use because the number of IP
addresses in use at any one instant may be many times the number the ISP owns.

And just to make it a bit more complicated, many ADSL and cable users have
two or more computers at home, often one for each family member, and they all
want to be on-line all the time using the single IP address their ISP has given
them. The solution here is to connect all the PCs via a LAN and put a router on it.
From the ISP’s point of view, the family is now the same as a small business with
a handful of computers. Welcome to Jones, Inc.

The problem of running out of IP addresses is not a theoretical problem that
might occur at some point in the distant future. It is happening right here and
right now. The long-term solution is for the whole Internet to migrate to IPvo,
which has 128-bit addresses. This transition is slowly occurring, but it will be
years before the process is complete. As a consequence, some people felt that a
quick fix was needed for the short term. This quick fix came in the form of NAT
(Network Address Translation), which is described in RFC 3022 and which we
will summarize below. For additional information, see (Dutcher, 2001).

The basic idea behind NAT is to assign each company a single IP address (or
at most, a small number of them) for Internet traffic. Within the company, every
computer gets a unique IP address, which is used for routing intramural traffic.
However, when a packet exits the company and goes to the ISP, an address trans-
lation takes place. To make this scheme possible, three ranges of IP addresses
have been declared as private. Companies may use them internally as they wish.
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The only rule is that no packets containing these addresses may appear on the
Internet itself. The three reserved ranges are:

10.0.0.0 —10.255.255.255/8 (16,777,216 hosts)
172.16.0.0 —172.31.255.255/12 (1,048,576 hosts)
192.168.0.0 — 192.168.255.255/16 (65,536 hosts)

The first range provides for 16,777,216 addresses (except for O and —1, as usuval)
and is the usual choice of most companies, even if they do not need so many ad-
dresses.

The operation of NAT is shown in Fig. 5-60. Within the company premises,
every machine has a unique address of the form 10.x.y.z. However, when a packet
leaves the company premises, it passes through a NAT box that converts the
internal IP source address, 10.0.0.1 in the figure, to the company’s true IP address,
198.60.42.12 in this example. The NAT box is often combined in a single device
with a firewall, which provides security by carefully controlling what goes into
the company and what comes out. We will study firewalls in Chap. 8. It is also
possible to integrate the NAT box into the company’s router.

Packet before

Company translation
LAN
Packet after
/ translation
»[198.60.42.12
Company \ \
router
NAT Leased ISP's
box/firewall line router

Boundary of company premises

Figure 5-60. Placement and operation of a NAT box.

So far we have glossed over one tiny little detail: when the reply comes back
(e.g., from a Web server), it is naturally addressed to 198.60.42.12, so how does
the NAT box know which address to replace it with? Herein lies the problem
with NAT. If there were a spare field in the IP header, that field could be used to
keep track of who the real sender was, but only 1 bit is still unused. In principle, a
new option could be created to hold the true source address, but doing so would
require changing the IP code on all the machines on the entire Internet to handle
the new. option.. This. is.not.a. promising alternative for a.quick fix.
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